Science and Information Technologies in the Modern World

SECTION: TECHNICAL SCIENCES

DOI 10.70286/ISU-15.04.2026.020

JUSTIFICATION OF THE SYNERGY BETWEEN
PROJECT MANAGEMENT AND ENVIRONMENTAL
MONITORING IN THE SECURITY SYSTEM OF
CRITICAL TRANSPORT INFRASTRUCTURE

Ziuziun V.

PhD in Technical Sciences, Associate Professor
Department of Management Technologies

Taras Shevchenko National University of Kyiv, Ukraine
orcid.org/0000-0001-6566-8798

Abstract. This paper presents a comprehensive analysis of the mechanisms for
developing regional safety programs for critical transport infrastructure (CTI)
facilities. It substantiates the scientific and practical necessity of integrating modern
project management tools based on the P2M methodology with advanced
environmental monitoring systems. Particular attention is given to the incorporation of
environmental parameters into an iterative spiral project life cycle model, enabling
continuous monitoring of infrastructure conditions.

An approach to forming project portfolios is proposed based on criteria that
maximize asset value while reducing risks through the rational allocation of resources.
It is determined that the implementation of a synergistic approach, along with parallel
project combinations, not only minimizes the risks of secondary contamination but also
significantly enhances the «dynamic resilience» of the transport system to emergencies
of technological and anthropogenic origin.
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Introduction and problem statement. Ukraine’s transport infrastructure,
encompassing bridges, ports, and pipelines, is a strategic asset whose performance
directly underpins national security and the functioning of society. In current
conditions, critical transport infrastructure (CTI) facilities are exposed to persistent
risks, where any technical failure can trigger a «domino effect», escalating into a large-
scale environmental disaster due to secondary contamination. Traditional approaches
to safety assurance often prove limited, as they assess the technical condition of a
facility in isolation from the dynamic changes in its environmental context.

The absence of an integrated management model that combines the organizational
methods of the P2M methodology with tools for predictive environmental monitoring
creates critical zones of uncertainty. This gives rise to an urgent need to develop new
conceptual frameworks in which environmental monitoring becomes an integral
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component of both feasibility studies and the life-cycle management of infrastructure
projects.

The relevance of this research is further amplified by the fact that modern logistics
hubs and transport corridors operate in high-entropy environments, where conventional
deterministic safety management methods lose their effectiveness. The transition to
value-oriented management is driven by the understanding that the safety of CTI
facilities is no longer measured solely by the absence of accidents, but also by the
system’s ability to preserve its mission and functionality under the influence of
unpredictable external factors. This necessitates the implementation of intelligent
services capable of integrating large volumes of environmental monitoring data into a
unified management cycle.

Environmental safety occupies a special place within the protection architecture,
evolving from a secondary factor into a key indicator of the stability of technical
systems. The relationship between the structural integrity of CTI facilities and the state
of the natural environment is bidirectional: ecosystem degradation can accelerate
infrastructure deterioration, while hidden defects in engineering structures are often
masked by natural fluctuations in baseline environmental indicators.

Thus, the synergy between project management and predictive monitoring
becomes the foundation for the development of «smart safety» systems capable of real-
time adaptation.

Brief review of previous research. The theoretical foundations for protecting
critical transport infrastructure (CTI) facilities have evolved over recent decades in
response to the growing scale of technological and anthropogenic threats. In the
scientific literature, the issue of CTI security is examined through the lenses of public
policy, technical protection, economic resilience, and modern methodologies for
managing complex systems.

The fundamental principles of public policy in the field of critical infrastructure
protection in Ukraine are outlined in [1], where the necessity of legally defining the
status of CTI facilities and establishing an integrated protection system is substantiated.
The author emphasizes the importance of an institutional approach and coordination
among government agencies to ensure an adequate level of security.

A significant contribution to the development of project and program
management methods for CTI security has been made in studies [2; 3]. These works
identify the strategic vulnerability of transport hubs and justify the need for a
comprehensive approach to their protection. They also propose methods for managing
security projects and programs based on a systems approach to identifying and
mitigating infrastructure risks.

The mathematical foundation for managing regional CTI security programs is
presented in [4], where models for optimizing project portfolios are proposed. The
application of such models enhances the effectiveness of managerial decision-making
and ensures the rational allocation of resources within security programs.

A distinct line of research is associated with the development of modern
approaches to program management. Study [5] emphasizes the formation of project
managers’ competencies, particularly the role of emotional intelligence and strategic
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thinking under conditions of uncertainty. The conceptual foundations of program
management in the context of social innovation are explored in [6], which highlights
the importance of shifting from managing individual projects to managing program
missions — an approach that is especially relevant for complex infrastructure systems.

The integration of sustainable development principles into project management is
examined in study [7], which proposes a value-oriented management model. This
approach makes it possible to incorporate environmental and social considerations as
key performance criteria for infrastructure projects, particularly in the field of CTI
security.

Thus, the analysis of the cited sources indicates that contemporary research covers
a wide range of aspects related to ensuring the security of critical transport
infrastructure — from public policy and economic resilience to project management and
sustainable development. At the same time, the integration of the project-based
approach, environmental monitoring, and security management within a unified
iterative life-cycle model for CTI remains insufficiently explored, which underscores
the relevance of further research in this area.

The aim of the study is to provide a theoretical justification and to develop models
of synergistic interaction between project management and environmental monitoring
systems to ensure the security of critical transport infrastructure.

To achieve this aim, the following objectives are addressed:

e to examine the concept of synergy within the P2M methodology through the
integration of schematic, systemic, and service-oriented management models;

e to propose a mechanism for incorporating the environmental component into
each stage of the spiral life-cycle model of CTI (from planning to adjustment);

e to develop a mathematical approach to optimizing the portfolio of security
projects, taking into account the minimization of environmental risks and the use of
parallel project combinations to address environmental uncertainty.

Results of the study and their discussion. The study is based on the hypothesis
that effective security of critical transport infrastructure (CTI) can only be achieved by
moving beyond a narrowly technical approach. Within the framework of this research,
security management is grounded in the P2M methodology, where regional safety is
interpreted as a comprehensive mission. Synergy within such a system emerges
through the integrated combination of schematic, systemic, and service-oriented
management models.

In particular, the schematic model enables the development of a regional «security
map», where environmental monitoring is integrated into the feasibility assessment of
infrastructure facilities. The systemic model structures the relationships between
engineering protection measures and environmental monitoring networks, while the
service model ensures the operation of intelligent decision-support systems.

To ensure the «dynamic resilience» of CT1I facilities, an iterative spiral life-cycle
model (LCA), based on the PDCA cycle (Plan-Do—Check—Act), is proposed instead
of linear approaches. In the planning stage, predictive analysis of accident scenarios
and modeling of secondary contamination zones around bridges, ports, or terminals are
carried out. The development stage involves the deployment of a network of intelligent
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sensors that continuously monitor the condition of soil, water, and air in the vicinity of
infrastructure facilities in real time. Validation of the results makes it possible to detect
even minor deviations: if the system does not register micro-level environmental
changes, the model automatically proceeds to the next spiral iteration to improve its
algorithms.

An important aspect is the mathematical optimization of the process of forming
regional programs. The selection of projects for the security portfolio is carried out
based on the maximization of the value objective function:

n
] = Z(Vi - AR; — ¢;) = max
i=1

where V; is the strategic value of the CT1I facility; AR; is the integral risk-reduction
indicator (including both technical and environmental threats) resulting from project
implementation; c; — represents the cost of implementing the measures.

This approach enables the rational allocation of limited regional resources,
focusing on facilities with the highest level of potential losses caused by the «domino
effecty.

To mitigate the high level of environmental uncertainty, it is appropriate to
employ a strategy of parallel project combinations. «Intentional overlap» makes it
possible to simultaneously carry out the modernization of a transport hub and integrate
a predictive environmental monitoring system into its structure. This not only reduces
the overall duration of the facility’s vulnerability but also creates a synergistic effect
through the use of a shared information base. For example, bridge vibration data can
be used simultaneously to assess structural integrity and to predict potential loss of
sealing in nearby pipelines.

A comparative characterization of the traditional and the proposed synergistic
approaches to CTI security management is presented below, which may be further
transformed into a graphical system model (Table 1).

Table 1. Comiarative analisis of aiiroaches to ensurini CTI securiti

Management model Linear (Waterfall) Iterative spiral model (PDCA)
Technical condition of | Interaction between the facility and the
Control focus . :
the facility environment
Response to threats Reactive (post-incident) | Predictive (preventive)
Decision justification Economic costs Value and resilience
Risk management Isolated projects Parallel combinations and project portfolios

The application of the above-described models enables the formation of a
multilayered protection system in which environmental parameters serve as early
indicators of technical failures. In particular, changes in the chemical composition of
groundwater near a railway embankment may indicate the onset of destructive
processes long before they become visually detectable. Thus, the synergy of project
management methods and environmental monitoring transforms the safety system
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from a passive barrier into an intelligent ecosystem capable of self-learning and
adaptation at every stage of the life cycle.

The application of the above-described models enables the formation of a
multilayered protection system in which environmental parameters serve as early
indicators of technical failures. In particular, changes in the chemical composition of
groundwater near a railway embankment may indicate the onset of destructive
processes long before they become visually detectable. Thus, the synergy of project
management methods and environmental monitoring transforms the safety system
from a passive barrier into an intelligent ecosystem capable of self-learning and
adaptation at every stage of the life cycle.

Conclusions. As a result of the conducted research, it has been substantiated that
the synergy between project management and environmental monitoring is a necessary
condition for ensuring the «dynamic resilience» of critical transport infrastructure. It
has been established that the integration of schematic, systemic, and service-oriented
management models within the P2M methodology enables the transformation of the
safety system from passive protection into an adaptive ecosystem, where
environmental parameters serve as leading indicators of technical risks. The
incorporation of these parameters into an iterative spiral life-cycle model (the PDCA
cycle) ensures continuous validation of CTI facilities, allowing the system to self-learn
and adapt to new types of threats at each stage of the program.

The mathematical justification for selecting projects for the security portfolio,
based on maximizing strategic value while minimizing costs and environmental risks,
enables the rational allocation of limited regional resources. The use of a parallel
project combination strategy («intentional overlapy) significantly reduces the temporal
vulnerability window of infrastructure and enhances the overall effectiveness of
security program management under conditions of uncertainty. The final outcome of
implementing the proposed synergistic approach is the minimization of the probability
of large-scale environmental disasters and the assurance of sustainable development of
the regional transport network.
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BUMOI'N 1O AKOCTI TA BE3IIEYHOCTI COKIB JJ154
AUTAYOI'O XAPYYBAHHA

XmeabHunbka €Brenist BikropiBHa

K.T.H., TOLICHT

Kadenpa ToBapo3naBcTBa

1 TOPrOBEJILHOTO MIAINPUEMHUIITBA

Jlicamii JImuTpo AHapiioBuy

3100yBay BUIIIOI OCBITH 0aKajJaBpChKOTO PIBHS
N3 «Jlyrancekuii HalllOHALHUIN YHIBEPCUTET
imeHi Tapaca llleBuenka», Ykpaina

PamionansHe Ta 30a1aHcOBaHE XapuyBaHHS AIT€ PpAHHBOTO BIKY € BU3HAYAIIbHUM
YUHHUKOM iX TAPMOHIHHOTO (PI3UYHOTO PO3BUTKY, (DOPMYBAHHS IMYHHOI CUCTEMH Ta
npoUIAKTUKA HHU3KH 3aXBOPIOBaHb. Y TIEPIIl POKH KUTTS OpPraHi3M JUTHHH
nepedyBae y cTaHl IHTEHCUBHOTO POCTY 1 PO3BUTKY, 110 CYNPOBOIKYETHCS BUCOKHUMHU
notpebamMu y BiTaMiHaX, MiHEpAJIbHUX PEYOBMHAX Ta IHIIMX O10JOTIYHO AKTHBHHUX
cnonrykax. Came ToMy 0COOJIMBOT0 3HaYEHHSI HA0YBa€ AKICTh XapuOBUX MPOJIYKTIB, SKi
BBOJSITHCS JI0 IUTSYOTO PAIliOHY.

®pyKTOB1 Ta OBOYEB1 COKH TPATUIIIAHO PO3TIISIAIOTHCS K BAKITUBUNA KOMIIOHCHT
JTUTSYOTO XapuyBaHHS, OCKUTBKM BOHH € JKEPEIIOM JIETKO3aCBOIOBAHMX TOKUBHUX
pedoBuH, 30Kpema BiTaminy C, OpraHi4yHMX KHCIOT, MPHPOJAHHUX IIYKpIB Ta
aHTUOKCUJAHTIB. BOHU cipusitoTh HOpMaJTi3allii TpaBJIeHHs, TOKPAILICHHIO alleTUTy Ta
3a0€3ME4YEeHHIO OpPraHi3My HEOOX1IHUMH MIKpPOHYTpi€eHTaMH. Pa3oM 13 TUM HaaMmipHE
a00 HenpaBUJIbHE CIIOKUBAHHS COKIB, @ TAKOK BUKOPUCTAHHS MPOAYKIlIT HEHAIEKHOT
SIKOCT1 MO€ MaTH HETaTUBH1 HACIIJIKH JJIsI 3/J0POB’ Sl TUTUHM.

OCOONMUBICTIO JUTSYOTO OPraHi3My € HE3pUIICTh (PEPMEHTATHBHUX CHUCTEM,
MiJBUIIICHA TPOHUKHICTh CIM30BUX OOOJOHOK Ta OOMEXKEHI MOXKJIUBOCTI
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