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Abstract. This research argues that a specialized IS offers a structured, quantitative, and
proactive framework to not only identify and assess typical technical and financial risks but also to
meticulously manage these complex human factors. The system must integrate advanced features
like behavioral analytics and lessons-learned repositories to move beyond simple checklists.
Furthermore, this paper provides a concise overview of existing risk management programs and
platforms currently available in the market. By critically analyzing the capabilities and limitations
of commercial-off-the-shelf (COTS) solutions — and noting their common deficiencies in handling
the nuance of human risk — this work solidifies the requirement for a tailored IS that can effectively
bridge the gap between technical risk assessment and human-centric project realities.

Keywords: information system, risk management, IT projects, human-induced risks,
cognitive biases, risk management software.

Previous works have established the foundational importance of addressing
human-induced risks in technology management, moving beyond generic risk models
[2-3] and how can we assess them in IT projects [1]. This need for proactive
management requires a critical comparison with existing solutions; thus, we must
now analyse current commercial and proprietary software programs available for
tracking IT project risks.

SHERPA human factor reliability [4] provides its software for pharmaceutical,
oil & gas, defence and healthcare sectors. The SHERPA human factors software
package integrates several different modules to help you stay on top of all the most
critical tasks and improve human reliability:

o Risk ranking: generates risk matrices to indicate great concern areas and
set priorities in risk management. The module allows to evaluate the most common
zone for a human error, output risk index and likelihood and suggests tasks
prioritization.

o Hierarchical task analysis and human factors risk analysis: conducts
human factor risk assessments, including COMAH Safety Cases required by the
Health and Safety Executive in the UK; Hierarchical Task Analysis (HTA) to
systematically document tasks, PHEA etc.

Apart from this SHERPA also provides Failure Mode / Performance
Influencing Factors (PIF) Analysis and Swimlane or Sequentially Timed Event Plot
(STEP) Diagramming.

The NIST AI Risk Management Framework (Al RMF) [5] is a voluntary
framework developed by the U.S. National Institute of Standards and Technology
(NIST). Its primary purpose is to help organizations across both the public and
private sectors manage the specific risks associated with designing, developing,
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deploying, and using Artificial Intelligence (Al) products and systems. The Al RMF
is distinct from traditional IT risk frameworks because it focuses on trustworthiness
in addition to security. It aims to improve the ability to incorporate considerations
such as:

o Fairness and Bias.

o Transparency and Explainability.

o Validity and Reliability.

Although the system does not directly specialise on human bias risks and their
indication/evaluation, Al RMF outlines their 4 key pillars (Govern, Map, Measure,
Manage) as to prevent extensive human risks with Al regulatory data governance. In
order to start the “machine” the Institution suggests the next steps taken:

1)  Establish a Strong Governance Structure.

2)  Conduct a Comprehensive Risk Assessment.

3) Implement Risk Management Strategies.

4)  Monitor and improve.

5)  Knowledge sharing.

Summarizing, various worldwide practices incorporate standard time-checked
risk management models and approaches to define and manage risks in projects.
However, with Al slightly taking over the edge of new insights, people also adopt the
machine learning to optimise and control the common project management to a new
level, which predicts the outcome. Thus, it supports our previous statements [2-3]
about the necessity to create an information system for risk management of it projects
and make an artificial intelligence its core module of analysis and prediction
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