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Modern logistics is a key Component of the global economy, ensuring the delivery of goods to any corner of the
world. However, the industry faces numerous challenges, such as cargo preservation (especially for perishable goods) and
route optimization. The lack of proper monitoring of transportation parameters — such as temperature, humidity, lighting,
geolocation, and vehicle conditions — often leads to product spoilage, significant financial losses, and inefficiencies in
transportation processes. This research aims to develop an IoT system that comprehensively addresses these challenges.

Methodology. As part of this work, a conceptual model of an IoT-based freight transportation management system
was developed, encompassing data collection, transmission, processing, and analysis levels. Mathematical models were
employed to optimize routes, detect anomalies, and predict risks. The system integrates cutting-edge IoT technologies,
including sensors, network data transmission protocols (LoRaWAN, GSM), and analytical algorithms, enabling real-time
monitoring and decision-making.

Findings. The proposed IoT system enables continuous monitoring of transportation parameters, including temperature,
humidity, vibration, and geolocation. It optimizes delivery routes, reducing fuel costs and shortening delivery times.
Additionally, through machine learning, the system can predict potential risks, such as vehicle breakdowns or deviations
from predefined conditions, enhancing overall efficiency and reliability.

Findings. The scientific novelty of this research lies in the development of a comprehensive IoT system that integrates
data collection, transmission, processing, and analysis within logistics processes. The uniqueness of the model is its ability
to automatically respond to deviations, predict risks, and ensure full control over transportation conditions.

Practical value. The implementation of the system significantly reduces cargo losses by enabling timely responses
to changes in transportation conditions. Route optimization helps lower fuel and maintenance costs, enhancing the
competitiveness of companies. Additionally, the system improves customer service quality and contributes to the
development of transportation infrastructure.

Conclusions. The proposed IoT system is a powerful tool for modern logistics, enabling automated monitoring
and management of freight transportation. It helps preserve cargo quality, reduce costs, and enhance the efficiency of
logistics processes. The adoption of such technologies is a crucial step toward the digitalization and optimization of the
transportation industry, unlocking new opportunities for companies in the global marketplace.

Key words: Internet of Things (IoT), information system, conceptual modeling, mathematical modeling, automotive
transport, logistics, freight transportation, transportation condition monitoring.

Introduction. Modern logistics plays a crucial  planned routes substantially increase transportation
rolein the global economy, ensuring the transportation ~ costs and delivery times.
of goods at all stages of the supply chain. However, One potential solution to these issues is the
the industry faces several challenges, with the most use of innovative IoT technologies, which enable
pressing being cargo preservation — particularly for ~ continuous monitoring and control of transportation
perishable goods — and delivery route optimization. conditions and vehicle status. Installing sensors
The lack of proper monitoring of transportation on cargo and vehicles allows real-time tracking of
conditions, such as temperature, humidity, or vehicle critical parameters, ensuring cargo preservation and
geolocation, often leads to cargo spoilage, significant ~ transportation efficiency. Integrating this data into
financial losses, and reduced operational efficiency. cloud-based processing systems facilitates automated
Additionally, vehicle malfunctions or inefficiently = anomaly detection and risk analysis.

BicHuk KpHY imeHi Muxanna Octporpaacbkoro. Bunyck 1/2025 (150)
132



KOMITHOTEPHI HAYKA

Another effective approach is the development
of mathematical models for route optimization, risk
prediction, and cost reduction. These strategies help
create a comprehensive transportation management
system that enhances logistics efficiency, minimizes
loss risks, and improves customer service quality.
This study proposes the development of a conceptual
IoT system model that integrates modern technologies
and analytical tools to address these challenges
effectively.

The aim of the study. The aim of this study is to
develop a theoretical foundation for the design of an
IoT system that enables comprehensive monitoring
of cargo conditions and vehicle status.

Analysis of recent research and publications.
Study [1] analyzes the implementation of IoT in
intelligent transportation systems, discussing benefits
such as improved road safety and optimized use of
transportation infrastructure, as well as challenges
related to IoT integration within transportation
systems.

Study [2] presents the development of a global
system that integrates and connects vehicles using
VANET, IoT, and artificial intelligence technologies.
The goal is to reduce the number of accidents by
implementing specialized traffic rules and utilizing
a cloud-based database to collect real-time vehicle
speed data.

The authors of study [3] introduce an IoT solution
for urban traffic monitoring, which collects and
analyzes data on driver behavior, including GPS
coordinates, speed, and fatigue levels, to enhance
road safety and improve urban infrastructure.

The Internet of Things (IoT) holds immense
potential in the transportation sector by enabling
process automation, enhancing safety, and improving
the efficiency of transportation operations, as noted
by the authors of study [4]. Specific [oT applications,
such as smart traffic lights, autonomous vehicles, and
cargo monitoring systems, highlight the significant
prospects of this technology. At the same time, it
is crucial to address security challenges, integrate
IoT into existing transportation infrastructure, and
leverage mathematical models.

The justification for the development of
information systems that enable fuel consumption
calculations based on vehicle characteristics, traveled
distance, and average speed — primarily for enhanced
control over CO, emissions’ environmental impact
and tracking user expenses — is presented in study [5].

Study [6] provides an overview of modern sensor
selection methods for monitoring traffic flows,
emphasizing the importance of network observability

and modeling for efficient sensor placement in
intelligent transportation systems.

The assessment of [oT technologies, particularly
BLE beacons, for supporting autonomous vehicles
in urban environments is explored in study [7]. The
results indicate that such technologies can enhance
road safety and traffic efficiency.

The findings of study [8] propose a prototype
IoT-based telemetry system for real-time monitoring
of cargo weight and truck location, contributing to
improved control efficiency and reduced economic
losses in the land freight sector.

Corporate information systems of companies
providing large-scale telecommunication and
information services require the automation of key
business processes, such as billing and payment
accounting, as stated in study [9]. The Internet of
Things (IoT) plays a crucial role in such systems by
enabling real-time service consumption monitoring,
management, and analysis.

The authors of study [10] introduce a novel
Federated-loT-enabled Intelligent Transport System
(ITS) that integrates convolutional neural networks
with edge computing to enhance data processing
efficiency in transportation systems.

Presentation of the main research material.
The development of an efficient IoT-based freight
transportation management system requires a well-
structured organization of its components and
interaction levels. A conceptual model of such a
system allows for the visualization of key processes,
from data collection via sensors to decision-making
based on data analysis. The model accounts for both
external factors influencing logistics operations
and feedback loops that enable real-time system
adjustments. Color coding of model elements helps
clearly distinguish different levels and components.

Fig. 1 presents amulti-level conceptual model of an
IoT-based freight transportation management system.
Input data collected via sensors (e.g., temperature,
humidity, geolocation) are fed into the system (marked
in green). External factors, such as weather conditions
or road status, impact system functionality (marked
in red). The system comprises multiple levels: data
collection, transmission, processing, analysis, and
decision-making (marked in blue). Feedback loops
(red dashed lines) facilitate real-time adaptation and
system improvement. Finally, the system’s output
(optimized routes, notifications) is delivered to users
(operators, drivers, clients), enhancing the efficiency
of logistics processes.

Let’s describe the levels of the developed model
in more detail.
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Fig. 1. Conceptual Model of an IoT System for Freight Transportation Management

Data collection level (efficient monitoring of
cargo and vehicle conditions).

Data collection is a fundamental stage where the
IoT system gathers all necessary information about
cargo, vehicles, and transportation conditions. This
process relies on various sensors that continuously
capture  parameters  affecting  transportation
efficiency. For instance, to ensure proper cargo
preservation, temperature and humidity sensors are
installed, allowing real-time tracking of any changes
that could impact transportation quality, particularly
for perishable goods.

Additionally, for specific types of cargo — such
as pharmaceutical products or goods sensitive to
light — light level sensors are used. These ensure safe
storage by preventing exposure that could lead to
product damage.

Another critical aspect is vehicle monitoring
through onboard sensors that assess technical
conditions. These sensors measure vibration levels to
evaluate suspension performance, fuel consumption,
and key technical parameters, such as engine
status, braking system performance, and other vital
components.

GPS/GLONASS geolocation modules play a
crucial role in tracking vehicle positions with high
accuracy. This capability is particularly important for

route monitoring and ensuring timely responses to
potential disruptions or deviations.

The collected data, represented as numerical
values and parameters, is then transmitted to the next
system level for further processing and analysis.

Data transmission level (ensuring reliable and
high-speed communication)

Once data is collected, it must be transmitted
quickly and reliably to servers or cloud platforms
for further analysis and processing. Various data
transmission technologies are utilized to achieve
this. In areas with high network coverage density,
standard communication technologies such as Wi-Fi
or GSM/3G/4G/5G are used, ensuring high-speed
and reliable connectivity.

For remote or hard-to-reach regions where energy
efficiency and long-range communication are crucial,
more power-efficient technologies like LoORaWAN or
NB-IoT are employed. These technologies are ideal
for low-power loT devices, such as temperature or
humidity sensors, providing stable data transmission
over long distances.

Data can be stored either on local servers
(on-premises) to enhance security and control or on
cloud platforms (such as AWS, Azure, or Google
Cloud), which help reduce infrastructure costs while
offering flexibility and scalability for the system.
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Data processing level (high-quality preparation
for analysis)

At this stage, the system performs preliminary
processing of collected data to prepare it for further
analysis. First, data filtering is conducted to eliminate
noise, errors, and missing values. This step ensures
more accurate and reliable data for subsequent
analysis.

After filtering, the data is aggregated into a
unified model, allowing different parameters to be
integrated into a structured format for analysis. For
example, a comprehensive model can be built that
simultaneously considers cargo temperature, vehicle
condition, fuel consumption, and geolocation.

Additionally, threshold values are configured
for each parameter at this level. For instance, an
acceptable temperature range is set to ensure cargo
preservation, and any deviation beyond this range is
recorded as a critical error.

To handle large-scale data processing, modern
platforms such as Apache Kafka and Apache Spark
are utilized, along with efficient databases like
PostgreSQL, MongoDB, and TimescaleDB, ensuring
high-speed data processing and storage.

Analysis level (anomaly detection and route
optimization)

Data analysis is a crucial stage where the system
detects anomalies in transportation conditions and
helps optimize delivery routes. Analytical algorithms
identify deviations from predefined parameters, such
as temperature exceeding the allowed threshold or
route violations, which may indicate malfunctions or
unauthorized actions.

Another key aspect of analysis is route
optimization. By considering vehicle geolocation,
road traffic conditions, and fuel consumption, the
system can determine the most efficient transportation
route, significantly reducing fuel costs and delivery
time.

Additionally, data analysis enables risk prediction
and early detection of potential vehicle failures,
allowing proactive measures to be taken. Machine
learning and predictive modeling techniques, such as
TensorFlow and Scikit-learn, are utilized to generate
forecasts based on historical data, improving
decision-making and operational efficiency.

Decision-making  level  (automation
management)

At the final stage, the analysis results are
integrated into the decision-making system, enabling
the automation of management processes. If the
system detects deviations from normal conditions, it
can automatically adjust the vehicle’s route, notify

and

the driver or dispatcher about the issue, or even
initiate corrective actions, such as redirecting the
vehicle for maintenance.

The system also provides recommendations for
dispatchers regarding further actions, improving
the speed and accuracy of decision-making. Mobile
applications for drivers and web-based dashboards
for dispatchers offer real-time access to all essential
information, ensuring seamless monitoring and
response.

Integration with ERP and CRM systems allows
for the consolidation of all supply chain management
aspects into a unified information platform, enhancing
operational efficiency and transparency.

The mathematical representation of the
conceptual  [oT-based  freight transportation
management model can be structured into different
levels, each representing the system’s core functions.
This approach formalizes the data flow, processing,
analysis, and decision-making, providing a structured
framework for system optimization.

1. Data collection level.

At this level, the system gathers information from
sensors. The data is represented as a set:

D = {]—;(t)’ [—Ii(t), Li(t), Vi(t)a Gi(t)|[: 17 LR I’l},(l)

where 7i(¢) — temperature collected by the ith sensor
at time #; H(t) — humidity; L(¢) — light level; V() —
vibration; G(¢) — vehicle geolocation.

This data is structured as an input stream:

10=YD,0), )

where n — number of sensors.

2. Data transmission level.

Data transmission depends on network bandwidth
and latency. The data transfer rate is modeled as:

R=BIT, 3)

where B — data volume (in bytes); 7 — transmission
time.

The probability of successful data transmission
can be expressed as a function of channel redundancy:

- Rr‘eserve) ) (4)

where P, — probability of data loss; Reene —
redundant bandwidth.

3. Data processing levels.

Data processing involves filtering, aggregation,
and normalization. Data filtering is performed using
a smoothing filter:

Psuc = 1 - Plosses(l
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D(t)=—"D(t~j), &)
k5
where k£ — number of previous measurements.
Data aggregation can be represented as:
Dazp (t) = U;I:l D(t) (6)

4. Data analysis level.

Data analysis includes anomaly detection and
route optimizatio.

Anomaly detection. An anomaly is detected if the
value exceeds the threshold:

0, otherwise.

> A,
: ™)

Route optimization. Route optimization is based
on finding the shortest path. For example, using
Dijkstra’s algorithm:

C(i. j)=min Y w,,, (8)
k=1

where w;, — the weight between nodes i and &, a m —
the number of nodes.

5. Decision-making level.

Decisions are made based on data analysis. For
example, the decision-making function could be as
follows:

R(t) = f(A(®), B(1)), )

where A(t) — result of anoly detection; B(¢) — optimal
route.
If A(f) = 14, meaning an anomaly is detected, then:

R(?) = “Redirect the vehicle for maintenance”.

6. Interrelationships between levels.
The overall structure of the system can be
described as a set of functions:

S(0) = g(n), R(0), F(1)), (10)

where S(¢). — system state; /(f) — input data; R(¢) —
results of processing and analysis; F(f) — feedback
for correction.

Thus, the proposed model allows for the
mathematical description of the operation of an IoT-
based freight transportation management system.
The use of these levels and functions helps optimize
transportation, minimize costs, and ensure cargo
preservation.

Research findings. In the course of the study,
a conceptual model of an IoT-based freight

transportation management system was developed,
encompassing all stages of data collection,
transmission, processing, analysis, and decision-
making. The main findings of the research
include:

1. Development of a multi-level model (key
levels of system operation were identified: data
collection, transmission, processing, analysis, and
decision-making; functional relationships between
the levels were described, including feedback
mechanisms for adaptation and improvement of
system performance).

2. Route optimization (the implementation of the
shortest path algorithm will reduce transportation
costs).

3. Transportation condition monitoring (the use
of sensors to monitor temperature, humidity, and
vibration will ensure cargo preservation, especially
for perishable goods. Specifically, detecting
deviations from optimal transportation conditions
will help avoid product damage).

4. Data transmission efficiency (modeling
showed that the use of energy-efficient protocols,
such as LoRaWAN and NB-IoT, ensures stable data
transmission in remote areas with minimal energy
consumption).

5. Data transmission efficiency (modeling
showed that the use of energy-efficient protocols,
such as LoRaWAN and NB-IoT, ensures stable data
transmission in remote areas with minimal energy
consumption).

The results obtained demonstrate the high
efficiency of the proposed IoT system in enhancing
logistics operations, reducing costs, and minimizing
the risk of cargo loss.

In addition to the aforementioned results and the
benefits they offer, it is also important to highlight
that:

— the proposed system will enable risk
prediction (data analysis will allow the identification
of potential issues, such as vehicle breakdowns or
route deviations, allowing timely responses to
critical situations);

— the system will integrate feedback loops
that will facilitate automatic process adjustments,
improving reliability and operational stability;

— through effective route management, the
system will contribute to fuel cost reduction and
minimize cargo loss risks, ensuring the economic
efficiency of the system;

— timely delivery, notifications, and transparency
in logistics processes will increase customer trust
and satisfaction;
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— the IoT system will seamlessly integrate
with ERP and CRM platforms, creating a unified
information ecosystem for logistics management.

Conclusions. During the study, a comprehensive
conceptual model of an JoT-based freight
transportation management system was developed,
which takes into account all aspects of logistics
processes.

The developed IoT system will provide
comprehensive real-time monitoring of transportation
conditions and vehicle status, significantly reducing
the risk of cargo spoilage.

Route optimization, using shortest path algorithms
and geolocation data analysis, will help reduce
fuel costs, shorten delivery times, and improve the
efficiency of logistics processes.

The use of energy-efficient data transmission
technologies, such as LoRaWAN and NB-IoT, will
ensure stable data transmission even in remote areas
with minimal energy consumption.

The implementation of feedback loops between
the system levels will facilitate adaptation to
changing transportation conditions, allowing for
quick responses to unforeseen situations.

The proposed model will have high practical
value and can be integrated into logistics processes
to enhance their transparency, efficiency, and
reliability.

Thus, the developed IoT system is an important
solution for modern logistics, aimed at preserving
cargo quality, optimizing processes, and reducing
costs.
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CyuacHa JIOTICTHKA € KJIFOYOBHM CKJIATHHKOM INOOANBHOI €KOHOMIKH, IO 3abe3nedye DOCTaBKY TOBapiB y Oyab-
SKUH KyTO4OK CBITY. IIpoTe ramysp CTHKA€ThCS 13 YMCICHHUMH BUKIHMKaMH, SIK-OT 30€peXeHHS BaHTaXiB (0COOIMBO
MIBU/IKOIICYBHUX ) Ta ONTUMI3allis MapIIPyTiB JOCTABKH. BiICyTHICTh HANEKHOTO MOHITOPHUHTY ITapaMeTpiB MEePEBE3CHHS
(Temmepatypa, BOJIOTICTb, OCBITJICHICTb, €OJIOKALlis, CTaH TPAHCIOPTHUX 3ac00iB) YacTO MPHU3BOAUTH OO TCYBaHHA
TOBApiB, 3HAYHUX (PIHAHCOBUX BTPAT 1 HeEPEKTUBHOCTI TPAHCIIOPTHUX MPOLECIB. J0CIiIKEHHS CIPSAMOBAaHE HA CTBOPEHHS
IoT-cuctemu, sika TacTh 3MOTY KOMILIEKCHO BUKOHYBATH I1i 3aBIAHHS.

Mertonomoris. Y Mexax poOOTH po3poOieHO KOHIENTyanbHy Mozaenb loT-cucTeMu ympaBimiHHS BaHTRKHUMH
TICPEBE3CHHSMH, SIKa OXOILTIOE DiBHI 300py, TepeaaBaHHs, OOpOOKHM Ta aHamidy JaHUX. BUKOpHCTaHO MaTeMaTHyHi
MoOJIeNi ISl ONTHMI3aIlli MaplipyTiB, BUSBJICHHS aHOMaiil 1 MPOrHO3yBaHHS pu3WKiB. CHcTeMa iHTErpye CydacHi
loT-TexHoIOTI1, SIK-OT CEHCOPH, MepexkeBi MpoTokoiu rnepenaanHs gannx (LoRaWAN, GSM) ta aHa i THYHI alTOPUTMH,
110 3a0€31euy0Th OTIepAaTUBHUI MOHITOPHHT H YXBaJICHHS PIllIeHb Y pealbHOMY Yaci.

PesyabraTn. 3anpomonoBana loT-cuctema mae 3Mory 3miiicHIoBaTH Oe3TepepBHHN MOHITOPUHT TapaMeTpiB
TIePEBE3CHHS (TeMIIepaTypa, BOIOTICTh, BiOpalis, TeoI0Kallis); ONTHMi3yBaTH MapIIPyTH JOCTABKH, 110 3MCHIITY€ BUTPATH
Ha MajJbHE Ta CKOPOUYy€e Yac JAOCTABKH; MPOTHO3YBAaTH MOMKIIMBI PU3MKH, SIK-OT MOJOMKH TPAHCIOPTY UM BiIXUIICHHS
BiJl 3aJaHUX YMOB, 3aB/SKH MAllIUHHOMY HAaBYAHHIO.

OpurinansHicTs. HaykoBa HOBH3HA IOCHIIKEHHS NONArae B po3pooii kommekcHoi loT-cuctemu, sika inTerpye 30ip,
nepeaauy, 00poOKy Ta aHaJi3 JaHUX Y JIOTICTHYHUX Ipoliecax. YHIKalIbHICTh MOJIEI] OJISrae B MOKIIMBOCTI aBTOMaTHYHO
pearyBaTu Ha BiIXWJICHHSI, TPOTHO3YBATH PU3HKIB i 3a0€3IIeUyBaTH OBHHII KOHTPOJb 32 YMOBAMH MIEPEBE3CHHL.

MpakTuyna WiHHICTS. prOBaI[)KeHHH cucTeMH 3a0e3ledye 3HAYHE 3MCHIICHHS BTPAT BAHTAXIB 3aBISKU
CBOEYACHOMY PearyBaHHIO Ha 3MIHH YMOB mepeBe3eHHs. OnTUMi3alis MapmpyTiB CIPHsE CKOPOYCHHIO BHTPAT
Ha TajbHE H TeXHIYHE OOCITYrOBYyBaHHS TPAHCIOPTY, 110 Hl,I[BPIH.[y€ KOHKprHTOCHpOMO)KHlCTB KOMITaHiH.
Kpim Toro, cuctema ae 3MOTy MOKPAIIUTH SKIiCTh OOCITYTOBYBAaHHS KIII€HTIB i CHPHUSE PO3BUTKY TPAHCIIOPTHOI
1H(bpaCprKTypH.

BucnoBku. 3amnporonosana loT-cuctema € MOTYXKHUM iHCTPYMEHTOM JUISL CyJacHOI JIOTICTHKH, SIKMH JOMOMArae
ABTOMATU3yBaTH MOHITOPHMHT U YIpPAaBIiHHS TepeBe3eHHAMU. BoHa cripusie 30epeKeHHI0 SKOCTI BaHTAXiB, 3HIKCHHIO
BUTpAT 1 MiBUINEHHIO e()EeKTUBHOCTI JIOTICTHYHHUX IPOIECiB. BUKOPUCTAHHS TaKUX TEXHONOTIH € BaKIUBUM KPOKOM
70 nudpoBizalii Ta oNTUMI3allii TPAHCTIOPTHOI Tany3i, 0 CTBOPIOE HOBI MOXJIMBOCTI ISl KOMIAHIN y TIOOANIbHOMY
CEepEIOBHIIL.

Korouosi caoBa: Inrepuer peueir (IoT), indopmauiiina cucTema, KOHLENTyaJlbHE MOAENIOBAHHSA, MaTeMaTH4HE
MOJY/IIOBaHHS, aBTOMOOITBHHHN TPAHCIIOPT, JIOTICTHKA, BAHTAXKHI IEPEBE3CHHS, MOHITOPHHT YMOB TIEPEBE3CHHSI.
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