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OO0’ exT AOCTIIKEHHS — MpoLec 1AeHTUDIKAIlIT MEepeKEeBUX aTak.

Meta po6OTH — BIOCKOHAJEHHS CHUCTeMH 1leHTU(]IKalii MepexeBUX aTak 3a
paxyHOK BU3HAYEHHS €()EKTUBHOTO AJITOPUTMY 17I€HTUDIKAITI].

[IpeameT nocmizKeHH — MEXaH13MHU 1IeHTU(DIKaIli MEpEKEBUX ATAK.

Meroa nocCiKEHHSI — aHalli3 Ta BUOIp €(hEeKTUBHOTO aITOPUTMY IS IT1ABUIIICHHS
€(PEeKTUBHOCTI 1ICHTH(IKALIIT MEPEKEBUX aTaK.

[IpakTiyHa  MIHHICTP  OTPUMAHMX  pe3yJbTaTIB  Hojsirae y  BHOOpI
HaHONTUMAIBHIIIONO0 €(PEKTUBHOTO 3 TOYKH 30pYy I1HPOpPMAIIHOI OE3NMeKH aaropuTMy
pO3MI3HaBaHHs JUIsl MOKPAIEHHS CUCTEMH 1IeHTU(DIKAIlT MEPEKEBUX aTaK.

KimtouoBi  crmoBa:  imeHTudikaiis, MepekeBa aTaka, MEXaHI3M  3aXHUCTy,
MDKMEpEeKEBUNM €KpaH, CHUCTeMa 3amo0iraHHs BTOPTHEHb, QJITOPUTM PO3Mi3HABAHHSA,

CUCTEMAa BUSBJICHHSI BTOPTHEHb, MEXAHI3M 1JI€HTU(DIKAIIi.
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11
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INEPEJIIK YMOBHHUX ITO3HAYEHBb TA CKOPOYEHb

— American standard code for information interchange;
— Address Resolution Protocol;

— Indopmariitni TeXHOMOTIT;

— Asymmetric Digital Subscriber Line

— Advanced persistent Threat;

— AHTUBIpYCHE MPOTrpaMHe 3a0€31EeUEeHHS;

— Demilitarized Zone;

— Denial of Service;

— Distributed Denial of Service;

— Domain Name System;

— Host Intrusion prevention system;

— Hypertext Transfer Protocol;

— [Iporpamue 3a0e3neUeHHS;

— Inline frame;

— Internet protocol;

— Internet protocol security

— Internet control message protocol;

— IMOBIpHICTh PABUIBHOT 11eHTH(IKALIT;

— International Organization for Standardization;
— Internet Service Provider

— [{udpoBuii ciekTpaybHUI aHAaTI3;

— Cucremu ynpaBiiHHS iHGOpMAITiTHOIO O€3MMEKOI0;
— Man-in-the-middle;

— Network Intrusion detection system;



NBA
NNIDS
NGIPS
NLTK

kNN

— Network behavior analytic;
— Network noir intrusion detection system;
— Next Generation Intrusion prevention system;

— Natural language toolkit

— Anroputm Kiacudikaiii;

OWASP - Open Web Application Security Project;

OSI
PCI DSS
PHP
RHT
RST
RFC
3113
SNMP
SMB
SQL
SSL

SIEM
IMA

STD
TCP

TZSP
TLS

UDP
URI
WIPS
XML
XPath

— Open systems interconnection basic reference model,;
— Payment Card Industry Data Security Standard;

— Hypertext Preprocessor,;

— Rule Hash Table;

— Rule Status Table;

— Request for Comments;

— 3JI0BMUCHE NPOTpaMHe 3a0e3MeYEHHS;

— Simple Network Management Protocol;

— Server message block;

— Structured query language;

— Secure socket layer;
— Security information and event management;

— InenTudikaris MepeKeBHX aTak;
— Skip Distance Table;
— Transmission Control Protocol;

— TaZmen Sniffer Protocol;

— Transport layer security;

— User Datagram protocol,

— Uniform Resource Identifier;

— Wireless Intrusion Prevention System;
— eXtensible Markup Language;

— XML Path Language;
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BCTYII

3 orisiy Ha OCTaHHI JHOCSATHEHHA 1H(OpPMaLIHHUX Ta KOMYHIKAIITHUX TEXHOJIOTIH,
a TaKOX BCEOIYHO 3pOcTardy NMoTpedy B MEPEKEBUX TEXHOJOTIH, iHpopMalliiiHa Oe3rmeka
CTa€ MOyXe TOoCTporo mpobieMoro. OTHOYACHO 3 IIUM CIIOCTEPITa€ThCS IUPOKE
3aCTOCYBaHHS [HTepHETY OpraHizaiisiMu Ta MiAIPUEMCTBAMH Pi3HOI (POPMH BIACHOCTI JJIs
0oOMIHY JaHUMH PIZHOTO CTyIEHIO0 KoHpineHmiiHocTi. ToMy Haa3BUYaiHO BaKJIMBUM €
3axXUCT 1H()OPMAIIHHUX PECYpPCiB, IO € AKTyaTbHOIO MPOOIEMOI0 ChOTOCHHS.

B ocTaHHI KiJIbKa POKIB, aTaKH y BUTJISAI MIKIJJTMBOTO MEpexKeBOro Tpadiky 3 00Ky
IIKIJIMBUX JIKCTIB, SIKI 3TOBMUCHUKH BUKOPHUCTOBYIOTH JIJIsi MOIIMPEHHS HEOa)kaHOoi Ta
HIKIJJIMBO1 1H(OpMaINii Ha KOMI'IOTEPHI MEpEXi MOCTIMHO 3pOCTaroTh. Jl0 TakMX BHIIB
JIMCTIB MOXKYTh Hayiexatu [1;, 2]:

o (immHr;

e J1HcTH 3 mKiuBuM [13;

® JICTH BUMAaraui;.

Tomy uist 3aXHCTy BiJI TaKOrO0 BHJY aTaKk HEOOXIJHO MPABWJIBHO Ta CBOEYACHO
11eHTU(IKYBATH LIKIAJIUBI1 JIUCTH.

Ha TenepimHiii yac iCHYIOTh Pi3HI IHCTPYMEHTH Ta MEXaHI3MH, [0 CIPSIMOBaHI Ha
3abe3neucHHs iHpopMaliiiHol 6e3mekn. Jlo Takux MexaHi3MiB BigHOCsAThCs [3;, 4]:

® AHTHBIPYCHE MPOTrpaMHE 3a0€3MECUCHHS;

® aHTHCIIAM TEXHOJIOIII,.

Jlist mignpueMcTBa TOMITA €JEKTPOHHA € CYTTEBO BAXKIMBOI, OCKUIBKU 1€ €
3BUYANHMI, JOCTYIHUN 1 3pyYHUA METOA JJIsl KOMYHIKalIid 3 KIIIEHTaMH, a TaKOX CIIOCIO
MapKeTUHry. BrnacHe, 3apa3 iCHYIOTh JECATKH MOIITOBHX CEpBICIB, KOMMaHIi 3a3BUYail
BCTAHOBIIOIOTh BJIACHMM TIOIITOBUI cepBep. Yepe3 BHUIllEBKa3aHI TMEpeBard IMOIITa
CJIEKTPOHHA JTy’KE YaCTO BUKOPUCTOBYETHCS SIK 3aCi0 JJIs1 PO3MOBCIOIKCHHS «criamy» [5] .

3a Ilo pmanumu xommadii «JlaGoparopii Kacmepcekoro», dYacTuHa cnamy B

cBitoBoMy Tpadiky momrta y 2019 poui cknamana y cepeaabomy 51% [6]. 3mauno
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roCTpoIO L MpolsieMa € AJig BIACHUKIB MIAMPUEMCTB, OCKUIBKH aJpPeCcH iX MOIITOBUX
CKPUHBOK € BIIKDUTHUMU 1 Uepe3 JMeAKUN Jac TyaAW HAAXOIATh TUCSYl HeOaKaHUX JIMCTIB.
31 CTPIMKHAM POCTOM Ta BJOCKOHAJICHHSIM MEXaHi3MIB JIJIS TIONTUPEHHS IIK1JTHBUX JINCTIB,
CIlaM CTa€ BCe OUIbII BUTOHYEHHMHM Ta BaXXYUMHU Yy po3mizHaBaHHI. Bubip epexTuBHUX
QITOPUTMIB 3 TOYKH 30py IMIBUIKOIIT Ta OE3MEKH I CUCTEMU 1ACHTH(IKAIIT TIKITMBUX
JIUCTIB € aKTyaJTbHUM 3aBJIaHHSIM IIi€1 TUIIOMHOT pOOOTH.

BianoBigHo, MeTOI0 J1aHOi pOOOTH € BIOCKOHAJICHHS CHCTeMH iaeHTUdikarii
IIKIUIMBUX ~ JIUCTIB 332 paxyHOK BHU3HAYCHHS  HAME(PEKTUBHIIIONO  aNTOPUTMY
posmizHaBaHHsA. Bubip edeKTUBHOrO ajaropuTMy JJis OJIHOTO 3 HaWBaKIMBIIIMX
KOMITOHEHTIB CUCTEMH B 1HGPACTPYKTYpl 0OpaHO B SIKOCTI MPAKTUYHOI YACTUHU POOOTH.

JInsi BUKOHAHHSI JOCSITHEHHSI MOCTaBJEHOI B poOOTI METH HEOOXIAHO BUPILICHHS
HACTYMHUX 3a/1a4 poOOTH OyJIM MOCTaBJIEH] TakKi 3a1ad4i:

- MPOBECTH JOCIIPKEHHS METOIB peali3allli CydaCHMX MEpPEKEBUX aTak 3 OOKy
PO3MOBCIOJIPKEHHSI IIK1JJIMBUX JIUCTIB,;

- JIOCJIIIUTH MEXaH13MH 1IeHTU]IKaIlll MEepeKEBUX aTak;

- 3pOOMTH TPOBECTU aHAI3 ICHYIOUHMX AITOPUTMIB PO3MI3HABAHHS LIKIIJIUBUX
JIUCTIB,

- 3JIMCHUTH TOPIBHSUIbHUM aHalli3 3alpONOHOBAHUX AJITOPUTMIB ISl CHCTEMH
iIeHTUdIKaIliT MepEKEBHX aTak 3 00Ky PO3MOBCIOIKCHHS MIKIITMBHX JIMCTIB [9];

OTxe, B CydyacHUX peallisiX HEOOXITHUM KOMIIOHEHTOM apXITeKTypU € CUCTeMa
o0OpoOKM Ta HAAXOMKEHHS JHCTIB. TOMYy CIHOCTEpIraloud 3a CHUTYaIll€l0 PO3BUTKY
LIKIJIJIMBUX JIMCTIB, HEOOXIAHUM pIIIEHHSM € BHOIp Halle()eKTUBHIIIOrO aIrOpUTMy IS
MOKpAIIeHHs 1AeHTH(IKAIT MEPEeKeBUX aTak 3 OOKY pPO3MOBCIOHKEHHS IIKITUBUX
JIUCTIB.

Hani Pe3ynbpTaTi AMIIIOMHOT poOOTH Oysn anpoOOBaHi:

e Ha 5-if MixkHapoHa HaykoBo-mipakTuHa koHbpepenis (1T&I) [85].

® B HayKOBO-NPAKTUYHOMY XypHaui kibepoOesmeku “Scientific and practical cyber
security journal [86].

e Ha 8-if MixkHapoiHa HayKoBo-TipakTHuHii koHbpepenii (IT&I) [87].
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PO3/LI 1
XAPAKTEPUCTHUKA MEPEKEBUX ATAK

1.1 BapiaTuBHiCTH Mepe:KeBHX aTaK

1.1.1 Po3BHUTOK MepekeBHX aTakK

Texnomnorii [HTepHET 3MIHIOIOT, HE TUIBKM MIIXOMW OpPTaHi3alliidi 0 BEICHHS
Oi3Hecy, aje 1 iX BIIHOIIEGHHs 110 3a0e3medeHHs MepekeBoi Oesmeku. [ Toro, 1mob
KOMITaHisl Oyna CIpOMOXHA 3aXUCTUTU ceOe BiJ MOTEHIIMHUX Ta PEATbHUX MEPEKHHUX
3arpo3 BOHA TOBMHHA MATH CUCTEMY, siIKa OyJle KOHTPOJIOBATH LUTICHICTh 1 aBTEHTHYHICTh
iH(dOopMaIlii Ta MepeKeBUX 3'€JHAHB, 1110 MTPOXOAIThH Yepe3 [HTepHeT, Ta Yepe3 BHYTPIIIHI
Mepexi [5].

He € Taemuunero te, no Ko>kHa Oprasizallis Mae CBor0 KOH(1IeHIIHHY 1HQOopMaIIiio
Ta KPUTUYHUX BAKIUBUX PECYPCIB, KOMIIPOMETALIS SIKUX MOKE 3aBJaTH BEJIUKUX 30UTKIB.
3 KO’)KHUM JTHEM Il PECYPCH € CXHUJIBHUMH JI0 CHEIIaIbHUX aTaK, sIKi MOCTYIOBO CTAIOTh, 3
OJTHOTO OOKYy, OijibIllc BUTOHUCHUMHM, a 3 1HIIOTO0 OOKY - MPOCTUMH y BHUKOHaHHI [4]. 3
bOr0 BUIUIMBAE, IO MUTAHHA 3aXUCTy IHQOpPMaLIMHUX PECYpCiB, SIKI LUPKYIIOIOTH B
MEPEKHUX JIKEPET € aKTyalIbHOIO TIPOOJIEMOIO CHOTO/ICHHSI.

Pi3HOMaHITHICT, Ta BapiaTHUBHICTh MEPEKEBUX aTaK € JyKE BEIHUKOI, TOMY
BAXKJIMBO MaTH CUCTEMY, sika Oyzie MpaBUIIbHO Ta €pEKTUBHO BU3HAYATH 1 3a11001raT iM.

31 BCeOIYHMM PO3BUTKOM IHTEPHET TEXHOJOTIHA, a TaKOX BLILHOTO JOCTYIY [0
PI3HOMaHITHHX PECYpCIB 3JOBMUCHUKH BcC€ OuIbllle OOMIHIOIOTHCS 1H(GOpPMALIED Ta
CTBOPIOIOTH HOBI METOJIM MEPEKEBHUX aTak [6].

[lle omamM QakTOpoM 3HAYUTHCS T, IO 3JIOBMHCHUK paHillle MaB BOJIOJITH
XOpOIIUMH HaBUYKaMU KOJYBaHHS, JUIsl TOTO MO0 CTBOPIOBATH 1 PO3MOBCIOHKYBATH
npocte y BukopuctanHi [13. Ha cborogeHHst st OTpUMaHHS JOCTYIy JO 3J0BMHCHOIO
1HCTpYMEHTapito, moTpioHO 3HalTH [P agpecy HEOOXiMHOTO CaiTy, IOTIM ISl IPOBEICHHS
aTakd JOCTaTHbO HATHUCHYTM MUIIKOIO MO KHomii. TomMy MepexeBl aTaku 3 OOKy

3JIOBMHUCHHKIB € aKTyaJIbHOIO TIPOOIEMOIO ChOTO/ICHHS.
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1.1.2 Tepmin Mepe:xeBOi aTaKu

MepexxeBa aTaka 3a3BUYail BU3HAYAETHCSA SK BTOPTHEHHS JO TEBHOI MEPEXEBOI
1HOPaCTPYKTYpH, [I€ CIOYaTKy aHAI3Ye€TbCS MEpEKEeBE CEpeOBHUIIE KOpUCTyBada 1
Bi10yBaeThbCs 301p iHGOpMaIlii s TOro, o0 BUKOPUCTOBYBATH ICHYIOY1 BIIKPUTI TOPTH
a60 ypazmmBocTi. Taka iHhopMaIlisi MOKe BKIIFOYATH BPA3IMBOCTI JIJIs1 HECAHKITIOHOBAHOTO
JOCTYITy JIO pecypciB KopuctyBaya [7]. ¥V THX BHUIagKax, KOJIM METa aTaKH MOJIATA€E TITbKH
B TOMY, 100 Ji3HATHCS 1 OTpUMATH JAEAKY 1H(QOpMAIIO 3 OKpEMOi CHCTEMHU, IIPHU LIbOMY
CHUCTEMHI PECYpCH HE 3a3HAIOTh 3MIH a00 BIAKIIOUEHI SIKUMOCh YMHOM, TOJ1 HAEThCS MOBa
PO MMaCUBHY MEPEKEBY aTaAKY.

AKTHBHA aTaka BUHUKAE TaM, 1€ 3JIOBMUCHHUK 31HCHIOE TOCTYM 1 3MIHIOE, BUMHUKAE
a00 3HUIIYE TIEBHI pecypcu abo JaHi. ATaka MO)Ke BUKOHYBaTHCS ab0 330BHI OpraHi3aiii
HeynoBHOBakeHUM cyO'ektoM (Outside Attack), abo 3 Ooky KoMIaHii «iHCalaepomy»,
AKUWA Bxke Mae meBHUM aoctyn 1o Mepexi (Inside Attack). [lyxxe yacTto mepexeBa araka
MOETHYETHCS 3 BBEJCHHSAM IIKIJIUBUX KOMIIOHEHTIB JO IUIBOBUX CHCTEM Take, SIK
37I0BMHUCHE nporpamue 3abe3neuenns (3113) [8].

Ha naHuit MOMEHT BUAUISIOTH HACTYITHI BUIN MEpexeBHX atak [23]:

— mailbombing, nepenosuenus 6ydepy (buffer overflow);

— 3acTocyBaHHs cnemjanizoBaHoro I3 nns 3apaxeHHs ab0 MPOCTYyXOBYBaHHS
MEpEexi;

—  MepexeBe ckanyBaHHs (network scanning);

— miamina [P-aapecu (IP-spoofing);

—  arakW TUIY JIOAUHM mocepeauHi (man in the middle);

—  id'exmil (SQL-1H'extiss, PHP-ix'extist Ta iH1111);

—  BiaMoBa B o0ciyroByBanHi (DoS ta DDoS atakn);

—  (IIIMHTOBI aTaKH, TOMIO.
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1.1.3 ®imuHroBi moBigoMJIeHHs, IK HEABTOMATH30BaHA JIAaHKA
NMPOBeIeHHSI aTaK

3 ycix craHaapTiB iHMopmaliiiHoT Oe3MeKr MO)KHa BIEBHUTUCH Y BaXKIMBOCTI
MIPOBEJICHHS aTaKk Ha OCHOBI collaibHOI 1HkeHepii Ta ¢imuary. Ctapgaptu OSSTMM,
tak 1 NIST nponoHytoTh i 4ac TECTYBaHHS MPOBOJAUTH (DIIIMHIOBI aTaku Ta aTaku Ha
OCHOBI COLIIaNTbHOT 1HXKEHEPIi.

BapTo neperisiHyTH, 10 caMe 3a3BUYaidl TECTYEThCS ITiJT yac arak [14]:

. CorlanpHa 1HXEHEPisT — METOJl MEPEeBIPKU 3 MIJKIIOUYEHHAM <JIIOJCHKOTO
(dakTopy», CIIPOMOXKHICTh YITKO BHSBISATH 1 OTPUMYBATH KOH(IJEHLIMHI JaHl Ta 1HILY
iHdopmartito nusixoM [HTepHeTy un TenedoHy ( CriBpOOITHUKH OpraHizaiii uu Oyab-siKi
1HIII YITOBHOBaYKCHI 0COOM, SIKi IPUCYTHI B Mepeki opranizaitii) [9];.

. Be6-3acTOoCyHOK — 3aCTOCOBYETHCS JJI 3HAXOIKEHHS BPA3JIMBOCTI B Oe3melll
Ta 1HIIMX MPoOJIeM B JIEKIIHKOX BapiaHTaX Be0-3aCTOCYHKIB 1 CEPBEPIB, SIKI PO3MIIIICHI Ha
Oorti cepBepa uum kiiedTa [9];

. MepexeBa ciyx0a. — TepeBipka Mepexki sl BUSABJICHHS MOMXJIHBOCTI
JOCTYIy 3JIOBMHCHHUKIB YH 1HIIMX HeaBTOpu30BaHMX 00'ekTiB [10];

. KiieHTchbka yacTMHa — /JI1 TEPEeBIPKA 3aCTOCYHKIB, BCTAHOBJIEHUX Ha
KJIieHTChKOMY caiiti [10];

. Bignanene miakmtouenHs — nepeBipka VPN uu ananoriunoro o0'exra, skuit
MOJKe 3a0€3MeYUTH JOCTYI JIO MmiIKItoueHol cuctemu [11];

. be3npoToBi Mepexi — mepeBipka Juisi 0€3pOTOBUX 3aCTOCYHKIB 1 CEPBICIB,
BKJTIOYAFOYH Pi3HI KOMIOHEHTH Ta QyHKIii [11];

. [lepeBipka cucTeMH aBTOMAaTUYHOTO KOHTPOJIO Ta 300py i1H(opmarrii
(SCADA Pentesting). [12].

VY Bcix cdepax, OKpiM COLIaNbHOI 1HXEHEpli NEHTECTEPY MPOMOHYETHCS MIUPOKUI
BUOIp pillIeHb, SIKI aBTOMATU3YIOTh TeCTyBaHHs — Hanpukiaa, OpenVAS s ckanyBaHHS
Bpa3imBocTeld BeO-3acTtocyHkiB [18]. Tum wacoMm, y cdepi comiaibHOl iHXEHEpIl

aBTOMAaTU3ALIMHUX pimeHb Hemae. Hapasi meHTecTepu MarOTh BJIACHOPYY BHBYATH
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CUTyaIlll0 Ha TMIANPUEMCTBI, BJIACHOPYY A00yBaTH 1H(OpPMAIlI0 MPO IUIb COIiadbHO-
IH)KEHEepHOT aTakH, Ta BIACHOPYY IUcaTH (PIIIMHIOBE MOBIAOMIICHHS aapecanty [13].

CyudacHa po3CWJIKa Cramy pO3MOBCIOKYEThCS B THCSYaX MPUMIPHUKIB JIMILIE 3a
JeKUTbKa XBUJWMH. Haluacriime BChOro cmam ife uepe3 3apakeHl mkimuBumu [13
KIHIIEBUMH BY3JIJaMU KOPUCTYBAayiB.

Ilo 6ynme B mportuBary nanomy wmetonay? CydacHa iHAycTpis iH(OpMaLIiHHOT
Oe3MeKu Hajlae KUIbKICTh PillleHb, 1 B 1HBEHTAapl OOpOTHOM 31 CIIaMOM € Pi3HIMaHITHI
texHosorii. [IpoTe komHA 3 ICHYIOUMX TEXHOJOTIH HE € IUIKOBUTHM 3aXHCTOM TMPOTH
naHoro Buay ataku. [lanarei Bi BCix aTak He icHye. Bennka KiJIbKICTh CydacHUX PIllleHb

3aCTOCOBYIOTh T10OPH/IHI TEXHOJIOT1i, 00 €PEKTHBHICTh MPOIYKTY He Oye BUcoka [15].

1.2 PizHOMAaHITHICTH MepeKeBUX ATaAK

1. Mailbombing.

€ oIHMM 3 HAWBIJOMINIMX Ta HAWCTAPIIIUX METOAIB aTak. PeanizoByeThcsl Takuid
METOJI IOCTaTHHO MPOCTUM YMHOM. Ha MOmITOBY CKPUHBKY MPUXOJIUTH BEIUKA KIJTBKICThH
MOIITOBUX MOBIAOMJIEHb B PE3YyJbTaTI YOO YHEMOXKIIUBIIIOETHCS pOOOTA 3 IIEI0 CaMOIO
CKpUHBKOIO 200 B3araii 3 MOIITOBUMHU cepBepaMu. [Ijist peanizailii Takoro TUITY aTaku BXKe
CTBOPEHI CIeIiali30BaHl MPOrpaMu B, SIKUX HaBITh JIIOJIMHA 0€3 CIeliaIbHUX 3HAHb 3MOXKE
3aCTOCYBaTH TaKUi MeTOj aTaku. J[Ji1 mporo moTpiOHO JuIe BBECTH e-mail, KIJTbKICTh
HEOOXITHMX TMOBIIOMJICHb Ta TEKCT moBimomieHHs. /o Takux mporpam Hanexatb: “Mail
Bomber”, “Spam Revenge”, “PTF Framework™ Ta inmi [15]. IIporpamu mis ataku
mailbombing 3a3Buyaii, mpuxoByOTH peanbHy IP agpecy BianpaBHHKA, 3aCTOCOBYIOUH IS
HAJCUJIaHHS TPUXOBAHOTO TIOIMITOBOTO cepBepy. Takui THUIT MEPEKEBOi aTaKkhd BaXKKO
3aMo0IrTH, OCKIIBKH TOIITOBI CHUCTEMH 3aXHMCTy MpPOBaWJIEpIiB HE CIPOMOXKHI YITKO
MTO3HAYMTH JICTITUMHOTO BiIIpaBHHUKA IIKIIJIUBHX JUCTIB. OIWH 3 BapiaHTIB TOJMi, KOJHU
MpoBaiiep MOXE€ OOMEXKHUTH KUIBKICTh JIMCTIB OJHOTO BiANpaBHUKA, ajieé ajpeca

BiJIMMpaBHUKA OyJIe CTBOPIOBATUCH BUITAIKOBUM YHHOM.
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2. MepexeBa po3BiJIKa.

B pesynbrari Takoro TUMy aTaku Xakep HE 3IMCHIOE KOIHUX IIKIJUIMBUX iH,
npoTe SIK pe3yibTaT BiH MOXKE OTPUMATH BIIOMOCTI MPO apXiTEKTypy Mepexi Ta
NPUHIUIK (YHKIIIOHYBaHHS OOYHMCITIOBAIBHOI CUCTEMHU KepTBH. [HDOpMallis Moxe OyTu
BUKOPHWCTaHA JUTsl IeTaIbHOI MATOTOBKHY Ta MiATOTOBKA MaiOyTHROT aTakwy.

[Tig ywac Takoi pPO3BIAKK 3JOBMHCHHUK MOXE IPOBOJUTH CKAaHYBaHHS IIOPTIB,
PO3BIAKY ONEpaIiiHUX CHCTEM, $KI BHKOPHUCTOBYIOTBHCS B TIEBHIM OOYHCITIOBAIBHIN
CHUCTEMi, PO3BIIKY ajapec, po3BiiKy 3amuTiB Ta cepBepiB DNS [16]. Ilpu 3akiHueHHI
PO3BIAKU € BeJIMKa WMOBIPHICTD, 110 oTpuMaHa iHdopMaitis O6yae mictutu DNS-cepsepu,
KOMIT IOTepU KOPUCTYBayiB, MEPEKEBE O0JIaHAHHA, apXITEKTypa MEpexki, CepBICH, SIKI
3amylleHl Ha cepBepax, piBEHb JIOCTYNY A0 LHUX CEPBICIB JJIsl 30BHIIIHIX 1 BHYTPIIIHIX
KOPHUCTYBaYiB.

3. Id’ekis komy.

Taki Metoau, 00'eqHAH] OJHUM 3arajbHUM IPHUHIIMIIOM - B Pe3yJbTaTi aTaku JaHl
BUKOHYIOTBCS SIK KOJI.

PHP-11’exmis.

PHP-id'ex1iist - e oAuH 13 METOMAIB MOIIKO/KEHHST BeO-calTy, 110 Mo0yaoBaHI Ha
ckpuntoBiii MoBi PHP. Crnoci0 monsrae y BOpoBa/pKeHH1 CHEIlaibHO CPOPMOBAHOTO
3JIOBMHUCHOTO CIICHApif0 B KOJ BEeO-T0JaTKy Ha CEPBEPHIA CTOPOHI CalTy, 110 MPU3BOINTH
710 BUKOHAHHST HEOOX1THUX KOMaH/ aTaKylouoMYy.

€ BIIOMUM Te, 110 B OUIBIIOCT] NOIIMPEHUX OE3KOIITOBHUX MOLIYKOBUX JABUTYHAX
nodynoBaHi dhopymu, aki mpaioroTs Ha MoBl PHP. 3a3Buuait Taki caittu abo dopymu
MarOTh 3acTapiii Bepcii TaKUX MONIIYKOBHX JBUTYHIB B SKUX € BpPa3jMBI MOAYJIl abo
OKpeMl KOHCTPYKIl CTOpPIHKH. 3JOBMHCHUKHM aHa3ylOTh Takl Bpa3JIMBOCTI Ta
EKCIUTyaTyIOTh iX y cBOiX muisax. [Ipuxmamom moke OyTH cTapa BpasiuBICTH QOpymy
“ExBB”, ne BUKOpUCTOBYBaBCs 3JI0BMUCHUKAMHU OKPEMUM 3aIUC, & CaMeE:

“GET/mdles/thradstaer/shop.php?odd_data[dir_path]=badsite.com/scrip.txt.” [9].
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4. BigMoBa B 00CITyTOBYBaHHI.

ATaka TUIy BIIMOBa B OOCIIyTOBYBaHHI NEPEBAaHTAXKY€E PECYpCU CUCTEMH Tak, IO
BOHA HE MOJKE HaJaBaTH BiAmoBiai 3anmuTaMm. Ataka DDoS Takox € atakoro Ha pecypcu
CHUCTEMH, aj€ BOHA 3aIyCKA€ThCS 3 BEJIUKOI KUIBKOCTI I1HIIMX BY3JIB, 1H(IKOBaAaHUX
miKigmuBuM [13, siKi KOHTPOITIOIOTHCS 3JIOBMHCHUKOM.

Ha Bigminy Bif aTak, sSiKi JO3BOJISIFOTH 3JJIOBMUCHUKAM OTPUMATH JTOCTYII, BiIMOBA B
oOcnyroByBaHHI He 3a0e3medye MpsSMUX TiepeBar 3J0BMUCHUKaM. OpHak, SKIIO
aTaKOBAaHWU PeCypc HAICKUTh O13HEC-KOHKYPEHTY, TOJII KOPUCTD JIJIS 3JIOBMUCHUKA MOXKE
OyTH OCTaTHHO peaybHOI0. [HIIOI0 MeToro ataku DoS moske OyTH nepeBe/ieHHs CUCTEMU
B aBTOHOMHUH PEXUM, 11100 MOkHA OyJIO 3aIyCTUTH 1HITUN BUJ] aTaKU.

DoS — mae 3a MeTy mepenkoAuTH CepBepy HaJaaBaTH BIAMOBIAL Ha 3amuTH. Takui
METOJI aTaKu HE BUKpaJie CEKpeTHy iHQopMallii, ajge 3MOXKe JOMOMOITH B MIiATOTOBII
iHmmx arak [17]. Hanpuknana, meBre [13 yepe3 meBHI MOMWIKHA B KO MOXE CHPUYHHUATH
BUKJIFOYHI CUTYaIlii 1 IPU BUMKHEHHI CEpPBICIB 3/1aTHI BUKOHYBATH KOJI, HAJJAHUN XaKepoM,
ab0 MepexeBy aTaky JIABUHHOTO THITY, KOJIM CEpBEp HE 3pO3yMiB BeIWYE3HA KUIbKICTh
BXITHUX ITAKETIB.

5. Posnoginena BimMoBa B 00CIyrOBYBaHHI.

[TinTun DoS artaku, sxuii Mae Ty camy Mety, 1o 1 DoS araku, npote npoBOAsTHCS
HE 3 OJTHOTO BYy3Ja, a 3 JeAKuX. B TakWxX METOMax 3aCTOCOBYETHCS MOSBICHHS MMOMUIIOK,
SK1 TIPU3BOJIATH JIO BIIMOBH CITY»KOH, SIKa MOKE TaKOXX MPU3BECTU 10 OJI0KyBaHHS poOOTH
CEepBICY, 1 B pe3yJIbTaTi 10 BIIMOBU B 0OCITYyTOBYBaHHI.

DDoS 3acrocoByeThes TaMm, nie 3BudaiiHuil DoS He € edexTuBHUM. J1Jj15 MpoBeeHHS
TaKol aTaku JEKiJIbKa BY3JIIB 00'€THYIOThCS, 1 KOKHUH reHepye Tpadixk DOS Ha By3on
xeptBU. Lle mae HazBy DDoS. Po3mip G0oTHET mMepexi MOkKe CTAaHOBUTHU Bij JEKIIBKOX
JIECSITKIB 10 ACKITLKOX COTEHb TUCSAY BY3JIiB.

Bbyap-sika crnpo0a MpoBEeACHHS aTaku Mae Ha METI 3aCTOCYBaHHS BPa3jiMBOCTI B
cucteMi Oe3MmeKu KepTBU. Takok NaHWW BHJ aTaKu 3aCTOCOBYETHCS JUIS CHPUYWHEHHS

mkoau By3iny. IlpuunHoro Oynp sIKO1 eKcITyaTallii aTakil € MalCTEepHICTh aTaKylouuXx, 1
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HEJIOCTaTHS KOMIIETEHTHICTh aaMiHicTpaTopiB Oe3meku, Baau 3 [I3 1 mama yBara a0
1H(opMarriitHoi 6e3MeKy B KOMIIaHii B IIIJIOMY.

[caytoth pizni Tunu atak DoS 1 DDoS. Haii6inbm nomupennmu € atraka TCP SYN,
aTaka teardrop, araka smurf, araka ping-of-death Ta ataka 3a qormomororo 6oTHetiB [18].

Ataka moroky TCP SYN. V miii artari 3JTOBMHCHHK BHKOPHCTOBYE 3aCTOCOBYE
BUKOPUCTaHHA Oy()EepHOTO MPOCTOPY MiJ Yac TPHOXCTOPOHHBOTO PYKOCTHUCKAHHS IS
iHimam3ami mpoTtokoily kepyBaHHs mnepemadetro (TCP). Ilpuctpiéi  310BMHCHHKA
MIEPENIOBHIOE Yepry B poOOdUil CHCTEMI 3amuTIiB Ha IMIJIKIIOYCHHS, ajle HE 3aKiH4Iye
BCTAHOBJICHHSI CE€aHCYy, KOJIM I[IbOBa CHUCTeMa BIJIMOBIIA€E Ha Il 3anuTH. Lle mpu3BoauTh
70 TOro, IO I[IJIbOBAa CHUCTEMA OYIKYE BIAMOBIAL BiJ MPUCTPOIO 3JIOBMHUCHHKA, IO
NPU3BOAUTH 10 30010 CUCTEeMH ab0 CTae HEMPUAATHOIO IJIsi BUKOPUCTAHHS, KOJHM depra
JUTSL T IKJTFOYEHHS 3aITOBHIOETHCS.

KonTp3axoau mis ataku 3 motokom TCP SYN [23]:

- po3TallyBaHHS CepBEpiB 3a OpaHIMayepoM, HaJAlITOBAHUM JUIsl 3YIUHKH
BXI1JIHMX IMaKeTiB 3 mpamnopoMm SYN;

- 30UIBIIUTH PO3MIp YEPTH 3'€THAHHS Ta 3MEHIIMUTH Yac OYIKYBaHHS JIJIsI BIAKPUTUX
3'eTHaHE.

Ataxka Teardrop. L1 araka mNOpU3BOAMTHL [0 3MIIICHHS IIOJIB JOBXKHHU 1
(dparmeHTallii B MOCNIIIOBHUX MakeTax. B pe3ynbrari 4oro makeTu MepeKpuBaOTh OJUH
OJIHOTO HAa AaTaKOBAaHOMY XOCTy. ATakoBaHa CHCTeMa Hamaraerbcs aehparMeHTyBaTu
MaKeTH MiJ Yac Mpolecy, ajle OCKUIbKM BOHU MEpeMilaHi 1ie He BJaeTbcsa. B pesynbrari
TPUBATUX OOUYMCITIOBAILHUX OMEparliii MiJlboBa CUCTEMa HE BUTPUMYE HAaBAaHTAXEHHS Ta
CTa€ HeNpale3aaTHOIo.

ko KopucTyBaul HE MarOTh BUIPABICHb s 3axucTy Bia wie€i DoS-arakw,
HEOOXiTHO BUMKHYTH mpoTokos SMBV2 i 3a6nokyBatu noptu 139 1445 [12].

Ataka tuny Smurf. Lls araka nepenOauae Bukopucranusa [P-cnmydinry ta ICMP,
o0 HajAiclIaTh BEJIMKY KUIbKICTh MAKeTIB Ha IUIbOBY Mepexy Tpadikom. Lleir meron
ataku BukopuctoBye 3amutu ICMP, namineni va nesni IP-agpecu. 111 Taki 3anmutu ICMP

HAJIMOXOISITh BiJ MiApoOJIeHOT ajapecu >kepTBU. Hampukiaza, sSKIIO agpecoro >KEPTBU €
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10.0.0.10, 3moBmucHuk miaMiauTh 3anutT ICMP Big 10.0.0.10 10 mmpokoMOBHOI ajapecu
10.255.255.255 [19]. Lle#t 3anmut Oyae copsmoBanuii Ha Bci IP-agpecu B miama3owi,
nmpuaoMy Bci BiamoBimi moBepTtatoThest a0 10.0.0.10, mepeBanTakyrounm mepexy. Llei
Ipolec € MOBTOPIOBAHMM 1 MOXK€ OyTHM aBTOMATH30BAaHUM JJisi CTBOPEHHSI BEJIMYE3HOI
KUTBKOCTI TIEpPEBaHTAXEHb B MEPEXKI.

Jlyis 3aXMCTy CBOiX MPHUCTPOIB BiA €l aTaku, MOTPIOHO BUMKHYTH TPAHCIALIIO
IP-angpec Ha wmapmpytusaropax. lle 103BoauTH 3amoOIrTH 3alUTy HIMPOKOMOBIICHHS
ICMP na wMmepexeBux mpuctposx [9]. Inmmmum BapianTom Oyino O HamamTyBaHHS Ha
KIHIIEBUX CHCTeMax, I00 YHUKHYTH ixHboro pearyBanHs Ha ICMP-nmakern 3
HIMPOKOMOBHHX ajpec [19].

Ataka Tuny Ping of Death. lleii Tun artaku BukopuctoBye IP-maketn mis
HABaHTa)XCHHS L[IJIbOBOT CUCTEMU MEPEXKEBUMHU MakeTaMu 3 po3mipoM P, mo nepesuiye
MakcumyMm 65535 Oaiit. [P-makeTu Takoro po3mipy He AOIMYCKAKOTHCSA, TOMY 3JIOBMUCHUK
¢parmentye IP-naker. Ilicist Toro, sk LiJIbOBa cUCcTEMa 3HOBY 30Mpa€ MaKeT, BOHA MOXKE
OyTH BpasivBa JI0 MepernoBHEHH Oydepa Ta 1HIIuX 3001B.

Artaka tuny “Ping of death” moxe OyTu 3a0510k0BaHa 3a JOMOMOTOI0 OpaHaMayepa,
KM TiepeBipsie pparmeHToBaHi |P-nakeTy i MakCUMalIbHOTO po3Mipy [21].

Jlnst BupimieHHs i€l nMpoOJieMH CTBOPEHO MOBHOBAXKEHHS cepTU(IKATIB 1 XeIl-
¢bynkuii. Konu ocoba 2 (P2) xoue Hagicnaru nosigomiieHHs P, 1 P xoue OyTu BrieBHEHUM,
mo A He Oyne yuTaTd ab0 3MIHIOBATH MOBIJOMJICHHS 1 IO TOBIIOMJICHHS JIHCHO
Hagxoawio 3 P2, moBuHeH OyTu BUKOpHUCTaHW HacTynHuUM Meton. Ha pucynkax 1.1 Ta
1.2 moka3aHa peatizallii Takoro TUIy ataku [/]:

Ha pucynkax 1.1 ta 1.2 306paxeHo:

e [lepmmii eran mpociiyxOBYBaHHS CeECii;
e FEramn, Konu cecist IpoCIyXOBY€EThCH.

o Eran, npu nepexorieHHs cecii Tpadiky.
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v

Cecis

-
o -.-l.l-.-.
Kopucrysau Cepaep
IP 192.168.0.2 [IpocayxoByBaHHs ceccii
-
3MOBMHUCHHK

Pucynok 1.1 — [IpocnyxoByBaHHs cecii

ITepepsana cecis Q@ oo
@ : o l.l.....l.
-
o -..I.I.l'.
KopucryBau Cepaep
-
3JI0BMUCHUK
IP 192.168.0.2

Pucynox 1.2 — Ilepexomienns cecii

e P2 crBOpro€ CUMETpUYHUN KIOY 1 mU@pPye HOTro 3a JIOMOMOTOK BIIKPUTOTO
Kiroya P.
e P2 nocunae 3amudpoBanuii cumeTpuyHui Kirou P.

e P2 oGuuctoe xen-GyHKIN0 MOBIAOMIICHHS 1 IU(POBO MIAMUCYE HOTO.
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e P2 mmudpye cBoe TOBITOMJIEHHA 1 Xeml 3 TIANKACOM IOBIJIOMJICHHS,
BUKOPUCTOBYIOYM CUMETPUYHHUMN KIIIOY 1 Iiepeaae Bcro pid P.

TakuM YMHOM 3JTOBMHUCHUK TIEPEXOIMUB KOHTPOJb HAJ CEAaHCOM Ta BHUAAB CBIii
KOMIT FOTEp 32 JIOKAJIbHUI KOMIT IOTEP KOPHUCTyBaya.

e P 3maTHMl mpuiiMaTH CHUMETPUYHMM K04 Bifg P2, OCKIIBKM TUIBKM BIH Mae
MPUBATHUHN KITIOY JUTs po3mudpyBaHHs MG pPyBaHHS.

e P, i Tinbku P, Moxke posmmdpyBaTé CUMETPUYHO 3amudpoBaHe MOBIIOMIICHHS 1
MIMACAHUN XeIll, OCKUIBKKM BiH Ma€ CUMETPUYHUN KoY. BiH Moke TepeBipHUTH, IO
MOBIAOMJICHHSI He OyJlo 3MIHEHO, OCKUIbKA MOXE OOYHCIMTH XE€Il OTPUMAaHOTO
MOBIJJOMJICHHS Ta MOPIBHATH HOro 3 HU(POBUM I1IITUCOM.

e P Takox B 3M03i1 JoBecTH €001, 1110 P2 OyB BiAnpaBHUKOM, OCKUIBKH TiIbKH P2
MO3Ke€ MIAMUCATH XElI TaK, 10 BIH MEPEBIPSAETHCS 32 TOMTOMOTOI0 BIIKPUTOTO KiTtoya P2.

6. Araka tumy Replay.

ATaka BIITBOPEHHS BiI0YBa€ThCA, KOJU 3I0BMUCHUK MEPEXOILTIOE Ta 30epirae crapi
MOB1IOMJICHHSI, @ MOTIM HaMaraeThCsl BIIMPABUTH 1X Mi3HIIIE, BUIaI0YM ceOe 3a OJTHOTO 3
ydacHUKIB. Lleil T araku MO’XKHA JIETKO MPOTHCTABUTH MITKAMHU CEaHCIB (BHITaJIKOBE
YHUCJIO0 a00 PAIOK, SIKAW 3MIHIOETHCA 3 4aCOM).

7. CouianbHa 1HXeEHepis.

ComlanpHa 1HXKEHEpiss — Mg UHUM TEPMIHOM  PO3YyMIIOTh  3aCTOCYBaHHSI
Hernpo@ecioHalli3My. HEKOMIIETEHTHOCTI, ab0 XalaTHOCTI MEepCOHaNy JUisl OTPUMAaHHS
AocTymy 1o neBHoi iHpopMarii [24]. Takuii crmoci6 yacTo HpoBOAUTHCA Oe3 pobOodoi
CTaHIlli, 13 3acCTOCyBaHHsSM TeleoHy ab0 KOMYHIKaIlii MK JIOJbMH. 3a JOMOMOTOIO
TaKoOTO METOJy 3JIOBMHUCHHMK MO’KE€ PO3BIJIaTH JOCTATHHO IIHHY iH(dopMalio. B mporeci
aTakd aTaKylOYud BBOJUTH B OMaHy CBOIO KEPTBY Ta MICIs IIbOTO, OTPUMYE BIJIOMOCTI,
SK1 BOKKO OTPUMATH BUOPABIIN 1HITUH METO/I.

8. @ImMHT 1 HaUUIeHUH (DIIIUHT.

dimuHr-aTaka - 1me npakTHKa HaJICHUJIAHHS ITOBIJIOMJICHb €JISKTPOHHOI IOIITH, SKi
HAJICUJIAIOTHCA HIOWTO 3 HAAIWHUX JKEpes, 3 METOK OTPpUMaHHS 0COOUCTOI 1H(opMarii

a0o BIUIMBY Ha KopucTyBauiB [27]. Bona moemnye B co0i comiajbHy IH)XXEHEpPiIO Ta
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TexHIyHl xuTpoinl. lle Moxke BKJIIOYATH [OAATOK JO €JIEKTPOHHOIO JIMCTA, SIKUM
3aBaHTaXy€ IIKIJIMBI IporpamMu Ha kKoMmm'totep. lle Takox Moxke OyTH MOCUIIAHHS Ha
HE3aKOHHUI BEO-CalT, IKUH MOKe OOMaHIOBaTH 3aBaHTAKCHHSIM IIIKiJIMBUX MPOTpaM abo
nepeaavero ocooucToi iHdopmariii.

Haminenuit ¢immumHT € HAOpaBICHOI aTaKOK Ha OKPEMOro KOpHCTyBada.
37M0OBMUCHUKM HE MOCMIMIAIOTH MPOBOAUTU TOCIIHKEHHS LIJICH Ta CTBOPIOBATH OCOOMCTI
Ta BIAMOBIAHI ToBimoMJeHHsS. Yepe3 1e, Hamimenuit (QimumHr ayxke BaXKKO BHUSBHUTH.
OpHuM 3 HaWMPOCTIIIMX CHOCO0IB, SKUM 3JIOBMHUCHUK MOXKE MpOBecTU aTaky Harrinenuit
GimuHrY, € MmapoOKa eJeKTPOHHOK IOIITOK, TOOTO, Koiau iH(opMaiis B po3aim
"BianpaBHUK" €IEKTPOHHOI MOIMITH € (Panbch(iKOBAHOW, 0 POOUTH ii TaKOIO, SIKOK O
BOHA HaJIMIIIA BiJl 3HAIOMOT0, HAITPUKJIA]T BAIlIOTO KEPiBHUIITBA a00 KOMMaHIi-MmapTHepa.
[HIIMIM MeTOoI0M, SIKMIT BUKOPUCTOBYIOTH IIaxpai, o0 1oAaTH JOBIPY A0 CBOET iCTOPIi, €
KJIOHYBaHHSl Be0O-CaliTy - BOHU KOMIIOIOTH JIETITUMHI BeO-caliTH, MO0 00aypHUTH
KOpPHUCTYyBayva BBEJCHHSIM 0co0uCTO1 iHpopMallii abo 0OJIKOBUX JaHUX JIJIST BXOJTY.

[1{00 3MeHIIUTH PU3UK (BIIIMHTY, MOKHA BUKOPUCTOBYBATH Taki Mmetoau [13]:

e Kputrnuyne MuciIeHHs — HE CIPUHMATH, 11O MOBITIOMJICHHS B €JIEKTPOHHIN MMOIITI €
cupaxHiMU. HeoOX1aHO aHai3yBaTH KOKHUWA HEBIJIOMUMN JIUCT.

e HaBenenHst Kypcopy Ha MOCHJIAHHS - HABECTU KYpCOp MMIII HA MOCUJIAHHS, ajie
HE HATUCKAaTH Ha HBOTO. Uepe3 mapy CeKyHJ HajJ KypCcOpoM 3’SBHTHCS TOCHUJIAHHS Ha
URL-anpecy. Buxonsuu 3 Hei MOHa OOMIPKYBAaTH YU BapTO HA HbOTO NEPEXOAUTH.

e AHami3 3aroJIOBKiB €JIEKTPOHHOI TOIITH - 3arojIOBKH €JIEKTPOHHOI TMOIITH
BHU3HAUAIOTh CMOCI0O OTpMMaHHS ENEeKTPOHHOI MOIITH Ha Bamry aapecy. Ilapamerpu
«BiamoBicTU» MOBUHEH BECTH JI0 TOTO X JIOMEHY, SIKMH BKa3aHWN Yy IOB1JIOMJICHHI
€JIEKTPOHHOI IMOIITH.

e [licoyHumi — ICHye TEXHOJIOTIS TEpPEBIPKH BMICTY €JIEKTPOHHOI MOIITH B
cepefoBui micoyHuii. CroyaTky JUCT MPOXOJIUTh CHEIIaJIbHUM aHai3 B MICOYHUIN 1
TUTBKY MOTIM “dUCTUI JINCT MOTPAIUISAE O KOPUCTyBAYA.

9. ATaku 3 BUKOPUCTAHHSIM HIKIJIUBUX MPOTPaM.
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Takuil BUJ aTaku peani3yeTbcsi, KOJU Ha KOMITIOTEp KEPTBU CIELIaIbHO a0o
BUIIaJIKOBO BCTAHOBIIOETHCS MPOrpama, sika MICTUTh B c001 Bipyc. 3a CBOIM THIIOM, BipycC
MO’K€ HECTU JECTPYKTHUBHI i1 KOMIT I0TEPY >KEPTBH, MOIIMPIOBATUCS MK KOMIT I0T€paMH
OJIHI€1 Mepexi, CTBOPEHHS MPUXOBAHOTO KaHATY 3B’SI3KY 3 BJIACHUKOM BIPYCY 1 mepeaaul
KOH(1aeHIIIITHOT 1H(opMalii Ta 1HIII.

3M0BMHUCHHUM KOJ MOXHa Ha3BaTH MKimBuM [13, sike BcTaHOBIIEHO y cucTeMi 6e3
3roAu KopucTyBada. Take, mporpamHe 3a0e3leyeHHs] MOXKE NPHUEIHYBATUCA O
JIETITUMHOTO KOJy 1 MOIIMPIOBATHUCS, XOBATHCS B KOPUCHUX Iporpamax ado peruTikyBaTH
cebe uepes [nTepner. Och fesKi 3 HAUOUIBII MOMTMPEHUX TUITIB IIKIIJTUBUX MPOTPaAM:

e MakpoBipycH — Takuil BHUJI BIPYCIB 3apaxaroThb Iporpamu, Taki sik Microsoft
Word a6o Excel. MakpoBipycH JOAarOTBCS O TOCIOBHOCTI iHIIiami3aIii MpOrpaMH.
[Ticnst BIAKPUTTS MpOrpaMu BIpyC BUKOHYE 1HCTPYKIN Mepes nepenaydeto yrupaBiaiHHS 0
nporpamMu. Bipyc KOMIIOETBCS 1 TPUEAHYETHCS O IHIIOTO KOJIYy B KOMIT'IOTEpHIN
cuctemi[14].

o @aiinoBi iHPEKTOPH - BipycH (PailioBUX 1HPEKTOPIB 3a3BUYAN TPUETHYIOTHCS 10
BUKOHYBAHOTO KONy, Hampukiaa QaitmiB “.exe”. Bipyc BCTaHOBIIOEThCS TIiJ Yac
3aBaHTaXeHHS Koay. IHma Bepcis (aidnoBoro I1H(EKTOpa acOUIIOETBCS 3  (aliioMm,
CTBOpIOIOUM (haiii BIPYCIB 3 TUM Ke iM'sM, aje posmupeHHs “exe”. Tomy, xomm daitn
BIJIKPHBAETKCS, KO Bipycy Oyne BukonyBatucs [20].

e CucrtemHi ab0 3aBaHTaXyBaJIbHI 1H(QEKTOPH - BIPYyC 3aIlMCy 3aBAHTAKECHHS
MIIKIIOYAETHCA IO TOJIOBHOTO 3aBaHTAXKYBAJIIBHOTO 3alKCy Ha KOPCTKHUX Auckax. Komu
CUCTEeMa 3allyCKaeThCs, BOHAa OyAe [AUBUTUCS Ha 3aBaHTAXyBaJbHUM CEKTOp 1
3aBaHTA)XXYBAaTH BIPyC B MaM'siTh, J€ BIH MOXE MOIIUPIOBATUCS HA 1HII JUCKU 1
komm'rotepu [17].

o [lonimopdHi BipycH - 111 BIpyCH MPUXOBYIOThH ce0€ 32 JOTIOMOTOI0 PI3HUX IUKJIIB
mudpyBaHHs 1 Aemm@pyBanHs. 3ammpoBaHUil BIpyC 1 MOB'SI3aHUNA 3 HUM MEXaHI3M
MyTaIlii CroYaTky po3MH(PpPOBYIOTHCS 3a JIOMOMOTO0 Tporpamu aemudpyBadas. Bipyc
MPOJIOBXYE 3apakaTH o0JacTh koay. DyHKIIOHAN MyTaiii MOTIM po3po0Jisi€ HOBY

npoueaypy AemudpyBaHHs, 1 Bipyc mudpye (yHKUIOHAN MyTalii 1 KOIIi0 BIpyCcy 3
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aJTOPUTMOM, IO BIJAMOBiAa€ HOBIM mpouenypi nemvdpyBaHHs. 3amuppoBaHUNA TaKET
(dbyHKITIOHAT MyTaIlli 1 BIPYCY JOJAETHCS JI0 HOBOTO KOAY, 1 MPOIEC MOBTOPIOEThCA. Taki
BIpyCH BaXXKO BHUSIBUTH, aji€ MAlOTh BUCOKHI piBEHb €HTPOMIi uepe3 6arato MoauQikarii
iX BHXIJIHOTO KOJay. AHTHUBIPYCHE MporpamHe 3a0e3nedeHHs a0o 3aco0HM MOHITOPHHTY
MOJXKYTh 1X BUSBHTH [24].

e [IpuxoBani Bipycu — Takuil BHUJ BipyciB Oepe Ha cebe (yHKuii cuctemu, 1mo0
npuxoBatu cede. BoHn poOsTh 1€ NUIIXOM KOMIIPOMETallli MporpaMHOro 3a0e3neyeHHs
TUTSI BUSIBJICHHS TTKITBOTO [13, 3aBasKM YoMy MOBIIOMIISETRCS, IO iH(IKOBaHA 00JIACTh
He iH¢ikoBaHa. L1 Bipycu npuxoByIOTh Oy/1b-siKe 30UTBIICHHS pO3MIpY 3apakeHOro Gaitny
a00 3MiHM JI0 1aTH Ta Yacy (aiay octaHHBOT Moaupikarii [27].

e TposHCHKUH BipyC - I MPOrpaMa, sKa XOBA€THCS Y JETITUMHOMY JOJATKy abo
mporpami 1 3a3BU4Yail Mae 3JI0BMHCHY (yHKI0. OCHOBHA BiIMIHHICTh MIXK BIpycaMH 1
TpPOSITHAMU TIOJIATA€ B TOMY, IIIO TPOSIHM HE CAMOCTIMHO perumKyroThcsa. Ha momatok mo
3allyCKy aTaKk Ha CHUCTeMY, TPOSH MOXE BCTAaHOBUTH O€KIOp, SKUA MOXYTh
BUKOPUCTOBYBATH 3J0BMUCHUKU. Hampuknan, TposH mMoxke OyTH 3amporpamMoBaHHUil Ha
BIIKDUTTS OKPEMOTO TMOPTYy, MI00 3JO0BMUCHUK MII BUKOPUCTOBYBATH HWOTO st
MPOCIYXOBYBaHHS 1 BUKOHAHHS aTtaku [21].

e Jloriuai OoMOu - JoriyuHa Oom0a € THUIOM IIKIJJIMBOIO IPOTPAMHOTO
3a0e3MeUeHHs], SKE [OJA€ThCS JIO TMPOrpaMu 1 BHUKJIMKAETHCS TEBHUM BUIIAJIKOM,
HATPUKJIAJ, JIOTIYHUM YMOBOIO 200 KOHKPETHOIO JJaTOK0 Ta YyacoMm [28].

e Jlpomepu - 11e mporpama, sika BUKOPUCTOBYETHCS JUIsl BCTAHOBJICHHS BIPYCIB Ha
KOMIT'IOTEpax. Y 0ararbOx BHIIJIKaxX JPONepy HE 1H(IKOBAHA MIKIIJIUBUM KOJOM 1 TOMY
HE MOKe OyTH BUSBIJICHA MPOTrpaMHUM 3a0e3MeUeHHAM IS BIpyciB. Jlpornep Takox Moxe
MIIKII0YaTuCs A0 [HTepHeTy Ta 3aBaHTa)KyBaTH OHOBJIIEHHS /IO BIPYCHOTO MPOTPaMHOIO
3a0e3mneyueHHs, 0 epedyBae y nmopyiieHii cucremi [28].

e Bipyc BuMaray - 1e TUN LIKIJJIMBOTO MPOTrpaMHOro 3a0e3neueHHs, K1l 0JI0Kye
JOCTYI JIO TAHWUX JKEPTBU 1 3arpoKye HOTO MyOsTiKaIlie€o abo BUJAICHHSIM, AKIIO He Oyie
CIUTAYC€HO BUKYII. 3a3BUYai, TaKWW TUN BIPYCIB mMQpye NaHi 1 JUIsi OTPUMAHHS KIFOo4a

nemu@pyBaHHS KOPUCTYyBaueBl HEOOX1THO 3aIUIATUTH BUKYTI.
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BucnoBku 10 posainy 1

VY pozaini 1 Oyno mpoaHani30BaHO XapaKTEPUCTUKY Ta BUIAUM MEPEKEBUX aTak 3
OOKy WIKIIJUBUX JIUCTIB. TakuM YHMHOM MOKHA 3pPOOMTH BHUCHOBOK, IO 3 BCEOIUHHUM
PO3BUTKOM 1HTEPHET TEXHOJIOT1H 3JJOBMHCHHMKAM BCE JIETIIIe 0OMIHIOBATUCH 1H(POpMAITI€ETO,
CTBOPIOBATH Ta BJOCKOHAIIOBATH BUJIU MOIIKUPEHHS IIKIJIMBUX JIUCTIB.

JlJis momIMpeHHs ClaM JIMCTIB 3JIOBMHUCHUKM BUKOPHUCTOBYIOTH Pi3HI MIAXOAH, a
came:

e (himmHr;

® aHTHpEKIaMy;

® JIMCTH 3 IIKIJJIUBUM BMICTOM;
® JIMCTH BUMAaraui;.

3 KOXHHUM JHEM MEXaHI3MU MPOBEICHHS aTaK IMOKPAIIYIOTHCA 1 TOMY Ba)KIMBO
MpaBUIBLHO PO3MI3HATH TIEBHWA BHJI aTakd. J[osg eQeKTHBHOTO 3aXWUCTy MPOTH
PI3HOMAaHITHUX HIKIJUIMBUX JIUCTIB HEOOXIHE X I'PYHTOBHE PO3YMIHHS Ta peanizailis. Sk
OMKCAHO BHIIE MEPEKEBl aTaKkyd HaNpaBleHlI Ha pPI3HI BEKTOPHU CHUCTEMU 1 CKJIAJHO
nepeadayuTH Te, Kyau OyJie CrpsiMOBaHa aTaka.

[Tpu ycmimHiA aTail 37T0BMUCHUKH MOXYTh BHUKPACTH TEBHI KOH(IACHIIINHI JaHi
KOpHUCTyBaua ab0 KOMIaHii 1 B NOJaJbIIOMY MOHETHU3YBaTH 11 JaHl. HariieHi ¢immHrosi
KOMITIaHii Ta COLIaJIbHY 1HXKEHEPII0 HE MOKHAa 3 TIOBHOIO BIIEBHEHICTIO BIIHECTH 0
MEepEeKEeBUX aTak, MPOTE iX MONIMPEHHS Ta peani3allis BiI0yBaeThCsi OE3MOCEePEIHbO Uepes
MEpEXKY, TOMY TaKUW BUJI ATAKW ONTMCAHUM BUILE.

3axoaM §Ki, CTPSMOBaHI Ha 3aMoOiraHHs WX 3arpo3, 3MIHIOIOTHCSA, A€ OCHOBH
O€3MeKy 3alUIIAThC HE3MIHHUMH. Jl0 HUX BIAHOCSTBHCSA: OHOBJICHHS CHCTEM Ta
aHTUBIPYCHUX 0a3, HaABUYAHHS MPALIBHUKIB, HAIAIUTYBaHHS OpaHaMayepa Ha Oill CIIMCKU
JUIIIe MOTPIOHUX MOPTIB 1 BY3J1iB, 30€peKEHHS HAIHHOCTI TTApOJIiB, BAKOPUCTAHHS MOJIENI
3 HallMeHIIuMU npuBliesmu B [T-cepenoBul, peryssipHi pe3epBHi Korii Ta 0e3nepepBHa
nepeBipka  [T-cucreM Ha mMAO3piay MJISIBHICT B MEPEXi 3a JOMOMOTOK CHCTEM

imeHTrdIKaIll MEpEeKeBUX aTak 3 OOKY IIKIIJTUBUX JIKCTIB.
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PO3/1 2
MEXAHI3MM PO3MNI3HABAHHS IIKIJIJIUBUX JUCTIB

2.1 Tlommpeni MexaHizMu ineHTudgikauii MepexeBux aTak

2.1.1 AuTuBipycHe nporpamMHe 3a0e3ne4eHHs

AnTuBipycHe mporpamue 3abesneuenHsi (All3) - me xomm'toTepHa mporpama, sika
BUKOPUCTOBYETHCS JIJIS 3aNI00ITaHHs, BUSIBIICHHS Ta BUIAJICHHS MIKiITMBUX Tporpam [31].

AHTUBIpYCHE IIpOrpaMHe 3a0e3Me4YeHHs 0YyJI0 CIIOYaTKy po3po0JIeHO AJisi BUSBICHHS
Ta BUJAJIIEHHA KOMIT'IOTepHUX BipyciB. [IpoTe, 3 MOMMPEHHSIM 1HIIMX BUIIB LIKIAJIMBOIO
nporpaMHoro 3abesnedeHHs, All3 modano HagaBaTH 3axXUCT BiJ 1HIIUX KOMI'FOTEPHUX
3arpo3. 3okpema, cydacHe AII3 Moxke 3aXWCTUTH KOPHUCTYBauiB BiJI: IIKIJJIUBUX
JOTMIOMDKHUX O00'€KTIB Opay3epa, BUKpaJadiB JaHUX y OpaysepiB, BIpYCIB BHMaradis,
KJIaBlaTypHUX HIMHUTYHIB, OCKIOPIB, PYTKITIB, TPOSITHCBKUX MPOTPaM, YEPB'sIKIB, IPOrpam
3aKJIaJI0K, MAXPAaHChKUX MPOTpaM, peKJIaMHHUX MPOTrpaM 1 MIMUTYHCHKUX POTpam.

Jlesiki IpOAYKTH TaKOK BKJIKOYAIOTh 3aXUCT B1JI IHIIUX KOMI'TOTEPHUX 3arpo3, TAaKUX
gk iH(pikoBani Ta mkiamuBl URL-anpecu, cnam, adepu Ta GIIIMHT aTaku, OHJIAHHOBY
11eHTU(IKAI[II0, aTaAKU OHJIAH-OAHKIHTY, METOJIM COLIAJBbHOI 1HXKEHEpli, HALlJIEH] aTaku
Ta aTaky 3a JOIOMOTOr OOTHET MepeK, sik mpukiaan DDoS [22].

AHTHUBIPYCHI 1HCTPYMEHTH € HAJ3BUYAHO Ba)XJIMBUMHU ISl KOPUCTYBAdYiB, SKi
MalTh BCTAHOBJIIOBATH TMEBHI MPOrpaMu Ta OHOBIIOBATUCH, OCKUIBKM KOMITHOTEp 0€3
3aXHMCTY BiJ] BIpYycCiB Oyjie 3apakeHUI MPOTATOM JIEKUIHKOX XBUIUH MICIS TAKIIOYEHHS 10
[HTEpHETY.

[xigmmMBl TporpaMu CTBOPIOIOTHCST IMIOJHS, a 1€ O3Hadae, 0 aHTHBIPYCHUM
KOMITaHIsIM JIOBOJMTHCS PETYJSIPHO OHOBIIIOBATH CBOi 3acO0M BUSIBICHHS, 1100 Matu
crpaBy 3 Ounbm Hixk 60 000 HOBUX BUAaMU IKIIIMBHUX Tporpam [35].

[lIxigmuBa mporpamMa Ha CHOTOMHINIHIA JEHb MOXE IIBHJIKO 3MIHIOBATHCh, THM

caMUM poOJIAYM ii BUABJICHHS CKIAAHIMM. Bipycu MoXyTh OyTH 3amporpaMoBaHi Ha
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MOIIKOJKEHHSI JTAHUX KOPUCTYBaya, 3amoOiraHHs JOCTYNYy KOpHUCTyBaya 0 AaHUX abo
KEepyBaHHS KOMITIOTEPOM.

AHTHBIpYCHI IIpOTpamMu BUKOHYIOTh psl QYHKIIIH, a came [22]:

e CkanyBaTu meBHHMX (hailyiiB a0 KaTajoriB Ha HAsBHICTh OyAb-SKUX IIKIIJIMBUX
nporpaM a0o BiIOMHUX IIKIJIJTUBUX I1a0JIOHIB;

e Jlo3BOJIsIE TUTAaHYBATH CKaHYBaHHSI JIJI1 aBTOMAaTHYHOTO 3aITyCKY;

e Jlo3Bomnsie B Oynp SIKMI yac 1HILIIOBAaTH CKaHYBAaHHS IEBHOTO (Qailily, BCbOTrO
KOMIT'TOTepa, KOMITaKT-1cKa abo uiern-mam'sTi

e Bumansatu Oyab-sKkuii BUSBICHUN NTKIIJTUBAN KOJT

e [lokxa3yBaTu cTaTyc KOMIT'IOTEpA.

2.1.2 Iicoununui

[TicouHuIrs - 11e CepeIOBUINE TECTYBaHHS, SIKE 130JIF0€ HEMEPEBIPEHI 3MIHM KOy Ta
0e3nocepeiHE EKCIEPUMEHTYBaHHsS B1Jl BUPOOHMUYOrO CcepeloBUIa ab0 CXOBHINA, B
KOHTEKCTI PO3pPOOKH MPOrpaMHOro 3a0e3MEeUeHHs, BKIIOYAIOUYM KepyBaHHS BeO-
PO3POOKOIO Ta MEPETIAIOM.

TexHounorist micoYHMII, siKa 300paxkeHa Ha pUCYHKY 2.1, 3axuinae cepBepu Ta ixHi
JlaH1, epeBipeHi JUCTPUOYTUBY BUX1HOTO KOy Ta 1HIII KOJICKIII KOAY, TaHUX Ta BMICTY,
AK1 JIOKaJIbHI 200 3araJibHOJOCTYIIHI, BiJ 3MIH, sIKI MOXYTh 3aBlatu mkonau. Ilicounuri
KOIIIOIOTh MIHIMaIbHY (QYHKIIOHANBHICTH POOOTH KOpPUCTyBaya 3a KOMII FOTEPOM,
HEOOXiHY JIJIs1 TOYHOTO TECTYBaHHs MporpaM abo iHIIOro po3pobioBanoro koay [39].

Konneniis micoyHuIll 3a3Buyail BOYJTOBYEThCS B MpOrpamMHe 3a0€3MEUeHHS s
KOHTPOJIIO TEperiisiay, A€ PO3POOHUKH NEPEBIPSAIOTH KOIIIO JepeBa BUXIAHOTO KOIY.
Tinpku micas Toro, SIK PO3pOOHUK TMOBHICTIO NPOTECTYBaB 3MIHM KONy Yy BJAcHIii
MICOYHMII, 3MIHM OYyIyTh MepeBipeHi Ta 00'€HaHI 31 CXOBHUIIEM 1 TUM caMUM OyIyTh

JOCTYITHI THIIIMM PO3pOOHMKaM ab0 KIHIIEBUM KOPHCTYBauaM MPOTPAMHOTO 3a0e3MeueHHs

[23].
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Pucynok 2.1 — Po6oTa micounuiri

TakuM yMHOM BIIOYBA€ThCS OUMIIEHHS (hailiIiB BiJ BIpyCiB, IKI MICTATHCS B HUX.

2.2 EBoJiionisi cnaMy Ta aHTHCIIaMePChLKUX Mporpam

Cporoani icHye Kuibka cmoco0iB 3amo0irta crnamy. OmgHUM 13 METOMIIB €
MPEBEHTUBHUI 3aXUCT, 0araTo 3 SKUX MOJISTaloTh Y TOMY, 100 HE J03BOJISATH CllaMepaM
BUSABIIAITU AJpPECH CJIEKTPOHHOI TMOINTH, HANpUKIad, HE MOIIMPIOBATH aJpecd Ha
3arajJbHOJIOCTYHUX cailTax abo Yac BiJ Yacy 3MIHIOBaTH IX EJIEKTPOHHI aJpecH.
3BUYaiiHO, NIl BIACHUKIB O13HECY 1Llei BapiaHT HENPUUHATHUM, OCKIIBKA KOPUCTYBAHHS
NOCIyraMy KOMIIaHii MpHU3BeAe OO0 TOTOo, IO KIIEHTH MOYYBATUMYThCS HEKOM(OPTHO.

Tomy Oyio po3po0JIeHO KiTbKa TUMIB (PLIBTpAIlil €IEKTPOHHOI MOIITH.
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Bcroro 3a gecsaTku XBUIMH CydacHUM criaM MOIIUPUB THUCSYl Komii. HalnommpeHnimmm €
T€, IO CMaM MPOXOJUTh 4Yepe3 KOMIT'IOTep KOpPUCTyBaya, 3apa’keHOro IIKIAJTUBUM
nporpaMHuM 3a0e3rneueHHsIM - OoTHeTOoM. YoMy LbOMY THCKY MOXHAa HPOTHUCTOSTH?
CyuyacHa iHaycTpis 1HpOpMaIliHHOT OE3MeKH MPOMOHY€E O3y PillleHb, a B BiIPaBHUKAX
aHTHCcriaMy icHye Oe3miu MeroniB. OpHaK >XOJHA 3 ICHYIOYMX TEXHOJIOTIM HE MOXe

MIOBHICTIO IPOTHCTOSTHU criamy. [24].

2.2.1 Ilpsami po3cuiaku

CnaM mO4YMHAeTHCS 3 MPAMOI MOIITH - CHAMEp HaJACUJIa€e MOWTY 31 CBOTO
MOIITOBOTO CEpBEpa Ha CBOE 1M’s. 3amoOIrTH IbOMY THUITYy CIaMy JyXe MOpocTo (3a
aJipecoro TOIITOBOTO cepBepa abo ajpecoro BiANpaBHUKA). SAK TUIBKK 1€ OJIOKYBaHHS
CTaHe 3arajilbHuM, caMepu OyayTh 3MYIIEHI MOYaTH MiApOOJIsATH aJApecu BIAIPaBHUKA Ta
1HITY TeXHIYHY 1H(opmartito. [25].

2.2.2 PO3BHTOK HIKiIJIMBHUX JHUCTIB

Po3po0Oka MeTo/iB pO3MOBCIOXKEHHSI MIKIAJIUBOTO JIUCTS 3aJIEKUTH BiJl PO3POOKH
¢ubTpyrounx 1HCTpyMeHTIB. Ilicmsi TOro, sk MeToa pO3MOBCIOKEHHS NPUWHATHM,
3 SABISETHCS €(EeKTUBHUM 3aci0 00pOTHOU, 1 TUM, XTO HAJACHUJIAE CIIaM, TOTPIOHO 3MIHUTH
CBO1 MeTOAu. Y TOH XK€ Yac, 4uM Oublla mpobiieMa, TUM BUIMUNA €HTY31a3M 3HaXOJUTH
KOHTP3aXx0/1 Ta MIBUIIINN TEXHOJOTIYHUIM Mporpec cnaMepiB - ixHIA O13HEC MPOJOBKYE

3pocTaTH, 1 iM MOTPIOHO O1IbIIIE IHBECTYBATH Y PO3BUTOK [26].

2.2.3 Po3cuiiku yepe3 pesiei

Open Relay - ne momroBuii cepBep, KM JT03BOJISIE OyIb-IKOMY KOPHCTYBaudeBi
HaJICWJIaTU €JICKTPOHHY IMOIITYy Ha Oynb-saKy aapecy. Y cepeauHi 90-x yci MOIITOBI
cepBepr Oynu BIIKPUTHMU PETPAHCISATOpPAMH, TOMY HaM JOBEJIOCS 3MIHUTH Ta

MepeHaallTyBaTU MporpaMHe 3a0e3MeueHHs] Ha BCIX MOIITOBUX CEPBEpax IO BCbOMY
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ceity. He Bci agMiHiCTpaTOpu MOIITOBOI CHUCTEMHM BUKOHYIOTH I[HO0 OIEpAIlil0 JOCUTh
MIBUJIKO, TOMY ISl TaKUX CEPBEPIiB ICHYIOTh CIY)KOM TOIIyKy, a TOTIM iX CIHCKH
(BKJIIOYAIOUM CHUCKM peaidbHOro 4vacy Ha ocHoBl DNS-RBL, cnucku ywopuux aip y
peanpHOMy yaci)- RBL, realtime blackhole list) 1 61okyBaHHSI MpUOMY MOIITH 3 TaKUX
MarvH [27].

B cborozenHi 1eil cmocid MOMIUPEHHS 3aCTOCOBYETHCS, OCKUIBKH BIIKPHUTI penel

ICHYIOTh 1 B Halll 4ac.

2.2.4 Po3CHWJIKM 3 MOJA€MHMX MYJIiB

S TIIBKM BIAKpPUTA pETpaHCISAIAHA TOIITAa CTAa€E HEAIMCHOI, CllaMep MOYHMHAE
BUKOPHUCTOBYBATH IOILITY B1Jl KOMYTOBAHOTI'O 3'€THAHHS, SIKE 3a3BUYAil BUKOPHUCTOBYE TaKy
(yHKLIIO: TMOMTOBUI cepBep NpoBaiiiepa OTpPUMY€E IMOWTY BIJ CBOrO KJI€EHTa Ta
nepecusae ii, a KOMyTOBaHE 3'€lHaHHS OTPUMY€E HOro JAMHAMIYHO, TOOTO KOYKHE HOBE
3'eqHaHHA micis 3MiHU € [P-agpecoro, ToMy criaMepu MOXKYTh HAJCHJIATH MOLITY 3 BEIUKOI
kinbkocti [P-anpec [28].

Y BiANOBiAL MpoOBaiijiepd IOYAIM BCTAHOBJIIOBATH OOMEKEHHS Ha KUIbKICTh
€JEeKTPOHHUX JIMCTIB, HAJICIAaHUX OJHUM KOPUCTyBaueM. ICHye YOpPHUH CHHUCOK
KOMYTOBaHUX ajpec Ta OJOKyBaHHS OTPUMAaHHS MOILUTH 13 "30BHIMIHBOIO" MOJEMHOIO
nyJ1y.

2.2.5 Po3cuiku 3 proxy-cepBepis

Ha mnouarky 2000-X, i3 TOMMPEHHSM BHUCOKOIIBHJIKICHHX 3'€JHaHb, TaKHX SK
ADSL, cnamepu mnoyaid BHUKOPHUCTOBYBAaTHM BpPA3JIMBOCTI Ha KIIEHTCHKUX HPHUCTPOSX.
bararo monmemie ADSL wmarote BOymoBanuii cepBep SOCKS a6o mnpoxci HTTP
(nporpamHe 3a0e3NeYeHHs, SKE J03BOJIi€ OOMIHIOBATHUCS KaHalaMH I[HTEpHETY MIXK
KUIbKOMa KOMIT I0TepaMHu), 1 JOCTYH JO HUX MOKHA OTpUMATU 3 OyAb-SIKOi TOYKHU CBITY
0e3 mapoiiB Ta KOHTPOJIO JAOCTyNmy (i CHPOIICHHS HAJAaIUTYyBaHb KIHLEBUX

KOPHUCTYBAYiB) .
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Tomy Oynp-sKy omepaiiito (BKJIOUYAIOYH ClIaM) MOKHa BUKOHATH 3 [P-anpecu kopuctyBaua
ADSL [29].

OCKIJTbKM TaKMX KOPUCTYBayiB MO BCHOMY CBITY MIJIbHOHHU, MPOOJIEMa YaCTKOBO
BUpIIICHA JIMIIIE 3yCWUIAMH BHUPOOHUKIB OONaAHAHHSA - BIAKPUTHM IS CBITY

"mocepeaHUK" OLIbIIIE HE BXOAUTH B 00JIaIHAHHS.

2.2.6 3y0M BY3J1iB KOPUCTYBallbKHUX

Ha cporoanimHii aeHb OUIBIIICTh €JIEKTPOHHUX JIMCTIB HAACWIAIOTHCS 3
KOMIT'toTepa KopuctyBaya. Ha koMmir’toTepi KOpHCTyBaua TaK YM 1HAKIIIE BCTAHOBJIIECHO
nporpamue 3abesneueHHs ,,[posH” (Tposn). Chnamep MoXe OTpUMaTH JAOCTYI [0
KOMIT F0T€pa KOpUCTyBada 0e3 BiJiloMa Ta KOHTPOJIO KOPUCTYBaya.

HactynHi MeToau MOXyTh OyTHM BHUKOPHCTAaHI JJIsi BTOPTHEHHS B KOMII'IOTEP
KOPHUCTYBayva: TPOSHCHKI MPOTPaMU, 1110 PO3MOBCIOJKYIOTHCS Yepe3 MipaTchke MporpaMHe
3a0e3nedeHHsT yepe3 Mepeki oOMiHy dainamu (Hampukiazn, rghost ab6o depositfiles),
BUKOPHUCTOBYIOUM Bpa3JIMBOCTI B pI3HUX Bepcisx Windows Ta Benuke HOporpaMHe
3a0€e3MeUeHHsl, IKe BCTAHOBIIIOE OAKIOP-TIPOTpaMu Ha KOMIT'IOTEepl KOpUCTyBada, YepB'siKU
€IIEKTPOHHOI MOMITH. L{e MpOIyKT OCTaHHBOTO MOKOIIHHS, IKHA TAKOK BUKOPHCTOBYETHCS
U BCTAHOBJICHHS 3aIHIX IBEPEi.

CporojiHi 11 mporpamMu IyKe€ CKJIaJHI - BOHHM MOXXYTh OHOBIIIOBAaTH CBOi Bepcii,
OTPUMYBATH IHCTPYKIli BiJ 3a3dajieriib MiAroTroBieHux catiB abo IRC-kananis,
HaJICUJIaTH cliaM Ta BUKOHYBaTu DDoS-araku.

3rimHo 31 cratuctukoro Return Path, 96,7% xomm’roTepiB, SKi HaJICHIAIOTh
CJICKTPOHHI JIUCTH, KOHTPOJTFOIOTECS 370BMHCHHKamu [30].

[TosiBa 3aco0iB BUSBIICHHS ClIaMy, 3aCHOBAaHHUX Ha aHaji3l BMICTY, MPHU3BEIO [0
PO3BUTKY BMICTY CITaMy - BOHHM HaIlMCaHI TaKUM YWHOM, IO YCKJIQJHIOE aBTOMAaTHYHUI
aHami3. Sk 1 3MiHa cmocoO0y BUKOPUCTAHHS EJEKTPOHHOI MOILITH, CaMEpU 3MYyLIEHI

OOpOTHCS 31 CITAMOM.
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2.2.7 Mpocrti TekcroBi Ta HTML-n1ucTH

Ha mosBI MKiIIWBAM JHCTIB 3 TOBIJOMJICHHSMH, BOHU OyiH OJHAKOBUMHU.
OnepxyBadl OTpPUMYBaJIM CXOXXHH TeKCT. Taki THUIOU TOBIJIOMJICEHb HACIpaB/i JIETKO

GbinpTpyBaTH (32 YaCTOTOIO TIOBTOPEHHS OJTHOTUITHUX CUMBOJIIB).

2.2.8 IlepcoHaJjizoBaHi NoBigoMIeHHSI

HacTynmHuM KpokOM € J0JlaBaHHS HajalllTyBaHb IE€pCOHaMi3alli (HaIpUKIaL,
"npuBit, Cepriii!l" - Ha moyatky aucta Ha Serhii@Dbro.net), o poOUTs BCi MOBITOMIICHHS
pizaumu. Tenep s iX (GuibTpamii HeoOX1AHO 3HANTH KOHCTAHTHUM PSOK 1 BBECTH MOTO
70 CHUCKY mpaBui (QuibTpa. SIK METOJ KOHTPOJIIO IMPOIMOHYETHCS METOJ, SKUH MOXKe
MPOTUCTOSATY HE3HAYHUM 3MIHAM TEKCTY, 1 METOJl CTATUCTUYHOI (LIbTpallii, IKUi MOKXHA

BUBYMTH, TaKH sIK OaileciBcbka ¢inbTparis [31].

2.2.9 TexHika BUIIAJKOBHX TEKCTIiB

Cnamepu MOXYTh BUTATYBaTH KJIACUYHUN TeKCT a00 BUIIAJIKOBI HAOOpHW CJIB Ha
MoYaTtKy abo B KiHII JucTa. Bu MoxxeTe BBeCTH "HEBUIUMHUN'" TEKCT (dy’K€ MaleHbKUU
mpudT abo KoJip, IKUM BiANOBIAAE KOJIbOPY Tia) y nmosigomienHi HTML. Li BkimtouenHs
YCKJIaJIHIOIOTh POOOTY HEUITKUX MIiAMUCIB Ta CTATUCTUYHUX METOJIB. Y BIAMOBIAbL JHOIU
MIPOBEJIN TMOIITYKOB1 IIUTATH, BIIMOBHIIUCH J0JaBaTH TEKCT, AeTainbHui aHainiz HTML Ta
IHIITT METOAM TOTJIMOJIEHOTO aHami3y 3MICTy JucTa. Y OaraThbOoX BHUIIQJKAaX MOKHA
BU3HAYUTH ()aKT BUKOPUCTAHHS MIKIJUIMBUX TPIOKIB Ta OJOKYBATH TaKl MOBIIOMIICHHS, SIK

cIiaM, He BUMararoum JIeTaJIbHOTO aHaIi3y Horo Tekcty [32].
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2.2.10 InrocTpauiiini aucTu

PexknaMHi MOBIIOMJICHHS MOXYTh HAQACHJIATHCS KOpHCTyBadaM y BUTJIAML
rpadiyHux QaiaiB - 1e 3HaYHO 3OUIBIINTH CKJIQJHICTh aBTOMATHYHOTO aHamizy. Y
BIJIMIOBIb € KIJTbKa METO/IB aHaNi3y 300pakeHb, Ki MOKYTh BUTATYBATH 3 HUX TeKCcT. Ha
’KaJlb, TAKa TEXHOJIOTIA € YK€ LIHHOIO 1 MAJIO MOLIHUPEHOIO.

['padiynuii cnam - 11e pi3HOMaHiTHa noiurta. Jleski 3 IuX eJeKTPOHHHUX JHUCTIB 31
CramMoM - IIe MPOCTI KAPTHUHKH, SIKI MOKHA 1eHTH(]IKYyBaTH 3a JIOMOMOTOI0 (iIBTPIB
cnamy. OJIHaK crlaMepH BCE YacTillle BUKOPUCTOBYIOTh CKJIQJHI TUNU TpadiuHUx OYKB:
BOHU BHUKOPHCTOBYIOTH KAPTHUHKH 3 TajllacIUBUM (OHOM, CTpUOKH JiTep 1 JiHiN (TOOTO
OyKBM HEpIBHI LIOJO JiHIN), a OKpeMI JITepU 3aMIHIOIOTH Ha Picture, po3MMpIOIOTH
300pakeHHsI Ha KUIbKa rpajyCiB , BUKOPUCTOBYHTE piAKICHI mpudTu abo 1HIII po3Mipu
mpu@TIB 1 Hamarairecst o01TH cmamM-PpuIbTp. TEKCT Ha 300pa’KEHHI ciamy 3a3BUYail cTae
MaiiKe HeuuTaOeJIbHUM, Yepe3 L0 OEpXKyBau HE MOXKE OLIHUTH MPOMO3MIII0 cllaMy, a
OCHOBHA METa €JEKTPOHHOTO JIMCTa HE MOXKE€ OyTH JIOCSATHYTa, TOOTO peKkiama HeJilcHa,
TOMY 11l METOJY HE € MOIIMPEHUMH cepel] cnamepis [33].

[Hmwmit npuiiom JuIsi cnamepiB - BHUKOpUCTaHHA adimaiii. lle He cmam, 110
HAJICUJIAE€THCS] Y BUTJISIAI 3BUYAMHUX CTATUYHUX "KapTUHOK" (rpadiyHUX BKJIAJEHB), a Y
BUIJISIA1 aHIMOBaHUX rpadiyHux 300paxeHs. CriaMmepu BUKOpUCTOBYIOTh aHiMOBaHu GIF,
OCKIJIbKM MOT0 MOKYTh PO3ITI3HATH BCl Cy4acH1 Opay3epu Ta BIATBOPIOBATH aBTOMATHYHO.
3a3Buyall aHIMalliiHUN craM MICTUTH Bif 2 10 4 KajapiB, 3 SKUX JIMIIE OJAWH Kaap €
3HAYYIINM, TOOTO MICTUTh 1H(POPMAIIIHY YaCTHHY.

Crnamepu peryyisipHO HaMmararOThCS OHOBHUTH TEXHOJIOTiIO, fKa reHepye rpadiuxi
BKJIQJICHHA JI0 €JEKTPOHHOI MomTH 31 cnamoM. Hanpukian, po3mingyite ¢aiau
300pa)keHb Ha CTOpIHKAX OC3KOIITOBHOIO XOCTHUHTY 300pakeHb, TakuX sk imagehask.us,
[34]. Konu onepKyBau BiKpUBA€E €JIEKTPOHHE MOBIIOMIICHHS, Yy OUIBIIOCTI MOMYJISIPHUX
MOIITOBUX KIIEHTIB 300paXKeHHS aBTOMATHUYHO 3aBaHTaXYeThCs 13 3a3HaueHoi URL-
anpecu. Toil camMuil METOA BUKOPUCTOBYEThCA il BKIageHb PDF. Llel tun BkiiajeHHs He

Oyne aBTOMaTM4HO BiAKpuBatuca a0o 3aBaHTaxyBarucs. 1100 mneperysiHyTH cram,
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KOPHUCTYBaul MOBUHHI BUKOpPUCTOBYBaTU Acrobat Reader abo moaiOH1 1HCTpyMEHTH, 11100

BIJIKPUTH BKJIQJICHHS.

2.2.1111epedpazyBaHHsi TEKCTIB

Te came pekiamMHE TOBIJIOMJICHHS MICTUTh 0araTto BapiaHTIB OAHOTO 1 TOTO X
TekcTy. KoxeH OKpeMHil JMCT BUIIISIIA€ MPOCTUM 1 3B’SI3HUM TEKCTOM, 1 JIMILIE Marouu
0arato Komii eJIEKTPOHHOTO JIUCTA, MO’KHA BU3HAYUTH TiiyMadeHHs (HakTy. Takum 9rMHOM,
BU MOXeTe e(EKTUBHO HaJamTyBaTH (UIBTPU JMIIE TICIAS OTPUMAHHS OLIBIIOCTI
€JICKTPOHHUX JIUCTIB. [35]

CporojiHi OCTaHHI TPU METOAW IIUPOKO BUKOPHUCTOBYIOTBCS - HE BCI 3aco0m
00poTHOU 31 CIIaMOM MOKYTh OOPOOISATH iX HAJEKHUM YHMHOM, IO JO3BOJIAE HaJaBaTH

craM KOpUCTyBaydaM, iK1 BAKOPUCTOBYIOTh CTapl IHCTPYMEHTH (LIbTpaLlii.

2.3 TexHoJi0rii 3aXuCTy Bi cnamy

2.3.1ExoHoMiyHMii miaxix

3pemToro, HU3bKA BapTICTh I[HTEpHET-MOCTYT Mpu3Beia 0 TOIIMPEHHS CIIaMy.
BukopucToBytoun €JEKTPOHHY MOIINTY, 3JIOBMUCHMKAM HE MOTPIOHO TypOyBaTHCS PO
IMOXBWJIMHHY OIUIaTy Ta TOINTOBY OIUIATy, SK 1 HAJICWJIAHHS 3BUYAWHUX JIUCTIB Ta
TenedOoHH1 J3BIHKM. A TUIATSYd 3a JOCTYN 10 [HTepHETy JHile MIOMICALS, ClamMepu
MOXKYTbh O€3KOIITOBHO PO3MOBCIOKYBATH MUTBOHU €JIEKTPOHHUX JIMCTIB.

Tomy JleBic BBaxkae, 10 MpoOJieMy cramy CIiiJl BHPIIIYBaTH €KOHOMIYHO [36].
EnexTpoHHa moiiTa moBUHHA IIKOJUTH criamepaMm. Y I[bOMY BHUIIAJIKy 3aKOHH Ta ImTpadu
0e3cuili, OCKIIbKH, MO-TIepIle, ClaM 3a3BHUYail HAJCUJIAETHCS HEHABMHCHO, a BJIACHUK
pobouoi cTaHIlli MOXKE HaBiTh HE 3HATH, IO BIH HAJICWJIAE CIaM; MO-ApyTe, 1HOJI HOro
JDKEPEeTIo BaXKKO 3HAWTH, a TO-JIpyre, 3aKOH MPaBOOXOPOHH1 opranu [[o 1Ib0T0 MUTaHHS HE

3aBXKU CJI1J] CTABUTHUCS 3 HAJIEKHOIO 00EPEKHICTIO.
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IcHye pilieHHs 100 cramy, sIKe Ha3uBa€ThCs "3B'SI30K BiAmpaBHUKA" ab0 "3B'I30K
yBaru". CyTh MOJSira€ B TOMY, 110 BIANPABHUK MOLITH BHOCUTHh CyMYy, 1100 MiATBEPAUTH,
IO TIOIITA HE € caMoM. SIKIIO oJiep>KyBad MO3HAYUTH 1€ MOBIAOMIICHHS SIK CIaMm, cyma
OyJe nepepaxoBaHa Ha HOMIHAJIbHUMA PaXxyHOK.

Cucrema mnoknanana Benuki Haaii 1 Oyma mepeipeHa IronPort, Vanquish Tta
Microsoft na mouarky 2000-x. OmgHak (QYHKIIIOHYBaHHS IbOTO MEXaHI3My Ba)KKO
3pO3yMITH, 1 cepeJl YYaCHUKIB BiAOyiIucCs BHYTpIIIHI O0poThOU. B pe3ynbTaTi iHTEpec
1HBECTOPIB 3MEHIIIMBCS, & TECTyBaHHS MPUIUHUIOCS. Y BCTYyIHiM nmpoMoBi Ha CBITOBOMY
ekoHoMiIuHOMY (popymi bimn I'eiitc mependauuB, 1m0 sl TEXHOJOTIS 3aKiHUMTH criaM. Ha

Kallb, Horo 0aueHHs 6YJ'IO TPOXH BIICPCHA, 110 BUKIIMKAJIO JIMIIC HACMIIIIKH.

2.3.2 YopHi cnucKu

DNSBL (cnucok wopHux nip Ha ocHoBi DNS), ctapa Ha3zBa RBL (cniucox yopHux
Jip y peanbHOMY 4aci), € OJHIEI0 3 HANUCTapilIUX TEXHOJOT1H 00poThOu 31 cmamom [35].
VYci enekTpoHHi nucTH, Hajiciani 3 [P-cepBepa B 1boMy coucKy, 3a0iokoBaHi. IcHye
TaKOX CIocid Woro peanizailli, BU MOXETE CTBOPUTH CIHUCOK KOMII IOTEPIB, AKI MOKHA
BUKOPUCTOBYBATH JUIsl HAJCWJIAHHS TMOILUTH, 1 CTBOPUTHU CIHMCOK aJpEeC KIIIEHTIB, SIKI HE
MOXHa BUKOPUCTOBYBAaTH SIK MOIITOBI cepBepd. HalinmommpeHima 1 HainpocTima
peasnizallis 3acHoBaHa Ha BukopucTandi DNS, 3Bijcu 1 ii Ha3Ba.

[lepeBaru 1i€i TexHomorii: YopHuil cnucok Ha 100% BiAcikae eIeKTPOHHI JIUCTHU 3
MIT03pUINX JPKEpes, TMOKpallye IMBUAKICTH PoOOTH, HE MOTpeOye IHCTAJALI] 1HIIIOTO
MpOrpamMHOro 3a0e3MeUeHHs Ha cepBepl Ta MPOCTUH y HajamTyBaHHi [38].

Henoniku: 1IBUAKICT MOMIJIKOBUX TO3UTHBHUX JaHUX BHUCOKAa. Crnamy,
HAJIICJIAHOTO OJIHMM KOMII IOTEpOM, JOCTaTHBO, MO0 3a0JIOKyBaTH BCIO Mepexy. Jlims

NeSKUX CIUCKIB JJaHUX BIJIHOCHO MaJio, TOMY HE BC1 HOBI CITAMEPH Y CIIUCKY JOCTYITHI.
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2.3.3 Cipi cnuckn

BrpoBamkeHHsT METOAy CIpOTO CHHCKY 0a3yeTbcs Ha TOMY, HIO '"MOBEAiHKA'"
IPOrpaMHOro 3a0e3NeueHHs, MPU3HAYEHOTO [JII MAacOBOTO PO3MOBCIOJKEHHS CIIaMy,
CYTTEBO BIAPI3HAETHCS BiJ TMOBEAIHKM 3BUYAWHUX TMOIITOBUX cepBepiB. (OcHOBHa
BIJIMIHHICTB TOJISITa€ B TOMY, 110, Ha BIIMIHY Bia BUMOT mpoTokoiny SMTP, cmamepu, sk
NpaBWJIO, HE HAJCWIAIOTh EJIEKTPOHHI JIUCTH, KOJM € TUMYacoBa MOMHUIIKA a00 HeMae
BiamoBini. Ha moyaTkoBOMy eTari BCl HEBIOMI KITIEHTY CEPBEpPU 3aHOCSATHCS JO CIPOTO
CITMCKY 1 JINCTH 3 HUX OJIOKYIOThCS [39].

CepBep, 110 HaJCWIAE TMOWITY, NOBEPTAE KOJ IMOMWIKM Yacy, TOMY 3BHYailHI
€JIEKTPOHHI JIUCTH, SIKI HE € CIaMOM, He OyJIyTh BTpay€Hl, a BIANpPaBJICHI JMIIE 3
HEBEJIMKOIO 3aTpUMKOI0. BoHM 3anuimaTecs B 4yep3i Ta OyayTh BIANpPABIIEHI HA CTOPOHY
BimpaBHUKA. Uepes MmeBHUN MPOMIXKOK Yacy HACTYIHOTO pa3y MOBTOPIThH CIpoOy.

SIku10 moBeiHKA cepBepa BIANOBIIAE CTaHIAPTY, TAaKUM cepBep Oylie aBTOMAaTUYHO
JOJIaHui 710 OLIOr0 CHHUCKY, a HACTYIHI E€JIEKTPOHHI JIUCTU TNPUUMATUMYyThCA 0Oe€3
3aTpuMku [40].

[le#t meron no3Bossie ycynytu a0 90% cramy, 1 Maibke HEMae PU3UKY BTPATUTH
BAXKJIUB1 €JEKTPOHHI JIMCTH, aje 3apa3 ISl KUIbKICTh 3HAYHO 3MEHIIMIACh. MOXKIIMBICTh
MOMUWJIOK TaKOX BeJinKa. Hampukiaza, eleKTpOoHHI JIUCTU BiJ CEpPBEPIB, SAKI HE MOBHICTIO
BIJINOBIJIAIOTh PeKOMEHAAIsIM MPpoTokoiy SMTP, M0oxyTh OyTH MOMHUIIKOBO BHIIy4YEHI,
HaIpUKIaja pi3Hi1 €JIEKTPOHHI JJUCTU 3 HOBUHHUX CaWTIB.

binbie Toro, 3aTpuMka 3 TOBTOPHOIO PO3CHIIKOIO JIUCTIB MOYXE CSTATH IMIBTOJMHH,
1HOZl HaBITH OlNIbIIE, IO HENPHUITYCTHUMO JUISi TEPMIHOBUX JHCTIB. Aye Iieil HEIOJIK
BUHUKA€ IMIIE TiJ Yac MEpIIoro MPUHOMY 1 JOAATKOBO KOMIICHCYETHCS THM, IO
3aTpMMKa BUHMKAE JIMIINE TOJ, KOJU TMEPIINi JHCT BIANPABISETHCS 3 HEBIIOMOI paHiliie
aapecu. Jledxi BenmWKi CIy)KOW €JIEKTPOHHOI IMOIITH MOXYTh BUKOPHUCTOBYBATH BEJIHKY
KUIBKICTh cepBepiB 3 pi3HUMU [P-aapecamu, 1 MOKe BUHUKHYTHM Taka CHUTYyallls: KiJIbKa
PI3HHX CEpBEPIB HAMararThCS HAJICIATH OJHE 1 T€ K TMOBIIOMJIEHHS MO 4ep3i. Uepes

MPUHIMUN "CIpOTro CHUCKY'" 116 MOXKE CIPUYMHUTH BEJIHMKI 3aTPUMKH 3 JJOCTABKOIO JIUCTIB.
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KpiM TOTO, 3 PO3BUTKOM aHTH-CIIAM-TIPOTPaM, MPOTPaMH, II0 BUKOPUCTOBYIOTHCS JJIS
MacoOBOTO PO3IOBCIOJKCHHS CIIaMy, IOCTIHHO BIOCKOHATIOIOTHCS. JIerko peamizyBatu
MIATPUMKY PETPAHCIIAIIT TOBIIOMIJICHB, 1 1€ BAOCKOHAJICHHS MMOBHICTIO BUKITFOYAE IIEH THIT

3aXHUCTY.

2.3.4 KoHTpoJsb MacoBoCTi

Ile#t mpuitoM mepenbayae BUSBICHHS BETUKOI KUIBKOCTI OJHAKOBHX a0o0 Memio
pI3HUX TMOBiOMJIEHh Yy TmomToBoMy moTomi. [loOymaoBa edekTtuBHOro "AKicHOro"
aHaJli3aTopa BUMAarae BEJIMYE3HOI'O MOTOKY IMOILUTH, TOMY ISl TEXHOJIOTIS 3a0€31eUyEThCs
BEJIMKMMH KOMIAHISIMH, SIKI MPAIIOIOTh 3 BEJIUKOIO0 KUIBKICTIO €JIEKTPOHHOI IMOIITH, SIKY
MO>KHa IIPOaHaIi3yBaTH.

[lepeBara 1i€i TEXHOJOTIi: AKIIO CUCTEMA MPALIOE HOPMAIBHO, MOKHA BUSBHUTH
BEJIMKY KUIBKICTh eleKTpoHHUX JucTiB. Hemomiku: Ilepir 3a Bce, «BeNMHMKI» €IEKTPOHHI
JUCTU MOXYTb OyTH HE CIaMOM, a JOCUTbh 3aKOHHUMHU (Hanpukias, Ozon.ru, Subscribe.ru
HaJICUJIa€ THUCSYl Mail’ke OJHAKOBUX E€JEKTPOHHHUX JIMCTIB, ane He cnam) [42]. Tlo-apyre,
crlamMepu MOXKYyThb BHUKOPHUCTOBYBAaTHM PO3yMHI TEXHOJIOrI, 100 "mpopBaTtu" 1ei 3axXucT.
BoHU BUKOPUCTOBYIOTH IpOrpamMHe 3a0e3nedyeHHs, IKe BUpoOJiie Oyab-SIKUil BMICT-TEKCT,

rpadiky TOLIO. -Y KOXKHOMY CIaM-JIUCTI. SIK pe3yiabTaT, KOHTPOJIb SIKOCTI HE MPALIIOE.

2.3.5 IlepeBipka 3aro/ioBKiB jJucTa

Criamepy CTBOPHWJIM CIEIaNIbHI MPOTPaMU JIJIsi CTBOPEHHS IMIKIJUTMBUX TOB1OMIICHb
Ta iX HEraHOro po3MOBCIOKeHHsA. OpHAK, OCKUIBKH CllaM HE 3aBXIU BIANOBIIAE
BuMoram momroBoro cranapty RFC, skuit ommcye ¢opMar 3aroioBka, BOHHU
JIOITYCKAOTh TTOMIJIKH B JM3alHI 3aroyioBKiB. JIJIg 1IUX MOMMIIOK BU MOXKETE IMOpaxyBaTH
CIIaM.

[lepeBaru i€l TeXHOJOTII: TpoIleC BUSABICHHS Ta (QUIBTpAIlii camy € TpO30puM,

PEryJIIOEThCS CTaHJAApTaMu 1 JOCUTh HamiiHuM [43]. Hemomiku 1i€l TEXHIKW: craMepu
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IIBUJIKO BYAaThCH, 1 B 3arojOBKax ClaMy CTa€ BCE MEHINE MOMIIIOK. TiTbKH mojasblie
BUKOPHUCTAHHS 111€1 TEXHOJIOT11 3aTpUMae Bac He OUIbIINE HI’K HAa TPETUHY BChOTO CIIaMy.

2.3.6 DiabTpanis 3a TeMOI0

[le Takox maBHs 1 3pina TexHousoris. [lepeBipre cmemmdiuHi a1 camy CjoBa,
(dbparMeHTH TEKCTy, 300paK€HHs Ta 1HII 0COOJMBOCTI criamy B cnami. DiabTparrisi TeMu
MOYMHAETHCA 3 aHANI3y TEMU EJEKTPOHHOIO JIMCTA Ta TUX YACTHH, SIKI MICTSTh TEKCT
(3Buyaitamii Tekct, HTML), ane tenep ¢inpTp cnamy mepeBipsie BCi AeTalli, BKIIOYAIOUH
rpadiuHi BKJIaJgeHHSI. B pe3ynbrari aHamizy MoO)KHa CTBOPHUTH TEKCTOBHM miamuc abdo
po3paxyBatu "Bary cramy' moBiioMieHHS [44].

TexHiuHI MepeBaru: THYYKICTb, MOXJIMBICTh WIBHAKOTO TOYHOTO PEryJIOBaHHS.
Cucrema, 110 MPAIIOE 3 11€I0 TEXHOJOTIEI0, MOXKE JIETKO aJanTyBaTUCS 0 HOBUX THITIB
crnamy, 1 BOHa PIJIKO BIJIpI3HSE ClaM BiJ 3BUYailHOI momTH. Henonmku i€l TeXHOJIOTI:
3a3Bu4ail 11 MOTpiOHO OHOBUTU. DUIBTPU ISl CHaMy BCTAaHOBIIIOIOTHCS CIELIATbHO
HAaBUCHUM TMEPCOHAJIOM, 1HOJI IIUIOI0 JabopaTopi€lo MpoTH criaMmy. Taka MiATpUMKa €
JOpPOTO10, 110 BIIUBAE HA BapTICTh cnamM-(QuibTpiB. Ciamepyu BUHAWIUIM JI€SK] CIIEHIaNbHI
npuiiomu, o0 OOIWTH L0 TEXHIKY: BOHU JOJAlOTh BUNAAKOBHM "mymM" 10 cnamy, IO
YCKJIAJHIOE TONIIYK Ta OLIHKY XapakTEepUCTHK crnaMy B ToBigomuieHHI. Hampukman, y
CJIOBaX BHUKOPUCTOBYIOTHCA HEJITEpPHI CJIOBa (HAmpHUKJIaA, MPU BUKOPUCTAHHI III€l
TEXHOJIOTIT BUTIISA[ CJIOBA areabCHH Mae BUIJAA: ap_el Sin Ha 300pakeHHI CTBOPIOETHCS

3MIHHHUM KOJILOPOBUM (POH TOIIIO.

2.3.7 TemaTtununa ¢iasTpaunin: baecoBecbknii kiacudgikarop

Cratuctuunuii anroput™ baiieca TakoXX TpU3HAYEHUUW N7 aHAIi3y BMICTY 1 HE
BUMarae MocTiiHOi KoHgirypauii. g ix poOOTH MOTPIOHO 3pOOUTH TOMEPETHIO
miaroroBky. Ilicas 1mporo Hamamtyiite QuUIbTp Ha TeMy JITEp, VYHIKAJIbHY IS
KOHKPETHOI0 KOopucTyBada. OTxe, KO0 KOPUCTYBay MPALOE Ta MPOXOJUTh HABYaHHS B

CUCTEMI OCBITH, OT0 OCOOMCTI MOBIIOMJIEHHS HA 110 TeMYy He OyayTh BH3HaHI CIIaMOM
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[46]. Jlna Tux, KOMy He TOTpiOHO OpaTh ydyacTh y TPEHIHTY, CTAaTUCTUYHHU (DUIBTP
NIEPETBOPHUTH TaKi MOBIJOMIICHHS HA CIIaM.

[lepeBarm 1€  TexHOJOTIi: mepcoHamizamis (QUIBTPIB  JJISI  KOHKPETHHUX
kopuctyBauiB. Hemomiku: 6aiteciBchbKi (GUIBTpU HAWKpaIle MaxXoaaTh sl OJJHOTO TMOTOKY
nomtyu. HamamryBatu baiiec 3 pi3HOpIAHOIO TOMITOIO Ha KOPHOPAaTHBHOMY CepBepi
BEJIMKOi KOMITaHii HEMpPOCTO. AJie Ii MaauX Ta CEePEAHIX KOMITaHIM MO€THAHHS ITi€l

TEXHOJIOTI 3 THIIIOI TEXHOJIOTIEI0 JI03BOJIMTh JOCITTH HalKpalux pe3ynbTaTiB [41].

2.4 Onuc npeaMeTHOI 001acTi

2.4.1 Metona aepeB pileHb

JlepeBo pillieHb BITHOCUTHCS JI0 JIOTIYHOTO MeToay kiacudikaiii. JlepeBo piiieHs -
1€ alMKJIIYHUHN Tpadik, 3riHO 3 AKUM 00’ €KTH (Y HalIOMY BUMNAAKY TEKCTOBI JOKYMEHTH),
0 OIUCYIOThCSI HAOOpOM oO3HaK, MoxkHa kiacudikyBatu [43]. Koxken By3on nepeBa
MICTUTh YMOBH JUIsl PO3TATy’)KEHHSI Ha OJHOMY 3 eJeMeHTIB. KoxkeH By30J71 Ma€ CTiIbKU
T'UIOK, CKIJIBKM 3HaY€HHSI BUOPAHOTO €JIEMEHTa. Y MPOLEC] OLIHKKU Oe3nepepBHUI Mepexi
BIJI OJHOTO By3Ja JIO 1HIIOTO PETYIIOETHCS BIAMOBIIHO A0 3HAYCHHS XapaKTEPUCTHUKHU
o0’exta. Konu nocsraerbcs OAMH 13 JIMCTKIB JepeBa (KIHUEBUN By30i1), Kiacu(ikaiis
BBa)XXA€ThCS MOBHOIO [47]. 3HaUEHHS I[bOTO JINCTA BU3HAYATUME KJIac, 10 SKOr0 HAJICKUTh
00'€KT.

HacnpaBai 3a3BuMYail BUKOPHCTOBYETHCS JABIMKOBE JEPEBO pILIEHb, B SKOMY
pIIICHHST TPO TIEpeXiJi Kpar MPUUMAETHCS MPOCTOI0 MEPEBIPKOI HASIBHOCTI O3HAK Y
JTOKYMEHTI. SIKIO 3HAYEHHS O3HAKW MEHIIE TEBHOTO 3HAYCHHS, TO BHOHMPAETHCS OJHA
rinka (sxuo Oinbina abo mopiBHIoe iHMIM). Komu MoBa ine mpo BuOIp HaWOLIbII
MIIXOAIUX aTPUOYTIB, 3a3BUYAM 1€ CTOCYETHCS KIIOUOBUX CIIIB. 3 I[1€1 TOUKHU 30pY Oy/b-
Ky YaCTOTHY XapaKTEPUCTHUKY MOXHa po3risiaatu sk 3MmiHHy [48]. Ilotim BuOip mMixk
JBOMAa HAWOUTBIN MiIXOMAIIMMHA O3HAKAMHU TOJISITA€ B OIIHIN CTYINEHS KOPENsAIi MK
IBOMAa 3MIHHMMH. Tomy, 100 BUOpaTH BIAMOBIJHI O3HAKWM HA TMPaKTHIl, Oyab Jacka,

BUKOPUCTOBYMTE PI3HI KpUTepli [ TMEpeBIpKU TINOTe3U, TOOTO KpuUTepii, U0
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BUKOPHUCTOBYIOTHCS JIJIsl KIJIbKICHOT OLIIHKU CTYTEHS KOPEJsAlii MK JBOMa 3MIHHHX, a |

BKa3ye Ha iX HaWOLIbITY 3aJIeKHICTD [47].

Kopexesuit By3on

/ BaTbKIBCEKMI BY30N

IouipHin sy30n

Byzon

/\ Byaon

et Byaon

M nuer nuer

Nuer Nuer

Puc. 2.2 — Ilpuknaz nepeBa pimieHsb [45]

Jlis  BHUBUEHHS B3a€EMO3B'A3Ky MDK JIBOMa 3MIHHUMH MOXHa 3pY4YHO
BUKOPUCTOBYBATU TaOJIM4YHy (popMy, 1100 BUpPA3UTH 3arajibHUNA PO3MOJLI [UX 3MIHHUX.
[le HaiiOiIbII yHIBEpCATBbHUN 1HCTPYMEHT JJIsi BUBYCHHS CTaTUCTUYHUX B3a€EMO3B’SI3KIB,
OCKIJIbKH BiH MOK€ IIPEICTABIIATH 3MiHHI HA OYy/(b-IKOMY PiBHI BUMIPIOBaHHS.

Tabnuis B3a€MO3B'SI3KIB 3a3BUYail BUKOPUCTOBYETHCS JIs1 IEPEBIPKU TIMIOTE3H MPO
B32€EMO3B'SI30K JIBOX O3HAK 3 BUKOPUCTAHHSM PI3HUX CTATUCTUYHUX CTAHIAPTIB: KPUTEPIN
@imepa (tounuit kpurepii dimepa), kpurepid koHcucteHii Ilipcona (kpurepiid Xi-
KkBazapar), kpurepiii Kpamepa, kpurepiii Ctbiogenta (t-tect). ). Ane 1mell mMeTron mae
BEJIMKUI HEJOJIIK, TOOTO BaXKO MHCATH Tpadikh AJid OLIHKA Ta HECTAOLIBHOCTI Ha

BEJIUKIN KITBKOCTI TEKCTY.

2.4.2 MeTtoa ONIOPHUX BEKTOPiB

Meron omopuux BekTopHUX MamuH (SVM) € Merogom miHiitHOI kinacudikarii. B

JTAHWN Yac el METO/I BBAXKAETHCS OJTHUM 13 Hallkpamux MeToiB [48]. Po3risiHemo 6e3miy
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JIOKYMEHTIB, 5Kl MOTpiOHO KiacudikyBaTu. [TopiBHIEMO 11€ 3 HAOOPOM TOUOK PO3MIPHOCTI
| D|.

Sxmo TOukM, MO0 HAIEKATh 1O PI3HUX KaTEropid, MOXKHA PO3IUIUTH
TNePIUIONTMHO Y IBOBUMIPHOMY BUTIQIKY TIMEPIIIONIMHOO € TPsSMa JIiHIS TO 3pa3Ku UX
TOYOK HAa3UBAIOTHCA JIIHINHO HenoaumbHUMH [33].

O4eBUIHUM CITOCOOOM BHpIIICHHS MPOOJIEMH B IIbOMY BUIIAJKY € MPOBEACHHS JiHI1
TaK, 110 BC1 3HAYEHHS OJIHOTO KJIaCy PO3MIIIYIOTHCS 3 OJTHOTO OOKY, a BC1 MO3MIIIi 1HIIIOTO
KJacy - 3 inmoro. Toxi, mo6 kinacudikyBaTH HEBIOMI TOYKH, JOCUTH 3HATH, 3 IKOTO OOKY

JIiHIT BOHU OYIyTh BXOAUTH [49].

Puc 2.3 — [IpuHnmn noOya0By po3AiIstoUr rinepruromuH [46]

Sk mpaBuiio, MOXXHA HAMaJIOBATH OaraTo TIMEPIUIONTUH (JIiHIH), K1 BIAMOBIIAIOTH
ymoBaM. O4eBUJIHO, IO JIHIIO Kpalle BUOMpaTH Aayli BiJ JOCTYIMHOI TOYKH. Y METO/Il
OTIOPHOTO BEKTOPA BiJICTAaHb MIXK MPSIMOIO 1 HAOOPOM TOYOK - 1€ BiJICTAaHb MIXK MPSAMOIO 1
TOYKOI, HaWOIMxk4or 10 TOoukd. lle MakcumanbHa BIJACTaHb Yy I[BOMY METO/II.
[NnepmiomuHy, fKa MAaKCUMI3y€ BIJACTaHb B JBOX MapajelbHUX TiNEepPIUIONINH,
HA3WBAETHCS  PO3AUIBHOIO  TUIOMMHOI0. Toyka, HalOmmwkua 10  MapajeibHOi
TINEPIUIONIMHY, HA3UBAETHCSA ONIOPHUM BEKTOPOM. [HIIMMU CJI0BaMu, aJITCOPUTM MPAIIOE 32
MNPUNYIIEHHS, [0 YUM OUIbIIA PI3HUIS YW BIJICTaHb MK IIMMHU TapaeTbHUMU
rinepIuionMHaAMK, TUM MEHILA CepeaHs MOMUIKA KIacu(pikaTopa, OCKIIbKA MaKCUMI3alis

BIJICTaH1 MDXK KJIacaMu Jorniomarae kiacudikyBatu Ouibin BieBHEHO [S0].
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Hacnpapai ctpykTypa qaHux 3a3BUYail HEBioMa, 1 1y»e piJIKo MOXKHA MO0y 1yBaTH
OKpeMy TIiNepIUIoNuHy, a IIe 03HaJae, 10 HEMOKJIMBO TapaHTYBaTH JIiHIWHY PO3AUIBHY
3MaTHICTh BUOIpKH. MoXyTh OyTH (paiinu, siki IPUCBOIOIOTH alTOPUTMH OJHIM KaTeropii,
ajle HacmpaBAl BOHM IIOBMHHI HaJIeKaTH J0 TMPOTHIEKHOI Kateropii. Taki maHi
HA3WBAIOTHCSI BUKHUJIAMH, 1 BOHH MOXYTh CIPHYMHATHA METOIOJOTIUHI MMOMUJIKA, TOMY iX

Kparie irHopyBatu. Y IbOMY MOJISITa€ CyTh IPOOJIEMH JTiHIHHOT HEpO3pUBHOCTI [34].

2.4.3 Metoa k Haii0mK4uX cyciaiB

Meron k-HalOaMK4OTO CyclJia € OJJHUM 3 HAaWMPOCTIIINX aJITOPUTMIB Kitacudikarii
1 1HOJl BUKOPHUCTOBYEThCSA MJIA 3aJad perpecii. 3aBAsKd CBOiM MPOCTOTI, L€ XOPOLIUH
MPUKJIAM, 3 SIKOTO BM MOXXETE MOYaTHh O3HAMOMIIEHHS 3 00JIaCTIO MAlIMHHOTO HaBYaHHS,
0COOJIMBO 13 3aBAaHHSAMHU Kacu]ikairii.

[IIo6 HaBunTH KiIacudikatopa, BU MOBUHHI MaTH HaOlp 00’€KTIB, JJIs AKUX KJIAcU
BHU3HAYEHI 3a3faneriib. Lleit Halip 3pa3kiB HA3UBAETHCA HABYAIBHUM 3Pa3KkoM, 1 HOro
MapKyBaHHsS TPOBOJUTHCS BPYYHY 3a Yy4YacTIO €KCIEpTIB Yy JOCHIKYBaHIA OO0JaCTI.
Hanpuknan, y 3aBaaHHI BU3HAUYCHHS 300pakeHb KOMEHTapiB JUIS 3a37aleriipb 310paHux
KOMEHTAapIiB JIIOAWHY 3alUTYIOTh, YA € KOMEHTap 300pa)K€HHSM OJHOTO 3 YYaCHHKIB
0oOroBOpEHHS, a caMe 3aBJIaHHA € MPUKIAJOM JBIMKOBOI Kiacupikamii. Kinacudikariitna
3a/1a4a OaraTtokiiacoBa Kiacudikaliis MO)Ke MaTH OiIbIIE ABOX KJaciB, 1 KOXKEH 00 €KT
MOY€E HaJIeXaTH J0 KIJTbKOX KiaciB (cepeans kiacudikaiis) [S1].

1106 knacudikyBaTh KOKEeH 00'€EKT TECTOBOTO 3pa3ka, MOTPIOHO 3pOOUTH HACTYIIHE:

e OOYMCITITH BIJICTaHb JI0 KOKHOT'O 00’ €KTa B HABYAIbHIA BHOIPIII.
e BubepiTh | 00’€KTIiB HaBYAIBHOT BHOIPKU 3 HalMEHIIO BijcTaHHIO. Kiac
o0'ekTa - e Kiac, KU HaWdacTiime 3'SBISIETCSA cepel | HaWOIMKUUX

CyCiiB.
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Puc. 2.4 — Ilpuanmn podotu metory [24]

KNN - e oaue 3 HAWPOCTIMMX AITOPUTMIB Kiacuikarlii, TOMy BiH, SK IPaBUJIO,
Hee(eKTUBHUM ISl TPaKTUYHUX 3aJad. Ha mogaToxk 10 TOYHOCTI Kiacuikarii,
npo0JieMor0 1BOro kiacudikaropa € MBUAKICTh Kiaacuikaiii: SKIIO B HaBYAIbHIN
BUOIpL1 € N 00'ekTiB, TO B TeCTl BiAOUpaeThcss M 00'€KTiB, a po3MIpHICTH mpocTtopy -K,

TecT KiacudikoBaHo 3pa3zok onepanaa MoxHa omiHUTH K O (K * M * N).

2.4.4 BaecoBcbkuii kaacudikarop

Ileit meTon mpocTuit (0a30BUN anrOpUTM peaiizallii), 3py4Huil (103BOJIIE BaM HE
MOTPiOHO BUKOPUCTOBYBATH "dopHMi crnircok"), edekTuBHui (10 95-97% crnamy moxke
OyTH MepexOIJIEHUH MICIAs HAaBYAHHS JOCUTH BEJIMKOI BUOIPKH), 1 BIH MOXXE YHUKHYTHU
Oyap-skux noMuiku. Hapdu. 3a3Buyail Ha mpakTHUIll BCl 03HAKH BKAa3yIOTh HA MOTO IIMPOKE
BUKOPWCTaHHSA - BiH 0a3y€ThCsl MaiyKe Ha BCIX Cy4acHUX (QUIbTpax cramy.

OnHak y IbOTO METOJY TaKOX € (PyHJIaMEHTaJbHUM HEJOJNIK: BiH 0a3yeThCs Ha
NPUITYIICHH], IO MEBHI CJIOBa YacTillle 3yCTPIYarOThCs Yy chami, TOAl SIK 1HII CJIoBa
qacTilme 3yCTPIiYaroThCS B 3BUYAMHHUX EJIEKTPOHHHUX JHCTaX. SIKMIO 1€ MPUIYIICHHS
HENpaBWIbHE, BOHO € HeAilicHuM. OfHaK, K MMoKa3aja MpakTUKa, HaBiTh MPOYUTABIIN Ta

3pO3yMIBIIM 3MICT TaKOro cramy, JIOAMHY HE MOXHa 11eHTU(]IKYBaTH «ouumay. IcHye
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METOJ] 0ailleCiBCHKOTO OTPY€EHHS. [1est IIbOro METOAy IMOoJIsrae B TOMy, o0 101aTu 6arato
3aBOTO TEKCTYy, 1HOJI peTeNbHO miaiopaHoro, mo6 "oomyputu" ¢iuneTp. OIHAK KoK
JIOJMHA YUTAE, TaKl TUCTH OyIyTh MO30aBICHI CEHCY, a OTXKe, TOJIOBHA METa CllaMepiB HE
Oyne nocsirHyTa [52].

[HImMT HEOCHOBHWM HEMOJIK, TIOB’SI3aHWM 3 peali3allielo - I[ed MeTo.
3aCTOCOBYETHCS JIMIIIE IO TEKCTY. 3HAIOUH 1€ OOMEKEHHS, CIIaMEPH IMOYaIH PO3MIIyBaTH
peKJIaMH1 MMOBIIOMIICHHSI Ha MaJIlOHKax. TeKCT y JUCTI He iCHye abo He Mae 3HaueHHs. Ha
BIIMIHY BiJ IhOTO, MH TIOBHHHI BHKOPHUCTOBYBAaTH METOMU PO3IMI3HABAHHSA TEKCTY
(«zopori» mporpaM, 10 BUKOPUCTOBYIOTHCS JIMIIE TOJ1, KOJH 1€ TEPMIHOBO MOTPIOHO),
a00 BUKOPHCTOBYBATH CTapl METOAU (DUIbTpAIlli - «HOPHI CIHCKW» Ta PETYJISIpHI BUpa3u
(ockimbku Taki OyKBM 3a3BU4Yail MalOTh CTEPEOTHUINH)). AJle B IMOEJHAHHI 3 1HIIUMHU

METOJIaMHi MOT0 TOYHICTh OyJie qy’Ke BUCOKOIO [53].

Jocmpkyroun QuIbTp UIsl KOKHOTO CJI0Ba B TEKCTI, PO3paxyiTe Ta 30epexiTh
TEKCT "Baru" N1 HBOr0 CJIOBA, 00 OLIIHUTH MMOBIPHICTH camMy. Y HaWIMpOCTIILIOMY
BHUIMAJKY I 4aCTOTa BUKOPUCTOBYETHCS SIK OIIHKA: "crmaM / Bech BMICT". Y OULIBII
CKJIQJIHUX BHUMAJKaX TEKCT MOKHA MOTNEPETHHO OOPOOUTH: BIIHOBUTHU CJIOBA B TIEPBICHOMY
BUTJISA]I1, BUTAIUTH CITYKOOBI CJIOBA, pO3PaXyBaTH «Bary» BCi€l (pa3u, TPaHCIITEPAIIIIO

TOIIO.

[Ipu TecTyBaHHI HOBOTO TEKCTY WMOBIPHICTH '"criamy" OOYHMCIIOETHCS 3a OaraTbMa
rinoreTuyHuMU (opmynamu. Y 1LbOMYy BUNAAKY 'rimore3a" - 1€ CIOBO, 1 JJIsl KOXKHOIO
cioBa "HAAIMHICTH TIIOTE3U" - II€ YacTKa CJI0OBa B TEKCTI, a '"3aJeKHICTb MHOAIl BiJ
rinore3u" - 11e po3paxoBaHa paiimie "Bara" 1nporo ciona ". ToOTo B 11boMy BUMaaKy "Bara"
TEKCTY - 1le cepeaHs "Bara" Bcix ciiB [53].

[IpucBoenns Tekcty "cmamy" yu "He cmamy'" 3aJIeXUTh BiJ TOTO, YU TEPEBUIIYE
Moro '"Bara" cTaHAapT, BCTaHOBJEHUU KopucTyBaueMm (3azBuyail 60-80%). Ilicns
MPUIHATTS PIlIEHHS 100 TeKCTY "MacmTad", 110 € YaCTUHOIO TEKCTY, Oy/ie OHOBJICHHUM Y

6a3i qanux [53].
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baecoBi kmacudikaTopu BITHOCATHCS IO KaTreropii MallMHHOTO HaBYaHHS.
HaiirosoBHimie, mo cucrema, sika CTOITh Mepell BU3HAYCHHSIM TOTO, Y € JIUCT CIIaMOM,
nornepeIHbO HaBueHa OaraTeMa JiTepamu. Cepen uX JHUCTIB TOYHO BIAOMO, sika OyKBa €
"cmamom", a sika OykBa He € '"cmamom". Bike 3po3ymino, M0 1€ BIAOYBA€THCS i
MIATOTOBKOIO BYMTENIB, 1 MH TYT SK BuUHTeNi. baieciBchkuii KinacudikaTop dHTAE
JOKYMEHTH (y HAIIOMY BHUIAJKy - JITEpH) Yy BUIISAAI HAOOpy CHiB, SIKi, K KaXyTb, HE
3aJIeKaTh OJIHE BiJ OJTHOTO (1 TOMY MalOTh OJIHAKOBY HAiBHICTb).

HeoOximHo po3paxyBatu piBEHb KOXHOi KaTteropii (crmam / He-cmam), a TOTIM
BUOpaTH PiBEHb, SIKUN OTPUMYE HAUBHUIIUHN Oal.

NBC 6a3yetbes Ha Teopemi baiieca:

_ P(dIc)P(c)
P(c|d) = O
e P(c|d) — iiMOBipHICTB 1110 TOKYMEHT d HAJIEKHUTh JI0 KJacy ¢, caMme 11 HeOOXiIHO
3HAUTH.
e P(d|c) — iimoBipHicTB 3ycTpiTH JOKYMEHT d cepesl BCiX JTOKYMEHTIB KJIacy C.
e P(c) — 6e3ymoBHA HMOBIPHICTh 3yCTPITH TOKYMEHT C B apXiBi JOKYMECHTIB.
e P(d)— 6e3ymoBHa iIMOBIpPHICTH JOKYMeHTa d B apXiBi JOKYMEHTIB.
Merta knacudikarlii - 3p03yMiTH, A0 SIKOi KaTeropii HAJIEKUTh JOKYMEHT, TOMY HaM
noTpiOHa HE caMa WMOBIPHICTh, a HaMOUIBII BiporigHa Kkateropis. baiiecoBchbkuii
Kiacuikatop  BUKOPUCTOBYE  OIIIHKY  3aJHbOTO  MaKCHMAaJIbHOTO  3HAYCHHS

(MakCHMaJIbHOTO 3HAYEHHS 3a/IHBOTO OLIIHIOBAHHS) JIJIl BU3HAYEHHS! HalOLIbII BIPOT1IHOT

KaTeropii.

P(d|c)P(c)
C = argmax—————
map g P (d)
['py60 kaxxyuw, 11e HaOLIBII BIpOTrigHa Kareropisd. [HImMMu cioBaMu, Bam NOTPIOHO
po3paxyBaTd MMOBIPHOCTI BCIX KaTeropii 1 BUOpaTH KaTeropird 3 HaWOIIBIIOK
HMOBIPHICTIO. 3BEPHITH yBary, 10 3HAMEHHUK (MMOBIPHICTh JOKYMEHTA) € KOHCTaHTOIO 1

HE BIUIMBATUME Ha PEUTHHT KJIacy, TOMY MU MOKEMO ITHOPYBATH 1€ Y CBOi 3a/1aul.
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Cmap = argmax [P(d|c)P(c)]

AJNITOPUTM HA3UBAEThCS HAIBHUM KJIacH(PIKaToOpoM, OCKUIBKH, B OUIBIIOCTI
BUIAJIKIB, aJITOPUTM MOJKE TMPAIIOBATH 332 YMOBH YMOBHOI HE3aJEXKHOCTI, epeadadyeHoi
0a30BOI0 MOBOIO TIPOTpaMyBaHHs, TOMY UMOBIPHICTh CJIOBAa 0araTo B 4YOMY 3aJICKUTh BiJ
KOHTEKCTy. baifeciBcbkuil kinacudikaTtop NpeacTaBiIsie JOKYMEHT sK Hallp CliB,
WMOBIPHOCTI SIKMX YMOBHO HE 3aJjie)XaTh OJMH Bif ogHoro. Lleit meTrox iHOMI HAa3UBAIOThH

"MOJIEITIO MiIIKa CJIiB".

P(dIe) ~ Pwyl)P(w1e) . Pwyle) = | [ POwile)
i=1

Konmu o6csar TekcTy Benukuii - HWMOBIPHICTH Majla, TOMY PEKOMEHIY€EThCS
BUKOPHUCTOBYBATHU Jiorapu(MiuHy BJIIACTUBICTH JJIsl IepeTBOpeHHs popmynu log ab = log a
+logb

Jlorapudm - MmoHOTOHHO 3pocTaroua ¢yHkiis. [le BumaHo 3 Gopmynu - MU nryKaemo
MakcuManbHe 3HadeHHs. Jlorapudm QyHKITI TOCATHE CBOTO MaKCHMAaJIbHOTO 3HAYCHHS B
TiM camii Touli (Ha abciuct), 1o 1 cama GyHKIisA. OCKUTBKH 3MIHIOETHCS JIUIIIE 3HAYSHHS,
po3paxyHOK crmpoinyeTbcs. OcHOBa yorapudmy HE Mae 3HAUYCHHS, HAMPHUKIIAL, MOXE
BUKOPHUCTOBYBATUCS JCCATKOBUM a00 HaTypalbHU Jlorapudm [54].

[lincraBuBImIM OTpUMaHUN BHUpa3 y (HOpMyiy, ONMHUCAHY HUXKYE, a MOTIM 3aMIHITh

HOoro.

n
Cmap = arg max[log P(c) + Z log P(w;|c) |

i=1

Ominka ¥imoBipHOCTEH P(c) i P(wji|C) BUKOHYeThCs Ha BHOIpIi. IMOBIpHICTH Kitacy

3aMMUCYIOTBCA IS OI_[iHKI/I SIK.
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Cc

D
P(C) =F

ne D, 1e KUIBKICTh 3aluciB, SIKI HaJleXkKaTh J0 Kiacy ¢, a D — Bca KIIBKICTh 3alHCIB Y
BuOipmi. OIliHKa 1IMOBIPHOCTI CJIOBa B KJaci MOKe BI1JOYBaTHUCh KUIbKOMa 3aco0aMu.

HavinpocTimmii 1ie po3paxyBaTu B3a€MO3B’ I3KU

W;
P(w|c) = S W,
ey Ve

Cepen Hux W_ic - KUIBKICTh BUIAJIKIB, KOJIM CJIIOBO 3'SBIIIETHCA Y JOKYMEHTI THUILY
C. V-CIIOBHUK YCIX YHIKaJIbHUX CIIIB.

[HIMMY  cTOBaMM, YHCENBHUK OMKCYE KUTHKICTh BUMAAKIB TIOSIBU CJOBa B
JOKyMEHTax Kjiacy (BKJIIOYaIOuu ayOJiKaTH), a 3HAMEHHUK - 11€ 3arajibHa KiJIbKICTh CIIIB y
BCIX JOKYMEHTaX KJIacy.

[Tix yac mporecy 0OUKUCICHHS MU MOXXEMO 3yCTPITH CJIOBO, SIKE HE 3HAXOJIUTHCS HA
cTajii cucteMu HaB4aHHs. lle MOXke CIpPUUYMHUTH HYJIBOBHH Oall, 1 IOKYMEHT HE MOXKHA
KiacudikyBaTu sk crnam / He-ciaM. CKUIbKKM O MM HE XOTUIM, MU HE OyJeMO BUKJIAQJaTu
Hallly CHUCTEMY Ha BCIX MOXJIMBHUX MOBax. 3 Il€i MPUYMHU HEOOXITHO BUKOHATH
3rJa/KyBaHHS Ta OyTh OUIBII TOYHUM, BHECTM HEBEIMKI BUIPABJICHHS JO BCIX
HMOBIpHOCTEN cliB y AokymeHTi. Bubepite mapamerp 0 <o < 1 (sxmo o = 1, ue
sriakyBanHs Jlamnaca). JloriyHO Kakydw, TakKWid TiAXiJ 3MYIIy€ IMOBIPHICHI OIIHKU
PyXaTUCh 0 MAJIOWMOBIPHUX pe3yJbTaTiB. TOMy MMOBIPHICTh CIIB, IKUX MU HE Oadymiu

Ha eTar BUBUCHHS MOJEII, Iy Ke MaJjia, ajie BCe OJHO HE HyJboBa [55].

Wic+1 _ Wic+1

P(wc|c) = =
¢ Z:il(-:V(VVi’c'I'l) |V|+Zil€VWi’c

[TimcraBuBmM BCl 3Ha4YeHHS B (OpPMYIy JJIS OIIHKKM MOKHA OTpUMAaTH (iHAIBHY

dhopmyity 1o siKii mpaifroe 0aeciBcbka Kiacudikaris
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W, +1
|V| +Zi’€V Wi’c

D
Cmap = Argmax [logFC + z log ]
i=1

Jlnst peamizariii 6aifeciBchkoro kiacudikaTopa HEOOXITHUN HaBUATBLHUN 3pa3oK, y
AKOMY ICHY€ BIJIMOBIAHICT MIX TEKCTOBUM JOKYMEHTOM Ta Horo kareropiero. [loTim
HEOOX1IHO 310paTH HACTYIIHI CTAaTUCTHUYHI JaHl 13 3pa3KiB, BUKOPUCTAaHUX Ha eTaIi
kinacudikarmii [57]:

e BimHocHa wyacroTa Karteropii B TUIl JOKYMEHTa, TOOTO dYacToTa
3yCTPIHaJIbHOCTI JJOKYMEHTIB IIEBHOI KaTeropii;

® 3arajgbpHa KUIBKICTh CIiB y JOKYMEHTaX KOKHOI KaTeropii;

® BIJIHOCHA YacTOTa CJIIB y KOXKHIM KaTeropii;

e Po3mip 3paszka cnoBHUKA, TOOTO KUTBKICTh YHIKATBHUX CIIIB Y 3pa3Ky.

Ieit 30ip iHpopmarlii Oyae HazuBaTHCA MojeuIo Kiacudikaropa. ITorim Ha erami
Kkiacudikaiii HEoOXITHO po3paxyBaTH 3HAYEHHS HACTYMHOTO BHpa3y ISl KOXHOT

KaTeropii Ta BUOpATH KaTEropito 3 HAHOUIBIIUM 3HAUCHHSIM.

1 +zl Wic +1
D Bl +L,

B wmiit popmymi:

D, — KUJIbKICTh 3aMKCIB B HABYAIBHIN BUOUPIIL, SIKI HAJIEXAaTh JI0 KJacy C;

D — 3aranbHa KUJIbKICTb 3alIKMCIB B HABYAJIbHIN BUOIPII];

|V|- kimbkicTh yHIKAIBHHUX CIIIB B YCiX 3amucax BUOIPKH;

L. — cymapHa KiJIbKICTh CIIB B 3aMMCax KJacy ¢ B HaBUaJIbHINA BUOIPII;

Wic — ckinbku pasziB i-T€ CJIOBO 3YCTPIYAJIOCh B 3aMKCIB KJIacy ¢ B HaBYAIOYIH
BUOIPIT;

Q — MHOXUHA CJIIB TOKYMEHTa 110 KIACU(PIKYETHCS.

Ieit crocid miAXOauTh JJISI TaKUX JOKYMEHTIB, K "MIIIOK ciiB" abo yHirpama,

TOOTO iICHY€ MMOBIPHICTh KOXHOTO CJIOBa. ICHYe Takok croci® poO3MiUTH TEKCT Ha J[Ba
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cioBa "OirrpaMm" 1 Tpu cnoBa "Tpurpama'. JlogaBaHHS TaKOTO PO3MOIIIY MOKPAIIUTh
TOYHICTh QJITOPUTMY, OCKUIBKH KOKHa (hpaza Toal Mae UMOBIpHICTh OyTH "crmamom" abo

"He crtamoM".

2.50nmuc icCHylO4YHX aJIrOPUTMIB

251 GPT-2

GPT 6yB Teopernuno onucanuii Anexom Peadopaom 3 OpenAl 11 yepsus 2018
poky. Bxe 14 motoro 2019 poky Oyna omyOnikoBana mnepma Bepciss GPT-2 13
HallMEHIIO KUIbKICTIO mapametpiB (117 minbitoniB), a 14 muctomama 2019 poky Oyna
omyOiikoBaHa mnoBHa Bepcia (1,5 Mumeapaa mapametpiB). Y summai 2020 poky cTana
noctynHa HoBa Bepcist, GPT-3 13 175 Mumbgapaamu napameTpiB, aje JIMIIE A1 3aKPUTOrO
tectyBaHHs. CtanoM Ha 23 BepecHs 2020 noBuuii noctyn 10 GPT-3 mae numie kommnaHis
Microsoft. Otxe, s 1iei podotu Bukopucrtana GPT-2. [57]

GPT-2 moOynoBanuit Ha apxitekTypi Transformers, mpoTre BHUKOPHCTOBYE JIHIIE
decoder-6moku.

GPT-2 mparroe He 31 coBaMH aHTIIIMCHKOI MOBH, a 3 YHCJIOBUMH KOJYBaHHSMH
CJIIB, 1110 BIPOBAKYIOTh YaCTUHY 3MICTY cJI0Ba. PO3MIPHICTh IIbOTO KOJAYBaHHS BU3HAYAE
po3MipHicTh 1 camoi GPT-2. Tak, nanpuknaz, y Haitmenriit moneni GPT-2 BukopuctoBye
768 wuyucen s KOJMYyBaHHS OJHOTO cjoBa, y HaWOuemiid — 1600. Po3mipHIiCT
«cnmoBHUKOBOrO 3amacy» GPT-2 ckmagae 50257 cmiB. Jlo Toro, sk moyaTd TPEHYBaHHS,
TPEHYBAJIbHUI TEKCT 3aKOJOBYETHCS B YHUCJA, 3pO3YMIIlI HEHUPOHHIA MEpEexi; MICIsI
reHepallii 1l Yuciaa po3KoI0BYIOThCA Y 3p03yMUIHI UNTAa0EIbHUI TEKCT.

VY posznimi 2.3 3a3Havaniocs, 1Mo OAHIEIO 3 MPoOJeM BU3HAYEHHS CEHCY PEUCHHS €
KOHTEKCTYaJbHICTh 3MICTy — ce0TO B pEUYEHHSX YacTo MPHUCYTHI CJoBa, 10 abo
noJsiiceMivHi («koca»), abo He MalOTh BIACHOTO KOHKPETHOT'O 3MICTY Ta MPOCTO BKa3ylOTh
Ha IHIIE CJIOBO B pedeHHI («BoHO»). Ha pucyHky 2.5 mokazaHo, SIKUM camMe YHHOM

Bu3HauaeTbcsi KoHTekcT. Illap decoder-6Gimoky Self-Attention orniHiO€, 49U CI0BO, IO
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CKaHYEThCSl HAa MOTOYHUNA MOMEHT, BKa3ye Ha SIKECh 1HILE CIOBO B peueHHI. [lo3HaueHHs
Masked Bka3ye Ha Te, 110 CKaHYBaHHS KOHTEKCTY e JUIIE 3 JIBOro OOKY — B OYy/Ib-SIKU
okpemuii mpomixok yacy GPT-2 He 3Hae «Maii0yTHHOT0» KOHTEKCTY CIIOBA.

OniHka TPOXOJUTh HACTYITHUM YWHOM: POOUTHCS CKaJSPHUN JOOYTOK BEKTOPY
CJIOBa Ha BEKTOp MOMEPEAHIX CIIB, MICIS YOro Pe3yiabTaTH MPOXOAATh 4Yepe3 (PyHKIIio

softmax Ta OTpUMYIOTBCS IMOBIPHOCTI 3B’SI3Ky cJioBa 3 iHIIMMH [58].

(" DECODER )

( Feed Forward Neural Network

\_/

Masked Self-Attention
30% 50% 18%

a robot “

coe T

[ DECODER ]
\_ J
<s> a robot must obey the orders given it
1 2 3 4 5 6 7 8 9 . 1024

Pucynok 2.5 — Ilpouec BuzHaueHHs1 Mepexero GPT-2 KOHTEKCTy cjioBa B peUCHHI1

Sk 1 TpaamIiiini MOBHI Mojeni (Hampukiaaa, Moaens Mapkosa), GPT-2 BuBoauThH
JUIIE OJTHE CIIOBO 3a OJMH pa3. [lig "yac reneparii 10 BBiIHOT MOCIIIOBHOCTI JI0JIA€THCS
OCTaHHE BHBIJIHE CIIOBO, MiCISl YOTO, ONMMPAIOYHNCHh HA HOBY BBIJHY MOCHiT0BHICTH, GPT-2
Buaae HactymHe ciaoBo. GPT-2 He Moxke NMBUTHCS Ha «MaiOyTHIM» KOHTEKCT CIIOBa,
mumie Ha MuHynuil. Lle moBTOproeThCs 3alaHy KUIbKICTH pasiB. Llg BiacTuBICTH
HA3HMBAETHCSA aBTOPEIPECUBHICTH [65].

[Tig yac TpeHyBaHHS B KiHEIlb KOXHOIO TEKCTYy AoAaeTbcs TokeH <|endoftext|>,
TOMY 1]l Yac TeHepalli HOro Mo>kKHa 3a3HaYUTH SIK CTAPTOBUM TOKEH.

[Tix gac reneparii GPT-2 npornoHye nekinbka BapiaHTIB HACTYITHOTO CJIOBA, KOXKHE

3 SIKUX «I1JXOJUTHY» BIAMOBITHO JO MHHYJIOTO KOHTEKCTY 13 MEBHOIO MMOBIpHICTIO. SKke
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KOHKPETHO CIIOBO BHOEpEThCS — II€ KOHTPOIIOEThCS MmapameTpamu top k abo top p.
[Tapametp top k BigOupae nmeBHMIA BIICOTOK HAMOIbII IMOBIPHUX CHIiB. 3a3HAYAETHCS, 11O
«B uinomy 40 € rapaum uuciom» [58]. ¥V Bumanky, skmo top_k gopisaroe 40, GPT-2

BiiOupae 40 HaAIMOBIPHIIIMX CIIIB, IO «HAWOLIBIIE» MIIXOASITh 332 KOHTEKCTOM — a BXKE

cepen ux 40 CiIiB HACTYITHE CJIOBO BUOMPAETHCS BUITAIKOBUM YHHOM.
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Pucynox 2.6 — ImocTtpartis po3noaijieHHs HAaCTyITHOTO cJioBa. Ha MamroHKY KOBTE

po3mnoauieHHs Bianosiaae top k, ¢gionerose — top_p

[TapameTp top p BiAMOBIZAE IMOBIPHOCTI, IO CJIIOBO «ITIJIXOIUTHY TiJ KOHTEKCT —
Ipy [OMY CJIOBA 13 HIDKYOIO IMOBIPHICTIO BIIKHMIAIOThCS. Hampukian, sxmo top p

nopiBHioe 0,9, To 10 yBaru OepyThCs JMIIE Ti CJIOBa, IMOBIPHICTh MPHUAATHOCTI SIKUX

nepesuinye 90%, a pemrra ciiB BigkugaeTbes. [59].

Takum ymHOM, mapametp top _k Oepe 10 yBaru meBHY KUIbKICTh HAaWIMOBIPHIIIKUX

CJiB, a mapaMeTp top p Oepe 0 yBaru cjaoBa 3 MEBHOI MIHIMAJIbHOI IMOBIPHICTIO.

2.5.2 BERT

BERT 6yB Teopernuno onucanuii AAkooom JleBiniHom, Minb Beit Uanp Ta ixHimMu
koJjieramu 3 Google Al y crarti Big 11 xoBTHS 2018 poky, a Bxke 2 nmuctonana 2018 poky

BERT 6yB Buknanuit Google y Binkputuii noctyn y nsox Bapiantax: BERT Base 13 110

MmibiioHamu napameTrpiB Ta BERT Large 13 340 wminbilonamu mapamerpiB. OO6uzaBa
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BapiaHTU OyJiM HATPEHOBaHI Ha ABOX TeKCToBUX Kopmycax: BookCorpus, 110 ckiagaeTbes
3 11038 kaur ta 800 MiIbHOHIB CIIB, Ta KOPIYCl TEKCTIB 3 aHTJIOMOBHOI Bikinesii — 2,5
MUTBSApIB ciaiB [59].

['omoBHOW BiaMmiHHOIO pucoto BERT € paBonampaBlieHICTh HWOro HaBYaHHS.
3a3Buyail HEHPOHHI Mepexi TPEHYIOTbCA Ha TEKCTI y HAMpsIMKY 3JiBa-HampaBo. [HKomu
KOMOIHYIOTh pe3y/IbTaTH HaBYaHHS 3J1iBa-HAMpPaBO Ta clipaBa-HaniBo. Tum gacom, BERT
BH3HAYa€ KOHTEKCT CJIOBA HA OCHOBI MOT'0 OTOUYEHHS fK 3J11Ba, TaK 1 CIIpaBa Mo TEKCTY.

Bin moOynoBanmii Ha apxitektypi Transformers, mpore Bkiouae B cebe JuIie
encoder-6oku.

BERT mMae nBi mojeni HaBuaHHs: HaBuYaHHs 3 MackyBaHHsM (masked learning
model, MLM) ta nepenbaueHHs HAacTymHOro peudeHHs (next sentence prediction, NSP).
[lepmia BHUKOPUCTOBYETHhCS JUIsi  TiepeaOayeHHs CJIOBa |y pEYeHHl, a Jpyra
BUKOPHUCTOBYETHCS IS TOTO, MO0 i3HATHCS, YH JAPYre PEUYCHHS € MPOIOBKEHHSIM
nepuoro (CKIAae MiIICHY CEHCOBY OJIMHUINIO), Y BOHO HE MA€ CTOCYHKY JI0 MIEPIIOTO.

MLM npariitoe HactynHuM uynHoM. [lin yac TpenyBanHs 15% ciiB 3aMiHIOETbCSA Ha
tokeH [MASK]. Mojaens HamaraeTbcs nepeoaunTi 3aMackoBaHe CJIOBO, CIIUPAIOUNUCh Ha
KOHTEKCT JIO Ta IMICJI CJIOBA. 3 TEXHIYHOI TOYKH 30pY 1€ BiIOYBAa€ThCS HACTYITHUM YHMHOM
(puc. 2.7):

1. Homaethbes kinacudikaliifHUN map micis mapy «KogyBaiabHUKa» (encoder).
2. IlepeMHOXYIOTHCSI BUX1JJHI BEKTOPU HA MATPHINIO BKJIA/IaHHS, MIEPETBOPIOIOYH iX Y

BUMIp CJIOBHUKOBOTO 3ariacy.

3. IIpopaxoByBaHHS IMOBIPHOCTI KOXHOTO CJIOBA 31 CIIOBHUKOBOTO 3aracy.

IIpu npomy BERT Binkumae 3HaueHHS nepeaOadeHHs I He3aMacKOBAaHHX CIIiB

[67].
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Pucynok 2.7 — Sk npamtoe MLM y BERT. Ilo3nauennsi: wj — BxiaHi ciosa, O; —

BUBI1J encoder-010Ky, W’ — KIHIIEBHUH BUBIJI.

NSP mpoxoauts HactymHuM umHOM. Ilig wac TtpenyBanHa 50% map pedeHb
HaJeXaTh 0 OJHOTO TEKCTY, a iHmm 50% map pedeHb B3sTI 3 aOCOJIIOTHO Pi3HUX TEKCTIB
Ta HE MAIOTh XKOJHOTO CTOCYHKY OJIHE /IO OJHOTO. JIJIs MOJErmeHHs Mpolecy HaBYaHHS 3
MOCJIIIOBHOCTSIMH PEUEHb MPOBOASITHCS HACTYIHI MaHinmyJisii (puc. 2.8) [71]:

1. Honaethcs Toked [CLS] Ha moyaTok meprioro pedueHHs Ta Tokenu [SEP] y kiHenp

MEPIIOTO PEUYCHHS.

2. JlomaroThCsl BKJIaJIaHHs, 10 TTO3HAYAI0Th peyeHHs A Ta peueHHs b.
3. 1o KOXXHOTO cloBa JOJAEThCS BKJIAJAHHS, HIO0 TO3HAYa€ HOTO TMO3UIII0 Y

MOCJIJOBHOCTI PEUCHbD.

[MASK] [MASK]
/

Input [cLs] my || dog is (cute | [SEP] he I likes ” playw ##ing l [SEP]
Token
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Pucynox 2.8 — IliaroryBanns peuenb 10 NSP-naBuanus BERT
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HanexHicTh Apyroro pedeHHs IIJIICHOMY TEKCTy BH3HAYAETHCS HACTYITHUM YHMHOM
[76]:
1. VYcs BBiIHA MOCIIIOBHICTS TPOXOAUTH Yepe3 Mojieb Transformers.
2. BuBin Tokeny [CLS] mepeTBoproeThcsi Ha BEKTOp po3MipHOcTi  2x1,
BUKOPHUCTOBYIOUHM BXXE€ HATpPEHOBaHUM KiacudikamiiHuid map (3 oOpaxoBaHUMHU
BaraMM Ta 3MIILCHHIMHU).

3. OOpaxyBaHHS BIPOT1THOCTI HAJIEXKHOCTI 10 OJTHOTO TeKCTy dyHKIi€w softmax [19].

[TpakTHUHY KOPUCTH 17151 IOCTABJICHOI 3a]]a4l Hece came Iepiia MOIeTh HaBYaHHS.
253 XLNT

XLNt 6yB onybmikoBanuii y crarti 19 yepBus 2019 poky, aBTopom sakoi € UxuitiH
Snp, 3ixans [ai ta iHmi 3 yHiBepcuteTy Kapneri-Memnon, cymicHo 3 Kyok Jle 3 Google
Al Brain Team. Tonai »x Oyno BukianaeHo i koa MoBoro Python 13 mogemmio XLNet-Large.
IlikaBo, 1m0 MOJAEL 13 OULIBIIOK po3MipHICTIO — 340 MUIBHOHIB MapaMmeTpiB — OyIo
BUKJIaJIeHO paHirie 3a Mojieib X LNet-Base po3miphictio B 110 MisbiloHIB TapaMeTpiB.

XLNet — me aBTOperpecMBHa MOBHA MOJEb, fKa BHUJIA€ CHUIBHY HMOBIPHICTh
MOCJIIIOBHOCTI JIEKCEM, 3aCHOBaHAa Ha apXxiTekTypi Transformers-XL 13 peKypeHTHICTIO.
HMoro HaByajgpHa MeTa — OGUMCIMTH HMOBIPHICTH TOKEHY CIIOBAa, OOYMOBICHOTO BCiMa
MepecTaHOBKaMM TOKEHIB CIIIB Y PEUYEHHI, HA BIAMIHY BiJl IMOBIPHOCTEH Ha OCHOBI CIIiB,
[0 3HAXOJATHCS JIBOpYY ab0 JuIIe THX, SKI pO3TAalIOBaHI MpaBoOpyd BiJ LILIBOBOTO
TOKeHa. bbbl JOKIaIHO TIPO 11e OyIe MOSICHEHO HUXKYE.

Transformers-XL e mokpameHnHsm apxitektrypu Transformers — wepexi,
noOyJ0BaH1 3a I[I€I0 apXITEeKTypoOl, MOXYTh MO€JHYBAaTH I1HQOpPMALIIO 3 PpI3HUX
nociioBHOCTEN (sequences) TokeHiB. Takoxk XLNet BpaxysaB inmmii Henonik BERT —
BERT nepen6auaB TOKEHU HE3QJICKHO OJMH BiJl OJHOTO.

Posrnssnemo peuennst «The boat was on the riverside». SIk BIy4HO UTIOCTpY€E CTATTS

[61], y peuenni «The [mask] was [mask] on the riverside» BERT moxke BuOpatu sk
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BapiaHTH, 10 CKJIaalTh ojaHe cmucioBe 1iie: «The boat was beached on the riverside»
ta «The parade was seen on the riverside», Tak 1 momuiakoBuil BapiaHT «The parade was
beached on the riverside», ToMy 0 He BpaxoBye, K rependadeHi HUIMU BapiaHTH BKYIIi
OJIHE 3 OJJHUM BIUIMBAIOTh HA KOHTEKCT PEYCHHSI.

XLNet Bupimrye 110 Tpo0eMy TaKHM YHHOM, 110 BOHA BUUTHCS HE JIMIIE HA TIEBHUX
IITICHUX PEYCHHSX, a ¥ Ha «PEUYCHHSIX» 31 CIIOBaMH, TEPEMINIAHUMH Yy JIOBLIBHOMY
nopsaaky (puc. 2.9).

Takum YwHOM, 13 TpEHYBaJbHUM YacOM I HEHPOHHA Mepeka BUHUTHCS
PO3IMi3HaBaTH KOHTEKCT CJIIB O€3BITHOCHO JI0 IXHHOTO MOPSAKY B peueHHI. Takuil miaxin,
3a CJIOBaMHU aBTOPIB, J03BOJISIE BUYABUTH Olnbiie iH(OpMaIii 3 0JHOT0 ¥ TOro camoro
TPEHYBAJIBHOTO KOPITYCY.

ABtopu Bukianu [22] 1o iaero B popmyii (2.2):

t=1

T
0 = arggnax E, Zlog[Pr(xZ[t]|xZ[<t])]” (2.2)

~

YV wmiid Qopmym kputepiii 6 3HaxonWTh Taki mNapameTpu wmoneni 6, moob
MaKCHMi3yBaTH IMOBIPHICTb TOKEHIB X,[;] Y HOCHIIOBHOCTI NOBXWHH T, BPaXxOBYHOUH
TIOTEPEHI TOKEHH X,[<4], A€ Z[t] — 11€ t-Mi €NEMEHT NEPECTAHOBKY Z 1H/IEKCIB TOKEHIB, a

z[< t] — nomepenHi enemMeHTH nepectaHoBku. Cyma JiorapuMiB iMOBIpHOCTEH O3HAYAE,
1o Juist Oy/b-SKOi O/IHI€] EPEeCTaHOBKU MOJIENIb € HAJEKHUM YMHOM aBTOPErPECUBHOIO,
OCKITbKM € JI0OYTKOM HMOBIPHOCTI [JIi KOXXHOTO €JeMEHTa B IOCIIJ0OBHOCTI.
MaremaTnuHe CIOAiIBaHHS MIOJ0 BCiX MEPECTaHOBOK y Z TOKa3ye, 10 MOJAENh HaBueHa
OyTH OJIHaKOBO 3/IaTHOI0 OOYHCIIOBATU WMOBIPHOCTI [JIsi OyAb-SKOTO TOKEHa 3

ypaxyBaHHIM Oy/b-SIKOTO KOHTEKCTY. [61]
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was

on

riverside

Pucynoxk 2.9 — XLLNet BUNTHCS HA TEKCTaX 13 PEYCHHSIMU 31 CIIOBaMH,

nepeMiliaHuMH Y JOBUIBHOMY HOPSJIKY

Tum He MeHl, y 1 GopMylll HEACHO, SIKUM YMHOM MOJIEIb 3HA€ MPO BIJHOCHE
MOJIOKEHHS CIiB Y pedeHHi. SIKo He HajaBaTu i€l iHdopMallii, TO MOJeIb JyMaTUMeE,
0 BCi TMOJaHI CJIOBAa MalOTh OJHAKOBY WMOBIPHICTH TMOSIBH OJIHE IICIs OIHOTO.
HartomicTh, aBTOpHY MparHyyiv CTBOPUTH MOJIENb, ika O Morjia nepeadoayuTy iIMOBIPHICTh
MOSIBU CJIOBA 13 TIEBHUM TOJaHUM TIOPSIKOBHM HOMEPOM Y PEUCHHI.

PimennsM 11i€i npoGiemMu € ABONMOTOKOBUN MexaHI3M camoyBaru. KokHa moszuiris
TOKEHY | Ma€ [Ba TOB'I3aHMX BEKTOPU Ha KOKHOMY miapi camoyBarm m: hj* ta gi".

Bektopu h nanexars noroky BMmicty (Content Stream), Tozi Sk § BEKTOPH HAJICKATh JI0
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noToky 3anuTiB (Query Stream). BekTopu MOTOKY BMICTY 1HIIIATI3YIOThCS CIOBECHUMH
TOKEHaMH, 10 SKUX J10/1aHl TOKEHU 3 MO3HAYECHHSAMHU MO3MLIA. BEeKTopu MOTOKY 3amuTiB
HIIATI3YIOThCS  3arajJlbHUM BEKTOPOM BOYIOBYBaHHS W, JOJaHUM 10 IO3UIIHHUX
BOYJIOBYBaHb. 3BE€pHITh yBary, o W OJHAKOBHI, HE3AJIEAKHO BiJl TOKEHA, 1 TOMY HE MOXeE
BUKOPUCTOBYBATHCS JJIs1 PO3PI3HEHHS TOKEHIB [62].

Ha xo’xHOMY I1api KO>K€H BEKTOP BMICTY, h;, OHOBIIOETBCS 3 BUKOPUCTAHHIM THUX
h, siki 3anuImaroThcss HEMacKOBaHUMH caMi 1Mo co0i. OHOBJIEHHS BUKOPHCTOBYE BEKTOPH
BMICTY SIK 3aITUT, KJIIOU 1 3HAYCHHS.

Ha BinMiHY B1J IbOTO, HA KO)KHOMY IlIapl KOXKEH BEKTOP 3aIUTY (; OHOBIIIOETHCA 32
JIOTIOMOTOI0 HE3aMaCKOBaHUX BEKTOPIB BMICTy Ta camoro cede. OHOBICHHS BUKOPUCTOBYE
0i K 3amuT, ToAl SK Nj BUKOPHUCTOBYIOTBCA SK KJIIOWI Ta 3HAYEHHS, J€ | — IHOEKC
HEMAaCKOBAHOTO TOKEHY B KOHTEKCT .

Posrnsnemo peuennst «This is a sentence». Ha pucynky 2.10 mokazaHo, sk
PO3paxoOBY€EThCSI 3aMUT gy' Ui 4-TO TOKEHa HAa M-My mapi camoyBaru. Ile mokasye, 1o
git — ue cykynsicts (ist+2), (a+3) Ta mo3uii 4, MO i € KOHTEKCTOM, HEOOXiTHUM JIJIsI
00YHMCIIEHHS IMOBIPHOCTI TOKEHY «Sentencey.

Content Stream Query Stream

~
This+1 is+2 \.enleme+4 W W+/,

—

Pucynok 2.10 — O6paxyBanusa mepexero XLNet iIMOBIpHOCTI TIOSIBU YETBEPTOTO

TokeHy B peueHH1 «This is a sentencey.
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Ctpuiku BKa3ylOTh Ha TOTIK 1HQopMarii Big BekTopiB. Tam, pge miHii
NEPEeTUHAIOTHCS IO KOJIy, BUKOHYIOTBCS Ta arperyroThCs oIepallii 3amuty / Kiroda /
3HAYCHHS 10 yBaru. JKOBTI PSAIKH TPEICTABISIOTH OHOBIICHHS Yy TOTOINl BMICTY IJist
TPETHOTO CUMBOJY (3aJIC)KUTh JIUIIE BiJ HHOIO CAMOI0) Ta APYroro CUMBOINY (3aJICKUTh
BiJl HHOTO CaMOTO Ta TPETHOTO CUMBOJTY). CBITJIO-CHHI PSIIKU MPEACTABISIOTh OHOBJICHHS
B MOTOIIi 3aMUTIB (3aJIEKUTH Bl HHOTO CAMOTO 1 IPYTrOTO Ta TPETHOTO CUMBOJIIB 13 IIOTOKY
BMICTY).

[Is BnactuBicth XLNet mo3BonauTh moOymyBaTH Ha ii OCHOBI JIBOHAIIpaBICHUI

TeHEepaTop TEKCTY MPUPOTHOO MOBOIO [62].

2.6CTaH1apTH CUCTEMH 3an00iraHHsi BTOPrHeHb

2.6.1 Craunpapt ISO 27039

OnucyroTbcst OCHOBHI MPUHIUIIM PO3TOPTaHHS CUCTEMH BUSBIICHHS Ta 3alI00ITaHHS
BTOPTrHEHb. A came ii BUOIp, pO3rOpTaHHs, EKCILTyaTallisl, IKUii 300paKeHUId HA PUCYHKY.
2.11. Y Toii 3)xe yac Ha/Ial0ThCS JOBIAKOBY 1H(POPMAIIit0, 1711 OTPUMAaHHS PEKOMEH/IaIII].

[lepen BUOOpOM cHUCTEMHU BUSBICHHS Ta 3amoOiraHHs BTOPTHEHb OpraHizaiii
NMOBUHHI 3HATH HE TIABKK T€, KOJHM TPANUBCS IHIUICHT, a TAaKOX, SKHUM YHUHOM, II€
TpanmuiIocs, Kl Bpa3aIuBOCTI Oy BUKOPHUCTAHI, 1 K1 3aX0JM 3aXUCTy OyJIM peani3oBaHi.
A TakoXk, SKI 3aXOQU 3axXUCTy OyAyThb peani3oBaHl B MallOyTHbOMY ISl 3HUKEHHS
PU3UKIB.

Opranizaifii MalOTh BUSBJISTH Ta 3amo0iraTd MEpPEKEBUM BTOPTHEHHSM. Jljis Toro
00 OTpUMaTH MakKCUMallbHUM 3axucT BiJ npoaykry IDS/IPS, ii Bubip, po3ropraHHs Ta
eKCIUTyaTaliss TOBMHHA OyTH 3ailicHeHa KBali(piKOBAaHHUMH Ta JIOCBIAYCHUMU
crerjajicCTaMHu.

Tinbkyu B TakOoMy BHMNaAKy OyJe MOXJIMBUM OTpUMaHHS 1HpopMalii BiJl CUCTEM
BUSIBJICHHS Ta 3ar00ITaHHs BTOPTHEHB 1 BUKOPUCTAHHS IMi€T 1HdOopMaIIii 11t 3a0e3neueHHs
Oe3reku Beiel 1H(popMallii Ta KOMYHIKalIiHOI 1HQPaCTPYKTYpH.

Crangapt ISO 27039 npusHaueHuil B nepiry 4epry, Moo J10IOMOITH:
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a) OpranxizaiisiM 3a10BOJIBHUTH HACTYITHI BUMOT U

e Oprasizailisi IOBUHHA BIIPOBAIUTH IPOIIEAYPH Ta I1HII €JIEMEHTH YIPaBIIHHS JJIS
IIIBUIKOTO BHUSIBJICHHS Ta pearyBaHHS Ha IHITUACHTH OC3MeKH;

e opraizalfis 31iiCHIOE MPOIIEC MOHITOPUHTY U OTJIALY 1 KOHTPOJIb MO Oe3nexu
JUTA BUSIBJIEHHS 1HIIMICHTIB O€3IIEKH.

b) OpranizamisM 3a0e3M€UUTH KOHTPOJIb OE3MEKW JUIsi BUPIMIEHHS HACTYITHUX
3aBJlaHb:

e BHSBJICHHS HECAHKI[IOHOBAHMX J1H 3 00poOKor0 1HpOopMaIlii;

CHCTEeMa MMOBUHHA BIICTEXKYBATH 1 3aMMCyBATH MOI1 iIHPOpMAIitHOT Oe3MeKH.

| |
i |
i OLjiHKa PU3MKY BusHaumntun i
' sumorm IPS |
i |

|
i A4 :
| BusHauntn |
| |
| Bubip npoayKT IPS :
| |
i |

Po3ropTtaHHA IPS

y y

Po3roptaHHA
PosroptaHHA HIPS| |Po3sropTtaHHAa NIPS

e e ___ -
N e 1
! Exkcnnyatauia IPS |
| |
i EkcnnyaTauin v E
| NiaTPMMKa cTaHy I

|
| IPS |

Pucynox 2.11 — Bubip, posropranss, excruryataitis [PS

e OrnepaTop NMOBUHEH BUKOPHCTOBYBATH KypHANl MOAiH, 00 MEpPEeKOHATHUCS, IO

noJiisg BiI0yJacsi caMe Ha BUBHAUYE€HOMY BY3I1y Y JIOKAJIbHINA MEpexi.
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e oprasisailis MOBMHHA BIJIOBIIATH BCIM BIANOBIIHUM IPaBOBHMM BHMOTaM, IO
3aCTOCOBYIOTHCS JIJI KOHTPOJIIO 1 peecTpaltii TisuIbHOCTI;

® CHCTEMa MOHITOPUHTY MMOBUHHA OYTH BUKOPHUCTaHA JJIsl IEPEBIPKH TOCTOBIPHOCTI
KOHTPOJTIO, 3/11ICHIOBAHOTO IS IIEPEBIPKU MOJIEINI MOMITUKH JOCTYIY BiMOBIJHOCTI.

OpranizalismM MOBUHHO OYyTH J0 BiZioMa, 110 BUKOHAHHS BUIIEBKAa3aHUX BUMOT HE €
€IUHUM a00 aOCOIOTHUM PIIICHHSM.

Kpim toro, nieit crangapt He Npu3HAYEHUH, 00 OYTH YaCTHHOIO KPUTEPIiB OLIIHKH
BIJIMOBITHOCTI, TaKUX SIK CHCTeMH ympaBimiHHS i1HQopMmaniiHoo Oesnekoro (CVYIb)

ceprudikariii [63].

2.6.2 Cranpapt PCI DSS

Cranpmapt Oe3mneKu JaHuX I1HAYCTPIl IUIATDKHUX KapTOK OYB PO3POOJICHHM ISt
3a0XOUYEHHS Ta MOJIMNIICHHs O€3MEeKN JaHUX BJIACHUKIB KaPTOK Ta CIPOIICHHS MPUAHATTS
Y3TOJKCHHX 3aXO0/1iB OC3ICKHU TJaHUX Y BChOMY CBiTi [54].

PCI DSS 3abe3neuye 0a30Bi TEXHIYHI Ta €KCIUTyaTalliiiHi BUMOTH I 3aXHUCTY
naHux o0mikoBuX 3amuciB  BiacHUKiB kaptok. PCI DSS 3actocoByeThcs Bcima
oprasizaiisiMu, ki 0epyTh y4acTb B 00poOIll MIATHKHUX KapT, BKIOYAIOYU MPOIABIIB,
€MITEHTIB Ta noctadyaibHuKiB nocayr. PCI DSS Takox 3acTOCOBYETHCS 10 BCIX 1HIIMX
00'eKTIB, K1 30epiraroTh, 0OpOOISIOTH a00 TepearoTh JaHl BIACHUKA KApTKU Ta/abo
YyTJIUBI JaHl ayTeHTH KA.

Cranpgapt Mae HACTYNIHI BHUMOTHM 3 BHUKOPUCTAHHSM CHCTEMH 3amoOiraHHs
BTOprueHs [58]:

1) ITepersinaTi HACTYITHI TApaMETPH, IPUHARMHI IO THS:

® yci noii Oe3nexu;

® KypHaJU BCiX KOMIIOHEHTIB CUCTEMH, SKi 30€piraroTh, 00pOOIIOI0TH, TTepeaatoTh
JlaH1 BJaCHUKA KapTH Ta/a0o0 YyTIWBI 1aHi ayTeHTU(IKAITT;

® KypHaJH BCIX KPUTUYHO BAXKIMBUX KOMIIOHEHTIB CUCTEMU;
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® SKypHaJM BCiX CEpBEPIB 1 CUCTEM KOMIIOHEHTH, sIKI BUKOHYIOTh (DYHKIIIi Oe3meKu
HampuKiIaa, OpaHaMayepu, CHCTEMH BHUSBJICHHS BTOPTHEHb, CHCTEMH 3amoOiraHHs
BTOPTHEHb.

2) BukopucTOBYBaTH CHUCTEMH BHSIBIICHHS/3aMI00ITaHHSI BTOPTHEHD JIJISI BHSIBIICHHS
Ta 3amo0iraHHs 3arpo3am B Mepexi. [IpoBOAUTH MOHITOPUHI MEpEXKi, SIKa CTOCYEThCS
NEPUMETPY CEpEZOBHIIA JaHMX BIACHUKIB KAPTOK, & TAKOXK KPUTUUHI TOUKU CEPEIOBHUIIIA
JaHUX BJACHUKIB KapTok. [lomepemkaTy mepcoHan MpoO MOXKIMBY KOMIIPOMETAIlI0 B
Mepexxi abo B KpUTHMUHUX Toukax. CHigKyBaTH 3a TUM, IIO0 CHTHAaTypud CHCTEM
BUSIBIICHHS/3a1001raHHsl BTOPTHEHb OyJIM B OHOBJICHOMY CTaHI.

3) [lepekoHatucs, 110 CUCTEMHI KOHDIryparlii Ta MepekeBi JiarpaMu BiOBIIal0Th
TOMY, IO METOAM 3axHucTy (Taki, SK CHCTEeMH BHSIBJICHHS BTOPTHEHb, CHCTEMU
3ano0iraHHsl BTOPTHEHb) 3/IIHCHIOIOTh KOHTPOJIb Ta MOHITOPUHT MEPEKEBOTO TpadikKy:

® 110 IEPUMETPY CEPENOBUIIA JaHUX BIACHUKIB OaHKIBCbKHX KapTOK;

® y KpUTUYHHUX TOYKAX CEPEIOBHUIIA JaHUX BIACHHUKIB KapTOK.

4) [lepekoHaTHcss y KOPEKTHOCTI cucTeMHUX KoHQirypamiii y IDS/IPS, mpoectu
IHCTPYKTaX [JIsi TEpCOHANy y pasl BUSBICHHS I1HUIUJCHTY O€3MeKH 3a3HauYeHUMU
CHUCTEMaMH.

5) [lepekonatucs, 10 KOHQIryparis, MMITPUMKAa Ta OHOBJICHHS CHCTEM
BUSIBJICHHS/3aMO0ITaHHST  BTOPTHEHb  3IHCHIOIOTHCS  3TITHO 3 JIOKYMEHTAIlIEI0
MOCTavaIbHUKA 3a3HAYCHUX CHCTEM JUIs 3a0€3MeUeHHs ONTUMATBHOTO 3aXHUCTY.

6) VBIMKHYTH CHOBIIIICHHS TMPO IHIUACHTH OE3MEKHM Ha CHUCTEMax MOHITOPHHTY
MepexKi, a TAKOK B CUCTEMI BUSIBJIEHHS/3a1001raHHS! BTOPTHEHb.

7) IlepekoHaThcsi  NUIAIXOM  CIIOCTEPEKEHHS  Ta  OMNIsAY, IO CHCTEMa
BUSIBJICHHS/3aM00ITaHHST BTOPTHEHb 00poO0Jise, pearye Ta HaJCHIIA€ CIOBIIMIEHHS PO

iHIMIeHTH Oe3neku [64].

2.6.3 MetonoJjoria OWASP
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B nanuii yac icHye BenvKa KiIbKICTh OpraHi3allii, 1110 3aiMaroThcsl OE3MeKor0 y BeO
cepenoBuili. OHier0 3 HAMOLTBIN BiIoMuX opraHizamiit € Open Web Application Security
Project (OWASP) - omyaiiH CHiBTOBapHCTBO, SKE€ 3alMa€ThCS CTBOPEHHSAM BIIBHO
PO3IOBCIO/KYBAaHUX CTaTeH, METOJIOJIOT1M, IHCTPYMEHTIB 1 TEXHOJIOT1# B 00J1acTi O€3MeKu
BeO-101aTKiB [56].

B pamkax cninpHOoTH OWASP Benetscst pobota Outbin HiX Hajg 140 mpoekTtamu,
KOXEH 3 SKMX BHU3HAYA€THCS HAOOPOM MOB'SI3aHUX 3aBJaHb, IEBHUM IUIAHOM PO3BHUTKY 1
KOMaH/I0l0 pO3poOHUKIB. Bci mpoekTn chnpsMoBaHI Ha CTBOPEHHS I1HCTPYMEHTIB 1
JOKyMeHTAIli1 3 iH(opMalliiiHOT Oe3MeKH B HACTYIHHUX Kateropisx [58]:

® 3aXHCT BiJI aTaK 1 Bpa3JIMBOCTEH y BeO J0/aTKaX;

® BHSBJICHHS aTak 1 HEJOJIIKIB B YK€ ICHYIOUHUX CUCTEMAX;

® IIPOEKTYBAHHS 1 peaiizalis NporpaMHOro 3a0e3Ne4YeHHs 3 YpaxXyBaHHSIM BHUMOT
1H(pOopMaIliiiHOi Oe3MeKH.

Tak, gk opranizailisi cupsiMOBaHa Ha 3aXMCT BeO-70/1aTKiB, BOHA TaKOX CTBOPIOE
PI3HOMaHITHI MIPOJYKTHU Jisl 3aXUCTy BeO-nonaTkiB. Oqun 3 Takux € OWASP AppSensor.
s mporpamua ytwuiita BMillye B co01 (YHKIIIOHAT CHCTEMH BUSBIICHHS/3am00iraHHs

BTOPTHEHb Ta aKTUBHO 3aCTOCOBYIOTHCS JIJIS IIPOBEICHHSI TECTYBaHHS BeO-10aTKIB [65].

BucHoBku 10 po3aiay 2

Y pospini 2 Oynau mpoaHadi30BaHI TEOPETUYHI BIOMOCTI MPO MeEXaHI3MU
imeHTudikamii IMKIJUIMBAX JIMCTIB, aJTOPUTMM, a TaKOX BIAMOBIIHI MDKHApPOIHI
CTaHIapTH, WIOAO BUOOpY, eKCIUTyaTalii Ta cynpoBoay uux cucreM. OpHiewo 13
HAWTOJIOBHIIIUX KOMIIOHEHTIB apXITEKTYPH 3aXHILEHOT MEPEXI.

Bbynun ompampoBaHi WMOBIpHI BapiaHTH peajizailii Ta BH3HAYEHI MOKJIIUBI
OOMEKEHHS JIs1 HUX, [0 MOXKYTh CIIPUSATH BUHUKHEHHIO HeOakaHuX nojiid. B pe3ynbrati
7IBa 3 TPHOX PO3TJISIHYTHX METOAIB Majlu CEpHO3HI HEJOJIKHU, & CaM€ HECTIMKICTh METOIY
Ha BEJTUKHUI BUOIPIIl JAHUX a TAKOXK YCKJIQJHEHHS 1X PO3POOKH 3 POCTOM KIJIHKOCTI JIUCTIB.

3 iHTEHCHBHUM POCTOM PO3BHUTKY aHTHUCIIAM CHCTEM, BCE K 3aJUIIAIOTHhCS TEBHI

npoOJeMu Takl, SK TEHEpyBaHHS BEJIUKOI KITBKOCTI XWUOHUX TIOMIM, 301IBIICHHS
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MPOMYCKHOI 3/IaTHOCTI, MOKpPAIIEHHS BIJIMOBOCTIMKOCTI cucTeMu. OJIUH 3 BapiaHTIB iX
BUPIIICHHS € 3aCTOCYBaHHS €()EKTUBHOTO aJIrOPUTMy Ta CPEKTUBHHH 3 TOYKH 30Dy

BHUSBJICHHS O3HAK IIKIJIMBOTO TpadikKy.
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PO3/ILI 3
BJOCKOHAJIEHHSI CHCTEMH IJIEHTU®IKALIT IIKIJIJTUBUX JIMCTIB 3A
PAXYHOK BU3HAYEHHSI EOEKTUBHOI'O AJITOPUTMY
PO3MI3HABAHHSI

3.1 Omnuc anropuTMiB BUSIBJICHHS] 03HAK MepeKeBUX aTak Ta ix

npoodjaeMaTuka

1. ITpoGnemaTrka epEeKTUBHOCTI y alrOPUTMaX BUSBICHHS 03HAK MEPEKEBUX aTaK.

3 orJiAy Ha OCTaHHI JOCSTHEHHS 1H(OPMALIMHUX Ta KOMYHIKAIMHUX TEXHOJIOTIH,
a TaKoXX BCEOIYHO 3pOocTarouy MnoTpedy B MepeKeBUX TEXHOJIOTIH, 1HhopMalliiiHa Oe3neka
CTa€ JyXe ToCTpor mpobsemoro. OMHOYACHO 3 MMM CIOCTEPITa€ThCS IIUPOKE
3aCTOCYBaHHA [HTEpHETY OpraHi3aisiMy Ta MiAMPUEMCTBAMHU Pi3HOI (POPMU BIACHOCTI /IS
oOMiIHY JaHUMHU pi3HOI (opmu KOHGIIEHIIHHOCTI. ToMy HaJI3BHUYaiHO BaXKIMBUM €
3axXUCT iH(QOPMaLIHUX PEeCypPCiB, 110 € aKTyaIbHOI MPOOJIEMOIO ChbOTO/ICHHS.

B ocranHi KiJibKa pOKIB, aTaKu y BHUIJISI HIKIJJIMBOTO MEpEkKeBOro Tpadiky Ta
MEpEXKEBUX aTaK, IKUN 3JI0BMUCHUKHA BUKOPUCTOBYIOThH JUJIi KOMIpoMeTalii 1H(popmanii
Ha KOMIT'IOTEpHI MEpexXi IMOCTIHHO 3pocTaioTh. Ha TemepimHii 4Yac ICHYIOTh Pi3HI
IHCTPYMEHTH Ta MEXaHI3MH, 10 CIPsIMOBaHI Ha 3a0e3MedeHHs 1HPOPMAIIHOI Oe3MeKH.
OpHa 3 TakuX pillIeHb € CUCTEMA BUSABJICHHS Ta 3a1100IraHHs MEPEKEBUX BTOPTHEHb.

2. Onuc anropuTMiB.

Tpanumiitai cucTeMu JIsi BUSIBIICHHS IIKIIJIMBOTO Tpadiky 3 METOI0 3amoOiraHHs
BTOPIrHEHh B OCHOBHOMY BHUKOPHUCTOBYIOTh 'CHUTHAaTypHUH' METOH, SKWWA BHUMAarae
CTBOPEHHSI YHIKaJbHOI pHUCH (O3HAKW) Ui KOKHOTO THIy aTakd Ha 1HQOpMaliiHy
cuctemy. [Ipu 11bOMy KOKHA HOBa CHTHATypa CIIOYaTKy MOAA€ThCs 0o 0a3u manux IPS, a
MOTIM BUKOHYETHCS TIOPIBHSHHS O3HAK BXITHOTO Tpadiky 3 BIAMOBIIHUMHU €TAIOHHUMU
O3HaKaMHu, SIK1 3aKjiaJieHl B OaHK, JJs MOJAAJbIIOro pO3Mi3HABAHHS Ta HOro BUSIBICHHS Y

Mepexi.
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CTBOpEHHSI CUTHATYp 3a3BHYail 3/I1MCHIOETHCS 32 JOTIOMOTOI0 aHaJi3y BIAMOBIIHUX
eKCIEPTIB Ta Ma€ IMOCTIMHO OHOBIIOBATHCA. IIpu 1BOMY ICHye JHeKiJIbKa MpoosieM,
MOB'SI3aHUX 3 IIIM METOJIOM:

® cucTeMa IMOBHHHA OYTH CIIOYATKy CKOMIIPOMETOBAaHA JUIsl TOTO, 11100 OyJn BioMi
OCHOBHI O3HAKHU IIK1IJIUBOTO TpadikKy;

® I KOKHOI HOBOI KibepaTaku MOTpiOHO BU3HAUEHHS HOBOI CUTHATYPH.

binbm Toro, B okpemMux creHapisx kioeparak, IPS, sika 6a3yeThcs Ha CHTHATYpHOMY
METOJIl HEe TrapaHTy€ JOCTaTHbO INBHUJIKOIO BHUSIBJIICHHS O3HAK HIKIJJIMBOTO Tpadiky, II0
MOB's3aHE 3 BUTPAYCHUM YacOM Ha PO3MI3HABaHHS OJIHIET O3HAKW 1 SK HACHIJIOK, JCSIKi
MaKeTH MIKJIMBOro Tpadiky MOXKYTh OyTH MPOIYIICHI, 110 MPHUBEAEC 10 MPUXOBAHOI
KoMmmpomeTarlii iHdopMamiitHoi cucTteMu. SK 1 KOXEH mporpamMHUi mnpoaykrt, IPS
noTpedy€e 3HAYHMX OOUMCIIOBAIILHUX PECYpPCIB, a CaM€ BEJIMKUX 00’ €MIB OINEPATUBHOT
nam'saTi Ta MOTY>KHOCTI TIPOIECOpY.

Ha cporoaHi Bxke iICHye HU3Ka alropuTMiB ieHTU(IKalli MepexxeBux arak (IMA) 3a
AKUMU TpaIiooTh [PS. Anroputmu posmi3HaBaHHS MEPEKEBHX aTak € OIHUMHU 3
HaWBAXKJIMBIIIUX KOMIIOHEHTIB 1Jisi  edextuBHOi podbotn [PS. B upomy pozaim
MPEACTABICHI CYYacHI alrOpUTMHU [Jisl anapaTHUX MPUCTPOIB CHUCTEMH 3amoOIiraHHs
BTOpPrHEHb [66].

3. ANTOopuTM TIapayieIbHUX 004YHMCIIeHb biyma.

[leit anroput™ BUKOpUCTOBYE (uIbTp biayma s okpemux 11abjiOHIB O3HAK, SIK1
MaroTh PI3HY JIOBXKUHY. 3arajiom, GiIbTp 3aCTOCOBYE JCKIIbKA METOJMIB TellyBaHHS, IO
MPU3BOIUTE /O CQEKTHBHOTO BHUKOPHCTAHHS TMPOCTOPY 30€peKEHHS Tell-3HAYCHb
mabioHy o3Hak. Meroj 3a sSIKMM Mpalloe alrOpuTM 37aTHUN oOuuciatoBaTu 4 Oaiita 3a
OJIMHUITIO Yacy 3 MPOITYCKHOIO 3aaTHICTh 2,47 1'61T/c. dakT TOro, 1o A KOKHOI 1HIIO1
JOBXHHM IIa0JIOHY BHMAaraerbcsi Okpemuil ¢inpTp biayma, poOuth anroputm
Hee(DEKTUBHUM JIsl BUKOPUCTAHHS JJIS 1IA0JIOHIB IOBXKUHA, SIKUX MO JOCATATH THCSYi
OaitTiB. ®@ubTp biyma BHKOPHUCTOBYE TEXHIKY BHIIAJIKOBOCTI I MEPEBIPKU MOTOKIB
JAHUX Ha HASBHICTh MEBHUX O3HAK. 3 OJIHOTO psIKa MEPEeXKEeBUX HaHUX X, (QUIBTP

obuncroe K rem-QyHKIIifo Ta Hagae pe3yabTar reiny, SKuid BapiroeTbes Bif 1 1o m. [Totim
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BCTAHOBITIOIOTHCS K OITH y BEKTOp M JOBXKWHH, SIKI BIAIOBIJAIOTH ajpecaM 3HAYCHHSM
remy K. Taka mporeaypa Ha3MBaeThCsA MPOrpaMyBaHHSAM (iIbTpa Ta MPOBOAMTHCS IS
KOXKHOTO psJKa MepekeBHX AaHuX. [Ipomemypa 3amuTy € moaiOHOIO A0 TPOLETypU
IporpaMyBaHHs, B Hill PAJOK MEPEKEBUX JaHUX, BBOAUTHCS A0 GiapTpy. ®inbtp biayma
reHepye K 3Ha4YeHHS Temly 3a JIONOMOIOI Tem-(QYHKII aHaJIOTidHO JO MPOIeCy
nporpamyBaHHs. [loTiM po3risgaroTeess OiTH B M-O0ITOBOMY BEKTOpPI B MICIIX,
BiAnOBiMHKUX K remr-3HadeHb. SIKIO mpuHAiiMHI oauH 3 K OITIB He BCTAaHOBICHUH 0
BIJIMTOBITHOCTI TEBHOTO MIAOJIOHY, TOMI PSJAOK MEPEKEBUX TaHUX 3a3HAYAETHCS, SK
HEIIKIITMBUI Ta BUOYBA€E 3 TOJAIBIIOT0 aHalli3y. Y BHIAAKy Kou Bci K OiTH BCTaHOBIICHI
70 BIAMOBITHOCTI IMA0JIOHY O3HAK, TOAl PSJOK MEPEKEBUX JIAHUX OTOJIOIIYETHCS
HaJISKHUM J10 1a0JIOHY 13 IEBHOIO IMOBIPHICTIO. LI HEBU3HAUYEHICTh Y HA0OP1 BUXOAUTH 3
Toro, mo K 0iTh y m-6iTOBOMYy BEKTOpi MOXXYTh OyTH BCTaHOBJICHI JUIS OYy/Ib SIKOTO 3
psAnKiB N. BusiBlieHHs HE BCTAHOBJIEHOTO OiTa, O3HAYAE, IO PAJIOK MEPEKEBUX JAHUX HE
HaJIeKUTh 70 IMabsioHy o3Hak. lle mosicHIOE HasIBHICTHP XHUOHHUX CIPAllbOBYBaHb Ta
BIJICYTHOCTI XHOHO HEraTHBHHUX CIpanboByBaHb (false negatives) [67]. Bimcorox XxubHHX

CHpallbOBYBaHb BU3HAYA€THCS (hopmyoro 3.1:

f :(1_e—nk/m)k (3_1)

7ie N KUTBKICTh PSAKIB 3anporpamMoBani ¢pinbTpom biryma;

K — Ki7IBbKICTh OITIB Y PSIKY;

M — OITOBHI BEKTOP;

3naueHns f MOKHA 3MEHIIUTH BHOPABIIN HAHONTHMAIBHIII 3HaYCHHS M Ta K mis
3aIaHOTO PO3MIPY HA0Opy e€JeMEeHTIB N. 3po3yMulo, IO 3HAYEHHS M TOBHHHI OyTH
JIOCTaTHhO BEJIIMKUMHU B TIOPIBHSIHHI 3 PO3MIPOM psKa MEPEKEBHX JaHUX. Takox s
JIAHOTO BIJHOMICHHS M/N WMOBIpHICTH XMOHHMX CHpAIlbOBYBaHb MOXXE OYTH 3MEHIICHA

HUISTXOM 30UTBIICHHS YncIia rem-QyHKiii K.
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B onrtumanbHOMYy BHUMAAKYy, KOJM WMOBIPHICTh XHOHHX CHpallbOBYBaHb
MiHIMi30BaHa MO BIJHOIIEHHIO 3 K. OTpuMyeMO HACTYNHY (QYHKIIIO MiHIMi3allii XUOHUX

crpanboByBaHb y ¢popmy 3.2 [85]:
f=(m/n)in2 (3.2)

7€ N KITIBKICTh PSIIKIB 3amporpaMmoBani ¢pinstpom biryma;
M — GITOBUI BEKTOD;
Ile BiamoBijae MMOBIPHOCTI XMOHOTO CIIpallbOBYBaHHS, SIKI MOKEMO CIIOCTEpIraTv

3a opmyiioro 3.3.
f=(/2)" (3:3)

ne K — KiIbKicTb OITiB y psaaky [86];

BigHomeHHsS m/n IHTEPOPETYEThCSA, AK CEPEAHS KUIBKICTh OITIB, CIOXKHMBaHUX
OJIHUM I11a0JIOHOM O3HAaK. BapTo BiA3HAYMTH, 110 111 BUMOTa HE3alieXKHA Bl (PAaKTUUHOTO
po3Mipy 1mabiiony. B onTumanbHOMY BapiaHTI HMOBIPHICTH XMOHOTO CIpPallbOBYBAaHHS
CKCTIOHEHIIHHO 3MEHINYEThCS 3 JIHIMHUM 3pOCTaHHSAM BigHOmIeHHS M/N. Ile Takox
3HAYMTh, [0 YHUCIIO reni-(QyHKIHA, BIAMOBIIHO YKCIIa BHUMAAKOBHUX TOIIYKIB y OITOBOMY
BEKTOPI HEOOXIIHMX ISl 3aIUTY OJTHOTO IMIa0JI0HY O3HAK, MPOMopIiiitHe m/n.

3aganuii HaOlp O3HAK 3rpPyNoBaHUM 3a iX JOBXKUHOW, 30epiraethcsi B HabOpi
anmapaTHux 3aco0iB mapainensbHux QuabTpiB biayma. Koxken i3 1mux (uUIbTpiB MICTUTH
mabJOHM O3HAaK TEBHOI JOBXKWHU. DINBTPU BHUKOPUCTOBYIOTHCSA IJISI MOHITOPHHTY
MepexkeBoro Tpadiky Ta poOOTH 3 psSAKaMU MEPEKEBUX JAHUX BIAMOBIIHOI JOBXUHH, SIKI
MoKa3aHi Ha pucyHky 3.1.

KoxHuil psigok MepexeBoro tpadiky nepeBipseTbes y BIANOBIIHOCTI 3 (IbTpaMU
brnyma. SIkmio 3HaiineHuii psiIOK CHIBMANa€ 13 3HAYEHHSM OJHOTO 13 (PUIBTPIB, TO BIH
OroJIOIIY€EThCA, SIK MMOBIpHa 3arpo3a. [1oTiM Taki psAaKu AOCHIIKYIOThCS B aHaNi3aTopi,
AKUW BU3HA4Ya€e, YU € JIaHUW MepekeBUd TpadiKk MKIAJIUBUM YU  XUOHUM

ClIpalilbOBYBaHHM.
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Konu nociimpkyBanuid psiok BU3HAYEHUH, SIK IIKIJTMBUN, JIJI1 MEPEKEBOTO MAKETY,
SKAW MICTUTh ILEH PSIAOK, BUKOHYEThCA ojHa 3 Aid (yHkiionany IPS: BumaneHss,
OJOKyBaHHSI, MOBIIOMIJICHHS anMiHicTpaTopy [68].

ITepeBaru:

® BIJICYTHICTh HETATHBHO XUOHUX CIPAIlbOBYBaHb;

e poOoTa Ha mBHIKOCTI 110 2 ['6iT/c.

Henoniku:

® KOXXHHU 11a0JIOH CUTHATYpH BUMarae okpemuit ¢inbtp biyma;

® HEMOXJIMBICTh PO3MI3HABAHHS MIKIIJIMBOTO TpadiKy y SKOTO JTOBXKHWHA TEBHHUX
O3HAaK cATae O1IbIIC TUCIY1 OANTIB;

® BCJIMKA KUIBKICTh XMOHUX CHPAIlbOBYBaHb.

AHaizaTop
(I3or0€ XUOHI CrIpaIibOBYBaHHS)

[Tino3piai paaKku B MEPEKEBUX
nakerax

®dinpTpu biyma

MepexeBuii Tpadik

Pucynok 3.1 — ®unbtpu biyma ckanyroTh MepexxeBUi Tpadik Ha MIBUIKOCTI TiradiTHO1

Mepe>1<i 34 BUBHAYCHHUMH O3HAKaMH

AJTOpUTM NOPIBHSIHHS MepexeBoro npoiecopy (MIT)
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AMII - 11e anropuT™ Ha OCHOBI 3CYBY, SIKUM BUKOPHCTOBYE MEPEKEBUI MPOIECOP 3
MEXaH13MOM T'€lllyBaHHs 3a JOIOMOTOI0 MaM’ATi. AJITOPUTM BUKOPUCTOBYE BIKHO 3CYBY W,
KU PyXaeThes Bi KPaHBbOTO JIBOTO 0aiiTy 0 KpalHHOTO MPaBOro OalTy psijaka JaHHX.
AJNTOPUTM TOPIBHSHHS IIa0JOHIB MEPEKEBOTO IPOILIECOPY MIATPUMYE TUIBKU MPOCTI
raJIOHM O3HAK MIKiAIMBOTO Tpadiky He kopemoroun ix. Tabmuus 3cyBy\SKip Distance
Table (STD), sika peanizoBaHa B IbOMY aJITOPUTMI Ma€ po3mip ((2°8)" w).

Cucrtema BUSBIICHHS Ta 3amno0iraHHs BTOPTHEHb Snort Oyia oJHA 3 MEpUIuX, e
peanizoByBaBcs anroput™m AMIL.

Peamnizaris anroputmy AMII € nocuth npoctoro. AMII rpyHTYeThCS HA HACTYITHUX
NPOCTHX MIpKyBaHHAX: J[JIs1 TOBIIBHOTO IIA0JIOHY O3HAK MIKiAIMBOro Tpadiky Pj = ad,
ag,.., m — 1. Slkmo mocminoHi GaiiTi BikHa 3CyBY W ISl BXIOHUX JAaHuX T
PO3TAIIOBYETHCS B S, 1€ tsy) ...lsey—1 /= Clj() ..a wi—» 1 =012, ..., w—1. Togl W He MICTUTb
MEePIINX Ta MOCHiIoBHUX OaiTiB Pj, 1e 1 <1 < W. 3 mporo ciijaye Imo, mociiIoBHI oaiT W
HE MICTATh OyIb-SKOrO MOIEPEIHbOr0 IMAOIOHY O3HAK IIKIUIMBOro Tpadiky Pj, Toni
MOCJIJIOBHI 0aliTM MOXYyTh OyTH TMpOIYIIEHI MiJ 4Yac TMOLIyKy. Y BHUIAJKY, SIKIIO
MOCIJOBHI OalTH W JUIsl BXIJHUX JaHUX | 3HAXOIATHCS B S, SIK1 BIJIMOBIIAIOThH 1IA0JIOHY
o3Hak Pj, To mopiBHAHHA pemTu (M-W) OaliTiB € NPaBUJIbHUM BIIICHHSM.

B mnpoueci MOpiBHSHHS BHKOPUCTOBYETHCS BIKHO 3CYBY 3 JOBXHHOIO W, fKe
3CYBA€THCA B1Jl KPalHBOTO JIIBOTO 0alTy 0 KpallHbOIO MpaBoro OalTy BXIJHUX JNaHUX 7.
KoxHoro pasy, KoM BIKHO 3MINIYEThCS, 3IIHCHIOETbCS CIpo0a BU3HAUUTH S, W
MOCITiOBHHIT GaiiT, KK MICTHTBCS V BikHi, BMimye ay ... al; ma6noHy o3HaK P;., ne 1
<k <w. SIkmio takoro maOIOHY He iCHye, Ae mepir K mociaimoBHI OalTH MICTATHCSI B S,
TOJ1 BIKHO MO€ OyTH 3CyHYTO B OIk BIpaBo Ha W Oaiit. IIpote, axmo mabiaoH PjicHye,
ne Sk .o Sw1 = Qo ... ajk_l, TOJII BIKHO Oyje mepemiiieHo BnpaBo Ha W-K OaiitiB. HaBiTh
SKIIO 3HAWJEHO MOCTIIOBHI OaiTh B T, iK1 OyIyTh BIANOB1NATH IIA0JIOHY Pj, TOMHUIKOBI
CIparfoBaHHs OymyTh iCHyBaTH. lleli anropuT™M XapaKTepU3YEThCS THM, IO METOJ
BHUSIBJICHHS O3HAaK 3a JOTIOMOTOI BiKHA 3CYBY Oy/Je 3MCHINYBAaTH HABaHTAKCHHS Ha
cucremy. SKIo W € 10CTaTHbO MaJioi TOBKUHM (Hanpukian 3) STD, moxe nepepaxyBaru

BC1 MOKJIMBI BapiaHTH 3 MEBHOT KUIBKOCTI TOCTIIOBHUX OaiTiB. JJ1s1 mpUKIIaay MO3HAYUMO
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W = 3. Takuii MeTO BUKOHY€ETHCS 1HTYITUBHO, aJie 4acoM BiH € epexTuBHUM. Hanpukiang
SKIIO0 MIA0JIOH O3HAKH MIKIJIMBOrO TpadiKy CHUCTEMH 3aroOiraHHs BTOPTHEHb MICTHUTH
‘abed’ imentmunuit no {0x61, 0x62, 0x63, 0x64} B xomyBanHi ASCII, Toni Tabmurs
3anucy Oyne, sk 0x000061 mo OxFFFFO061. BimmoBimHO, KOauM S MOTpanuTh y Iied
MIPOMIXKOK, BiH Oyze 3MiieHuit Ha 3 6aiiTu, Tak, 10 HOBE PO3TALIyBaHHS MEPIIOTO OalTy

Oyxe BiamosigaTu ‘a’ [47]. Pobora anroputmy rmokasaHa Ha pHCYHKY 3.2.

BikHo 3cyBy

TaOJIMIIEIO XEIIIB

»

S 1) He BUABIIEHO CXOKEHB, BIKHO 3CYBY

a2 00 01 02/ 03 04 05 06 07 08 09 HepeimaeTses Ha 3 Gaiita

5 5 00 01 02 103 04 05| 06 07 08 09 2) BusiBIICHO CXOJPKEHHSI B OZIHOMY OaiiTi,

53 E BIKHO 3CYBY IepeMiltyeTbest Ha 1 GaiT

= fg( 00 01 02 03 |04 05 06| 07 08 09 3) BusiBiieHO 2 CXOJPKEHHSI B TTOCTIJOBHUX
E 00 01 02 03 04 05 [06 07 08 09 GaiiTax, BIKHO 3CYyBY HepeMiIHyeT].)Cﬂ Hil 2 Gaiitu
é Baiiri HOpiBHIOIOTHCA 3 4) BusiBJIeHO CXOKEHHsI B yCiX baiiTax,

BIKHO 3CYBY HE IEPEMILy€EThCs

Tabnus xemris/Rule Tabmuus 3cyBy/SKip
Hashing Table (RHT) Distance Table (STD)
Howmep npasuna:123 Anpeca | 3HayeHHs
Hossxuna:3 0x000102 3
K”“;‘*'45678 0x030405| 1
[ITabsoH:
Ta6muus cratycy/Rule 0x040506 2
Status Table (RST) 0x060708 0

Howmep npasmia:123
CuiBnamingsa: Tak
Haiinosmmnit
mabaoH: Tak

Pucynoxk - 3.2 Ilpuknan poOoTH anroputMy

3rogom 3amucu Tabmuii azapecu 0x616263 BCTaHOBIIOIOTHCA B HyJb. Tomi S
igeHTHuHnid 0x616263 BiANOBiae MepIIMM TPHOM TMOCIIIOBHUM OailTaM pslKa, SKUN
MicTuTh "abcd". I 3amucu TaOaUIl BCTAHOBIIOIOTHCS pIBHUMU 3. SIKiIo S moTparisie B
IO KaTeropiro, MOYKHA MEPEMICTUTH BIKHO 3CyBy Ha Tpu Oaiitu BmpaBo. Ha (puc 3.2)

MOKa3aHo, SIK BIKHO 3CYBY W pyXa€eThcs 31 3HaueHHsIMU Bxoay B SDT.
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AJITOpUTM TOAUTSIETBCS HA TMOMEPEIHI0 00poOKy Ta 0OpOOKY Ha Yac BHKOHAHHS.
Brponosx monepeaHio 00poOKy KOHCTPYIOIOTHCS HEOOX1IHI TaOIUIll MPaBWII 1 TAOIHIN
MOIIYKY MPU OJHOYACHOMY IMpOIieci 0OpOOKH MPOILIECIB, SIKI MOXKYTh OYTH 3aBaHTa)KEH1 Ta
1meHTudikoBaHi.

STD Tabnuiiss BAKOPUCTOBYETHCS 7Sl IOLTYKY YKClia OaiTiB Ha AKi BIKHO 3CYBY Ma€
NEPEMITUTHUCH, @ TAKOXK TaOIUII TIepeBipsie un S BiANOBIAaE madnoHy o3Hak. Pozmip SDT
2",

Tabmuuss remry\Rule Hash Table (RHT) 306epirae psaku curHatyp\o3Hak
mkigauBoro Tpadiky. RHT MicTUTh mocuiianHsS Ha pSAKA KOMiH, 1IeHTH(IKATOpU IS
relry NeBHOT 03HAKH, BMICT pAJiKa, 1IeHTU(]IKATOp MpaBua.

Tabmuns crarycy npasuia\Rule Status Table (RST) nmpu3nadeHa uist KiTbKOX IiJICH
[75]:

e ]IS 3aIIUCY TOTO, UM 11a0JI0H OYB 1A€HTU(IKOBAHUI paHIIIE;

e 1715l PO3MIILICHHS 1Ia0JIOHIB JIEKUIBKOX 3MICTIB;

® ISl 30€pEKEHHS MPIOPUTETIB MPABHUIL

RST mae takuii camuii po3mip, K 1 KUIBKICTh eleMeHTIB psiaka Bmicty B RHT, 1
nopsiiok 3anuciB RST TouHo Takwuii ke, 5K 1 ineHTudikarop npasuia B RHT.

[Tix yac mpouecy nonepenHboi 00podku crBoprotoThes Tadaui STD, RHT ta RST.
VY tabmuisix STD iHimiamizyeThCsl 3HAUCHHS TIPU SIKOMY Oyj1€ 311HCHIOBATUCS TTOPIBHSHHS.
VY tabmuusax RHT 3anucyroThes mpaBuiia, i KokHOro remry gaHux. ¥ RST taOmuisax
BcTaHoBIOeThes npanop MATCH mpu sikomy mepeBipsieTbest un Oyina iaeHTU(IKaIs
MEeBHOTO 11a0JIOHY O3HaK paHiiie. [{e BUKOHYeThCS AJIsl TOTO 100 MIBUAIIE PO3Mi3HABATH
O3HAKH LIKIAJIMBOTO Tpadiky.

[Ipouiec 006poOku anmroput™My pgocuth mnpocTuil. Crodarky BIKHO 3CYBY
BHUPIBHIOETHCS 3 MEPUIMM OANTOM BX1JIHOIO KOPUCHOTO HaBaHTaXeHHs. [1oTiM BIKHO 3CyBY
NEepEeMIILy€eThCs Ha CTIIbKUA OalTiB, CKUIbKM Hamucano y tabnumi SDT. fAxkmro 30iry He
OyJ0 3HalJEHO BIKHO 3CYBY 3HOBY MEPEMIIIye€TbCA Ha KUIbKICTh OalTiB 3rimHo 3 SDT.
Sxuo 30ir OyB 3HaACHUN y OJHOMY 13 OalTIB TOA1 3CYB 301IbIIYETHCSA HA OJUH 1 3HOBY

MepeBIPAETHCA BMICT. SIKIO cmiBMaiHHSA OyJdu BUSBICHI, 3CYB 301IBIIYETHCS HA OJWH.
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Axmo cmiBnaaiHHS HE OyJ0 BHUSBIEHO, TO OalTH, sIKI CHIBIAJalOTh HAJACHIAIOTHCS Y
tabnuiro RST 1 mepeBipsieThcss un OyB Takuil 1mabJIOH MIKIUTMBOTO TpadiKy BHUSIBICHUMH.
Sxmo mabnmoHy He OyJ0 BUSABICHO paHillie, TO BiIOYBA€THCS TOYHA BIAMOBITHICTH MiX
O3HaKaMH IIKIJJIMBOTO TpadiKy Ta pemTH BMICTY Tpadika. Ko mabdioH OyB BUSBICHHM
paHile, TOJl MakeT IMMO3HAYa€ThCsA, SK IIKIJUIMBUN 1 CHUCTEeMa 3amo0iraHHS BTOPTHEHB
BUKOHY€E HACTYIMHY 13 Mpoueayp (CHoBillleHHS aJMiHICTpaTopa, OJOKYBaHHS, BUATICHHS)
[69].

[lepeBaru:

e € onTuManbHUM ajaroputMom s npoctux IDS\IPS (manpukian Snort).

Henomniku:

® 3aCTOCYBaHHS MAaJICHBKOTO BIKHA 3CyBY MPHU3BOAWTH N0 TEHepallii BEIUKOi
KUIBKOCT1 XUOHUX CIPallbOBYBaHb;

® HE CIIPaBJISETHCS 3 BEJIMKOIO KIJTBKICTIO Tpadiky.

4. Anroput™m BianosigHocTi mabnonis TCAM

TCAM - me po3mmpeHuil 4im mam'aTi, KU MOXke 30epiraTh TpU 3HAYCHHS IS
KOXKHOTO 0OiTa: HyJb, OAMH 1 "He BU3HaueHui". CydacHi aJrOpUTMH 3ICTaBIECHHS 3pa3KiB,
mo BUKOpUCTOBYI0OTh TCAM, Oynu mnpexacrtasieHi JlakimiManoMm. 3anmpomnoHOBaHUM
aNropuT™M posminlye Habip cur"Hatyp arak 'y TCAM 1 posroprae NpOCTUH aJrOpUTM
y3ro/keHHs maonoHiB. Kirou w 0alTiB MOCHIIOBHO OyIayeTbes 3 MakeTy (IUISTXOM
MEPEHECeHHsI TEeKCTy Ha OAWH OalT 3a omuH pa3), 1 TCAM miykae BiJMOBIAHICTb.
AJTOpPUTM MOKeE TpaIfoBaTH Ha mBHIKoCTI 2 ['61T/c.

Ternary Content Addressable Memory (TCAM) - 1me Tun mam'sti, SKHH MOXe
BUKOHYBAaTH INapajelIbHUM MOLIYK Ha BUCOKMX MBUAKOCTIX. TCAM cknamaerscs 3
Habopy 3anuciB. Bepxniii 3anuc TCAM Mae HaliMeHITUN 1HJIEKC, @ HUKHIN - HAHOLTBIITNM.
Kosxen 3amnuc siBisie co00r0 BEKTOp OITIB KOMIPOK, A€ KOXHA KOMipKa MOXe 30epiraTu
oIuH OIT.

Taxkum ymHoM, 3amric TCAM Moxe BUKOPHCTOBYBATHUCS JIsi 30€piraHHs psika.
TCAM mnpaitoe HacTymHUM 4MHOM [78]: 3 ypaxyBaHHSIM BXiJIHOTO PsJKa BiH MapajielibHO

MOPIBHIOE TIEH PSAAOK 3 yciMa 3amuMcaMyd B MOTO MaM'sATi 1 MOBIIOMJISIE TIPO OJUH 3aIHC,



73

KWW BIAMOBIZa€ BBeGHOMY. Yac MONIyKy € IeTEepMIHOBAHUM JJis OYy/ib-SIKOTO BBEJICHHS.
Ha BimMminy Big aBiikoBoi CAM, sika mae Tibku aBa ctanu: 0 abo 1, KoxHa KOMipKa B
TCAM mosxe npuitmMaTi onHe 3 Tpbox ctaniB: 0, 1 a6o ?. 31 craHoM "He BU3HAUCHUI'".
[Tpu Takomy BapianTi anroput™ TCAM BUKOHYE JOIaTKOBI MEpeBipku. Takoxx yepes3 cTaH
"He BU3HAYCHMI" OJUH BXIJl JaHUX MOXKE CIIBIaAaTH 3 KiabkoMa 3armucamu TCAM.

[Tpunyctumo, mo mupuHa TCAM cranoButh w 0OaiiTiB. PosrisiHemMo crouyaTky
IPOCTHIM BHUIAJOK, KOJHM BCl IIA0JOHU € MPOCTHUMH JIETEPMIHOBAHUMHM, JOBXKHHA SKHX
Koportie abo fopiBHIOE W OaiitaM. Take pimenns peanizyerbcsi B TCAM, KOXeH 3 SKHX
3aiiMae OJMH 3amuc. SIKIO MajfOHOK KOpOTIE, HDK W OalTIB, TO PO3MIIIY€EThCS HOTO
He3amoBHEH1 OiTm Ha «?». IllaGmoHm moBWHHI OyTH OpraHi3oBaHi BIAMOBIJHO JO iX
JOBXUHU B TIOpsiIKY crananHs. Lle noscHioeTbes TuM, mo TCAM mnuiie noBigomIsie mpo
MIepIITUN pe3yabTaT BIAMOBIIHOCTI, SKIIO € KiJbKa 301TiB, BCE OJIHO ITO3HAYAETHCS TEPITHMA.
Hanpuxnan, skmo mabnon “ABC” BBenenuit B HmkHil 1HIekc TCAM, y3romxeHHs
“ABC” BKkIIOYa€e y3roJDKEHHS KOpOTKoro I1mabmony “AB”. Skmo Mu po3Mimyemo
Ma0JIOHK B I1HIIIOMY TMOPSIKY, MA HE MOXKEMO 3pOOMTH BHCHOBOK IIPO BIJIMOBIJIHICTH
OUIBII JOBroro madJoHy 3 BIAMOBIIHOCTI OLIBII KOPOTKOMY I1a0IOHY. TakuM 4YMHOM, MU
MO3KEMO TMPOITYCTUTH ACSKI BIAMOBIIHI pe3yIbTaTH.

[Iporec nomryky ma6JIoOHIB y MaKeTl BUIJIsAa€ HACTYNMHUM dynHOM: [lepin w Oaititu
B nakeTi BijmoOpaxaroThcsi B TCAM. Skiio BusBiI€Ha BIAMOBIAHICT A0 1MIA0JIOHY O3HAK
IIKIJIJTUBOTO Tpadiky, alrOpuTM MOBiIOMIISiE TIPO 30ir, SIK 300pakeHO Ha PUCYHKY 3.3.

Ileit mporiec MOBTOPIOETHCS, TOKU HE Oyie IEPEBIPEHUI BECh MAKET.
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Bain ABCDEF
TCDEF
ABC? ,
AB?77?
TCAM &
= .
il
‘_W6al>'ITiB

Pucynok 3.3 — Po6ora anroputmy TCAM

[Tpoctuii mabaou P 3 m GaiiTiB Moske OyTu 3anmucanuii sik P = b.b,... by, 1e koxkHe
b; sBiiste coboro Oaiit. JloBkrHA MA0JOHY M MOXe OyTH Pi3HOIO IS KOXKHOI O3HAKHU. D
MoOke OyTH 1BOX (opM: 1eTepMiHOBaHO1 (hopMH a00 HEIeTEPMIHOBAaHO1 (hOPMH.

Jliis nerepminoBaHoi popmu koxkeH OiT bj € 0 abo 1. Ile oiHe KOHKpeTHE 3HAYCHHS
2% = 256 mosxmuBuX 3HaueHb. Hampukiaz, b ; = 0100 0001 Gykea (a) [70].

Jns HenmetepMiHoBaHOT ¢Gopmu D; Moxe OyTu Oyab-iKUM 3Ha4YeHHsAM. Hikue
HaBEJICHO JIBa BUJU TPyl OaNTIB:

baiiti HeuyTimBoro andaeity: b = {a, A}, ...., b = {z, Z}.

BinbHi Gaiiti (*): by Moxe OyTr Oyap-stkiumM 3 2° 3HauCHHSM.

[lepeBaru:

e [Ipamroe Ha mBHaKoOCTI 10 2 ['0OiT\C.

Henomniku:

® HEIMPO30pe HAJAIITYBAaHHS 11A0JIOHIB O3HAK HIKIJIUBOTO Tpadiky;

® MOXJIMBI MPOIMYCKU HIKIJJIMBUX O3HAK;

® HE IMPAIfO€ 3 BEIMKUMU 00’ eMaMu Tpadiky.

5. Scilit-learn
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AtopoM /JleBimom Kopnarneyom Oyna po3poOieHa mporpamHa 6i6miotexka B 2008

pori. Ha croromuimHii AeHb 3aaisTHO 3aaigHO Oinbine 29 y4acHMKIB 1 1HBECTHIIII Bif

komnanil, sk INRIA, Google, Tinyclues 1 Python Software Foundation.

Jlana 6i0JioTeKa peaizalli€ MeBHUM CIUCOK (PYHKIIH\aJIrOpUTMIB I MAIIHHHOTO

HaBYaHHSI uepe3 iHTepdeilic MoBu mnporpamyBanHs Python. Omnmcana 6i6mioTexa

PO3MOBCIOKY€EThCS 3-1Ti1 Jtinen3ii "'License BSD " oxornmoroun KoMepIliiHe 1 akaaeMiqHe

BUKOpHcTaHHs scikit-learn.

Scikit-learn ctBopena 3 gomomororo SciPy, sika moBUHHA OyTH BCTAHOBJICHA TIEPE]]

3actocyBaHHsM SCiKit. Onucanuii cTek Bkimoyae B cede [71]:

SciPy: 0610moTeka HayKOBHMX 3aCTOCYHKIB [IJIi  BEPXHBOPIBHEBOI  MOBHU
nporpamyBaHHs Python;

Matplotlib: 6i6miorexa Ha ocHOBI MoBH Python. CteopeHa st Bizyamizallii JaHUX
rpadiky;

NumPy: monyns moBu Python, dxuii n0JaTKOBO MIATpUMY€E BEIUKI MAacHBH 1
MaTpuIl.

IPython: ¢peiimBopk m1st MmoBu Python, sikuii Hamae OIS, JOJAaTKOBI CHMBOJIH,
M1JIKa3KW 1 aBBTOMAaTUYHE JIOTTIOBHEHHS

Sympy: Moaynb it 0OUHCIIEHB;

Pandas: oOuuciieHHs 1 aHAITI3 CTPYKTYPH JaHHX.

from sklearn import metrics
from sklearn.tree import DecizionTreelClassifier

£ F1+ = FADT mAadol A Fho o Adsts

model = DecisionTreeClassifier()
model.fit (X, ¥)
print (model)

— N8 Ry P = R PR e

expected =
predicted = model.predict (X)

print (metrics.classification report(expected, predicted))
print (metrics.confusion matrix{expected, predicted))

Puc 3.4 — Kox meromy Decision Tree [65]
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from sklearn import metrics
from sklearn.svim import SVC

7w 1Ll d SWl]l OIS C L LIS Wd L

model = JVC()
model . .fit (X, ¥)
print (model)

[51)

expected = y
predicted = model.predict(X)

print (metrics.classification_report (expected, predicted))
print (metrics.confusion matrix(expected, predicted))

JHLAS 2

Ll oL

Puc 3.5 — Kox metomy Support Vector Machine [66]

from sklearn import metrics
from sklearn.neighbors import EMeighborsClassifier

=5t neighbor mode to the data

# F1t+t 53 k-negres

model = EMeighboraClassifier()
model.fit (X, ¥)
print (model)

expected = y
predicted = model.predict (X)

™ L LIS INOCS 2

print (metrics.classification report (expected, predicted))
print (metrics.confusion matrix(expected, predicted))

Puc. 3.6 — Kox metomy KNN [67]

[onoBHOIO MeToro Oibmioreku scikit-learn e 6iOmioreka 3 BHCOKUM piBHEM

CTaOUIBHOCTI 1 MIATPUMKH, SKUN TOTPIOHUHN IS TANPUEMHHUIIBKAX CUCTEM, IO O3HAYAE,

BEIIMKY yBary HJjisi MUTaHb 3PYYHOCTI 3aCTOCYBaHHS KOy, TOKYMEHTallli Ta IMIBUAKOMII

poboTH 1aHOi 010T10TEKH.

biomoteka scikit-learn mepioueproBo Opi€eHTOBaHAa Ha MOJCIIOBaHHS JaHHX,

B3a€EMOJIII0 1 KOJICKIIOHYBaHHSI daHuX. JlJisi Takoi MeTH MAOILUIBHINIE 3aCTOCOBYBATU

616mioTekn NumPy 1 Pandas. Ocpk kinbka nmonyasipHuX GyHKIIOHATBHUX 001acTe, B SIKUX

scikit-learn qonomMarae BUpIllyBaTH MOCTaBIICHI 3aBaanHs [/2]:

dopmatizaiiis: s 3BEJICHHS B KaTeropii JaHUX, HApUKJIa, MeToa k-cepeaHix.
ITepexpecHa mepeBipka: AJis HaJlaHHS OLIIHKHA MPOAYKTUBHOCTI poOOTH MOl Ha

MOBUIbHUX JAaHUX.
Komriekcn maHux: mj1s TECTOBUX MIAOJIOHIB JAHWX 1 JII1 CTBOPSHHS T'PYIl JaHUX 3

BU3HAYEHUMH BJIACTUBOCTIMU ISl TPOBEACHHS JOCTIIKEHHS MTOBEIIHKHA MOJIEIII.
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e 3MEHIICHHS PO3MIPHOCTI: JJII CKOPOUYEHHS KUIBKOCTI METPUK sl Tpadiky Ta
B1100pY aTpuOyTiB, TaKUX 5K, PYHKIIISI OCHOBHUX KOMIIOHCHTIB.

e MHOXMHHE HABUAHHS: I HETIHIHOTO CKOPOYEHHS PO3MIPHOCTI IaHUX.

6.NLTK.

bibmioreka NLTK € npoBigHoto miardopmoro anst ctBopeHHs nporpam Python s
poboTH 3 JTaHUMHU MOBH Jtojiel. bibioTeka Hajgae MpocTi y BUKOPUCTaHHI iHTepdercH s
Oumbmr HiXK 50 JTEKCHYHUX PECYpCiB, a TAKOX KOMILIEKC 010J10TEK IJisi 0OpOOKU TEKCTY,
knacudikamii, TO3HaueHHS, po300py Ta CEMAaHTHUYHUX MIpPKyBaHb, OOTOPTKU IS

IPOMHCIOBUX 010J110TEK.

import nltk

def application(env, sStart responae):
start_response('200 OK', [({'Content-Type', ' 'text/html')])
sentence = """Arthur didn't feel very good."""

tokens = nltk.word_ tokenize (3entence)
text = "|".Jjoin{atr({x) for X in tokens)
return bytes(text.encode {'utf8'))
Puc 3.7 — Python xox anms NTLK [68]

NLTK migxoauts AJist JIIHTBICTIB, 1HKEHEP1B, CTYJEHTIB, NEAAroriB, JOCIIHUKIB 1
KOpUCTyBayiB ramy3i. biomioreka noctynHa s Hu3kn OC takux sk: Windows, Mac OS
X 1 Linux. Haiikpamie, NLTK - 11e BiTbHUN TTPOEKT, OPIEHTOBAHUI HA TPOMATY.

NLTK Ha3uBaBcs «4yJOBUM IHCTPYMEHTOM JUIsi HaBYaHHA Ta poOOTH B
KOMI'FOTEPHIH JIHTBICTUIN 3 BUKOPUCTAaHHAM Python» 1 «IMBOBMKHOIO 010J110TEKOIO IS
I'pY 3 IPHPOJIHBOIO MOBOIOY [73].

O6pobOka mnpupomuux ™MoB 3 Python 3a0e3nedye mnpakTuuHe BBEJACHHS B
mporpamyBaHHs 111 00poOoku MmoBu. Hanmcana tBopisimu NLTK, BoHa Bejie untaua uepes
OCHOBH HamucaHHs nporpam Python, po6oTu 3 kKoprycamu, KaTeropusaliii TEKCTY, aHaJli3y
MOBHOI CTPYKTypH Ta 6ararto iHmoro. OHnaiH-Bepcis KHurHu Oysa oHoBieHa 11t Python 3
1 NLTK 3

7. TextBlob

TextBlob - ne 6i6mioreka Python (2 i 3) mist 0OpoOkK TEeKCTOBHUX JaHUX. BoHa

Hajgae npoctuit APl nnst 3aHypeHHs B 3arajibHi 3aBAaHHS 3 OOpOOKM NMPUPOJIHUX MOB
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(NLP), Taki sK 4YacTKOBE MOBJIEHHS, €KCTpaKilii IMEHHHMKA, aHali3 HaCTpPOiB,
Kkiacudikals, nepexyiaa i 6araTto iHIIOTO.

Ocob6mmBocri [74]:

e BuyyeHHns iMeHHUKa

o Knacudikamis (anroput™m Oaiieca)

e [lo3HaueHHS YaCTUH MOBJICHHS

e Ilepeknan Ta BUSBJICHHS MOB

e ToxkeHnizanis (pO3AICHHS TEKCTY Ha CIOBA Ta MPOMO3HUIIii)

e (CroBai ¢pazu

e (CI10BO neperuny (IUTopaizailis 1 CHHTYJISIPHOCTD) 1 JIeMMaTH3allis

e Kopurysanus opgorpadii

e [nrerpamis WordNet

8. Polyglot

biomoteka Polyglot Takoxx mae xopucHMid QyHKIIOHAN 1 MOXe OyTH JoAaHa a0
MOAYJII0 B MaiOyTHbOMY, Il peami3ailii HIATPUMKH OarartbOX MOB Ye€p3 HACTYIHI
ocobymBocTi [75]:

e Toxenizais (165 moB).

o Bussnenus mosu (196 moB).

e Po3smnizHaBaHHs Ha3BaHOi cyTHOCTI (40 MOB).

e UYacrtuHa miTok MOBJIeHHs (16 MOB).

e Amnami3 HacTpoiB (136 moB).

e BoOynosysanns ciiB (137 moB).

e Mopdomoriunuii anani3 (135 moB).

e Tpancmirepauis (69 MOB).

9. CoreNLP

biomioreka CoreNLP mpomonye HaOip 1HCTPYMEHTIB ISl OMPAIIOBAHHS MOBH
moneit. Hamae 6a30Bi (hoopMu CITiB, YaCTHHU MOBH, YH € BOHH Ha3BaMU KOMITaHIH, JIIOJICH,

HOpMAJII3y€ JaTH, IO3HA4a€e CTPYKTYypy peuYeHb y TepMiHax (pa3 1 CHUHTAKCUYHHUX
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3QJIEKHOCTEH, YacH 1 YMCJIOB1 BETMYMHU, BKa3aTH K1 IMEHH1 (pa3u BITHOCITHLCS JI0 OJTHUX
1 TUX CaMHUX CYTHOCTEH, BKa3ylOTh Ha HACTPOi, BUTATYIOTh OKpeMi ab0 BIIKPUTI 3B’SI3KU
MDK 00'€KTHUMU CYTHOCTSIMU, OTPUMYIOTh IIUTATY JIFOACH 1 T.I.
CoreNLP Oyme rapaum BHOOPOM It PO3pOOKH SKIIO HOTPiOHO [76]:
e I[ncrpymentapiit NLP 3 mupokum crieKTpoM iHCTPYMEHTIB aHai3y.
o IlIBuakwmii, HamiiHWUK  aHam3aTop IS  JOBUIBHUX  TEKCTIB,  IIHPOKO

BUKOPHUCTOBYBAaHUN Y BUPOOHUIITBI.

o (CyyacHUH, PEryJIIpHO OHOBJIOBAHHWI MAKET 13 3arajbHOI0 SIKICHOIO aHaJlITUKOIO

TEKCTY.

e IligTprmMKa KiTbKOX OCHOBHUX (JTFOJICHKUX) MOB.
e Jloctymui API qyist OUTbIIIOCTI CydaCHUX MOB IPOTPaMyBaHHS.
e MOXIJIMBICTh MPAIIOBATH SIK MPOCTHI BEO-CEPBIC.

Mera 6i6mioreku CoreNLP mnonsirae B ToMy, 100 3pOOUTH JIETKUM, JUIs
3aCTOCYBaHHS HaOOpy I1HCTPYMEHTIB JIHTBICTUYHOIO aHali3y JO0 YacTHUHU TEKCTY.
[HCTpyMEHTanbHUN KOHBEEP MOXKHA 3aIyCKaTH Ha (parMeHTi 3BUYAWHOTO TEKCTY JIMIIE
nBoMa psakamu koay. CoreNLP po3poOnenuii Tak, mo0 OyTH AyKe€ THYUYKUM 1
PO3IIMPIOBAHMM. 3a JOMOMOIOI0 OJIHIET OMINi MOXKHA 3MIHUTH, SIKI IHCTPYMEHTH CII1J
yBIMKHYTH Ta BUMKHYTH. CteHdopacbkuii CoreNLP o0'eqHye Garato 1HCTPYMEHTIB,
BKimovyaroun MoBJlieHHs1 (POS), inentudikatop imeni ob'exkta (NER), cunTakcuunuii
aHaji3aTop, CUCTEMY J03BOJY KOpEHepii, aHali3 HacTpOiB, HaBYaHHS IOYATKOBHX
1abJIOHIB 1 THCTPYMEHTH BIIKpHUTOI BUA0OYBaHHS 1H(popMarii. . KpiM TOro, KOHBEKTOp
AaHOTATOp MOXE BKJIFOYATH JOJATKOBI KOPHUCTYBAIlbKi a00 CTOpOHHI aHoTatopu [77].
Anamizu CoreNLP 3abe3meuytoTb OCHOBHI OymiBeabHI OJIOKM IS JIOAAQTKIB, SKI
PO3yMIIOTh OLIBII PO3BUHYTUI PIBEHD 1 CIEHU(PIKY JOMEHY.

10. Gmail API

Kowmmanis Google Bupimmia BiIKpUTH JjIsi CTOPOHHIX JOJATKIB JOCTYI JO BMICTY
NMoImToBUX CKpuHbOK Gmail 1 mpeacraBuiia nporpamui inTepdeiicu Gmail APL.

Gmail APl HagaroTh JOCTYyNI 10 OKpeMHX pecypciB, TakuMm sik History, Messages,

Labels, Drafts, Threads a6o History. Hanpukiaza, cTopoHHI# 104aTOK MOXE BiIIPaBUTH
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3amuT Ha JOCTYI TUIBKK Ha BIAMPABKY JHUCTIB (ajie He YUTaHHA), a00 TUIBKU HA YWTAHHS
(He BiAmpaBisAOYM), a00 TUIBKU HA 3MIHY MITOK ISl JIUCTIB 1 JIAHIIOXKKIB, a00 TLIBKH Ha
MOITYK KOHKPETHUX JIMCTIB 1 JIAHITIOXKKIB [78].

Gmail - wnalimonmynspHIIMX IOIITOBUH cepBiC B CBiTi. TOdYHA KIJIBKICTh
KOPHUCTyBadiB IpuOIM3HO HeBimoma, aie B 2015 porti Google orintoBana ayautopito B 625
MJIH YOJIOBIK, NPHU LIbOMY 3a3Haumnia, mo Gmail € momroBum nposaiinepom ans 71 3 100
HaWOTBIINX YHIBEPCUTETIB B CBITI 1 5 MJITH KOMEPILIMHUX KOMIIaHIM.

Ile o3nauae, mo Gmail 3apa3 — ckopimr 3a Bce, apyra IaTdopMa 3a KUTbKICTIO
aKTUBHUX KOPHCTyBadiB micis Facebook, 1mo mae ogHO3HAYHO 3adydydTH PO3POOHMKIB
J0JIaTKiB. 3BUYaitHO, CTBOPIOBATH JOJIATKH Ha 0a3i MOIITOBOTO CEPBICY 3/1A€THCS TUBHUM,
ane Google xoue MoeKCepuMEHTYBATH.

Kopucte  Bil  ckaHyBaHHS  TIOIITOBOI  CKPUHBKM  MOXYTh  OTPUMATH
Halpl3HOMaHITHIII nporpamu. Hanpuknan, Oyab-sfika mporpama MOXKE aBTOMaTUYHO
MOTO/PKYBAaTH email, He 3MYIIyIoUun JIOJUHY HATUCKATH IO MOCWJIAHHIO MiITBEPIKECHHS.
JlocTaTHBO BCHOTO JIMINIE CKaHyBaTW Manky «BXiiHiD» Ha MOSBY BIAMOBITHOTO TEKCTY.
AO0o0, HampuKiaj, mporpama OOJIKY BUTpaT MOXKE€ aBTOMAaTUYHO IMIIOPTYBAaTH 3 MAamKu
«BxiaH1» YeKu 13 3a3HAUYCHHSM CTaTel BUTPAT 1 BUTPAUCHOI CYMH B IHTEPHET-Mara3mHax.
AGo mporpama MOe€ BiJ IMEHI KOpUCTyBaya BUCWJIATH JIMCTH, BIAMNOBIAHO 10 3aJaHHMX
ymoB [79].

Kpim toro, 3a nonomoroto Gmail APl moxHa cTBOprOBaTH pi3HI PO3UIUPEHHS AJIs
cTtaHgapTHoro BeO-iHTepdeiicy Gmail. Hampuknaa, KHOMKY ISl «3aMOPO3KW» TAIKH
«Bxiga» Ha 20-50 xBuimH a00 THXKIEHb, KOJM JIIOAMHA HE XOode BlABOJIKAaTHCI. B
JAHOMY CIIEHApil0 MOXJIMBO MPUIYyMAaTH Macy ied. Y TOMYy YHCIl pOOUTH PO3IIUPEHHS,
AK1 TPOCYBalOTh BIacHUM OpeHj. CKaXiMO, pO3IIMPEHHS, SIKEe 3A1MCHIOE 3amporpaMoBaHi
T Ipy oJIeprKaHHI JINCTA 3 3a3/1aJIeT1 b BCTAHOBICHUM 3MiICTOM.

Xouya nepesl po3poOHUKAMU BIJKPUBAIOTHCS HOBI MOJKJIMBOCTI, ajieé KOPUCTyBauyam
JIOBEJIEThCSI YBAKHIIIE CTAaBUTUCS 10 BHUJIaul JO3BOJIB HAa JIOCTYN CTOPOHHIX JOJIATKIB JI0
nepcoHanbHoOi iH(opmartrii. BriM, B mboMy BinHomeHH1 iHTepdeiicn Gmail API kpame B

Oesmeni, HDK craHgaptHuili IMAP, TomMy mo MoxyTh OOMEXYyBaTh IOBHOBAYKEHHS
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CTOPOHHIX MporpaM HeoOX1THUM MiHIMyMoM. Takox 111 616y10Teka Oysia oOpaHa uepes Te
mo Gmail € HaWMOMyJIAPHINIAM TOIITOBUM JOAAaTKOM B CBITI, TOMY BCl HOTCHIIIHHI
KOpHCTyBadl OyayTh OpI€EHTOBaHI Ha MOIIYK MOJYIIB sIKlI OyayTh MIATPUMYBaTH came

Gmail.

def main()
creds = None
if os.path.exists('tcken.pickle'):
with cpen('token.pickle', 'rb') as token:
creds = pickle.load (token)
if not creds or not creds.valid:
if creds and creds.expired and creds.refresh token:
creds.refresh(Requestc())
else:
flow = InstalledippFlow.from client secrets_file(
'credentials.jscon', SCOPES)
creds = flow.run_local server()
with ocpen('tcken.pickle', 'wk') as token:
pickle.dump{creds, token)
zervice = build('gmail', 'wl', credentials=creds)

Puc 3.8 — Python xox ans migkmodenns Gmail API [69]

3.20mnuc aaropuTMiB, IKi MOKYTh OYTH 32CTOCOBaHi B CHCTEeMH

3anm00iraHHs BTOPTrHeHb

AJroput™Mu, SIKi ONHKCaHI BHILE, BUKOPUCTOBYBAIUCH a00 BUKOPUCTOBYIOTHCS B
cuctemax IPS. IlpoTre BOHM HE MOXYTh TapaHTyBaTU JOCTaTHIA PIBEHb 3aXUCTYy BIJ
MEpEKEBUX AaTaK, OCKUIBKA KOXEH 3 aJrOpUTMIB Ma€ CBOi HEAOJIKH. ToMy OJHUM 3
HEOOXITHUX PIIICHb € MOIIYK HOBUX aJiropuTMiB PMA, ki MOXyTh OyTH 3aCTOCOBaHi B

cucTemax 3amo0iraHds BTopraens [80].

3.2.1 AaropurmMm baiieca

®opmyna baiieca - oHa 3 OCHOBHUX TEOpPEM €JIE€MEHTapHOI Teopii KMOBIPHOCTEM,
SKa JI0O3BOJISIE BU3HAYUTH HWMOBIPHICTh SKOI-HEOYAbh MOAIl 3a YMOBH, IO CTaJOCs i1HIIA
CTaTUCTUYHO B3aeMoO3ajJeXHa 3 HUM mofis. [Hmmmu cinoBamu, 3a (opmynoto baiteca
MOKHa OUTbII TOYHO MepepaxyBaTH MMOBIPHICTb, B3SBIIM JI0 YBaru SIK paHille BiIOMY

iH(dopMaIrito, Tak 1 JaHI HOBUX criocTepexeHb. @opmyina baiteca Moxke OyTu BuBeAeHa 3



82

OCHOBHHUX aKCiOM Teopii WMOBIPHOCTEH, 30KpeMa 3 YMOBHOI HMOBIpHOCTI. OCOOIMBICTD
TeopeMu baiieca mossirae B ToMy, 1110 TS i1 MPAKTUYHOTO 3aCTOCYBAaHHS MOTPIOHA BEIMKA
KUIBKICTh PO3PaXyHKIB, OOUHUCIICHb.

[Tpu BuHMKHEHHI TeopeMu balieca IMOBIPHOCTI, IO BUKOPUCTOBYIOTHCSL B TEOPEMI,
MiaAaBaIuCs IO HU3KK IMOBIpHICHHMX 1HTepIpeTallii. B omHii 3 Takux iHTEpmpeTarini
TOBOPUJIOCS, IO BHUBEACHHS (GopMysIHn Oe3mocepeHbO IMOB'S3aHUN 13 3aCTOCYBaHHSIM
0COOJIMBOrO MiAXOAY JO CTAaTUCTUYHOIO aHamizy. SIkimo BuUKopucToByBaTH bailiecoBa
IHTEpIIpeTallilo HMOBIPHOCTI, TO TeOpeMa MOKa3ye, K OCOOUCTUI pPIBEHb OBIPH MOXKE
KapJIMHAJIbHO 3MIHUTHCS BHACIIJOK KIJIBKOCTI HACTYNMWIM TOAIN. Y LbOMY MOJISTalOTh
BUCHOBKHU baiieca, siki CTajli OCHOBOIIOJIOXHUMU JJist OaileciBCbKO1 cTaTUCTHKU. OmHaK
TeopeMa BUKOPUCTOBYEThCA HE TUIbKM B baiiecoBa aHaimi3l, a i aKTUBHO 3aCTOCOBYETHCS
TS BEJIMKOTO PAY 1HIINX po3paxyHKiB [81].

[IcuxonOoriyHI €KCIMEPUMEHTH TMOKa3aJid, [0 JIIOAUM YacTO HEBIPHO OLIHIOIOThH
WMOBIpHICTh TMOAIl, Ha OCHOBI OTPUMAaHOrO JOCBily (amocTepiopHa WMOBIPHICTD),
OCKIJTbKM ITHOPYIOTh caMy HMOBIPHICTh MPUITYIIEHHsS (ampiopHa WMOBIpHICTH). Tomy
MpaBWIbHUHN pe3ysbTat 3a popmMynoro baiieca Moxe CHIIBHO BiAPI3HATUCS BiJ IHTYiTUBHO
OUIKYBaHOTO.

Teopema baiieca Ha3BaHa B uecTh ii aBTOpa Tomaca baileca - aHImKCHKOro
MaTeMaThKa 1 CBSIICHWKA, SKWHA TEPIIUM 3alpONOHYBaB BUKOPHUCTAHHS TEOPEMH IS
KOPUTYBaHHS TIEPEKOHAHb, IPYHTYIOUYHCh Ha OHOBIeHUX naHux [81; 82]. ®opmyna baiieca

y MaTpUYHOMY BUTJISA/I1 TOKa3aHa popMyIioro 3.4.

o (SLP7S,)

Jero o4

K

ne S — ycepeTHeHMI BEKTOP O3HAK 1-TO €JIEMEHTY;
1- [y
P~ obepHeHa kopesiiiHa MaTpUIIs; € — EKCTIOHEHTA;
D — 3HauenHs qucnepcii BUMAIKOBOI BEIMINHY;

P — KIJIBKICTh O3HAK.
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®opmyna baiieca mo3Bossie "mepecTaBUTH MPUYUHHICTE': pO3paxyBaTH WMOBIPHICTH
TOrO, IO MO CHOPUYMHEHA II€I0 MPUYMHOIO, BUXOJAYM 3 BIIOMHX (DakKTiB IO/IIi.
besymoBHa WMOBIPHICTh CHPaBEJIMBOCTI TIMOTE3W HA3WUBAETHCSA ampiopi (HACKUIBKU
BEJIMKOI0 € TPUYMHA), TOJI SIK BpPaxOBYEThCA (akT Mojii Ta YMOBHHMH 3aJiHIM CTaH

(HACKIUTbKY BEJIMKOIO € MPUYMHA, 3aCHOBAaHA Ha JAHUX TOII1).

3.2.2 Biacranp Maxajianooica

Bincrans MaxananoGica - Mipa BiZICTaHI MK BEKTOpPAMU BUIIAJKOBUX BEJIUYHUH, 1110
y3arajibHIOE TIOHATTS  eBKIioBoro BifacTani [85]. 3ampormoHOBaHO —IHIIHCHKAM
craTuctukoM Maxanano0ica B 1936 pori. 3a nonomororo Bijctani MaxanaHoOica MOKHA
BH3HAYATHU CXOXICTh HEBIIOMOI 1 BiIoMOi BUOIpkH. Y Gopmyri 3.5 BijoOpakeHa BiACTaHb

Maxanano6ica y MaTpU4HOMY BUTJISII
i * 1 :
K=argmin;(S—Sei) P (S —Sei), (3:5)

ne P — o6eprena kopersiiiiHa MaTPHIIS;

S, - ycepelHEeHU BEKTOp O3HAK 1-T0 €TAJIOHY;

S — BEKTOp 03HaK;

arg min — MiHiMajIbHe 3HAYCHHS IMOBIPHOCTI.

Biacrans Maxanano6ica TakoX MO>KHa BU3HAYUTH K Mipy PO301KHOCTI MK IBOMa
BUITAJIKOBUMHU BEKTOPAMU 3 OJIHOTO PO3IMOALTY HMOBIPHOCTEN 3 MATPHUIICIO KOPEJISAIIII.

Aximo MaTpuIls KOpessiii € OAMHUYHOI MaTpUIIel0, TO BiAcTaHb MaxanaHoOica
cTa€e piBHUM BiAcTaHl EBkiiga. Skmo maTpuus Kopensauii glaroHajabHa, TO Mipa BiIACTaH1
OyJe HOCUTH Ha3BYy HOpMasli3oBaHa BijcTtanb EBkimina:

Bincrtans MaxananoOica Bijg 0araTOBUMIPHOTO BEKTOPY X = (Xl,XZ,X3...XN)T hi (e}
MHOXKHHH 13 CEPENHIM 3HAYCHHAM U = (U1, [ [s...,\) MATPHIEIO KoBapiamii S

BU3HAYAETHCS, SIK TTOKa3aHo y Gopmyi 3.6.
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D,y () =J(x— )7 S (1), (36)

ne S — obepHeHa MaTpUILT KOBapialii;
X' — GaraToBUMipHHii BEKTOP;
1" — MHOKHHa.

Bincranp Maxamanobica TakoXk MOXKHa BH3HAYUTH, SK MIpy pPO3ODKHOCTI MiX
JIBOMa BUITAJKOBHMH BEKTOpPaMH X Ta Yy 3 OJHOTO PO3MOALTY WMOBIPHOCTEH 3 MATPHUIICIO
KoBapiartii S.

Pospaxynku npuseneni y dopmyai 3.7.

d(%,y) = (x-y)" S (x~y). )

ne, S — obepHeHa MaTPHILT KOBapiarlii;

X", y' — BumamKosi BEKTOPH.

Jlist mpukiaay po3rIsTHEMO 3a7a4y BU3HAYEHHSI KMOBIPHOCTI TOTO, IO JIeSKa TOYKa
B N-BUMIpHOMY €BKJIIJOBOMY MPOCTOPI HAJIEKUTh MHOXKHHI, SKa 3aJaHa HA0OPOM TOYOK,
HaJIe)KaTh JaHIM MHOXKHHI. 3HaWIEeMO IIEHTP Mac MHOXXHWHHU. [HTYITHBHO 3p03yMmijio, IO
yuM OJbkKue 3ajjaHa TOYKa JI0 IEHTPY Mac, TMM OulbIlla WMOBIPHICTH TOTO, IIO BOHA
HaJIC)KUTh MHOXKHHI.

OpHak TakoX BapTO BPaxOBYBaTH, Ha SKOTO PO3MIpy 00JaCTl pO30CEPEIKEHI TOUKU
0e3miul, o0 3p03yMITH, HACKUIBKA 3HAYUMO BIJICTaHb MK 33JIaHOK0 TOYKOIO 1 IIEHTPOM
Mac.

HaiinpocTimmii miaxia moyisrae B 004YMCICHHI cepeTHbOKBAIPATUIHOTO BiIXMIICHHS
TOYOK Oe3iui BiJl HEHTPY Mac. SIKII0 BiJICTAaHh MDK 3aJJaHOI0 TOYKOKO 1 IIEHTPOM Mac
MEHIIIE CEePETHHOKBAJIPATUYHOTO BIIXWICHHS, TO MOXHA 3pOOUTH BHCHOBOK, IIO
WMOBIPHICTh MPUHANEKHOCTI TOYKM Oe3miul BUcoka. Uum pgami Touka, THUM Ouiblla

HMOBIPHICTb TOTO, 1110 BOHA HE HAJIEKUTh MHOKHHI.
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[leit 1HTYITUBHMHM MiJIX1J MOXXHAa BU3HAYUTH MAaTEMaTUYHO 4Yepe3 BIACTaHb MiXk
3Q/IaHOK0 TOYKOK 1 Oe3nmiuyio 3a (GopMyJIo0 OOYMCIICHHS CEepPeIHBbOKBAIPATUYHOTO

BIAXWUJICHHSA 3.8.

Q= .
1ie Gj CepeIHbOKBAPATUIHE BIIXUJICHHS X BiJ Y Y BHOIpIIi;

L — BUITaJIKOBa MHOKWHA.

3a J0MOMOTOI0 TiJCTAHOBKUA IILOTO 3HAYEHHS B HOPMAJbHUN 3aKOH PO3MOALLY
MO>KHa 3HAUTH UMOBIPHICTh MPUHAIEKHOCTI TOUKH O€3J114l.

Henomnik Takoro migxoy Mojsirae B BUKOPUCTAHHI MPUMYIIEHHS MPO Te, 1110 TOUKHU
0e3miul  chepuyHO PO3MOIICHI HABKOJIO LEHTPY Mac. SIKImo kK po3moiiyl SBHO HE
chepuunuii, To Oysno O TPUPOJHUM BpPaXOBYBATH B HMOBIPHOCTI NMPUHAIECKHOCTI HE
TUTBKM BIJICTaHb JI0 IEHTPY Mac, a ¥ HamnpsMOK Ha HbOTO. Y HaNpsSMKy KOPOTKOi OcCi
eNircoizia 3ajaHa Touka MOBMHHA OyTH OJIMKYE 10 UEHTPY Mac, 100 Hajexaru 0e3midl, B
TOH 4Yac AK B HAIIPSIMKY JIOBrO1 OC1 BOHA MOX€e OyTH JaJll.

Jlist 3amucy 1bOro B MaTEeMAaTHYHOMY BUIVISIIL €JIIMCOiA, HAWKpalluM YHUHOM
MPEACTABIISIE IMOBIPHICHUHN PO3MOALT Oe31iyi, MOKe OyTH 3aJJaHMil MATPHUIICIO KOPEJsIii
MHOXUHH. Bincranr MaxamaHoOica - IIe¢ IPOCTO BIiJACTaHb MIXK 3aJIaHOK TOYKOKO 1
LICHTPOM Mac, MOJIiICHE Ha IIMPUHY €JIICoia B HANPSIMKY 3a71aHoi Touku [85].

[[fo6 BuxkopucTOBYBaTH BijAcTaHb MaxanaHobica B 3ajJadi  BU3HAYCHHS
MPUHAIEKHOCTI 33J]JaHOT TOYKUA OJHOMY 3 N KJaciB, MOTPIOHO 3HAWUTH MaTpUIll KOPESIii
BCIX KJaciB. SIk mpaBuio, 1e poOUThCS HAa OCHOBI BIAOMHX BHUOIPOK 3 KOXHOTO KJiacy.
[ToTiM HE0oOXiAHO TigpaxyBaTH BifcTaHb MaxanaHoOica BijJ 3a1aHOi TOYKHU J10 KOXKHOTO
KJ1acy 1 BUOpaTH Kiac, JJIs SIKOTO 1€ BiJICTaHbh MiHIMaabHO. BUKOPHUCTOBYIOUM BIpOTiAHY
IHTeprpeTario, MOXKHa IMOKa3aTH, M0 I1¢ €KBIBAJICHTHO BHOOPY KJAacy 3a JOTIOMOTOO

METOy MaKCUMaJIbHOI TipaBaonoaioHocTi [83; 84].
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3.2.3 AaroputrMm Keiinona

Anroputm  Kelimon abo MeToa  MakKCUMajbHOI  IpaBaomnoaioHocti  OyB
3anpornoHoBaHuii B 1969 poiii. BUKOpHCTOBYIOUM aHANOTI0 YaCTOTHOTO 1 MPOCTOPOBOTO
CIICKTPIB, METO/ OyB 3aIIPOIIOHOBAHUI TAKOXK IS OI[IHIOBAHHS KOOpJAMHAT CUTHAIIB [54;

56; 57]. ®opmyna obumcienns anroputmy Keinona npuseaeHa y 3.9.

K=argmaX; —————— (3.9)
S*ei (P )Sei ’

-1 .
ne P — obepHeHa kopensiiina MaTpuILs;
S, - yCpeHEeHU BEKTOp O3HAK 1-TO 3TAJIOHA;

arg min — MiHiMaJbHE 3HAYCHHS IMOBIPHOCTI.

3.2.4 ANropuTM TemjaoBOro mrymy

TennoBuii myM - 1e 30alaHCOBaHUN 1IyM, COPUYMHEHHI TEIJIOBUM PYyXOM HOCIIB
3apsy B MPOBIIHUKY, SIKUH CIPUYMHUTD PI3HUIIIO TTOTEHIIAIB HA KIHI[I TPOBIIHHKA.

TemnoBuit mym Oyne BUHMKATH B Oylb-IKOMY HPOBIIHUKY CTPyMY 3 aKTHUBHHUM
OMOPOM 1 MOB’SI3aHUM 3 XAOTUYHUM PYyXOM PYXOMHX HOCIIB 3apsiy, TOMY Ha KIHIISX
MPOBIAHUKA 3 SBJSITBCS KOJWUBAHHS Hampyrd. PeakTuBHMI omip - €MHICTh Ta
1HAYKTUBHICTb - HE MOXKYTh OYTH JKEPEJIOM TEIJIOBUX IIIYMIB.

VY Meranax 3aBASIKM BUCOKIM KOHIIEHTpAllli MPOBIAHUX EJIEKTPOHIB 1 KOPOTKIM
JOBXHHI BUIBHOTO MPOOITY TEMJIOBa MIBUAKICTh €JIEKTPOHIB y Oarato pasiB MEpEeBUIILYE
MIBUJKICTh CIPSIMOBAHOTO PyXy B €JIEKTpUYHOMY Toii. OTXKe, MOTYXHICTh TETUIOBOTO
IIyMy HE 3aJICKUTh BiJl MPHUKJIAJACHOI HANPYTH, CTpyMy 4H 4dacToTH [85; 86]. dopmyna

NIrOpUTMY TEIJIOBUX LIyMiB HaBeseHa B 3.10.
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(3.10)

K =arg max; -
| g
S*ei(P )Sei

-1 .o
ne P — obepHeHa KopesiiiHa MaTpHUIIs;
S, - YCpeIHeHU BEKTOP O3HAK 1-TO €TAJIOHA;

arg min — MiHiMaJbHE 3HAYE€HHS IMOBIPHOCTI.

3.2.5 Kopeasiuiitnuii aJiroputm

[IpoBenemMo OIIHKY €(EKTUBHOCTI 3aCTOCYBaHHS PO3IJISHYTHX aJITOPUTMIB
pO3Mi3HABaHHS MOPIBHSIHO 3 IIHPOKO PO3IMOBCIOKCHUM KOPEIAMIMHUM alroputMom [86;

87]. ®opMyiia KOpEIAIIHHOrO aITOPUTMY aJITOPUTMY TpuBeaeHa y 3.11.

. > (S —S1)(Sy — Sei)
K=T% , (3.12)

O-s o-ei

ne L — KUTbKICTh IPOBEIEHUX MPH PO3MI3HABAHHI BUPOOYBAHb;
(SL—SL) . L-ii npuiimaroumii Ta ycepeaHeHuil no P BekTopu 03HaKH,

Sei yCepeaHEHU BEKTOP O3HAK 1-TO €TaJIOHY;

o)

Os ta Oei- cepenne BigxuneHHs pi3HHUID (SL =SL) 1y (Sei —Sei)_

3.2.6 BaockoHajieHHsI cucTeMHU ieHTHdIKAIIT MepeskeBUX aTaK 3a PaXyHOK
BU3HAYEHHS e()eKTUBHOTO AJITOPUTMY

Jns BuU3HAUYeHHS €(EKTUBHOIO alropuTMy Oyjia MpoBedeHA MOpPIBHSJIbHA
XapaKTEPUCTHKA AJITOPUTMIB MHU(PPOBOrO CHEKTPAIBHOTO aHamizy. [ mopiBHSIBHOI
OL[IHKKA  3ampomnoHOoBaHuX  anroputMmiB IMA  Oyjgo TpoBEAEHO  MOJENIOBaHHS
BUMIPIOBAJILHUX O3HAK 3 HACTYITHUM TPUUHATTSAM PIIICHHS, 1[0 MAa€ JaHH1 O3HAKH.

3HadeHHs O3HAK po3Mi3HaBaHHS (S) HE TMEpPeBUIyBaIO BOCHMHU. IMOBIPHICTH

npaBuwibHOiI iaeHTHdikamii (1) Oyna Buznauena Big O nmo 1. byno 3miiicHene
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MOJICTFOBAHHS JJI1 KOYKHOTO KOHKPETHOTO BUIAJKY 32 IOTIOMOTOIO JaT4WKa BHUITAKOBUX
quces 3 PIBHOMIPHUM, HOPMaJbHUM Ta 3aKOHOM pPO3MojauIeHHs Jlammaca, siki 300paxkeHi
Ha pucyHKax 3.5, 3.6 Ta 3.7 BiAMOBITHO.

Ha mopanux rpadikax BHKOpHCTaHI HACTYIHI IO3HA4YE€HHS OOpaHUX aJIrOPUTMIB
pO3Mi3HABAHHS:

e MB —Maxanono6icoBoi BijcTaHi.

e b — baiteca.

o K — xopensiiHuii.

KII — Keiirmona.

TII — "rennoBuid mrym".

i
1
0,8 = —Kn
| / - = =Tl
0,6 —
0,4 - ~ w— MB
0,2 //
— —K
0 S
1 2 3 4 5 6 7 8

Pucynox 3.9 - 3anexuicts TP Bijg KITBKOCTI 03HAK pO3Mi3HABAHHS JJIs1 PIBHOMIPHOTO
3aKOHY PO3MOJLTY
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ini
1
| 5
0,8 |
0,6 /4 =
P ~ / = o= =TIl
o 7~ T MB
' G
0,2 ///
0 - S ¢
1 2 3 4 5 6 7 8

Pucynox 3|10 - 3anexHicts [ITP Bij KiJIbKOCTI 03HAK PO3MI3HABAHHS JUIsl HOPMAJIBHOTO
3aKOHY PO3MOALTY

ini

Pucynox 3.11 - 3anexnicts I[TIP Bij KiTbKOCTI 03HAK pO3Mi3HABAHHS JIJIS1 3aKOHY
po3noauny Jlammaca

[Tpu piBHOMIpHOMY 3akoHY posmnoaunry (puc. 3.9) ananiz amroputmy baiieca He
MPOBOJIMBCST B 3B'SI3KY C THUM, IO JJIi HOro poOOTH HEOOXiTHE 3HAHHS MaKCUMyM
3Ha4YeHHs (PYHKIIIT 3aKOHY PO3MOIIJICHHS BEKTOPY O3HAK, SIKMM Ha BC1M CBOIH MPOTSHKHOCTI

Mae€ oHaKoBe 3HaueHHs [85; 86; 87].
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Tak moxkemo cnocrtepiratu 3 pucyHkiB 3.9, 3.10, 3.11, mo anroputm Keiinona
NOKa3ye HaWBWINI PE3yJNbTaTH CEpeJ IHIIUX AITOPUTMIB MPHU PI3HUX YMOBax 3aKOHY
PO3MOILITY.

Ha pucynky 3.12 300paxkeHo 3actocyBaHHs anroputmy Keiinona.

BxigHu# noTik nucTis

.............................................................

s {§}’ Mozyns
o) nonepeaHLo
00podKu
N Mozyns | Basa gaHux
DEID[] 350py MeTpHK ! wadnoHis

= Sy o

Moayns 7T Anroputm
NPUIAHATTA pillieHs uu'cbposo.ro
WaBNOHHKX NUCTIB it CHOKIIENEHOD,, |

l . Hanisy (Kewnoxa) .

...........

|
....... Lo .

@ Mogyns l___4  Anroputmu

NPUAHATTA pillexs I ineHTUdikauii
HEBIAOMMX NUCTIB | WKIANWBKX NUCTIB |

...................

Pucynox 3.12 — KommonenTy cuctemu iaeHTUdIKAIT TIKITMBUX JINCTIB
[3 oTpuMaHuX pe3ynbTaTiB MOXHA CTBEP/KYBaTH, LI0 MOPIBHABIIM BHUOIPKY
anroput™MiB IMA, HailedpekTuBHIIIMM BUsBHBCA anroput™m Keiinona. 3actocyBaHHS
LbOI'0 AJITOPUTMY Y CUCTEMI 11eHTU(IKALIT MEPEXKEBUX aTak Oyae e(peK TUBHUM IPU HOTO
B3a€MOJI1 13 MIJICUCTEMOIO aHAI3y JaHUX, SIKUM 300pa>keHnil Ha pUCYHKY 3.8.
Tomy 3acTtocyBaHHS IbOTO aNTOPUTMY B MIACUCTEMI aHANII3y AaHUX, MOXKE

BJIOCKOHAJIMTH CUCTEMY 17eHTH(]IKAIlIT MEpe)eBUX aTak Ha BenuuuHy 10 5% [87].
BucHoBku 10 po3aiay 3

B po3mimi 3 OyB mnpoBeAeHUN MOpIBHSJIbHA XapaKTEPUCTHKA AJITOPUTMIB
U(PpPoOBOro CHEKTPATbHOTO aHajizy Ta OyB oOOpaHMii OIUH 13 3aMpONMOHOBAHUX
aJTOPUTMIB JIUII BJOCKOHAJICHHS CUCTEMHM 1eHTH(IKaIIT MEpEeKEeBUX aTak.

3a yac po3BUTKY iAeHTU(dIKAII MEpPEeKEBUX aTak OyJIO CTBOPEHO JOCTaTHHO
BEJIUKY KUIBKICTh QJITOPUTMIB IS PO3Mi3HABAHHS IIKIJJIMBOTO MEPEXeBOTo Tpadiky. 3

4acOM BOHM BJIOCKOHATIOBAJIUCA [JI1 TOro MO0 OyTH €()EKTUBHUMHU 3 TOYKH 30PYy
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oe3neku. [IpoTe BaXXIMBUM YMHHUKOM Yy TTOOYIOBI apXiTEKTypH 3aXHUIIEHOI MEPEXi, yac
3a, AKUM 3/I1MCHIOETHCSI BUSBJICHHSI O3HAK € BaroMuM aTpudyrom. Tak, anroputmu IMA
MaloTh OyTH HE TUTbKH €(DEKTUBHUMHU 3 TOUKH 30py O€3IeKH, aje i MOBHHHI 00poOIaTH
BEJIMKY KUJTBKICTh MEPEXKEBHUX JAHUX 33 OJUHUIIIO YacCy.

Cepen anropuTmiB, sIKi BK€ BHKOPUCTOBYIOThCS B cucremax IDS\IPS Oynm
PO3TIIAHYTI:

e mapasesbHl 00uuciaeHHs GubTpiB biayma;

® AJTOPUTM MOPIBHIHHS MIA0JOHIB MEPEKEBOTO MPOIECOPY;

e anroput™ BianoBigHOCTI mabdioHiB TCAM;

[Ipore BUKOpPHCTaHHS OJHOTO 3 TAaKWX aJTOPUTMIB Ha CHOTOACHHS HE MOXKe
rapaHTyBaTH MaKCUMaJbHY O€3MEKy Y MEPEexKi.

Bynu onrcani MOXKIHBI allTOPUTMH ISl BUKOPUCTAHHS iX HA CHCTEMaX BUSBICHHS
1 3amo0iranHs BTOpTHeHb. KOXHUI 3 aJirOpUTMiIB Mae BJAcHI NEpeBard Ta HEIONIKU
cepen iHIMX. ATpuOyTamMu JjIsl TOPIBHSHHS BUIIEBKA3aHUX AJITOPUTMIB OYIIH:

® KIUJIbKICTh J1M HAa OJJUHUINIO YaCy;

® IIPOAYKTUBHICTh 3 TOUKH 30py OC€3MEKU;

® HaBaHTAXXCHHS HA CUCTEMY.

[IpoTre >XOmHMK 13 3amPONOHOBAHMX AaJITOPUTMIB HE BIJANOBiAaB BHUMOTaM
CYy4acHOCTI, @ caMe €(peKTUBHOCTI Ta MBUAKOA1i. OTHUM 3 pillleHb OYyJIO TpOoaHaIi3yBaTH
Hu3ky anroput™MiB I[CA 1 mopiBHaTH iX. Tak y ekcrnepuMeHTI Oyiu 3ampornoHOBaHI
aNTOPUTMH:

e MaxanoH001cOBOI BiACTaHI.

e baiieca.

o Kopemsmiitnuii.

e KeiinoHna.

e "TermnoBoro mymy’.

I3 anamizy OTpUMaHUX pe3yJbTAaTiB MOXHA CTBEP/KYBAaTH, IO TOPIBHIBIIN

BuOipky anroputMmiB IMA, nHaliedhexTuBHIMM BusBuBCs anroputMm Keinmona. Tomy
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3aCTOCYBaHHS IIbOTO QJITOPUTMY B IMIJICHUCTEMI aHaIi3y JaHMX, MOXKE MIiABUIIUTH i

e(eKTUBHICTh ieHTH(]IKAIIT MEPEKEBUX aTak Ha BeaUuuHy 110 5% [87].
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BUCHOBKHA

Y munioMHiE poOoTi Oyl0 MOCTIIKEHO Ta MPOAHAI30BaHO METOIW peaiizaiii
Cy4yaCHUX MEpPEKEBHX aTak 3 OOKy IIKJIMBUX JIHUCTIB, MOCIIIKEHO MEXaHI3MU
imeHTudikamii IMKIJIIMBUX JUCTIB, OyB BHUKOHAHUW aHaII3 ICHYIOUHMX aJTOPUTMIB
pO3Mi3HABaHHS WIKIJMBUX JIUCTIB, BUKOHAHWW MOPIBHSUIBHUNA aHAali3 3alpOIIOHOBAHHUX
ITOPUTMIB JJISI AHTUCTIAM CUCTEMH.

Ha ocHoBi gocnimkens Oyna obpaHa cucreMa ieHTH]IKaIli MEpEeKEeBUX aTak, sKa
CIIPOMO’KHA HE TUIbKH BHSBJISATH, a M 3amooOiraTd 3 HaWOuIbmiow edexkTuBHICTIO. Jlis
JOCSITHEHHSI TIOCTaBJI€HOI MeTH poOOTH OyJo TPOBENECHO TMOPIBHSUIBHUM —aHai3
3aMpPONOHOBAHUX AJTOPUTMIB HU(PPOBOTO CIEKTPATBHOTO AHAIIZY.

3a pe3yiabTaTaMu TPOBEACHHS TMOPIBHSUIBHOTO aHalizy OyB cGhOpMOBaHMIA
BHCHOBOK, III0 BHKOPHUCTAHHSI OJIHOTO 13 3alpOINOHOBAaHUX AJITOPUTMIB OyJle CHPUATH
MIJBUILIEHHIO €()EKTUBHOCTI pOOOTH CUCTEMH 1ACHTH(IKALIl IKIATUBUX JTUCTIB. Tak, sk
caMe 3aBIsJKM 3aCTOCYBaHHIO 3ampomnoHoBaHoro airoputma Keitnmona moxkHa
CIOCTEpIraTH MiABUIIEHHS Koe(dilieHTa po3Ii3HABaHHA MIPU Maliil KIJTbKOCTI O3HAK.

[IpakTiyHe 3HaA4YeHHS POOOTH TOJIATAE Yy TMIJBHUINEHHI €(EKTUBHOCTI POOOTH
cCUCTEeMH 1eHTU(dIKaIi MKIJUIMBUX JIMCTIB, a caMe€ y BHUOOpI aJIrOpPUTMYy TPH SKOMY
cuctemMa OyJe CHOPOMOKHA PO3IMI3HATU BEJIUKY KIJIBKICTh O3HAK 3a OJMHUII0 Yacy
HaOIMKEHOTO JI0 peaibHOTO. TakoX anroputM Mae OyTH JOCTATHBO JIETKUX Y OOYMCIICHHI
CUCTEMOI0, 11e OyJie CIPUSITH JOBrOTPUBAIM Ta CTaOIBHIN pOOOTI cUCTeMH 1AeHTUDIKALIIT
MEpeKeBUX aTak 3 OoOKy mKkiammBux JucTiB. Ha BignmoBigHux rpadikax Oynu
MPOJIEMOHCTPOBAHI Pe3yJbTaTh POOOTH aITOPUTMIB IIU(PPOBOTO CIEKTPAIBHOIO aHAII3Y.
PesynbraTn, sKki OTpuUMaHi B JAUIUIOMHIA poOOTI MOXYTh OYTM BHUKOPUCTaHI B
MOJANIBIIIOMY, SIK PEKOMEHJAIlli 10 BIOCKOHAJIEHHS CUCTEMHM 1ICHTH(IKAIIT IIKIIITUBUAX
JIMCTIB, a came JUIsl MiBUILCHHS 11 €(PeKTUBHOCTI.

[TocTaBieHi B poOOTI 3a7a4i BAKOHAHO, METY pOOOTH TOCSTHYTO.
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