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Abstract. One of the main features of international political and legal
development is the unresolved problem of national security of the
state andinternational security.

This is particularly relevant in the current globalized environment,when
the economy, informatization and democratization of international
relations create unprecedented opportunities for development, but
at thesame time increase the vulnerability of the system to terrorism,
the use ofweapons of mass destruction, etc. Scientists of our time
are faced withurgent tasks, the solution of which allows the study of the
problems of statecreation, especially such important determinants of
this process as legalregulation in the field of national and international
security of the state inthe context of globalization. Proceeding from
this, scientific researches inthis context, in which the basic principles
of organization of national andinternational security are systematically
revealed, are expedient and timely.

The author investigates the range of issues related to the policy of
reconceptualization of security of international systems, concepts
of national security of international participants, as well as
mechanisms oftheir origin, formation and adaptation in the modern
globalized world. Thevalue of the work is, first of all, the fact that
it presents an informativelyrich factual material analysis of the
state and prospects of the state andsovereignty in the context of
threats of globalization, national and international security policy.
Thanks to the implementation of the chosen research algorithm,
scientific provisions have been developed and new scientifically
grounded results have been obtained, which together solve an
important scientific problem — the reconceptualization of the problem
of national security ofthe state in the context of globalization and the
development of ways to improve its regulatory and legal framework.
Due to the implementation of the chosen research algorithm, scientific
provisions have been developed and new scientifically grounded
results have been obtained, which together solve an important scien-
tific problem —the reconceptualization of the problem of national
security of the state in the context of globalization and the creation of
ways to improve its regulatory and legal framework
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Ipuna Anexceenko,
O00KMOPKA NOTTMUYHUX HAYK, NPOPeCcopKa, 3aCynHUuYs
oupexmopku 3 Haykoeoi pobomu, Hasuanvno-naykoeuii incmuniym
nyoniuHo20 ynpasninua ma oepocasHoi ciyocou Kuiscokoeo
Hayionanvrozo ynieepcumemy imeni Tapaca Llleguenka
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KOHCOJIIJIOBAHU AHAJII3 3ATPO3 HOBOT'O
®OPMATY BE3IIELI IEPKABU

AHoTaNis. A6MOpKoOIO NPOGEOEHO KOHCONIO08ANHUL AHANI3 8UOIE MeEPOPU3-
My HO08020 ¢hopmamy, 30IICHEH020 Kpi3b NpuzmMy MINCHAPOOHOT
ma HayioHanvHoi besneku Oepxcasu. B danomy Konmexkcmi Hero
008e0eHO, WO CUMBONIUHUM 0CePeOKOM 2100ANbHUX BUKIUKIE CY-
YACHOCMI SIK CYKYNHOCMEN HAtleOCMPIUX 2100a1bHUX NpooieM,
sAKI nocmarome neped cimogor yueinizayiero Ha noyamxy XXI
cm., cmas ghenomen MidCHApOOHO20 MePOPUBMY i 11020 PIZHOBUO —
27100aIbHULL MEPOP K Mepop HOB020 MUNY, Wo, Ha 6iOMIHY 8i0
Mpaouyitinozo mepopy CAPAMOBAHULL NPOMU KOHKPEMHUX 0cio,
xapakmep oemoyuody (Macogux youscms).

Konyenmyanizoeano, wjo ceimoga nonimuxa opieHmosaHa Ha
PO38 A3aHHz nPobaeM, NopoOICY8anux 2iobanizayiero. 1106a1nozo
Xapaxkmepy cb0200HI HaOy8ae npodiema b6e3nexu 8 2106ani3086aHOMy
ceimi. C8imoea nonimuxka HazonouLye Ha NUMAHHAX 2100a1bHOI 6e3-
nexu 8 miCHOMy 38 3Ky 3 npobremamu HayioHanwbHoi il ocobucmoi
be3nexu, AK CMAHY 3aXULEHOCT HCUMMEBD BANCIUBUX THMEPeCi8
ocobucmocmi, Wo tl CMaHo8UmMb NPeoMen OOCTIONCEHHS.

Mema Oocniddicennsi — OCMUCLEHHS CYUACHUX NPOYECi8 2N00ai-
3ayii, wo 6i0odpadicaroms nompedy CmMeEepPONCeHHs NPIoPUmenty
3a2anbHONIOOCHKUX YIHHOCMEU, Wo 015 3a0e3neyeHHs 00820Cmpo-
K080i 2100anbHOI be3nexku i cmanoeo po3eumky 3acobamu nomi-
MUKU 8ANACTIUBUM € POIYMIHHA MEXAHIZMI8 (DYHKYIOHYBAHHA CEIMY
27100a1bHOT NOIMUKU, 8 AKOMY ICMOMHe 3HAYEHHS 8i0iepaloms xa-
paxkmep 0itouoi NOAIMUYHOT KYIbmypu 1l NOLIMUYHOL C8I00MOCMI.
Buxoosuu 3 yux nozuyitl, ananizyiomscs ma y3a2aibHio0mscs piz-
HI MeopemuKo — Memooon02iuHi nioxXo0u 00 MIKpononimuxu, y ¢o-
KYCi y8acu AKoi mpaouyitino nepedysac noouHd, a markodxic 8UxXo-
0AMb Ha nepuiuil NIaH YHOAMeHMANbHI NPoOeMU C8IMOYCMPOIO,
npooremMu cmano2o po3eumKy i noe’si3ami 3 HUMU 3MIHU, SKI ne-
pedicusae ceim, CycnilbCmeo, J0OUHA 8 YMOBAX 2100anizayii, Koau
mepedica 83aEM038 A3Ki6 CMPYKMYPHUX 0OUHUYb Me2aCyCRilbCmed
HAcminbKu YCKIAOHIOEMbCA, WO 38 SA3KU HA Me2d-, MAKpOo-, Me30-
PiBHAX De3n0cepedHbO (POKYCYIOMbCA 8 OKPeMOo 83aMmill 0cooucmoc-

SOOI 650 OOOOOOOOOOO



mi Ha — MIKpopieHi. Busnaueno, wjo menoenyis 00 poseisidy MiKpo-
nonimuyHux npobrem y Kowmekcmi 2nobanizayii, ceiouums npo
NOCMYNno8e po3UUPEHHSL 63AEMO38 A3KI6 C8IMOBOI 1 MIKPONOIIMUKU
SK HAYKOBUX cqhep 00CHIONCeHHSA, CRLIbHUM NpeoMemom aKux cmae
ananiz npobiem 2106anbHOL 1 HAYIOHANLHOL Oe3neKu, 3a0e3neUeHHts
Keposarocmi 2100aNbHUM PO3GUIMKOM HA 6CIX PIGHAX OpeaHizayii.
Haykosa nosusna. Busnaueno, ujo mepopusm A67s€ c006010 BUKIUK
cyseperimemy Hayiti-0epocas ix MOHORNONII HA HAculbcmeo. 3a
CBOEI0 NPUPOOOIO BIH MPAHCHAYIOHATbHULL | HIGETIOE 30AMHICMb
CYBEpeHHUX 0epacas KOHMpO08amu mpancKkopOOHHi 36 a3ku. Te-
POPU3M CINA8 MeMOoOOM HAB A3VE8AHHA C8OEI 80I1i WLIAXOM HE3AKOH-
HO2O0 (HecCanKYioHO8AHO20 CUCTNEMHUMU HOPMAMU) 3ACMOCYBAHHSA
Hacunbemea, niopugy MOHONOMIT CYHACHOT 0epicasu HA HACUb-
CMB0 — KAI0U0B020 KOMNOHEHMA CY8epeHinemy.
Linnicmy /opucinanvuicms. Busasieno, wo mepopusm cam 3Ha4HO
BNIUBAE HA PO32OPMAHHSA 2100AILHUX npoyecis. Bin He synunsemobcs
Ha KOPOOHAX OepiHcaslU, a CIBOPIOE MEPeXCy 8iIOHOCUH, WO NepemuHa-
10Mb KOPOOHU MAKUM YUHOM, W0 60pOmb0a 3 MepopuzMom 6UMAAe
MIDICHAPOOHUX 3YCUTb | HADYBAE MPAHCKOPOOHHO20 XAPAKMEDY.
Ipaxkmuune snauenns docniodicenns. Busnaueno, wo ceimoea no-
JIMUKA OPIEHMOBAHA CbOLOOHI HA NOWLYK eheKMUBHUX pilleHb
npobnem besnexku i 8bauae ix y cmeopenHi en106anbHoI cucmemu
npomudii cyuacHum 3acpozam i suxkaukam enobanizayii. Cucme-
Ma NOKIUKAHA 3a0e3neuyeamu MIJCHAPOOHY CcmadiibHicms i
CMIUKULL pO36UMOK HA MPUBATY NEPCHeKmugy Hacamnepeo Ha
OCHOGI NOTTMUYHORO pe2yiosanHs 2nobanbHux npoyecie. Ceimosa
NONIMUKA 3HAX0OUMbCSL Neped HeOOXIOHICMIO 8CMAHOBLEHHS HO-
8UX npiopumemis NOAIMUKU 2100a1bHOT De3neKu, Moxciusocmel i
3ac00i8 NONIMUYHO20 pe2yiogants 2100a1bHOI chepu.
Aemoproo  demanvHO aHANI3VIOMbCA  NPOONEMU  YNPAGIIHHS
iH(hopmayitinoto be3nexoro 8 YKpaiti 6 yMoeax Kpuzoe020 coyiymy,
sUKIUKIG i 3aepos. Ilokazano, wo opmysanis ma cmaHo61eHHAM
iH(hopmayitinol be3neku — ye CKIAOHA, KOMNJIEKCHA NOMIMUKO —
npaeosa ma NpopamMHo-mexHiyHa npodiema. J{osedeno, wo iH-
gopmayiiina besnexa — ck1adosa HayioHaIbHOI besnexku. Buxoos-
Yl 3 Yb020, AKMYANi3yEMbCA HeOOXIOHICMb PO3GUMKY NPOYEOYPHUX
nonoodicens iHpopmayitinoi besnexu opeanie nyoniuHol 1aou.
O61pyHmo8yemucsi GUCHOBOK NPO Me, W0 OOCTIONCEHHS BAANCENB
VIPAGIIHHA IHOPMAYIUHOK0 Oe3neKo opeanie nyoniyHoi 61adu 6
ymMosax inmezpayii iHhopmMayiuHux cucmem ciio posnaoamu K
3 MEXHIYHUX NO3UYIl, MAK i 3 YPAXY8AHHAM 3HAYYUJOCMI 306HIUL-
HbONONIMUYHUX A GHYMPIUHLONONIMUYHUX ii CKIA008UX, WO 8
CYKYNHOCMI MAE 3HAYEHHS O/l HAYKOB020 OCMUCTEHHsT NPpoOiem
3a0e3neuents Oe3nexu NONIMUYHO20 NPOYecy HA 6CIX NIBHSIX.
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3.7.1. Terrorism: features, transformation, current problems
of research. World experience in the fight against terrorism.

Introdaction. Terrorism, in any form of its manifestation, has become
one of the most dangerous in its scale, unpredictability and consequences
of socio- political and moral problems. Today, the issue of countering
global terrorism has moved from the theoretical stage to the stage of
practical cooperation between states that seek to maintain strategic
stability and prevent undermining the foundations of functioning of
public and civil institutions. This general position would be correct if not
for one circumstance: theoretical political-legal and economic problems
of terrorism, dialectical ratio of its specific purpose and means of its
achievement, its historical and transitional nature, etc., all this is little
or nostudy. In the opinion of a number of researchers, terrorism is a
phenomenon that does not have a past on a historical scale.

The most researched domestic science, from the point of view
of internal national security, is its information component, in
particular the methods of its provision (V. Konakh, Y. Maksimenko),
the development of international cooperation in this field
(Y. Romanchuk), the role in the context of European integration
(D. Dubov) and the fight against terrorism (I. Alekseenko,
D. Kislov), the mechanisms of implementation in a particular region
(V. Kozubsky) or in the media space (G. Saschuk).

The military aspects of national security have also been analyzed
in detail, including from the point of view of the states military
might (V. Smolyanyuk), integration with NATO (V. Panasyuk,
I. Fanin), threats of intensifying information wars (V. Petrov), etc.

At the same time, these studies are based on the concept of national
security, in which the state plays a leading role, so the focus on the
priority of human security in the context of reconceptualization,
which took place in the late twentieth century, has not yet been fully
reflected in the works of domestic researchers. This is what made this
scientific research relevant.

Findings. Only from the 1960s and 1970s, terrorist attacks
became widely used as a means of political struggle and methods
of influencing political processes taking place in society, and
therefore the world community was faced with the need to intensify
counteraction to acts of international terrorism. It should be noted
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that the geographic scope of terrorist activity, which has now spread
to almost all regions of the world, has expanded considerably. As a
response to this, the cooperation of the states in thefight against
terrorism has intensified. However, against the backdrop ofthe
general accumulated experience of legislative and practical work
in thisarea, the need for its synthesis and analysis has sprung
up through theprism of possible creative use in the development
of international and national concepts of the fight against terrorism.

Systematizing the existing practice of coordinating the efforts of
the international community in countering acts of terror, it should be
noted thatit is based on a number of universal international conventions.
Among them: The International Convention for the Suppression
of Unlawful Seizure of Aircraft (1970); the Convention for the
Suppression of Unlawful Acts against the Safety of Civil Aviation
(1971); the Convention on the Prevention and Punishment of Crimes
against Internationally Protected Persons, including Diplomatic
Agents (1973); the European Convention against Terrorism (1977);
the Convention against the Taking of Hostages (1979); the Convention
for the Suppression of Unlawful Acts against the Safety of Maritime
Navigation (1988); Convention for the Suppression of Terrorist
Bombings (1997); Convention on the Marking of Plastic Explosives
for the Purpose of Detection (1999); Convention for the Suppression of
the Financing of Terrorism (1999), as well as United Nations Security
Council Resolution 1373 on Combating International Terrorism, etc [6].

Important activities in the framework of international cooperation
in combating terrorism are being carried out by international
organizations and the main policy outcome documents have been
developed. Thus, the Declaration and Program of Action adopted at
the United Nations World Conference on Human Rights on 25 June
1993 in Vienna states that acts, methods and practices of terrorism in
all its forms and manifestations are activities aimed at the destruction
of rights, freedoms and democracy and pose a threat to territorial
integrity and security [3].

The adoption of national laws to better control the production,
trade and export of arms and explosives was highlighted in a separate
paragraph. The document obliged the signatories to abandon any
passive or active support for terrorists and to strengthen legal measures
to prosecute terroristactivities; to bring to trial any person accused of
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committing, preparing or assisting in the commission of terrorist acts. It
was also recommended that all States prevent the movement of terrorist
groups and their individual members and, to that end, introduce stricter
border controls and rules on identity and visa documentation.

The expert group on transnational organized crime, meeting in
Paris on 12 April 1996, adopted a number of recommendations, such
as: States should review their legislation relating to criminal offences,
identify a central authority whose structure should be appropriate
to the rapid transmission of requests for acts of terrorism and those
under preparation. Criminal acts, methods and practices of terrorism,
as well as the expressed determination to act to eradicate them, both
bilaterally and through multilateral cooperation, were condemned [7].

In the summer of 2005, the European Union drew a line under the
previous development of the European community and developed a
new vision for the continent. The European Commission’s particular
focus was on the security of European citizens and the fight against
terrorism. The European Commission has prepared the link of key
security events in Europe. It is called «Improving European industrial
capacity in security research». The proposed measures aim at bridging
the gap between civil research supported by EU programs and national
and interstate security initiatives. These measures are part of the EU’s
Seventh Framework Program (2007-2013). Among the selected projects
are: improved protection of rail and subway passengers; safer European
borders; protection of computers connected to networks; airline safety
information network and training; faster and more effective crisis
management, airline protection; path to safety: intelligence compatibility;
crisis management: real-time monitoring of people indoors; safety
research information support network; interface standardization in
harbors and at border crossings; unmanned aviation: air surveillance
devices; innovative technologies for security and protection of privacy
and human rights; exchange of classified information [9, p.52].

The world’s leading countries have come to realize that the criminal
world has come together much earlier than their law enforcement agencies
have realized that terrorism can only be defeated through joint efforts. Thus,
the Law of Ukraine «On Combating Terrorism» states that terrorism is a
common challenge against all countries, requiring a joint response, andtoday
all countries of the world must unite to fight this threat, to defeat thisevil [11].

As for the situation in the post-Soviet republics, it should be
noted thatthe criminal world, in contrast to the political world, with
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the destruction ofthe common legal space in the former Soviet Union,
quickly consolidated. Deprivation of law enforcement agencies and
special services of the formerSoviet republics of a single core led to
fragmentation of their efforts, whichwas immediately used by criminals.
Recent years have seen an increase in the number of serious crimes of a
transnational nature. Various manifestations of terrorism, drug trafficking
and smuggling of weapons and military equipment are widespread.

A number of major inter-State instruments have been signed
since 1991 to coordinate the efforts of the competent authorities of
Commonwealth of Independent States Member States to combat
terrorism and other dangerous crimes. Among them: The Agreement
on the Concept of Military Security of the Member States of the
Commonwealth of Independent States is a set of agreed and officially
accepted views on the protection of the CIS Member States from external
threats, ensuring territorial integrity and political stability, as well as an
agreement on cooperation in the field of prevention and elimination of
consequences of natural and man-made disasters. In 1995-1996, the
Concept of Formationof the Information Space of the Commonwealth
of Independent States was adopted, and included a set of measures and
conditions of mutually beneficial development of interstate information
exchanges in the interests of cooperation of the CIS member states in
these areas of activity and in accordance with international principles of
information dissemination, as well as the Concept of Collective Security
of the Collective Security Treaty states, which recognized The most
important stage in thecodification of the activity was the adoption in
2000 of the Concept of Collective Security of the States Parties to the
Collective Security Treaty. The Council of Heads of State of the Joint
Action Program to Combat Crime for the period up to 2002 [4].

However, it should be noted that the provisions referred to in the
international instruments discussed above are usually not sufficiently
specific, which significantly slows down their use by law enforcement
and intelligence agencies of States for specific practical purposes.

If we look at the legislation of the United States, Italy, the United
Kingdom, France and other countries, then its analysis allows us to
identifycertain regularities in the fight against terrorism:

Codification of legislative norms in the field of combating terrorism
contributes to its more effective implementation;

Domestic law should respond in a timely manner to changes in
international treaty practice in this regard, consistently reflecting all
its positive aspects;
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Despite the trend towards democratization of their legislation in the
developed world, States provide for a higher degree of responsibility
and punishment for terrorist acts and participation in terrorist activities;

When preparing and adopting legislative and other normative acts
regulating the fight against terrorism, it is advisable to proceed from
the peculiarities of the complex socio-political and criminogenic
situation in the country or region, rather than to adhere to the so-called
principle of modeling.[15]

Thus, according to the author, it is obvious that in order to combat
thiscommon threat it is necessary to unite the efforts of all state and
public structures, branches of government, mass media. A strategy to
combat terrorism is needed.

Today, international terrorism creates additional challenges for
national and international security, requires the improvement of anti-
terrorist policy measures and the fight against terrorism at both the
nationaland international levels. The efforts of many countries are aimed
at strengthening protection against the terrorist threat. From the current
trendsof counterterrorism, we can highlight the following:

1. International cooperation and information exchange between
countries on counter-terrorism issues. This was the subject of
discussion at the meeting of the United Nations Security Council on 12
December 2016, when resolution No. 2322 (co-authored by Ukraine)
was adopted callingon States to strengthen and expand inter-State
cooperation and mutual assistance in the field of combating terrorism,
exchange of information on terrorist organizations and terrorist fighters,
including their biometric and biographical data. Emphasis is placed
on the importance of judicial andlaw enforcement cooperation in the
investigation of terrorism-related offences [13].

In this context, we can highlight as an example of the long-term
cooperation on counterterrorism the U.S. interaction with the European
Union (primarily France, Germany and the United Kingdom), which
has been expanding since 2001, when the administration of George W.
Bushsignedakeyagreement withthe EU Police Service (Europol). This
enabled the exchange of strategic and technical information on counter-
terrorism, money laundering, and illicit trafficking in drugs, nuclear,
radiological substances and human beings. Supplementary agreement
concluded in 2002 Europol and the US authorities have allowed for
the exchange of personal data of suspects and have also introduced
the institution of liaison officers. Cooperation between the EU and the
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U.S. hassince expanded to include counterterrorism financing, illegal
migration and foreign terrorist fighters. Extradition procedures have
been simplified and legal cooperation has been strengthened (for
example, joint investigation teams or videoconferences on specific
criminal proceedings have been introduced) [12].

Two new agreements with Europol on countering illegal migration
and foreign fighters were signed by the relevant U.S. agencies in
February 2015, providing a platform for information exchange
regarding individuals who facilitate the recruitment, transfer and
financing of foreign fighters [17, p.79].

1.At the national level, strengthen cooperation and exchange of
information on counter-terrorismissues among the competent authorities.
A number of measures have been taken by EU Member States, primarily
toimprove the efficiency of interaction and information exchange between
national intelligence and police services, as well as to strengthen border
control. Based on information provided by the Anti-Terrorist Group (The
Hague),in 2016, a single database was created, in which more than
20 European intelligence services have access in real time. It is planned
to implement a pilot project on automated data exchange between law
enforcement agencies of the EU member states regarding persons with
criminal records. Also, the work on the introduction of the European
Travel Authorization Information System is being intensified [1, p.77].

2. Prevention of terrorism, including counteraction to radicalization.
Today, specialized programs have been introduced and are being
implemented in many countries to prevent the spread of extremist views
in society, to prevent young people from being drawn into terrorist
organizations, and to apply procedures for granting amnesty to individuals
who have participated in terrorist activities and adapting them to peaceful
life. Thus, a new OSCE Special Representative has been appointed to
coordinate the exchange of experience gained through the implementation
of such programs by the 57 member countries of the organization.
Governments have drawn attention to the possibility of radicalizing
people in places of detention. In order to prevent this threat, the PRC is
now considering isolating convicted terrorists from other prisoners [16].

3. Introduction of new technologies to combat terrorism by state
authorities. The establishment of the European Centre for Combating
Terrorism and Radicalization on the Internet is planned to promote and
recruit new followers, given the active use of the Internet and social
networks by terrorist organizations. This will be part of the Europol
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Internet reference office. In the Czech Republic, the Centre for Combating
Terrorism and Hybrid Threats has recently been established within the
Czech Ministry of the Interior, focusing on Internet content analysis and
response. In the U.S., another area of interest is the fight against terrorism,
given the specifics of the 2016 terrorist attack in Nice, France, when the
attacker used a truck [10, p.179].

For example, in the United States alone, some 250 million vehicles
will be connected to the Internet of Things by 2020, which can be
managedthrough the World Wide Web, enabling terrorists to intercept
the management of such assets and carry out terrorist attacks remotely,
even without crossing the national border.

Therefore, in the U.S.A. Department of Justice, in view of such a
potential threat, a separate group that deals solely with Internet matters
has begun to function.

4. It is necessary to specify the sources and determinants of terrorist
manifestations, which may include: a sharp drop in living standards of
the population, reduction or lack of social protection, strengthening of
social injustice, exacerbation of political struggle, growth of nationalism
andseparatism, imperfection of legislation, decline in the authority of
the authorities and its representatives’ ill-considered decisions [7].

Analyzing the state of the fight against terrorism in Ukraine,
it should be noted that currently the Concept of the fight against
terrorism (hereinafter — the Concept), adopted by the Decree of the
President of Ukraine on April 23, 2013 No. 230/2013, according
to which the main threat to Ukraine is the activity of international
terrorist organizations. Thus, it states: «Currently, due to the effective
implementation of domesticand foreign policy of Ukraine, it does not
apply to states with a high probability of terrorist acts or terrorist
attacks on their territories by international terrorist organizations
against their representations abroad. In Ukraine, there are no internal
prerequisites for the emergence of organizations that have used
terrorist methods as a means of achieving political goals or drawing
public attention to their ideological or other views» [4].

It is clear that such an assessment of the terrorist threat is no longer
true. However, it is difficult to disagree with the Concept’s definition
of a number of external and internal factors that may become
the basis for increasing the level of the terrorist threat in the country.
Analysis of the activities of international terrorist organizations and
the conduct of ATU inUkraine in recent years allows us to expand the
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list of such impacts. This document identifies eight main directions
of implementation of measures and five priorities of the state policy
in the field of combating terrorism, based on a comprehensive
systemic approach to solving the problem and covers all generally
recognized components of the process of countering terrorism,
including: prevention of terrorist activities, detection and cessation of
such activities, elimination and minimization of its consequences, as
well as information, scientific and other support for the fight against
terrorism, international cooperation in combating terrorism [18, p.46].

Thus, it is advisable to identify the priorities of the state policy in
the field of counterterrorism, including the following:

5. Prevention and elimination of threats to the life and security of
citizens, the interests of society and the State, which arose as a result of
theRussian Federation’s aggression against Ukraine, and had an armed
conflict on the territory of Donetsk and Luhansk oblasts;

6. Ensuring the necessary level of anti-terrorist protection after
returning to the control of certain areas of the Donetsk and Luhansk
regions;

7. Predicting and suppressing possible terrorist manifestations in
the rest of Ukraine as a result of Russia’s hybrid aggression;

8. Updating the effectiveness of the unified state system of
prevention, response and termination of terrorist acts and minimizing
their consequences.

We can agree with the idea of domestic researchers that the main
tasksin the field of improving the state system of counterterrorism in
Ukraine are:

9. Regulation of the procedure of interaction between the subjects
of the fight against terrorism in various situations;

10. The procedure for interaction between the State and citizens
and society in the implementation of the main objectives of State
policy in the relevant area (ensuring public awareness of the danger
and the scale of response to the threat, including):

11. Prevention (avoidance of involvement in terrorist activities);

12. Prosecution (cessation of terrorist attacks and investigations);
Strategic context;

Protection (improving the security of suspending terrorist attacks);

— Preparedness (minimizing the consequences of an attack and
earlyrecovery);

— the actions of a foreign country
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Besides, the following questions require special study: terrorism is
generated by growing contradictions between the West and the East,
the North and the South, it is not one of the causes of terrorism «hybrid»
and local wars, which are sometimes waged by reactionary forces of
so-called «civilized» states against «uncivilized» peoples, what is the
role of arms and drug trafficking in the emergence of terrorism?

Conclusions. The world policy is focused today on the search
for effective solutions to security problems and sees them in
the creation of a global system to counter modern threats and
challenges of globalization. The system is designed to ensure
international stability and sustainable development in the long
term, primarily through political regulation of global processes.
The international anti-terrorist coalition, as well as the network of
mechanisms and agreements created by its participants to ensure
security in the world in response to the challenges of terrorism,
is considered as the prototype of the system, which is based on a
strategy of coercion for short- term prevention of terrorism. At
the same time, it is increasingly clear thata strategy of coercion
and deterrence of extremism cannot guarantee long- term security
in a globalized world. Global politics is faced with the needto
set new priorities for global security policy, opportunities and
means of political regulation in the global sphere.

The fight against and elimination of terrorism is a long-term process that
involves the creation of the necessary objective and subjective conditions
to achieve this goal. At the same time, itis impossible todestroy terrorism
by force alone: violence inevitably generates new violence.

The most important prerequisite for eradicating terrorism is the
stabilization of the economic and political situation in countries and the
strengthening of democratic principles in public and political life. It is
necessary to form a society in which the social base of terrorism will
be sharply reduced. It is especially important that stable democratic
political systems, mechanisms of civilized political dialogue and rotation
of power are formed in the states. To supplant terrorism from life, a high
level of political and legal culture in society is needed, as well as a clear
establishment of legal sanctions for terrorist actions.

It is necessary to create favorable conditions for the normal even
development of different ethnic groups and ensure the realization of
their interests in order to prevent conflicts on the national basis. The
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task of the states is to form the self-awareness of all ethnic groups
living in the given country, at which the feeling of belonging to the
state would be a priority before the factor of ethnicity in the process of
self-identification of citizens.

In addition, there is a need to strengthen the efforts of State bodies
in carrying out preventive activities. Necessary measures to strengthen
border protection, increase control over the activities of foreign
organizations to minimize the possibility of importing extremism
from other countries.Measures aimed at reducing unemployment and
solving urgent social and economic problems can reduce social tension
in society and neutralize the main source of potential social excesses.

Meetings and agreements at the highest level alone are not sufficient
to eradicate terrorism. An effective response to international terrorism
requires the development and implementation of a comprehensive
program that includes political, social, economic, legal, ideological,
special and other aspects. It must take into account the interests of the
population, the problems and the conflict-generating potential of terrorism
around the world. There is also a need for interaction and coordination of
all forces of society interested in solving this topical problem.

One of the most important areas of activity of the heads of state
should be joint cooperation to prevent, localize and stop regional
outbursts of extremism, as some conflicts caused by terrorists may
cause destabilization in other states. The tragic results of terrorism,
which characterize modern politics, should serve as an important
warning to all political forces that attempts to solve political,
economic and other problems with the help of violence do not
contribute to the solution of the set tasks, but, on the contrary, lead
to the increase and growth of contradictions in society.

3.7.2. Modern cyber terrorism is a threat to the peace
and security of mankind

Formulation of the problem. Globalization trends, along with
the emergence of the new power centers and political characters,
provoked an interest of the scientific community in the study of legal
problems of ensuring information security of the political process, its
prerequisites, and factors for ensuring.

The growing interdependence of countries and peoples is one
of the most influential global political trends of the modern period.
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This is an external prerequisite for the development of information
security of the political process. Information security is characterized
by both the presence of positive factors and the growth of international
information threats in the economic, military, and political spheres of
the life of the state, which weakens the stability and cooperation of
countries on the world stage.

These information threats are carried out through certain
foreign policy characters. Their distinctive feature is the desire to
dominate the information space through an informational impact
on political associations, individuals and social groups. Along
with the foreign policy component, threats are realized by using
modern technologies in the field of informatization, that are aimed
at destroying the political system, destabilization traditional values,
blurring the personality, violating the territorial integrity and
sovereignty of states. These are the distinctive characteristics of the
internal political component of information security [19, p. 67].

Obviously, the researchers put into focus the problems associated
with the development of principles and new technologies of information
manipulation in the political sphere, as well as identifying sources to
combat emerging threats and implementation of information security
at the global, regional, and national levels.

The theoretical aspect of the research topic, in general, is associated
with showing the importance of foreign and domestic information
security components.

Scientific cognition of the definition of the concept of «information
security» is relevant both in theoretical terms and in practice. Some
researchers consider this concept as the security of networks and
information systems, which is interpreted as cybersecurity. Some
researchers of this issue interpret information security as manipulation
of information, the impact of information on the consciousness of
society, propaganda on the Internet. The study of security threats by
using information and computer technologies in the implementation
and implementation of socially dangerous crimes, the commission
of terrorist acts, interference in the affairs of sovereign states, the
unleashing of interstate conflicts, incitement of interethnic hatred is
also relevant and very important in the study of information security.
Information security is considered the most important component of
national security in the conceptual and key regulatory documents of
many states. Thereby, the study of goals, objectives, a comparative
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analysis of approaches, and key problems of ensuring the security of the
political process, assessment of the effectiveness, and efficiency of these
approaches seem to be an issue of topical interest. Ukrainian society has
passed into a qualitatively new state in the process of social and political
transformations of our time. Among other things, it is characterized by
the merger of local government bodies with business structures, which
brings to a revision of the goals and objectives of state bodies, bodies for
ensuring national and regional security [10, p. 317].

The appearance of completely new threats to both national security
as a whole and its main components namely to social and economic,
public, and information security, causes the transition to a new
condition of the state. The emergence of these threats today is dictated
primarily by the inconsistency of the legislative framework, its slow
and insufficient development, with the rapid development of market
relations, Ukraine’s integration into global world socio-political
relations. All this requires rethinking and developing new mechanisms
for organizing counteraction to national and transnational crime, as
well as for neutralizing internal and external threats.

Ensuring the reduction of the crime rate is one of the important
conditions for the social and political development of Ukraine.
Currently, the existing levers and methods of combating crime do not
fully correspond to the dynamics of the development of organized crime.

Moreover, they do not help to reduce drug trafficking, human
trafficking, extremism, terrorism.

The revolution in the field of information technologies facilitates
the creation and implementation of innovations in the social and
political system, which is sufficient to effectively solve modern state
and regional problems, to ensure the rational use of natural resources,
political, social, spiritual, and cultural development of society, as well
as its safety. It is notable that criminals also use these advances in
information technology. They have unlimited opportunities regarding
access to informational, technical, and economic resources, their
increase, and adaptation to their activities. These circumstances call
for a rethinking of current views and developing new conceptual
approaches to information security issues, solving problems with
such phenomena as cyber-terrorism and cybercrime to ensure both
information security and national security in general [13].

Analysis of recent research and publications. The study of
information security issues is carried out primarily with technical
positions. This has been happening since 1816.
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Such classics of the political thought of that time as David Easton,
Gabriel A. Almond and G.Bingham Powell actively participated in the
study of the political process. The information and communication
model of the political system presented by Karl Wolfgang Deutsch is
suitable for the study of information security

The theoretical and methodological basis of this study is based
on the treatises of foreign and domestic researchers on information
protection and information security, including Bryzhko V., Tsymba-
liuk V., OrekhovA., Halchenko O., Kaliuzhniy R., Shamray V.,
Mezentseva N., Oliinyk O., Savruk M., Arsentieva M., Baturina Y.,
Vetrova N., A. Krutskikh A., PanferovaV., Chernyak L. The problem
of information security and its state regulation began to be studied in
the second half of the XX century in parallel with the development
of the world exchange of scientific and technological achievements.
An invaluable contribution to this area was made by: Artamonov G.,
Azarov Y., Bachilo 1., Galushkin A., DorfmanY., Emelyanov G.,
Kopylov V., Kulikov S., LopatinV., Pocheptsov G., Chebotareva A.

Formulation of the goals of the article. The object of the research
is an information security of the political process in the system of
public administration and local self-government.

The subject of the research is a comprehensive analysis of ensuring
information security of the political process, including the regional aspect.

The purpose of the study is to identify effective areas and
mechanisms for ensuring the information security of state
administration and local government.

Presentation of the main research material. Global trends in
the development of the information society dictate the conditions for
the complete information transparency of public authorities. In this
regard, standards that regulate the access of interested parties to the
information resources of the state are being formed. The state power
is also dependent on these information resources when developing
management decisions. Especially this dependence is manifested in
local government, as it is directly related to all spheres of human
life and the accumulation of operational information. According
to E.Gorshkova the growth of informatization processes in the
provision of services by public authorities and local governments
with the help of electronic document management contributes to
the strengthening of the need for self-government bodies to use
information, timeliness, and reliability of its receipt.
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According to experts, many databases are exposed to threats of
unauthorized access, which entails a negative impact on confidential
information, as a result of which the regime for achieving information
security is violated. [1, 97] The risk factors in ensuring the security of
confidential information in local governments are not clearly identified
in any sources. Therefore, we pay special attention to the identification
of the risk factors in our study.

— Threats to the constitutional rights and freedoms of man and
citizen in the field of information activities and spiritual life.

— Threats to the informatization of management of the development
of the territory of the municipality

— Threats to the development and formation of the local
information industry, which include the industry of information
technology, communications and telecommunications, the efficiency
of using local information resources.

— Threats to the security of information systems on the territory of
the municipality. The analysis of the problems of information support
of local self-government bodies in the regions of Ukraine is carried
out, that can be applied from the perspective of our sociological
research [17, 78].

The sphere of legal regulation of information support of local
self-government should cover the entire life cycle of information
support: «design — creation — running — replacement». The
last stage is to maintain information support up to date. System
replacement strategies based on integral operating costs or on a
revaluation basis are possible. There are factors that directly affect
the implementation of information security. They were formed
according to the results of a sociological survey of local self-
government bodies of the regions of Ukraine:

1. Unqualified personnel responsible for providing information
support. This is one of the main factors in the formation and
enhancement of this type of activity.

2. Lack of resources is also a significant factor. This is due to the fact
that it is he who is a prerequisite for the purchase and modernization
of ICT and its software.

3. Lack of broadband Internet and lack of providing all local
inhabitants with high-quality communications and the Internet

4. Deterioration of hardware and its support, etc [26, p. 75].
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These areas will help guide the administration not only on the
formation of systematic activities to ensure information security, but
also on the development of specific measures in these areas. This will
increase the level of information security of local self-government bodies.
rationalization of paper workflow is considered as a significant course
of formation security improvement. The amount of information that is
processed and transmitted in electronic form is growing significantly In
the modern period, in the context of informatization of communication
channels and the transition to electronic document flow. Large amounts
of information contained on paper are stored stably and require archival
storage in paper form. Moreover, local authorities use organizational
and administrative documents, which should be drawn up in paper
form. Government regulations or decisions require protection from
unauthorized access. It is necessary to reduce the number of specialists in
the administration departments involved in making managerial decisions.
it is also necessary to guarantee the impersonality of the request, keeping
the applicant’s personal data only in the department where he applied
for getting a permission. It is argued that effective methods of protecting
information in subdivisions of local administrations can be implemented
with intensive work on the implementation of electronic document
management systems. It is necessary to configure the access restriction
mode at the electronic document flow [22, p.103]. Unlike paper workflow,
it is recommended to grant editing access rights to responsible users for
electronic archive folders. Other users can only read these documents.
In this case, the information will be protected not only from distribution,
but also from unauthorized copying. The protection of paper media
can be supported by the obligatory prescription in the specialist’s duty
regulations of conditions on personal responsibility for the distribution or
transfer to third parties of information related to confidential information
or state secrets [24, p. 177]. To date, such measures are provided for in
specialist’s duty regulations of the personnel department, which mainly
concern information about state secrets, confidential information and
information with limited access. These restrictions are associated with
separate types of information, however, do not apply to other types, that
reduces the level of security of local governments.

Research objectives required to achieve the purpose of the study:

To carry out a scientific analysis of theoretical approaches to the
study of the political process, information security, and information
integration as a stage in the development of public administration
and local self-government.
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To create a model of information openness and to identify the
directions of information threats for state authorities and local
governments.

The following factors affect the information threats of the first
category, proposed in Figure 1:

— adoption of legal acts that infringe upon the rights of citizens in
the field of information activities

— establishment of a monopoly on the distribution of
telecommunication systems and information within the territory;

— counteraction to criminal structures and protection of the family
and personal secrets, telephone conversations, and correspondence;

— restriction of access to publicly needed information;

— unlawful sale of funds that influence public consciousness;

— non-compliance with the statutory provisions, which regulate
relations in the informational sphere, by the authorities and public;

— restriction of the access for the public to open information resources,
including archival materials and socially significant information;

— aging of systems that accumulate cultural values in education;

— manipulation through information;

— human resources decrease. This makes it difficult to train
and retrain personnel for the formation and use of information and
telecommunication know-how of technologies;

— mnon-observance of rights and freedoms in the field of mass
communication and information.

Threats to information security of the socio-economic development
of state authorities and local governments are:

— monopolization of the information space by a narrow group of
information ventures;

— interference in the activities of the media to inform citizens,
particularly in the field of education;

— low provision of information resources due to a shortage of
qualified personnel, inability to effectively implement it into local
information policy.

It is important to analyze the most common factors provoking
information security threats. State and local authorities note the
technological insecurity of information systems created on the area of the
respective entity. Threats to state bodies and local governments are:

— illegal use and collection of information;

— non-compliance with information processing technologies;

— engraftment of unlicensed software components;
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— use of elements that destabilize the activity of information
security systems;

— damage to processing facilities of information and
telecommunication systems;

— active intervention in key data protection systems;

— cracking passwords and information security;

— information leakage through the information transfer path;

— introduction of devices for intercepting information through
communication channels;

— theft and destruction of data bearers;

— capturing of information in networks, decryption of information;

— use of unlicensed and uncertified foreign and domestic data
protection tools;

— unauthorized access to databases information;

— violation of regulatory legal acts restricting the information
dissemination .

Political scientists divide the sources of threats to the information
security of the political process at different levels of government into
external and internal. The peculiarities of local self-government bodies
make it possible to take into account only internal sources. At the same
time, it is difficult to distribute external ones, since local information
resources are closely related to the resources of the state.

It is challenging to determine the specific boundary of the
difference between some specifications from others. It is possible
to assume that such a source as the level of corruption in local
government is significant.

Corruption is directly related to the information security of the
political process. This is due to the existence of organized economic
groups and criminal structures. Due to the introduction of admission
to confidential information, the influence of criminal structures on the
interests of citizens is increasing.

The security in the information sphere of the local community
and the whole country decreases. Increasing the transparency of
local government information systems enhances the likelihood of a
significant reduction of corruption. Information and data about the
activities of authorities can be limited and controlled.

The very prerequisites are the basis for the emergence and
development of corruption in this case. There is a need to create
responsive systems for managing information and resources of local
governments, which is limited by financial and labor capabilities.
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Small subsidies for the information security of local self-government
bodies are associated with the traditions of forming regional budgets
(this happens either if necessary or in compliance with regulatory
conditions). In addition, the formation of a productive security system
requires technological processes, the implementation of which should
occur on an ongoing basis.

This requires large-scale funding. As a rule, the local government
budgets are not able to provide security. In turn, the irregularity of
funding does not contribute to the provision of productive information
protection. These prerequisites for the emergence of threats to
information security in local governments are associated with the
effectiveness of managing the economic development of the territory.

Their low dynamism in providing data to the environment,
underdevelopment of the concepts of access to information resources
of the community contribute to the formation of alternative methods of
data extraction. In this case, local government, restraints users’ access
to data, this reduces the degree of security of informative data instead
of applying the concept of informative security. Sources of threats to
protection in local government are difficult to structure, which makes it
difficult to eliminate them. These circumstances indicate the relevance
of organizing the protection of information and data in the information
systems of local government bodies...

Conclusions. Thus, the above-mentioned directions for ensuring
information security in the administration of local self-government
bodies are associated with the formation of know-how and modern
information technologies that have new methods of protecting
automated systems and software in order to introduce electronic
document management. Forms of personal responsibility and control
over the use, distribution and unauthorized copying of information
are required. This surveillance guarantees technical means, but, in our
opinion, a combination of technical means with administrative control
measures will be more effective. Restricting functions carried out with
documents that contain confidential information will allow reducing
the risk of information leaks. Optimization of internal processes and
Optimization of personnel management of local administrations are
the first priority measures to improve information security. In addition,
the information openness of local governments and authorities, as an
innovative factor in the development of management informatization,
must also be taken into account. It is necessary for an effective
organization of information security

OO 669 OO0



Cnucok BUKOPUCTAHUX JKePeJI

1. Bpmxko B. M, Iumbamiok B. C. OpexoB A. A, Tlampuerko O.
H. E-Oymymee n madopmammonnoe mpaso / mox pen. P. A. Kamroxsoro,
M. 4. llIBena. Kues : Mnarterpan, 2002. 264 c.

2. Bakymnuu B. /lep>xaBHa iH(opMmariiiiHa MosiTHKa sIK MEXaHi3M peaizatii
iH(popMariitHOT QYHKIIT Cy4acHOT AepkaBu. [1yoniune ynpasiints: meopis ma
npakmuxa. 2014. Ne 1 (17). C. 97-107.

3. Global Risks Report 2018. URL: http: www.weforum.org

4. IncdopmarniitHe 3abe3reueHHs YIIPABIIHCHKOI TisSUTBHOCTI B yMOBAaX iH-
(dbopmaruzarii: opraHizamiiHoO-paBOBl MUTAHHS TEOPIl Ta MPAKTHKU : MOHO-
rpadis ; 3a pen. P. A. Kamoxuoro, B. O. [lampas. Kuis, 2002. 296 c.

5. Mesennesa H. b. [IpaBoBi 3acaau npotuzaii 3arpozam iHpopmariiHii
Oesmeni Ta pO3BUTKY iH(OpMAaIiiHOTO 3akoHONABCTBa. Haykosi sanucku
JIvsig. yu-my 6isnecy ma npasa. 2013. Ne 10. C. 214-216.

6. Omiitauk O. B. Ilpuammmu 3abe3nedeHHs iH(opmamiliHOi Oe3rre-
ku Yipaiau. FOpuo. sich. nosimpsaue i kocmiune npago. 2016. T. 4. Ne 41.
C. 72-78.

7. CaBpyk M. B. AxryanbHicTs npobiemu 3a0e3nedeHHs iHhpopManiiHol
Oesnekn YKpaiHM Ta NUIIXHU 11 po3B’s3aHHS cUCTeMH 00poOKH iHdopMartii.
2010. Ne 3(84). C. 77-79.

8. Tentiok €. I1. KorcTutytiiiHO-ipaBOBE BU3HAYEHHS MTOHATTS IpaBa Ha
JOCTyN 10 myOmiuHOi iHdopmarii. Hayk. eicn. Mixcuap. eymanimap. yH-my.
Cep. IOpucnpyoenyis. 2014. Ne 7. C. 85-87.

9. Toruiii B. B. Kibeprepopusm B YkpaiHi: HOHATTS Ta 3a100iraHHs KpH-
MIHaJBHO-TIPABOBUM Ta KPUMIHOJOTIYHUMH 3acoOamu. Hayx. eicn. Xepcom.
yr-my. Cep. IOpuouuni nayku. 2015. Bum. 6. T. 3. C. 65-68.

10. Hlemomenmnes B. I1. IlpaBoBe 3a0e3nedeHHsT CHCTEMH KiOepHETHIHOL
Oesrnekn YkpaiHU Ta OCHOBHI HalpsIMU 11 yoCKOHaJIeHHs 6opoTh0a 3 opraHi-
30BaHOIO 3JIOYMHHICTIO 1 Kopymii€to (Teopist 1 npakruka). 2012. Bun. 1 (27).
C. 312-320.

11. Arquilla J., Ronfeldt D. Networks and Netwars. The Futureof Terror,
Crime and Militancy. Santa Monica. 2001. 122 p.

12. Dartnell M. A Legal Inter-Network for Terrorism: Issues ofGlobalization,
Fragmentation and Legitimacy. The Future of Terrorism. 2001.

13. Definitions of Community Resilience: An Analysis: A CARRI Report.
URL: http://www.resilientus.org/publications/reports.htm.

14. EU terrorist list. URL: http://www.consilium.europa.cu/en/policies/
fight-againstterrorism/terrorist-list

15. European Union Terrorism Situation and Trend Report (TE-SAT).
URL:https://www.europol.europa.eu/sites/default/files/documents/europol
tesat 201.pdf

16. Foreign Terrorist Organizations. Bureau of Counter terrorism. URL:
https://www.state.gov/j/ct/rls/other/des/123085.htm

SOOI 670 OOOOOOOOOOO



17. Gunaratna Rohan. After Nice: The Threat Within Europe: URLhttps://
www.rsis.edu.sg/wp-content/uploads/2016/07/CO16183.pdf

18. Knutson J. The Terrorist’ Dilemmas: Some Implicit Rules ofthe Game.
Terrorism: An International Journal. 1980.N 4. P. 192-296.

19. Merari A. Terrorism As a Strategy of Struggle: Past and Future.
The Future of Terrorism. Eds. Max Taylor and John Horgan. London : The
Guilford Press. 2001. P. 46-60.

20. Nef J. Human Security and Mutual Vulnerability: The Global Political
Economy of Development and Underdevelopment. 2nd ed. Ottawa. 1999 245 p.

21. Pollack Joshua H., Wood Jason D. Enhancing Public Resilience to Mass-
Casualty WMD Terrorism in the United States: Definitions, Challenges, and
Recommendations. Defense Threat Reduction Agency,Advanced Systems and
Concepts Office, Report Number ASCO 2010 042,Contract Number DTRAO1—
03-D0010018. URL: https://fas.org/irp/agency/ dod/dtra/resilience.pdf

22. Proscribed Terrorist Organisations. UK, May 3, 2017. URL: https://
www.gov.uk/government/uploads/system/uploads/attachment data/
file/578385/201612_Proscription.pdf

23. Proscribed Terrorist Organisations. URL: https:/www.gov.uk/
government/uploads/system/uploads/attachment_data/file/612076/2017050
3_Proscription.pdf http://www.fsb.ru/fsb/npd/terror.htm

24. Scholte J. A. Globalization. A critical Introduction. London: Palgrave.
2000. 216 p.

25. Schori Liang Christina. The Criminal-Jihadist: Insights into Modern
Terrorist Financing. Strategic Security Analysis. URL: http://www.gcsp.ch/
download/6084/137684

26. Special Report: Building National Resilience to Global Risks. The
Global Risks 2013 report, Eighth Edition. World Economic Forum. URL:
http://www.weforum.org

27. Taylor M., Horgan J. Future Developments of Political Terrorism in
Europe. The Future of Terrorism. Eds. Max Taylor and John Horgan. London
: Routledge, 2001. 231 p.

28. The Global Terrorism Index 2019. The Institute for Economicsand
Peace andUniversity of Maryland. P. 45-48. URL:http://economicsandpeace.
org/wp-content/uploads/2019/11/Global- Terrorism-Index 2019.pdf

References

1. Bryzhko, V. M., Tsymbaliuk,V. S., Orekho, A. A., Halchenko, O. N.,
Kaliuzhnoho R. A. (ed.), Shvetsa M. Ya. (ed.) (2002), E-budushchee y
ynformatsyonnoe pravo [E-future and information law], Kyiv, 264 p. (in
Ukrainian).

2. Vakulych, V. Derzhavna informatsiina polityka yak mekhanizm
realizatsii informatsiinoi funktsii suchasnoi derzhavy [State information

OO 671 OO



policy as a mechanism for the implementation of the information function
of the modern state], Public Administration: Theory and Practice, 2014, no
1(17), pp. 97-107 (in Ukrainian).

3. Global Risks Report 2018, Retrieved from: http: www.weforum.org.
Date of application 01.09.2020.

4. Kaliuzhnoho, R. A. (ed.), Shamraia V. O. (ed.) (2002), Informatsiine
zabezpechennia upravlinskoi diialnosti v umovakh informatyzatsii:
orhanizatsiino-pravovi pytannia teorii ta praktyky : monohrafiia [Information
support of managerial activity in the conditions of informatization: organizational
and legal issues of theory and practice], monograph, Kyiv. 296 p.

5. Mezentseva, N. B. (2013), Pravovi zasady protydii zahrozam
informatsiinii bezpetsi ta rozvytku informatsiinoho zakonodavstva [Legal
bases of counteraction to threats to information security and development of
information legislation], Naukovi zapysky Lvivskoho universytetu biznesu ta
prava,no 10. pp. 214-216 (in Ukrainian).

6. Oliinyk, O. V. (2016), Pryntsypy zabezpechennia informatsiinoi bezpeky
Ukrainy [Principles of information security of Ukraine], Yurydychnyi visnyk
povitriane i kosmichne pravo, vol. 4. no 41. pp. 72—78 (in Ukrainian).

7. Savruk, M. V. (2010), Aktualnist problemy zabezpechennia
informatsiinoi bezpeky Ukrainy ta shliakhy yii rozviazannia [The urgency of
the problem of information security of Ukraine and ways to solve it], Systemy
obrobky informatsii, no 3 (84). pp. 77-79. (in Ukrainian).

8. Teptiuk,Ye P. (2014), Konstytutsiino-pravove vyznachennia poniattia
prava na dostup do publichnoi informatsii [Constitutional and legal definition
of the concept of the right to access public information], Naukovyi visnyk
Mizhnarodnoho humanitarnoho universytetu. Ser. Yurysprudentsiia, no 7.
pp- 85-87 (in Ukrainian).

9. Topchii, V. V. (2015), Kiberteroryzm v Ukraini: poniattia ta zapobihannia
kryminalno-pravovym ta kryminolohichnymy zasobamy [Cyberterrorism in
Ukraine: the concept and prevention of criminal law and criminological means],
Naukovi visnyk Khersonskoho universytetu. Ser. Yurydychni nauky,no 6, vol. 3,
pp. 65-68 (in Ukrainian).

10. Shelomentsev, V. P. (2012), Pravove zabezpechennia systemy
kibernetychnoi bezpeky Ukrainy ta osnovni napriamy yii udoskonalennia
borotba z orhanizovanoiu zlochynnistiu i koruptsiieiu (teoriia i praktyka) [ Legal
support of the cyber security system of Ukraine and the main directions of its
improvementfightagainstorganized crimeand corruption (theoryand practice)],
no 1 (27). pp. 312-320 (in Ukrainian).

11. Arquilla, J., Ronfeldt, D. (2001), Networks and Netwars. The Future
of Terror, Crime and Militancy. Santa Monica. 122 p.

12. Dartnell, M. (2001), A Legal Inter-Network for Terrorism: Issues of
Globalization, Fragmentation and Legitimacy, The Future of Terrorism.

13. Definitions of Community Resilience: An Analysis: A CARRI Report,
Retrieved from: http://www.resilientus.org/publications/reports.html

SOOI 672 OOOOOOOOOOO



14. EU terrorist list, Retrieved from: http://www.consilium.curopa.eu/en/
policies/fight-againstterrorism/terrorist-list/

15. European Union Terrorism Situation and Trend Report (TE-SAT),
Retrieved from: https://www.europol.europa.eu/sites/default/files/documents/
europol tesat 201.pdf

16. Foreign Terrorist Organizations. Bureau of Counter terrorism Retrieved
from: https://www.state.gov/j/ct/rls/other/des/123085.htm

17. Gunaratna, Rohan, After Nice: The Threat Within Europe, Retrieved
from: https://www.rsis.edu.sg/wp-content/uploads/2016/07/CO16183.pdf

18. Knutson, J. (1980), The Terrorist’ Dilemmas: Some Implicit Rules of
the Game, Terrorism: An International Journal, no 4, pp. 192-296
(in English).

19. Merari, A., Taylor M. (ed.), Horgan J. (ed.), (2001), Terrorism As
a Strategy of Struggle: Past and Future, The Future of Terrorism, London,
pp- 46—60 (in English).

20. Nef, J. (1999), Human Security and Mutual Vulnerability: The Global
Political Economy of Development and Underdevelopment, 2nd ed. Ottawa.
245 p. (in English).

21. Pollack, Joshua H., Wood, Jason D. (2010), Enhancing Public
Resilience to Mass-Casualty WMD Terrorism in the United States: Definitions,
Challenges, and Recommendations. Defense Threat Reduction Agency,
Advanced Systems and Concepts Office, Report Number ASCO 2010 042,
Contract Number DTRA01-03-D0010018, Retrieved from: https://fas.org/
irp/agency/dod/dtra/resilience.pdf

22. Proscribed Terrorist Organisations. UK, May 3, 2017, Retrieved from:
https://www.gov.uk/government/uploads/system/uploads/attachment data/
file/578385/201612_Proscription.pdf

23.Proscribed Terrorist Organisations, Retrieved from: https://www.gov.uk/
government/uploads/system/uploads/attachment data/file/612076/2017050
3_Proscription.pdf http://www.fsb.ru/fsb/npd/terror.htm

24. Scholte, J. A. (2000), Globalization. A critical Introduction, London,
216 p. (in English).

25. Schori Liang Christina, The Criminal-Jihadist: Insights into Modern
Terrorist Financing, Strategic Security Analysis, Retrieved from: http://www.
gcsp.ch/download/6084/137684

26. Special Report: Building National Resilience to Global Risks, The
Global Risks 2013 report, Eighth Edition, World Economic Forum, Retrieved
from: http://www.weforum.org

27. Taylor, M., Horgan, J. (eds.) (2001), Future Developments of Political
Terrorism in Europe, The Future of Terrorism, London, 231 p. (in English).

28. The Global Terrorism Index (2019), The Institute for Economicsand
Peace and University of Maryland, pp. 45—48. Retrieved from: http://economic-
sandpeace.org/wp-content/uploads/2019/11/Global-Terrorism-Index 2019.pdf

OO 673 OO0



