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BiptyanbHUH KpUMiHanitTeT: Big xaKkepa fO TepopHUcTa
(noptper aBuwa)

JocnipKytoTbCsl NOTEHLiNHI 3arpo3u MepexxeBoro Tepopu3my. [lojaHo aHania xakepcbkoi cneuianisauii. Onucytotbes
OCHOBHi O3HaKW CydacHoOi KiGepHETMUHOI 3/IOUMHHOCTI, CNOCOBM BHMKOPWUCTaHHS iHTEpPHETY KibepTepopucTamu Ta cdepu
3/I0YMHHOI JiSNIbHOCTI y BCECBITHIM naByTUHI. Po3rnspaetbcs npaBoBe peryntoBaHHS iHTEPHET-BiAHOCHUH.

KniouoBi cnosa: kibepanouuHui, iHTepHeT, iHhopMauis.

The potential threats of network terrorism are explored in the article. The analysis of hacker specialization is given. The
basic signs of modern cybernetic criminality methods of the use of the internet by cyber terrorists and sphere of criminal
activity in the world wide web are described. The legal regulation of internet relations is examined.

Keywords: cyber criminals, internet, information.

Mccnepytotcs noTeHuManbHble yrpo3bl ceTeBoro teppopusma. lopgaH aHanus xakepckon cneuunanusauuu. OnucbiatoTcs
OCHOBHble MPU3HAKW COBPEMEHHOM KMOEPHETUUECKOW NpPEeCcTynHOCTH, Cnocobbl WCNONb30OBaHUS MWHTEPHETA KH-
GepTepopucTaMu W cdepbl NPECTYNHOM [LEesTeNbHOCTU BO BCEMUPHOM nayTuHe. PaccmartpuBaeTcsi npaBoBasi perynsuus
MHTEPHET-OTHOLUEHWH.

KnioueBble cnoBa: KMbepnpecTynHUKU, MHTEPHET, WHAOPMALWUSI.

y nporpamHoMy AoKyMmeHTi — KoHuenuii HauioHanb- AapTHWUMM, LeOTO TaKMMM, WO HE TOPKAKTbCA CHUCTEMM
Hoi 6eaneku Ykpaiiu (OcHoBu aepykaBHOi noni-  HauioHanbHoi 6e3neku Kpaibu. Ha gymky uboro asTopa,
TUKM) BM3HAUEHO 3arpo3W HalioHanbHiM 6e3neui Ta AN8 HaLiOHANbHOI EKOHOMIKM, A€ AECATKM UM HaBiTb
iHTepecam YkpaiHu, 00 SKMX BiHECEHO M KOMN'IOTEPHY COTHI cucTeM 3abe3neuyioTb POBOTY HaMBaXKAMBILLMX
3/IOYMHHICTb Ta KOMM'IOTEPHUH TEPOPU3M. incbpacTpykTyp, 3601 B cucTemMax, KOM OBCNyroByBaH-

UuMano cyyacHMX AOCNIOHUKIB O3HAYEHOrO MWUTaHHA  HS CMOXWBA4YiB MPUMUHAETbCA Ha rOLMHU Ta HaBiTb
crnepevaloThca LWOAO OLHKM peaslbHOro pU3uKy Kibep- fAHi — € "CTaHgapTHMM BMNAfKOM Ha perioHasbHOMY
Tepopu3My, KibepsiiHM Ta iHWMX Kibep3arpos. Tak, pisHi". BigsepTo kaxkyuu, waHosHomy k. Jlbioicy xo-
Ixenmc Jlbtoic i3 LieHTpy cTpaTeriyHMx Ta MiXKHapOOHUX  UYeTbCs He MOBIPUTU: HEBXKE MNEPECiUHUH aMepuKaHeLlb,
nocnipkerb (CLLUA, Konymbis) BBaykae, LIO FOBOPWUTM  SIKOMY Ha KifbKa FOAMH UM HaBiTb [AHIB BiAiMKHY/M
npo KOMMN'lIOTepHI Mepexi, AK Npo BeNWKY axinnecosy eHepro- abo BOAONOCTaYaHHA, CNpUMMaE Lel hakT Ak
n'aty, He cnig. MoensB, BigNOBiIAHI 3arpo3W HeCyTb y  UiJIKOM HOPMasbHWK Ta 3BUUYHWMK? A Te, WO BifLiMKHEH-
cobi MMOBIpHY NpobnemMy AN BE/IMKOro Ta CepefHboro  Hs CTanoca yepes KibepBToprHeHHa (3710umnHusa abo Te-
Bi3Hecy, | aX HiSK HeCrnpoMOMHI HansKaTh THMX, XTO pOpuCTa, Daiayke), TeX He Ma€ 3HaYEHHs, OCKI/IbKM
CEPHO3HO OMIKYETbCA AEPXKABHOIO iHPPACTPYKTYPOLO. BCi BXX€ [aBHO 3BMK/IM IO Takux nepeboiB: TexHiKa, xou

Ona Ttoro wob BU3HAuMTM cTyniHb HebesnekWM | BUCOKOsKICHa, ane He mockoHana [2]. 3a Takoi nori-
MMOBIPHOrO KOMMN'IOTEPHOrO BTOPrHEHHA, CNip 3'ACy- KW, 3rafyeTbCcs BUCAIB Nigepa ykpaiHcbkoro "Bpatctea”
BaTW CTYMiHb 3a/IeXXHOCTi iHPPACTPYKTYpH Bif komn'to-  [mutpa KopuuHCbKOro, KoTpuh ofHOro pasy ckasas,
TEPHUX MEPEX. 1o AK6M XpUcToC NPUHLIOB Ha 3eM/lo CbOrofHi, TO 3

He cekpeT, wo byab-ake iHAYCTPianbHO PO3BMHEHE HUM MOBENUCA O 3HAYHO Fiplle, HIX cTapoaasHi togel:
CYCNiNbCTBO XapaKTEPU3YETbCS BUCOKMM CTYNEeHEM 3a- CbOroAHi Woro npocto He nomitunu 6. He nposopaum
NEeXHOCTI Bij KoMmn'toTepHUx mMepexx. BogHouac uumana napaneneit Mmix lcycom XpuctoMm Ta KiGep3nounHusMM
KiNbKICTb aMepuKaHCbKWX AOC/IAHUKIB HamaraeTbcsi abo KibepTepopucTaMu, BCe > TakM PO3yMieEw, WO
nepekoHaTtu y 3so0poTHoMy. MoBensB, 3arposa sToprHeH- k. JIbioic Mae pauito: Ha Thi HeaKiCHOI Ta HecTabinb-
HA € MiHIMaNbHOIO, | KiBEep3/I0UMHLI 3aaTHI 3acTocyBaTU  HOI PODOTU CUCTEM AepP)aBHOI iHPPACTPYKTYpH (30K-
xiba wo "36poio He MacoBoro ypaxkeHHs, a 36poio pema, B CLLUA) mMoxHa eneMeHTapHO He MOMITWUTH Ki-
macosoro posapatysaHHsa" [1]. OauH i3 aprymenTis Ta- 6epsroprHeHHs! "KibepTepopHcTy MNOBUHHI aTaKysaTH
KOI MO3MLiT FPYHTYETbCA Ha TOMy, WO KiBepaTaku, 3a 6e3niy uinel ofHOYACHO Ta NPOAOBXKYBaTU aTaKy npo-
[OCBIOM, OyXXe PiAKO CMPUUMHAIOTb (Di3UUHI 3OMTKM, TArOM LOBOAI TpWBanoro nepiofy, Wob nociaTH ax i
Wo noTpebyloTb [AOBrOTPUBANIOrO PEMOHTY. Tak, [OCArTH CTpaTeriyHOl MeTH, UM HaBiTb OyAb-SKOro iH-
Lx. Jlbloic 3a3Havae, Wwo "B KOHTEKCTI MakpoeKoHoMi-  woro edekty. LLlogo 6inbwocTi HaiBaxknmBilumx iHdpa-
KM 3600 B cMCTeMax BOLONOCTAYaHHS, €NEKTPOEHEPril CTPYKTYp, TakWi CLeHapil MHOXWHHWX Hanagie € He-
Ta NMOBITPAHOrO PyXy, TaK caMo iHWi cueHapil Kibep- 3AiMCHEHHUM ANA XaKepis, TEPOPUCTHUHKMX rpyn Ta aep-
Tepopy, BuAaloTbca craHgapTHumu nogiamu”. CraH- >xaB (0cobnvMBo Ana Aeps>kaB, KOAW PU3MK PO3KPUTTA |
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po3rnapy BTOPrHEHHs AK aKTy BOEHHOI arpecii € Binb-
UMM 3a Ti CYMHIBHI nepeBaru, KOTpi MOXHa ofeprKaTtu
Big KibepHanagis Ha iHdpacTpykTypy)" [1]. Xoua, ay-
Maetbes, k. Jlbloic nparHe siKocb NpUKpacuTH Kap-
TUHY, WO cKnanacsa B Mepexesin iHdpacTpyktypi CLLA.
AXXe npaKTUYHO XpecToMaTiWHOo cTana icTopis
1997 poky (BOHa HaBOAMTbLCA MPaKTUUHO B yCix ny6ni-
Kalisx npo Kibep3nounHU Ta KiBepBTOPrHeHHs), KoM
aMepuKaHCbKe  BiWNCbKOBE  BigOMCTBO  MNPOBEJNO
€KCNepUMEHT, [03BOJIMBLUM HE3aNIeXXHUM XaKepam
3MofeNoBaTh iH(POPMaLMHY aTaKy NpoTW HaWBaXK/MBI-
KX cucteM xkutTe3abesneverHHs CLUA 3a gonomoroio
KOMMN'IOTEPHUX Nporpam Ta iHTepHeTy. HauebTo Tpbox
XaKepiB BignNpaBu/X Ha YOBHaxX B OKeaH, AaBLUM iM i3
coboto nule nopraTtUBHi KOoMN'loTepu Ta 3abe3neurBLLn
iX KaHa/loM CynyTHWMKOBOrO 3B'A3KYy. 3aBAaHHs, NocTas-
JleHe nepej, Xxakepamu B MeXax LibOro eKCnepuMeHTy —
3aBaaTi WKoau Byab-sKik cMcTeMi »KuTTE3abe3neyeHHs
KpaiHW LWISXOM HECaHKLiOHOBAaHOro BTPYYaHHS B KOM-
n'totepHi mMepexi. Lkoay, wo ii 3yminM 3anogiaty xa-
Kepu (3a3HauuMMoO, WO LWKOZA Mana BipTyalbHWUH Xa-
paKTep i HifiK He no3Hauunaca Ha poboTi CUCTEM) MOXK-
Ha 6yno nopisHATH xiba WO 3 Hacnigkamu anepHoOro
BUOYxy. Halypasnusiwoto BUABMNAcs cucTeMa eHepro-
noctauanHs CLUA: Tinbku 3a nepwuit geHb ataku (k6w
ii 6yno 3aBepLieHo) Mornio 6 3aruHyTv He meHwe 20000
0Ci0, a eKOHOMIiUHi 3OUTKM CTaHOBWUAM O Kinbka Mifb-
ApAis fonapie...

| BCe X TakW YacTUHa creuianicTie BBaXkae, WO UUd-
posui lMepn-Xapbop HEMOXNUBMK, a 3arpo3u Kibep-
BTOPrHeHb NepeBa)KHO HaAyMaHi, BOHW MatoTb Ha MeTi
ofepKaHHs UMMaNoro iHaHCyBaHHA Ha Po3pobKu Bia-
NOBIAHWX 3axopfiB NpoTugii. |Hwa cnpaBa — 3arposwu
3BWYHI, TpagMUirHi, "ctapomopHi". Ha npeBeHTUBHI 3a-
XOAM LIOAO HUX CAif BUTpayaTu Bifblii KOLWTH, OCKifb-
KW iX 3acTocyBaHHf Moe OyTW He BipTyanbHWUM, a
peanbHum. Kibepataki MOXyTb MaTh xapakTep xiba Lo
SIBULLA CYNYTHbOrO...

Ha nymky pociiicbkoro nonitonora |. Moposoga,
npobnema (a BoHa cninbHa sk ana CLUA, tak i ana Po-
cii) nonsrae B ToMy, WO AepyKaeHi cneucayxbu Ta Bi-
[OMCTBa LiNeCNpsAMOBAHO HarHiTalTb CTpaxu HaBKOJO
NOTEHLIMHOI 3arpo3u MepPEXeBOro TEPOPU3MY 3 METOIO
30inblieHHa iHaHcyBaHHsA cBoel gisnbHocTi [2]. Tak,
HaBogATbcs undpu — 50 Minbappais gonapis wopiyHo —
utpar CLUA Ha cTBOpeHHs iHdopMauiiHoi Geanekw
[3]. Ha aymKy cKenTtukie WO4O MOX/IMBOCTI YCMiLLUHUX
KiBEpHETMUHWMX aTaK, FinepwBUAKUH PO3BUTOK Mepexi
iHTEPHET CNPOBOKYBaB BiMHW Y BipTyaslbHUX CBiTax, LULO
Jano nigctaBu yTyponoramMm BHWMaHIOBaTHU uYuMani
KOLWTH y BINCbKOBMX BIAOMCTB Ha 6oOpoTbOy 3 iMOBIp-
HUMH 3arpo3amu. TUM YaCOM BU3HAUYEHHS CTYNeHs UMO-
BIpHOCTI 3arpo3 nepebyBac y NAOLMHI CyO'€KTUBHIN Ta
no3a MeXkaMi rpoMafiCbKOro KOHTpOJio. 3arpo3a MoxKe
OyTU LWITYYHO rinepTpodhoBaHa, Yepes Lo ofHa KpaiHa
MaTuMe LOCTYN LO BHYTPIlWHiX cnpas iHwoi. CTBOpeHHs
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"obpa3sy sopora" 3aBXau Oyno edeKkTUBHUM 3acoBOM
NPOBa[PKEHHS BNIACHOI BHYTPIWHbOI Ta 3OBHILLIHbOI
NoNliTUKKU; "XonopHa BiMHA" NepexofuTb Y BipTyasibHY
nnowmrHy. Hacnigkum KibepHeTUUHOro BTPyyaHHs OfHi€l
KpaiHW y CnpaBW iHWOI MOXyYTb 6yTH pi3Hi: Big BNAMBY
Ha EKOHOMIYHi npouecH [0 PO3rpoMy OMO3ULIMHUX
pyxiB, 34aTHUX NIerko "eKcnopTyBaTUCs" Ha TepUTOpIto
Lep>KaBu-cyciaa.

Tak 3BaHi "cKenTWKKW" 3a3HavaloTb, LLLO NOAWHA Hafd-
TO npuAydYeHa A0 NPOLECIB ynpaBiHHA, | ToMy Kibep-
HETUYHUM TEPOPU3M Ta KiBepHETUUHI BiHW CbOrofHi He
CTaHOBNATb Hebe3neKu Ta PU3WKY B KNACMUHOMY PO3Y-
MiHHI. Hanpuknan, Ha KoHaMTepcbKil cabpuui BCi Tex-
HOMOTiYHI NpoLecH BUKOHYIOTb KOMM'tOTepU. TepopucT
31aMaB MepeXXy Ta 3MiHMB PELENTYPY KOPXKUKIB LUMS-
XOM [JOAaBaHHA B TiCTO CTPUXHiHY. 3aBTpa OTPYHHI
KOPYXUKW MOTpanisiTb [O TOProBesibHUX 3aKiapgi....
MoxknuBui Takui cueHapin? "CKkentUKU" nepeKoHyoTb,
O TaKa cuTyalis abcypiiHa, OCKiNIbKW MIOACbKUM hak-
Top Ha 6yAb-AKOMY BWMPOOHMLTBI 3aNWILAETbCA BHWPI-
WanbHUM, a TOMY >Xax/MBi Hacnigku HeMoxknuei. Ane
BOHM > TaKW 3acTepiraloTb, WO OCKiJIbKM Hawa UMBIni-
3auis genani 6inblue BUKOPUCTOBYE TexHonoril "6es-
KOHTaKTHOro" LUKy, CTyniHb KOHTPOJIIO Ta BTPYYaHHS 3
OOKY NIOAMHW HE NMOBWHEH 3BOAUTUCA LO MiHIMyMy.

OpHuUM i3 apryMeHTiB 1W0A0 nepebifblueHHs 3arpo3
Bif KiBep3nounHLiB Ta KiDepTepopUCTIB € TaKOX pPO3-
BiHUYyBaHHA npodeciiHux Micie nNpo 6eskapHicTb Ta
aHOHIMHICTb iHTepHeT-3710umHLUiB. Hacnpasgi >k 6ynb-
AKWK NpoBakaep MoxKe NiATBEPAMTH, WO AN HbOrO He-
Ma€ TAEMHHWLb Y LiNIbHOCTI MOro KJIEHTIB, a TOMY BiH Y
NPUHLMMI MOXE JIErKO 3HaMTH "TOuKy BXomy'" B Mepexy
HaBiTb TaK 3BAHOrO "30BHiLUHbOrO" MEpPEXXEBOro BaH-
pana. Tak, |. Mopo3oB cTBepmKye, WO POCIWCbKi Npo-
BalfepyM UYITKO BHMKOHYIOTb BKa3iBKM cneucnyxé i
"spaloTb” M KiBepHETUUHMX 3/I0UMHLIB Ta XyJiraHis.
Xoua, 3a3Buuai, Takui BiK AiSbHOCTI POCIHCbKUX NpoO-
BaMgepiB He payxe acpiwyetbca... OTke, "Mepexka €
3HAYHO MiAKOHTPOJILHILIOW Ta aBTOPUTAPHILIOI, HiX
npo ue nobytye aymka" [2]. Y 6yab-akomy pasi, Taki
POCitCbKi peanii.

B YkpaiHi KOHTpO/Ib 3a KOPUCTYBaYaMH iHTEPHETOM
TakoX icHye. A oT uu nepebyBaloTb 3aCOOU KOHTPONIO
B NPABOBIM NOWMHI — LWOAO LbOro € CyMHiBW, 30KpemMa
B |HTepHeT-acouiauii YkpaiHu. Unenn octaHHboi 06y-
peHi npuiHatTam [Noctanoeu KabiHety MinicTtpis
Ne 1169 "Tlpo 3aTBepAXKeHHSA NOPSAAKY OA4epPrKaHHSA [03-
BONY CyAy Ha 3LINCHEHHS 3axofis, WO TMMYacoBO 0OO-
MEXYIOTb NpaBa JIIOLUHHU, Ta BUKOPUCTAHHS Ofep>aHoi
iHdopmauii” (sepeceHb 2007 poky). 3rigHo 3 UMM fo-
KYMEHTOM, MPaBOOXOPOHHI OpraHu MaioTb 3MOry OTpH-
MyBaTW [O3BOJIM Ha NpPUXOBaHE 3HIMaHHsA iHdopMauii
3a 4ONOMOrOI0 TEXHIUHMX 3acobiB, TAEMHE NMPOHUKHEH-
HA B KMTIO TOLLO 6e3 pilleHHs cyay. Take pilleHHs Mo-
e 0fHOOCIBHO "BMNMCyBaTH" rofoBa anensuifiHoOro cy-
Iy, a TPOMafsfHWH, UHIO e/IeKTPOHHY MOLUTY YMTaloTb Ta
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uui TenedoHU NPOCIYXOBYIOTb, MOXYTb MPO LEe HiKOJM
n He pisHatuca. O. OnbwaHcbkui, uneH IHTepHeT-aco-
uiauii YkpaiHu, 3a3Hauae: AKLWO rPOMaAsHWUH HaBiTb i
Li3HAETbCA NPO Te, Lo WOro "CKaHyloTb" y Takui WTHO,
BiH yce OHO He 3MOXe 3BEPHYTMUCA MO 3aXMCT CBOIX
KOHCTUTYLLiIMHUX NpaB, OCKiNIbKKW HIKOJIM HE HapacTb AO-
KasdiB TAEMHOro MPUMNWUCY rOJIOBU anensauiiHoro cygy
[4]. ODomgamo, wo B npoekTi HoBoro 3akoHy "Tlpo iH-
dopmauio”, nogaHomy MiHioctoMm YkpaiHu, nponoHy-
€TbCs BBaXKaTW 3acobamu MacoBoi iHcopMallii BCi BeO-
pecypcu (Baiayke, AOMaLLHI e Y4 OCOBUCTI CTOPIHKM
KOPWCTYBauiB iHTEPHETY), WO nepeabayac AepyKaBHUM
KOHTPO/Ib 3@ iXHIM 3MiCTOM.

Y CLA, no peui, Texx npautoloTb y LbOMY HanpsMi:
TaM y3BMYAEHO KOHUenuilo nybniuHo-npuBaTHOro napt-
HepcTBa (BoAamMo, WO U iAel0 He MOXXHa HasBaTW BU-
3HaHOI B YCbOMY CBIiTi — TEOPETUKMU 3axXUCTy NpaB Ha
NPUBATHE >XWUTTSA OUCKYTYIOTb Npo il BiANOBIAHICTb CTaH-
JapTaM HeBTpyyaHHs B ocTaHHe). OTKe, OCHOBHI 3aca-
au nybniyHO-NpUBATHOrO NapTHepCTBa Haacuay 3acTo-
cosytotbcss B CLLUA i yacTeHbko Taymauartbcsi K asib-
TepHaTHBa: 3aMiCTb NPaBOOXOPOHHWUX OpPraHiB iHTEpHeT
KOHTPOJIIOIOTb NpoBanaepu. 30Kpema, cucTema Hemno-
raHo CnpauboBYE LOAO BUSB/EHHS (PaKTiB NOLIMPEHHS
OWTAYol nopHorpadii (nerwe 3anydatv oo Ui€l cnpaeu
npoBanaepis, Hi>XK Ofep)XyBaTU opAepy Ha OBLIYKW Ta
OTPWUMaHHS AOCTYNiB Ao BGaHKiB faHuX)...

€avHe, B YOMY MOTrOMXKYIOTbCA MiXK COBOI aBTOpH
"nonapHuUx" TOUOK 30py Ha KiBepHeTWuHi 3arpoau, Le B
TOMY, WO KiBGEpPBTOPrHEHHA MOXYTb YCMILHO 3aCTOCO-
ByBaTUCs Ans wnioHaxy. Came ueld MOMEHT CTBOpPIOE
BE/IMKMIH PU3WK O/18 CUCTEM HalioHasbHOi 6esneku:
3HauHO OinbliMi, HiK 3BMUalHi Kibepataku. Taki Aii
MaTUMyTb JIaTEHTHWI XapakTep, MOXyTb OyTW [OBro-
TPUBaSIMMK B Yaci, HIXTO He Byae 3 nokasHowo 6Hpasa-
[OI0 BUXBaNSATUCSA CBOIMW MOX/IMBOCTSIMU BUKOPHCTaH-
Hs iHTepHeTy Ana 36upaHHs iHopMaLii Npo NOTeHUiNHi
uini. PossigyBanbHi cny>kbu 3MOXyTb He nulle oaep-
YKyBaTU KOPWUCTb Bif, iHpopMaLii, Wo € BiAKpUTOIO ANS
[JOCTyny B iHTEpHeTi, a W CKopucTaloTbCs Byab-KOo
MOX/IMBICTIO TAEMHOIO MNPOHWKHEHHA 4Yepe3 Komn'io-
TepHi Mepexi 3 MeTolo 36MpaHHsa iHdopMauii, He npw-
3HaueHoi ana nybniuHoro osHaromneHHs. "Lle cytteso
BiOPI3HSAETbCA BiJ 3/1aMyBaHHSA, OCKiJIbKW Y BMUMNAAKy
YCMiLIHOro NPOHWKHEHHS O BOPOXKOi Mepexi, Tepopuc-
THYHa rpyna uu po3BsigyBanbHa cnyxba byae nosoaMTUCA
HaCTiZIbKU CKPOMHO Ta THUXO, HacKifibkh MoXxnuBo <...>
BOHM CTBOpIOBaTUMYTb 360iB y poboTi... a chokiiHo
36upatumyTb iHpopmauito "B TiHi"" [1]. IHakwe Kaxyuw,
CTYNiHb NPOAYKTUBHOCTI LUMIOHCbKOrO pemecsa mnifgsu-
WHTbCA (BXXEe NiABULLMBCA) CYTTEBO.

| BCce > Taku, 3BaXKalouu Ha NONYNAPHI AYMKU —
OJHHUX [LOCNIOHUKIB, NEepeKOHaHWX, WO He MOyKHa 3a-
NOLIATH CYTTEBOI LUKOAW KOMM'IOTEPHUM CHCTEMAM Ha
PiBHi iH(PPACTPYKTYp, iHLIMX, SIKi BBaXKalOTb, LLO €NEKT-
poHHuii Mepn-Xapbop — cnpasa BXKe HeAanexoro Mai-
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6yTHbOro, — Hepyuu OO ysaru oBWABI TOUKM 30pYy, XO-
YeTbCA MaTH BiANOBIAb HAa 3aMUTaHHS: HACKiNIbKWU Bpa3/iv-
Bi Ana KibepBTOprHeHb Komn'toTepHi Mepexi? [le-
PEKOHYIOTb, WO B iHAYCTPiabHO PO3BUHEHUX KpaiHax
Mepexxi noBoni CTiMki go kibepatak. A B YkpaiHi? B
YKpaiHi 3acnokole Te, WO Mepexi He BebMU PO3-
rany>xeHi Ta poanoeciogykeHi. Moykemo cnogisatucs,
WO MaeMo 4acoBy 'dopy", NpoTAromMm SKoi iHAYCT-
piafbHO PO3BMHEHI KpaiHW BAOCKOHaNATb TEXHOJOrii
3axMCTy BNacHUX Mepex Bij KibepaTak, a noTim, y Mipy
PO3BUTKY MEPEXX BITYUIHSHUX, MU 3MOXKEMO MEPENHSTHU
B "npocyHyTux" cycigiB ixHi Hoy-xay. CnogiBatuca mo-
XeMmo...

MoniTusauia xakepiB — HOBITHE sABULle cepep
KOpUCTYBauiB iHTepHeTy

3a y3BMUAEHOIO KfacHudiKauielo, Xakepu nogi-
nATbca Ha nipartis, 6poysepis (aHrn. brouser — ToM,
wo npornspae) ta kpekepie. lipath — Henpodecio-
Ha/M, HaMMEHLU TeXHIYHO AOCBigueHi, TXHA AiANbHICTb
obMexyeTbca Xxiba WO 3[aTHICTIO MPOHMKATU A0
cuctem (ix Haniuyetbcs 6nu3bko 90 %). Bpoysepu —
oW, SKi MaloTb 3HAYHO LUMPLLI TEXHIYHi 3HaHHA Ta
MOX/IMBOCTi, BOHW OTPUMYIOTb HEAO03BOJIEHUN [OCTYN
0O painiB iHWKX NOOENH, OO UYYXKHUX CUCTeM, ane
cyTTeBOi WKoaM He 3aspaiotb (6ausbko 9 %). 1%
XaKepie npunajac Ha Kepkepie — ue, no cyTi, Kibep-
3/I0UYMHLI, KOTPi MaloTb BENIMKI TeXHiUYHi MOXK/IUBOCTI,
3HaHHA Ta HaBWukM. Came BOHM LWIKOASATb HaMbinblue:
Bif, KOMitoBaHHA paWNiB A0 UiIKOBUTOrO HMULLEHHSA
nporpaMm Ta cucteM. YkpaiHcbkui gocnigHuk O. Yep-
HaBCbKMM Binbll AeTanbHO aHali3ye XaKepCbKy
cneuianizauito [1] BiH roBopuTb npo xakepis-gochnig-
HUKIB, XaKepiB-3NaMHWKIB, XaKepiB-BaHAanie, Kpe-
KepiB, nipatis, KibepTepopwucTie, BipMelKepiB (THX,
XTO Npauloe Haj CTBOPEHHAM KOMMN'OTEPHWUX BipyciB),
Kapgepie (MaxiHauii 3 KpeAWTHUMW KapTKamu Ta
6aHkomaTamu), dpikepis (cneuianisyloTbca Ha Hesa-
KOHHOMY MiAK/IlOYEeHHI [0 TeNedOoHHUX Mepex).
Bitumsnanmii gocnigHuk B. Tonybes HaBoauTth cTa-
TUCTHUYHI CNiBBIAHOLEHHS Pi3HUX MOTUBIB NPU BUMHEH-
Hi KOMN'IOTEpHUX 3/I0UMHIB. Tak, eKkcnepTHa Kowmicis
IHTepnony 3a3Hauuna, WO KOPUCIUBI MOTUBHU MPUCYTHI
B 66 % Bunagkies, nonitwuHi — B 17 %, ApocnigHu-
UbKWi iHTepec npeBanoBaB y 7 % Bunagkie, xy-
niraHcteo — 5 %, nomcta — 4 % [6].

Hesanepeunum € Te, wo KibepakTusicTM CbOrogmi
HamaraloTbCs nepeHecTM Ao KibepnpocTopy peasibHi
pyxu rpomagaHcbkoi Henokopu. Ha aymky [. [leHHiHr,
iHTEPHET CbOrofAHi BBAXKAETbCS BMJIMBOBUM BaKeseMm
ONA 3MiHW KYPCiB BHYTPILUHbOI Ta 30BHIUHbOI NOAITUKH
6yab-aKoi aepaeu | nepenbayac B LbOMY acnekTi Tpu
BMAM AisnbHocTi: 1) couianbHa aKTUBHICTb; 2) XaKTHBI3M
(sig aHrn. hack i activism); 3) kibeptepopusm [7].

llepwuii Bud JdiaasHocmi — couianeHa (noaimuy-
Ha) akmuBricms — He nepeabauvae AKOICb NiAPUBHOT
LiSNbHOCTI, a nondra€e B Pi3HUX popMax BWUC/IOB/IEHHS
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cBoix nornagis. @opmu MoXyTb 6yTH Pi3HUMMU:
CTBOPEHHS CaMTiB, PO3CHUJIaHHA MOLITOBUX MNOBIAOM-
NeHb, HanWcaHHA EeNeKTPOHHWX nybnikauil, o6roso-
peHHs npobneM, CTBOPEHHs MNeBHWUX Koanilik Ha
popyMax Ta B yaTax opraHisauis LisNIbHOCTi OCTaHHiIX.

Apyea kameeopis couianbHO Ta NONITUYHO aKTWUB-
HUX KOPMUCTYBauyiB Mepexi iHTEPHET BWKOPHUCTOBYE
NepeBaKHO HE3aKOHHi MeToAM AisNbHOCTI. IxHi  Aji
3MIHIOIOTbCA B MeXKaX AENiKT-3/I04MH, asie MOpPYLUEHHS
HOPMaNbHOI POBOTU MEBHWUX OINAHOK Mepexi, Crnpuuu-
HEeHi LUMMW [isMM, He 3aBAaloTb CYTTEBUX 3OUTKIB.
MNpuknagn — cTpalku B iHTEPHETI, UinecnpsMoBaHi
H6ombapyBaHHA UMEICH €NEeKTPOHHOI noWTH, BEO-
XaKepCcTBO, KOMM'IOTEPHI 3/1aMH, BipycH Ta "yepB'siku'.
XakmuBism — ue nNoegHaHHA couianbHoi (NONiTUYHOI)
aKTMBHOCTI Ta xakepctBa. OcTaHHi BMKOPHCTOBYIOTb
cneyianisosaHe nporpamHe 3abesneuerHs. MMepesaxkHa
GiNbLUICTb COLiaNbHO aKTUBHUX XaKepis nparHe sKO-
Mora 6inblworo iHopMyBaHHS NPO CBOI Aii, TOMY LWK-
POKO BUKOPUCTOBYE MefiacK/iafoBy.

Crpaiiku B iHTepHeTi nonsraloTb Yy BifBiAyBaHHi xa-
KepaMHl MEBHOro CaMTy Ta CTBOPEHHI Takoro Tpadiky,
3a AKOro iHLWi KOPUCTYBadi He MOXYTb Liel caMlT BigBi-
natu. Mig yac nepensuBOPHUX KaMnaHii Pi3HWMX POKIB
yKpaiHCbKi NOMITUKK BiguyBanu Ha cobi Aii xakepwcris:
IXHI nepcoHanbHi calTW He npauoBany i No Kinbka Ao,
i npotarom TuxHA. OfHWMM i3 HaMBigOMIlWKWX haKTiB
cTpaiky byna ataka 2007 poKy Ha CalT KOJMLUHbOFO
HapogHoro genytata noJsitonora [mutpa Buppina.
Pe3ynbtatom ctanu 3arofioBKW B iHTEPHETI Ha KwTanTt
"BugpiHa B6uTO!" — TaKMM YMHOM MONITUK BUKOPWUCTaB
HENPUEMHUI haKT KiNbKafeHHOro CTpalky Ta 3pobus
cobi Ha upomy PR. [lo peui, oy»e HeTpuBiasbHWI Xia,
KONW MepiackfiafioBa CTasa 3Ha4yHO eqEKTUBHILLUM
3acobOM He AN XaKepUCTIB, a AN iXHbOI YKEePTBH.

BombapaysaHHs €1eKTPOHHOI MOLLITH, fIKE Lie HasM-
Ba€eTbcA "poiHHAM" (Big aHrn. — swarming). OgHa cnpa-
Ba, [Ba-TPU JIMCTU Ha CaMT nonitTvka, WO nepenbdayae
3BOPOTHMI 3B'A30K. |HWa cnpasa — TucAYa abo Kinbka
TUCAY JIMCTIB, HafmicnaHMX OLHOYACHO 3a [OMOMOroto
crnelianbHUX NpOrpam: MOLITOBA CKPWUHbKA NEPEnoBHIO-
€TbCH, iHWI BiABiAYBadYi CalTy HE MOXYTb i3 i BTAaCHUKOM
3B'AI3aTUCSA, BIACYTHICTb TpaHCMApPeHTHOCTi B  fgiax
noJjliTUKa Ta WMOro MONITUYHOI CUAU LAPATYE, BUKIIUKAE
HEBAOBOJIEHHSA, B LbOMY MNO4YMHAIOTb BOaUaTH MNONITHY-
HUW nipTekcT. Sk HacnigoKk — neBHi 3OUTKW ONA noni-
TUYHOTO PEUTUHry. SKLLO TaKi Aii XakepuCTiB NoMiyaloTb
He Bigpa3y abo > BOHW CHUCTEMHI, (haKTop uyacy — 3a
TWXIOEHb UM 3a KiNbKa AHIB nepef BMbopamu — MOXKe
ctatv datanbHum [3].

Mig uyac BiMHWM y konuwHin Krocnasii ctopoHu 3
obox 6okiB KoHMNiKTY 6Gombopaysanu eneKTPoHHY
nowTy ypaposux cautie CLUA. Y Bignosigb natpiotuu-
HO HanawToBaHui xakep i3 KanidopHii Bupiwne 3a-
6nokysatu cant ypsay Hrocnasii, Hagicnaswu Ha
dyHKLUito 3BopoTHOro 3B'a3ky noHag 500 000 nosigom-
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nerb. Cant "ynas", a iHTepHeT-npoBangep Kanicop-
HiWLA NopBaB 3i CBOIM KOPWUCTYBAYeM LOrOBipHi CTOCYH-
KW yepe3 NOpPYLUEHHS aHTUCNaMOBOI NONITUKKU KaMnaHii.

Mpuknagu couianbHOI Ta NOMITUYHOI aKTUBHOCTI Xa-
KEPUCTIB 3 iHWMKX KpaiH BpakaloTb. A MONITUYHY CcKNla-
[IOBY YKpaiHCbKMX 3HaBLUiB poboTH iHTEpHETY B Hac
CTaBAATb Mif, CyMHIB: Ha Hawy AymKy, 6inbwictb Tak
3BaHUX XaKepwucTiB B YKpaiHi BUKOPWUCTOBYIOTb CBOI
cneuianbHi 3HaHHA 3 MeTolo 3baraTuTuca | npauoloTb
Ha 3aMOBJ/IEHHS NPEACTABHUKIB NOAITUUHUX UM BisHeco-
BUX Kin.

Komn'toTepHi Bipycu Ta "4epB'siki" BUKOPWUCTOBYIOTb-
CS  XaKTUBICTaMW, 3a3BMYaMK, QAN PO3NOBCIOOYKEHHS
MECHUIXIB, LLO MICTATb NPOTECTHi 3aK/JMKU Ta MOLIKOA-
>yloTb nporpamHe 3abesnedeHHs abo K MOXyTb 3aBaa-
™M KoMmn'loTepy (hi3uuHOi WKoAM (nepenporpamyeaTu
MOro Ha caMo3HWLLeHHs). 3 icTopii, nepwWi npoTecT,
noB'si3aHWM 3 BUKOPMUCTaHHAM "ueps'ska”, ctasca 1989
POKy: panToMm ydyeHi AfMiHicTpauii HauioHanbHoOI aepo-
HaBTUKK Ta KocMoHaeTUKKM CLUA nobaumnu KapTHHKY 3
Hagnucom: "Yeps'aku npoTu spepHux yousup! Bu ro-
BOPUTE NPO MUP AN BCiX, a CaMi roTyetecs OO BilHW".
TakuM UMHOM NpPOTECTYyBa/IbHUKW BUMaraau 3ynUHWTH
3anyck Ha lOniTep KocmiuHoro uoeHuka 3 obGnag-
HaHHSIM, WO MaJjio >XUBWUTUCA Bif, PafioakTUBHOrO niy-
TOHifl. Tak HiXTO W He QOBiIgABCH, WO TO 3a aBTOP "yep-
B'AKa" 3 nocnaHHAM... Ane Moxke 3paTucs, WO Xake-
PUCTH — Lie NPOCTO BELIKeTHHKM, AKi MaloTb cnewiaibHi
3HaHHS, Taka cobi cekTa BTaEMHWYEHMX, MeTa SAKOI
HanaroguTH Li€BUHA rPOMaACbKUMA KOHTPOJIb Ha PiBHI KO-
pucTyBadiB iHTepHeTy. Ha >xanb, Qmii xakepwucrie Me-
XYIOTb i3 [iAMM, WO MaloTb O3HaKU KiBepHeTUYHOro
Tepopuamy. Tak, 1999 poky i3painbcbkui nignitok
Hip 3urpoH oronocws, Lo 3HULWMB ipaKCbKUI YPSLOBUN
caut. HeBpnoB3i xnoneupb ctaB Masio He HaLlioHa/bHUM
repoeM. Mignitok pas iHTepsto: "... calT MicTMB Bpex-
Hio npo CLUA, Benuky BputaHito ta Ispainb, a takox
6e3niu }axaMBUX 3asB Npo eBpeis... d nogymas, WO
Konu lspainb Goitbca B6MTM Capnama XyceiHa, To s
3MOXY, NPUHaMMHI, 3HUWMTH Horo cawnT!". Xutpomyg-
PUM XaKTUBICT NMOCNaB Ha ipakKCbKWM CaMT KoMmn'toTep-
HWW BIpYyC Yy JOAATKY OO eneKTpoHHoi nowTu. He 6yno
rapaHTii, WO cnyxboBLi, fAKi ONiKylOTbCA CalToM,
BiOKPHIOTb JIUCT Ta NOOUBNATLCA 3apaykeHe BKIALEHHS.
Toai Hip 3urgoH Boascs A0 XMTPOLWIB: BiH Hanucas y
JIUCTi, WO € NasieCTUHCbKWUM npuxunbHukom Cappama i
CTBOPUB BipyC, 3[4ATHUW 3HULLWMTU i3paiNbCbKi CaWTH.
LoBipnuBi ipakui BigKpuiM [OLATOK, i BipyC 3HULLMB iX-
HiW CaWT MpPOTAroMm roguHu. Makcumym, O XaKepucT
oTpUMaB y Bianosiab — uUe nobaxaHHa "niTM A0 Aifb-
Ka", BignpaBneHe MOMY ipaKCbKUMM MOTEPMIUMMU...

BipycoBa Ta "uepB'sakoBa" aKkTUBHICTb B YKpaiHi po-
BOJi BUCOKa. [lpoTe KonekTuBiB, WO UinecnpsamMoBaHO
NPOAYKYIOTb BipyCH Ta PO3NOBCIOMXKYIOTb iX, nepechni-
OylouM SKYCb MeTy, He 3apeecTpoBaHO. 3apa’keHHs
KoMn'loTepiB | cucTeM BiAOYBaETbcA Ha piBHI  Npo-
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BalaepiB, KOTpPi HexTyloTb 6e3nekolo CBOIX KOopHC-
TyBauis, abo > Ha PiBHi NEPeCiUHUX IHTEPHET-KOPHCTY-
BayiB, KOTpi B3arasli He KOPUCTYIOTbCS aHTUBIPYCHUMHM
nporpamamu abo X He CRigKyloTb 3a iXHIM pe-
ryNsipHAM MOHOBNEHHSAM. XaKepW YCMIlWHO CKaHyloTb
iHTEpHET | BULIYKYIOTb 3apakeHi Komn'loTepu, 3 XWb-
HUMWU KOHCpirypauissMu i HaneXHUM UYMHOM He 3a-
XuLleHi. Taki MallMHX MOXYTb CTaTW YacTUHOK "Me-
pexi 60Tis" (6OT — Ue noyacT aBTOHOMHa KOMM'lo-
TepHa NporpaMa, Lo KOHTPOJIIETLCA BifJasleHUM KO-
pUCTyBaueM Ta 34aTHa 3apaxkaTtu komn'toTepwu). YHacto
BUSIB/ISETbCS, LLO XaKep-OAMHaK KOHTPOJIIOE TUCAYI
3apaXKeHWX KOMN'tOTEPIB, Y Pi3HUX KYTOUKax NiaaHeTH.
BiH Mo)xe paBatM KOMaHgW Komn'toTepaM i3 CBOET
"Mepexxi 6oTiB" Ta uepes 3aWMPOBAHWK KOMYyHI-
KaliMHWWA KaHan BifCNiAKOBYBaTH BCi 4il BNlAaCHUKIB 3a-
paXeHUX KOMM'toTepiB — CKaHyBaTW iXHIO iHdoOp-
naHux abo K paBaTM IM  KOMaHay, OAHOYacCHO
30IMCHUBLLUM aTaKy Ha Oynab-aKuH KoMmn'loTep-MilleHb
abo mepexy (Tak crtanocs i3 caitom [. Buppina).
BnacHukuM npo ue HaBiTb He 3p0ragarTbCs...

Kibepmepopusm — ue TepopucTuuHi aii B Kibep-
NPOCTOPI Ta NOJIITUYHO aKTUBHE XaKePCTBO, LLO BUMHEHI
3 METOI0 3aBJaTh CEPUO3HUX 3OUTKIB UTTERISSIBHOCTI
NIOAMHK Ta eKOHOMILi KpaiHu. Lle moxyTtb 6yTn Hesa-
KOHHI BXOZXKEHHSI B CWUCTEMY YMpPaB/liHHA MOJIbOTaMM,
Wo6 CAPUUMHWUTH 3ITKHEHHS NiTakis abo BralTyBaTH iM
iHwWwi aBapii Towo. BeaxaeTbca, wo TepMmiH "Kibep-Te-
popuam” 3apogueca 1980 poky 3aBasikM HayKoBLUO 3
IncTutyTy 6esneku Ta possigku (CLUA, KanidopHis).

Ak 3asHauae [. [eHHiHr, cTyniHb 30UTKIB BiA
LiSNbHOCTI KOYKHOI i3 3a3Ha4YeHWX KaTeropid HapocTae
Big nepworo go TpeTtboro (Bi4 couiasbHOI aKTUBHOCTI
0O KibepTepopuamy), ane npu uboMy 30iNblUeHHS
cTyneHa 30WUTKIB He O3Haya€ NigBULLEHHSA PIBHA MO-
NiTUYHOI ePEKTUBHOCTI, TOMY LLLO, HAMPUKNAL, €NeKT-
POHHWM 3aK/JMK [O MiNIbUOHIB KOPMUCTyBadiB i3 pne-
MOHCTpAL€l0 TaKoro > MinbHhoHa NigNUCIB MOXe
BMNJIMHYTH Ha MOJMITUYHI NPOLECHU CUJbHILE, Hi>XXK Hanag,
wo nepebus HopMmanbHy poboTy AKOiCb Cy>6u 3a-
6e3neyeHHs KUTTELIANBHOCTI.

Y TepmiHa "KibepTepopu3M” HeMae yHiBepCanbHOro
BU3HaueHHs. Cepef, TEOPETHKIB Ta NPaKTUKIB TPUBAE 3
LUboOro npuBogy QAWCKycid. Havepaniwumu Ham Bupae-
TbCA BW3HaueHHs, 3anponoHoBaHe Knahem BinbcoHom
(CLLA) [8]. KibepTepopuam — Le BUKOPUCTAHHA KOM-
n'toTepis fK 36poi NONITUYHO MOTUBOBAHWMH MidKHa-
POAHWMK abo HaLiOHaNbHUMK FpynaMH Yh TAEMHWUMM
areHTamu, KOTpi 3aBgaloTb abo 3arpoxyloTb 3aBaaTH
LWKOAMU YK MOCIATU MaHiKy, 3 METOIO BMJMHYTH Ha Hace-
neHHs abo ypag ana 3minn nonituku. [logamo, wo me-
TOlO KibepTepopHUCTiBE MOXKYTb BYyTH NOAITUUHA Ta €Ko-
HOMiuHa pectabinizauis, caboTax, NPUBMAACHEHHS Bil-
CbKOBMX Ta LMBI/IbHUX aKTMBIB 3 MNOJITUYHOIO METOIO,
371aM KOMN'IoTEPHUX Mepex, KibepsilHa Towo.

Cnoco6u BUKOpPUCTaHHA iHTEpHeTY
KiGepTrepopucramu:

OnpHITIOTHEHHSI CBOET AiSUTBHOCTI,
npomnaras/a, CUXoJoriyHa BilfHa.

I opmartis MOKe 110JaBaTUCh SIK ICTOpPHYHA
JIOBiJKa, sIK BimomocTi 3 Giorpadii ainepis,
MaHidecTiB, IHIIMX TPOrPaMHUX
JIOKYMEHTIB TOIIO. {15 BEACHHS
TICUXOJIOTIYHOT BiifHU BJAIOTHCS 10 TAKHX
3aco0iB, sk Ae3iH(popMaLlis, MOrposH,
nyOutikaris Ha BeO-caiitax 300paxeHs, 110
HaBOJITH XkaX. J[0 LbOTO % BUAY MiSUTBHOCTI
MOKHA BiJJHECTH MeJlia-TepOPU3M.

Ilponazanoa.
Onpunioonenns.
Honimuuni akuii.
Inghopmauiiino-
nCUXONoziunuil 6NAUE
(siitna).
Hlaxpaiicmeo ma
MAHInyn06anusn
oanumu.
[esingpopmayis.
Poboma 3 uymkamu.
Meodia-mepopusm.

30upanHs rpotei i GpiHaHCYBaHHS Dinancysanns.
NisTBHOCTI. BiAnoBiqHI 3aKIMKH MOXYTh 3oupanns kKowmis.
HAaIpsAMy MICTUTUCS Ha calTax, a MOTiM Konumpone.

HAIXONUTH y BUIIIAJI CIaMiB Ha €IIEKTPOHHY

MOIITY Bi/BinyBawiB. JlesKi TepOpHCTHYHI

rpynu ()iHAHCYIOTh CBOIO JISUIBHICTS 132

JIOTIOMOTOI0 IIaXPaiiCBKUX IHTEPHET-CXeM

(HanpuKnaj, TaK 3BaHi "Hirepiiiceki auctu").

IMomninureHHs BIacHOI OpraHi3auiifHo1 ITnanysannus
CTPYKTYpPH, MEPEeXi; JeleHTpati3arlis, diAnsHoCmI,
GaraTokaHaIBHICTh. B ineani, Tepopuctuuna | Koopounauin

rpyrna He TIOBUHHA MaTH OAHOTO Jiiaepa, isAnvHOCHI,

KOTpUIi JIETKO CTaHE MILlICHHIO: BCEPEANHI Be3neuni komynixauyii.
IPYIU HEMAE KOPCTKOT iepapxii. 3 MeToro Anonimui @t maemni
peaiizalii 3aBJJaHb 'pyra BUKOPUCTOBY€ KOoMyHIKayil.

HOBITHI iH(opMaIiliHi Ta Dopmyeannsn
TeIeKOMYHIKaI[iiHI TEXHOJIOTII. cybopounayiinux
BinMoBHBIIHCE Bift Gi3HUHOTO MicIs st 36’a3kie. Opzanizauia
3ycTpideil, HOBITHI TEPOPUCTHYHI IPYIIH mepopucmuynux

CTBOPIOIOTH CBOT TOBAPHUCTBA Ha YaTax i
caiiTax.

Mmepedc. Ynpagninnua i
KOHMPOb.

OmutaifH pekpyTHHT. SIKIO PeKpyT He
BIICBHEHHII y CBOEMY Oa)kaHHI BCTYIIUTH 10
rpyny, abo rpyma He BICBHEHA B HHOMY,
peKpyTa BiANpPaBISIOTh y YaT, 1€ 3 HIM
MOJKYTb CIILUIKyBaTHCS (CKaHyBaTH,
TECTYBATH) iHIII WIEHU TOBapUCTBa. [ToTiM
HOTO MOJKYTb BiIIIpaBUTH HA IHIIHII 9aT s
JieTaIbHINIO] IepeBipKy i, HapewITi,
JI03BOJUTU (DI3SUYHHUI KOHTAKT i3 YICHOM
TpyHH.

Bepoysanns.
Modinizayis.

TntepHer — e 6e3MexHa HUPPOBOIO
6i0110TEKO10, TOMY #10T0 JIerKo
BHKOPHCTOBYBATH 115 30MpaHHs
inpopmauii. B nociouuky Asnb-Kainu,
3HaiijeHoMy B AdranicTaHi, iiieTbes mpo
Te, 110, BUKOPUCTOBYIOYH BiIKPUT1
pecypcH, MoXHa 3i6pati MiHIMyM
BiCiMzIeCAT BIICOTKIB iH(opMaii mpo
Boporay. CrienianicTu BBaXarTh
(I'.Beitnmann, CIIA), mo npocruii crnoci6
HOLIYKY 32 KIIOYOBUMH CJIOBAMH B ra3erax i
JKypHaJlax (KOHTEHT-aHalli3) MOxe
JI03BOJIUTH

Iowyk inghopmauii.

3oupanns ingpopmauii.

Ilpumimka.

VYipaBiiHHSA  OXOPOHH
noBkimst CIA Buna-
a0 3i CBOTO caifTy
THCAYI IUTaHIB PU3HUK-
MEHEKMEHTY, SIKi CTO-
CYIOTBCS HEOEe3IeUHUX
XIMIYHUX 3aBOJIB.
Mintpanc CIIA 3Hsu10
iHopmanito, mo Mic-
THTh MamH TPyOompo-
BOJIB.

Ilentp 3 KOHTpoONIO Ta
HOTICPEKCHHS
3axBOpIoBaHsb 3itep Jlo-
HOBigp HPO  XIMiYHHI
TEPOPH3M.

VYes  mepeniveHa  iH-
¢dopmanis Oyna mOTeH-
IifHO KOPHCHOIO IS
TEPOPUCTIB.
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B VkpaiHi HixTO HE mpo-
BOJIUTh MOHITOPUHT'Y
caliTiB OpraHiB Jepxas-
HOI BJIAJIM Ta YHPAaBIiHHA
MOA0 IXHBOTO HANOB-
HeHHs iH(popMalli€ro, 110
MOJKe TIPHCITYXKUTHCS
3MIOYMHISIM ~ HA  Oyab-
sxuid mtro6. 1990 poky B
Vkpaini Tex Oyno cka-
COBAaHO IHCTUTYT IIEH-
30piB y ApYKOBaHHX Ta
SIIEKTPOHHUX MeJia.

B iHTepHeTi BUTbHO po3MillieHi MOCIOHNKH
Ha Temy: "sik 3pooutn" (6omOu, oTpyTH
TOLIO) MPUCTPOT, IO MOXKYTb IIPU3BECTH
10 Ypa)KEHHS BEJTUKOT KUTBKOCTI JIto/eH.
("TIpakTukym caboraxy", "EHImKIIONE IS
JDKUXaay" - 11l KHUTH TIPOTIOHYIOTh
JieTalbHI IHCTPYKIIT PO T€, IK CTBOPUTH
MiANUIBHY OpraHi3aiito Ta 31iiCHUTH
TepopucthyHi ataku; ""KepiBHUITBO
tepopucra”, "SIk podburn 6omOu: KHUra
apyra").

Po3nooin ingpopmauii.
Ilowupennsn
inghopmauii.

3a iHiuiatBoto Pocii, 1998 poky OOH yxBanuna
Pesonouito 53\70, wo crocyeTbcsa Kibep3nounmHHOCTI,
KibepTepopuamy Ta KibepsiiHu. Ls pesoniouis
neplwmi Kpok Ao obMiHy [OCBIOOM MiXK [ep>KaBaMu-
uneHamMu CBITOBOrO CMiBTOBApUCTBa: [AEP>KaBWU-UYJIEHU
MailoTb iHpopmyBaTh [eHepanbHOro cekpeTtapsi npo
cBOi nornagu Ta ouiHku wopo: 1) npobnem iHdbopma-
LiMHOT 6e3nekn, 2) BU3HAYEHHS OCHOBHMWX MOHATb, MNO-
B'A3aHUX 3 iHcopMaliiHol 6esnekolo, 3) PO3BUTKOM
MiXKHAPOLHWUX MPUHLMMIB, WO NOAINWYoTb rnobanbHui
iH(popMaUilMHWM MpoCTip i TenekoMyHikauii Ta pono-
maratoTb 6opoTucs 3 iHhopMaLiMHUM TepopU3MoM, 3i
3n04nHHicTIO. MMounHaHHA ue, Ge3nepeyHo, MO3UTHBHE.
OpHa 6ipa: astoputet Ta "Bara” OOH y cBiTOBUX Mix-
HapOJHHUX BiAHOCMHAX HEBMUHHO 3HWXyeTbcs. [popo-
KyloTb abo NOBHY MoepHi3auito Liei Mera-MixxHapogHOI
opraHizauii, abo > ii camonikeigauito, K CBOro uacy ue
Biadynoca 3 Jliroo Hauii.

AKi > OCHOBHi O3HaKWM CyyacHOro KibepHeTWYHOro
TEepopU3My Ta KibepHETHUHOT 3N10UYUHHOCTI?

lMepwa osHaka — mepumopiansHa. NMobyTye nym-
Ka, WO TEPOPUCTUYHI Tpyny MpouBiTaloTb y TOMY
cepefoBuLli, Ae Mosioab Mae obMexxeHi yMoBW gOJis
PO3BUTKY B MeXax CycnifibcTBa. |Hakwe Kaxyuu,
MOEeTbCs MPO CYCNiNbCTBA HEPIBHWUX, OOMEXEHUX MOX-
JMBOCTEH, NpWTaMaHHi [Aep>kaBam i3 HW3bKMM pO3-
BUTKOM [l@MOKpPaTUYHUX iHCTUTYTIB. "Jlerkictb KoMmy-
HiKauil y cydacHoMy cBiTi pobuTb MicuenepebyBaHHA
LIHOBUX OCI6 He TakWM y)Ke M CYTTEBUM YMHHWKOM, $IK
paHiwe. BukopuctanHsa "gipok" y cuctemax 6Gesneku
Jlae TepopucTaM Ta OPraHi3oBaHWM 3/I0YUHHUM Yrpy-
MOBaHHAM MOXX/MBICTb MpauloBati He 3  [JOMaLlHiX
TepuTopil, a 3 HenepenbauysaHux Micup” [9]. Omxe,
BiNbLWICTb TPaHCHALIOHANIBHUX 3/IOYUHHUX YrpynoBaHb i
TEPOPUCTUUHMX OpraHizauii 6asyloTbca B KpaiHax i3
nepexigHolo eKOHOMIKO Ta B KpaiHax, Lo po3BH-

30

BatoTbcsl. Lle noscHioeTbea cnabkoto KapanbHOK CUCTe-
MOIO 3a3HaYeHUX [AepXKaB, HeOOCKOHa/IMM 3aKOHO-
LABCTBOM, KOPYNUIElO B OpraHax [ep)XaBHOi BAagu Ta
ynpaB/iHHSA, 30KpemMa B MNPaBOOXOPOHHUX OpraHax.
BearkaeTbca 3ara/ibHOBU3HAHWMM hakToM, LLO BinbLiicTh
BMCOKOKBanihikOBaHUX TEXHIYHUX creuianicTie, KOTpi,
MMOBIPHO, TOTOBI MNPWUCNYXXUTUCSH KPUMIHaNbHUM Ta
TEPOPUCTUYHUM CTPYKTYpaM, NPOXMUBAKOTb Y KpaiHax
konuwHboro CPCP ta B IHgii. 3posymino, wo ogHa
wocTa cyuwi, Ky MaB KonuwHiKn PagsHcbkui Cotos Ta,
Ha gonauy, lHaisa — ue BenbMu NpobnemHi B colianbHo-
€KOHOMIYHOMY ceHci TepuTopii. BopHouac poeoni
JNIOSINBbHOIO LOAO KOHTPOJIO 3a TeNleKOMYHiKaLliMHUMK
CUCTEMaMU € TakKa BHUCOKOPO3BMHEHA KpaiHa, fK
HimeuunHa. Binblwa yacTMHa TepOPUCTUUHOT 3MOBM, fiKa
mana micue 11 sepechs 2001 poky (konu 6yno 3pyi-
HOBWHO ABa xMapodock B Hbio-Mopky) rotysanacs sik-
pa3 y HiMeuuuHi, 3aKOHU SIKOT YMOXIUBAIOIOTb SIKHaM-
LWMpLWY TaEMHY gisnbHicTb. Cnpasa B Tomy, wo Himeu-
UMHa MOBCSKYAC HaMaraeTbCsi CMAPOCTYBaTWU 3BUHY-
BayeHHs 3 BOKY rpOMafCbKOCTi B TOTallbHOMY KOHTPONI,
wo 6yB npuTaMaHHWi AepyKaBHOMY anapary yacie Ha-
uuamy. Enoxa HapsBuuyalHUX MOBHOBakeHb Noniuil 3a
lTnepa nepeiwna B CBOK LIJIKOBUTY MPOTUNEXKHICTD:
CbOroAHI TEPOPUCTU MatloTb 3MOTYy BUKOPWUCTOBYBATH B
Lii KpaiHi TeNeKkoMyHiKaliWHi CUCTeMM, NPAKTUYHO He
PU3MKYIOUH, WO iX BUKPHIOTD.

LLlo >k no YkpaiHu, TO TYT KOITbCA BENIMKA KiNIbKiCTb
(PiHAHCOBUX 3/I0YMHIB, BUYMHEHWUX 3a NOCEPEeLHULTBA
KoMmn'toTepiB Ta iHTepHeTy. | Bce X, xou YKpaiHy BBa-
YKaloTb I)KEPESIOM LMX 3/I04MHIB, HE MOXHA 3 TOYHICTIO
CTBEPAXKYBATH, WO camMe rpomamasHu YKpaiHu ix
BUMHAIOTb. Tak, YAMano iHO3EMLB BUKOPUCTOBYIOTb iH-
TepHeT-pecypcu  YKpaiHM, a B csiToBoMy "kKibep-
ToBapucTei" YKpaiHa AaBHO Mae€ iMigpK nepyaBu 3 06-
MEXEHUMU MOXK/IMBOCTAMKU NpPOTUAIT  KiBepanounHam.
Hopamo, wWwo KopynuiiHi 3B'A3kM paoTb 3Mory Oa-
ratboM iHO3eMUSM TpUBa/IMA Yac HeneraabHo ne-
pebyBaT Ha TepuTOPpIi Haloi Aep>KaBH.

Apyea osHaka — nocmitine BOOCKOHA/NEHHS CNO-
c06iB cKOEHHS 3/04UHIB (A60 MEPOPUCMUYHUX QK-
miB) 3a donomozoro Kibepnpocmopy.

| TepopucTH, i TpaHCHaLiOHaNbHI 3/IOYMHHI Yrpy-
nosaHHs (Konymbilicbka Madis M Ta, WO eKc-
nopTtyBanacs 3 TepeHie KosuwHboro CPCP) Bukopuc-
TOBYIOTb HOBITHI iHcpOpMaLifHi TexHonorii: ue i cTinb-
HWKOBI Ta CYNYTHWKOBI TenedoHM, i KOMN'toTePU 3 Y-
MaMMKU MOX/IMBOCTSIMM, | NPUBATHI iHoOpMaLilHi Me-
pexi. Benukoro aHaueHHs B ixHiN gisanbHocTi HabyBae
aHOHIMHICTb Ta LWKpPHU (METOAMKMU LIMPYBaHHS Ta
aHoHimainzepu). Hepani Ginblly KinbKicTb iXHIX AMCTIB
He MOXYTb PO3WWQPYBaTH Hi NPeACTaBHWKWU MpaBo-
OXOPOHHUX oOpraHie, Hi poseigok. OcTaHHi TexHonoril
B3arani [03BONAIOTb POOWUTU MOBILOMNEHHS HEBWUAM-
MUMKU A8 (HWKX KOPWUCTYBadis (cneucny>kd, Hanpuk-
naj) iHtepHerty. 3BiCHO, aHOHIMHICTb B iHTEPHETI, 3 of-
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HOro OOKy, € HalgeMOKpaTWuHIWKWM cnocoboM oOTpH-
MaHHA Ta HafjaHHs iHdopMmauii. 3 apyroro Goky, us
0cobnMBiCTb IHTEPHETY BiAKPUBAE Oe3niy  MOXK/M-
BOCTEM QAN BWKOPUCTAHHA i KPUMiHaNbHUMU ene-
MeHTaMM.

Ha nepwui nornspg moxe 3patucs, WO XakKepu Ta
KibepTepopucTh gailoTb aBToHOoMHO. Hacnpasgi » Mix
HUMU MPOCNIAKOBYETbCA TicHWM 3B'a3ok. Ocobnueo,
SIKLWO B3STM [0 YBark HapOMYKEHHS TaKoro siBMLIA, sK
xaKkTuBiam. OnepaTuBHa iHdOpMaLis, 3ibpaHa npa-
BOOXOPOHHWUMH BiOMCTBaMKU Baratbox KpaiH, MiCTHUTb Y
cobi BigOMOCTI Npo Te, WO Ha XaKepCbKOMY "YOPHOMY
pUHKY" npopaloTbcs faHi Npo HipKW B NpOrpaMHOMy
3abe3neueHHi THX UM THUX KOPMCTYBauyiB iHTEpHeTy.
CknapgatoTbcst NOCTYNoBO i Tapudpu Ha Taki nocnayru:
TaK, cnucok 3 5000 agpec 3aparkeHux Komn'toTepis (i3
"mepexxi 6oTis") kowTtye 6nusbko 500 ponapis. Xto
Kynye Taky iHdopmauito? Komnanii-cnamepu, ypsagu
OesKUX LOepXaB Ta, 3a3BWYaM, OpraHi3oBaHi 3/I0UYMHHI
yrpynoBaHHs.

"TemHui 6ik" iHTepHeTy

Jeski pocnigHukK "po3pisHAoTb" fBa NOHATTA: opra-
Hi30BaHa 3/I04MHHICTb Ta KiDepHeTUUHA 3/I0UUHHICTb.
3okpema amepukaHeup @P. Binbsmc BBakae, wWwo Ui
MOHSATTS HIKOMIM He CTaHyTb cuHOHIMamu. "OpraHizoBaHa
3/I04MHHICTb NPOLOBXKYBATUME CBOIO AiS/IbHICTb Y peasib-
HOMY CBiTi, a He B KibepnpocTtopi, a BinblicTb Kibep-
3/104MHIB Byle CKOEHO iHAMBIAyMaMM, a He 3/I0YMHHUMU
opraHizauismu” [10]. @. Binbamc nepeppikae xiba o
36iblUEHHS CTYNeHs1 KOPenaLii MK LUMMU aBuiaMi. Mu
[O3BO/MMO COBi He NOroguTMCA 3 TakMM NiAXOnOM.
CKOEHHA CUCTEMHMX 3/10UMHIB nOTpebye cepiosHOI
TEXHIYHOI, MaTepiasbHOI Ta oOpraHisauiiHOI MiAroTOBKH,
3aNyyeHHs cneujanicTiB i3 pisHMX ranysed. Ha Hawy
OYMKY, KibeprnpocTip BXe cTaB NOMroOHOM fKpa3s Aans
OpraHi3oBaHWX 3/I04YMHHUX YrpynoBaHb, iXHi Ail [aBHO
Habynu TpaHcHalUioOHa/lbHOrO  XapakTepy. 3BicHO,
OMHAaKU-KIBEP3NOUUHL, BiNbHI Bif ByAb-AKWUX 3NO0UYMHHUX
3B'AI3KIB NO3a CBOIM MEPCOHa/IbHUM KOMM'IOTEPOM, Tpar-
naoTbea Ta byayTb Tpannatuca. OpHak BUKPUTTA iX no-
JIErIEHO Yepe3 BiACYTHICTb MPOAYMaHOI CUCTEMM Bif-
XiOHUX MaHeBpiB, a 30WUTKMU Bif iXHIX AiK He MaloTb To-
Ta/lbHOro XapakTtepy. EdekTuBHICTb DyHKLiOHYBaHHS B
KiBepnpocTopi OpraHi3oBaHOro 3/104MHHOIO YrPyNoBaHHA
3HaAYHO MiABHULLYE ePEeKTUBHICTb ii AisiNbHOCTI.

KonseHuia Pagu Esponu 3 60poTbbu npoTu
KibepanounHHocti (2001 pik) noginse uew BUA 3N10UUH-
HOCTi Ha YoTUpH Kateropii: 1) 3naM KOMN'tOTEPHUX CHUC-
TeMm, 2) waxpaicteo, 3) 3abOpOHeHWH KOHTEeHT (pa-
CUCTCbKi caMTH, guTadYa nopHorpadis), 4) nopyLlleHHs
aBTOpcbkux npas [11].

OT1)ke, cbOrofHi OCHOBHWMHW cdhepaMu 3I0UUHHOIT
LifaNbHOCTI B KiBepnpocTopi € Kpagikkv Ta Luaxpamc-
TBa, [AWUTAYa nopHorpadis, NpoBefeHHA AOMOMIXKHUX
onepauid i3 Toprieni NloAbMM Ta oOpraHamW, Hap-
KOTOpriefd. 3a L4esAKWMMU OUiHKaMH, CBiTOBa TOpPriB/s
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HapKOTHMKaMM nepeBulLye Maclitabu CBITOBOI TOPriBAi
HadpToto Ta gocsrae pieHa 400 mapa ponapis Ha pik.
Tak, TpaHcCHauioHanbHi HAPKOTOPriBLi LWPOKO BWUKO-
PUCTOBYIOTb MOXKJIMBOCTi LUM(PPYBAHHSA, Naponie, CTUC-
KaHHs chainis, cteHorpadii, BigganeHoro 3bepiraHHs
LOKYMEHTIB Ha cepBepax, aHOHIMHOI nowWTH, cnin-
KYBaHHS Ha BigKPWUTUX opymMax 3a [AOMOMOrol THX-
Taku WUgpiB, KOMN'IOTEPHOrO BTOPrHEHHS Ta NET/IAHHS
uepes TpeTi CUCTEMM, KOJOBaHOMO 3B'A3KY 3 MOBIIbHUX
i CYNyTHMKOBUX TenedoHiB, KOMMN'IOTEPHUX aHOHI-
Man3epiB, Npo SKi Hwnocs Buwe. IHTepHeT BUKOpUC-
TOBYIOTb AN €(EKTUBHOI  JIOTICTUKH BigcnigKo-
BYIOTbCA TPaHCMOPTYBAHHS, BifABaHTaXXeHHA ToBapy,
WBHUIOKO 3MIHIOIOTbCS MapLUpPYTU MNEPEeBE3EHHS, SKLLO
BUHUKAE HebDesneka PO3KPUTTA MONILIEI He3aKOHHWUX
onepauii pi3HMX KpaiH (30KpeMa, 3aBAsKU OnaHyBaHHS
HOBITHIMW KOMN'IOTEPHUMU TEXHOMOTIAMU KONYMBINCHKI
HapKoOTOpriBUi noyanu Ginbl ycniwHO nocrayatv Hap-
koTukn po CLUA, BTpatu Bif nepexonfieHHs Hap-
KoTpachiky noniuieo cknagaotb avie 30—40 %).

TopriBui )XMBUM TOBapOM BWUIOTOB/IAIOTL 3a JOMNO-
MOrol0 KOMMN'IOTEPHUX TEXHONOTIH NiApobHI LOKYMEHTH,
O NOCBIAYYIOTh 0COOU THX, XTO noTpebye He3aKoH-
HOro NepeTUHY KOPAOHIB (Ui JOKYMeHTH yacom ByBaioTb
TaKi AKiCHI, WO BiAPI3HATH iX BiJ CNPABXHIX rofi HaBiTb
CniBpOBITHUKAM NPaBOOXOPOHHWUX OpPraHis).

Kpagii Ta waxpai Texx cyTTeBO NigBUWMAK edpek-
TUBHICTb CBOEi AisnbHOCTI (MAeTbcs Npo pPO3noB-
CIOIPKEHHSI ENEKTPOHHOro OaHKiHIy Ta eNneKTPOHHOI
toprieni). Tak, Ha ocTtposi Cuuunia, pe naHye
posranykeHa Mepexa Madio3HUX KfaHiB, rpyna 3
LBAJUATH 3/I04MHUIB Hanaroguia KOHTaKT i3 Tak 3Ba-
HWUM iHcaWgepoM — cniBpobiTHMkoM bBanky Cuumnii.
3aBasku cniBnpaui 6yno CTBOPEHO UMGPOBHI KJIOH
OOHOro 3 IHTepHeT-KOMNoHeHTiB HaHky. MnaHysanocs
BUKpacTh 6m3bko 400 mn nonapie, acurHosaHux Espo-
COI030M Ha perioHasibHi NPOeKTU po3BUTKY Cuuunii.
Onepauis mana 6yTti ycniwHoo. Bukputu 3nogiis
now,acTuio BUMNaAKOBO, NPOCTO OfWH i3 uJieHiB
yrpynosaHHa AoBOpoxiThb CcMOBICTMB nofiuilo nNpo nig-
rotoeky "Kpagirkku ctonitta”. e oguH npuknag. 2000
POKY HeBiZOMi 3anycTunu mopaudikoBaHui Bipyc "Love
Bug" 3 mMeTOolO oOTpMMatM [oCTyn 4O Naponis
O6'epHaHoro Llseliapcbkoro GaHky Ta ABoX 6aHkis
CLUA. Moniuisa obox KpaiH BUKPHAA 3/I0UMHLIA — HWUM
BUSIBUBCSA cCTygeHT i3 @ininniH. 3aKkoHiB, 3a SKWUMHU
cTyaeHTa cnig 6yno npuTArHyTM A0 BiANOBIAANbHOCTI,
Ha @ininninax Hemae. [ns Toro wob 310unHUi Byau
nokapaHi, B B6ifblIOCTI BUNAAKIB MaE 3aCTOCOBYBATWUCS
noAgiMHa KpWMiHanisauisd, 3rifHO 3 KOO BUMHEHa fis
TpaKTyBaTUMETbCA AK 3/10UMH B 0DOX Aepykasax...

LLlaxpaicTBO yepe3 3HAWOMCTBA B iHTEpHETI

LLlopoky po3kpHBalOTb TpaHCHaLiOHa/bHI 3/TOUYMHHI
rpyny, WO BWMMAHIOOTb YMMasli KOWTHM 3 OXOYMX MO-
3HAaMOMUTUCA Ta OJPYXKUTUCb 3a KophoHom. Llen Bup
3/I0YMHY HaWyacTille NPaKTUKYETbCA Yy KpaiHax Ko-
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nvwHboro CPCP. "HapeueHi" TpuBanui yac nUCTytoTbCs
3 xenuxamu 3i CLUA, Kawagu, Hoeoi 3enaHgii,
AgcTtpanii. Cxema LwaxpancTBa po3paxoBaHa Ha [OBip-
NuBMX iHo3eMuiB. He3abapom y xofi NUCTyBaHHS B >Ke-
HUXIB MPOCATb KOWTU Ha OChOPMJIEHHS Bi3, NacnopTiB Ta
kBuTKiB. Cymu konusatotbcs Big 300 go 2500 gonapise.
Hacnpaegi, 3amMicTb fiBuaT i3 >XeHUXaMW BeLYTb JIUCTY-
BaHHA Ki/ibka MOJIOOMX XJIOMLIB i3 HenoraHMM 3HaHHAM
ncuxonorii. llicna opepkaHHA NeBHOI CyMM Bif iHO-
3eMUS JIMCTYBaHHA MNPUMUHAETbCA, Npodain "Hapeye-
HOI" 3HWKAE 3 cauTy.

MowwupeHHA AuTAYoi nopHorpadii

[Outaua nopHorpacpis "Monofwae" 3 KOXHUM po-
koM. CborogHi B iHTepHeTi gedani uvacTille MOXXHa
3HAWTH CLEHWU CEKCyaslbHOrO HaCWUNbCTBA Hajh AiTbMMU Bi-
koM 3—5 pokie. "Kpim hisnuHKx Ta MOpanbHUX 36MTKIB,
wo ix 3aBOaloTb CaMMM [LiTAM, nepernsjg Takux 306-
paXXeHb MOXe CMpPOBOKYBaTW B JiofeH 3 HecqopMo-
BAHOIO Ta NOPYLLEHOIO NCHUXIKOIO acoliasbHy NOBeAiHKY,
wo wrosxae Ao 3nouunHis” [12]. Beaxkaetbcsa, wo
iHTepHeTOM po3noscioaxyetbca 1o 75 % sciei gutavoi
nopHonpogykuii. Tak, BijOMWNA BMNALOK NOSIBU B
Mepexxi Bigeoponuka, B sKOoMy [ABOE 360ueHLiB
BCTYnaloTb Yy CcTaTeBUM 3B'S30K i3 MasiofiTHbOW
LIBUMHKOIO, B MNpOLECi SKOro 3aBpatoTb i KOMOTO-
pi3aHWX MopaHeHb, BiATUHAIOTb Byxa, BUOWMBAIOTb Oui.
Ha ue# knin 3sepHynu yeary cnispobitHuku ®BP CLUA,
€KCNepTU SIKOro BCTAHOBWJIW, LLLO MOAIi B KANiMi peanbHi,
a He imiToBaHi. AMepuKaHLi OTpWMMyBanu HAOCTYNn A0
ponvka 3a 400 ponapis 3i cneuianizoBaHoro po-
CiMcbKoro camty. 3a pesy/nbTataMu PO3CAiAyBaHHS A0
CMepTHOI Kapu Oyn0 3acympKeHO THX, IO BUrOTOBMAW
ponuk (rpoMagsHu opHiei 3 kpaiH [liBaeHHO-CxigHol
Asii), a cnoxkuBauiB L€l NpoayKLii 3 pi3HUX KpaiH Tex
ByNo 3acypKeHO A0 TPUBANWX TEPMIHIB YB'A3HEHHA (Big
10 po 120 pokis, 3anexHO Bifg CYBOPOCTI 3aKo-
HogaBecTea). CniByyacHuka 3 Pocii nputarHyti po Big-
NOBIJaNbHOCTI He BAANOCA Yyepe3 HeLOCKOHasNICTb Kpu-
MiHafbHOro 3akoHy P®, akui He nepepnbauvae camoro
NoHATTSA "OuTAYa nopHorpadis'.

A3aptHi irpy oHnailH. Peknama nocnyr cek-
cyanbHOro xapakrepy B iHTepHerti. BiptyanbHi Ka-
3UHO. 3/I0MMHM NPOTH iHTeNeKTyanbHOi Bnac-
HOCTI.

Tak 3BaHa "nipatcbka" AianbHICTb — peanizauis ue-
pe3 |HTepHeT HeneranbHUX KON NPOrpaMHUX NPOAYKTIB,
a TaKoX 3asixaHHs Ha OO'€EKTM BMHATKOBMX npas: na-
TEHTH, TOProBefibHi MapkW, 3/I0BMUCHa peecTpalis po-
MEHHUX IMEH, CXOXMX i3 BifOMUMMK BpeHaamu.

BukpanaHHa oHnaiiH iHcopMalil, wo asnse coboro
[epXKaBHY TAEMHULIIO — Lie 3arpo3a Aep>kasHin Hesnedi.

PosnoBctogykeHHs iHpopMaL,ii pacUCTCbKOro xapak-
TEpY, a TAaKOX TaKol, WO MOXe pOo3nasntoBaTh MiXKAeEp-
>KaBHY Ta Mi>KHaL,iOHa/IbHY BOPOXXHEYY CTBOPIOE BEJIUKY
coljiafibHy 3arpo3y, KOoTpa MepexoauTb Y MOLLMU-
HY MOMITUYHY.
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He3sakoHHe BTOPrHeHHs B NpUBATHE >KWTTA,
JIMCTYBaHHSA, MEepPeroBopM, HeserajbHe KOMitOBaHHS iH-
dopMaLii, a TakoX ii 3HMULWEeHHA. HesakoHHe ognep-
>KaHHS iHopMaLii KOMepuilHOro XxapakTepy MoxKe
NPWU3BECTH 0O BESIMKWUX 3OMUTKIB il 3aKOHHOroO BAacHWKa.
Kpim TOro, He 3pigka TpannsoTbCs BMMNAAKU PO3Mi-
weHHa B Mepexi iHcdopmauii y Burnsgi obpas ta Ha-
Knenis, WO raHbONATb YecTb, FiAHICTb Ta AiNoOBYy pe-
nyTauito pisHux ocib. HeraTuBHuil couianbHui edexTt
Mae iHcopMalif, WO He € PEKOMEHAOBaHO Ans ne-
pernsay neBHUM BepCTBaM HacesIeHHs — HanpuKiag, iH-
dopmaLis epoTUuHOro abo nopHorpadiyHOro xapak-
Tepy. [TpaBonopylueHHs B iHTEPHETI MOXYTb TOpPKaTHUCS
M iHTepecis TpeTix ocib, sKi He € KopucTysayamu Me-
pexi Ta HaBiTb He 3HaloTb NPO 1 iCHYBaHHS.

CborofiHi MOXXHa CTBEpPZpKyBaTH, LLO ODOPMIEHOrO
Xapaktepy Habyna KpuMiHanisalis Mepexi iHTepHeT 3a
Takumu cyb'ektamu: 1) pepxkasu  (ypsaou, cunosi
CTPYKTYPHM, Cneucny>kbu towo); 2) TepOpPUCTHUHI rpynu;
3) rpomagcbKi opraHizauii, naprtii, rpomMaacbki Ta pe-
nirinHi pyxu; 4) kopnopaduii; 5) KpuMiHanbHi yrpy-
noBaHHs; 6) npuBaTHi ocobu.

MNpaBoBe perynioBaHHSA iHTepHeET-BifHOCUH

Cneujanict HasvBaloTb N'ATb OCHOBHWX HanpsMie
NpaBoBOro perynoBaHHs: 1) 3axMcT 0COBUCTUX AaHMX Ta
NpUBaTHOrO >KUTTA B Mepexi; 2) peryntoBaHHs eneKTPoH-
HOi KOMepLii Ta iHWKX yrog i 3abesneueHHs ixHbol Hes-
nexku; 3) 3axucT iHTeNneKTyanbHOI BnacHocTi; 4) 6opotbba
NpoTH MNPOTMUNpPaBHOro 3MicTy iHdopmMalii Ta npo-
TUNPaBHOI NoBefiHKW; 5) npaBoBe peryoBaHHA eNeKT-
POHHUX NOBigOMAEHb. Pazom 3 TWM, cnifg, 3a3HauuTH, LWO
NpPaBOBOrO PEry/toBaHHS BiHOCMH B iHTEPHETI [Ho-
TPUMYIOTbCSI JasleKO He BCi KpaiHW, Hacnpaefi iCHYIOTb
CYTTEBi BiIMIHHOCTi B NMPaBOBOMY pEry/itoBaHHi Ta npaso-
3aCTOCOBHIM npakTuLi. Ak Take noHATTA "KiBep3nounHu"
("komn'toTepHa 3/104YMHHICTL"), 30KpeMa B YKpaiHi, €
HE3BWUYHWM, YHiI(DIKOBAHOrO MOro T/yMaU€HHS MOKM Lo He
BupobneHo. Ockinbkn KpuMiHanbHuii kKogekc Ykpainu He
nepenbayae 3aCTOCyBaHHA aHa/IOTiM, a AisHHA MOXe ByTH
BU3HaHe 3/I04MHOM TiJIbKU NICNS BK/IKOUYEHHS HOrO [0 KpH-
MiHa/IbHOrO 3aKOHY, BiACYTHICTb Yy LM ranysi npaBoBOro
perynoBaHHs NPU3BOAUTb OO TOrO, WO Came MOHATTA
"KibepanounHHicTb” nepexoguTb A0 cdepu  SBULWLA
coljianbHoro.

BucHoBkHM

BeanepeuyHo, KpuMiHaniTeT OTpUMaB KOPUCTb Bif,
rnobanizauiiHux npouecis y cgiti. Ocobu, wo nepe-
OyBaloTb NO3a 3aKOHOM, MaloTb TaKMK CTaTyC /iMwe 3a
HasABHOCTI 3aKOHiB. K BigoMo, BCe, L0 3aKOHOM NPSIMO
He 3abOpOHEHO, BBaXKAETbCA [O3BOJSEHUM. 3aKo-
HOTBOPYICTb BiNbWOCTI KpaiH He BCTUrae 3a BGypx/MBUM
PO3BUTKOM BIAHOCHMH Yy KibepHeTUUHOMY npPOCTOPI.
3/7104MHUi, BOYeBMAb, OTPUMYIOTb BWUroAM Bif Aenani
6inblue BIAKPWUTUX KOPAOHIB, Binblwoi MobinbHoOCTI Ta
6inbl HGe3neuHx KOMyHiKali. PO3BUTKOM KOMyHiKaLlik
i nMporpecy CKOpUCTaZMCs He nule 3aKOHHIi Kopuc-
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TyBaui iHTEpHeTy, a W Ti, XTO HaMara€TbCs 3aBhaTH
LWKOAM — K OCOBMCTOI, TaK i NONITUYHOrO XapaxkTepy.
IHTepHeT Hagas Ge3fliu MOXNUBOCTEN ANS NerasbHOro
6i3Hecy, 36i/bIUMBLILK WBMAKICTb Ta NErKiCTb BUKOHAHHS
yroa. Butpati npu ubomy MiHimizyBanucs, sikictb ctana
CYTTEBO BUWOID. Y LEW XKe yac KpPWUMiHaNbHUM CBIT
3HawoB ans cebe nepesard napanesibHOro iCHyBaHHs
3 fleraibHUM TeXHOKpaTU30BaHUM BizHecoMm.

IHTEpHET Mae TPaHCKOPLOHHUWM XapakTep, TOMY
YMOXK/IMB/IIOE OfiePXKaHHS MaKCMManbHWUX NpubyTKiB 3a
YMOB MiHiManbHOro pu3uky. BipgcyTHicTb peprkaBHUX
KOPJIOHIB poBUTb KibBepnpocTip npueabnueuM ana 3no-
UUHHUX YrpyrnoBaHb: Yepe3 BiAMIHHOCTI B OPUCAMKLIAX
Pi3HWX [Oep)KaB, HELOCKOHAaNiCTb 3aKoHOAABCTBA
3/I0YMHU  PO3CNiAYIOTbCA MNOBINbHO, [AesKi po3cnipy-
BaHHA BTpayaloTb CEHC y)Xe Ha nepuimnx etanax. Kibep-
3/104MHK MIrpyIOTb Yy BiK TUX TEPUTOPIH, L€ NPaKTHUHO
HeMaE BIANOBIOHMX 3aKOHiB abo HeMae MOXIMBOCTI
epeKTUBHO 3aCTOCOBYBATH Ui 3akoHW. Ha >kanb, Ykpai-
Ha HaNeXWTb OO0 TaKWUX HAepXaB. TOMy CBiTOBe CniBpo-
BITHULTBO B O3HAYUEHOMY KOHTEKCTi MaE nepLIoYeproso
nepenTy B MNJIOLMHY YHidikauii HauioHanbHUX 3aKOHIB.
Ha cborogHilwHii peHb npeBanioe nigxig, 3a SKoro
Mi>KHapoAHe CniBpODITHULTBO OOMeXeHe TUM, Lo
LisIHHS KpWMiHanizoBaHe CyTO B HauiOHa/bHIM topUC-
OUKUIi, | vwe B NMOOAMHOKUX BUMagKax [Li€ NpaBuio
NOABIMHOI KpWMiHani3alii, 3a SKOro BYMHEHe BW3Ha-
ETbCS 3/I04MHOM B 0DOX [epyKaBax.

PoboTa y cdepi mopepHisalii 3akoHogascTBa no-
Tpebye TepMiHOBOI aKTuBizauil. 3BiCHO, AesKi Konek-
TUBU y>Ke BNM3bKO AECATU POKIB NpauioloTb Hag LWM
nUTaHHAM. Tak, HaWBifOMIlWKMM AOKYyMeHTOM € [lpoekT
KoHuenuii ctparterii i TakTuku 60pothbu 3 Komn'loTep-
HOIO 3/I0uMHHICTIO B YKpaiHi, po3pobnenuit Mixsi-
[IOMUYMM HayKOBO-AOCMIAHUM LEHTPOM i3 npobnem 6o-
poTbbW 3 opraHizosaHoto 3n0unHHicTio (2001 pik). Ane
Ha »afb, LOCNIAXKEHHS HAyKOBLiB, AKi crneLianisyoTbcs
Ha 3ragaHii npobnematuui, HaaTo paneki Big TWX
Nofen, KOTpi BiANOBifaloTb 3a HAaTUCKAHHA KHOMOK Yy
MNapnameHTi Nig Yyac ronocyBaHHs LWOAO BHECEHHS 3MiH
Ta [OOMNOBHEHb A0 YWHHWUX 3aKOHOZABUMX aKTiB. 30-
KpeMma, B YKPaiHCbKMX 3aKOHax MaloTb ByTW nponucaHi
TaKi 3/IOYMHHI Aii, K BTOPrHEHHS B KOMM'OTEpPHI
MepeXKi, MOPYLUEHHS LiNICHOCTI MepeX, OfepXKaHHS He-
3aKOHHOro JOCTYny LO MepeX, KoMn'loTepHa AWBepCis,
HenpaBoOMipHe NEPeTUHY KOMYHiKaLin, KoMM'IoTEepHUH
wnioHa)k, KibepTepopusm, 3arpo3a 3aBAaTh TiNecHI
YIIKOMPKEHHS UM CKOITU BOMBCTBO uepes iHTepHeT, Ki-
GepnepecnigyBaHHa (Hanpuknag, uYepe3 eNneKTPOHHY
nowTy), AWUTSYa nopHorpadis (CTBOPeHHS NopHorpa-
hiuHUX MaTepianiB 3a y4yacTiO HEMNOBHOITHIX, NOLIW-
PEHHS UMX MaTepiani), NPOTUNPaBHE MOPYLUEHHS BO-
nofiHHa B Kibepnpoctopi (Hanpuknan, 3asixaHHs Ha
BlaCHy IHTepHeT-cTopiHKy abo BeO-calTt, nopTtan), Ki-
BGepkpafikka (NpUBNacCHEHHA KOLUTIB, KOPMNOPaTUBHMIM
WnioHaXk, nmnariaT, NipaTtcTBO, KpagidKKa MepcoHasbHUX
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[aHWx Towwo), KibeplaxpaicTeo, KibepsaHganiam (3nam
Mepexi Ta 3HWLLEeHHS nporpamMHoro 3abesneyeHHs,
3nam Beb-cepBepiB UM BeO-CTOpiHOK, opranizauis DOS-
atak, Wo napanisyloTb poboTy cepsepa Ta NepeKkpu-
BalOTb 3aKOHHWM KOpWCTyBayam [OCTyn JO WOro
pecypcis). loku Byae icHysaTv npobnema Keanicdikauii
3/104MHY, KOTpa MOMAraE B TOMY, LLO 3/I04UH CKOEHO Y
"BipTyani", a HacnigkyM Horo HactaioTb "B peani', foTH
yMMana KinbKiCTb 3/I0YMHLIB Yy NpPOLECi nepeBeneHHs
cnpaBu 3 BipTyasibHOI NJOWMHU LO NJOWUHKA peanbHOT
YHUKATUMYTb NMOKapaHHs B3arali.

"LlisnbHicTb 3 npoTuaii KibepanounHHocTi B YkpaiHi
NOBWHHA MaTH CUCTEMHHUM Ta KOMIJIEKCHWUM XapakTep. lNo-
TpibHO 6yaysath WO poboTy Ha Oasi uiTKol B3aemogii
BCiX NPaBOOXOPOHHWX OpPraHiB, 3anpoBamyKyBaTh edek-
TUBHI METOLOW PO3KPUTTA Ta NPOQINAKTUKU Takoro BUAY
3/I0YMHIB, a TaKOX BAOCKOHA/IOBATU MPaBOBi HOPMMU.
XKopHa peprkaBa He MOyKe MPOTUCTOATH LbOMY 37y Ca-
moTy>kku. CborofHi fokoHue Tpeba aKTUBI3yBaTH MiXKHa-
poaHe CniBpoBITHULTBO y Wik cdepi. <...> Bopotbba 3
KOMN'IOTEPHUM TEPOPU3MOM, fIK | 3 TEPOPU3MOM B3arari,
He Moyke BYTH CNPaBoOO OKPEMMUX AepyKas, TOMy C/ijg, 3a-
6e3neunTi B3aEMOAIIO CMEeLCay0, y TOMy uucai M Ha-
uioHanbHoI cny>kbu Gesnexku Ta cnewjanbHUX Niapo3ainis
3 6OpOThOM NPOTH TEPOPU3MY Ha HallioHanbHOMY, perio-
Ha/JibHOMY Ta MiXKHapogHoMmy piBHsx" [6]. [oku BnacHe
3aKOHOABCTBO He Oyae "niaTarHyTe" Ao penepHUX TOHOK
TOrO ABMLLA, XapaKTEPUCTHUKY AKOro Hamu Byno HaBeaeHo
BULLE, NPO FrapMOHi3aLil0 BITYUU3HAAHOrO 3aKOHOJABCTBA 3
Mi>KHaPOLHWM TOfi M FOBOPUTH.

Ha Haw nornap, € Kiflbka OCHOBHWX 3aBAaHb,
BUKOHAHHA $IKMX noTpebye KOMMIEKCHOro nigxogy.
Mepwe: cuctematnuHe 36MpaHHs PO3BiAyBasbHWUX Aa-
HWUX MPO NOTEHLiMHI KiIBepPTEPOPHCTUUHI 3arpo3un Ta pe-
cypcu. [lpyre: 3abe3neueHHs 3axWCTy >KMTTEBO BadK-
JIMBUX €NIEMEHTIB BITUM3HSAHOI iHppacTpyKTypHu (nepea-
Bauae OKpeMy cTaTTiO (biHAHCYBaHHS OpraHis Aep>Kas-
HOI Bnaau Ta ynpasniHHs). TpeTe: po3pobka TeXHONOT N
npeBeHLil KoMn'loTeEpHUX Hanagie (cnienpaus 3 Hayko-
BUMU Ta HAYKOBO-AOCNILHWMU YCTaHOBaMW W opra-
Hi3auiamu). YeTBepTe: 3B€4€HHS SO MiHIMyMy nporajiuH
Y BiTYU3HAHOMY 3aKOHOZABCTBI. [1'aTe: 3HUXKEHHS piBHSA
NATEHTHOCTi KOMM'IOTEPHUX 3/I0UMHIB (CbOrOAHI npw-
6nm3Ho 80 % Komn'toTepHUX aTak He TArHyTb 3a coboto
3BEPHEHHS [0 MNPaBOOXOPOHHWX opraHie). Llocre:
NPUNUHUTU MAcOBE BMKOPWUCTAHHA Yy Pi3HUX cdhepax He
3aXMLLEHOrO HaNeXXHWM UYMHOM nporpaMHoro 3abes-
neyeHHsi. CboMe: CTBOPUTH 3arajibHOAEP>KaBHY CUCTEMY
3axucTy iHcopmauii. Bocbme: akTHBi3auUis rpoMaacbkoi
OYMKW B AyCi HENPUUHATTA aHani3oBaHOro sBUWA Ta
aKTUBHOI NPOTHAIT HOoMYy.

Bes cymHiBy, Kpaum cnocobom GopoTbbu NpOTH
3/IOYMHHOCTI B ranysi BUCOKMX TEXHONOTiM € caMmi BHU-
COKi TexXHOoJorii Ta CTUMY/N HayKOBO-TEXHIYHOrO Npor-
pecy, WO Ma€ cnyryaTW cnpasi npoTugil Kibepano-
uuHHoCTi. MiHaHCyBaHHSA BUCOKWUX (NPOrpecuBHUX)
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