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PEDEPAT

OO6csr pobotu 74 cropinku, 10 mKepen mocuiaHsb.

Ha3sa pobGotu: Po3poOka BeO m0/aTKy Bifco 3B’S3Ky Ha PEaAKTUBHOMY
MIX0/Il.

Ile mocnumxeHHS s BUBYEHHA 1 PO3YMIHHS, IO TaKe pPEaKTHBHE
MporpaMyBaHHs 1 K BOHO TpaIltoe, HABIIO BOHO MOTPIOHO, B MOEMY BHUIIAJIKI JIJIst
HAIMCAHHS PEaKTHMBHO-aCUHXPOHHOTO CEpBEpa BiJ€O 3BIHKIB 3 MiATPUMKOIO
BIJIIPaBKX TOBiOMIICHB\(ainiB. Takok MiATPUMKOIO aHOHIMHHX J3BIHKIB, SIKi
paiiolTh Ha HOBOMY pEaKTUBHOMY mporTokom. llel mnpoaykr wmoskHa
BUKOPUCTOBYBATH SIK Oi3HEC MPOEKT, K CepBic Ha 3aMiHy «Z00My» uu «SKypex.
Bin Oyze mBuiie Ta BUMaraTi MEHIIE MPOTyKTUBHOCTI.

Meta poboTH: 3pO3yMiTH SK TMpaIIOe pPEaKTUBHE MpOrpaMyBaHHS,
HABYMTHUCS THUCAaTH PEAKTUBHI  CEPBICH\KOHTPOJIEPU\BEOCOKET, PO3POOUTH
nporpamy, sika Oyje MaKCHUMaJlbHO peaKTUBHA Ta aCHHXPOHHA.

[Inan pobotu: po3iOpaTUCs 10 TaKe PEaKTUBHE MporpaMyBaHHS Ha Java,
CTBOPUTU PEAKTUBHUM 3aXUCT, aCHHXPOHHICTH 0OpOOKH 3anuTiB. Po3iOpaTucs 1o
TaKe PEaKTUBHUM BEOCOKET, Ta 3a JIOMOMOTOI MOro CTBOPUTH OOPOOKY KOMaHI.
PoziOpatucs B HOBoMy mnpoTokosii SSE, skuii Oyne BUKOPUCTOBYBATHUCH [IJIS
aHOHIMHHUX KIMHAT.

PesynbraT poboTu: poOouuii cepBep A CEpBICY BieO I3BIHKIB. B skiif
MO>KHa CTBOPIOBATH YaTH, 3aMpONIYBATH TYAM IHIIUX KOPUCTYBaudiB, OOMIHIOBATH
MOBIJOMJICHHSAMH Ta ¢aigaMu po3MOBISITH 1O Bifeo 3B’s3Ky. [Iporpama Bwmie
CTBOPIOBATH aHOHIMHI KIMHATH, SIKl HE MOTPEOYIOTh peecTpallii, 1€ MOXHa TaKOXK

PO3MOBJISITH TIO B1JI€O 3B S3KY.
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BCTYII
PeakTuBHE ImporpamMyBaHHsA - OIMH M3 CAaMBIX AaKTyaJbHbIX TPEHIOB

COBPEMEHHOCTH. II¢ aCHHXPOHHICTh, MOETHAHA 3 MMOTOKOTUBOI 0OPOOKOIO TaHMX.
ToOTO fKIIO B acCMHXPOHHOI OOpOOKM Hemae OJIOKyBaHb TOTOKIB, aje JaHi
OOpOOJISIIOTECSL  OJTHAKOBO  TOPIIISIMH, TO PEAKTHUBHICTh JOJA€ MOXKJIUBICTh
o0poOyATH JaHi TMOTOKOM. 3arajioM peakTHBHE MPOrpaMyBaHHS MOXHa
BUKOPUCTOBYBATH JJIi HANMCAaHHA CKHUJIHUX BHCOKO HAINPYKEHUX MPOEKTIB,
peaizaltii ckiraHO1 613HEC JOTIKH.

3apa3 HacTaB TakWid 4Yac KOJHM CKIATHO TPEACTABUTH XKHUTTS 0e€3 Bimeo
JI3BIHKIB Ta YaTiB. BiIbIIICTh MOMYISAPHUX TOAATKIB HAIKMCaHI Ha 3acTapiiux
MmixXoaax Ta TexHouyorisax. lle MeHe HaTOBXHYJO HamucaTH CBOKO SKICHY
peaizaliiio Takoro cepBicy.
MosxuBUMH cepaMu 3aCTOCOBYBAHHS MOTO JIOJIATKY €:

— JucraHuiitHi ypoku y mKOi\yHIBEpCUTETAX;

— JlucraHiiitHi 613HecC 3ycTpii;

— 3BUYailHEe YaTOBE CHIIKYBaHHS.



PO3A1J1 1. IO TAKE PEAKTUBHE IITPO'PAMYBAHHA HA JAVA

1.1 PeakTMBHe MPOrpamMyBaHHA
[Tpuxman, konu HaYaNbHUK JAOpyYae 3aBaaHHs Baci, Toil MOBUHEH mepeaaTu

pesynbrat [imi, a [liMa moBepHyTH HauanbHUKY? AJie y HAC 3aBIAaHHS - 1€ SKACh
TOp1Iisi, 1 TOKK BOHA HE Oyze 3pobiieHa, Jam nepenarty ii He MoxkHa. Takui miaxina
JIACHO pO3BaHTAXye HadajabHUKa, ane [lers 1 Bacs mepiogudHO TPOCTOIOIOTH,
amke Ilets Tpeba mouekaTucs pesyibTaTiB podotn Baci, a Baci - mouekatucs

HOBOTI'O 3aBAaHHA.

HayanbHuk

diHanbHMiA
Pesynbtar

Meta
Baca

MpomixHi

3aBfjaHHA pesynbTatm

Pucynox 1.1 — Ilpuknan B3aemoii
A Temep ysBiTh, IO 3aBAaHHs po30miaM Ha Oe3niy mia3anad. | temep BoHU

IUTMBYTH O€3MEPEPBHUM MOTOKOM:



HauyanbHuK

R

MpomixHa
o6pobka Bacei

~7

£ Mera

MpomixHa
o6pobka
Merei

~—7

MNoTik saBgaHHA

Pucynok 1.2 — Ilpuknan peakTUBHOI B3a€MOII1
Kaxytp, komu ['enpi Popa mnpuaymaB cCBiii KOHBEEp, BIH MIJABUIIUB
NPOAYKTUBHICTh Tpail B YOTUPH pPa3H, 3aBASKH UYOMY HOMY BAamocs 3poOWTH
aBTOMOOUTl AoCTynHUMHU. TyT mMu 0auuMo Te * came: y Hac HEBEJIMKI IMOpIIii
JIAHUX, 2 KOHBEEP 3 MOTOKOM JIaHMX, 1 KOKEH 0OpOOHHK IpoItyckae uepes cebe 11
JlaHl, SIKUMOCh YMHOM ix mneperBoproroun. Sk Baci 1 [{iMu y Hac BUCTynaroTh

MOTOKM BUKOHaHHS (threads), 3a0e3neuyrodyn, TakKUM UYUHOM, MHOTOTIOTOYHYIO

00pOOKy TaHUX.

Java 9/11 Reactive Streams
Java 8 Completable Future
Java 7 Fork\Join framework
Java 5 Executor framework
Java 1 Threads

Tabnuns 1.1 — peakTUBHICTD y PI3HUX BEPCIsX
Ha mifi Tabnuii mnokaszaHl pi3HI TEXHOJOTII po3napajieioBaHHs, IO
nonaBanucs B Java B pi3HUX Bepcisx. Sk mum Oaummo, crienmdikaiiis Reactive
Streams Ha BepIIMHI - BOHa HE 3aMIHIOE BChOTO, IO OYyJI0 70 HEi, ajne Jojae
HalBUILMK PIBEHb a0CTPAKIIii, @ 3HAYUTH 1i BUKOPUCTAHHSA MTPOCTO 1 €()EKTUBHO.

Inest peakTrBHOCTI MOOYyMOBaHA Ha maTepHi mpoektyBanHs Observer:




Observer Desing Pattern

MoBsigomuTH cnocrepirada

npo HoBi nogii . Publisher
/ - Observable
Subject
Subscriber
«a & e o
Observer Observer Observer Observer

Pucynox 1.3 — Ilatepu Observer
Y Hac € MANUCHUKM 1 Ti, HA MO TiANUCyOThes. Ilianucarucs Ha sSKych
MOJIiI0, a TIOTIM OTPUMYBATU OHOBJICHHS. [liciis MIAMKUCKY, K TUIBKHU 3'SBISIETHCS
HOBE IMOB1JIOMJICHHSI, BCIM MiAMUCHUKAM MPUXO0AUTh notify, TOOTO MOBITOMJICHHS.
B nmaniii cxemi €:

— Publisher - Toii, xT0 my0TiKy€e HOBI MTOBIOMJICHHS;

— Observer - Tol, XT0O Ha HUX MANMHACAHWHA. Y PEAKTUBHUX MOTOKAX
MIMTUCHUK 3a3BUYail Ha3UBa€ThCs Subscriber. Tepminu pi3Hi, ajie 1Mo CyTi
1€ OJIHE 1 T€ K. Y OUTbIIOCTI CUIBHOT OLIbII 3BMYHI TepMiHU Publisher /
Subscriber.

OauH 3 JKUTTEBHX NPUKIANIB PEAKTHBHOCTI - CHCTEMa OTOBIIICHHS IMPHU

noxexi. [Ipunyctumo, Ham Tpeda 3poOUTH CUCTEMY, 1110 BKIIIOUAE TPUBOTY B pasi

MIEPEBUIIICHHS 33 JTUMJICHOCTI 1 TEMIIEPATYPH.



1.2 Tlpuxjaaau 3acTOCYBaHHSI PEAKTUBHOTO MPOTrPaMyBaHHSI

Detector Temperature

()

2y

Observable
variables

)

alarm.active = detector > X && temperature > Y

alarm.active
78\
~

Reactive variables

Pucynok 1.4 — IIpuknazn 3 naTyukom

Y Hac € patuuk aumy 1 rpagycHuk. Komu gumy crtae OGarato abo
TeMmrepaTrypa 3pOoCTa€e, Ha BIAMOBIAHUX JaTuyuKax 30UIbIIYeThbCs 3HaueHHs. Komu
3HAYEHHs 1 TeMIlepaTypa Ha JAaTYMKY JIUMY BUSBISIOTHCS BUIMUMU TPAHUYHHX,
BKJIFOYAETHCS I3BIHOYOK 1 OMOBILIAE PO TPUBOTY.

AxOu y Hac OyB TpaauUIdHUN, a HE PEAKTUBHUM MiAXIJ, MU O MUCaIu KO/,
SKUW KOXHI M'ATh XBWJIMH OMHUTY€E JAETEKTOp AUMY 1 JNaTYMK TeMIeparypH, 1
BKJIIOUa€ a00 BUMHUKae A3BIHOYOK. OJHAaK B pEaKTUBHOMY TMIIXOJM1 3a HAc I
poOUTHh peakTUBHUN (PPEUMBOPK, a MU TIIBKH TMPOMHCYEMO YMOBH: J3BIHOYOK
aKTUBHHM, KOJU JeTekTop Outbie X, a Temneparypa Outeine Y. Lle BinOyBaeThes
KOXKHOTO pa3y, KOJU MPUXOJIUTHh HOBA MOIS.

Big nerekTopa numy e MOTIK JaHUX: HaMpUKiIad, 3Ha4eHHs 10, motim 12,
1 1.1. Temneparypa Tex 3MIHIOEThCS, 1€ IHIIMN NOTIK AaHux - 20, 25, 15. Koxen
pa3, KOJIW 3'BISETHCA HOBE 3HAYCHHSA, pE3YyJIbTaT IMEPEPaxXOBYETHCS, IO
MPU3BOJUTH J0 BKIIOYCHHS a00 BUKIIOYCHHS CUCTEMU omoBimeHHs. Ham mocuth

c(hopMYJIFOBaTH YMOBY, 3a SIKOi JI3BIHOYOK IMOBUHEH BKIFOUYUTHUCS.
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SIkmo moBepHyTHCS a0 mnartepHy Observer, y Hac IETEKTOp UMY 1
TEPMOMETD - 1Ie MyOIiKaTOpH MOBiIOMIIEHb, TOOTO Mxepena nanux (Publisher), a

J3BIHOYOK Ha HUX MiAnucaHuii, TO0TO BiH Subscriber, abo crniocrepirau (Observer).

Publishers / Observable Subscriber / Observer

20 22 23 24 26
MoTik gaHux: TemnepaTtypa

lunlunl

A

A\

r/,:;:\\ 10 " 10 12 14
) MNoTik gaHux: gum

Yac

Pucynok 1.5 — Ilpuknazg 3 peakTUBHUM 1aTYUKOM
Tpoxu po3iOpaBlIMCh 3 1€€I0 PEAKTUBHOCTI, JaBalTe 3ariuOMMOCh B
peakTMBHUN miaxig. MuK NOroBOpUMO TPO  ONEpPaTOpPIB  PEAKTUBHOIO
nporpamyBaHHsi. Omnepatopu JT03BOJSIOTH OYJb-IKUM YHHOM TpaHC(HOpPMYyBaTU
MOTOKM JIaHWX, 3MIHIOIOYM JaHl 1 CTBOPIOIOYM HOBI TOTOKHU. Jlns mpukiany
posrisiHemo oneparop distinctUntilChanged. Bin npubupae ogHakoBl 3HaY€HHS,
o WIyTh OAMH 3a OAHUM. [[IiCHO, SIKIIO 3HAYEHHS Ha JETEKTOPl AUMY HE

3MIHWJIOCS - HaBILIO HAM HA HbOT'O PEaryBaTH 1 LI0Ch TaM MEepepaxoByBaTH:



Yac

10 1 10 10 14

MoToK gaHuX: gUum

distinctUntilChanged

10 " 10 14

3MiHeHUI NOTIK AaHUX: TiIbKU HEeNOBTOPKOBaHI
SHa4YeHHs

Pucynok 1.6 — Jlpyruii npukiiaj 3 peaKTUBHUM JaTYNKOM
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PO3A1J1 2. CTBOPEHHA ITIPOEKTY HA PEAKTUBHOMY IIAXOAI

2.1 CTBOpEeHHS NPOEKTY
S Oyny BukopucroByBatu Java Spring Boot Framework. [{nst mpoctoro
CTBOPEHHS MPOEKTY JOCTATHBO 3alTH Ha caT https://start.spring.io/ Ta BuOpaTu
BC1 HE0OX11H1 O10JT10TEKH:

@ soring initializr

® O Gradie Project ® O Kotin O Groovy

Spring Reactive Web m

Spring Boot
o Build reactive web appications with Spring WebFlux and Netty.

QO 250(SNAPSHOT)  Q 250(RCYH O 246 (SNAPSHOT) @
O setifgibbziion) (@) dsiy Spring Data Reactive MongoDB [T

. Provides asynchronous stream processing with non-blocking back pressure for MongoDB
Project Metadata

‘com.example
helps to reduce boilerplate code
demo
WebSacket
demo Build WebSocket applications with Sock JS and STOMP.
Demo project for Spring Boot

com.example.demo

® O War

o6 @ Os

‘GENERATE CTRL +4 EXPLORE CTRL + SPACE

Pucynok 2.1 — 3pa3ok Spring initializr

Bepcis Java — 11

B sikocti 30ipHUKaA poekTy Oyay Maven.

2.2 HanamryBanus mepe:ki Netty Boot Reactor
[lepmr Hi>k MU TTOYHEMO, JaBaiTe PO3TJIsiHEMO, 1110 Take Reactor Netty 1 sik

BiH MOB’si3aHuUM 13 Spring Boot.

Reactor Netty - 1me acHMHXpOHHUIM MeXaHI3M MEpPEeKEBUX JOJATKIB,
KepoBaHuii noxgisiMu. Bin Hagae kiientam Tta cepsepam TCP, HTTP ta UDP, mo
He OJIOKYIOTh Ta MATPUMYIOTh TPOTUTUCK. K BUILJIUBAE 3 HA3BH, BIH 0a3y€ThCs Ha
cTpyKTypi Netty.

[To-nepiie, Mu 1o1aM0 HEOOXITHY 3aleKHICTH Maven.

[Ilo6 BukopucroByBaTH cepBep Reactor Netty, mu momamo spring-boot-

starter-webflux sik 3ayexkHicTh y Hamr aitn pom:
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Pucynok 2.2 — Kongiryparis Maven

[le Takox 3amyunmth Spring-boot-starter-reactor-netty sik TpaH3UTUBHY
3aJIe)KHICTD BiJl HAIIOTO TIPOEKTY.

MosxHa HamamryBatd cepBep Netty uyepe3 properties files(daiimm
BJIAacHOCTeH). Spring Boot mpomonye paeski 3aranbHi KOHGIryparmii cepsepa y
(haiinax cBOiX J0JIaTKiB:

Busnauntu nopt cepBepa B application.properties:

server.port=s{poRT:8080} |
Pucynox 2.3 — Kondirypartis mopra

Bbynemo BukopuctoByBatu kiac SslServerCustomizer, SKui € 111e OJHIEI0

peanizaiiero NettyServerCustomi:

Pucynok 2.4 — knac NettyServerCustomi

TyT MU BU3HQUWIIM HAaIlll BJIACTHBOCTI, IOB’S3aHI 3 Mara3uHOM KJIIOYIB,
BuMkHYJIM HTTP / 2 1 BctanoBuiu nopt Ha 8080

Tenep Mu po3TasHEMO, SK MH MOXEMO HaJallITyBaTH BEJCHHS KypHaITy
JToCTymy 3a gornomororo Logback.

Spring Boot n03Boisie HamamITyBaTH peecTpaliio JAocTtyny y daiii
BIacTUBOCTEH niporpamu st Tomcat, Jetty Ta Undertow. Ongnak y Netty e Hemae
11€T TATPUMKH.

1106 yBIMKHYTH >KypHaJIIOBaHHA JOCTYIy A0 Netty, HaM ciiiJ BCTAHOBUTH -

Dreactor.netty.http.server.accessLogEnabled = true mig gac 3amycky q101aTKy:


https://search.maven.org/search?q=g:org.springframework.boot%20a:spring-boot-starter-reactor-netty
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mvn spring-boot:run -Dreactor.netty.http.server.accessLogEnabled=true

2.3 Spring Security
Jliarpama mmokasye, ik MH BIIPOBaKYEMO MTPOIIEAYPY PEeECTparii

KOPHCTYBaYiB, pEECTpAIlii KOPUCTYBaviB Ta aBTOPU3ALIIi:

! POST api/auth/signup

| { username, email, role, password }

User :

| Check existing
Registration e return Message (“Registered successfully!”)

I
I
I
I
]
I
: Save User to database

: POST api/auth/signin
1 { username, password }

} Authenticate { username, password }

L
User [
. I return JwtResponse ; 3

I.ogln | { token, type, user info, authorities } Create JWT string with a secret
1
1
I
1 Request data with
I JWT on Authorization Header
I >

Access !

I
Resource : e return Response based on Authorities

e

Check JWT Signature
Get user info & authenticate
Authorize using user's Authorities

Pucynok 2.5 — [liarpama kiaciB
JWT noBuneH Oyt nomanwuii 10 3aranpHoi aBropusarii HTTP, skmo kmedT
MTOBEPTAETHCS JI0 3aXUIICHUX PECYPCIB.

Otpumaru orysg Spring Boot Server MoxHa 3a aiarpaMoro HUXKYE:

Spring Security

Auth Exception
WebSecurityConfigerAdapter AuthenticationEntryPoint

UsernamePassword
AuthenticationToken

Request

OncePerRequestFilter

PasswordEncoder UserDetails

AuthenticationManager UserDetailsService

\Contmller

AuthController UserRepository

o= Database
TestController RoleRepository

Repository

Response

Pucynok 2.6 — JIpyra niarpama kiacis
J103BOIBTE KOPOTKO MOSICHUTH.

Spring Security
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— WebSecurityConfigurerAdapter - cyrp peaimizariii Oe3mneku. Bin Hamae
koH(pirypamii HttpSecurity s HamamTyBaHHS cors, csrf, ympaBiiHHS
CeCIsIMU, TIPABWJI JUIs 3aXMILNEHUX pecypciB. Takok MOXKEMO PO3IIUPUTH
Ta HAJTAMTYyBaTH KOH(QITYypaIil0o 3a 3aMOBYYBAaHHSIM, SKa MICTHTH
€JIEMEHTH HIKYE.

—  Inrepdeiic UserDetailsService mae MeTo/1 3aBaHTaXKEHHSI KOPUCTYyBaya 3a
iMeHeM KopucTyBadya Ta moBeprae 00’ekt UserDetails, sxuit Spring
Security Mo>ke BUKOPHCTOBYBATH JIJIsl aBTEHTU(DIKaIlIT Ta TEPEBIPKHU.

—  UserDetails wMictute HeoOxigHy 1HQopMamilo (Taky sK:  1M'd
KOpUCTYyBaua, TapoJib, TOBHOBAXKEHHS) [Jsi moOyqoBU  00'ekTa
ayTreHTudiKkarii.

—  UsernamePasswordAuthenticationToken otpumye {iM'a KopucTyBaua,
napoiip} 13 3anuTy Ha BXi1, AuthenticationManager BAKOPHUCTOBYBATHME
roro jy1s aBTeHTHGIKAIlIT 00I1KOBOTO 3aMUCy IS BXOY.

—  AuthenticationManager mae DaoAuthenticationProvider (3a gomomororo
UserDetailsService & PasswordEncoder) mis mnepeBipku 00’ekTa
UsernamePassword AuthenticationToken. y pasi yCHiXy
AuthenticationManager mnoBepTa€ TMOBHICTIO 3allOBHEHUM  00’€KT
aBTeHTU(DIKaIi (BKIIOYAI0YH Ha/laH1 TOBHOBAXKEHHS).

—  OncePerRequestFilter poOuTh 071He BUKOHAHHS 71 KOKHOTO 3aIUTY 0
Hamoro API. Bin nagae meton doFilterInternal (), 3a mormoMoror sSKoro
MU peaji3yeMO CUHTaKCUYHMM aHaii3 Ta nepeBipky JWT, 3aBanTakeHHS
JNaHuX KopucTyBaua (3a gomomoroto UserDetailsService), mepeBipky
aBTopu3ailii (3a qomomororo UsernamePasswordAuthenticationToken).

—  AuthenticationEntryPoint BUSBUTh HOMHJIKY aBTEHTU]IKALII].

[Toxu 1o TpiGHO CTBOPUTH OJIHY KOJIEKI1IO B 0a3i manux. B saxocti 0a3u
naHHUX Oyay BUKopucToBYyBaTH — MongoDB. Yomy came BoHa?

MongoDB - ne 6a3a maHuxX AOKYMEHTIB 13 MacHITa0HOIO 3PY4YHICTIO Ta
THYYKICTIO, sIKa MEHI TOTpiOHA, 13 3aMpOIICHHIMH Ta 1HIEKCUPOBAaHHIM. 30epirae

JaHl y THy4kHuX, cxoxkux Ha JSON nokymeHTax, mo0 MoKHa Oyj0 3alOBHHUTU
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nojisi 3 JOKYMEHTa 10 JOKyMEHTa, a CTPYKTypa OaHUX MOXE 3MIHIOBATUCS
npoTsiroM vacy. Ta romosae: MongoDB MokHa BUKOPHCTOBYBaTH O€3KOIITOBHO.
Bepcii, Bunymeni 1o 16 sxoBtHsa 2018 p., [lyomikyrorses Ha ymoBax AGPL. Yci
Bepcii, BumymieHi micisi 16 sxoBTHA 2018 p., BKIIOYAIOYM BUIPABICHHS IS
MOTIEPE/IHIX BepCiii, MyONIKYIOTbCI B paMKaxX 3arajbHOJOCTYIHOI CEpPBEPHOI
miuen3ii (SSPL) vl.

Jlnst miakoroueHHs 6a3u gaanx MongoDB, noctatapo qo6aButh y daiiin pom:

Pucynok 2.7 — 3anexxuicte Maven
Ta B application.properties mocuJIaHHS Ha HE:
spring.data.mongodb.uri=mongodb+tsrv://zipliso |

Pucynok 2.8 — Ilocunanus Ha 6a3y naHux

AHoTatis @Document — 3B s13ye 00'eKT 3 023010 TAHHUX:

Pucynok 2.9 — Knac User

Lombok mae MOXIIMBICTH HE TTUCATH 0a30B1 MITYKU:
—- e @Getter @Setter - rerepu\cerepHu.

-  @ToString — He nepeBu3Havath toString
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-~ @NoArgsConstructor — cTBoproe KOHCTPYKTOp O€3 rmapameTpiB
B User 6ynemo 30epiraru:

—  ld — yHikanpHHMI iHAC(IKATOP KOPHCTYyBaya

—  Email — momrroBa ckpuHbKa(yHiKaIbHA)

~  Password - mapo:b

— UserName — iMm'st kopuctyBaua(yHiKaJIbHE)

-~ NickName — niceBnoHimM

— IsConfirm — miaTBepIKEHHS aKayHTY

—  Chatsld — cnircok yatiB B sikux 0yje nepeOyBaTu KOpUCTyBay

— Avatar — aBarap, sikux 0yay 30epiratucs y TEKCTOBOMY BUTJISIAIL.

Tenep s Mozeni, MpeCcTaBICHOI BUILE, HOTPIOHO CTBOPUTH PEMO3UTOPIM s

30epiraHHs JaHHUX 1 AOCTYIY 0 HHX:
@Component
public class UserRepository {

private final MongoTemplate mongoTemplate;

public UserRepository(MongoTemplate mongoTemplate) {
this.mongoTemplate = mongoTemplate;

}

public User save(User user) {
return mongoTemplate.save(user);

}

public void saveAll(List<User> users) {
for (User user : users) {
mongo Template.save(user);
¥

}

public User getUserByEmail(String email) {
Query query = new Query()
.addCriteria(where("email™).is(email));
return mongo Template.findOne(query, User.class);

}




public User getUserByUserName(String userName) {
Query query = new Query()
.addCriteria(where("userName").is(userName));
return mongoTemplate.findOne(query, User.class);

}

public User getUserByld(String id) {

Query query = new Query()
.addCriteria(where("id").is(id));
return mongoTemplate.findOne(query, User.class);

}

public List<User> findUsersByldIn(Collection<String> id) {
Query query = new Query()
.addCriteria(where("id").in(id));
return mongoTemplate.find(query, User.class);

}

public List<User> findAlIBylsConfirm(boolean confirm) {
Query query = new Query()
.addCriteria(where("isConfirm™).is(confirm));
return mongoTemplate.find(query, User.class);

}

public User findUserByEmail(String email) {

Query query = new Query()
.addCriteria(where("email™).is(email));

return mongoTemplate.findOne(query, User.class);

}

public void deleteByld(String id) {

Query query = new Query()
.addCriteria(Criteria.where(*'id").is(id));
mongo Template.remove(query, User.class);

}

public User updateOrDeleteAvatar(String userld, String avatar) {
Query query = new Query()
.addCriteria(where("id").is(userld));
Update update = new Update()
.set("avatar", avatar);
return mongo Template.findAndModify(query, update, new
FindAndModifyOptions().returnNew(true), User.class);




}

public User updateNickName(String userld, String nickName) {
Query query = new Query()
.addCriteria(where("id").is(userld));
Update update = new Update()
set("nickName", nickName);
return mongoTemplate.findAndModify(query, update, new
FindAndModifyOptions().returnNew(true), User.class);

}

public User updateEmail(String userld, String email) {

Query query = new Query()
.addCriteria(where("id").is(userld));

Update update = new Update()
set("email”, email)
set("isConfirm", false);

return mongoTemplate.findAndModify(query, update, new

FindAndModifyOptions().returnNew(true), User.class);

}

public User updatePassword(String userld, String password) {
Query query = new Query()
.addCriteria(where("id").is(userld));
Update update = new Update()
.set("password", password);
return mongoTemplate.findAndModify(query, update, new
FindAndModifyOptions().returnNew(true), User.class);

}

public List<User> findUsersBySearchParam(String param) {
Criteria criteria = new Criteria();
Query query = new Query(criteria);

criteria.orOperator(
Criteria.where(*'userName").regex("" + param),
Criteria.where("nickName").regex("" + param),
Criteria.where("email™).regex("" + param));

return mongo Template.find(query, User.class);

}

public void confirmAccountinUsersModel(String userName) {
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Query query = new Query();
query.addCriteria(where(*'userName").is(userName));
Update update = new Update();
update.set("isConfirm", true);
mongoTemplate.updateFirst(query, update, User.class);

}

public void updatePasswordInUsersModel(String userName, String

codedPassword) {
Query query = new Query();
query.addCriteria(where(*'userName").is(userName));
Update update = new Update();
update.set("password", codedPassword);
mongoTemplate.updateFirst(query, update, User.class);

Pucynoxk 2.10 — Kiac UserRepository
Xou Ha MongoTemplate moTpibHO nucaTu OUIbIIE KOy, ajie BiH Ja€ OuTbIe
THYYKOCTI B 3amuTax. BHIlle HamMcaHo BCl 3alUTH SIKI 3HAN00JATHCS MIpH
po3pooIIi.
Meronu knacy:
—  save(User user) — 30epirae 00'ekT y 6a3y JaHHX
— saveAll(List<User> users) — 30epirae crucok 00'eKTiB y 0a3y JaHUX
— getUserByEmail(String email) — Bignae 00'ex kopucTyBaya 1o moyTi
—-  getUserByUserName(String userName) — Bimnae 00'ek kopucTyBaya IO
1MeH1
— getUserByld(String id) — Bigmae 00'ex kopuctyBada 1o Id
- findUsersByldIn(Collection<String> id) — Bigmae coucok 00'ekiB
KOPHUCTYBauiB Mo ix id
- findAlIBylsConfirm(boolean confirm) — Bigmae cmucok 00'ekiB
KOPHUCTYBAUiB 10 iX MiATBEPKEHHAM
—  deleteByld(String id) — Bunanse kopuctyBaua 1o id
— updateOrDeleteAvatar(String userld, String avatar) — 3wmiHoe abo

no0aBisie aBaTap KOpUCTyBaya
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— updateNickName(String userld, String nickName) - 3wmiHoe a0
N00aBJIsiE TICEBIOHIM KOPUCTYBaya
— updateEmail(String userld, String email) - 3miHI0O€ IOYTY KOpHCTyBaya
— updatePassword(String userld, String password) - 3wmiHIOE mMapoib
KOpHCTyBaya
—  findUsersBySearchParam(String param) — mrykaio CIHHCOK KOPHCTYyBadiB
10 SIKOMYCh ITapaMeTpy
— confirmAccountinUsersModel(String  userName) —  miaTBepIKye
KOpHCTyBaya
VY 6e3neku ctBopuB WebSecurityConfig kiace, sikuil Oyie BUpIlIyBaTH Ha SIKi
MOCHJIAHHSIM MOYKHA 3aXOJUTH 0€3 aBTOpHU3allii:

@Configuration
@EnableWebFluxSecurity
public class WebSecurityConfig {
private final AuthTokenManager authTokenManager;
private final SecurityContextRepository securityContextRepository;
@Value("${cors.urls}")
private List<String> corsUrls;
@Value("${cors.path}")
private String corsPath;

public WebSecurityConfig(AuthTokenManager authTokenManager,
SecurityContextRepository securityContextRepository) {
this.authTokenManager = authTokenManager;
this.securityContextRepository = securityContextRepository;

}

@Bean
public SecurityWebFilterChain securityWebFilterChain(ServerHttpSecurity
http) {
return http
.exceptionHandling()
.authenticationEntryPoint(
(swe, e) -> Mono.fromRunnable(
0->
swe.getResponse().setStatusCode(HttpStatus. UNAUTHORIZED)
)
)
.and()




.csrf().disable()
.authenticationManager(authTokenManager)
.securityContextRepository(securityContextRepository)
.authorizeExchange()
.pathMatchers(*'/zipli/auth/signup”,
"/zipli/auth/signin",
"/zipli/auth/forgot_password",
"“Izipli/room/**",
"/v2/api-docs”,
"/configuration/ui*,
"/swagger-resources/**",
"/configuration/security™,
"/swagger-ui/**",
"/webjars/**").permitAll()
.anyExchange().authenticated()
.and().oauth2Client()
.and().build();

}

@Bean
CorsConfigurationSource corsConfiguration() {
CorsConfiguration corsConfig = new CorsConfiguration();

corsConfig.applyPermitDefaultVValues();
corsConfig.addAllowedMethod(String.valueOf(HttpMethod.PUT));
corsConfig.addAllowedMethod(String.valueOf(HttpMethod. DELETE));
corsConfig.setAllowedOrigins(corsUrls);

UrlBasedCorsConfigurationSource source = new

UrlBasedCorsConfigurationSource();
source.registerCorsConfiguration(corsPath, corsConfig);
return source;

}

@Bean
public PasswordEncoder passwordEncoder() {
return new BCryptPasswordEncoder();

}

Pucynok 2.11 — Knac WebSecurityConfig
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@EnableWebFluxSecurity — nonae miarpumky Spring Security WebFlux,
Ipaloe TUIBKU B peakTuBHIN Java. [lo3Boisie Spring 3HaXOAWTH 1 aBTOMATHYHO
3aCTOCOBYBATH KJIacC J0 II00aIbHOI BeO-0e3MeKHu.

Mu nepeBusnauae securityWebFilterChain (ServerHttpSecurity http) meton
3 inTepdeiica WebSecurityConfigurerAdapter. Bin moBigomisie Spring Security,
sk My HajamroByemMo CORS 1 CSRF, xonu mMu xouemMo BUMaraTu ayTeHTUDIKaIi
BCiX KopuctyBauiB uu Hi, sikuil filter (AuthTokenFilter) 1 koan Mu xouemo, 1106
BiH MpalfoBaB (QuUIbTpye nepen iHIMUMH (DUIBTPAMH), SKUH 0OpOOHHUK BHUKIIFOYEHD
obOpanuii. Ham Takox nmotpioen PasswordEncoder st mmdpyBanHus maposs.

Spring Security 3aBaHTaxXye JaHl KOpHUCTyBadya [JIi BUKOHAHHS
ayrentudikaiii Ta aBropusaiii. Itak, y Hporo € iHTepdeiic UserDetailsService,
AKUA HaM MOTpIOHO peanizyBatd, S Xxody oTpuMard OulblIe JaHUX
(imeHTHdIKATOP, AAPECY EIEKTPOHHOI MOILITH...), TOMY CTBOPIO peaii3aliio [bOro

iaTepdeiicy UserDetailsImpl:

public class UserDetailsimpl implements UserDetails {

private static final long serialVersionUID = 1L;
private final User user;

private Collection<? extends GrantedAuthority> authorities;

public UserDetailsimpl(User user) {
this.user = user;

}

@Override
public Collection<? extends GrantedAuthority> getAuthorities() {
return authorities;

}

@Override
public String getPassword() {
return user.getPassword();

}
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@Override
public String getUsername() {
return user.getUserName();

}

@Override
public int hashCode() {
return Objects.hash(

user.getUserName(),
user.getEmail(),
user.getPassword(),
user.getNickName(),
user.isConfirm());

}

@Override
public boolean equals(Object 0) {
if (this == 0)
return true;
if (0 ==null || getClass() != 0.getClass())
return false;
UserDetailsImpl user = (UserDetailsimpl) o;
return Objects.equals(this.user.getUserName(), user.getUsername())
&& Objects.equals(this.user.getPassword(), user.getPassword());

Pucynox 2.12 — Knac UserDetailsImpl

Mu moxemo BukopuctoByBatn AuthenticationManagerResolver Bcroau, e
HaM ToTpiOHO sauHamiyHO BuHOupatu AuthenticationManager, ame B I1bOMY
KEpIBHUIITBI MU 3alliKaBJeHI B MHOro BHUKOPUCTAHHI y BOYJOBAaHUX IOTOKax
ayTeHTU]iKarii.

CnouaTky naBaiite HanmamTyemo AuthenticationManagerResolver, a motim
OyJieMO BUKOPUCTOBYBATH Moro aiis ayreHtudikaii Basic 1 OAuth2.

[Tounemo 31 CTBOpEHHsS KJacy HJisi HAcCTpOWKH Oe3neku. Mu TOBUHHI
posmmputu WebSecurityConfigurerAdapter.

@Configuration
public class CustomWebSecurityConfigurer extends

WebSecurityConfigurerAdapter {

...

}
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Pucynok 2.13 — Knac CustomWebSecurityConfigurer
[ToTim maBaiiTe mogamo Metoj, sikuii moBepTae AuthenticationManager mms

KJIIEHTIB:

AuthenticationManager customersAuthenticationManager() {
return authentication -> {
if (isCustomer(authentication)) {
return new UsernamePasswordAuthenticationToken(/*credentials*/);

}

throw new UsernameNotFoundException(/*principal name*/);

}

}

Pucynok 2.14 — Metop customersAuthenticationManager
Hapemi, pnaBaiite gomamo  AuthenticationManagerResolver,  skwuit

n03BOJIAE€ThCS BinoBiAHO 10 URL-aapecoro 3anuty:

AuthenticationManagerResolver<HttpServletRequest> resolver() {
return request -> {
if (request.getPathinfo().startsWith(*'/employee™)) {
return employeesAuthenticationManager();
¥

return customersAuthenticationManager();
b

}

Pucynok 2.15 — Meton resolver

Jns peakTuBHOTO BeO-I0AATKM BCE IIIE MOXXEMO OTPUMATH BHTOIY 3

KOHIIeNIi 103BosTy AuthenticationManager BiJIIOBITHO JO KOHTEKCTY.

@SlIf4)

@Component

public class AuthTokenManager implements ReactiveAuthenticationManager {
private final JwtUtils jwtUtils;
private final UserDetailsService userDetailsService;

public AuthTokenManager(JwtUtils jwtUtils,
@Qualifier("userDetailsServicelmpl™) UserDetailsService userDetailsService) {
this.jwtUtils = jwtUtils;
this.userDetailsService = userDetailsService;

}
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@Override
public Mono<Authentication> authenticate(Authentication authentication) {
String authToken = authentication.getCredentials().toString();

String username;

if (authToken = null && jwtUtils.validateJwtToken(authToken)) {
username = jwtUtils.getUserNameFromJwtToken(authToken);

UserDetails userDetails =
userDetailsService.loadUserByUsername(username);
UsernamePasswordAuthenticationToken authenticationToken = new
UsernamePasswordAuthenticationToken(
userDetails, null, userDetails.getAuthorities());

log.info(""User authentication™);
return Mono.just(authenticationToken);
} else {
log.info(""Cannot set user authentication: no valid Jwt token");
throw new AuthenticationException();

Pucynok 2.16 — Kitac AuthTokenManager
Bona MOBEPTAE Mono 3 ReactiveAuthenticationManager.
ReactiveAuthenticationManager € PEaKTUBHUM €KBIBAJICHTOM

AuthenticationManager, Tomy iioro metoa ayreHTudikaiii noseprac Mono.
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PO3A1J1 3. AYTEHTUPIKALIA

3.1. Ayrentrudikauias JIWT
[ToTpibuo cTtBOpuTH Kitacc JWTUtils. ¥V mporo knacy € 3 GyHKIil:

~ 3redepyBatu JWTi3 iMeH1 KOpUCTyBaya, JaTH, TEPMIHY Jii, CEKPETY
—  otpumaru im's1(a6o EMAIL) kopuctyBaua Big JWT
—  miarBepautu JWT

public class JwtUtils {
public static final String EMAIL = "email";
@Value("${app.jwtSecret}")
private String jwtSecret;
@Value("${app.jwtExpirationMs}")
private int jwtExpirationMs;
public String generateJwtToken(UserDetails userPrincipal, String email) {
return Jwts.builder()
.setSubject((userPrincipal.getUsername()))
.claim(EMAIL, email)
.setlssuedAt(new Date())
.SetExpiration(new Date((new Date()).getTime() + jwtExpirationMs))
signWith(SignatureAlgorithm.HS512, jwtSecret)
.compact();
b
public String getUserNameFromJwtToken(String token) {
return Jwts.parser()
.setSigningKey(jwtSecret)
parseClaimsJws(token)
.getBody()
.getSubject();

¥
public boolean validateJwtToken(String authToken) {

try {
Jwts.parser().setSigningKey(jwtSecret).parseClaimsJws(authToken);
return true;

} catch (SignatureException e) {
log.error("Invalid JWT signature: {}", e.getMessage());

by

return false;

}

}

Pucynok 3.1 — Knac JwtUtils

String jwtSecret Ta int jwtExpirationMs, nponricyemo B client.properties:



28

app.jwtSecret=ialythiireapernanazemle

app.jwtExpirationMs=86400000
Pucynoxk 3.2 — Ilpuknan daitny Tumy properties

86400000 — 24 roguHu B MIJIMCEKYHAAX
3.2. CrtBopenHsi Rest koHTpoJ1epiB AJ151 aBTOpU3aNii
REST mBuako cTaB cTaHAapTOM MJii CTBOPEHHsS BeO-CEpBICIB B MEpexi,
TOMY WIO iX JIETKO CTBOPIOBATHU 1 JIETKO BHKOPHUCTOBYBaTU. Bkitouae B cebe
npuHOUIY [HTepHeTy, BKIIIOUaloun HOro apxiTeKTypy, repesard i Bee iHme. Lle ne
JTMBHO, BPaxOBYIOYH, 110 Horo aBTop, Poii ®imminr, 6paB y4actb, WUMOBIPHO, B
necartii cnenudikarii, ki peryaroTs PoOOTy MEpexi.

Axi nepearu? IHTepHer i1 Horo ocHoBHUM mnpotokona HTTP namaroTe HaOip
GYHKITIH:

e Bianmosinni nii (GET, POST, PUT, DELETE, ...)

e KemryBaHHs

e [IlepenanpaBieHHs 1 MepeCUIaHHS

e besneka (mudpyBanHs 1 ayTeHTU KAL)

Bce ne xputuuni gakropu st CTBOPEHHS BIAMOBOCTIMKHX CEPBICIB. AJie 1Ie
nie He Bce. [HTepHeT noOyAoBaHM 3 0e3/14l KpUXITHUX crenudikamniid, ToMy BiH
MO3K€ JIETKO PO3BUBATHUCS, HE TPY3HYUH B «BlifHAX CTaHIAPTIBY.

[IIo6 obGepHyTH pemno3uTopiii BeO-IIapOM, MOTPIOHO 3BEPHYTUCA 1O Spring
MVC. 3aBasku Spring Boot B IHPpacTpyKTypi IPaKTUYHO HEMAE KOIY. 3aMICTh
IOTO MU MO>KEMO 30CEpEAUTHUCS Ha AisX.

@RestController Bkazye, 1o 1gaHi, SKI MOBEPTAIOTHCA KOXHHUM METOJIOM,
OyyTh 3aMUCaHi MPSIMO B T1JI0 BIAMOBII 3aMICTh Bi3yaJsi3alli maoaoHy.

€ wmapuipytu ans koxkHoi omepaitii  (@GetMapping, @PostMapping, @
PutMappingi (@DeleteMapping, mo Bignosimae HTTP GET, POST, PUTi
DELETE n3BiHkwm).

Tenep IMOYHCEMO CTBOPIOBATH 3aIlINTH.



3.3. 3anmT pericrpamii
@PostMapping(*'/signup")
public ResponseEntity<?> addUser(@Valid @RequestBody SignupRequest
signupRequest) {
User user = new User(signupRequest.getEmail(),
signupRequest.getPassword(),
signupRequest.getUserName(),
signupRequest.getNickName());
try {
authService.registration(user);
} catch (AuthException e) {
log.error("Failed registration by email {}, userName {}, nickName {}, reason
{}", sighupRequest.getEmail(),
signupRequest.getUserName(), signupRequest.getNickName(),
e.getErrorStatusCode().getMessage());
return ResponseEntity
.badRequest()
.body(new ErrorResponse(e.getErrorStatusCode()));
b

return ResponseEntity.ok(*'User registered successfully!"");
}

Pucynok 3.3 — Merog addUser
[Tpuitmae B cebe SignupRequest ne 3a momomMororo javax.validation.constraints.™®
NIePEeBIPSIETHCS BaJIIIAITIS:

@Getter
@Setter
public class SignupRequest {
@NotBlank(message = "Email can't be empty")
@NotNull(message = "Email can't be null™)
@Email
@Size(max = 50)
@Pattern(regexp = "M\w+([\.-]2\\w+)*@\\w+([\\.-]2\\w+)*\\.\\w{2,}$")
private String email;

@NotBlank(message = "Password can't be empty")

@NotNull(message = "Password can't be null™)

@Size(min = 8, max = 16)

@Pattern(regexp = "N(?=.*[0-9])(?=.*[a-z]) (?=*[A-Z])(?=\\S+$).{8,16}$")
private String password,;

@NotBlank(message = "User name can't be empty")
@NotNull
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@Pattern(regexp = "a-zA-Z_-]{2,16}$")
private String userName;

@NotBlank(message = "Nickname can't be empty")
@Pattern(regexp = "~.{1,16}$")
private String nickName;

Pucynox 3.4 — Knac SignupRequest

AHoramii:
e @NotBlank - BcranoBmo€ 110 1M0JIE HE TOBUHHO OYTH IMTOPOXKHIM
e @NotNull - BcTanomto0€ 1110 MO HE TOBMHHO OyTH Hyra
e @Email - BcTaHOBIIIOE 1110 T10JIE TOBUHHO HOIITOKO
e (@Size - BCTaHOBIIOE PO3MIp JOMYCTHMOTO TOJISI
e (@Pattern - BCTaHOBIIIOE TATEPH C TTOMOIIBIO PETYJISIPHOTO BUPa3y
SIk MU TMOKa3aHO 1O KOAY BHIIE, BCS OCHOBHA JIOTiKa BUKOHYEThcs B AuthService.

Meron registration:

@Override
public void registration(User user) {
User existingUser = userRepository.getUserByEmail(user.getEmail());
if (existingUser !'=null) {
throw new AuthException(ErrorStatusCode.EMAIL_ALREADY_EXISTS);
}else {

user.setPassword(passwordEncoder.encode(user.getPassword()));
userRepository.save(user);

UserDetails userDetails = new UserDetailsImpl(user);

String token = jwtUtils.generateJwtToken(userDetails, user.getEmail());
emailConfirmationService.sendEmail(user.getEmail(), token);

Pucynok 3.5 — Merop registration
[Ipuiimae B cebe 00 06’ekt User. IlepeBipsie mo6 Takoro ro3epa He Oyio y
0a3l JaHUX, SIKIIO TaKUW € OJTAEMO MOMWIKY y BIAMOBIAb. SIKIIO TaKOro HEMa —

n01aeMo 10 0a3u AJaHuX Ta mWudpyeMo napoib. Takox BIANPABILEMO Ha MOYTY
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MOBIIOMJICHHS IS MIATBEP/KCHHS aKayHTy, 3a Iie Bianosijgae metoa sendEmail B
EmailConfirmationService:

@Async
public void sendEmail(String email, String token) {
MimeMessage message = javaMailSender.createMimeMessage();
try {
MimeMessageHelper helper = new MimeMessageHelper(message, true, "utf-
8");
helper.setTo(email);
helper.setSubject("Complete Registration!");
helper.setFrom(*zipli.socknet@gmail.com");
String htmIMsg = "<h3>Confirm your mail</h3>"
+ "<p style=\"font-size:18px;\">To confirm your user, please click "
+ "<strong>"
+ "<a href=\"" + deploy + "/confirm-mail?token=" + token + "\"
target=\"_blank\">here</a>"
+ "</strong>"
+"'</p>"
+ "<br/>"
+ "<br/>"
+ "<br/>",

message.setContent(htmIMsg, "text/ntml");

new Thread(() -> {
try {
javaMailSender.send(message);
} catch (Exception e) {
log.error("Error send message to email {} message {} class {}", email,
e.getMessage(), e.getClass().getSimpleName());

¥

}).start();
} catch (MessagingException e) {

log.error("Error to create message to email {} message {} class {}", email,
e.getMessage(), e.getClass().getSimpleName());

¥
}
Pucynox 3.6 — Metoz sendEmail

TyT CTBOPIOETHCA MPOCTHIM JIUCT, IKUI MA€ MMOCUJIAHHS HA MiATBEPKEHHS.
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3.4. 3anuT migTBepI:KeHHs 00.,IiKOBOI0 3alUCy
Sk s nucaB paniie, Al TOrO 100 CTBOPUTH OOJIKOBUH 3alMUT MOTPIOHO

HiATBEPIUTH HOTO Yepe3 momTy. 3a 1e Bianosigae Rest kouTposep /confirm-mail:

@PostMapping("/confirm-mail™)
public ResponseEntity<?> emailConfirm(@Valid @RequestBody
ConfirmMailRequest confirmMailRequest) {
try {
emailConfirmationService.confirmAccount(confirmMailRequest.getToken());
} catch (NotConfirmAccountException e) {
log.error("Failed confirm email tokenIsNull {}, reason {}",

Objects.isNull(confirmMailRequest.getToken()),
e.getErrorStatusCode().getMessage());
return ResponseEntity
.badRequest()
.body(new ErrorResponse(e.getErrorStatusCode()));
¥

return ResponseEntity.ok(*"Account verified");

}

Pucynok 3.7 — Meton emailConfirm

[Ipuiimae B cebe ConfirmMailRequest e 30epiraeTbcst TOKEH:

@Getter

@Setter

@NoArgsConstructor

@AIllArgsConstructor

public class ConfirmMailRequest {
private String token;

}

Pucynox 3.8 — Kimac ConfirmMailRequest
Jlorika BukoHaHHs 3HaxomuThbcsa B EmailConfirmationService, a came
Meton confirmAccount:

public String confirmAccount(String token) {
if (token !'=null) {
String userName = jwtUtils.getUserNameFromJwtToken(token);

userRepository.confirmAccountinUsersModel (userName);
return "Account verified";

}else {

throw new
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NotConfirmAccountException(ErrorStatusCode. TOKEN_INVALID OR_BROKEN

Pucynok 3.9 — Meton confirmAccount
B HhOMY X0muMo B 0a3y Ta y moji confirm craBumo True, SIKIIIO TOKEH HE

ICHYIOUH TOBEPTAEMO MTOMUIIKY.

3.5. 3anmT BXoay 10 00.,1iKOBOTI0 3aMucy
3a 11e BIJIMOBIIA€E 3aIUT /signin:

@PostMapping(*“/signin*)
public ResponseEntity<?> authenticateUser(@Valid @RequestBody
LoginRequest loginRequest) {
LoginResponse loginResponse;
try {
loginResponse = authService.login(loginRequest.getLogin(),
loginRequest.getPassword());
} catch (AuthException e) {
log.error(*'Failed authenticate user by login {}, passwordIsNull {}, reason

{4
loginRequest.getLogin(), Objects.isNull(loginRequest.getPassword()),
e.getErrorStatusCode().getMessage());
return ResponseEntity
.badRequest()
.body(new ErrorResponse(e.getErrorStatusCode()));
}

return ResponseEntity.ok(loginResponse);

}

Pucynox 3.10 — Meton authenticateUser

[Tpuitmae B cebe LoginRequest sSskux Tako BaJIiIyETHCS 32 JOTIOMOTOK0 aHOTAIIM:

@Getter

@Setter

@Validated
@NoArgsConstructor
@AIllArgsConstructor
public class LoginRequest {

@NotBlank(message = "Login can't be empty")

@NotNull

@Pattern(regexp = "M\w+([\\.-]2\\w+)*@\\w+([\\.-]2\\w+)*\.\\w{ 2, }$|[a-zA-
Z -1{2,16}%")

private String login;
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@NotBlank(message = "Password can't be empty")
@NotNull
@Size(min = 8, max = 16)

@Pattern(regexp = "N(?=.*[0-9])(?=.*[a-z]) (?=*[A-Z])(?=\\S+$).{8,16}$")
private String password;

Pucynox 3.11 — Kimac LoginRequest
Takoxx TOTPIOHO OOrOBOPUTH SIK MPAIIOE€ aBTOpH3aIisa. SKIIO Takuid
OOJIIKOBMIA 3almuc 3HaWIEHO B 0a3i Ta BiH MIATBEP/KCHUM, 32 JTOTIOMOTOI0 KJIacy
JWTULtils renepyemo TokeH Ta mepemaeMo Horo Ha (poHT. 3a 1€ BiaIOBiJga€E

meron login ¢ kitacy AuthService:

@Override
public LoginResponse login(String emailOrUsername, String password) {
User result;
if (emailOrUsername.contains("@")) {
result = userRepository.getUserByEmail(emailOrUsername);

}else {

result = userRepository.getUserByUserName(emailOrUsername);
¥
if (result == null) {
throw new AuthException(ErrorStatusCode.USER_DOES NOT_EXIST);
}else {
if (passwordEncoder.matches(password, result.getPassword())) {
throw new AuthException(ErrorStatusCode.PASSWORD _INCORRECT);
} else if (tresult.isConfirm()) {
throw new
AuthException(ErrorStatusCode.USER_DOES NOT_PASS EMAIL_CONFIRM);
}else {
String token = jwtUtils.generateJwtToken(new UserDetailsImpl(result),
result.getEmail());
return new LoginResponse(result.getld(), token, token);

Pucynok 3.12 — Meron login
[Ipn BCiX BUHSATKOBHX CHUTyaIliIX TMOBEPTAEMO TOMHIIKY, TPO SKI MH

MOTOBOPUMO YYTh Mi3HIIIE.
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3.6. 3anuT Ha BiTHOBJIEHHSI TAPOJIIO
Skio kopucTyBad 3a0yB MapoJib BiH MOXKE MOTro CKUHYTH. 3a 1€ BIANOBIIA€

3amut /forgot password:

@PostMapping("/forgot_password")
public ResponseEntity<?> processForgotPassword(@Valid @RequestBody
ForgotPasswordRequest forgotPasswordRequest) {

try {

resetPasswordService.generateResetPasswordToken(forgotPasswordRequest.getE
mail());
} catch (UserNotFoundException e) {
log.error("Failed restore password by email {}, reason {}",

forgotPasswordRequest.getEmail(), e.getErrorStatusCode().getMessage());
return ResponseEntity
.badRequest()
.body(new ErrorResponse(e.getErrorStatusCode()));

}

resetPasswordService.sendEmailForChangingPassword(forgotPasswordRequest.ge
tEmail());

return ResponseEntity.ok(**"Password can be changed");
}

Pucynok 3.13 — Metop processForgotPassword
J{nst CTBOpEHHSI OCWJIAHHS TTOCUJICHHS JJIS1 BIIHOBJICHHS TTAPOJII0 MOTPIOHO
CTBOPUTH TOKEH, 3a II¢ BiamoBigae Meroj generateResetPasswordToken kiacy
ResetPasswordService:

public String generateResetPasswordToken(String email) {
if (email == null) {
throw new
UserNotFoundException(ErrorStatusCode.EMAIL_DOES NOT _CORRECT);
}else {
User user = userRepository.getUserByEmail(email);
if (user !=null) {

String userName = user.getUserName();

UserDetails userDetails =
userDetailsService.loadUserByUsername(userName);

String token = jwtUtils.generateJwtToken(userDetails, email);

return token;

}
}

Pucynok 3.14 — Meton generateResetPasswordToken
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3a BianpaBky BiamoBigae meton SendEmailForChangingPassword cepsicy
ResetPasswordService:

public void sendEmailForChangingPassword(String email) {

String token = generateResetPasswordToken(email);
SimpleMailMessage mailMessage = new SimpleMailMessage();
mailMessage.setTo(email);
mailMessage.setSubject(""Here's the link to reset your password");
mailMessage.setFrom("zipli.socknet@gmail.com");
mailMessage.setText(""<p>Hello,</p>"

+ "<p>You have requested to reset your password.</p>"

+ "<p>Click the link below to change your password:</p>"

+ deploy + "/zipli/auth/reset_password?token=" + token + "<p>Change my

password</p>"

+ "<br>" + "<p>Ignore this email if you do remember your password, "

+ "or you have not made the request.</p>");
javaMailSender.send(mailMessage);

}

Pucynok 3.15 — Meton sendEmailForChangingPassword
Tenep noTpiOHO CTBOPUTH 3allUT Ha AKUM OyAe MpuUMaTH MOCHJIAHHS IO
BIJIIPABUJIOCH HA MOYTY Ta 3MIHIOBATH MapoJib. Lle Oyne:

@PostMapping(*“/reset_password")
public ResponseEntity<?> processResetPassword(@Valid @RequestBody
ResetPasswordRequest resetPasswordRequest) {
try {
resetPasswordService.resetPassword(resetPasswordRequest.getToken(),
resetPasswordRequest.getPassword());
} catch (UserNotFoundException €) {
log.error("Failed update password tokenlIsNull {}, reason {}",

Objects.isNull(resetPasswordRequest.getToken()),
e.getErrorStatusCode().getMessage());
return ResponseEntity
.badRequest()
.body(new ErrorResponse(e.getErrorStatusCode()));

}

return ResponseEntity.ok(*'Password successfully changed");

}

Pucynok 3.16 — Meton processResetPassword
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[Ipuiimae B cebe ResetPasswordRequest, ge nmepeBipseThCst Batiiaiis:

@Getter

(@B

@Validated

@NoArgsConstructor

@AIllArgsConstructor

public class ResetPasswordRequest {
private String token;

@NotBlank(message = "Password can't be empty")

@NotNull(message = "Password can't be null")

@Size(min = 8, max = 16)

@Pattern(regexp = "N(?=.*[0-9])(?=.*[a-z]) (?=.*[A-Z])(?=\\S+9).{8,16}$")
private String password,;

Pucynok 3.17 — Knac ResetPasswordRequest
A MeTon kiacy resetPassword, 3MiHIO€ TTapoJIh y 6a3i:

@Transactional
public String resetPassword(String token, String newPassword) {

if (token == null) {
throw new

UserNotFoundException(ErrorStatusCode.USER_DOES NOT_EXIST);
} else if (newPassword !=null) {

String userName = jwtUTtils.getUserNameFromJwtToken(token);

String codedPassword = passwordEncoder.encode(newPassword);
userRepository.updatePasswordinUsersModel(userName, codedPassword);

return "Password successfully changed”;

}else {

throw new
UserNotFoundException(ErrorStatusCode.PASSWORD _IS_NULL);

}
}

Pucynok 3.18 — Meton resetPassword
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PO341/1 4. CTBOPEHHA REST KOHTPOJIEPIB 1J11 OBJIIKOBOI'O 3AIIUCY

4.1 CrBopenns REST koutpoJsepa

3a 3MiHEHHA JaHUX OOJIIKOBOrOo 3amucy NOTpiOHO cTBOpUTH Rest
KOHTposiepu. Ha 111 3anutu MOXKIIMBO MOCTYKATUCS TIIBKU 3 aBTOPU3ALII€I0, a caMe
SKIO B XeJepl MepeaacThCsl TOKECH 1 BiH BaMiAHUN. 3a 3MIHY JaHUX OOJIIKOBOTO
3anucy Bianosigae AccountController:

@RestController
@SIf4j
@RequestMapping("/zipli/myAccount™)
public class AccountController {
private final UserService userService;
public AccountController(UserService userService) {
this.userService = userService;
¥
@GetMapping(*'/getUser/{userld}")
public ResponseEntity<?> getUser(@PathVariable String userld) {
try {
return ResponseEntity.ok(new
UserInfoResponse(userService.findUser(userld)));
} catch (GetUserException e) {
log.error("Failed get user by userld {}, reason {}", userld,
e.getErrorStatusCode().getMessage());
return ResponseEntity
.badRequest()
.body(new ErrorResponse(e.getErrorStatusCode()));

}

¥
@DeleteMapping(*'/delete-avatar/{userld}")

public ResponseEntity<?> deleteAvatar(@PathVariable String userld) {
try {
return ResponseEntity.ok(new
UserinfoResponse(userService.deleteAvatar(userld)));
} catch (DeleteAvatarException e) {
log.error("Failed to delete avatar by userld {}, reason {}", userld,
e.getErrorStatusCode().getMessage());
return ResponseEntity
.JbadRequest()
.Jbody(new ErrorResponse(e.getErrorStatusCode()));




by
¥
@PutMapping(*/update-avatar")
public ResponseEntity<?> updateAvatar(@RequestBody @Valid
AvatarRequest data) {
try {
return ResponseEntity.ok(new
UserInfoResponse(userService.updateAvatar(data)));
} catch (UpdateAvatarException e) {
log.error(*"Failed update avatar by userld {}, avatarlsNull {}, reason {}",
data.getUserld(), Objects.isNull(data.getAvatar()),
e.getErrorStatusCode().getMessage());
return ResponseEntity
.JbadRequest()
.body(new ErrorResponse(e.getErrorStatusCode()));

}

¥
@PutMapping(*/update-nickName")

public ResponseEntity<?> updateNickName(@RequestBody @Valid
NickNameRequest data) {
try {
return ResponseEntity.ok(new
UserInfoResponse(userService.updateNickName(data)));
} catch (UpdateNickNameException e) {
log.error("Failed update nickName by userld {}, nickName {}, reason {}",
data.getUserld(), data.getNickName(),
e.getErrorStatusCode().getMessage());
return ResponseEntity
.JbadRequest()
.body(new ErrorResponse(e.getErrorStatusCode()));

}
}
@PutMapping(*'/update-email)
public ResponseEntity<?> updateEmail(@RequestBody @Valid EmailRequest
data) {
return ResponseEntity.ok(new
UserInfoResponse(userService.updateEmail(data)));
}
@PutMapping(*'/update-password™)
public ResponseEntity<?> updatePassword(@RequestBody @Valid
PasswordRequest data) {
try {
return ResponseEntity.ok(new
UserInfoResponse(userService.updatePassword(data)));
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} catch (UpdatePasswordException e) {
log.error("Failed update password by userld {}, passwordIsNull {}, reason

{3
data.getUserld(), Objects.isNull(data.getPassword()),
e.getErrorStatusCode().getMessage());
return ResponseEntity
.badRequest()
.body(new ErrorResponse(e.getErrorStatusCode()));
b
¥
@DeleteMapping("/delete-account/{userld}")
public ResponseEntity<?> deleteAccount(@PathVariable String userld) {
try {
return ResponseEntity.ok(userService.deleteAccount(userld));
} catch (DeleteAccountException e) {
log.error("Failed delete user by userld {}, reason {}", userld,
e.getErrorStatusCode().getMessage());
return ResponseEntity

.badRequest()
.body(new ErrorResponse(e.getErrorStatusCode()));

Pucynok 4.1 — Knac AccountController

@GetMapping(*'/getUser/{userld}") - moBeptae Bci maHi kopucTyBaya 1o id
@DeleteMapping("/delete-avatar/{userld}") - Bunanse aBrap kopuctyBaua 1o id
@PutMapping("/update-avatar") - oOHOBmIOE aBarap KopucToByda mo Iid Ta
TEKCTOBOMY IIPEJICTABJIICHHIO aBaTapa

@PutMapping("/update-nickName") - 3miHtoe HikHeliM 10 id
@PutMapping(*/update-email") - 3miHIO€ OMTY, MOTPIOHO MIATBEPAUTH
@PutMapping("/update-password") - 3miHIO€ TTapOJIb KOPUCTYBAYA
@DeleteMapping("/delete-account/{userld}") - Bumanse ocoOucTuii 3amuc

KOpHCTyBaua



4.2 Oo0podka REST 3anuTiB AJ1s1 00J1iKOBOT0 3anKcy
3a noriky Bianoinae cepsic UserService:

@Service
public class UserService implements IUserService {

private final UserRepository userRepository;

private final EmailConfirmationService emailConfirmationService;
private final JwtUtils jwtUtils;

private final PasswordEncoder passwordEncoder;

public UserService(UserRepository userRepository, EmailConfirmationService
emailConfirmationService, JwtUtils jwtUtils, PasswordEncoder passwordEncoder)
{
this.userRepository = userRepository;
this.emailConfirmationService = emailConfirmationService;
this.jwtUtils = jwtUtils;
this.passwordEncoder = passwordEncoder;

}

@Override
@Transactional
public User findUser(String userld) throws GetUserException {

if (userld ==null) {
throw new GetUserException(ErrorStatusCode.USER_ID_NULL);
by

User user = userRepository.getUserByld(userld);
if (user ==null) {
throw new
GetUserException(ErrorStatusCode.USER_ID _DOES NOT_CORRECT);
¥

return user,

}

@Override
@Transactional
public User deleteAvatar(String userld) throws DeleteAvatarException {
if (userld == null) {
throw new DeleteAvatarException(ErrorStatusCode.USER_ID_NULL);
}
User user = userRepository.updateOrDeleteAvatar(userld, null);
if (user ==null) {
throw new
DeleteAvatarException(ErrorStatusCode.USER ID DOES NOT CORRECT);




}

return user,

}

@Override
@Transactional
public User updateAvatar(AvatarRequest data) throws UpdateAvatarException

if (data.getUserld() == null || data.getAvatar() == null) {
throw new UpdateAvatarException(ErrorStatusCode.DATA IS _NULL);
by

User user = userRepository.updateOrDeleteAvatar(data.getUserld(),
data.getAvatar());

if (user ==null) {
throw new
UpdateAvatarException(ErrorStatusCode.USER_ID_DOES _NOT_CORRECT);
¥

return user,

}

@Override
@Transactional
public User updateNickName(NickNameRequest data) throws
UpdateNickNameException {
if (data.getUserld() == null || data.getNickName() == null) {
throw new
UpdateNickNameException(ErrorStatusCode.DATA IS NULL);
b

User user = userRepository.updateNickName(data.getUserld(),
data.getNickName());
if (user ==null) {
throw new
UpdateNickNameException(ErrorStatusCode.USER_ID _DOES NOT_CORRECT)
¥
return user;

}

@Override
@Transactional
public User updateEmail(EmailRequest data) throws UpdateEmailException {
if (data.getUserld() == null || data.getEmail() == null) {
throw new UpdateEmailException(ErrorStatusCode.DATA IS _NULL);
}




if (!(data.getEmail().contains("@"))) {
throw new
UpdateEmailException(ErrorStatusCode.EMAIL_DOES_NOT_CORRECT);
by
User existingUser = userRepository.getUserByEmail(data.getEmail());
if (existingUser !'=null) {
throw new
UpdateEmailException(ErrorStatusCode.EMAIL_ALREADY_EXISTYS);
by
User user = userRepository.updateEmail(data.getUserld(), data.getEmail());
if (user == null) {
throw new
UpdateEmailException(ErrorStatusCode.USER_ID_DOES_NOT_CORRECT);
by
UserDetails userDetails = new UserDetailsImpl(user);
String token = jwtUtils.generateJwtToken(userDetails, data.getEmail());
emailConfirmationService.sendEmail(data.getEmail(), token);
return user;

}

@Override
@Transactional
public User updatePassword(PasswordRequest data) throws
UpdatePasswordException {
if (data.getUserld() == null || data.getPassword() == null) {
throw new
UpdatePasswordException(ErrorStatusCode.DATA IS NULL);
b

User user = userRepository.updatePassword(data.getUserld(),
data.getPassword());
if (user ==null) {
throw new
UpdatePasswordException(ErrorStatusCode.USER_ID DOES NOT_CORRECT);
¥

return user;

}

@Override
@Transactional
public String deleteAccount(String userld) throws Delete AccountException {
if (userld == null) {
throw new DeleteAccountException(ErrorStatusCode.USER_ID_NULL);

by
userRepository.deleteByld(userld);
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return "Account deleted(*;

}

@Override
@Transactional
public List<User> getUsersBySearchParam(String param) throws
SearchByParamsException {
if (param == null) {
throw new
SearchByParamsException(ErrorStatusCode.PARAM _IS_NULL);
¥

String searchParam = param.trim();

if (searchParam.length() < 3) {
throw new
SearchByParamsException(ErrorStatusCode.PARAM_TOO_SHORT);
b
List<User> users = userRepository.findUsersBySearchParam(searchParam);
if (users.isEmpty()) {
throw new
SearchByParamsException(ErrorStatusCode.USERS_DOES _NOT_EXIST_BY_PA
RAM);
by

return users;

}

}

Pucynok 4.2 — Knac UserService
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PO3/1J1 5. PEAKTUBHHUIH WEBSOCKET

5.1 CrBopeHHs peakTuBHOI0 websocket
30uparocsi BukopuctoByBatu HoBe API Spring 5 WebSockets pasom 3

peaKTUBHUMH (PYHKIIISIMH, 1110 3a0e3neuyroTh Spring WebFlux.

WebSocket - 1me m00pe BimoMmMHii MPOTOKON, SKHi 3a0e3medye
MOJHOMYIUIEKCHYIO  3B'SI30K  MDK  KJIIEHTOM 1  CEpBEpoM,  3a3BHUail
BUKOPUCTOBYEThCS Yy BeO-70/aTKax, Je KIIEHTaM 1 cepBepaM HEOoOXiJaHO
3MIHIOBATH MO/I1i 3 BUCOKOIO YaCTOTOIO 1 3 HU3BKOIO 3apOOKOIO.

Spring Framework 5 moaepnizyBaB niarpumky WebSockets y ¢peiimBopiii,
JTOJIaBIIIA PEAKTUBHI MOKIIMBOCTI /IO IIbOTO KaHAIy 3B'A3KY.

BuKoOpUCTOBYEMO 3ajIeKHOCTI  spring-boot  -starters mms  spring-boot-
integration Ta spring-boot-starter-webflux, siki 3apa3 IOCTYNHI y PEMO3UTOPIAX
Spring Milestone.

BukopHcTOBYIOUM OCTaHHIO JOCTYIHY Bepcito 2.1.1, ane 3aBxau moTpiOHO

OTPUMYBATH OCTAHHIO BCpCiIO, JOCTYIIHY B pCH03I/ITOpiHX Maven:

<dependency>
<groupld>org.springframework.boot</groupld>

<artifactld>spring-boot-starter-webflux</artifactld>
</dependency>

Pucynok 5.1 — 3anexnicts Maven
Job6aBumo WebSocketHandler nnss 0OpoOku ceaHCy cokeTa y Hallomy
nonaTtky Spring WebSocket.
private final EventHandler eventHandler;
private final IEmitterService emitterService;

public WebSocketSessionHandler(IEmitterService emitterService, EventHandler
eventHandler) {

this.emitterService = emitterService;

this.eventHandler = eventHandler;

}

Pucynok 5.2 — Knac WebSocketSessionHandler
Kpim Ttoro, crtBopenuit HandlerMapping anoTtoBanmii meTon, sSkuii Oyne

BIIMOBIAATH JJ1sI BITOOPaXKEHHS MIXK 3aIIPOILICHHSIMHU Ta 00pOOHHUKAMU 00'€KTIB:
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@Bean

public HandlerMapping 04
Map<String, WebSocketHandler> map = new HashMap<>();
map.put("/ws", webSocketHandler);

SimpleUrlHandlerMapping handlerMapping = new
SimpleUrlHandlerMapping();

handlerMapping.setOrder(1);

handlerMapping.setUrlMap(map);

return handlerMapping;

}

Pucynox 5.2 — Meton webSocketHandlerMapping
URL-ampec, kK KOTOPOMY MBI MOXEM MOJKIIOYHTHCS, Oymer: WS: //
localhost: <port>/ws
Ham knac ReactiveWebSocketHandler BignmoBicTs 3a ymnpaBiliHHS C€aHCOM
WebSocket Ha cTopoHi cepBepa.
Bin peanizye iHtepdeiic WebSocketHandler, Ttomy wmm moxxemo
NEPEeBU3HAYUTH JCCKPUIITOP METOMAYy, SKHH Oylne BHUKOPHUCTOBYBATHCS JIst

BIJIIIPAaBKH IOBioOMIIeHD KiieaTam WebSocket::

@SIf4]

@Component

public class WebSocketSessionHandler implements WebSocketHandler {
private final EventHandler eventHandler;
private final IEmitterService emitterService;

@Override
public Mono<Void> handle(\WebSocketSession webSocketSession) {
String token =
webSocketSession.getHandshakelnfo().getUri().getQuery().replace("token=", "");
Sinks.Many<String> publisher =
Sinks.many().multicast().directAllOrNothing();
final String userld;
try {
userld = emitterService.addMessageEmitterByToken(token, publisher);
} catch (CreateSocketException e) {
String response = JsonUtils.jsonWriteHandle(new
WsMessageResponse(ERROR_CREATE_CONNECT, e.getMessage()));
return
webSocketSession.send(Mono.just(webSocketSession.textMessage(response)));




}

return Mono.zip(
webSocketSession.receive()
.doOnNext(message -> {
try {
eventHandler.process(publisher,
JsonUtils.json.readValue(message.getPayloadAsText(), WsMessage.class));
} catch (Throwable e) {
log.error("Error processing message {} error class {} error
message {} ", message, e.getClass().getSimpleName(), e.getMessage());

b
by
.doOnComplete(() -> {

try {
emitterService.deleteMessageEmitterByUserld(userld,

publisher);

} catch (DeleteSessionException e) {

log.error("Error delete session {} for userld {} error class {}
error message {} ",
webSocketSession, userld, e.getClass().getSimpleName(),

e.getMessage());

¥

})-then(),

webSocketSession.send(
publisher.asFlux()
.map(webSocketSession::textMessage)
)).then();

Pucynok 5.3 — Knac WebSocketSessionHandler

[Tpu norune B BeOCOKET, Oyay 30epiraTv MOANUCKU y MapajelbHy MaIy eMiTOPIB:

private final Map<String, List<Sinks.Many<String>>> messageEmitterByUserld
= new ConcurrentHashMap<>();
Pucynok 5.4 — MessageEmitterByUserld

3a 1ie Bianosimgae meton addMessageEmitterByToken() cepricy EmitterService:

@Override
public String addMessageEmitterByToken(String token, Sinks.Many<String>
emitter) throws CreateSocketException {
try {
String username = jwtUtils.getUserNameFromJwtToken(token);
User user = userRepository.getUserByUserName(username);
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String userld = user.getld();

messageEmitterByUserld.computelfAbsent(userld, e -> new
CopyOnWriteArrayList<>()).add(emitter);

return userld,;

} catch (Exception e) {
throw new CreateSocketException("Can't create connect to user, Exception
cause: " + e.getMessage() + " on class " + e.getClass().getSimpleName());

k
}

Pucynok 5.5 — Merox addMessageEmitterByToken
SIKI110 KOHEKIIEH ¢ KJIIEHTOM MpoIiajae, MOTpiOHO BUIAIATH ii 3 Malld eMITOPIB,

e poouts meton deleteMessageEmitterByUserld():

@Override
public void deleteMessageEmitterByUserld(String userld, Sinks.Many<String>
emitter) throws DeleteSessionException {
try {
messageEmitterByUserld.getOrDefault(userld, new
CopyOnWriteArrayList<>()).remove(emitter);
} catch (Exception e) {
throw new DeleteSessionException(""Can't delete message emitter");

}

}

Pucynok 5.6 — Meton deleteMessageEmitterByUserld
SKI0 KOHEKIIEeH €, Ta MPUXOAUTh Mecelk Ha Oekenp. Ilepemaemo iioro B
METOI:
eventHandler.process(publisher, JsonUtils.json.readValue(
message.getPayloadAsText(), WsMessage.class)
);
[Ipo sxuit 6yeMo rOBOPUTH YYyTh Mi3HIIIIE.
5.2 Komanau Websocket Ta ix 00pooka
3a o0pobOky komanj BeOCokery BimamoBimae kiac EventHandler, skwmii
BIJINIPaBJIsie KOMaHU Ha CEPBICH Ta MOMUIIKH.
Cepgicu:
IMessageService messageService — BianoBimae 3a JIOTIKY BiTIpaBKH\3MiHCHS\

BUJIAJICHHS TIOB1JOMJIEHB y 4YaTi
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IFileService fileService — BignoBimae 3a JIOTIKY BIANpPaBKH\BUIAJICHHS

(aitnoB(Bieo\KapTHHKM) y YaTi

IChatService chatService — BiamoBifa€e 3a JIOTIKY CTBOPEHHS\3MiHHU\BHIAICHHS
YaTiB

IVideoService videoService — BiamoBigae 3a JOTIKy BiZIcO3BIHOKIB

Kinac EventHandler u #ioro equnuii metos process():

public void process(Sinks.Many<String> emitter, WsMessage message) {
Command eventCommand = message.getCommand();

switch (eventCommand) {
case CHAT _CREATE:
FullChatData chatData = (FullChatData) message.getData();
try {
chatService.createChat(chatData);
} catch (CreateChatException e) {
log.error(commandFail, eventCommand, chatData,
e.getErrorStatusCode().getMessage());
emitter.tryEmitNext(JsonUtils.jsonWriteHandle(
new WsMessageResponse(eventCommand,
new ErrorResponse(e.getErrorStatusCode())))
)i
} catch (UserNotFoundException e) {
log.error(commandFail, eventCommand, chatData,
e.getErrorStatusCode().getMessage());
emitter.tryEmitNext(JsonUtils.jsonWriteHandle(
new WsMessageResponse(eventCommand,
new ErrorResponse(e.getErrorStatusCode())))

1 TaK Jai JJisl KOKHOTO CepBICY Ta KOMaHI!

Pucynok 5.7 — Mertop process
Vi KoMaHIM MOKHA MOOAYUTH Y KJIaci TUIY MepepaxyBaHHS:

public enum Command {
CHAT _CREATE,

CHAT_UPDATE,
CHAT _DELETE,
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CHAT_LEAVE,
CHAT_USER_ADD,
CHATS_GET BY_USER_ID,
MESSAGE_SEND,
MESSAGE_READ,
MESSAGE_UPDATE,
MESSAGE_DELETE,
MESSAGES_GET BY_CHAT ID,
ERROR_CREATE_CONNECT,
FILE_SEND,

FILE_DELETE,

VIDEO CALL_START,
VIDEO_CALL_JOIN,

VIDEO CALL_EXIT,
USERS_GET BY_SEARCH_PARAM

Pucynok 5.8 — Kinac Command

5.3 Cepsic noBigoMieHb
st moyatky Tpeba CTBOPUTH METOJ SIKUM OyJe MOBepTaTH CIHCOK BCIX

NOBIJOMJIEHb MO 4aty. llepeBipseMo 4M iCHye Takui 4aT Ta MOBEPTAEMO BCl

HOBiIIOMJ'ICHHSI I10 HBOMY:

@Override
public List<Message> getMessages(ChatData data) throws GetMessageException
{
Chat chat = chatRepository.findChatByld(data.getChatld());
if (chat = null) {
List<String> listildMessages = chat.getMessagesld();
List<Message> messages = new ArrayList<>();
for (String idMessage : listidMessages) {
messages.add(messageRepository.getMessageByld(idMessage));
}
log.info(*'Get messages {} In chat:{} ", data.getUserld(), data.getChatld());
return messages;

}else {
throw new GetMessageException(ErrorStatusCode.CHAT_NOT_EXISTS);

}

}

Pucynok 5.9 — Meton getMessages
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Ternep moTpiOHO CTBOPUTU METO/| KU OyJie BIMPABIISITH MOBIJOMJICHHS Y

YaT Ta PO3CUIIATH YCIM KOPUCTyBauaM SIKi € B TOMY 4YaTi Ta OHJIAHH:

@Override
public Message sendMessage(MessageData data) throws MessageSendException,
ChatNotFoundException {

Message message = new Message(data.getUserld(), data.getChatld(),
data.getTimestamp(), data.getTextMessage());

final Message finalMessage = messageRepository.save(message);

Chat chat = chatRepository.findChatByld(data.getChatld());

if (chat = null) {

chat.getMessagesld().add(message.getld());

chat.getUsersld().parallelStream()
.forEach(userld -> emitterService.sendMessageToUser(userld,
new WsMessageResponse(Command.MESSAGE_SEND,
new MessageData(data.getUserld(),

chat.getld(),
finalMessage.getld(),
finalMessage.getTextMessage(),
finalMessage.getDate()

)
);

chatRepository.save(chat);

return message;
}else {

throw new ChatNotFoundException(ErrorStatusCode.CHAT_NOT_EXISTS);
¥

}

Pucynox 5.10 — Merox sendMessage
Jns BianpaBku Ws MOBIIOMIICHHSI BCIM XTO € B 4aTi Ta OHJIAWH, MOTPIOHO

nictatv Bcl Id B 4aTi HOpIBHATH 3 TUMU XTO OHJIAH Ta BUCJIATH M MOB1IOMJICHHS:

chat.getUsersld().parallelStream()
forEach(userld -> emitterService.sendMessageToUser(userld,
new WsMessageResponse(Command.MESSAGE_SEND,
new MessageData(“noBiioMmaeHHs")

Hoge nosigomiieHHs 30epiraeTbes B 6asy:

chatRepository.save(chat);
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3MiHEHHSI Ta BUJAJICHHS TOBIIOMIICHHS B 4YaTi Ta BHJAJICHHS HE CHIIbHO
BIIPI3HAIOTECA. Tak camMo xoauMo B 0azy, aie 3MiHIOEMO\BHIAISIEMO
TIOBIZIOMJICHHS T2 PO3CHIIAEMO 1BEHT.

MeTtox BUgaIeHHS ITIOB1JOMIICHHS:

@Override
public void deleteMessage(MessageData data) throws MessageDeleteException,
UpdateChatException {

Message message =

messageRepository.getMessageByldAndAuthorld(data.getMessageld(),
data.getUserld());

if (message != null) {

Chat chat = chatRepository.findChatByld(data.getChatld());

if (chat !=null) {
chat.getMessagesld().remove(message.getld());
final Chat finalChat = chatRepository.save(chat);
finalChat.getUsersld().parallelStream()

forEach(userld -> emitterService.sendMessageToUser(userld,
new WsMessageResponse(Command.MESSAGE DELETE,
new MessageData(data.getUserld(),

finalChat.getld(),
message.getld(),
message.getTextMessage(),
message.getDate()

)
)i
} else {
throw new
ChatNotFoundException(ErrorStatusCode.CHAT _NOT _EXISTS);
¥

messageRepository.delete(message);

}else {

throw new
MessageDeleteException(ErrorStatusCode. MESSAGE_ACCESS_ERROR);

}
}

Pucynok 5.11 — Metop deleteMessage

Meto 0OHOBIIEHHS TOBIIOMJIEHHS:



@Override
public Message updateMessage(MessageData data) throws
MessageUpdateException, ChatNotFoundException {
final Chat finalChat = chatRepository.findChatByld(data.getChatld());
if (finalChat !'=null) {
final Message finalMessage = messageRepository.updateMessage(data);
if (finalMessage !'= null) {
log.info("UpdateMessage with userld {} to chat {} with author {} new
message {} ", data.getUserld(), finalMessage.getChatld(),
finalMessage.getAuthorld(), finalMessage.getld());

finalChat.getUsersld().parallelStream()
forEach(userld -> emitterService.sendMessage ToUser(userld,
new WsMessageResponse(Command.MESSAGE_UPDATE,
new MessageData(data.getUserld(),
finalChat.getld(),
finalMessage.getld(),
finalMessage.getTextMessage(),
finalMessage.getDate()

)
);

return finalMessage;

}else {

throw new
MessageUpdateException(ErrorStatusCode. CHAT _ACCESS_ERROR);

}

}else {
throw new ChatNotFoundException(ErrorStatusCode.CHAT _NOT_EXISTS);

}

}
Pucynok 5.12 — Meton updateMessage

5.4 Cepsic uariB
Cepgic uaTiB peani3zoBye yci meroau intepdericy IChatService:
public interface IChatService {

Chat createChat(FullChatData data) throws CreateChatException,
UserNotFoundException;

Chat updateChat(FullChatData data) throws UpdateChatException;

void deleteChat(ChatData data) throws DeleteChatException;
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List<Chat> showChatsByUser(BaseData data);

Chat leaveChat(ChatData data) throws LeaveChatException;

Chat joinChat(ChatData data) throws JoinChatException;

Pucynox 5.13 — Knac IChatService

Mertonau siki peanizoBani B ChatService:

Chat createChat(FullChatData data) — cTBoproemMo 4at sSKuid Ta PO3CHIAEMO
3alIPOIICHHS KOPUCTYBavaM SIKUX 3apocuiid. [loBepTaeMo MoJeIb vary.
Chat updateChat(FullChatData data) — 3MiHIO€ HACTpO¥KH YaTa, TaKOX
PO3CUIIAEMO HOBI JJaH1 BCIM OHJIATH KOPUCTOBYYaM

void deleteChat(ChatData data) — Bumansie 4yar Ta BCi IOBIJIOMIJICHHS B
HBOMY

List<Chat> showChatsByUser(BaseData data) — noBeprae kopucTyBauy BCi
YaTH B SIKUX BiH 3HAXOJUTHCS

Chat leaveChat(ChatData data) — mpuxoauts id kopuctyBada Ta id dary.
KopucTyBad moOKHMIa€e daT, yci XTO 3HAXOAATHCA B YaTi OTPUMYIOTh
MTOB1JIOMJICHHS

Chat joinChat(ChatData data) — koprcTyBau npuiimMae 3arpoIIeHHs 10 4aTy

5.5 Cepsic Bizeo a3BiHKIB
Jlnst n3BiHKIB Oyy BukopuctoByBatu TexHosorito WEBRTC, a mio 1e?

Konmu nBom Opayzepam HeOOXigHO OOMIHIOBAaTHUCSA MaHUMH, iM 3a3BHYAi

NOTPIOHO MPOMIKHUHN cepBep, 00 KOOpAWHYBATH OOMIH JTaHWMHU 1 TIepeaaBaTH

MOBIJJOMJICHHS MDK HHUMH. AJie HasBHICTh Ce€pBepa IMOCEPEAUHI MPHU3BOIAUTH 0

3aTPUMKH 3B'SI3KY MIK Opay3epaMu.

WebRTC, mpoekT 3 BIIKPUTHM BUXITHAM KOJIOM, SIKHI JI03BOJIsiE Opay3epam

1 MOOUTbHMX JOJIaTKIB O€3MocepeIHbO B3aEMOJIISITH OAWH 3 OJHUM B PEXKUMI

pealbHOTO Yacy.
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[TonguBumocs, sk aBa Opaysepa CHIIKYHOThCS B THUIIOBOMY cCIieHapii 0e3
WebRTC. [Ipumyctumo, y Hac € nBa Opay3sepa, i bpayzep 1 moBuHeH BiampaBuTH

noBigomiieHHs bpaysepy 2. bpaysep 1 cnouarky Bianpasise oro Ha Cepsep:

Pucynox 5.14 — [lepma cxema Opay3epiB

[Ticna Toro, sik CepBep OTpUMye TOBITOMIICHHS, BiH 00poOsie ioro,

3HaxoAuTh bpaysep 2 1 Bimpasisie oMy OBIJOMIICHHS:

\\9

N

N

N

Pucynok 5.14 — JIpyra cxema Opay3epiB
OckilbKM ~ cepBep TMOBMHEH OOpPOOMTH TOBIAOMJIEHHS TMepen ioro
BIANIPABKOIO B Opay3ep 2, 3B'A30K BIIOYBA€ThCA Mailke B peaJlbHOMY Yacl.

3BUYaAlHO, XOTUIOCA O, 11100 1€ BiA0YBAJIOCS B PEXKUMI PEaibHOTO Yacy.
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WebRTC Bupimnye 1110 npo6ieMy, CTBOPIOIOYM MPSMUA KaHa MK JBOMa

Opay3epamu, yCyBarO4Yl HEOOX1THICTh B CEPBEPI:

»

Pucynox 5.15 — Tpets cxema OpayzepiB

B pesymbrari wac, HeoOxigHe sl Tiepemadi IMOBIIOMJIEHL BiJ OJHOTO
Opay3epa 10 IHIIIOTO, 3HAYHO CKOPOYYETHCS, OCKUIbKM TEIep IOBIIOMIICHHS
MapHIpyTU3UPYIOTCSl O€3MOCePEeIHbO BiJl BIANPABHUKA /10 ojepkyBaya. Lle Takox
1030aBJIsie€ CepBEPH BiJ BAKKOI POOOTH 1 MPOMYCKHOT CIIPOMOKHOCTI 1 3a0e3mneduye
iX CIUJIbHE BUKOPUCTAHHS MIXK 3aJisHUMHU KiieHTaMu. OJHaK BCce OJJHO Opay3epam
Tpeba 3HATH JIe 3HAXOAATHCS 1HII Opay3epu JJIs IbOTO 1 MOTpiOeH Oye ceprep.

WebRTC miatpumyerbecss OoCHOBHUMH Opay3epamu, Takumu sik Chrome,
Firefox, Opera 1 Microsoft Edge, a Takox Takumu miardopmamu, sk Android 1
10S.WebRTC He Bumarae yCTaHOBKH SIKWX-HEOy1b 30BHIIIHIX TUIATiHIB B HAIIOMY
Opay3epi, OCKIIbKU PIIICHHS MOCTABIIIETHCS B KOMIUIEKTI 3 Opay3epom.

binpmr TOro, B THMOBOMY JOJATKy PEaTbHOTO Yacy, IO BKJIIOYAE Mepeaady
BIJIEO 1 3BYKY, MM MOBHUHHI CWJIbHO 3ajnexaTu Bix 010miotexk C ++ 1 BHUpilIyBaTH
0e3niy npodieM, B TOMY YHCIIL:

- MackyBaHHS BTpaTH MaKeTiB

- ExomonaBieHHs

- AJIanTUBHICTH CMYTH TIPOITYCKAaHHS

- Jlunamiuna Oydepuzamus JHKUTTEpa

- ABTOMAaTH4YHE PETYIOBAHHSA ITOCUJICHHA
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- 3HIKEHHS 1 MPUAYIICHHS IIyMY
- «OuunieHH» 300paKCHHS
Ane WebRTC Bupimrye Bci 1l mpoOiieMH i KamoTOM, CHPOIIYIOUYd OOMiH

JAHUMHU MDK KIIIEHTaMU B PEXKUMI PEaTbHOTO Jacy.

Ha BigMiHYy Bij B3aeMO/I1i KII€HT-CEpPBEP, KOJIM ICHYE BIIOMUM aJpecy cepBepa,
1 KIIIEHT BXKe 3HAE ajpecy cepBepa ais 3Bsi3ky, B P2P (BuOpamu TumvacoBuii)
3'€THAHHI OJICH 3 BY3JIIB HE Ma€ MPSAMOI0 aJpeCH. 1HILIOTO MapTHEpA.

[I{o6 BcTaHOBUTH OJHOPAHTOBE 3'€THAHHS, HEOOX1THO BUKOHATH KiJIbKa KPOKIB,
10 JTO3BOJISIFOTH KJIIEHTAM:

- 3poOuTH cede JOCTYITHUMU JUIsl CITIIKYBaHHS

- 11eHTU(IKYIOTh OJJMH OJHOTO 1 0OMIHIOIOTHCSI MEpeXKeBUM 1H(OpMaIli€r0

- MOAUIMTHCS 1 Y3roAMTH (OpMAT BHUKOPUCTOBYBAHUX JIaHHUX, PEKUM 1

IPOTOKOJIH

- JIUIATHACS JaHUMHU
WebRTC Buznauae Habdip API 1 MmeTomonorii Ay BUKOHaAHHS IIUX KPOKIB.

[Io6 KJIi€EHTU MOTJIU BUSBISTH OJUH OJHOTO, OOMIHIOBATHUCS JAaHUMHU IPO
Mepexi, a motiMm oOMiHioBatuca (opmarom ganux, WebRTC BukopuctoBye
MeXaH13M, 3BaHUH CUTHAJII3aIlI€Io.

[1ix curnanmizamni€ero po3yMitoThCs MPOLECH, MOB'sI3aH1 3 BUSBIECHHSAM MEPEXI,
CTBOPEHHSIM  CEaHCy, YIpPaBIIHHAM Ce€aHCOM 1 OOMIHOM  METaJaHUMHU
MYJIbTUMEIIMHIX MOYKJIUBOCTEH.

Ile BaxnMMBO, OCKIJIBKHM KJII€EHTH ITOBHHHI 3HATH OJWH OJHOTO 3a34ajicTijib,
1100 TTOYaTH CIIJIKYBaHHS.

o6 nocsartu Beboro nporo, WebRTC He BU3HaUae cTaHaapT CUTHami3aMii 1
3aJuIIae e Ha po3Cyl po3poOHMKa. TakuM 4YWHOM, 1€ JAa€ HaM MOKIIHMBICTh
BukopuctoByBatd WebRTC Ha pi3HHX NPUCTPOSX 3 OYyIb-SIKOIO TEXHOJIOTIEIO 1
HIATPUMYE TPOTOKOJIOM.

Jlns curnamsaiii BUKOpPHCTOBYyeMO Kiacc VideoService a came MeTOA

startVideoCall(VideoData videoData):
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public VideoData startVideoCall(VideoData videoData) {
VideoCallState videoCallState = new VideoCallState(videoData.getUserld(),
new CopyOnWriteArrayList<>(), new CopyOnWriteArrayList<>());
videoCallState.getUsersInCallld().add(videoData.getUserld());
videoCallStorage.put(videoData.getChatld(), videoCallState);

Chat chat = chatRepository.findChatByld(videoData.getChatld());
if (chat == null) {
throw new ChatNotFoundException(ErrorStatusCode.CHAT _NOT_EXISTS);
b
chat.getUsersld().parallelStream()
forEach(userld -> emitterService.sendMessageToUser(userld,
new WsMessageResponse(Command.VIDEO_CALL_START,
videoData)));

List<String> usersWholsNotOnline =
videoCallStorage.get(videoData.getChatld()).getUsersWholsNotOnlineld();
usersWholsNotOnline.addAll(chat.getUsersld());
usersWholsNotOnline.removeAll(emitterService.getMessageEmitter().keySet());
log.info(*'Start VideoCall in Chat {} by user {}.", videoData.getChatName(),
videoData.getUserName());
log.debug(videoCallStorage.get(videoData.getChatld()).toString());

return videoData;

}
Pucynok 5.16 — Meton startVideoCall

3 kiieHTa npuxoauTh VideoData, B sKiii € TOW cuUTHai IO MOTPIOEH ISt
CTBOPEHHSI KOHEKIIIEHY MK Opay3epaMu. Mu HOTO BUCHIIAEMO YCIM XTO OHJIAIH 3
qary:

chat.getUsersld().parallelStream()
forEach(userld -> emitterService.sendMessageToUser(userld,
new WsMessageResponse(Command.VIDEO CALL_START,
videoData)));

TakoX KOJIM XTOCh MIJKIIOYAETHCS A0 KOHEKIIEHY MU IMOBUHHI, PO3iCIaTH
[MOB1JOMJIEHHS 1[0 BIH ITIAKJIFOYUBCS:

public VideoData joinVideoCall(VideoData videoData) {

VideoCallState videoCallState = videoCallStorage.get(videoData.getChatld());
if (videoCallState == null) {




throw new
VideoCallException(ErrorStatusCode.VIDEO_CALL_EXCEPTION);

by
videoCallState.getUsersInCallld()

.add(videoData.getUserld());
videoCallState.getUsersWholsNotOnlineld().remove(videoData.getUserld());
Chat chat = chatRepository.findChatByld(videoData.getChatld());
if (chat == null) {

throw new ChatNotFoundException(ErrorStatusCode.CHAT _NOT_EXISTS);
b

chat.getUsersld().parallelStream()
forEach(userld -> emitterService.sendMessageToUser(userld,
new WsMessageResponse(Command.VIDEO_CALL_JOIN,
videoData)));

log.info("User {} successfully joined videoCall in Chat {}.",
videoData.getUserName(), videoData.getChatName());
log.debug(videoCallState.toString());

return videoData;

}
Pucynok 5.16 — Meton joinVideoCall

Ta koM XTOCh MOKMAE HOTO:

public ChatData exitFromVideoCall(ChatData chatData) {
VideoCallState videoCallState = videoCallStorage.get(chatData.getChatld());
videoCallState.getUsersInCallld()
.remove(chatData.getUserld());
log.debug(videoCallState.toString());
log.info("User {} leaved from videoCall in chat {}", chatData.getUserld(),
chatData.getChatld());

if (videoCallStorage
.get(chatData.getChatld())
.getUsersInCallld()
size() <2){
videoCallStorage.remove(chatData.getChatld());
}
Chat chat = chatRepository.findChatByld(chatData.getChatld());
if (chat == null) {
throw new ChatNotFoundException(ErrorStatusCode.CHAT _NOT_EXISTS);
}
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chat.getUsersld().parallelStream()
forEach(userld -> emitterService.sendMessageToUser(userld,
new WsMessageResponse(Command.VIDEO_CALL_EXIT,

chatData)));

return chatData;

}
Pucynok 5.17 — Metop exitFromVideoCall
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PO3411 6. AHOHIMHI KIMHATH JIJ14 BIAEO A3BIHKIB HA SSE

6.1 IIlo Take SSE
Jlns aHOHIMHHUX BiJ€Oo A3BIHKIB OyJy BHUKOPHCTOBYBAaTH PEAKTHBHHUI

npotokoi SSE(server-sent-events).

[Tpocrime kaxyuu, Server-Sent-Events a6o ckopodeno SSE - 1e crangapt
HTTP, sxuit no3Bossie BeO-101aTKy 00pOOIATH OAHOCTIPSIMOBAHUM MOTIK MOIN 1
OTPUMYBATH OHOBJICHHS KOKHOTO Pa3y, KOJIU CEPBEP Mepeac IaHi.

JInst TOCSATHEHHS Ii€l METH MOYKEMO BHUKOPHCTOBYBATH peaiizallii, Taki SK
Flux knac, nmpeacrasnenuii Reactor 6i6miotexy, ado noteHmiino ServerSentEvent
CYTi, SIKa Ta€ HaM KOHTPOJIb HaJl METaAaHIUMH TIOTIH.

AJne 11 Mo4aTKy MOYHEMO CTBOPIOBATH MOTPIOHI HAM peaKTUBHI KOHTPOJIEPH:

@Bean
public RouterFunction<ServerResponse> route(RoomHandler roomHandler) {
return RouterFunctions
.route(RequestPredicates
.GET(PATH + "/getRoom/{roomld}")
.and(RequestPredicates.accept(MediaType.APPLICATION_JSON)),
roomHandler::getRoom)
.andRoute(RequestPredicates
POST(PATH + "/leaveRoom/{roomld}")
.and(RequestPredicates.accept(MediaType.APPLICATION_JSON)),
roomHandler::leaveRoom)
.andRoute(RequestPredicates
POST(PATH + "/createRoom")
.and(RequestPredicates.accept(MediaType.APPLICATION_JSON)),
roomHandler::createRoom)
.andRoute(RequestPredicates
POST(PATH + "/joinRoom/{roomld}")
.and(RequestPredicates.accept(MediaType.APPLICATION_JSON)),
roomHandler::joinRoom)
.andRoute(RequestPredicates
.GET(PATH + "/getRooms")
.and(RequestPredicates.accept(MediaType.APPLICATION_JSON)),
roomHandler::getRooms)
.andRoute(RequestPredicates
POST(PATH + "/deleteRoom/{roomld}")
.and(RequestPredicates.accept(MediaType. APPLICATION JSON)),
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roomHandler::deleteRoom)
.andRoute(RequestPredicates
POST(PATH + "/newMessage/{roomld}")

.and(RequestPredicates.accept(MediaType.APPLICATION_JSON)),
roomHandler::saveMessage);
Pucynok 6.1 — Mertop route

6.2 O0poo6ka SSE 3anuriB
Knac mns oO6pob6kn RoomHandler B sxomy peani3oBani yci MeETOAH

iHTepdeiicy:

public interface IRoomHandler {
Mono<ServerResponse> getRoom(ServerRequest request);
Mono<ServerResponse> getRooms(ServerRequest request);
Mono<ServerResponse> joinRoom(ServerRequest request);
Mono<ServerResponse> leaveRoom(ServerRequest request);
Mono<ServerResponse> deleteRoom(ServerRequest request);
Mono<ServerResponse> createRoom(ServerRequest request);
Mono<ServerResponse> saveMessage(ServerRequest request);
Mono<ServerResponse> subscribeMessage(ServerRequest request);
Mono<ServerResponse> getMessagesByRoom(ServerRequest request);

Pucynox 6.2 — Kinac IRoomHandler
GetRoom() — Bimae kiMHaTy 110 1 id.
GetRooms() — Bigae BCi iCHY 041 KIMHATH.

SubscribeMessage() — mianucka no SSE Ha moBigoMIICHHS KIMHATH:

@Owverride
public Flux<ServerSentEvent<BaseEventResponse>> subscribeMessage(String
iIdRoom) {
return messageEmitterByRoomld.get(idRoom).asFlux();
}

Pucynok 6.3 — Merog subscribeMessage
s mignucku gooasnsiemo idRoom B:

private final Map<String, Sinks.Many<ServerSentEvent<BaseEventResponse>>>
messageEmitterByRoomld = new ConcurrentHashMap<>();
Pucynok 6.4 — MessageEmitterByRoomld

Tenep npu JoinRoom(), kopuctyBauy NOYHYTh NPUXOJUTH MOBITOMIICHHS:

public Room joinRoom(String roomld, UserinfoByRoomRequest

userinfoByRoomRequest) throws JoinRoomException {
Optional<Room> roomOptional = roomRepository.findByld(roomld);
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if (roomOptional.isPresent()) {
Room room = roomOptional.get();
room.getUserslInfo().add(userinfoByRoomRequest);
room = roomRepository.save(room);
messageEmitterByRoomld.get(roomld).tryEmitNext(ServerSentEvent.<BaseEvent
Response>builder()
1d(String.valueOf(eventldGeneration.get(room.getld()).getAndincrement()))
.event(EventCommandRoom.JOIN_ROOM_EVENT.name())
.data(new
RoomEventResponse(userinfoByRoomRequest.getUserName(),
userinfoByRoomRequest.getSignal()))
Dbuild());
log.info(""Join Room successful: Room - {}, user - {}, number of users - {}",
room.getld(),
userinfoByRoomRequest.getUserName(),
room.getUserslInfo().size()
)i
return room;

}else {
throw new JoinRoomException(ErrorStatusCode.ROOM_NOT_EXIT);

}

Pucynok 6.5 — Meton joinRoom
3a BianpaBky nosigomieHHs o SSE BignoBigae:

messageEmitterByRoomld.get(roomld).tryEmitNext(ServerSentEvent.<BaseEvent

Response>builder()
1d(String.valueOf(eventldGeneration.get(room.getld()).getAndIncrement()))
.event(EventCommandRoom.JOIN_ROOM_EVENT.name())

.data(new RoomEventResponse(userinfoByRoomRequest.getUserName(),
userinfoByRoomRequest.getSignal()))
Dbuild());

Pucynok 6.6 — 3ignpaBka SSE noBigoMiieHHs
3HaxX0AMMO TYKY MIJMKUCKY Ta BIAMPABIIEMO MOBIIOMIICHHS YCIM XTO MiJMUCHA Ha
I}0 KIMHATY.
LeaveRoom(ServerRequest request) — Biamucka Biji KIMHATH.
DeleteRoom(ServerRequest request) — BumaaeHHs KIMHATH Ta BIAMKUCKA BCIX XTO B
HIH €.
SaveMessage(ServerRequest  request) — BigmpaBka —TOBIZOMJICHHS  YCIM

MIIMACHUKAM KIMHATH.
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GetMessagesByRoom(ServerRequest request) — orpumaru BCi TMOBIIOMIICHHS B

KIMHATI.



65

BHUCHOBOK
PeakTuBHI cHCTEMH BOJOJIIOTh MEBHUMHU XapaKTEPUCTUKAMHU, SIKI POONATH iX

11eanbHUMHU Ui poOOYMX HABAaHTAXXEHb 13 HU3BKOIO 3aJIEP’KKOI0 Ta BUCOKOIO
MPOIMYCKHOIO 31aTHICTIO. Project Reactor Ta Spring mpaiororh pazom, 100
JI03BOJIUTH PO3POOHUKAM CTBOPIOBATH PEAKTUBHI CUCTEMH KOPIIOPATUBHOTO PiBHS,
Akl OyAyThb UYyWHHMH, BIJIMOBOCTIHKMMH, €JACTUYHUMH 1 KEpOBaHUMU
MOBIJJOMJICHHSIMHU.

PeakTrBHE TporpamMyBaHHs 3apa3 Ay)Ke MOIMYJSIPHE Ta AAa€ BEIUKI MOKIUBOCTI
JUIsL OTITUMi3allii\3MeHIIIeHHs] Harpy3Ku Ha cepBep. CBOPHB pPEaKTUBHUI cepBep
KU TIOBHICTIO aCIHXPOHHUI Ta pEaTUBHUM:

- PEaKTHBHI KOHTPOJEpU

- pEaKTUBHUI 3aXUCT

- peaktuBHUI BeOCOKET

- peakTUBHMI IpOTOKOI SSE

- peaktuBHHUI SpringBoot
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https://www.baeldung.com/spring-5-reactive-websockets
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https://www.baeldung.com/spring-5-reactive-websockets

W5 REQUEST

JOJIATOK A
Hpuxnaam ycnimaux WS komMana

W5 RESPONSE
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]

"command":"CHAT CREATE",

"data":{
"userld":"6006c07a9da7110352e05958",
"chatName":"SuperPublicTESTChat",
"chatParticipants":[

"6006c1039da711035eec5959"
"isPrivate":false
1
I

}

r
1

I

"command":"CHAT CREATE",

"data":]
"userld":"6006c07a9da7110352ec5958",
"chatld":"6007fe99416f8f7408253651",
"chatName":"SuperPublicTESTChat”,
"chatParticipants":[

"6006c1039da7110352ec5959",
"6006c07a9dar11035eec5958"

1
I

i
"command":"CHAT USER_ADD",
"data":{

"userld":"60081192f4170d1c216c2244", - koo

HY#HO gobasuTo
"chatld":"6007fe99416f8f740825a651"
1
¥

}

r
1

}

"command":"CHAT USER_ADD",

"data":{
"userld":"60081155f4170d1c216c2244",
"chatld":"6007fe99416f8f740825a651",
"chatName":"SuperPublicTESTChat",
"chatParticipants":[

"6006c1039da7110352ec5555",
"6006c07a5da711035eec5558",
"60081199f4170d1c216c2244"]

1
I

r
1

"command":"CHAT _LEAVE", - onA CHAT_DELETE

TaKan we 0aTa
"data":{
"userld":"6006c1032da711035e2c5959",
"chatld":"6007fe09416f3f7408253651"
1
I

}

r

1

"command":"CHAT_LEAVE",

"data":{
"userld":"6006c1039da711035eec5959",
"chatld":"6007fe99416f3f740825a651",
"chatName":"SuperPublicTESTChat”,
"chatParticipants™:[

"6006c07a9da711035e2c5958",
"60081199f4170d1c216c2244"

[a——




“command”:"CHATS_GET_BY_USER_ID",
"data™{

}

"userld":"6006c07a9da7 11035225958

{
"command""CHATS_GET_BY_USER_ID",
"data":[

i

"id":"6006c3249da711035eec5953",

"chatMame":"GroupTestChatName",

"idMessages" [
"6006c92372d262181616a3a68",
"6006c96572d26e181616a3a65",
"600ETT687 2d262181616aa6a",
"6006F76d72d26e181616aa6b",
"600EfTbe72d26=1B1616aa6C"

1,

"idUsers":[
"6006c1039da711035eec5959",
"6006c07a9da711035e2c5958"

].l

"creatorUserld”:"6006c07a9da711035eec5558"

}.l

i
"id":"6007f299416f8f740825a651",

"chatName":"OtherName",

"idUsers":[
"6006c07a9da711035eech958",
"600B1195f4170d1c216c2 244"

].'

"creatorUserld™:"6006c07a9da711035eec5558"
H
]
i

“command”:"CHAT_UPDATE",
"data":{

}

"userld":"6006c07350da711035eac5058",
"chatld":"6007fe094 16fBf740825a651",
"chatName":"OtherName"

{
"command”:"CHAT_UPDATE",

"data":{
"userld":"6006c07a%da711035e2c5958",
"chatld":"6007fe594 16FBF740825a651",
"chatMame":"OtherName",
"chatParticipants™:[

"e006c073%da711035e=c5958",
"GO0E1199f4170d1c216c2244"
1
i
1
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{ i

"command" "MESSAGE_SEND", "command” "MESSAGE_SEND",

"data":{ "data"{
"userld":"6006c07a%da711035eec5958", "userld":"6006007a%da7110352ec5958",
"chatld":"6007feS94 16fBF740825a651", "chatld":"6007fe394 167f8F 740825a651",
"textMessage""Hello World!™, "meszageld""600814d6f4170d1c2 162 245",
"timestamp":"123456785" "textMessage""Hello World!",

) "timestamp":123456786

I H
I
{ i

"command""MESSAGE_DELETE", "command" "MESSAGE_DELETE",

"data":{ "data"{
"userld":"6006c07a%da?110352ec5858", "userld":"6006007a%da7110352ec50958",
"chatld":"6007fe094 16fEBF740825a651", "chatld":"6007 =094 1678 740825a651",
"messageld":"6008151ef4170d1c2162247" "messageld""6008151ef4170d1c21602247",

H "textMessage""Hello World!",

1 "timestamp":123456786
}
I
{ i

"command":"MESSAGE_UPDATE", "command”:"MESSAGE_UPDATE",

"data":{ "data":{

"userld":"6006c07a9daT 110352859587, "userld":"G006c07a%da7110352ec55858",
"chatld":"6007fe594 16FBF740825a5651", "chatld":"G007fe994 16FBF740825a651",
"messageld":"60081446f41T70d1c2 16022457, "messageld”"600814d6f4170d1c2 1602245,
"texthlessage" "Mpueet Mup!" "textMessaga" "Mpueet Mup!”,

¥ "timestamp":1234567 86

I H
I
{ i

"command":"VIDEQ_CALL_START", "command”""VIDEQ_CALL _START",

"data":{ "data"{

"idUser":"SffcE785al11fd", "idUser":"S5ficB765al11fdeaEa",
"idChat":"5fif461df536", "idChat":"5fff461dF368340",
"userName":"AndrewZ"”, "userMame""AndrewZ”,
"chatName":"GroupChatNa", "chatMame":"GroupChatName",
"signal":"helloFrom\ide" "signal":"helloFromVide"

3 H
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i

1

"command":"VIDEQ_CALL_JOIN",
"data":{

h

"idUser":"5fc87ckallfd",
"idChat":"5fff461dcfo36",
"userName""ValekZ",
"chatName":"GroupChatNa",
"signal":"helloFromVide"

i

1

70

"command”:"VIDEQ_CALL_JOIN",

"data"{
"idUser":"5ffc87cballfdeea9",
"idChat":"5fff461dcf5 3683407,
"userName""ValekZ",
"chatName":"GroupChatMName",
"signal":"helloFromVideoCal"

h

i

i

"command":"VIDEQ_CALL_EXIT",
"data":{

H

"idUser":"5ffc8765allfd",
"idChat":"5fff461dcf5368"

i

1

"command”:"VIDEQ_CALL_EXIT",

" data™:{
"idUser":"5ffc8765a11fd6689",
"idChat":"5fff4e1ldcf536834"

H

i

"command”"FILE_SEMD",
"data":{

"userld":"60056f98b4 2243543368080,
"chatld":"&601294a5afd04c5caeb57356",
"Htle® "t

"bytes":[ 52, 53, 52, 53, 52 ]

i

1

"command""FILE_SEMD",

"data":{
"userld":"6006c07a9da711035eec5958",
"chatld":"6007fe994 16FBF740825a651",
"fileld”:"600814d6f4170d1c21602245",
"title":"Hello Weorld!”,
"bytes":"NDUDNTO="

i

i

1

“command”:"FILE_DELETE",
"data™{

H

"userld":"6006c07a%da71103522c50858",
"chatld":"6007fe99416fBf 740825a651",
"fileld":"600814d46f4170d1c216c2245"

i

1

"command™:"FILE_DELETE",

"data":{
"userld":"6006f98b422430433568080cC",
"chatld":"6012b&85731c905dbcbo2 2B,
"fileld":"6012bBbald73d5598388f1e2"

H




Endpoint

Type

AOJATOK b
IIpukaaan yenimuaux komang SSE

Request

Response
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S5E

froom/getRoom/{roomid}

Get

"id":"601024fBB2ale3 26246d9d78",
"reomMName":"brookRoom”,
"creatorUser":"brook”,

"users":[

"userMame":"brook",
"userld":"123421",
"signal""signal"

Jroom/getRooms

Gat

o

"roomld”:"6010232d82a0e326a46d9d7

om
L

"nameRoom":"brookChat™

fa

{

"roomld":"60102478E2a0e326346d9d78

"

"nameRoom":"brookRoom™

"userName":"brock",
"roomName":"brockRoom"

"id":"6010232d82a0e326a46d9d77",
"roomName":"brookRoom”,

fziplifroom/fcreateRoom)/ Past "creatorUserName":"brook",
"usersinfo"[],
"messages"[]
¥
Jziplifroom/subscribeMessage/{roomid] Get
{ d:32241124452124
"userNamea":"brock", "id":"601024f882a0e326a46d9d478", |event: JOIN_ROOM_EVENT
"userld™:"123421", "roomMName":"brookRoom”, data:f
"signal”:"signal” “creatorUser":"brook"”, "signal”: "signal”,
"users":[ "userName™:"Brook"
Jziplifroom/joinRoom,/{room|d} Post ' !

g userMame":"brook”,
"userld":"123421",
"signal":"signal"
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1 i id: 1221213232
"userMame":"brogk”, "id":"6010247f882a0e326246d9d78", |event: LEAVE_ROOM_EVENT
- . , ) | Tuserld™"123421", "roomMame":"brockRoom”, data:{
{zipli/room/leaveRoom/{roomid} 2 ) o ) e
"signal":"signal "creatorUser”"brook”, signal™:"signal”,
1 "users™:[] "userName":"brook”
1 !
id: 272781678862
event:
DELETE_ROOM_EVENT
{zipli/room/deleteRoom/{roomld} Post
{
"report":"Ok"
!
1 { id:22124242142122
"userMame""brogk", "authorUserName":"brock”, event:NEW_MESSAGE_EVEM
"texthessage":"hey" "textMessage" "hey", T
{zipli/room/newMessage/{froomld} Post |} "date":1611671769043 data:{
1 “userName":"brook”,
"textMessage""hey”
1
{
"authorUserName":"brook",
{zipli/room/getMessages/{roomld} Get "teathlessage""hey",

"date":1611671769043




JTOJATOK B
Craryc koau nomuwiaok REST

Response status codes if request contains bad syntax or cannot be fulfilled [(4xx)

Error Status Code

Error

Endpoint

11

USER_ID_NULL

JziplifmyAccount/getUser/{userld}

JziplifmyAccount/delete-avatar/{userid}

JziplifmyAccount/delete-account{user

USER_ID_DOES_NOT_CORRECT

Jzipli/myAccount,/getUser/{userld}

Jzipli/myAccount/delete-avatar/{userld}

Jzipli/myAccount/delete-account/{userld}

Jzipli/myAccount/update-avatar

Jzipli/myAccount/update-nickName

Jzipli/myAccount/update-email

Jzipli/myAccount/update-password

DATA_IS_NULL

Jzipli/myAccount/update-password

Jzipli/myAccount/update-email

Jzipli/myAccount/update-nickName

Jzipli/myAccount/update-avatar

EMAIL_DOES_NOT_CORRECT

J/2ipli/myAccount/update-email

Jziplifauthfforgot_password

USER_DOES_NOT_EXIST

Jziplifauthfforgot_password

Jziplifauth/reset_pazsword

Jriplifauth/signin

USER_DOES_NOT_PASS_EMAIL_CONFIR

J/ziplifauth/signin

EMAIL_ALREADY_EXISTS

Jziplifauth,/signup

Jzipli/myAccount/update-email

PASSWORD_INCORRECT

JTiplifauth/signin

TOKEN_INVALID_OR_BROKEN

Jriplifauth/confirm-mail

PASSWORD_I5_NULL

Jziplifauth/reset_pazsword
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JOJATOKT
Craryc koau noMuwiiok WS

IErmr Status Code Error
21 USERS_DOES_NOT_EXIST
22 CHAT_ACCES5_ERROR
23 MESSAGE_ACCESS_ERROR
24 CHAT_ALREADY_EXISTS
23 CHAT_NOT_EXISTS
26 MESSAGE_NOT_EXISTS
27 UNEXPECTED_EXCEPTION
2B VIDEQ_CALL_EXCEPTION
2 FILE_ACCESS_ERROR
30 GRIDFSFILE_I5_NOT_FOUND
31 FILE_WAS_NOT_LOADING_CORRECT
3.2 FILE_I5_NOT_IN_A_D8
33 NCORRECT_REQUEST
24 ROOM_NOT_EXIT
33 ROOM_ALREADY_EXISTS
36 PARAM_IS_NULL

USERS_DOES_NOT_EXIST BY PARA

PARAM_TOO_SHORT
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