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PEDEPAT

Jutimomua pobota: 99 crop., 28 puc., 1 mogaTok, 13 mxepen.

AHAJIIBATOP, WI-FI MEPEXI, MOHITOPUHI', CKAHYBAHHS MEPEX,
MAUI, .NET CORE, C#, WINDOWS

OO6'exT PO3pOOKHU: MPOTPaAMHUN aHATI3aTOP JJIsl JIarHOCTUKH Ta aHaJi3yBaHHS
crany WiFi mepex.

Mera poOOTH: CTBOpPEHHSI 3pY4YHOTO IHCTPYMEHTY JUIsl OTJIsily Ta aHamizy
napaMmeTpiB OE3MPOBIAHUX MEPEXK, SAKUN TMOEAHY€e HaWKpalll XapaKTepUCTHUKU
ICHYIOUYHMX pIIIEHb Ta BAOCKOHAIIIOE iX, 10Jal0Yu HOBUM (yHKIIIOHAI.

Po3pobneno nomaroxk ansa omepamiiiaux cuctem Windows 3 rpadiuyHuM
iHTEepdeiicom, 10 A03BOJIIE KOpUCTyBadaMm cKaHyBatu HasaBHI WiF1 Mepexi,
neperisiiaTyd iX mapaMeTpu Ta piBHI CUTHANY, a TAaKOX MPOBOAMTH 0a30BHUU aHATI3
OE3IMEeKN MEPEK.

CtBOpeHMI aHai3aTOp € 3pPYyYHUM 1HCTPYMEHTOM SIK JUIS JOMAIIHIX
KOPUCTYBauiB I onTumizamii gomMamaboi WiFi1 mepexi, Tak 1 ISl CHCTEMHHUX

aJMIHICTPATOPIB KOMITIAHI¥ JI IIarHOCTUKH KOPIOPATUBHUX OE3MPOBIIHUX MEPEXK.
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BCTYII

3 pO3BUTKOM TexHojorid Oe3apoToBoro 3B'si3ky WiFi-mMepexxi cramm
HEBIJI'€MHOIO YACTUHOIO MOBCSAKJACHHOIO JKUTTA, 3a0€3MeUyI0un 3pyYHUN JOCTYI 0
[arepHery B OynumHKax, odicax, TPOMAJIChKMX MICISIX Ta HaBiTh HAa ByJIWIl. 31
3pocTtaHHsaM nomyssipHocTi WiFi 3011bITy€eThCst KITbKICTh KOPUCTYBAYIB, 1110 CTBOPIOE
HEOOX1JIHICTh y MOCTIHNHOMY MOHITOPUHTY Ta aHalli31 XapaKTePUCTUK LINX MEPEXK.

V 3B'I3Ky 3 aKTyalbHICTIO Ta BaXJIMBICTIO I[I€] TEMHU, JJaHAa poOOTa NMPUCBSIYEHA
po3po01ii qoaatky s aHanizy WiFi-mepexx. OCHOBHOIO METOIO POOOTH € CTBOPEHHS
IHCTpYMEHTY, SIKUH TO3BOJINTH KOPUCTyBadaM 3pYYHO Ta €(PEKTHBHO MOHITOPHUTHU
(BigctexxyBatu) WiFi-mepexi. Lleit nomaTtox Oyne KOPUCHUM JUIsl aJMIHICTPaTOpiB
MEpPEeX, TEXHIYHUX CIELIATICTIB, & TAKOX JJIs1 3BUYAHUX KOPUCTYBAYiB.

Po3po0Oka Oyje 30cepemkeHa Ha BpaXyBaHHI KpalllUX XapaKTEPUCTUK ICHYIOUUX
pimensb s aHanmizy WiFi-mepex, BoJlHOYaC BAOCKOHATIOYHM iX Ta JI0Jal0ud HOBI
(GyHKLI0OHATBHI MOXJIMBOCTI. Y paMKax 1€l poOoTu Oyae IpOBEIECHO OIJIs]l ICHYIOUHX
J0JIaTKIB, BU3HAYEHO iXHI TEpEeBaru Ta HEIOJIKH, CIPOEKTOBAHO apXITEKTypy Ta
iHTepdeiic kopucTyBava, peanaizoBaHO OCHOBHI ()YHKITIOHATBHI MOXKJIUBOCTI TOAATKY
Ta TPOBEACHO TECTYBaHHS 3 aHANI30M OTPUMAHUX pe3ynbTariB. JlaHwii JOIATOK,
0a3yro4nch Ha KpalluX XapaKTePUCTUKAX ICHYIOUHMX pillieHb, Oyae TPOCTUM Y
BUKOPHUCTaHHI, JOCTyMHUM It Windows, O€3KOIITOBHUM Ta BIAKPUTHM, a TAKOX
BKJIFOUaTHUME Takl (yHKUIi, K BiAOOpakeHHs NPUOIM3HOI BIACTaHI A0 MEpEXI,
¢bipTpyBaHHs 3a yactoTroro 6 [Tl Ta BUMIpIOBaHHS HIBUIKOCTI 3aBAHTAKEHHS B

JaHUM MOMEHT 4Yacy, SKUX HEMa€ B MOJIIOHUX JOJAaTKaXx.



1. OCHOBHU WIFI-MEPEK TA AHAJII3 ICHYIOUUX PIIIEHB JJIS
IX AHAJII3Y

Leit posnin € ormsigoM ocHoB WiFi-mMepex, siKi € OCHOBOIO O€3[pOTOBOTO
3B'SI3KY, Ta JAOCIII)KY€ OCHOBHI MOHATTSA 1 NpuHUMNHK (QyHKIIOHYBaHHS WiFi-mepex.
Bin ommcye OCHOBHI XapaKTepUCTUKH O€3ApOTOBOTO 3B'SI3KY, TakKi SIK YaCTOTHHM
Jiana3oH, TUIH MEPEX Ta X XapaKTEepPUCTUKH, MOSCHIOE POJIb pi3HUX cTanaaptiB WiFi
Ta iX BIUIMB Ha IIBUJAKICTH 1 HAJIMHICTh 3B'A3KYy. TaKoXK pO3IVISIIAIOTHCS 1CHYOUI
iHCTpyMeHTH s aHamizy WiFi-Mepexx, TpPOBOAMTHCS MOPIBHMAJIBHHN aHam3 ix
(GYHKITIOHATPHIUX MOJKJIMBOCTEH, BHM3HAUAIOThCA TIEpeBard Ta HEIONIKH, IO
JoroMarae 'y BuOopi HaO1IbI BIAMOBIHOTO THCTPYMEHTY JJIsi KOHKPETHUX 3aB/IaHb

3 aHanizy Ta ontumizauii WiFi-mepex.

1. 1. Tunu WiFi-Mepe:x Ta iX XapaKTepUCTUKH

WiFi mepexa - mne ¢opma 0e3aporoBoi jokanbHOi Mepexi (WLAN), mo
6a3yerbcs Ha crangaptax [EEE 802.11 1 BUKOpUCTOBY€E paioCUTHANIN JJIS 3'€THAHHS
npuctpoiB. 3aBasku WiF1 mepexxkaM, mpucTpoi, Takl sIK KOMI'IOTEPH, CMapTHOHH,
IUTAHIIETH Ta 1HIN, MOXYTh 3'enHyBatuca 3 I[HTepHeToM abo MDK coboro 0e3
HEOOX1THOCT1 (p13UIHOTO APOTOBOTO 3'€THAHHSI.

WiF1 mepexi MOXyTb OyTH BIIKpUTUMH, J1€¢ OyAb-sIKUA NPUCTPIA MOXKe
npuenHatuca 0e3 mapoisi, abo 3axuiieHuMH maposieM. KpiM TOro, BOHH MOXYTb
BUKOPHUCTOBYBATH pi3H1 MeTo 1M i pyBaHHs, Taki ik WEP, WPA, WPA2 a6o WPA3,
JUTSI 3aXKCTY Tiepeaadi inopmarrii.

WiFi mepexi 3acTOCOBYIOTBCS B PI3HHX O00JacCTAX, BKIOYAIOYH JOMAIITHE
BUKOPHUCTaHHS, 0(picH, FPOMAJICHKI MiCIIs, TaKl sK Kade Ta 610J110TEeKH, a TAKOK HaBITh
y MICBKHX CEpeIOBHUIIAX AJIsl HaJlaHHA JOCTymy A0 [HTepHeTy.

WiFi-mepexxi moauisitoTbesi Ha KUIbKAa THIIB 32 PI3HUMH XapaKTEPUCTUKAMU,
TaKUMH SIK:

o Tun mmdpyBaHHs:



WEP: Crapuii, He 6e3neunuii Tun mudpyBanas WiFi, BukopucroBye
kiroui 40 ab6o 104 6itu [1].

WPA: 3'sBuBcs B 2003 pori sk mepeximHuii Bapiant g0 WPA2,
BukopuctoBye TKIP s mudpysanns [2].

WPA2: Haiibe3neunimmii tTun mudpyBanns WiFi, 3 BukopuctanHsM
AES nns 3axucty ganux [3].

WPA3: HaitnoBimuii cranmapt Oesneku, BBeaeHudt y 2018 pori, 3
YAOCKOHAJICHHSIMH JUISl 3aXUCTY MapoJiiB Ta IHIIUX QYHKIIN [4].

TKIP: BukopucroByetbes pazom i3 WPA st 3aminn WEP, arne Bxke He
BBaXXaeThCs Oe3neyHuM yepes noaioHicts 10 WEP [5].

AES: Crannapt mmdpyBanss, po3podnenuii y 2001 poiii, BAKOPHCTOBYE
CUMETPUYHHHA aJTOPUTM 3 OJHUM KJoueM i mudpyBaHHS Ta

po3mdppyBaHHs JaHUX [6].

Tun aytentudikarii:

o

Open(Biakputuii): HaliMenimn Oe3neunuii Tun ayTeHTU(ikauii, He
notpedye maposis JUisl MAKITIOYSHHS 10 MEpexi.

Shared Key: BukopucroBye oauH CHOUIBHUNA Tapoyib JJIs  BCIX
KOpUCTyBauiB Mepexi, 0azyeTbest Ha mpoTokoiii WEP.
WPA/WPA2-PSK: BukopucTtoBye nonepeHb0 CIiJIbHUMA KITFOY JUTs BCIX
KOPUCTYBauiB Mepexi, 3abe3reuye Oe3neKy 3a JOMOMOTOK CTaHJapTiB
mudpyBaHHS.

WPAZ3: HaliHoBimmii ctangapt 6e3neku, BUKopuctoBye SAE s GibInn
CHWJIBHOTO 3aXUCTY B1J] CIIpo0 BraJlyBaHHs MapoiiB, Mae pexxumu WPA3-
Personal ra WPA3-Enterprise [7].

EAP: [IlIporokon ayrentudikamii i BCTAaHOBJEHHS B3a€EMHOI
ayteHTuikalii Ta 6e3ne4Horo oOMiHy 00JIKOBUX JaHuX [8].
WPA3-OWE: Hanae Oe3neune makiIrOYeHHs 1)1 KIIIEHTIB 03 BBEIAEHHS

napoJto, noaiono g0 SAE.

Jiama3oH:



o

2.4 I'Tu: Yacto BUKOPUCTOBYETHCS B JOMAIIHIX Ta OQICHUX MEpexax.
Xoya Mae MUPHIKN Jiana3oH, BIH MOXKE CTUKATUCS 3 MEPEIIKOIaMU B1JT
IHIIMX TPUCTPOIB, TAKWX SK MIKPOXBHIIbOBI TI€di Ta O€3IpOTOBi
TenedoHHU.

5 I'Tu: MeHI CXUIbHUN 0 MEPELIKO] 1 YACTO BUKOPUCTOBYETHCS IS
BUMOTJIUBUX MEPEX, SKI MOTPEOYIOTh BEIUKOI MPOMYCKHOI 37aTHOCTI,
HAIPUKJIaa, JUisl IOTOKOBOI'O BiJIEO Ta irop.

6 I'Tu: HoBuii aiana3oH 3 MIMPOKUM CIEKTPOM KaHAJIIB 1 MEHIIUMU
nepemkoaMu. [neanbHuil 11 BUCOKOUIBUIKICHUX MEpEX, TaKUX SK

MIOTOKOBE BiI€O Ta IrpHu.

Cranmaptu 6e3ap0oTOBOIO 3B's13KY [9]:

o

WiFi 1 (IEEE 802.11a): Ilepmmit crangapt Ha uactoti 5 ['Tm, 31
MBUJKICTIO 10 54 MOit/c.

WiFi 2 (IEEE 802.11b): ITonymsipauit Ha yactoti 2,4 I'T1r, 1o 11 M6iTt/c.
WiFi 3 (IEEE 802.11g): Ta x cama yacToTa, 110 i b, ane 1o 54 M6it/c.
WiFi 4 (IEEE 802.11n): [TinTpumye 06unBi uactoTH, 10 600 Moit/c.
WiFi 5 (IEEE 802.11ac): CyuyacHuii ctanaapT Ha 000X yactoTax, a0 1,3
I'Git/c.

WiFi 6 (IEEE 802.11ax): HoBa Bepcis, 1m0 301IbIIy€ NPOMYCKHY
3paTtHIicTh 10 10-12 I'6it/c.

WiFi 7 (IEEE 802.11be): MaitOyTHil cTaHmapT i3 Mepeaaveto TaHuX 10
40 I'611/c Ta pO3IMIMPEHUM J1alla30HOM JJIS T1IBUIIICHHS €()eKTUBHOCTI Ta

HAJ1HHOCTI MEpPEXKI.

1. 2. OcnoBHi napamerpu WiFi-mepex

OcHoBH1 napametpu WiFi-mMepex BKIIIOYAIOTh:

SSID: VHikansHe iM'st Mepexxi Juis 11 i1eHTrdikalii, Moxe OyTH HalallTOBaHE

BJIaCHHUKOM.



o Ilaponb: 3axuiiae Mepexy BiJi HECAaHKIIIOHOBAHOTO JIOCTYIY, PEKOMEHIYEThCS
CKJIAJTHUN Ta HATINHUN.

« IIporokoin: Busznauae, ik gaHi nepenar0Tbcs M0 MEPEXKi, HAIIPUKIA, CTaHIapTH
IEEE 802.11.

o Tumn 6e3nexu: BUKOpUCTOBYETHCS IS 3aXUCTY IaHUX, Hanpukiag, WEP, WPA,
WPA2, WPA3.

o Jliamazon mepexi: Yacrota pobotu mepexi, Taka sik 2,4 ['Tu, 5 I'Tu ta 6 I'T'.

o Kanan: KonkperHa yacrora, Ha sK1i IEPEAAIOTHCA JaHl B MEPEXI.

o [P-aapeca ta DNS: BusHnavarorh, K NPUCTPi MiAKIIOYAEThCS 10 [HTepHETY
yepe3 WiFi.

o MAC-anpeca: Yuikanpauii inearudikarop WiFi-ananrepa npuctporo.

o IBuakicte nepenaul aaHux: MakcuMmalibHa MIBUAKICTH Iepefayl JaHUX M0
MEpEexi.

o Cuna curnany WiFi: BruiuBae Ha SKicTh 3'€/THaHHSI 1 BAMIPIOETHCS B 1bM.

1.3. Orasp icHyo4ux iHcTpyMeHTIB AJ4 aHaaizy WiFi-mepe:x

Icaye ©Oarato iHCcTpymeHTiB i aHamizy WiFi-mepex, ski  jomomMararorhb
KOpHUCTyBauaM Ji3Hatuca Oumbmie mpo cBoi WiFi-mMepexi, imeHTu(dikyBaTH Ta
BUpIIIYBaTH MpoOJeMH, a TaKOX OINTHUMI3yBaTH MNPOAYKTHBHICTE. Och 1Ba 3
HAUNOMYJISIPHIIINX JECKTOIMHUX JT0JATKIB:
1. WiFi Analyzer [10]: Lleit 6e3ko1mTOBHUM Ta BIAKPUTHI KO IHCTPYMEHT JOCTYITHUI
st Windows, macOS Ta Linux. Bin nponoHye mupokuil cnexktp (QyHKIIH,
BKJIIOYAIOYH:
o CkanyBaHHS Ta BiIoOpakeHHs BCiX qoctynHux WiFi-mepex
o Ilepermsan indopmanii mpo mepexy, Taki sik SSID, BSSID, kanain, gactoTa, TUI
mupyBaHHs, pIBEHb CUTHAITY, TOIIO
o BusiBnenHs Ta aHai3 MEpEKEBUX NPOOIIEM, TAKUX K MEPEIIKOAMN Ta KOH(PIIIKTH
KaHalliB

o CrBOpEHHs 3BITIB PO MEPEKY



Momnitopunr npoayktuBHocTi WiFi-mepexi

2. inSSIDer [11]: Ile#t 6e3komTOBHUIN 1HCTpYMEHT AocTynmHuil mans Windows Ta

macOS. Bin npononye 6unbi ipocynyTi ¢yHkiii, Hixk WiFi Analyzer, Bkiroyarouu:

JletansHe BinoOpaxeHHs ciektpa WiFi

1.4. IlopiBHAIBLHUI aHAJI3 QYHKIIOHAJBLHUX MOKJIUBOCTEH

WiF1 Analyzer Tta inSSIDer - ne nBa nonyisipHUX IHCTpYMEHTH i aHam3y WiFi-

Mepex. Och MOPIBHAIBHUN aHali3 IXHIX QYHKITIH:

[Tnardpopma: WiFi Analyzer migrpumye Windows, macOS ta Linux, Tomi sik
inSSIDer npamroe Ha Windows ta macOS.

[ina: OOuaBa IHCTPYMEHTH € OE3KOILITOBHUMMU.

CkanyBanHss WiFi-mepexx: OOujBa 1HCTpYMEHTH MOXYTh ckaHyBaTh WiFi-
Mepexl.

Bino6paxxennst indopmanii npo mepexy: OOuaBa IHCTPYMEHTH MOXKYThb
BiJI0OpakaTu 1H(GOPMAIIIIO TTPO MEPEKY.

BusBnenns Tta anamiz MepexxeBux mnpooOiem: OOuaBa IHCTPYMEHTH MOXYTh
BUSBJIATH Ta aHAII3yBAaTH MEPEXKEBI MPOOIEMHU.

CtBOpeHHs 3BITIB Mpo Mepexy: OOuaBa 1HCTPYMEHTH MOXYTh CTBOPIOBATH
3BITH TIPO MEPEKY.

Momnitopunr  npoayktuBHocTi ~ WiFi-mepexi:  OOuaBa  1HCTpPYMEHTH
HiATPUMYIOTh MOHITOPHHT NMpoAyKTUBHOCTI WiFi-Mepexi.

Jetansue BimoOpaxkenHs criektpa WiFi: Tineku inSSIDer moke HajgaBatu

O1IBIN IeTalIbHE BiIOOpaskeHHs criekTpa WiFi.

Jlessiki TpuKIIanu KOpHCTyBalbkoro iHtepdeiicy mus nmomatky WiFi  Analyzer

300pakeHo Ha pucyHkax 1.1, 1.2 Tta 1.3, nis nogarky inSSIDer Ha pucyHkax 1.4 Ta

L.5.
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Pucynox 1.5 — JleranpHa iHdopmariis mpo moTouHe migkaodeHHs B inSSIDer

JO/IaTKY.

1.5. IlepeBaru Ta He0JIiKM iCHYIOYHX pillleHb

1. WiFi Analyzer:

[Tepearu:

be3komtoBHuM Ta BIAKPUTUN KOJT

[Ipoctuii y BUKOpUCTaHH1

Hoctynauit st Windows, macOS Ta Linux
Ckanye ta Binoopaxae Bci goctynai WiFi-mepexi
[Tepernsnae iHdopMaliio PO MEPEXKY

Busiinisie Ta aHainizye MmepexxeBi npoosieMu
CTBOpEHHS 3BITIB PO MEPEKY

Momnitopunr npoayktuBHocTi WiFi-mepexi

Henomiknu:

e He noxasye npuban3Hy BiCTaHb 0 MEPEXKI, IO BAXKIMBO TSI OI[IHKH SIKOCTI

CUTHAJTy Ta ONTUMAJILHOTO PO3TAIllyBaHHS MApUIPYTU3aTOPIB.

12



e He miarpumye dinpTpyBanss mo yactoti 6 [T, no oOMexye BUKOPUCTaHHS 3
HOBUMHU IIPUCTPOSIMU Ta MEPEKAMHU, K1 TIPALIOIOTH Y I[bOMY J1aMa30Hi.
e He BuMIplO€ TNOTOYHY WIBUIKICTb 3aBAaHTAXKEHHS, IO OOMEXKY€E OILIHKY
MIPOITYCKHOI 3/IaTHOCTI Ta MIBUJIKOCTI IHTEPHET-3'€JTHAHHS B pEaTbHOMY Yaci.
2. inSSIDer:
IlepeBarnu:
» beskomToBHMM
o Ilpononye 6inbuI pocynyTi pyHKuii, HixXK WiF1 Analyzer
o JleransHe BinoOpaxeHHs cnekrpa WiFi
Henomiknu:
o Hepoctynnuit aist Linux

o Bci iammi Hegomiku Ti kK cami, gk 1y WiFi1 Analyzer
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2. TIPOEKTYBAHHA TA PO3POBKA JOJAATKY

VY po3ain Bu3HAYaKOTHCS (YHKIIIOHAIBHI BUMOTH JI0 MPOrpaMH-aHali3aTopa
WiFi. OOGroBoproerbcsi BUOIp TEXHOJOTIM JIsi pO3POOKH: MOBH IIpOTrpaMyBaHHS,
010morex st pobotm 3 WiFi. Omnucyerbcs 3araipHa apxITEKTypa JIOAATKy,
IPOCKTYyEThCA 1HTepdeic KkopucrtyBada. HaBoasaTbcs HEOOXigHI jgiarpamMu  Ta
cnenu@ikalli, M0 JA0MOMararoTh Kpamie 3pO3yMITH CTPYKTYpY Ta (DyHKIIIOHYBaHHS
JOIAaTKy, a TakoX peanizamito (yHKIioHany s 300py nanux npo WiFi-mepexi,

po3po0Ky iHTepdelcy KoprcTyBaya Ta TECTYBaHHS JI0JATKY.

2. 1. Bumoru 10 10aaTky

OyHKIIOHAIbHI BUMOTHU:

o CkanyBanHs Mepex: J[oJaTok TOBMHEH BMITH CKaHyBaTH HaBKoJuiiHI WiFi-
Mepexi Ta HaJaBaTH 1H(QOpMaIIo PO HUX, BKiIovaroun SSID, cuiny curhainy,
TUT UG PYBAHHS, KaHAT Ta Jlalla30H 4acToT.

o Ilepernsan inpopmarii npo Mepexy: JlogaTok NOBUHEH 103BOJISTH NEPETIISIATH
iH(popmanito npo Mmepexy, Takl sk SSID, BSSID, kanan, wacrora, THO
mdpyBaHHs, piBeHb curnany, [P-angpeca, MAC-anpeca.

o Bizyamizauis nanux: 3pyuyHe BiAOOpakeHHsI pe3yibTaTiB aHali3y y BHIJISIL
rpadikiB Ta TaOIUUb, MO JO3BOJSE KOPUCTYyBadaMm JIETKO IHTEPIPETYBATH
OTpUMaHI1 JaHi.

o Monitopunr npoxyktuBHocti  WiFi-mepexi: JlogaTok TOBHHEH MaTH
MO>KJIUBICTh MOHITOPUTH (BIACTEXKYBaTH) NMpoAayKTuBHICTE WiFi-mMepexi, Taki
K IIBUJKICTh 3aBAHTAXKECHHSL.

HedynkiionansHi BUMOTH:

+ IIpocrora Bukopucranus: JloJaTok MoBUHEH OyTH IPOCTUM Yy BUKOPUCTAHHI Ta
3pO3yMIJIUM JJI1 KOPUCTYBAYiB 3 PI3HUM PIBHEM TEXHIUYHUX 3HAHb.

o EdextuBnictp: [lomarok TOBMHEH TMpaioBaTH €(PEeKTHUBHO Ta  HE

BUKOPUCTOBYBATH 3aHAJITO 0araTo pecypciB akymyJsaTopa ado mporecopa.
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o besneka: JlogaTok moBuHeH OyTH O€3MEYHUM Ta 3aXUIIATH JJaHI KOPUCTYBAUiB.

2. 2. ApxiTeKkTypa 101aTKy

Apxitektypa nonatky ans aHamizy WiFi Mepex Oyne 6a3yBaTHCh Ha MaTepHi
MVVM (Model-View-ViewModel). Lleit natepn 3abe3neuye po3aisieHHs JIOTIKA
JOJIaTKy Ha TPU OCHOBHI KOMIIOHEHTH, IO CIPHUSAE IMIJIBUILIEHHIO 3PYYHOCTI
pPO3pOOKH, TeCTyBaHHS Ta MIATPUMKH Koay. IIpuHIUMI naHOrO mMaTtepHy MOKHA

nobauntu Ha puc. 2.1.

View : — — View Model — Model

Pucynoxk 2.1 — Jliarpama matrepay MVVM [12].

[Tatepas Model-View-ViewModel (MVVM) 0Gasyerbcs Ha  pO3MOILTI
(G yHKII0HATBHOT YACTUHU J0JIaTKAa HAa TPU KIIOYOB1 KOMITOHEHTH:

e View - pejcTaBiaeHHs a00 KOPUCTYBallbKU iHTEpdelic

e Model - Moaenb abo aHi, IKi BAKOPUCTOBYIOTHCS B JOJIATKY

e ViewModel - npomikHMI wmIap MK NPEACTaBICHHSAM 1 JAaHUMH, SIKUAN

3abe3reuye X B3aEMO/III0

[lepeBara BUKOpUCTaHHS LIBOTO MATEPHY MOJSATa€ y MEHIIIN 3B'A3aHOCTI MIX
KOMITIOHEHTAaMU Ta pPO3MOJAUIl BIAMOBIAAIBHOCTI MDK HumH. Tob6to Model
BIJINOBIAA€ 3a AaHi, View BiAmnoBigae 3a rpadiunuii inTepdeiic, a ViewModel - 3a
JIOTIKY JOJlaTKa.

Jonarok Oyne BUKOPUCTOBYBATU CEpBICH Ui B3aeMoii 3 HaTuBHUMHU API Ta
IHIIMMU JDKepeJaMu JaHuX, sKi nepenatotbess y ViewModel uepe3 mexaHizm
Dependency Injection (DI).

OCHOBH1 KOMIIOHEHTH apXITEKTYpH:
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e Models (Monaemni)

Onuc: [IpeacraBnstoTh gaHi Ta 013HEC-JIOTIKY A0JATKY, IHKAICYIIOIOTh
(MpUXOBYIOTH) J1aHI Ta MOXKYTh MICTUTA METOJH I BUKOHAHHS Oi3HEC-
JOT1KH.

3apnanns: 30epiratu Ta 0OpoOIATH 1aHi, BUKOHYBATH O13HEC-JIOTIKY.
[Tpuxman: Monens WiFi mepexi 3 BmacTuBocTsiMH, TakuMHu sk SSID, cuna

CUrHaiay, 4acToTa.

e Views (Buan)

Omnuc: BinmoBigaroTh 3a BiI0OpaKeHHSI KOPUCTYBAIILKOTO 1HTEpdEHCy,
MicTATh XAML po3MITKyY JUIsl IpeICTaBIECHHS JaHUX.

3aBnanns: 3a0e3nedyBaru iHTepdEc sl B3aEMO/II1 3 KOPUCTYBAYEM,
BUKOPUCTOBYBATH MPUB'I3KU JaHUX ISl BigoOpaxkeHHs 3 ViewModel,
pearyBaTH Ha MOJIii KOPUCTyBaya.

[Tpuxman: Cropinka 31 ciuckoMm goctynmHux WiFi Mepex Ta ix aetajismu.

e ViewModels

Omnuc: MicTaTh JIOTIKYy NMPE3EeHTaIll1, BAKOPUCTOBYIOTHCS SIK MOCEPEIHUKHU MiK

Views 1 Models, MiCTSITh BJIaCTHBOCTI Ta KOMaHIM JJIg B3aeMoii 3 Views.

3apmanns: OtpumanHs Ta 00poOka manux 3 Models, 06poOka moii

KOPHUCTYyBaua, BUKJIMK METO/IIB CEPBICIB /ISl OTPUMAaHHS/30€peKEHHS JaHUX.

[Ipuknan: ViewModel nis ronoBHOI cTopinkH 31 ciuckoM aoctynHux WiFi

MEpEeK.

e Services (cepBicH)

Onuc: HagaroTh 10CTyM 0 TaHUX Ta PYHKI1OHANY, TAKUX SIK CKAaHYBaHHS

WiFi Mepex, IHKancymoTh(IIPUXOBYIOTh) O13HEC-TIOTIKY 1 B3aemoito 3 API.

3aBnaHHs: BUKOHAHHS 3aMUTIB A0 30BHIMIHIX JHKEPEI 711 OTPUMAHHS JIaHHX,

o0poOka manux mepen ix nepenayeto 10 ViewModel.
[Tpuxman: Cepgic, mo ckanye goctynHi WiFi Mepexi Ta moBepTae Cliucok

3HaNJICHUX MEPEK.

[HTerparis KOMIIOHEHTIB:

e Dependency Injection (DI)
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o Omnuc: Crpolye KepyBaHHsI 3aJIEKHOCTAMU M1 KOMIIOHEHTaMH 3a
nonomMoror mexanizmy Dependency Injection (DI), o qo3Bosisie ierko
iH'ekTyBatu cepBicu y ViewModels.

o HanamryBanns: Cepsicu 1 ViewModels peecTpyroTbes B KOHDIrypariiHoMy
daitni qogaTKy I 1H'€KIIT y peaqbHOMY Yaci MiJl Yac BUKOHaHHs. Peectparris
3JIIACHIOETHCS U€pPE3 METOIH, 110 JI0JIal0Th CEPBICH J10 KOHTEHHEpa

3aJIe;KHOCTEN.

e IIpus’szka View no ViewModel

o Omuc: 3a6e3neuye 3B's130k Mixk Views 1 ViewModels yepe3 MexaHizm
NpUB'SI3KK JAHUX, 1110 ABTOMAaTHYHO OHOBJIIOE iHTEp(EHC KOpUCTyBaua pu
3MmiHi gaaux y ViewModel.

o HanamryBanus: ¥ XAML po3miTii View BCTaHOBIIOETbCS KOHTEKCT
npuB'A3Kku 10 BianosigHoro ViewModel. BnactuBocTi 1 komanaun ViewModel
BUKOPHUCTOBYIOTHCS JUIsl PUB'SI3KHM €JIEMEHTIB 1HTEpPEiCy, TAKUX K CIIHUCKU

a00 TEKCTOBI I10JIA.

3arajgpHUM TOTIK pOOOTH TOAATKY:

l.

Crapt nonatky: [Ipu 3anmycKy q01aTKy 1HIIIAMI3yETHCS TOJIOBHA CTOPIHKA, SKa
BijloOpaxae 1HTepdeiic kopucTyBaya.

View: KopucrtyBau B3aemoie 3 iHTepdenicom, sikuii BU3HAYeHUN y View.
EnemenTu inTepdeiicy, Taki sik CIUCKH a00 KHOIKU, TPUB'A3aH1 10 BIACTUBOCTEN
1 komang ViewModel.

ViewModel: ViewModel 3aBaHTaxy€eThCs 1 BUKJIUKAE HEOOX1THI METOIU IS
oTpuMaHHs nanux. Hanpuknan, npu 3aBantaxenHi ViewModel Moxke BUKIMKATH
METOJI CepBicy /i ckaHyBaHHs qocTynmHux WiFi mepex.

Service: CepBic BUKOHYE 3anuTH 10 HaTUBHUX API abo iHIIKX mKepen JaHux s
orpuManHs 1HPopMauii mpo WiFi mepexi. OTpumani AaHi nepeJaroThCs Ha3al 10
ViewModel.

Binding (npuB’si3ka): [laHi, oTpuMaHi BiJ] cepBicy, epeaatoThes 10 View uepes
MeXaH13M MPUB'sI3KK TaHuX. [HTepdelic KopucTyBaya aBTOMATHYHO OHOBITFOETHCS

JUTSL BITOOpaKEHHS aKTyallbHOT 1HGOopMaItii.
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Jliarpama gaHo1 apXiTEKTypH 300pakeHa Ha PUCYHKY 2.2.

View

Commands Data Bindings

Viewhodel

Model Services

Pucynok 2.2 — Jliarpama apxiTeKTypH JaHoro gonatky [13].

2.3. BuOip TexHoJ10Tiii TA IHCTPYMEHTIB

st ctBopenHst nonatky ananizy WiFi-mepex Bubepemo miardpopmy .NET MAUI
(Multi-platform App Ul). Lleit BuGip 3yMOBJICHHH KIIbKOMa KITFOUYOBUMH (haKTOpaMH,
o poossaTs .NET MAUI ineaibHUM piieHHSM AJ11 PO3POOKH TAaKOTO TUITY TOAATKIB:
o bararomnardopmuicts: [TinTpumka Windows, macOS, 10S ta Android 3
OJIHI€1 KOJI0OBOT Oa3u.
o €naunHa xKomoBa 6a3za: MOXKIMBICTH TUCATH KO OJUH pa3 s yCiX miaTdopm,
110 3MEHIIY€ Yac PO3POOKH 1 CIPOITYE MIATPUMKY.
o Pozmmpeni UI/UX: bararuii HaOip iHTepQeiiciB Ta IHCTPYMEHTIB I
CTBOPEHHS MPUBAOIMBUX J0JIaTKIB.
o Inrerpauis 3 API: Jlerka inTerpauis 3 miargopmo-cneunudiuaumu API,
HanpuKiIaa, 1uisl ckanyBaHHs WiF1 Mepex.
o AxrtuBHa miarpumka: [linrpumka Big Microsoft Ta mmpoka criijapHOTa
PO3pOOHUKIB, 1110 3a0e3Meuye AOCTYII 10 PECYPCIB 1 MIATPUMKY.

[HII11 BUKOpHCTaHI TEXHOJIOTII:
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NET 6/7: Octanni Bepcii .NET 3 yciMa HEOOX1THUMH MOKIIUBOCTSIMU IS

PO3pOOKH BUCOKOTIPOAYKTUBHUX TOJATKIB.

« XAML: MoBa po3MiTKu JJi1 CTBOPEHHS CKIIAIHUX 1HTep(]EiciB KOpUCTyBaya.

o C#: OcHoBHa MOBa MPOrpaMyBaHHs JIJIsl BUCOKOI TPOTyKTUBHOCTI Ta OE3MEKH.

« Native WiFi API: Jlns B3aemonii 3 WiFi mepeskamu, 3a0e3medeHHst TOUHOCTI 1
aKTyaJIbHOCTI JIAHUX.

o Speed Test: BukopucToBy€eTbCs 111 BAMIPIOBAHHSI MBUAKOCTI [HTepHET-
3'€THAHHS.

o Entity Framework Core: [HCTpyMeHT aiig po6oTH 3 6a3amMu TaHUX.

o Managed WiFi: [Ins xepyBanus WiFi-3'eqnannsMu 1 oTpuManHs iHGopmariii
PO HUX.

o Microcharts: bi6Gmioreka s Bizyanizallii JaHUX Y BUTJIsA I rpadikiB.

BuOip 1HCTpyMEHTIB:

o Visual Studio: IDE Bixg Microsoft qyst po3po6ku .NET MAUI.

o NuGet: Menemxep naketiB 1151 .NET, cripoiiye BctaHOBIEHHS 0107110TeK 1

IHCTPYMEHTIB.

2.4. IIpoexkTryBaHHs iHTepdeiicy KopucTyBaya

[Iporpama ckIagaeTbcsi 3 TPHOX OCHOBHHX CTOPIHOK, KOXKHA 3 SKHX HaJae
KOPHUCTYBauy YHiKaJabHy 1HQopMauiro npo iioro WiFi-Mepexy Ta oTodyroui Mepexi.
ITepma cropinka - "Jlomamusa" (Home) - 30cepemkena Ha MOTOYHOMY ITiIKTFOYEHHI Ta
XapaKTePUCTUKAX MEPEKi, a TAKOXK HA 3HAXOXKEHH1 IBUAKOCTI 3aBaHTaxeHHs. Jlpyra
cropiaka - "[ligkmoueno" (Connected) - Hagae Outbin AeTanbHy 1HGOpPMAIIIO TIPO
HIIKIII0YEHY Mepexy, Bkirodaroun [P-aapecy ta inmi merani. Ta octaHHs cTOpiHKa
"Mepexi" (Networks) BimoOpakae CIUCOK TOCTYITHUX MEPEXK Ta iX aHaJi3 111 BUOOPY
HaMKpaIioro 3'€JTHaHHS Y JIBOX Baplallisax: TaOJuIls Ta rpadiku.

1. Ilepmia cropinka (ronoBHa) — Jlomamust (Home)

e 3arampHa iHopmMmartis mepexi (Network Details)

OpienToBanuii iHTepdeiic 1aHOT CTOPIHKU 300pakeHni Ha puc. 2.3.
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Home Connected Networks

Network Details

Pucynoxk 2.3 — OpienToBanuii iHTepderic nepioi (ToJ0BHOT) CTOPIHKH.

2. Ipyra ctopiuka - [ligkmtoueno (Connected)
« 3aranbsHa iHGopMarliia Mepexi (Network Details)
o [P-ampecu mepexi (IP Address Details)
« besneka mepexi (Security)
o Iudpacrpykrypa mepexi (Infrastructure)

OpienToBanuii iHTepdeiic 1aHoi CTOPIHKU 300pakeHni Ha puc. 2.4.
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Home Connected Networks

Network Details

IP Address Details

Security

Infrastructure

Pucynok 2.4 — OpienToBanuii inTepdeic Apyroi CTOPIHKY.

3. Tpets cropinka(ocranns) — Mepexi (Networks)
a) Tabmus (Table)
o BigoOpaxeHHs BCIX JOCTYIHUX MEPEK
o CopryBaHHA: MOXIUBICTb COpPTYBaTH JaHl 3a OyJb-IKUM CTOBITYUKOM Y
tabnui (Hanpukian, SSID, Piens curnany, Bigcrans)
o O@unpTpanis: MoxnusicTh (pUIBTpYBaTH HaHl 3a yactotoro Mepexi WiF1 (2.4
I'Tu, 5T a6o 6 I'T)

OpienToBanuii iHTepdeiic 1aHoi CTOPIHKU 300pakeHuid Ha puc. 2.5.
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Home Connected Networks
View Graph

All networks

Pucynok 2.5 — OpieHToBaHui iHTEpEHC TPETHOT CTOPIHKH (TAOTUIIA).

0) I'padixu (Graphs)
o I'padix cunmu curnany: BimoOpaxkae cuny curHainy koxHoi WiFi-mepexi y
Tabymi BiAQIIbTPOBAHOI 110 HOMEPY KaHay:

« Bice X: SSID mepexi WiFi Ta 3 HoMmepoM KaHaTy
o Bick Y: Cuna curnany (y nenubenax)

o [I'padik Biacrani: Bimobpaxae Biactanb g0 koxHoi WiFi-mepexi y Tabmui:
« Bice X: SSID mepexi WiFi
o Bice Y: Biacrass (y meTpax)

OpienToBanuii iHTepdeiic 1aHOT CTOPIHKU 300pakeHnit Ha puc. 2.6.
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Home Connected Ne

View Table

5 GHZ 6 GHz

Pucynok 2.6 — OpienroBanuii iHTep¢eric TpeThoi CTOpIHKHU (rpadikn).

2.5. Peanizauis ¢pynkuionasny aad 30o0py nanux npo WiFi-mepe:xi

Configure your new project

.NET MAUI App & Android 105 MacCatalyst ~ mac0S  MAUI
Project name
WiFi Analyzer
Location
D:\Kurulko\University\Graduate Workl,
Solution name (i)
WiFi Analyzer

Place solution and project in the same directory

Project will be created in "D:\Kurulko\University\Graduate Work\WiFi Analyzer\WiFi Analyzer\"

A This directory is not empty.

Cnouatky ctBopumo nyctuii NET MAUI mpoexkt B IDE Visual Studio 2022 (puc. 2.8).

Tizen ‘Windows

Pucynok 2.7 — CtBopeHHst HOBoro npoekty B Visual Studio 2022
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Jlani BcranoBuMO Bci noTpiOH1 Nuget makeTu (puc. 2.8).

NuGet: WiFi Analyzer + X

Browse Installed Updates

Search (Ctrl+L) L Include prerelease

@ ManagedNativeWifi by emoacht
ManagedNativeWifi is a managed implementation of Native Wifi APL. It provides functionality to manage wireless networks, interfaces and profiles

E managedwifi by ikonst NN
This project is a .NET class library allowing you to control Wifi (802.11) network adapters installed in your Windows machine programmatically.

‘@B Microcharts.Maui by Microcharts Team
Simple, cross-platform chart library for .NET MAUL.

ner Microsoft.EntityFrameworkCore by Microsoft
Entity Framework Core is a modern object- napper for NET. It supports LINQ queries, change tracking, updates, and schema migrations. EF Core
works with SOL Server, Azure SOL Database, SQLite, Azure Cosmos DB, MySQL, PostgreSQOL, and other databases through a provider plugin API.

wner Microsoft.EntityFrameworkCore.SqlServer by Microsoft
@ Microsoft SQL Server database provider for Entity Framework Core.

wner Microsoft.EntityFrameworkCore.Tools by Microsoft
Entity Framework Core Tools for the MuGet Package Manager Console in Visual Studio.

('/j SpeedTest.NetCore by JK-Developer

@ Asimple https://speedtest.net and https://fast.com client to calculate download speed in multiple units.

Pucynok 2.8 — BeraHoBieHHs Beix moTpiOHUX Nuget makeTiB

Ta onpasy miakarounMo 6a3y JaHuX, A I[OTO CTBOPUMO KOHTEKCT B mamili Database:

public class WiFiAnalyzerContext : DbContext
{

public DbSet<WiFiNetwork> WiFiNetworks { get; set; } = null!;

public WiFiAnalyzerContext(DbContextOptions<WiFiAnalyzerContext> options)
base(options)

=> Database.EnsureCreated();

JloGaBuMO (haids 31 pSAKOM MIAKIOYEHHS 0 JOKaNbHOI 0a3H JaHUX B KOPHI MPOEKTY:
{

"ConnectionStrings": {
"DefaultConnection": "Server=(localdb)\\mssqllocaldb; Database=WiFi_Analyzer_3;
MultipleActiveResultSets=True;"
}

Ta 3apeectpyemo 11e Bce B kiaci MauiProgram (B rosoBHOMY Gaiiiii MPOEKTY):

IConfiguration configuration = new ConfigurationBuilder()
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.AddJsonFile("appsettings.json", optional: false, reloadOnChange: true)
.BuildQ);
string connection = configuration.GetConnectionString("DefaultConnection")!;
services.AddDbContext<WiFiAnalyzerContext>(opts =>

{
opts.UseSqlServer(connection);
opts.EnableSensitiveDatalogging();
B;

Jami peanizyeMo Bci Mojeni, siki MOTpiOHI Jyisi BimoOpaxkeHHs mepex. s 1mporo
CTBOPUMO OKpeMY TaIKy JijIs Mojiesei mia Ha3Boto “Models”, sika Oyje 3aX0aUThCS B
KOPHI TIPOCKTY.

Crnouatky ctBOpuMO rosioBHu# iHTepdetic [EntityBase B manmi “Models/Database”,
SKui Oyjie BU3HA4YaTH 0a30B1 BJIACTHUBOCTI, SIKI MOBMHHI MaTH BCl 1HII KJjacu B 6a3i

TaHUX:

public interface IEntityBase
{

[Key]

long Id { get; set; }
}

Horo BrnacTuBoOCTI:
o Id: Yuikanbnuii inenTudikarop.

Jami cteopumo WiFiNetwork kiac B Tiif camiii mariii:

[Index(nameof(MacAddress), IsUnique = true)]

public class WiFiNetwork : IEntityBase

{
public long Id { get; set; }
[Required]
public string SSID { get; set; } = null!;
[Required]

public string Protocol { get; set; } = null!;

public DateTime LastSeen { get; set; }

[Required]

public byte[] MacAddress { get; set; } = null!;

[NotMapped]

public string StringMacAddress => MacAddress.MacAddressToString();
[Column("Frequency")]

public long FrequencyInHz { get; set; }

public int FrequencyInkHz => (int)(FrequencyInHz / Math.Pow(10, 3));

public int FrequencyInMHz => (int)(FrequencyInHz / Math.Pow(10, 6));
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public int FrequencyInGHz => (int)(FrequencyInHz / Math.Pow(10, 9));
public int Channel { get; set; }

[Column("Secured")]

public bool IsSecured { get; set; }

[Column("Authentication™)]

public DotllAuthAlgorithm AuthenticationAlgorithm { get; set; }
[NotMapped]

public NetworkStates? NetworkStates { get; set; }

[NotMapped]

public IPAddressInfo? IPAddressInfo { get; set; }

[NotMapped]

public NetworkSecurityInfo? NetworkSecurityInfo { get; set; }
[NotMapped]

public NetworkInfrastructureInfo? NetworkInfrastructureInfo { get; set; }

Bin Mae Taki B1acTUBOCTI:
o 1d: VuikanbHuii ineHTudiKaTop.
o SSID: Hazpa mepexi (000B'SI3KOBO).
« Protocol: ITpotokos Mepexi (000B'I3K0BO).
o LastSeen: Hac 0CTaHHBOTO BUSIBICHHS.
o MacAddress: MAC-aapeca (000B'3K0BO).
o StringMacAddress: MAC-anpeca y BUTTIsiI psiika (HEe 30epiraeThes).
o FrequencylnHz: Yacrora B repuax.
o FrequencylnkHz/MHz/GHz: Yacrota B k', MI'u, I'T (o0uucio0ThCs, HE
30epiraroThcs).
o Channel: Homep kanainy.
o IsSecured: Yu 3axuniena Mmepexa.
« AuthenticationAlgorithm: Anroput™ ayTeHTHdIKAIT].
o NetworkStates/IPAddressInfo/NetworkSecurityInfo/NetworkInfrastructurelnfo
: JomatkoBa iHpopmaiist mpo Mepexy (He 30epiraroThes)
[H111 JOTTIOMIXKHI MOAEN (KJ1acu) JJist pOOOTH 3 MEpekKero:
e Knac DownloadSpeed
Kimac ‘DownloadSpeed’ MicTUTh BIACTHBOCTI IS IIBHUJKOCTI 3aBaHTaXCHHS Ta

OAHMHHUIIb BI/IMipy, a TaKOX BHUKOPHUCTOBYE€ OIICpATOp ABHOI'O IICPCTBOPCHHA IJIA
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nepetBopeHHs  o0'ektiB  Tumy  ‘SpeedTest.Net.Models.DownloadSpeed’  Ha
exzeMiuisipu 'DownloadSpeed’(ek3eMIuisip caMoro Kjacy), BCTAaHOBJIFOIOUM 3HAYCHHS

IIBUIKOCT1 Ta OJIMHHITH BUMIPY:

public class DownloadSpeed
{
public double Speed { get; set; }
public SpeedTestUnit Unit { get; set; }
public static explicit operator DownloadSpeed(SpeedTest.Net.Models.DownloadSpeed
_downloadSpeed)
{
DownloadSpeed downloadSpeed = new();
downloadSpeed.Speed = _downloadSpeed.Speed;
downloadSpeed.Unit = _downloadSpeed.Unit.ParseToSpeedTestUnit();

return downloadSpeed;

e Kiac [IPAddressinfo
Knac "IPAddressIinfo’ mictute BnactuBocTti ayis npuBaTHoi [Pv4 ampecu, macku

iaMepexi Ta, MOXKIUBO, yosiunoi [Pv4 aapecu:

public class IPAddressInfo

{
public string PrivateIPvd { get; set; } = null!;
public string SubnetMask { get; set; } = null!;
public string? PublicIPvd { get; set; }

}

e Kirac NetworklInfrastructureInfo
Kiac "NetworkInfrastructureInfo’ Mictuth BacTuBoCTI 118 1HTepdEiicy Mepexi, Horo

THUITY Ta CTaTyCy ONepariiHoi AisNIbHOCTI:

public class NetworkInfrastructureInfo

{
public string Interface { get; set; } = null!;
public NetworkInterfaceType InterfaceType { get; set; 1}
public OperationalStatus OperationalStatus { get; set; }
}

e Kiac NetworkSecurityInfo
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Kiac "NetworkSecuritylnfo® MicTUTh BIIaCTUBOCTI JIJIsl aITOPUTMY ayTeHTU(IKaIii Ta

MUPPYBAHHS MEPEKI:

public class NetworkSecurityInfo

{
public DotllAuthAlgorithm Authentication { get; set; }
public DotllCipherAlgorithm Encryption { get; set; }

e Kiac NetworkStates
Knac "NetworkStates’ MICTUTH BJIaCTHBOCTI, 110 BKa3ylOTh Ha MIAKIIOYEHHS [0
MEpEeXi, CHIIy CUTHAJTy Yy MUTBaTax Ta y BIJICOTKax, a TaKOX BIJACTaHb JO TOYKH

JOCTYITy Y METpax:

public class NetworkStates

{
public bool IsConnected { get; set; }
public int SignalStrengthIndBm { get; set; }
public int SignalStrengthInPercentage
{
get
{
const int minRssi = -100; // Minimum RSSI value
if (SignalStrengthIndBm <= minRssi)
return 0;
const int maxRssi = -50; // Maximum RSSI value
if (SignalStrengthIndBm >= maxRssi)
return 100;
return 2 * (SignalStrengthIndBm + 100);
}
}
public double DistanceInMeters { get; set; 1}
}

YMOBHO MOITUMO JIaHU TOJATOK Ha JBI YACTUHHU:

1. ITepmra moB’s13aHa 3 TOTOYHOIO MEPEKEIO

2. Inma - 31 BCiMa MepexxamMu
Cnouatky CTBOpHMMO JONMOMDKHUN abcTpakTHuil kiac NetworkService B mamiii
“Services/Network”, sikuit Oyne 0a30BUM JIJIs1 IIUX ABOX YACTHH.

Jlesiki OCHOBHI MOMEHTH peati3allii I[bOTO JOTIOMIXKHOTO KJIacy:
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e BusHaueHHs IIPOTOKOJY 3a 4aCTOTOIO Ta CHJIOIO CUTHAILY:

protected string FindProtocolString(WlanBssEntry bssEntry)
{
int rssi = bssEntry.rssi;

uint chCenterFrequency = bssEntry.chCenterFrequency;

if (chCenterFrequency >= 2400000 && chCenterFrequency < 2500000)
{
// 2.4 GHz band
if (rssi <= -90)
return "802.11b";
else if (rssi <= -75)
return "802.11q9";
else if (rssi <= -50)
return "802.11n";

else

return "802.11lax"; // Likely 802.1lax due to strong signal in 2.4 GHz

}
else if (chCenterFrequency >= 5000000 && chCenterFrequency < 6000000)
{
// 5 GHz band
if (rssi <= -70)
return "802.11a";
else if (rssi <= -50)
return "802.11n";
else
return "802.1lac/ax"; // Likely newer standard (ac or ax) due to

strong signal

}
else if (chCenterFrequency >= 57000000 && chCenterFrequency <= 66000000)
{
// Tentative check for 60 GHz band (needs verification)
return "802.1lad";
}
else
{
// Frequency band not identified
return "Unknown";
}

e 3HaXOKCHHS KaHally 3a JOIIOMOI'OX0 4aCTOTH:

protected int GetChannelFromFrequency(long frequency)
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int frequencyInMHz = FrequencyInMHz(frequency);

if (frequencyInMHz >= 2412 && frequencyInMHz <= 2472)

{

return (frequencyInMHz - 2407) / 5;
}
else if (frequencyInMHz == 2u484)
{

return 14;
}
else if (frequencyInMHz >= 5180 && frequencyInMHz <= 5825)
{

return (frequencyInMHz - 5000) / 5;
}

return -1; // Unknown channel

e Po3paxyHOk nmpuOIM3HOI BIACTaHI JO MEpEXi 32 YaCTOTOK CHTHANy Ta HOro

CHJIOKO:

protected double CalculateDistance(int signalStrength, long frequency)
{
int frequencyInMHz = FrequencyInMHz(frequency);

double exp = (27.55 - (20 * Math.Logl0(frequencyInMHz)) +
Math.Abs(signalStrength)) / 20.0;
return Math.Pow(10.0, exp);

Tenep noynemo 3 peanizaiii Nepuoi YaCTUHHU:
CTBOpHMO cepBicH JUIs OTPUMAaHHS JaHUX PO MOTOYHY MEPEKY Y TaIIIIi
"Services/Network/ConnectedNetwork".

Cepgic IConnectedNetworkService:

public interface IConnectedNetworkService

{
WiFiNetwork GetConnectedWiFiNetwork();
NetworkStates GetConnectedNetworkStates();
Task<IPAddressInfo> GetConnectedIPAddressInfo();
NetworkSecurityInfo GetConnectedNetworkSecurityInfo();
NetworkInfrastructureInfo GetConnectedNetworkInfrastructureInfo();
}
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OCHOBHI €JIeMEHTH peaizailii boro :

GetConnectedWiFiNetwork MeTon, skuii BiANOBiJa€ 3a 3HAXOMKEHHS JaHOI

nigkirodeHoi mepexi y surisiai WiFiNetwork kiacy:

public WiFiNetwork GetConnectedWiFiNetwork()

{

WlanBssEntry connectedBssEntry = GetConnectedWlanBssEntry();

WiFiNetwork wiFiNetwork = new();

long frequency = GetFrequencyFromChannel(connectedBssEntry.chCenterFrequency);
string currentSSID = GetStringForSSID(connectedBssEntry.dotl1Ssid);
wiFiNetwork.SSID = currentSSID;

wiFiNetwork.Channel = GetChannelFromFrequency(frequency);
wiFiNetwork.FrequencyInHz = frequency;

wiFiNetwork.Protocol = FindProtocolString(connectedBssEntry);
wiFiNetwork.MacAddress = connectedBssEntry.dotl1Bssid;

WlanAvailableNetwork wlanAvailableNetwork =

GetWlanAvailableNetworkByProfileName(currentSSID)!.Value;

wiFiNetwork.IsSecured = wlanAvailableNetwork.securityEnabled;

wiFiNetwork.AuthenticationAlgorithm =

wlanAvailableNetwork.dotl1lDefaultAuthAlgorithm;

return wiFiNetwork;

GetConnectedNetworkStates MeTon, sIKMil BIAMOBIAA€ 3a 3HAXOMKEHHS CTAHIB

JTaHo1 MiaKIIF0YeHoT Mepexi y Burisiai NetworkStates kimacy:

public NetworkStates GetConnectedNetworkStates()

{

WlanBssEntry connectedBssEntry = GetConnectedWlanBssEntry();

long frequency = GetFrequencyFromChannel(connectedBssEntry.chCenterFrequency);
int signalStrength = connectedBssEntry.rssi;

NetworkStates networkStates = new();

networkStates.DistanceInMeters = CalculateDistance(signalStrength, frequency);
networkStates.IsConnected = true;

networkStates.SignalStrengthIndBm = signalStrength;

return networkStates;

GetConnectedIPAddressinfo wMerton, skui BiANoBigae 3a 3HAXOKEHHS

BIacTUBOCTEH anpec mepexi y Burisiai [IPAddressInfo kmacy:
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public async Task<IPAddressInfo> GetConnectedIPAddressInfo()

{
IPAddressInfo iPAddressInfo = new ();
iPAddressInfo.PrivateIPvid = GetPrivateIPvu();
iPAddressInfo.PublicIPvld = await GetPublicIPvu();
iPAddressInfo.SubnetMask = GetSubnetMask();
return iPAddressInfo;

}

e GetConnectedNetworkSecuritylnfo meTon, sikuii BimoBigae 3a 3HAXOKCHHS

BJIacTUBOCTEH iHTEpdeiicy Mepexi y Burisiai NetworkSecuritylnfo kmacy:

public NetworkSecurityInfo GetConnectedNetworkSecurityInfo()
{
NetworkSecurityInfo networkSecurityInfo = new();
var client = new WlanClient();
foreach (var wlanInterface in client.Interfaces)
{
var currentConnection = wlanInterface.CurrentConnection;
WlanAvailableNetwork[] networks =
wlanInterface.GetAvailableNetworkList(0);
foreach (WlanAvailableNetwork network in networks)
{

if (network.profileName == currentConnection.profileName)

{
networkSecurityInfo.Authentication =
network.dotllDefaultAuthAlgorithm;
networkSecurityInfo.Encryption =
network.dotllDefaultCipherAlgorithm;

break;

}

return networkSecurityInfo;

e GetConnectedNetworkInfrastructureInfo  Meron, sAxmii  BiAmoBImae  3a
3HAXO/KCHHSI alrOpUTMy ayTeHTUu(ikaIii ta mudpyBaHHS MEpEX Yy BUTIISIIIL

NetworkInfrastructurelnfo kiacy:

public NetworkInfrastructureInfo GetConnectedNetworkInfrastructureInfo()

{

NetworkInfrastructureInfo networkInfrastructureInfo = new();
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var networkInterfaces = NetworkInterface.GetAllNetworkInterfaces();

var currentInterface = networkInterfaces.FirstOrDefault(nic =>

nic.OperationalStatus == OperationalStatus.Up);
if (currentInterface != null)
{

networkInfrastructureInfo.InterfaceType =
currentInterface.NetworkInterfaceType;

networkInfrastructureInfo.OperationalStatus =
currentInterface.OperationalStatus;

networkInfrastructureInfo.Interface = currentInterface.Description;
}

return networkInfrastructureInfo;

Takox peanizyeMo cCepBiCH JJisl BUMIPIOBAHHS MIBUAKOCTI 3aBAHTAKEHHS MOTOYHOI
mepexi y manii "Services/SpeedTest":

Cepgic ISpeedTestService:

public interface ISpeedTestService
{
Task<DownloadSpeed> GetDownloadSpeedAsync();

Woro peamizaris:
public class SpeedTestService : ISpeedTestService
{
public async Task<DownloadSpeed> GetDownloadSpeedAsync()
=> (DownloadSpeed)await
FastClient.GetDownloadSpeed(SpeedTestUnit.MegaBitsPerSecond);
}

Tenep npyra yacTuHa - BC1 JOCTYIIHI MEPEXKI:
CtBopuMO cepBicM i1 OTPUMAHHS JaHUX MpO BCl Mepexi y Mamii
"Services/Networks".

Cepgic INetworkService:

public interface INetworksService

{
Task UpdateWiFiNetworksAsync();
Task<IEnumerable<WiFiNetwork>> GetWiFiNetworksAsync();
Task<IEnumerable<WiFiNetwork>> GetWiFiNetworksWithStatesAsync();
Task AddwWiFiNetworkAsync(WiFiNetwork network);
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Task UpdateWiFiNetworkAsync(WiFiNetwork network);

Task DeleteWiFiNetworkByIdAsync(long networkId);

Task DeleteWiFiNetworkByBSSIDAsync(string BSSID);
Task<WiFiNetwork?> GetWiFiNetworkByIdAsync(long id);
Task<WiFiNetwork?> GetWiFiNetworkByBSSIDAsync(string BSSID);
NetworkStates? GetNetworkStates(WiFiNetwork network);

OCHOBHI €JIeMEHTH peaizailii boro :
e UpdateWiFiNetworksAsync meTo, SKuil BiIITOBIa€ 32 OHOBJICHHS JAHUX MPO
Wi-Fi mepexi:
public async Task UpdateWiFiNetworksAsync() {
WlanClient client = new WlanClient();

foreach (WlanClient.WlanInterface wlanInterface in client.Interfaces) {

WlanBssEntry[] bssEntries = wlanInterface.GetNetworkBssList();

foreach (var bssEntry in bssEntries) {
string ssid = GetStringForSSID(bssEntry.dotl11Ssid);
long frequency = GetFrequencyFromChannel(bssEntry.chCenterFrequency);
byte[] macAddress = bssEntry.dotllBssid;
int channel = GetChannelFromFrequency(frequency);
string protocol = FindProtocolString(bssEntry);
if (GetWlanAvailableNetworkByProfileName(ssid) is WlanAvailableNetwork
wlanAvailableNetwork) {
Dotl1lAuthAlgorithm authenticationAlgorithm =
wlanAvailableNetwork.dotllDefaultAuthAlgorithm;
bool isSecured = wlanAvailableNetwork.securityEnabled;
WiFiNetwork network = new() {
SSID = ssid,
FrequencyInHz = frequency,
Channel = channel,
MacAddress = macAddress,
IsSecured = isSecured,
AuthenticationAlgorithm = authenticationAlgorithm,

Protocol = protocol,

LastSeen = DateTime.Now

3
string macAddressStr = macAddress.MacAddressToString();
WiFiNetwork? _network = await
GetWiFiNetworkByBSSIDAsync(macAddressStr);
if (_network is null) {
await AddwWiFiNetworkAsync(network);
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}

else {
CopyWiFiNetworkValues(network, _network);
await UpdateWiFiNetworkAsync(_network);

H
e GetNetworkStates meTon, sskuit BIATIOBITA€E 3a OTPUMAHHS JaHUX PO CTaH JIs

KOHKpeTHOT Mepexi y Burisiai NetworkStates kiacy:
public NetworkStates? GetNetworkStates(WiFiNetwork network)
{
WlanClient client = new WlanClient();
foreach (WlanClient.WlanInterface wlanInterface in client.Interfaces)
{
WlanBssEntry[] bssEntries = wlanInterface.GetNetworkBssList();

foreach (var bssEntry in bssEntries)

{
string macAddressStr = bssEntry.dotllBssid.MacAddressToString();
if (network.StringMacAddress == macAddressStr)
{

string ssid = GetStringForSSID(bssEntry.dot11Ssid);
int signalStrength = bssEntry.rssi;
long frequency =
GetFrequencyFromChannel(bssEntry.chCenterFrequency);
double distance = CalculateDistance(signalStrength, frequency);
bool isConnected = false;
if (wlanInterface.InterfaceState == WlanInterfaceState.Connected)
{
string connectedSSID =
GetStringForSSID(wlanInterface.CurrentConnection.wlanAssociationAttributes.dot11Ssid);
if (ssid == connectedSSID)

isConnected = true;

}

return new NetworkStates()

{
IsConnected = isConnected,
DistanceInMeters = distance,
SignalStrengthIndBm = signalStrength

}
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}

return null;

[I1o6 Bci 111 cepBicU TpalroBaly, MOTPIOHO iX 3apeecTpyBaTH B (paitni MauiProgram (B

TOJIOBHOMY (pailiri mpoeKTy):
services.AddSingleton<IConnectedNetworkService, ConnectedNetworkService>();

services.AddSingleton<ISpeedTestService, SpeedTestService>();

services.AddSingleton<INetworksService, NetworksService>();

2.6. Peanizauis inTepgeiicy kopucryBaua

CTBOpPUMO BCHOTO TPU CTOPIHKHU:
1. OcHOBHI JaH1 MOTOYHOI MEPEXXi Ta MIBUIKICTh 3aBAHTAXKCHHS
[lepeitnemo no peanizauii ViewModels komnonenTi. CtBopumo nanky ViewModels,

a B Hil ocHOBaHuI ViewModel KOMIIOHEHT:

public abstract class ViewModelBase : INotifyPropertyChanged, IDisposable
{

Timer? networkStateTimer;

public ViewModelBase()

=> networkStateTimer = new Timer(UpdateStates, null, TimeSpan.Zero,

TimeSpan.FromSeconds(30));

protected abstract void UpdateStates(object? _ = null);

public event PropertyChangedEventHandler? PropertyChanged;

public ICommand LoadDataCommand => new Command(async () =>

{
try
{
await LoadDataAsync();
}
catch (Exception ex)
{
await Shell.Current.DisplayAlert("Error", ex.Message, "OK");
}
};
public async Task LoadDataAsync()
{
try
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await GetDataAsync();

}
catch (Exception ex)
{
await ErrorHandler.DisplayErrorAsync(ex.Message);
}

}
protected abstract Task GetDataAsync();
protected virtual void OnPropertyChanged([CallerMemberName] string propertyName =
")
=> PropertyChanged?.Invoke(this, new PropertyChangedEventArgs(propertyName));
public void Dispose()

=> networkStateTimer?.Dispose();

Jam B wmiil xe mnamui, cTBopuMo mnanky “Network™ B sKy MOMICTUMO OCHOBHY

ViewModel s mepexi:

public abstract class NetworkViewlModel : ViewModelBase

{
protected readonly IConnectedNetworkService connectedNetworkService;
protected readonly INetworksService networksService;
WiFiNetwork? connectedNetwork;

public WiFiNetwork? ConnectedNetwork

{
get => connectedNetwork;
set
{
connectedNetwork = value;
OnPropertyChanged(nameof(ConnectedNetwork));
}
}

NetworkStates? networkStates;

public NetworkStates? NetworkStates

{
get => networkStates;
set
{
networkStates = value;
OnPropertyChanged(nameof (NetworkStates));
}
}
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public NetworkViewModel(IConnectedNetworkService connectedNetworkService,
INetworksService networksService)
=> (this.connectedNetworkService, this.networksService) =
(connectedNetworkService, networksService);
protected override void UpdateStates(object? state = null)
=> NetworkStates = connectedNetworkService.GetConnectedNetworkStates();

protected override async Task GetDataAsync()

{
ConnectedNetwork = connectedNetworkService.GetConnectedWiFiNetwork();
await networksService.UpdateWiFiNetworkAsync(ConnectedNetwork);
UpdateStates();

}

Ta KoHKpeTHa peaizallis AJisi TOJOBHOT CTOPIHKHU:

public class MainPageViewlModel : NetworkViewModel
{
readonly ISpeedTestService speedTestService;
DownloadSpeed? downloadSpeed;
public DownloadSpeed? DownloadSpeed

{
get => downloadSpeed;
set
{
downloadSpeed = value;
OnPropertyChanged(nameof (DownloadSpeed));
}
}

bool isBusy;
public bool IsBusy

{
get => isBusy;
set
{
isBusy = value;
OnPropertyChanged(nameof(IsBusy));
}
}

public ICommand GetDownloadSpeedCommand => new Command(async () => await
GetDownloadSpeedAsync());

public MainPageViewModel(IConnectedNetworkService connectedNetworkService,
ISpeedTestService speedTestService, INetworksService networksService)

base(connectedNetworkService, networksService)



=> this.speedTestService = speedTestService;

public async Task GetDownloadSpeedAsync()

{
try
{
DownloadSpeed = null;
IsBusy = true;
DownloadSpeed = await speedTestService.GetDownloadSpeedAsync();
IsBusy = false;
}
catch (Exception ex)
{
await ErrorHandler.DisplayErrorAsync(ex.Message);
}
}

Tenep cam inTepderic s nanoro ViewModel koMmoneHTa:

e XAML kox Home (rosoBHOT) CTOPIHKH:

<?xml version="1.0" encoding="utf-8" ?>
<ContentPage xmlns="http://schemas.microsoft.com/dotnet/2021/maui"
xmlns:x="http://schemas.microsoft.com/winfx/2009/xaml"
xmlns:controls="clr-namespace:WiFi_Analyzer.Controls"
x:Class="WiFi_Analyzer.Pages.MainPage"
ControlTemplate="{StaticResource CommonFrameTemplate}"
Title="Home">
<Grid Margin="20,10,0,0">
<Grid.ColumnDefinitions>
<ColumnDefinition Width="=*" />
<ColumnDefinition Width="=*" />
</Grid.ColumnDefinitions>
<StackLayout Grid.Column="0"
HorizontalOptions="CenterAndExpand"
VerticalOptions="CenterAndExpand">
<controls:NetworkDetailsView
ConnectedNetwork="{Binding ConnectedNetwork}"
NetworkStates="{Binding NetworkStates}"/>
</StackLayout>
<StackLayout Grid.Column="1"
HorizontalOptions="CenterAndExpand"
VerticalOptions="CenterAndExpand" Spacing="20">
<controls:SpeedTestView

DownloadSpeed="{Binding DownloadSpeed}"
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IsBusy="{Binding IsBusy}"

GetDownloadSpeedCommand="{Binding GetDownloadSpeedCommand}"/>

</StackLayout>
</Grid>
</ContentPage>

e C# xox Home (rosoBHOT) CTOPIHKH.

public partial class MainPage : ContentPage

{
readonly MainPageViewModel mainPageViewModel = null!;
public MainPage()
{
mainPageViewModel = ServiceHelper.GetService<MainPageViewModel>()!;
InitializeComponent();
BindingContext = mainPageViewModel;
}
protected override async void OnAppearing()
{
base.OnAppearing();
await mainPageViewModel.lLoadDataAsync();
}
protected override void OnDisappearing()
{
base.OnDisappearing();
mainPageViewModel.Dispose();
}
}

2. Biaem netanpHa iHGopMaris mpo norouny mepexy (Connected)

[i peanizania ViewModel:

public class ConnectedNetworkViewModel : NetworkViewModel
{
IPAddressInfo? _IPAddressInfo;
public IPAddressInfo? IPAddressInfo
{
get => _IPAddressInfo;

set
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_IPAddressInfo = value;
OnPropertyChanged(nameof (IPAddressInfo));

}
NetworkSecurityInfo? networkSecurityInfo;

public NetworkSecurityInfo? NetworkSecurityInfo

{
get => networkSecurityInfo;
set
{
networkSecurityInfo = value;
OnPropertyChanged(nameof (NetworkSecurityInfo));
}
}

NetworkInfrastructureInfo? networkInfrastructureInfo;

public NetworkInfrastructureInfo? NetworkInfrastructureInfo

{
get => networkInfrastructureInfo;
set
{
networkInfrastructureInfo = value;
OnPropertyChanged(nameof (NetworkInfrastructureInfo));
}
}

public ConnectedNetworkViewModel(IConnectedNetworkService connectedNetworkService,

INetworksService networksService) : base(connectedNetworkService, networksService) { }

protected override async Task GetDataAsync()
{
await base.GetDataAsync();
IPAddressInfo = await connectedNetworkService.GetConnectedIPAddressInfo();
NetworkSecurityInfo =
connectedNetworkService.GetConnectedNetworkSecurityInfo();
NetworkInfrastructureInfo =
connectedNetworkService.GetConnectedNetworkInfrastructureInfo();

}

Tenep cam inTepderic s nanoro ViewModel koMmnoHeHTa:

e XAML kox Connected cTopiHKH.

<?xml version="1.0" encoding="utf-8" ?>

<ContentPage xmlns="http://schemas.microsoft.com/dotnet/2021/maui"
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xmlns:x="http://schemas.microsoft.com/winfx/2009/xaml"
x:Class="WiFi_Analyzer.Pages.ConnectedNetworkPage"
xmlns:controls="clr-namespace:WiFi_Analyzer.Controls"
ControlTemplate="{StaticResource CommonFrameTemplate}"
Title="Connected">
<ScrollView>
<StackLayout Margin="20,10,0,0">
<!-—— Table NetworkDetails -—>
<controls:NetworkDetailsView
ConnectedNetwork="{Binding ConnectedNetwork}"
NetworkStates="{Binding NetworkStates}"/>
<!-- Table IPAddressInfo -->
<controls:IPAddressInfoView
IPAddressInfo="{Binding IPAddressInfo}" />
<l-- Table NetworkSecurityInfo ——>
<controls:NetworkSecurityInfoView
NetworkSecurityInfo="{Binding NetworkSecurityInfo}" />
<!-- Table NetworkInfrastructureInfo -->
<controls:NetworkInfrastructureInfoView
NetworkInfrastructureInfo="{Binding NetworkInfrastructureInfo}"/>
</StackLayout>
</ScrollView>

</ContentPage>

e C# xox Connected CTOpIHKH.

public partial class ConnectedNetworkPage : ContentPage
{
readonly ConnectedNetworkViewModel connectedNetworkViewModel = null!;
public ConnectedNetworkPage()
{
connectedNetworkViewModel =
ServiceHelper.GetService<ConnectedNetworkViewModel>()!;
InitializeComponent();

BindingContext = connectedNetworkViewModel;

}
protected override async void OnAppearing()
{
base.OnAppearing();
await connectedNetworkViewModel.LoadDataAsync();
}
protected override void OnDisappearing()
{

base.OnDisappearing();
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connectedNetworkViewModel.Dispose();

3. Inopmairist mpo BCi AOCTYIIHI MEPEXI.

Peanizyemo ocnoBHuit ViewModel KOMITOHEHT A7 MEepex:

public abstract class NetworksViewlModel : ViewModelBase
{
protected readonly INetworksService networksService;
public IEnumerable<wWiFiNetwork> Networks = Enumerable.Empty<WiFiNetwork>();
protected IEnumerable<WiFiNetwork> filteredWiFiNetworks =
Enumerable.Empty<wWiFiNetwork>();

public virtual IEnumerable<WiFiNetwork> FilteredWiFiNetworks

{
get => filteredWiFiNetworks;
set
{
filteredWiFiNetworks = value;
OnPropertyChanged(nameof (FilteredWiFiNetworks));
OnPropertyChanged(nameof (HasFilteredNetworks));
}
}

public bool HasFilteredNetworks => FilteredWiFiNetworks.Any();
public ICommand FilterByGHzCommand => new Command<string>(parameter =>
FilterByGHz(parameter));
public NetworksViewModel(INetworksService networksService)
=> this.networksService = networksService;
protected override async Task GetDataAsync()
{
await networksService.UpdateWiFiNetworksAsync();
FilteredWiFiNetworks = Networks = await
networksService.GetWiFiNetworksWithStatesAsync();
}
protected override async void UpdateStates(object? state = null)
=> FilteredWiFiNetworks = Networks = await
networksService.GetWiFiNetworksWithStatesAsync();
protected void FilterByGHz(string parameter)
=> FilteredWiFiNetworks = NetworksFilter.FilterByGHz(Networks, parameter);

[{st cTopiHKa MOAISAETHCA B 1Bl YACTUHU:

a. Ta6muus 3 indopmario npo xoctymnHi Mepesxi. Moro ViewModel koMmoHeHT:
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public class NetworksTableViewModel : NetworksViewModel
{
public ICommand SortCommand => new Command<string>(propertyName =>
SortBy(propertyName));
public NetworksTableViewModel(INetworksService networksService)
base(networksService)
{
}
public Dictionary<string, OrderBy> SortDirections { get; set; } = new();
void SortBy(string propertyName)
{
OrderBy currentDirection = SortDirections.ContainsKey(propertyName) ?
SortDirections[propertyName] : OrderBy.Ascending;
OrderBy newDirection = ChangeOrderBy(currentDirection);
SortDirections = new Dictionary<string, OrderBy>();
SortDirections[propertyName] = newDirection;
FilteredWiFiNetworks =
FilteredWiFiNetworks.AsQueryable().DynamicOrderBy(propertyName,
newDirection).ToList();
OnPropertyChanged(nameof(SortDirections));
}
OrderBy ChangeOrderBy(OrderBy orderBy)

=> orderBy == OrderBy.Ascending ? OrderBy.Descending : OrderBy.Ascending;

Tenep cam inTepderic s nanoro ViewModel koMmnoneHTa:

o C# xon Networks cTopinku (TaGmuIIs).

public partial class NetworksTablePage : ContentPage

{
readonly NetworksTableViewModel networksTableViewModel = null!;
public NetworksTablePage()

{
networksTableViewModel = ServiceHelper.GetService<NetworksTableViewModel>()!;
InitializeComponent();
BindingContext = networksTableViewModel;
}
protected override void OnAppearing()
{
base.OnAppearing();
UpdateNetworks();
}

async void UpdateNetworks()

=> await networksTableViewModel.LoadDataAsync();
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async void NavigateToGraphPage(object sender, EventArgs e)
=> await Navigation.PushAsync(new NetworksGraphPage());

protected override void OnDisappearing()
{

base.OnDisappearing();

networksTableViewModel.Dispose();

0. I'padiku cuiny curHaigy Ta BIACTaHl BiA I BCIX AOCTynHUX Mepex. Horo

ViewModel xoMmmoHeHT 300pakeHuit Ha puc. 2.9.
NetworksGraphViewModel : NetworksViewModel

HasNoFilteredNetworks => !HasFilteredNetworks;

]

Chart dBmChart = I=
Chart DBmChart

t distanceChart =

IEnumerable<WiFiNetwork> FilteredWiFiNetworks
tworksGraphViewModeL(INetworksService networksService)

U;datechartsC)

SKColor backgroundColor = SKColor.Parse("#000000");
TimeSpan animationDuration = (e, o, 2);
SKColor labelColor = SKColor.Parse("#FFFFFF");

art GetDBmChartView()

art GetDistanceChartView()

IEhumé;able<ChartEntry> GetDBMEntries()

IEhumerable<ChartEntry> GetDistanceEntries()

D{OP GetColorBySignalStrength( signalStrengthIndBm)

Pucynox 2.9 — NetworksGraphPageViewModel knac, sikuit 6yne ViewModel

KoMmoHeHToM it Networks cTopinku (rpadikn).

Tenep cam intepdeiic ns nanoro ViewModel kommnonenTa:
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e XAML kox Networks cropinku (rpadikm).

<?xml version="1.0" encoding="utf-8" ?>
<ContentPage xmlns="http://schemas.microsoft.com/dotnet/2021/maui"
xmlns:x="http://schemas.microsoft.com/winfx/2009/xaml"
xmlns:micro="clr-namespace:Microcharts.Maui;assembly=Microcharts.Maui"
x:Class="WiFi_Analyzer.Pages.Networks.NetworksGraphPage"
xmlns:controls="clr-namespace:WiFi_Analyzer.Controls"
ControlTemplate="{StaticResource CommonFrameTemplate}"
Title="Networks Graph">
<ScrollView>
<StackLayout Background="Black" Margin="10">
<Button Text="View Table" Clicked="NavigateToTablePage"
WidthRequest="150" HorizontalOptions="StartAndExpand" />
<controls:NetworksFilterByGHzView FilterByGHzCommand="{Binding
FilterByGHzCommand}" />
<StackLayout IsVisible="{Binding HasFilteredNetworks}">
<Label Text="dBm" FontSize="24" FontAttributes="Bold"
HorizontalTextAlignment="Center"
VerticalTextAlignment="Center" Margin="10,0,10,10" />
<micro:ChartView HeightRequest="500" Margin="10" Chart="{Binding
DBmChart}" />
<Label Text="Distance" FontSize="24" FontAttributes="Bold"
HorizontalTextAlignment="Center"
VerticalTextAlignment="Center" Margin="10,0,10,10" />
<micro:ChartView HeightRequest="500" Margin="10" Chart="{Binding
DistanceChart}"/>
</StackLayout>
<Label IsVisible="{Binding HasNoFilteredNetworks}" Text="No network found"
TextColor="Red" Margin="0, 20, 0, 0"
HorizontalOptions="Center" VerticalOptions="Center"
FontAttributes="Bold" FontSize="25"/>
</StackLayout>
</ScrollView>

</ContentPage>

e C# xox Networks cropinku (rpadikn).
public partial class NetworksGraphPage : ContentPage
{
readonly NetworksGraphViewModel networksGraphViewModel = null!;
public NetworksGraphPage()
{
networksGraphViewModel = ServiceHelper.GetService<NetworksGraphViewModel>()!;

InitializeComponent();
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BindingContext = networksGraphViewModel;
}
protected override void OnAppearing() {
base.OnAppearing();
UpdateNetworks();
}
async void UpdateNetworks() => await networksGraphViewModel.LoadDataAsync();
async void NavigateToTablePage(object sender, EventArgs e)
=> await Navigation.PushAsync(new NetworksTablePage());
protected override void OnDisappearing() {
base.OnDisappearing();

networksGraphViewModel.Dispose();

[Ilo6 mi Bci ViewModels KOMIOHEHTH MpalioBaiu, iX MOTPIOHO 3apeecTpyBaTH B

MauiProgram (B rosioBHOMY aiiii mIpoeKTy):

services.AddSingleton<ConnectedNetworkViewModel>();
services.AddSingleton<NetworksTableViewModel>();
services.AddSingleton<NetworksGraphViewModel>();

services.AddSingleton<MainPageViewModel>();

Ta mo6 Bci 1i CTOPIHKM MpaloBaiy, iX moTpiOHo 3apeectpyBatu B AppShell.xaml

(aitn, sskuit BU3HAUa€ HABITAI[IHHY CTPYKTYPY Ta MaKeT J0/IaTKa:

<?xml version="1.0" encoding="UTF-8" ?>

<Shell
x:Class="WiFi_Analyzer.AppShell"
xmlns="http://schemas.microsoft.com/dotnet/2021/maui"
xmlns:x="http://schemas.microsoft.com/winfx/2009/xaml"
xmlns:local="clr-namespace:WiFi_Analyzer.Pages"
xmlns:all_networks="clr-namespace:WiFi_Analyzer.Pages.Networks"
Shell.FlyoutBehavior="Disabled">

<Tab Title="Home" Route="MainPage">
<ShellContent ContentTemplate="{DataTemplate local:MainPage}" />
</Tab>
<Tab Title="Connected" Route="ConnectedNetworkPage">
<ShellContent ContentTemplate="{DataTemplate local:ConnectedNetworkPage}" />
</Tab>
<Tab Title="Networks" Route="NetworksTablePage">
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<ShellContent ContentTemplate="{DataTemplate all_networks:NetworksTablePage}"

/>
</Tab>
<ShellContent Route="NetworksGraphPage"
ContentTemplate="{DataTemplate all_networks:NetworksGraphPage}" />
</Shell>

2.7. TecryBaHHS A0AATKY

1. Home(ocHoBHa) cTopinka 300paxkeHa puc. 2.10.

Home

Home  Connected  Networks

Network Details
SsID TP-LINK_DEBD
Channel 1

I T e T —— TN - — Speed: 34,15 Mb/s

Signal Strength
MAC Address :DE: Speed
Distance 5.
Secured

Protocol 802.11n
Authentication RSNA_PSK

Pucynok 2.10 — Home (ocHOBHA) CTOpiHKA JI0JATKY.

2. letanbHa iH(pOpMAIIisi XapaKTEPUCTUK MOTOYHOT Mepexi 300paxkena puc. 2.11.
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Connected

Network Details
TP-LINK_DEBO

802.11n
RSMNA_PSK

[ IP Address Details
Private IPv4 0
Subnet Mask
Public IPv4

Authentication RSNA_PSK (WPA2)
Encryption CcCMP

Infrastructure
Broadcom 802.11n M
WirelessB80211

Pucynok 2.11 — Connected cTopiHka.

3. Bci nocTynHi Mepexi:

a. Tabnung goctynHux Mepex 300paxkeHa puc. 2.12.

Networks

Home  Connected

Networks

View Graph

Total Networks: 8

TP-LINK_DEBO

Fazenda

TP-
LINK_DES0_5G

Kurulko

PRI

802.11n

802.11n

802.11ax

802.11n

802.11n

..— B .
80
e ||
04:5E:A4:67:99:
2462 MH 77,
Z = i
5180 MHz 18:A6:F7:50:DE: 52m
7F
-H dBm
:A1:94:F3:13:
. = B 3
ZMZMHZ ..= .
2:BA:F4:85:2A:
..= “LBJ‘Z%SS.‘A‘ .

Pucynok 2.12 — Networks cTopinka (Ta0muis).

Authentication

RSNA_PSK

RSNA_PSK

RSNA_PSK

RSNA_PSK

IEEEB0211_Ope
n

RSNA_PSK

49



CIICD OKC (P bTPYBA O 4d O
4 D
Networks
Home  Connected  Networks
Total Networks: 7
SSID Protocol* Frequency Connected Channel Signal Strength BSSID Distance Secured Authentication Last Seen
-55 dgm | 90%
TP-LINK_DES0 802.11n 2412 MHz v 1 m:A‘r’:';gm:DE 56m v RSNA_PSK now
78 dBm | 4%
Fazenda 802.11g 2462 MHz 1 0435 E:';‘;ﬂgg: 770m z RSNA_PSK P
-41dBm | 100%
Kurulko 802.11ax 2412 MHz 1 2zm :}9;:;3:13: 1,1m v RSNA_PSK now
-68 dBm | 64%
mig 802.11n 2412 MHz 1 42:3[}:(&?:89:66: 248m 'EEESDzr: 1-Ope now
60 dBm | 80%
Frrerckeisrtitizd | F4: .. "
"""" 7 802.11n 2412 MHz 1 UZ'BQ';‘:BS'ZA' 99m ' RSNA_PSK now
79 d8m | a2%
POCO M4 Pro 802.11g 2412 MHz 1 12:"5:;:19:;0: 881m v RSNA_PSK now
D
O C O Op d 40 1) B1I(MD HbTPOBA O O
A
Networks
Home  Connected Networks
Total Networks: 1
SSID Protocol® Frequency Connected Channel Signal Strength BSSID Distance Secured Authentication Last Seen
61 dBm 78%
TP- 18:A6:F7:50:DE:
3 3 v
LINK DE80.56 802.11n 5180 MHz 36 i 52m RSNA_PSK now




Pucynok 2.14 — Networks cTopinka (Ttabmuiyt) BiadinsTpoBana mo yactori 5 I'T.

e 61T (puc. 2.15).

Networks

Home  Connected  Networks

Total Networks: 0

Pucynok 2.15 — Networks ctopinka (tabnuist) BiadinpTpoBana mo yactoti 6 [T,

0. I'padpiku cuny curnangy Ta BIACTaHI BiJ JJIS BCIX JOCTYIHUX MEPEXK 300pakeHa

pucyHkax 2.16 ta 2.17.

Networks Graph

Home Connected  Networks

/_"/—‘

TP-LINK_DE8O (Ch.1) Kurulko (Ch.1) mig (Ch.1) ; POCO M4 Pro (Ch.1) Genetiki 7 (Ch.3) Fazenda (Ch.11) TP-LINK_DE80_5G (Ch36)

Distance

556 m

Pucynox 2.16 — Networks cTopinka (rpadik Cuiu CUTHAITY MEPEK).




Networks Graph

Home Connected  Networks

/_"f

TP-LINK_DE8O (Ch.1) Kurulko (Ch.1) mig (Ch.1) ; POCO M4 Pro (Ch.1) Genetiki_7 (Ch.3) Fazenda (Ch.11) TP-LINK_DE80_5G (Ch36)

Distance

5,56 m

Pucynok 2.17 — Networks cTopinka (rpadik BiicTaHEH 10 MEepexi).

Tenep MoxkeMo GIIBTPYBATH 11O YACTOTI:

o 24TITu (puc.2.18 Ta 2.19).

Networks Graph

Home  Connected  Networks

dBm

-55 dBm -41 dBm -68 dBm -60 dBm -79 dBm -78 dBm

__

POCO M4 Pro (Ch.1) Genetiki_7 (Ch3) Fazenda (Ch.11)

TP-LINK_DE8O (Ch.1) Kurulko (Ch.1) mig (Ch.1)

Distance

556m

Pucynok 2.18 — Networks cTopinka (rpadik CHIM CUTHAITY MEpPeK) BiA(1IpTpoBaHa

o yactoti 2.4 I'T'.
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Networks Graph

Home  Connected  Networks

o

TP-LINK_DESO (Ch.1) Kurulko (Ch.1) mig (Ch.1) 5 POCO M4 Pro (Ch.1) Genetiki_7 (Ch.3) Fazenda (Ch.11)
Distance

556 m

Pucynok 2.19 — Networks cTropinka (rpadik BijicTaHe# 10 MepexKi) Bia(1apTpoBaHa

o yactotl 2.4 I'T'.

e 5ITu (puc.2.20 Ta2.21).

Networks Graph

Home  Connected  Networks

Al 2.4 GHz

dBm

-61 dBm

TP-LINK_DEB0_5G (Ch.36)

Distance

Pucynox 2.20 — Networks cTopinka (rpadik cuiiv CUTHAIIy MEpeX) BiiiIbTpoBaHa

o yactotl 5 I'T'm.
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Networks Graph

Home  Connected  Networks

TP-LINK_DE80_5G (Ch.36)

Distance

517 m

TP-LINK_DES0_5G

Pucynok 2.21 — Networks cTtopinka (rpadik BiJicTaHe# 10 Mepexi) Bia(1IpTpoBaHa

o yactotl 5 I'T1L.

e 6ITu(puc. 2.22).

Networks Graph

Home  Connected  Networks

Pucynok 2.22 — Networks cTopinka (rpadiku) BiadiipTpoBaHa mo yactoti 6 I'T.
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Takox, sxi1o He Oy/e MAKIIOYeHHs 10 [HTepHeTy, TO BiI0OPa3UThCs MOBIIOMIICHHS

npo 1e, Ta Oyze 3aKkpuTa IporpamMa aBTOMaTH4YHO, SIK 1€ 300pakeHo Ha puc. 2.23.

Networks Graph

Home  Connected

View Table

Network Error

No internet connection detected.

Pucynok 2.23 — BinoOpa>keHHs MOB1IOMJICHHS TIPO BiJICYTHICTh MiAKIIOYEHHS 70

Iarepnery.
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3. AHAJII3 PE3YJIBTATIB

Po3nin micTUTh OINIHKY €(EeKTUBHOCTI CTBOPEHOTO MOJATKy, MOPIBHIHHS
J0JaTKy 3 ICHYIOUMMH PIIICHHSIMH Ta PE3yJbTaTH PI3HUX CIICHAPiiB TECTyBAaHHS

JOJIaTKYy.

3. 1. Ouinka epeKTUBHOCTI 10JATKY

OuiHro4M Moro e(eKTUBHICTb, MOXKHA BIJ3HAYMTH JCKUIbKA KIFOYOBUX
ACIIeKTIB:

1. dyHKIIOHANBHICTE: Jl01aTOK BiJMOBI A€ BCIM BUMOTaM, BKIIFOYAIOUN
ckanyBaHHs WiFi-mepex, HafaHHs 1eTanbHO1 1H(pOopMallii Ta MOHITOPUHT
IPOTYyKTUBHOCTI.

2. Apxitekrypa: Bukopucranus natepay MVVM 3abesneuye 3pydHy po3pooKy,
TECTyBaHHS Ta MiATPUMKY.

3. Texnomorii ta inctpymentu: .NET MAUI, .NET 6/7, XAML, C# 103BoJIs10Th
IIBUJIKY pO3poOKy Ta O6ararorargopmuicTs. Bukopuctanus Visual Studio ta
NuGet € cTangapTOM.

4. Tarepdetic kKopucTyBava: 3pyuyHUN Ta JETKHUM 711 PO3IIUPEHHS.

5. EdexTuBHicTh: JlogaToK mMpaioe onTUMaabHO, IMBHUAKO pearye Ha 3aluTH Ta
€KOHOMHO BHUKOPHCTOBYE PECYPCH.

VY3aranapHIOIOUH, OJATOK BIAMOBIAA€ BCIM BUMOTAM Ta Ma€ BCl MEPEIyMOBH IS

YCHIIIHOT peati3ailii 3aBAaHb, 0 CTOATH MEPE] HUM.

3.2. IlopiBHSIHHS 3 iCHYIOUMMHU PillIecHHAMHA

[TopiBHIOIOUM 3 ICHYIOUMMH PIIICHHSAMHU, TOJATOK, SIKMM OyB OINUCAHUM, Mae

K1JIbKa TepeBar:
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1. Bararommardopmuicts: lonarok Ha .NET MAUI niatpumye Windows, macOS,
10S ta Android, o po6uTs ioro Okl JOocTyTHUM nopiBHsAHO 3 WiFi1 Analyzer
(mmst Windows, macOS Ta Linux) Ta inSSIDer (ume as Windows ta macOS).

2. TlpocynyTi ¢yHukiii: ¥ nopiBasaHl 3 WiFi1 Analyzer ta inSSIDer, nogaTox Ha
NET MAUI mae nesiki IpoCyHyTI MOKIIMBOCTI, TaKl SIK BAMIPIOBaHHS BIJCTaH1
0 Mepexi, ¢impTpamis 3a dactororo 6 ['Tm Ta BUMIpIOBaHHS MIBHIAKOCTI
3aBaHTXEHHS B pealbHOMY Yaci.

3. EdexTuBHICTh Ta MPOCTOTAa BUKOPUCTAHHS: 3aBasku narepsy MVVM Tta .NET
MAUI, nonatok € epeKTUBHUM 1 TPOCTUM Y BUKOPHUCTAHHI, IMOI0HO A0 1HIITNX
PO3IIIAHYTUX PILLIEHb.

4. beskomToBHICTh: JlogaTok € 6e3komToBHUM, 5K 1 WiFi1 Analyzer Ta inSSIDer.

5. KopucryBaupkuii intepderic: JlogaTok Mae 3py4HHid Ta IHTYiTUBHO 3pO3yMUIHIA
1HTEpPENcC.

3arajgom, 10AaTOK Ma€ MOTEHIIa]l CTaTH KOHKYPEHTOCIPOMOXKHHUM Y MOPIBHAHHI 3

ICHYIOUMMHU PIILIEHHSIMHU, 3aBJSKH CBOIM (DYHKIISM Ta MPOCTOTI BUKOPUCTAHHS.

3.3. O0roBopeHHs pe3yJbTATIiB TECTYBAHHS

[Tim wac TecTyBaHHS BHUSBJICHO, IO JOJATOK HAJ3BHYAMHO KOPUCHHUM IS
BUsiBJIeHHA Ta aHamizy WiFi-mepex. BiH TOuHO BU3HAYae JOCTYMHI MEPEXi Ta HAJae
KJIIOYOBY 1H(OpMAIIII0O TPO HUX, IO J03BOJISE €()EKTUBHO aHaI3yBaTH SKICTh
CUTHaTy, IIBUJIKICTH T 1HIIN MapaMeTPH JJIS ONTUMI3AI] MEepex.

Oco0nuBy yBary 3aciyroBy€ MOXJIMBICTh BUMIPIOBATH BIJICTAHb 10 MEPEXKI, 110
J0TIOMara€  KOPHWCTyBauaM TMIOKPAlIUTH PO3TAIlyBaHHS MapIIpyTU3aTOpiB 1
3a0e3MeunT Kpamie MmaKIodeHHs. OyHKIIT 71 aHali3y MepeKeBUX MpodiieM Ta
CTBOPEHHsI 3BITIB, BUSBIIEHI IIJI 4Yac TECTYBAaHHS, TaKOX BIJ3HAYAIOTHCS CBOEIO
KOPHUCHICTIO Ta JIETKICTIO BUKOPUCTAHHS.

3aranom, pe3ysbTaTH TECTYBaHHS MiATBEPJKYIOTh BUCOKY €(EKTHUBHICTH Ta
KOPHUCHICTB JIOJATKY, pOOJISIYM OT0 TPUBAOIUBUM JUTsI ITUPOKOTO KOJIa KOPUCTYBAUiB,

110 NMparHyTh onTUMi3yBatu cBoi WiFi-Mepexi.
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BUCHOBKHA

B mporieci po3poOku nporpamMHOro a”amizaropa Jijisi J1arHOCTHKU Ta aHalli3y
crany WiFi-mMepexx Oysio CTBOPEHO 3pYy4HHI IHCTPYMEHT, SIKHI MOEIHY€E HalKparii
XapaKTEPUCTUKU 1ICHYIOUUX PIIIEHb Ta BJOCKOHAIIOE 1X, 10JJal0UM HOBHUM (DyHKIIIOHAI.
[Iporpama 103BoJIsI€ KOPUCTYBauyaM 3py4HO BIJICTEKYBATH Ta aHAJII3yBAaTH NTapaMeTPH
WiFi-Mepex, a TakoX MPOBOAWTH 0a30BUN aHai3 OE3MEKH MEpPEeXK, M0 CHpUse iX
onTuMi3allii Ta 3a0e3neuye cCTablIbHICTb.

Honatok peani3ye 301p AaHUX NPO MEPEXKl, aHAJI3y€ CUTHAN Ta BIIOOpaxye
pe3yibTaTH KOpPUCTyBadeBl. BUKOpPUCTAaHHS ACHHXPOHHUX METOJIB 3a0€3Meumsio
MBUAKY Ta €PEKTUBHY POOOTy MpOTrpaMu, TApaHTYIOUW TUIABHUN KOPUCTYBAIbKHMA
JIOCBI/I.

Po3po6eHo 1HTYITUBHO 3p0o3yMuIMi 1HTepdeic, Mo COpollye HaBiraiino Ta
JI03BOJISIE KOPUCTYBauaM JIETKO BUKOPUCTOBYBATH MIPOTPaAMY .

HaniitHicTe Ta cTablLIBHICTH POOOTH 3a0e€3Meuy€eThCsl MEXaHi3MaMu O0OPOOKHU
BUHATKIB 1 B1IOOpa)K€HHS MOBIIOMJIEHb NPO MOMMWIKU. KpiM TOro, BIpoOBaIKeHI
MOJKJIMBOCTI PO3IIMPEHHS (PYHKI[IOHATY Yepe3 CEpBICHM Ta I1HTErpaiii J03BOJISIE

JOCTaTHBO TIPOCTO J0aBaTH HOB1 (PyHKIIII.
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JIOJIATOK A
JIICTUHT ITPOTPAMHY AHAJII3ATOPA WI-FI MEPEK

IIporpama s anamizy WiFi mepex namucana moBoro C# mns mmargopmu NET

MAUI:

. MauiProgram.cs:
using Microcharts.Maui;
using Microsoft.Extensions.Logging;
using WiFi_Analyzer.Helpers;
using WiFi_Analyzer.Providers;
namespace WiFi_Analyzer;
public static class MauiProgram
{
public static MauiApp CreateMauiApp()
{
MauiAppBuilder builder = MauiApp.CreateBuilder();
builder
.UseMauiApp<App>()
.UseMicrocharts()
.ConfigureFonts(fonts =>
{
fonts.AddFont("OpenSans-Regular.ttf", "OpenSansRegular");
fonts.AddFont("OpenSans-Semibold.ttf", "OpenSansSemibold");
1
IServiceCollection services = builder.Services;
services.AddMSSQLServer();
services.AddServices();
services.AddViewModels();
#if DEBUG
builder.Logging.AddDebug();
#endif
MauiApp app = builder.Build();
ServiceHelper.Initialize(app.Services);
return app;
}
}
. AppShell.xaml:
<?xml version="1.0" encoding="UTF-8" ?>
<Shell
x:Class="WiFi_Analyzer.AppShell"
xmlns="http://schemas.microsoft.com/dotnet/2021/maui"
xmlns:x="http://schemas.microsoft.com/winfx/2009/xaml"
xmins:local="clr-namespace:WiFi_Analyzer.Pages"
xmins:all_networks="clr-namespace:WiFi_Analyzer.Pages.Networks"
Shell.FlyoutBehavior="Disabled">
<Tab Title="Home" Route="MainPage">
<ShellContent ContentTemplate="{DataTemplate local:MainPage}" />
</Tab>
<Tab Title="Connected" Route="ConnectedNetworkPage">
<ShellContent ContentTemplate="{DataTemplate local:ConnectedNetworkPage}" />
</Tab>
<Tab Title="Networks" Route="NetworksTablePage">
<ShellContent ContentTemplate="{DataTemplate all_networks:NetworksTablePage}" />
</Tab>
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<ShellContent Route="NetworksGraphPage"
ContentTemplate="{DataTemplate all_networks:NetworksGraphPage}" />
</Shell>
. AppShell.xaml.cs:
using WiFi_Analyzer.Helpers;
namespace WiFi_Analyzer;
public partial class AppShell : Shell
{
public AppShell()
=> InitializeComponent();
protected override async void OnAppearing()
{
if (IConnectivity.Current.NetworkAccess.Equals(NetworkAccess.Internet))
{
await ErrorHandler.DisplayNetworkErrorAsync("No internet connection detected.");
Environment.Exit(0);
}
base.OnAppearing();
}
}
° App.xaml:
<?xml version = "1.0" encoding = "UTF-8" ?>
<Application xmIns="http://schemas.microsoft.com/dotnet/2021/maui"
xmins:x="http://schemas.microsoft.com/winfx/2009/xaml"
xmins:local="clr-namespace:WiFi_Analyzer"
x:Class="WiFi_Analyzer.App">
<Application.Resources>
<ResourceDictionary>
<ResourceDictionary.MergedDictionaries>
<ResourceDictionary Source="Resources/Styles/Colors.xaml|" />
<ResourceDictionary Source="Resources/Styles/Styles.xaml" />
<ResourceDictionary Source="AppResources.xaml|" />
</ResourceDictionary.MergedDictionaries>
</ResourceDictionary>
</Application.Resources>
</Application>
. App.xaml.cs:
using WiFi_Analyzer.Pages;
namespace WiFi_Analyzer;
public partial class App : Application

{
public App()
{
InitializeComponent();
MainPage = new AppShell();
}
}
° appsetting.json:
{

"ConnectionStrings": {
"DefaultConnection": "Server=(localdb)\\mssqllocaldb; Database=WiFi_Analyzer_3; MultipleActiveResultSets=True;"
}
1

. IEntityBase.cs:
using System.ComponentModel.DataAnnotations;
namespace WiFi_Analyzer.Models;
public interface |IEntityBase
{
[Key]
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long Id { get; set; }

}

. WiFiNetwork.cs:
using Microsoft.EntityFrameworkCore;
using System.ComponentModel.DataAnnotations;
using System.ComponentModel.DataAnnotations.Schema;
using WiFi_Analyzer.Extensions;
using static NativeWifi.Wlan;
namespace WiFi_Analyzer.Models;
[Index(nameof(MacAddress), IsUnique = true)]
public class WiFiNetwork : IEntityBase

{

public long Id { get; set; }

[Required]

public string SSID { get; set; } = nulll;

[Required]

public string Protocol { get; set; } = null!;

public DateTime LastSeen { get; set; }

[Required]

public byte[] MacAddress { get; set; } = null!;

[NotMapped]

public string StringMacAddress => MacAddress.MacAddressToString();

[Column("Frequency")]

public long FrequencylnHz { get; set; }

public int FrequencylnkHz => (int)(FrequencylnHz / Math.Pow(10, 3));

public int FrequencylnMHz => (int)(FrequencylnHz / Math.Pow(10, 6));

public int FrequencylnGHz => (int)(FrequencylnHz / Math.Pow(10, 9));

public int Channel { get; set; }

[Column("Secured")]

public bool IsSecured { get; set; }

[Column("Authentication")]

public Dot11AuthAlgorithm AuthenticationAlgorithm { get; set; }

[NotMapped]

public NetworkStates? NetworkStates { get; set; }

[NotMapped]

public IPAddressinfo? IPAddressinfo { get; set; }

[NotMapped]

public NetworkSecurityInfo? NetworkSecuritylnfo { get; set; }

[NotMapped]

public NetworklInfrastructurelnfo? NetworkInfrastructurelnfo { get; set; }
}

° DownloadSpeed.cs:

using SpeedTest.Net.Enums;
using WiFi_Analyzer.Extensions;
namespace WiFi_Analyzer.Models;
public class DownloadSpeed
{
public double Speed { get; set; }
public SpeedTestUnit Unit { get; set; }
public static explicit operator DownloadSpeed(SpeedTest.Net.Models.DownloadSpeed _downloadSpeed)
{
DownloadSpeed downloadSpeed = new();
downloadSpeed.Speed = _downloadSpeed.Speed;
downloadSpeed.Unit = _downloadSpeed.Unit.ParseToSpeedTestUnit();
return downloadSpeed;

. IPAddressinfo.cs:
namespace WiFi_Analyzer.Models;
public class IPAddressinfo
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{
public string PrivatelPv4 { get; set; } = null!;
public string SubnetMask { get; set; } = nulll;
public string? PubliclPv4 { get; set; }
}
. NetworkInfrastructurelnfo.cs:
using System.Net.NetworkInformation;
namespace WiFi_Analyzer.Models;
public class NetworkInfrastructurelnfo
{
public string Interface { get; set; } = null};
public NetworkinterfaceType InterfaceType { get; set; }
public OperationalStatus OperationalStatus { get; set; }
}
° NetworkSecuritylnfo.cs:
using static NativeWifi.Wlan;
namespace WiFi_Analyzer.Models;
public class NetworkSecuritylnfo
{
public Dot11AuthAlgorithm Authentication { get; set; }
public Dot11CipherAlgorithm Encryption { get; set; }
}

. NetworkStates.cs:
namespace WiFi_Analyzer.Models;
public class NetworkStates
{
public bool IsConnected { get; set; }
public int SignalStrengthindBm { get; set; }
public int SignalStrengthInPercentage
{
get
{
const int minRssi =-100; // Minimum RSSI value
if (SignalStrengthindBm <= minRssi)
return O;
const int maxRssi = -50; // Maximum RSSI value
if (SignalStrengthindBm >= maxRssi)
return 100;
return 2 * (SignalStrengthindBm + 100);
}
}
public double DistancelnMeters { get; set; }
}
. ViewModelBase.cs:
using System.ComponentModel;
using System.Runtime.CompilerServices;
using System.Windows.Input;
using WiFi_Analyzer.Helpers;
namespace WiFi_Analyzer.ViewModels;

public abstract class ViewModelBase : INotifyPropertyChanged, IDisposable
{
Timer? networkStateTimer;
public ViewModelBase()
=> networkStateTimer = new Timer(UpdateStates, null, TimeSpan.Zero, TimeSpan.FromSeconds(30));
protected abstract void UpdateStates(object? _ = null);
public event PropertyChangedEventHandler? PropertyChanged;
public ICommand LoadDataCommand => new Command(async () =>
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{
try
{
await LoadDataAsync();
}
catch (Exception ex)
{
await Shell.Current.DisplayAlert("Error", ex.Message, "OK");
}
1;

public async Task LoadDataAsync()
{
try
{
await GetDataAsync();
}
catch (Exception ex)
{
await ErrorHandler.DisplayErrorAsync(ex.Message);
}
1
protected abstract Task GetDataAsync();
protected virtual void OnPropertyChanged([CallerMemberName] string propertyName ="")
=> PropertyChanged?.Invoke(this, new PropertyChangedEventArgs(propertyName));
public void Dispose()
=> networkStateTimer?.Dispose();

. NetworkViewModel.cs:
using WiFi_Analyzer.Models;
using WiFi_Analyzer.Services.ConnectedNetwork;
using WiFi_Analyzer.Services.Networks;
namespace WiFi_Analyzer.ViewModels.Network;
public abstract class NetworkViewModel : ViewModelBase
{
protected readonly IConnectedNetworkService connectedNetworkService;
protected readonly INetworksService networksService;
WiFiNetwork? connectedNetwork;
public WiFiNetwork? ConnectedNetwork
{
get => connectedNetwork;
set
{
connectedNetwork = value;
OnPropertyChanged(nameof(ConnectedNetwork));
}
}

NetworkStates? networkStates;
public NetworkStates? NetworkStates
{
get => networkStates;
set
{
networkStates = value;
OnPropertyChanged(nameof(NetworkStates));
}
}
public NetworkViewModel(IConnectedNetworkService connectedNetworkService, INetworksService
networksService)
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=> (this.connectedNetworkService, this.networksService) = (connectedNetworkService, networksService);
protected override void UpdateStates(object? state = null)
=> NetworkStates = connectedNetworkService.GetConnectedNetworkStates();
protected override async Task GetDataAsync()
{
ConnectedNetwork = connectedNetworkService.GetConnectedWiFiNetwork();
await networksService.UpdateWiFiNetworkAsync(ConnectedNetwork);
UpdateStates();
1
}
. MainPageViewModel.cs:
using System.Windows.Input;
using WiFi_Analyzer.Helpers;
using WiFi_Analyzer.Models;
using WiFi_Analyzer.Services.ConnectedNetwork;
using WiFi_Analyzer.Services.Networks;
using WiFi_Analyzer.Services.SpeedTest;
using WiFi_Analyzer.ViewModels.Network;
namespace WiFi_Analyzer.ViewModels;
public class MainPageViewModel : NetworkViewModel
{
readonly ISpeedTestService speedTestService;
DownloadSpeed? downloadSpeed;
public DownloadSpeed? DownloadSpeed
{
get => downloadSpeed;
set
{
downloadSpeed = value;
OnPropertyChanged(nameof(DownloadSpeed));
}
}

bool isBusy;
public bool IsBusy
{
get => isBusy;
set
{
isBusy = value;
OnPropertyChanged(nameof(IsBusy));
}
}

public ICommand GetDownloadSpeedCommand => new Command(async () => await GetDownloadSpeedAsync());

public MainPageViewModel(IConnectedNetworkService connectedNetworkService, ISpeedTestService
speedTestService, INetworksService networksService) : base(connectedNetworkService, networksService)
=> this.speedTestService = speedTestService;
public async Task GetDownloadSpeedAsync()

{
try
{
DownloadSpeed = null;
IsBusy = true;
DownloadSpeed = await speedTestService.GetDownloadSpeedAsync();
IsBusy = false;
}
catch (Exception ex)
{
await ErrorHandler.DisplayErrorAsync(ex.Message);
}
}
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. ConnectedNetworkViewModel.cs:
using WiFi_Analyzer.Models;
using WiFi_Analyzer.Services.ConnectedNetwork;
using WiFi_Analyzer.Services.Networks;
using WiFi_Analyzer.ViewModels.Network;
namespace WiFi_Analyzer.ViewModels;
public class ConnectedNetworkViewModel : NetworkViewModel
{
IPAddressinfo? _IPAddressinfo;
public IPAddressinfo? IPAddressinfo
{
get => _|PAddressinfo;
set
{
_IPAddressInfo = value;
OnPropertyChanged(nameof(IPAddressinfo));
}
}
NetworkSecuritylnfo? networkSecurityInfo;
public NetworkSecuritylnfo? NetworkSecuritylnfo
{
get => networkSecuritylnfo;
set
{
networkSecuritylnfo = value;
OnPropertyChanged(nameof(NetworkSecuritylnfo));
}
}
NetworkInfrastructurelnfo? networkInfrastructurelnfo;
public NetworkiInfrastructurelnfo? NetworkInfrastructurelnfo
{
get => networkiInfrastructurelnfo;
set
{
networklInfrastructurelnfo = value;
OnPropertyChanged(nameof(Networkinfrastructurelnfo));
}
}
public ConnectedNetworkViewModel(IConnectedNetworkService connectedNetworkService, INetworksService
networksService) : base(connectedNetworkService, networksService) { }
protected override async Task GetDataAsync()
{
await base.GetDataAsync();
IPAddressinfo = await connectedNetworkService.GetConnectedIPAddressinfo();
NetworkSecuritylnfo = connectedNetworkService.GetConnectedNetworkSecuritylnfo();
NetworklInfrastructurelnfo = connectedNetworkService.GetConnectedNetworkInfrastructurelnfo();

. NetworksViewModel.cs:
using System.Windows.Input;
using WiFi_Analyzer.Helpers;
using WiFi_Analyzer.Models;
using WiFi_Analyzer.Services.Networks;
namespace WiFi_Analyzer.ViewModels;
public abstract class NetworksViewModel : ViewModelBase
{
protected readonly INetworksService networksService;
public IEnumerable<WiFiNetwork> Networks = Enumerable.Empty<WiFiNetwork>();
protected IEnumerable<WiFiNetwork> filteredWiFiNetworks = Enumerable.Empty<WiFiNetwork>();
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public virtual IEnumerable<WiFiNetwork> FilteredWiFiNetworks
{
get => filteredWiFiNetworks;
set
{
filteredWiFiNetworks = value;
OnPropertyChanged(nameof(FilteredWiFiNetworks));
OnPropertyChanged(nameof(HasFilteredNetworks));
}
1
public bool HasFilteredNetworks => FilteredWiFiNetworks.Any();
public ICommand FilterByGHzCommand => new Command<string>(parameter => FilterByGHz(parameter));
public NetworksViewModel(INetworksService networksService)
=> this.networksService = networksService;
protected override async Task GetDataAsync()
{
await networksService.UpdateWiFiNetworksAsync();
FilteredWiFiNetworks = Networks = await networksService.GetWiFiNetworksWithStatesAsync();
1
protected override async void UpdateStates(object? state = null)
=> FilteredWiFiNetworks = Networks = await networksService.GetWiFiNetworksWithStatesAsync();

protected void FilterByGHz(string parameter)
=> FilteredWiFiNetworks = NetworksFilter.FilterByGHz(Networks, parameter);

. NetworksTableViewModel.cs:
using System.Windows.Input;
using WiFi_Analyzer.Enums;
using WiFi_Analyzer.Services.Networks;
using WiFi_Analyzer.Extensions;
namespace WiFi_Analyzer.ViewModels;
public class NetworksTableViewModel : NetworksViewModel
{
public ICommand SortCommand => new Command<string>(propertyName => SortBy(propertyName));
public NetworksTableViewModel(INetworksService networksService) : base(networksService)
{1}
public Dictionary<string, OrderBy> SortDirections { get; set; } = new();
void SortBy(string propertyName)
{

OrderBy currentDirection = SortDirections.ContainsKey(propertyName) ? SortDirections[propertyName] :

OrderBy.Ascending;
OrderBy newDirection = ChangeOrderBy(currentDirection);
SortDirections = new Dictionary<string, OrderBy>();
SortDirections[propertyName] = newDirection;
FilteredWiFiNetworks = FilteredWiFiNetworks.AsQueryable().DynamicOrderBy(propertyName,
newDirection).ToList();
OnPropertyChanged(nameof(SortDirections));
}
OrderBy ChangeOrderBy(OrderBy orderBy)
=> orderBy == OrderBy.Ascending ? OrderBy.Descending : OrderBy.Ascending;

. NetworksGraphViewModel.cs:
using Microcharts;
using SkiaSharp;
using WiFi_Analyzer.Helpers;
using WiFi_Analyzer.Models;
using WiFi_Analyzer.Services.Networks;
namespace WiFi_Analyzer.ViewModels;
public class NetworksGraphViewModel : NetworksViewModel

{
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public bool HasNoFilteredNetworks => IHasFilteredNetworks;
Chart dBmChart = null!;
public Chart DBmChart
{
get => dBmChart;
set
{
dBmcChart = value;
OnPropertyChanged(nameof(DBmChart));
}
}
Chart distanceChart = null!;
public Chart DistanceChart
{
get => distanceChart;
set
{
distanceChart = value;
OnPropertyChanged(nameof(DistanceChart));
}
}
public override IEnumerable<WiFiNetwork> FilteredWiFiNetworks
{
get => filteredWiFiNetworks;
set
{
filteredWiFiNetworks = value;
OnPropertyChanged(nameof(FilteredWiFiNetworks));
OnPropertyChanged(nameof(HasFilteredNetworks));
OnPropertyChanged(nameof(HasNoFilteredNetworks));
UpdateCharts();
}
}
public NetworksGraphViewModel(INetworksService networksService)
{1}
void UpdateCharts()
{
if (HasFilteredNetworks)
{
DBmChart = GetDBmChartView();
DistanceChart = GetDistanceChartView();
}
else
{
DBmChart = null!;
DistanceChart = null!;
}

}
readonly SKColor backgroundColor = SKColor.Parse("#000000");

readonly TimeSpan animationDuration = new (0, 0, 2);
readonly SKColor labelColor = SKColor.Parse("#FFFFFF");
public Chart GetDBmChartView()
{
var entries = GetDBMEntries();
Chart chart = entries.Count() ==1?
new PointChart()
{
Entries = entries,
BackgroundColor = backgroundColor,
AnimationDuration = animationDuration,

: base(networksService)
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LabelColor = labelColor,
LabelOrientation = Orientation.Horizontal,
ValuelabelQOrientation = Orientation.Horizontal,
}:
new LineChart()
{
Entries = entries,
BackgroundColor = backgroundColor,
AnimationDuration = animationDuration,
LabelColor = labelColor,
LabelOrientation = Orientation.Horizontal,
ValuelabelOrientation = Orientation.Horizontal,
|3
return chart;

}
public Chart GetDistanceChartView()

{
var entries = GetDistanceEntries();
Chart chart = entries.Count() ==17?
new PointChart() {
Entries = entries,
BackgroundColor = backgroundColor,
AnimationDuration = animationDuration,
LabelColor = labelColor,
LabelOrientation = Orientation.Horizontal,
ValuelLabelOrientation = Orientation.Horizontal,
}:
new RadarChart() {
Entries = entries,
BackgroundColor = backgroundColor,
AnimationDuration = animationDuration,
LabelColor = labelColor,
b
return chart;

}
IEnumerable<ChartEntry> GetDBMEntries()

{

IList<ChartEntry> entries = new List<ChartEntry>();

foreach (WiFiNetwork network in FilteredWiFiNetworks.OrderBy(n => n.Channel))
{

NetworkStates? networkStates = network.NetworkStates;

if (networkStates is not null)

{
int signalStrength = networkStates.SignalStrengthindBm;

SKColor color = GetColorBySignalStrength(signalStrength);

entries.Add(new ChartEntry(signalStrength)

{
Label = $"{network.SSID} (Ch.{network.Channel})",
Valuelabel = $"{signalStrength} dBm",
ValuelabelColor = color,
Color = color

N

}
}

return entries;

}

IEnumerable<ChartEntry> GetDistanceEntries()

{
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IList<ChartEntry> entries = new List<ChartEntry>();
foreach (var network in FilteredWiFiNetworks)
{
NetworkStates? networkStates = network.NetworkStates;
if (networkStates is not null)
{
SKColor color = GetColorBySignalStrength(networkStates.SignalStrengthIndBm);
double distance = networkStates.DistancelnMeters;
entries.Add(new ChartEntry((float)distance)
{
Label = network.SSID,
Valuelabel = $"{Math.Round(distance, 2)} m",
ValuelLabelColor = color,
Color = color
1
}
}
return entries;
}
SKColor GetColorBySignalStrength(int signalStrengthindBm)
=> SKColor.Parse(SingalColorHelper.GetHexColorBySingalStrength(signalStrengthindBm));

. ISpeedTestService.cs:
using WiFi_Analyzer.Models;
namespace WiFi_Analyzer.Services.SpeedTest;
public interface ISpeedTestService
{
Task<DownloadSpeed> GetDownloadSpeedAsync();
}
° SpeedTestService.cs:
using SpeedTest.Net.Enums;
using SpeedTest.Net;
using WiFi_Analyzer.Models;
namespace WiFi_Analyzer.Services.SpeedTest;
public class SpeedTestService : ISpeedTestService
{
public async Task<DownloadSpeed> GetDownloadSpeedAsync()
=> (DownloadSpeed)await FastClient.GetDownloadSpeed(SpeedTestUnit.MegaBitsPerSecond);

o NetworkService.cs:
using SpeedTest.Net.Enums;
using SpeedTest.Net;
using WiFi_Analyzer.Models;
namespace WiFi_Analyzer.Services.SpeedTest;
public class SpeedTestService : ISpeedTestService
{
public async Task<DownloadSpeed> GetDownloadSpeedAsync()
=> (DownloadSpeed)await FastClient.GetDownloadSpeed(SpeedTestUnit.MegaBitsPerSecond);

. IConnectedNetworkService.cs:
using WiFi_Analyzer.Models;
namespace WiFi_Analyzer.Services.ConnectedNetwork;
public interface IConnectedNetworkService
{
WiFiNetwork GetConnectedWiFiNetwork();
NetworkStates GetConnectedNetworkStates();
Task<IPAddressInfo> GetConnectedIPAddressinfo();
NetworkSecuritylnfo GetConnectedNetworkSecuritylnfo();
NetworkInfrastructurelnfo GetConnectedNetworkinfrastructurelnfo();
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. ConnectedNetworkService.cs:

using NativeWifi;
using System.Net.NetworkInformation;
using System.Net.Sockets;
using System.Net;
using WiFi_Analyzer.Models;
using static NativeWifi.Wlan;
namespace WiFi_Analyzer.Services.ConnectedNetwork;
public class ConnectedNetworkService : NetworkService, IConnectedNetworkService
{

WIlanBssEntry GetConnectedWIlanBssEntry()

{

WIlanClient client = new();

foreach (WlanClient.Wlaninterface wlaninterface in client.Interfaces)
{
if (wlaniInterface.InterfaceState == WlanlInterfaceState.Connected)
{
Dot11Ssid ssid = wlanlnterface.CurrentConnection.wlanAssociationAttributes.dot11Ssid;
WIlanBssEntry[] bssEntries = wlaninterface.GetNetworkBssList();

foreach (WlanBssEntry bssEntry in bssEntries)
{
string currentSSID = GetStringForSSID(ssid);
string bssEntrySSID = GetStringForSSID(bssEntry.dot11Ssid);

if (currentSSID == bssEntrySSID)
return bssEntry;
}
}
}
throw new Exception("No internet connection detected.");
}
public NetworkStates GetConnectedNetworkStates()
{
WIlanBssEntry connectedBssEntry = GetConnectedWIlanBssEntry();
long frequency = GetFrequencyFromChannel(connectedBssEntry.chCenterFrequency);
int signalStrength = connectedBssEntry.rssi;
NetworkStates networkStates = new();
networkStates.DistancelnMeters = CalculateDistance(signalStrength, frequency);
networkStates.IsConnected = true;
networkStates.SignalStrengthIndBm = signalStrength;
return networkStates;
}
public WiFiNetwork GetConnectedWiFiNetwork()
{
WIlanBssEntry connectedBssEntry = GetConnectedWIlanBssEntry();
WiFiNetwork wiFiNetwork = new();
long frequency = GetFrequencyFromChannel(connectedBssEntry.chCenterFrequency);
string currentSSID = GetStringForSSID(connectedBssEntry.dot11Ssid);
wiFiNetwork.SSID = currentSSID;
wiFiNetwork.Channel = GetChannelFromFrequency(frequency);
wiFiNetwork.FrequencylnHz = frequency;
wiFiNetwork.Protocol = FindProtocolString(connectedBssEntry);
wiFiNetwork.MacAddress = connectedBssEntry.dot11Bssid;
WlanAvailableNetwork wlanAvailableNetwork = GetWlanAvailableNetworkByProfileName(currentSSID)!.Value;
wiFiNetwork.IsSecured = wlanAvailableNetwork.securityEnabled;
wiFiNetwork.AuthenticationAlgorithm = wlanAvailableNetwork.dot11DefaultAuthAlgorithm;
return wiFiNetwork;
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}
public async Task<IPAddressinfo> GetConnectedIPAddressinfo()

{
IPAddressinfo iPAddressinfo = new ();
iPAddressinfo.PrivatelPv4 = GetPrivatelPv4();
iPAddressinfo.PubliclPv4 = await GetPubliclPv4();
iPAddressinfo.SubnetMask = GetSubnetMask();
return iPAddressinfo;

}

string GetPrivatelPv4()

{

var host = Dns.GetHostEntry(Dns.GetHostName());
var ipAddress = host.AddressList.FirstOrDefault(ip => ip.AddressFamily == AddressFamily.InterNetwork);
return ipAddress!.ToString();
1
string GetSubnetMask()
{
var networkinterfaces = Networkinterface.GetAlINetworkinterfaces();
foreach (var networkinterface in networklinterfaces)
{
if (networkinterface.NetworkinterfaceType == NetworkInterfaceType.Wireless80211 | |
networkinterface.NetworkinterfaceType == NetworkinterfaceType.Ethernet)

{

foreach (var unicastIPAddressinformation in networkinterface.GetIPProperties().UnicastAddresses)

{

if (unicastIPAddressinformation.Address.AddressFamily == AddressFamily.InterNetwork)

{
return unicastIPAddressinformation.IPv4Mask!.ToString();
}
}
}
}
return null!;
}
async Task<string> GetPubliclPv4()
{
using (HttpClient httpClient = new())
return (await httpClient.GetStringAsync("http://icanhazip.com")).Trim();
}
public NetworkSecuritylnfo GetConnectedNetworkSecuritylnfo()
{
NetworkSecuritylnfo networkSecuritylnfo = new();
var client = new WlanClient();
foreach (var wlaninterface in client.Interfaces)
{
var currentConnection = wlaninterface.CurrentConnection;
WlanAvailableNetwork[] networks = wlaninterface.GetAvailableNetworkList(0);
foreach (WlanAvailableNetwork network in networks)
{
if (network.profileName == currentConnection.profileName)
{
networkSecuritylnfo.Authentication = network.dot11DefaultAuthAlgorithm;
networkSecuritylnfo.Encryption = network.dot11DefaultCipherAlgorithm;
break;
}
}
}

return networkSecurityInfo;

}

public Networkinfrastructurelnfo GetConnectedNetworkInfrastructurelnfo()
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NetworkInfrastructurelnfo networkinfrastructurelnfo = new();
var networklinterfaces = Networkinterface.GetAlINetworkinterfaces();

var currentinterface = networkinterfaces.FirstOrDefault(nic => nic.OperationalStatus == OperationalStatus.Up);

if (currentinterface != null)

{
networkinfrastructurelnfo.InterfaceType = currentinterface.NetworkinterfaceType;
networkinfrastructurelnfo.OperationalStatus = currentinterface.OperationalStatus;
networkinfrastructurelnfo.Interface = currentinterface.Description;

}

return networklInfrastructurelnfo;

. INetworksService.cs:

using WiFi_Analyzer.Models;

namespace WiFi_Analyzer.Services.Networks;

public interface INetworksService

{
Task UpdateWiFiNetworksAsync();
Task<lEnumerable<WiFiNetwork>> GetWiFiNetworksAsync();
Task<IEnumerable<WiFiNetwork>> GetWiFiNetworksWithStatesAsync();
Task AddWiFiNetworkAsync(WiFiNetwork network);
Task UpdateWiFiNetworkAsync(WiFiNetwork network);
Task DeleteWiFiNetworkByldAsync(long networkid);
Task DeleteWiFiNetworkByBSSIDAsync(string BSSID);
Task<WiFiNetwork?> GetWiFiNetworkByldAsync(long id);
Task<WiFiNetwork?> GetWiFiNetworkByBSSIDAsync(string BSSID);
NetworkStates? GetNetworkStates(WiFiNetwork network);

. NetworksService.cs:
using Microsoft.EntityFrameworkCore;
using NativeWifi;
using WiFi_Analyzer.Database;
using WiFi_Analyzer.Extensions;
using WiFi_Analyzer.Models;
using static NativeWifi.Wlan;
namespace WiFi_Analyzer.Services.Networks;
public class NetworksService : NetworkService, INetworksService
{
readonly WiFiAnalyzerContext db;
public NetworksService(WiFiAnalyzerContext db)
=>this.db = db;
DbSet<WiFiNetwork> dbSet => db.WiFiNetworks;
public async Task<lEnumerable<WiFiNetwork>> GetWiFiNetworksWithStatesAsync()
{
IEnumerable<WiFiNetwork> networks = await GetWiFiNetworksAsync();
foreach (WiFiNetwork network in networks)
network.NetworkStates = GetNetworkStates(network);
return networks;
}
public async Task<lEnumerable<WiFiNetwork>> GetWiFiNetworksAsync()
=> await dbSet.ToListAsync();
public async Task AddWiFiNetworkAsync(WiFiNetwork network)
{
var existingNetwork = await GetWiFiNetworkByldAsync(network.Id);
if (existingNetwork is null)
{
await dbSet.AddAsync(network);
await SaveChangesAsync();

}

74



}
public async Task UpdateWiFiNetworkAsync(WiFiNetwork network)
{
WiFiNetwork? _network = await GetWiFiNetworkByBSSIDAsync(network.StringMacAddress)!;
if (_network is not null)
{
CopyWiFiNetworkValues(network, _network);
dbSet.Update(_network);
await SaveChangesAsync();
}
1
async Task DeleteWiFiNetworkAsync(WiFiNetwork? network)
{
if (network is not null)
{
dbSet.Remove(network);
await SaveChangesAsync();
}
}
public async Task DeleteWiFiNetworkByldAsync(long networkld)
{
WiFiNetwork? network = await GetWiFiNetworkByldAsync(networkld);
await DeleteWiFiNetworkAsync(network);
}
public async Task DeleteWiFiNetworkByBSSIDAsync(string BSSID)
{
WiFiNetwork? network = await GetWiFiNetworkByBSSIDAsync(BSSID);
await DeleteWiFiNetworkAsync(network);
}
public async Task<WiFiNetwork?> GetWiFiNetworkByldAsync(long id)
=> (await GetWiFiNetworksAsync()).SingleOrDefault(n => n.Id == id);
public async Task<WiFiNetwork?> GetWiFiNetworkByBSSIDAsync(string BSSID)
=> (await GetWiFiNetworksAsync()).SingleOrDefault(n => n.StringMacAddress == BSSID);
public async Task UpdateWiFiNetworksAsync()
{
WIlanClient client = new WlanClient();
foreach (WlanClient.Wlaninterface wlaninterface in client.Interfaces)
{
WlanBssEntry[] bssEntries = wlaniInterface.GetNetworkBssList();
foreach (var bssEntry in bssEntries)
{
string ssid = GetStringForSSID(bssEntry.dot11Ssid);
long frequency = GetFrequencyFromChannel(bssEntry.chCenterFrequency);
byte[] macAddress = bssEntry.dot11Bssid;
int channel = GetChannelFromFrequency(frequency);
string protocol = FindProtocolString(bssEntry);
if (GetWlanAvailableNetworkByProfileName(ssid) is WlanAvailableNetwork wlanAvailableNetwork)
{
Dot11AuthAlgorithm authenticationAlgorithm = wlanAvailableNetwork.dot11DefaultAuthAlgorithm;
bool isSecured = wlanAvailableNetwork.securityEnabled;
WiFiNetwork network = new()
{
SSID = ssid,
FrequencylnHz = frequency,
Channel = channel,
MacAddress = macAddress,
IsSecured = isSecured,
AuthenticationAlgorithm = authenticationAlgorithm,
Protocol = protocol,
LastSeen = DateTime.Now
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|3
string macAddressStr = macAddress.MacAddressToString();
WiFiNetwork? _network = await GetWiFiNetworkByBSSIDAsync(macAddressStr);
if (_network is null)
{
await AddWiFiNetworkAsync(network);
}
else
{
CopyWiFiNetworkValues(network, _network);
await UpdateWiFiNetworkAsync(_network);
}
}
}
!
}
public NetworkStates? GetNetworkStates(WiFiNetwork network)
{
WilanClient client = new WlanClient();
foreach (WlanClient.WlanInterface wlaninterface in client.Interfaces)
{

WlanBssEntry[] bssEntries = wlaninterface.GetNetworkBssList();

foreach (var bssEntry in bssEntries)

{
string macAddressStr = bssEntry.dot11Bssid.MacAddressToString();

if (network.StringMacAddress == macAddressStr)
{
string ssid = GetStringForSSID(bssEntry.dot11Ssid);
int signalStrength = bssEntry.rssi;
long frequency = GetFrequencyFromChannel(bssEntry.chCenterFrequency);
double distance = CalculateDistance(signalStrength, frequency);
bool isConnected = false;
if (wlaninterface.InterfaceState == WlaniInterfaceState.Connected)
{
string connectedSSID =
GetStringForSSID(wlaninterface.CurrentConnection.wlanAssociationAttributes.dot11Ssid);
if (ssid == connectedSSID)
isConnected = true;
}
return new NetworkStates()
{
IsConnected = isConnected,
DistancelnMeters = distance,
SignalStrengthindBm = signalStrength
2
}
}
}

return null;
}
void CopyWiFiNetworkValues(WiFiNetwork fromNetwork, WiFiNetwork toNetwork)
{
toNetwork.SSID = fromNetwork.SSID;
toNetwork.FrequencylnHz = fromNetwork.FrequencylnHz;
toNetwork.Channel = fromNetwork.Channel;
toNetwork.IsSecured = fromNetwork.IsSecured;
toNetwork.AuthenticationAlgorithm = fromNetwork.AuthenticationAlgorithm;
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toNetwork.Protocol = fromNetwork.Protocol;
toNetwork.LastSeen = fromNetwork.LastSeen;
}
async Task SaveChangesAsync()
=> await db.SaveChangesAsync();

. ServiceProviders.cs:
using Microsoft.Extensions.Configuration;
using WiFi_Analyzer.Services.ConnectedNetwork;
using WiFi_Analyzer.Services.Networks;
using WiFi_Analyzer.Services.SpeedTest;
using WiFi_Analyzer.ViewModels;
using Microsoft.EntityFrameworkCore;
using WiFi_Analyzer.Database;
namespace WiFi_Analyzer.Providers;
public static class ServiceProviders
{
public static void AddMSSQLServer(this IServiceCollection services)
{
IConfiguration configuration = new ConfigurationBuilder()
.AddJsonFile("appsettings.json", optional: false, reloadOnChange: true)
.Build();

string connection = configuration.GetConnectionString("DefaultConnection")!;

services.AddDbContext<WiFiAnalyzerContext>(opts =>
{

opts.UseSqlServer(connection);
opts.EnableSensitiveDatalogging();

1;
}
public static void AddServices(this IServiceCollection services)

{

services.AddSingleton<IConnectedNetworkService, ConnectedNetworkService>();

services.AddSingleton<ISpeedTestService, SpeedTestService>();
services.AddSingleton<INetworksService, NetworksService>();
}
public static void AddViewModels(this IServiceCollection services)
{
services.AddSingleton<ConnectedNetworkViewModel>();
services.AddSingleton<NetworksTableViewModel>();
services.AddSingleton<NetworksGraphViewModel>();
services.AddSingleton<MainPageViewModel>();

. WiFiAnalyzerContext.cs:
using Microsoft.EntityFrameworkCore;
using WiFi_Analyzer.Models;

namespace WiFi_Analyzer.Database;
public class WiFiAnalyzerContext : DbContext
{
public DbSet<WiFiNetwork> WiFiNetworks { get; set; } = null!;
public WiFiAnalyzerContext(DbContextOptions<WiFiAnalyzerContext> options)
=> Database.EnsureCreated();

° DynamicComparer.cs:
using System.Collections;
using WiFi_Analyzer.Enums;
namespace WiFi_Analyzer.Comparers;
public class DynamicComparer<T> : IComparer<T>

{

: base(options)
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readonly string propertyPath;
readonly OrderBy orderBy;
public DynamicComparer(string propertyPath, OrderBy orderBy)
=> (this.propertyPath, this.orderBy) = (propertyPath, orderBy);
public int Compare(T? x, T? y)
{
var xValue = GetPropertyValue(x, propertyPath);
var yValue = GetPropertyValue(y, propertyPath);
if (xValue is null && yValue is null)
return 0; // equal
else if (xValue is null)
return 1; //y > x
else if(yValue is null)
return-1; // x>y

int result = Comparer.Default.Compare(xValue, yValue);
return orderBy == OrderBy.Ascending ? result : -result;

static object? GetPropertyValue(T? model, string propertyPath)

if (model is null)
return null;
object? propertyValue = model;
string[] properties = propertyPath.Split('.');
foreach (string property in properties)
{
if (propertyValue is null)
return null;
var propertylnfo = propertyValue!.GetType().GetProperty(property);
if (propertylinfo is null)

return null;
propertyValue = propertylnfo.GetValue(propertyValue);
}
return propertyValue;
}
}

° OrderBy.cs:
namespace WiFi_Analyzer.Enums;
public enum OrderBy
{
Descending, Ascending
}
. EnumerableExtensions.cs:
using System.Ling.Dynamic.Core;
using System.Collections;
using WiFi_Analyzer.Enums;
using WiFi_Analyzer.Comparers;
namespace WiFi_Analyzer.Extensions;
public static class EnumerableExtensions
{
public static IEnumerable<T> OrderBy<T>(this IEnumerable<T> models, string attribute, OrderBy orderBy)
=> models.AsQueryable().OrderBy(S"{attribute} {orderBy}");
public static IEnumerable<T> OrderBy<T>(this IEnumerable<T> models, string attribute, OrderBy orderBy,
IComparer comparer)
=> models.AsQueryable().OrderBy(S$"{attribute} {orderBy}", comparer);
public static IEnumerable<T> DynamicOrderBy<T>(this IEnumerable<T> models, string attribute, OrderBy orderBy)
{
IComparer<T> comparer = new DynamicComparer<T>(attribute, orderBy);
return models.OrderBy(m => m, comparer);

}
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° StringExtensions.cs:
using SpeedTest.Net.Enums;
using WiFi_Analyzer.Enums;
namespace WiFi_Analyzer.Extensions;
public static class StringExtensions
{
public static SpeedTestUnit ParseToSpeedTestUnit(this string speedTestUnitStr)
=> speedTestUnitStr switch
{
"Bps" => SpeedTestUnit.BytesPerSecond,
"KBps" or "KB/s" => SpeedTestUnit.KiloBytesPerSecond,
"Kbps" or "Kb/s" => SpeedTestUnit.KiloBitsPerSecond,
"MBps" or "MB/s" => SpeedTestUnit.MegaBytesPerSecond,
"Mbps" or "Mb/s" => SpeedTestUnit.MegaBitsPerSecond,
_ =>throw new ArgumentException("Can't parse to SpeedTestUnit")
|3
public static string ToShortString(this SpeedTestUnit speedTestUnit)
=> speedTestUnit switch
{
SpeedTestUnit.BytesPerSecond => "Bps",
SpeedTestUnit.KiloBytesPerSecond => "KB/s",
SpeedTestUnit.KiloBitsPerSecond => "Kb/s",
SpeedTestUnit.MegaBytesPerSecond => "MB/s",
SpeedTestUnit.MegaBitsPerSecond => "Mb/s",
_ =>speedTestUnit.ToString()
|3
public static OrderBy ParseToOrderBy(this string orderByStr)
=> orderByStr?.ToLower() switch

{

"ascending" or "asc" => OrderBy.Ascending,

"descending" or "desc" => OrderBy.Descending,

_ =>throw new ArgumentException("Can't parse to OrderBy")
2

public static bool TryParseToOrderBy(this string? orderByStr, out OrderBy? orderBy)
{
try
{
orderBy = ParseToOrderBy(orderByStr!);
return true;
}
catch
{
orderBy = default;
return false;
}
}
public static string MacAddressToString(this byte[] macAddress)
=> string.Join(":", macAddress.Select(b => b.ToString("X2")));

. ErrorHandler.cs:
namespace WiFi_Analyzer.Helpers;
public static class ErrorHandler
{
public static async Task DisplayErrorAsync(string errorMessage)
=> await Shell.Current.DisplayAlert("Error", errorMessage, "OK");
public static async Task DisplayNetworkErrorAsync(string errorMessage)
=> await Shell.Current.DisplayAlert("Network Error", errorMessage, "Exit");

. NetworksFilter.cs:
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using WiFi_Analyzer.Models;
namespace WiFi_Analyzer.Helpers;
public static class NetworksFilter
{
const double GHz_5 =5;
const double GHz_6 = 6;
public static IEnumerable<WiFiNetwork> FilterByGHz(IEnumerable<WiFiNetwork> networks, string parameter)
=> (parameter switch {
"2.4 GHz" => networks.Where(n => n.FrequencylnGHz < GHz_5),
"5 GHz" => networks.Where(n => n.FrequencyInGHz >= GHz_5 && n.FrequencylnGHz < GHz_6),
"6 GHz" => networks.Where(n => n.FrequencylnGHz >= GHz_6),
"All" or _ => networks,
}.Tolist();

° ServiceHelper.cs:
namespace WiFi_Analyzer.Helpers;
public static class ServiceHelper
{
public static IServiceProvider Services { get; private set; } = null!;
public static void Initialize(IServiceProvider serviceProvider) =>
Services = serviceProvider;
public static T? GetService<T>() => Services.GetService<T>();
}
. SingalColorHelper.cs:
namespace WiFi_Analyzer.Helpers;
public static class SingalColorHelper

{
public static string GetHexColorBySingalStrength(int signalStrengthIndBm)
{
if (signalStrengthlndBm >=-30) // Strong signal (Green)
return "#0OFF0O0";
else if (signalStrengthindBm > -70) // Medium signal (Light Green)
return "#90EE90";
else if (signalStrengthindBm > -80) // Weak signal (Yellow)
return "#FFFFOO";
else // Very weak signal (Red)
return "#FFO000";
}
}

° CheckBoxColorConverter.cs:
using System.Globalization;
namespace WiFi_Analyzer.Converters;
public class CheckBoxColorConverter : [ValueConverter
{
public object Convert(object value, Type targetType, object parameter, Culturelnfo culture)
{
if (value is bool boolValue)
{
return boolValue ? Colors.Green : Colors.Red;

}

return value;

}

public object ConvertBack(object value, Type targetType, object parameter, Culturelnfo culture)
{
throw new NotlmplementedException();
}
}
. LastSeenConverter.cs:
using System.Globalization;
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namespace WiFi_Analyzer.Converters;
public class LastSeenConverter : IValueConverter
{
public object Convert(object value, Type targetType, object parameter, Culturelnfo culture)
{
if (value is DateTime lastSeen)
{
TimeSpan difference = DateTime.Now.Subtract(lastSeen);
bool isThisYear = difference.TotalDays <= 365;
bool isThisMonth = difference.TotalDays <= 31;
bool isThisWeek = difference.TotalDays <= 7;
bool isThisDay = difference.TotalHours <= 24;
bool isThisHour = difference.TotalMinutes <= 60;
bool isRecently = difference.TotalMinutes <= 5;
bool isNow = difference.TotalMinutes <= 1;
string lastSeenStr;
if (isNow)
lastSeenStr = "now";
else if (isRecently)
lastSeenStr = "recently";
else if (isThisHour)
lastSeenStr = "this hour";
else if (isThisDay)
lastSeenStr = "today";
else if (isThisWeek)
lastSeenStr = "this week";
else if (isThisMonth)
lastSeenStr = "this month";
else if (isThisYear)
lastSeenStr = "this year";
else
lastSeenStr = "long ago";
return lastSeenStr;
}
return value;
}
public object ConvertBack(object value, Type targetType, object parameter, Culturelnfo culture)
{
throw new NotimplementedException();
}
}

. SignalStrengthColorConverter.cs:
using System.Globalization;
using WiFi_Analyzer.Helpers;
namespace WiFi_Analyzer.Converters;
public class SignalStrengthColorConverter : IValueConverter

{

public object Convert(object value, Type targetType, object parameter, Culturelnfo culture)
{
if (value is int signalStrength)
return Color.FromHex(SingalColorHelper.GetHexColorBySingalStrength(signalStrength));
return value;
}
public object ConvertBack(object value, Type targetType, object parameter, Culturelnfo culture)
{
throw new NotlmplementedException();
}
}

. SortDirectionToSymbolConverter.cs
using System.Globalization;
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using WiFi_Analyzer.Enums;
namespace WiFi_Analyzer.Converters;
public class SortDirectionToSymbolConverter : IValueConverter

{

public object Convert(object value, Type targetType, object parameter, Culturelnfo culture)
{
if (value is OrderBy sortDirection)
return sortDirection == OrderBy.Ascending ? """ : "{";

return null!;

}

public object ConvertBack(object value, Type targetType, object parameter, Culturelnfo culture)

{
throw new NotSupportedException();
}
}
. SpeedTestUnitConverter.cs:
using SpeedTest.Net.Enums;
using System.Globalization;
using WiFi_Analyzer.Extensions;
namespace WiFi_Analyzer.Converters;
public class SpeedTestUnitConverter : IValueConverter
{
public object Convert(object value, Type targetType, object parameter, Culturelnfo culture)
=>value is SpeedTestUnit unit ? unit.ToShortString() : string.Empty;
public object ConvertBack(object value, Type targetType, object parameter, Culturelnfo culture)
=> value is string valueStr ? valueStr.ParseToSpeedTestUnit() : default;

. MainPage.xaml:
<?xml version="1.0" encoding="utf-8" ?>
<ContentPage xmins="http://schemas.microsoft.com/dotnet/2021/maui"
xmins:x="http://schemas.microsoft.com/winfx/2009/xaml"
xmlns:controls="clr-namespace:WiFi_Analyzer.Controls"
x:Class="WiFi_Analyzer.Pages.MainPage"
ControlTemplate="{StaticResource CommonFrameTemplate}"
Title="Home">
<Grid Margin="20,10,0,0">
<Grid.ColumnDefinitions>
<ColumnDefinition Width="*" />
<ColumnDefinition Width="*" />
</Grid.ColumnDefinitions>
<StackLayout Grid.Column="0"
HorizontalOptions="CenterAndExpand"
VerticalOptions="CenterAndExpand">
<controls:NetworkDetailsView
ConnectedNetwork="{Binding ConnectedNetwork}"
NetworkStates="{Binding NetworkStates}"/>
</StackLayout>
<StackLayout Grid.Column="1"
HorizontalOptions="CenterAndExpand"
VerticalOptions="CenterAndExpand" Spacing="20">
<controls:SpeedTestView
DownloadSpeed="{Binding DownloadSpeed}"
IsBusy="{Binding IsBusy}"
GetDownloadSpeedCommand="{Binding GetDownloadSpeedCommand}"/>
</StackLayout>
</Grid>
</ContentPage>
. MainPage.xaml.cs:
using WiFi_Analyzer.Helpers;
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using WiFi_Analyzer.ViewModels;
namespace WiFi_Analyzer.Pages;
public partial class MainPage : ContentPage
{
readonly MainPageViewModel mainPageViewModel = null!;
public MainPage()
{
mainPageViewModel = ServiceHelper.GetService<MainPageViewModel>()!;
InitializeComponent();
BindingContext = mainPageViewModel;
}
protected override async void OnAppearing()
{
base.OnAppearing();
await mainPageViewModel.LoadDataAsync();
}
protected override void OnDisappearing()
{
base.OnDisappearing();
mainPageViewModel.Dispose();
}
}
. ConnectedNetworkPage.xaml:
<?xml version="1.0" encoding="utf-8" ?>
<ContentPage xmlns="http://schemas.microsoft.com/dotnet/2021/maui"
xmlns:x="http://schemas.microsoft.com/winfx/2009/xaml"
x:Class="WiFi_Analyzer.Pages.ConnectedNetworkPage"
xmins:controls="clr-namespace:WiFi_Analyzer.Controls"
ControlTemplate="{StaticResource CommonFrameTemplate}"
Title="Connected">
<ScrollView>
<StackLayout Margin="20,10,0,0">
<l-- Table NetworkDetails -->
<controls:NetworkDetailsView
ConnectedNetwork="{Binding ConnectedNetwork}"
NetworkStates="{Binding NetworkStates}"/>
<!-- Table IPAddressInfo -->
<controls:IPAddressinfoView
IPAddressinfo="{Binding IPAddressinfo}" />
<!-- Table NetworkSecurityInfo -->
<controls:NetworkSecuritylnfoView
NetworkSecuritylnfo="{Binding NetworkSecuritylnfo}" />
<!-- Table NetworklInfrastructurelnfo -->
<controls:NetworklInfrastructurelnfoView
NetworklInfrastructurelnfo="{Binding NetworkInfrastructurelnfo}"/>
</StackLayout>
</ScrollView>
</ContentPage>

o ConnectedNetworkPage.xaml.cs:

using WiFi_Analyzer.Helpers;

using WiFi_Analyzer.ViewModels;

namespace WiFi_Analyzer.Pages;

public partial class ConnectedNetworkPage : ContentPage

{
readonly ConnectedNetworkViewModel connectedNetworkViewModel = null!;
public ConnectedNetworkPage()

{

connectedNetworkViewModel = ServiceHelper.GetService<ConnectedNetworkViewModel>()!;

InitializeComponent();

’
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BindingContext = connectedNetworkViewModel;
}
protected override async void OnAppearing()
{
base.OnAppearing();
await connectedNetworkViewModel.LoadDataAsync();
}
protected override void OnDisappearing()
{
base.OnDisappearing();
connectedNetworkViewModel.Dispose();
}
}
. NetworksTablePage.xaml:
<?xml version="1.0" encoding="utf-8" ?>
<ContentPage xmlns="http://schemas.microsoft.com/dotnet/2021/maui"
xmlns:x="http://schemas.microsoft.com/winfx/2009/xaml"
xmlins:converters="clr-namespace:WiFi_Analyzer.Converters"
x:Class="WiFi_Analyzer.Pages.Networks.NetworksTablePage"
xmlns:controls="clr-namespace:WiFi_Analyzer.Controls"
ControlTemplate="{StaticResource CommonFrameTemplate}"
Title="Networks">
<ContentPage.Resources>
<ResourceDictionary>
<converters:SignalStrengthColorConverter x:Key="SignalStrengthColorConverter" />
<converters:CheckBoxColorConverter x:Key="CheckBoxColorConverter" />
<converters:LastSeenConverter x:Key="LastSeenConverter" />
</ResourceDictionary>
</ContentPage.Resources>
<ScrollView>
<CollectionView ItemsSource="{Binding FilteredWiFiNetworks}">
<CollectionView.Header>
<StackLayout Orientation="Vertical">

<Button Text="View Graph" Clicked="NavigateToGraphPage" WidthRequest="150"

HorizontalOptions="StartAndExpand" Margin="10"/>

<controls:NetworksFilterByGHzView FilterByGHzCommand="{Binding FilterByGHzCommand}"/>
<controls:TitleLabelView Text="{Binding FilteredWiFiNetworks.Count, StringFormat='Total Networks: {0}'}"

Grid.Row="0" Grid.ColumnSpan="2" Margin="0,5,0,5"/>
<Grid Margin="0,10,0,0" IsVisible="{Binding HasFilteredNetworks}">
<Grid.ColumnDefinitions>
<ColumnbDefinition Width="*" />
<ColumnbDefinition Width="*" />
<ColumnDefinition Width="*" />
<ColumnbDefinition Width="*" />
<ColumnDefinition Width="*" />
<ColumnbDefinition Width="*" />
<ColumnbDefinition Width="*" />
<ColumnbDefinition Width="*" />
<ColumnbDefinition Width="*" />
<ColumnbDefinition Width="*" />
<ColumnbDefinition Width="*" />
<ColumnDefinition Width="*" />
</Grid.ColumnDefinitions>
<controls:SortableHeaderView Grid.Column="0"
HeaderText="SSID"
SortDirection="{Binding Path=SortDirections[SSID]}"
SortCommand="{Binding SortCommand}"
SortCommandParameter="SSID" />
<controls:SortableHeaderView Grid.Column="1"
HeaderText="Protocol*"



SortDirection="{Binding Path=SortDirections[Protocol]}"

SortCommand="{Binding SortCommand}"

SortCommandParameter="Protocol" />
<controls:SortableHeaderView Grid.Column="2"

HeaderText="Frequency"

SortDirection="{Binding Path=SortDirections[FrequencylnHz]}"

SortCommand="{Binding SortCommand}"

SortCommandParameter="FrequencylnHz" />
<controls:SortableHeaderView Grid.Column="3"

HeaderText="Connected"

SortDirection="{Binding Path=SortDirections[NetworkStates.IsConnected]}"

SortCommand="{Binding SortCommand}"

SortCommandParameter="NetworkStates.IsConnected" />
<controls:SortableHeaderView Grid.Column="4"

HeaderText="Channel"

SortDirection="{Binding Path=SortDirections[Channel]}"

SortCommand="{Binding SortCommand}"

SortCommandParameter="Channel" />
<controls:SortableHeaderView Grid.Column="5" Grid.ColumnSpan="2"

HeaderText="Signal Strength"

SortDirection="{Binding Path=SortDirections[NetworkStates.SignalStrengthindBm]}"

SortCommand="{Binding SortCommand}"

SortCommandParameter="NetworkStates.SignalStrengthindBm" />
<controls:SortableHeaderView Grid.Column="7"

HeaderText="BSSID"

SortDirection="{Binding Path=SortDirections[StringMacAddress]}"

SortCommand="{Binding SortCommand}"

SortCommandParameter="StringMacAddress" />
<controls:SortableHeaderView Grid.Column="8"

HeaderText="Distance"

SortDirection="{Binding Path=SortDirections[NetworkStates.DistancelnMeters]}"

SortCommand="{Binding SortCommand}"

SortCommandParameter="NetworkStates.DistancelnMeters" />
<controls:SortableHeaderView Grid.Column="9"

HeaderText="Secured"

SortDirection="{Binding Path=SortDirections[IsSecured]}"

SortCommand="{Binding SortCommand}"

SortCommandParameter="IsSecured" />
<controls:SortableHeaderView Grid.Column="10"

HeaderText="Authentication"

SortDirection="{Binding Path=SortDirections[AuthenticationAlgorithm]}"

SortCommand="{Binding SortCommand}"

SortCommandParameter="AuthenticationAlgorithm" />
<controls:SortableHeaderView Grid.Column="11"

HeaderText="Last Seen"

SortDirection="{Binding Path=SortDirections[LastSeen]}"

SortCommand="{Binding SortCommand}"

SortCommandParameter="LastSeen" />
</Grid>

</StackLayout>
</CollectionView.Header>
<CollectionView.ltemTemplate>
<DataTemplate>
<Grid>

<Grid.RowDefinitions>
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />

</Grid.RowDefinitions>

<Grid.ColumnDefinitions>
<ColumnDefinition Width="*" />
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<ColumnDefinition Width="*" />
<ColumnDefinition Width="*" />
<ColumnDefinition Width="*" />
<ColumnDefinition Width="*" />
<ColumnDefinition Width="*" />
<ColumnDefinition Width="*" />
<ColumnDefinition Width="*" />
<ColumnDefinition Width="*" />
<ColumnDefinition Width="*" />
<ColumnDefinition Width="*" />
<ColumnDefinition Width="*" />
</Grid.ColumnDefinitions>
<I--The first row-->
<Frame BorderColor="White" Padding="0" CornerRadius="0" Grid.Row="0" Grid.Column="0"
Grid.RowSpan="2">
<controls:RowLabelView Text="{Binding SSID}" />
</Frame>
<Frame BorderColor="White" Padding="0" CornerRadius="0" Grid.Row="0" Grid.Column="1"
Grid.RowSpan="2">
<controls:RowLabelView Text="{Binding Protocol}" />
</Frame>
<Frame BorderColor="White" Padding="0" CornerRadius="0" Grid.Row="0" Grid.Column="2"
Grid.RowSpan="2">
<controls:RowLabelView Text="{Binding FrequencylnMHz, StringFormat='{0} MHz'}" />
</Frame>
<Frame BorderColor="White" Padding="0" CornerRadius="0" Grid.Row="0" Grid.Column="3"
Grid.RowSpan="2">
<CheckBox IsChecked="{Binding NetworkStates.IsConnected}" IsEnabled="False"
Color="{Binding NetworkStates.IsConnected, Converter={StaticResource
CheckBoxColorConverter}}"
HorizontalOptions="Center" VerticalOptions="Center" Margin="5"/>
</Frame>
<Frame BorderColor="White" Padding="0" CornerRadius="0" Grid.Row="0" Grid.Column="4"
Grid.RowSpan="2">
<controls:RowLabelView Text="{Binding Channel}" />
</Frame>
<Frame BorderColor="White" Padding="0" CornerRadius="0" Grid.Row="0" Grid.Column="5">
<controls:RowLabelView
Text="{Binding NetworkStates.SignalStrengthindBm, StringFormat="'{0} dBm'}"
TextColor="{Binding NetworkStates.SignalStrengthIndBm, Converter={StaticResource
SignalStrengthColorConverter}}" />
</Frame>
<Frame BorderColor="White" Padding="0" CornerRadius="0" Grid.Row="0" Grid.Column="6">
<controls:RowLabelView
Text="{Binding NetworkStates.SignalStrengthinPercentage, StringFormat='{0}%'}"
TextColor="{Binding NetworkStates.SignalStrengthIndBm, Converter={StaticResource
SignalStrengthColorConverter}}" />
</Frame>
<Frame BorderColor="White" Padding="0" CornerRadius="0" Grid.Row="0" Grid.Column="7"
Grid.RowSpan="2">
<controls:RowLabelView Text="{Binding StringMacAddress}" />
</Frame>
<Frame BorderColor="White" Padding="0" CornerRadius="0" Grid.Row="0" Grid.Column="8"
Grid.RowSpan="2">
<controls:RowLabelView
Text="{Binding NetworkStates.DistancelnMeters, StringFormat="'{0:F1} m'}"
TextColor="{Binding NetworkStates.SignalStrengthindBm, Converter={StaticResource
SignalStrengthColorConverter}}" />
</Frame>



<Frame BorderColor="White" Padding="0" CornerRadius="0" Grid.Row="0" Grid.Column="9"
Grid.RowSpan="2">
<CheckBox IsChecked="{Binding IsSecured}" IsEnabled="False"
Color="{Binding IsSecured, Converter={StaticResource CheckBoxColorConverter}}"
HorizontalOptions="Center" VerticalOptions="Center" Margin="5"/>
</Frame>
<Frame BorderColor="White" Padding="0" CornerRadius="0" Grid.Row="0" Grid.Column="10"
Grid.RowSpan="2">
<controls:RowLabelView Text="{Binding AuthenticationAlgorithm}" />
</Frame>
<Frame BorderColor="White" Padding="0" CornerRadius="0" Grid.Row="0" Grid.Column="11"
Grid.RowSpan="2">

<controls:RowLabelView Text="{Binding LastSeen, Converter={StaticResource LastSeenConverter}}" />

</Frame>
<!I--The second row-->
<Frame Grid.Row="1" Grid.Column="5" Grid.ColumnSpan="2">
<controls:SignalStrengthSlider NetworkStates="{Binding NetworkStates}" />
</Frame>
</Grid>
</DataTemplate>
</CollectionView.ltemTemplate>
</CollectionView>
</ScrollView>
</ContentPage>
o NetworksTablePage.xaml.cs:
using WiFi_Analyzer.Helpers;
using WiFi_Analyzer.ViewModels;
namespace WiFi_Analyzer.Pages.Networks;
public partial class NetworksTablePage : ContentPage

{

readonly NetworksTableViewModel networksTableViewModel = null!;

public NetworksTablePage()

{
networksTableViewModel = ServiceHelper.GetService<NetworksTableViewModel>()!;
InitializeComponent();
BindingContext = networksTableViewModel;
}
protected override void OnAppearing()
{
base.OnAppearing();
UpdateNetworks();
}

async void UpdateNetworks()
=> await networksTableViewModel.LoadDataAsync();
async void NavigateToGraphPage(object sender, EventArgs e)
=> await Navigation.PushAsync(new NetworksGraphPage());
protected override void OnDisappearing()
{
base.OnDisappearing();
networksTableViewModel.Dispose();
}
1
. NetworksGraphPage.xaml:
<?xml version="1.0" encoding="utf-8" ?>
<ContentPage xmlins="http://schemas.microsoft.com/dotnet/2021/maui"
xmlns:x="http://schemas.microsoft.com/winfx/2009/xaml"
xmlns:micro="clr-namespace:Microcharts.Maui;assembly=Microcharts.Maui"
x:Class="WiFi_Analyzer.Pages.Networks.NetworksGraphPage"
xmlns:controls="clr-namespace:WiFi_Analyzer.Controls"
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ControlTemplate="{StaticResource CommonFrameTemplate}"
Title="Networks Graph">
<ScrollView>
<StackLayout Background="Black" Margin="10">
<Button Text="View Table" Clicked="NavigateToTablePage"
WidthRequest="150" HorizontalOptions="StartAndExpand" />

<controls:NetworksFilterByGHzView FilterByGHzCommand="{Binding FilterByGHzCommand}" />
<StackLayout IsVisible="{Binding HasFilteredNetworks}">
<Label Text="dBm" FontSize="24" FontAttributes="Bold"
HorizontalTextAlignment="Center" VerticalTextAlignment="Center"
Margin="10,0,10,10" />
<micro:ChartView HeightRequest="500" Margin="10" Chart="{Binding DBmChart}" />
<Label Text="Distance" FontSize="24" FontAttributes="Bold"
HorizontalTextAlignment="Center" VerticalTextAlignment="Center"
Margin="10,0,10,10" />
<micro:ChartView HeightRequest="500" Margin="10" Chart="{Binding DistanceChart}"/>
</StackLayout>
<Label IsVisible="{Binding HasNoFilteredNetworks}" Text="No network found"
TextColor="Red" Margin="0, 20, 0, 0"
HorizontalOptions="Center" VerticalOptions="Center" FontAttributes="Bold" FontSize="25"/>
</StackLayout>
</ScrollView>
</ContentPage>
. NetworksGraphPage.xaml.cs:
using WiFi_Analyzer.Helpers;
using WiFi_Analyzer.ViewModels;
namespace WiFi_Analyzer.Pages.Networks;
public partial class NetworksGraphPage : ContentPage
{
readonly NetworksGraphViewModel networksGraphViewModel = null!;
public NetworksGraphPage()

{
networksGraphViewModel = ServiceHelper.GetService<NetworksGraphViewModel>()!;
InitializeComponent();
BindingContext = networksGraphViewModel;
}
protected override void OnAppearing()
{
base.OnAppearing();
UpdateNetworks();
}

async void UpdateNetworks()
=> await networksGraphViewModel.LoadDataAsync();
async void NavigateToTablePage(object sender, EventArgs €)
=> await Navigation.PushAsync(new NetworksTablePage());
protected override void OnDisappearing()
{
base.OnDisappearing();
networksGraphViewModel.Dispose();
}
}
. BodyLabelView.xamil:
<?xml version="1.0" encoding="utf-8" ?>
<ContentView xmlns="http://schemas.microsoft.com/dotnet/2021/maui"
xmins:x="http://schemas.microsoft.com/winfx/2009/xaml"
x:Name="this"
x:Class="WiFi_Analyzer.Controls.BodyLabelView">
<Label Text="{Binding Text}"
TextColor="{Binding TextColor}"



BackgroundColor="#252526"
HorizontalTextAlignment="Center"
VerticalTextAlignment="Center"
Padding="10,0"
BindingContext="{x:Reference this}"/>
</ContentView>
. BodyLabelView.xaml.cs:
namespace WiFi_Analyzer.Controls;
public partial class BodyLabelView : ContentView
{
public static readonly BindableProperty TextProperty = BindableProperty.Create(
nameof(Text), typeof(string), typeof(BodyLabelView), string.Empty);
public static readonly BindableProperty TextColorProperty = BindableProperty.Create(
nameof(TextColor), typeof(Color), typeof(BodyLabelView), Color.FromHex("#FFFFFF"));
public string Text
{
get => (string)GetValue(TextProperty);
set => SetValue(TextProperty, value);
}
public Color TextColor
{
get => (Color)GetValue(TextColorProperty);
set => SetValue(TextColorProperty, value);
}
public BodyLabelView()
=> InitializeComponent();

. HeaderLabelView.xaml:
<?xml version="1.0" encoding="utf-8" ?>
<ContentView xmlns="http://schemas.microsoft.com/dotnet/2021/maui"
xmins:x="http://schemas.microsoft.com/winfx/2009/xaml"
x:Name="this"
x:Class="WiFi_Analyzer.Controls.HeaderLabelView">
<lLabel Text="{Binding Text}"
TextColor="White"
BackgroundColor="#252526"
HorizontalTextAlignment="Center"
VerticalTextAlignment="Center"
FontAttributes="Bold"
Padding="10,0"
BindingContext="{x:Reference this}"/>
</ContentView>
. HeaderLabelView.xaml.cs:
using WiFi_Analyzer.Models;
namespace WiFi_Analyzer.Controls;
public partial class HeaderLabelView : ContentView
{
public static readonly BindableProperty TextProperty = BindableProperty.Create(
nameof(Text), typeof(string), typeof(HeaderLabelView), string.Empty);
public string Text
{
get => (string)GetValue(TextProperty);
set => SetValue(TextProperty, value);
}
public HeaderLabelView()
=> InitializeComponent();

. RowLabelView.xaml:
<?xml version="1.0" encoding="utf-8" ?>
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<ContentView xmlns="http://schemas.microsoft.com/dotnet/2021/maui"
xmlns:x="http://schemas.microsoft.com/winfx/2009/xaml"
x:Name="this"
x:Class="WiFi_Analyzer.Controls.RowLabelView">
<Label Text="{Binding Text}"
TextColor="{Binding TextColor}"
HorizontalTextAlignment="Center"
VerticalTextAlignment="Center"
Margin="5"
BindingContext="{x:Reference this}"/>
</ContentView>
° RowLlabelView.xaml.cs:
namespace WiFi_Analyzer.Controls;
public partial class RowLabelView : ContentView
{
public static readonly BindableProperty TextProperty = BindableProperty.Create(
nameof(Text), typeof(string), typeof(RowLabelView), string.Empty);
public static readonly BindableProperty TextColorProperty = BindableProperty.Create(
nameof(TextColor), typeof(Color), typeof(RowLabelView), Color.FromHex("#FFFFFF"));
public string Text
{
get => (string)GetValue(TextProperty);
set => SetValue(TextProperty, value);
}
public Color TextColor
{
get => (Color)GetValue(TextColorProperty);
set => SetValue(TextColorProperty, value);
}
public RowLabelView()
=> InitializeComponent();
}
. TitleLabelView.xaml:
<?xml version="1.0" encoding="utf-8" ?>
<ContentView xmlns="http://schemas.microsoft.com/dotnet/2021/maui"
xmlns:x="http://schemas.microsoft.com/winfx/2009/xaml"
x:Name="this"
x:Class="WiFi_Analyzer.Controls.TitleLabelView">
<Label Text="{Binding Text}"
FontSize="17"
TextColor="White"
BackgroundColor="#2D2D30"
HorizontalTextAlignment="Center"
VerticalTextAlignment="Center"
FontAttributes="Bold"
BindingContext="{x:Reference this}"/>
</ContentView>
. TitleLabelView.xamlioci:
namespace WiFi_Analyzer.Controls;

public partial class TitleLabelView : ContentView
{
public static readonly BindableProperty TextProperty = BindableProperty.Create(
nameof(Text), typeof(string), typeof(TitleLabelView), string.Empty);
public string Text
{
get => (string)GetValue(TextProperty);
set => SetValue(TextProperty, value);
}
public TitleLabelView()



=> InitializeComponent();

. IPAddressinfoView.xaml:
<?xml version="1.0" encoding="utf-8" ?>
<ContentView xmlns="http://schemas.microsoft.com/dotnet/2021/maui"
xmlns:x="http://schemas.microsoft.com/winfx/2009/xaml"
x:Name="this"
xmins:local="clr-namespace:WiFi_Analyzer.Controls"
x:Class="WiFi_Analyzer.Controls.IPAddressinfoView">
<StackLayout BindingContext="{x:Reference this}">
<Frame WidthRequest="400" BackgroundColor="#1E1E1E" CornerRadius="10" Padding="0"
HorizontalOptions="Start" Margin="0,0,0,20">
<Grid RowSpacing="1">
<Grid.RowDefinitions>
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
</Grid.RowDefinitions>
<Grid.ColumnDefinitions>
<ColumnDefinition Width="Auto" />
<ColumnDefinition Width="*" />
</Grid.ColumnDefinitions>
<local:TitleLabelView Text="IP Address Details" Grid.Row="0" Grid.ColumnSpan="2"/>
<local:GrayBoxView Grid.Row="1" Grid.ColumnSpan="2" />
<local:HeaderLabelView Text="Private IPv4" Grid.Row="2" Grid.Column="0"/>
<local:BodyLabelView Text="{Binding IPAddressinfo.PrivatelPv4}" Grid.Row="2" Grid.Column="1"/>
<local:GrayBoxView Grid.Row="3" Grid.ColumnSpan="2" />
<local:HeaderLabelView Text="Subnet Mask" Grid.Row="4" Grid.Column="0"/>
<local:BodyLabelView Text="{Binding IPAddressinfo.SubnetMask}" Grid.Row="4" Grid.Column="1"/>
<local:GrayBoxView Grid.Row="5" Grid.ColumnSpan="2" />
<local:HeaderLabelView Text="Public IPv4" Grid.Row="6" Grid.Column="0"/>
<local:BodyLabelView Text="{Binding IPAddressinfo.PubliclPv4}" Grid.Row="6" Grid.Column="1"/>
</Grid>
</Frame>
</StackLayout>
</ContentView>
. IPAddressinfoView.xaml.cs:
using WiFi_Analyzer.Models;
namespace WiFi_Analyzer.Controls;
public partial class IPAddressinfoView : ContentView
{
public static readonly BindableProperty IPAddressinfoProperty = BindableProperty.Create(
nameof(IPAddressinfo), typeof(IPAddressinfo), typeof(IPAddressinfoView), null);
public IPAddressinfoView()
=> |nitializeComponent();
public IPAddressinfo? IPAddressinfo
{
get => (IPAddressInfo?)GetValue(IPAddressinfoProperty);
set => SetValue(IPAddressinfoProperty, value);
}
}
° NetworkDetailsView.xaml:
<?xml version="1.0" encoding="utf-8" ?>
<ContentView xmlns="http://schemas.microsoft.com/dotnet/2021/maui"
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xmins:x="http://schemas.microsoft.com/winfx/2009/xaml"
x:Name="this"
xmlns:converters="clr-namespace:WiFi_Analyzer.Converters"
xmins:local="clr-namespace:WiFi_Analyzer.Controls"
x:Class="WiFi_Analyzer.Controls.NetworkDetailsView">
<ContentView.Resources>
<ResourceDictionary>
<converters:SignalStrengthColorConverter x:Key="SignalStrengthColorConverter" />
<converters:CheckBoxColorConverter x:Key="CheckBoxColorConverter" />
</ResourceDictionary>
</ContentView.Resources>
<StackLayout BindingContext="{x:Reference this}">
<Frame WidthRequest="400" BackgroundColor="#1E1E1E" CornerRadius="10" Padding="0"
HorizontalOptions="Start" Margin="0,0,0,20">
<Grid RowSpacing="1">
<Grid.RowDefinitions>
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="*" />
</Grid.RowDefinitions>
<Grid.ColumnDefinitions>
<ColumnDefinition Width="Auto" />
<ColumnDefinition Width="*" />
</Grid.ColumnDefinitions>
<local:TitleLabelView Text="Network Details" Grid.Row="0" Grid.ColumnSpan="2"/>
<local:GrayBoxView Grid.Row="1" Grid.ColumnSpan="2" />
<local:HeaderLabelView Text="SSID" Grid.Row="2" Grid.Column="0"/>
<local:BodyLabelView Text="{Binding ConnectedNetwork.SSID}" Grid.Row="2" Grid.Column="1"/>
<local:GrayBoxView Grid.Row="3" Grid.ColumnSpan="2" />
<local:HeaderLabelView Text="Channel" Grid.Row="4" Grid.Column="0"/>
<local:BodyLabelView Text="{Binding ConnectedNetwork.Channel}" Grid.Row="4" Grid.Column="1"/>
<local:GrayBoxView Grid.Row="5" Grid.ColumnSpan="2" />
<local:HeaderLabelView Text="Frequency" Grid.Row="6" Grid.Column="0"/>
<local:BodyLabelView Text="{Binding ConnectedNetwork.FrequencylnMHz, StringFormat="'{0} MHz'}"
Grid.Row="6" Grid.Column="1"/>
<local:GrayBoxView Grid.Row="7" Grid.ColumnSpan="2" />
<local:HeaderLabelView Text="Signal Strength" Grid.Row="8" Grid.Column="0" Grid.RowSpan="3"/>
<local:BodyLabelView Text="{Binding NetworkStates.SignalStrengthindBm, StringFormat="'{0} dBm'}"
TextColor="{Binding NetworkStates.SignalStrengthIndBm, Converter={StaticResource
SignalStrengthColorConverter}}"
Grid.Row="8" Grid.Column="1"/>
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<Grid Grid.Row="9" Grid.Column="1" BackgroundColor="#252526">
<local:SignalStrengthSlider NetworkStates="{Binding NetworkStates}" />
</Grid>
<local:BodyLabelView Text="{Binding NetworkStates.SignalStrengthinPercentage, StringFormat="'{0}%'}"
TextColor="{Binding NetworkStates.SignalStrengthlndBm, Converter={StaticResource
SignalStrengthColorConverter}}"
Grid.Row="10" Grid.Column="1"/>
<local:GrayBoxView Grid.Row="11" Grid.ColumnSpan="2" />
<local:HeaderLabelView Text="MAC Address" Grid.Row="12" Grid.Column="0"/>
<local:BodyLabelView Text="{Binding ConnectedNetwork.StringMacAddress}" Grid.Row="12"
Grid.Column="1"/>
<local:GrayBoxView Grid.Row="13" Grid.ColumnSpan="2" />
<local:HeaderLabelView Text="Distance" Grid.Row="14" Grid.Column="0"/>
<local:BodyLabelView Text="{Binding NetworkStates.DistancelnMeters, StringFormat='{0:F1} m'}"
TextColor="{Binding NetworkStates.SignalStrengthIndBm, Converter={StaticResource
SignalStrengthColorConverter}}"
Grid.Row="14" Grid.Column="1"/>
<local:GrayBoxView Grid.Row="15" Grid.ColumnSpan="2" />
<local:HeaderLabelView Text="Secured" Grid.Row="16" Grid.Column="0"/>
<Grid Grid.Row="16" Grid.Column="1" BackgroundColor="#252526">
<CheckBox IsChecked="{Binding ConnectedNetwork.IsSecured}"
Color="{Binding ConnectedNetwork.IsSecured, Converter={StaticResource CheckBoxColorConverter}}"
IsEnabled="False" HorizontalOptions="Center" VerticalOptions="Center"/>
</Grid>
<local:GrayBoxView Grid.Row="17" Grid.ColumnSpan="2" />
<local:HeaderLabelView Text="Protocol" Grid.Row="18" Grid.Column="0"/>
<local:BodyLabelView Text="{Binding ConnectedNetwork.Protocol}" Grid.Row="18" Grid.Column="1"/>
<local:GrayBoxView Grid.Row="19" Grid.ColumnSpan="2" />
<local:HeaderLabelView Text="Authentication" Grid.Row="20" Grid.Column="0"/>
<local:BodyLabelView Text="{Binding ConnectedNetwork.AuthenticationAlgorithm}" Grid.Row="20"
Grid.Column="1"/>
</Grid>
</Frame>
</StackLayout>
</ContentView>
. NetworkDetailsView.xaml.cs:
using WiFi_Analyzer.Models;
namespace WiFi_Analyzer.Controls;
public partial class NetworkDetailsView : ContentView
{
public static readonly BindableProperty ConnectedNetworkProperty = BindableProperty.Create(
nameof(ConnectedNetwork), typeof(WiFiNetwork), typeof(NetworkDetailsView));
public static readonly BindableProperty NetworkStatesProperty = BindableProperty.Create(
nameof(NetworkStates), typeof(NetworkStates), typeof(NetworkDetailsView));
public WiFiNetwork ConnectedNetwork
{
get => (WiFiNetwork)GetValue(ConnectedNetworkProperty);
set => SetValue(ConnectedNetworkProperty, value);

}
public NetworkStates NetworkStates

{
get => (NetworkStates)GetValue(NetworkStatesProperty);
set => SetValue(NetworkStatesProperty, value);
}
public NetworkDetailsView()
=> InitializeComponent();
}
° NetworkinfrastructurelnfoView.xaml:
<?xml version="1.0" encoding="utf-8" ?>
<ContentView xmins="http://schemas.microsoft.com/dotnet/2021/maui"
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xmins:x="http://schemas.microsoft.com/winfx/2009/xaml"
x:Name="this"
xmins:local="clr-namespace:WiFi_Analyzer.Controls"
x:Class="WiFi_Analyzer.Controls.NetworkInfrastructurelnfoView">
<StackLayout BindingContext="{x:Reference this}">
<Frame WidthRequest="400" BackgroundColor="#1E1E1E" CornerRadius="10" Padding="0"
HorizontalOptions="Start" Margin="0,0,0,20">
<Grid RowSpacing="1">
<Grid.RowDefinitions>
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
</Grid.RowDefinitions>
<Grid.ColumnDefinitions>
<ColumnDefinition Width="Auto" />
<ColumnDefinition Width="*" />
</Grid.ColumnDefinitions>
<local:TitleLabelView Text="Infrastructure" Grid.Row="0" Grid.ColumnSpan="2"/>
<local:GrayBoxView Grid.Row="1" Grid.ColumnSpan="2" />
<local:HeaderLabelView Text="Interface" Grid.Row="2" Grid.Column="0"/>
<local:BodyLabelView Text="{Binding NetworkInfrastructurelnfo.Interface}" Grid.Row="2"
Grid.Column="1"/>

<local:GrayBoxView Grid.Row="3" Grid.ColumnSpan="2" />
<local:HeaderLabelView Text="Type" Grid.Row="4" Grid.Column="0"/>
<local:BodyLabelView Text="{Binding NetworkInfrastructurelnfo.InterfaceType}" Grid.Row="4"
Grid.Column="1"/>
</Grid>
</Frame>
</StackLayout>
</ContentView>
. NetworkinfrastructurelnfoView.xaml.cs:
using WiFi_Analyzer.Models;
namespace WiFi_Analyzer.Controls;
public partial class NetworkinfrastructurelnfoView : ContentView
{
public static readonly BindableProperty NetworkInfrastructurelnfoProperty = BindableProperty.Create(
nameof(NetworkInfrastructurelnfo), typeof(Networkinfrastructurelnfo), typeof(NetworkinfrastructurelnfoView));
public NetworkiInfrastructurelnfo Networkinfrastructurelnfo
{
get => (Networkinfrastructurelnfo)GetValue(NetworkinfrastructurelnfoProperty);
set => SetValue(NetworkinfrastructurelnfoProperty, value);
1
public NetworklInfrastructurelnfoView()
=> InitializeComponent();

. NetworkSecuritylnfoView.xaml:
<?xml version="1.0" encoding="utf-8" ?>
<ContentView xmlns="http://schemas.microsoft.com/dotnet/2021/maui"
xmlns:x="http://schemas.microsoft.com/winfx/2009/xaml"
x:Name="this"
xmins:local="clr-namespace:WiFi_Analyzer.Controls"
x:Class="WiFi_Analyzer.Controls.NetworkSecurityInfoView">
<StackLayout BindingContext="{x:Reference this}">
<Frame WidthRequest="400" BackgroundColor="#1E1E1E" CornerRadius="10" Padding="0"
HorizontalOptions="Start" Margin="0,0,0,20">
<Grid RowSpacing="1">
<Grid.RowDefinitions>
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<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
<RowDefinition Height="Auto" />
</Grid.RowDefinitions>
<Grid.ColumnDefinitions>
<ColumnDefinition Width="Auto" />
<ColumnDefinition Width="*" />
</Grid.ColumnDefinitions>
<local:TitleLabelView Text="Security" Grid.Row="0" Grid.ColumnSpan="2"/>
<local:GrayBoxView Grid.Row="1" Grid.ColumnSpan="2" />
<local:HeaderLabelView Text="Authentication" Grid.Row="2" Grid.Column="0"/>
<local:BodyLabelView Text="{Binding NetworkSecurityInfo.Authentication, StringFormat="'{0} (WPA2)'}"
Grid.Row="2" Grid.Column="1"/>
<local:GrayBoxView Grid.Row="3" Grid.ColumnSpan="2" />
<local:HeaderLabelView Text="Encryption" Grid.Row="4" Grid.Column="0"/>
<local:BodyLabelView Text="{Binding NetworkSecurityInfo.Encryption}" Grid.Row="4" Grid.Column="1"/>
</Grid>
</Frame>
</StackLayout>
</ContentView>
. NetworkSecuritylnfoView.xaml.cs:
using WiFi_Analyzer.Models;
namespace WiFi_Analyzer.Controls;
public partial class NetworkSecuritylnfoView : ContentView
{
public static readonly BindableProperty NetworkSecuritylnfoProperty = BindableProperty.Create(
nameof(NetworkSecuritylnfo), typeof(NetworkSecuritylnfo), typeof(NetworkSecuritylnfoView));
public NetworkSecuritylnfo NetworkSecuritylnfo
{
get => (NetworkSecurityInfo)GetValue(NetworkSecuritylnfoProperty);
set => SetValue(NetworkSecurityInfoProperty, value);
1
public NetworkSecuritylnfoView()
=> |nitializeComponent();

. SpeedTestView.xaml:
<?xml version="1.0" encoding="utf-8" ?>
<ContentView xmlns="http://schemas.microsoft.com/dotnet/2021/maui"
xmins:x="http://schemas.microsoft.com/winfx/2009/xaml"
xmlins:converters="clr-namespace:WiFi_Analyzer.Converters"
x:Name="this"
x:Class="WiFi_Analyzer.Controls.SpeedTestView">
<ContentView.Resources>
<ResourceDictionary>
<converters:SpeedTestUnitConverter x:Key="SpeedTestUnitConverter"/>
</ResourceDictionary>
</ContentView.Resources>
<StackLayout BindingContext="{x:Reference this}">
<Label HorizontalOptions="Center" VerticalOptions="Center" TextColor="White" FontSize="20"
FontAttributes="Bold">
<Label.FormattedText>
<FormattedString>
<Span Text="{Binding DownloadSpeed.Speed, StringFormat='Speed: {0:F2}'}" />
<Span Text=""/>
<Span Text="{Binding DownloadSpeed.Unit, Converter={StaticResource SpeedTestUnitConverter}}" />
</FormattedString>
</Label.FormattedText>
</Label>
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<Button Text="Speed" Command="{Binding GetDownloadSpeedCommand}" WidthRequest="150"
HeightRequest="150" CornerRadius="80" HorizontalOptions="Center" VerticalOptions="Center" FontSize="Large"/>
<Activitylndicator IsRunning="{Binding IsBusy}"
IsVisible="{Binding IsBusy}"
HorizontalOptions="Center"
VerticalOptions="Center"
Color="Blue"
WidthRequest="50"
HeightRequest="50"/>
</StackLayout>
</ContentView>
U SpeedTestView.xaml.cs:
using System.Windows.Input;
using WiFi_Analyzer.Models;
namespace WiFi_Analyzer.Controls;
public partial class SpeedTestView : ContentView
{
public static readonly BindableProperty DownloadSpeedProperty = BindableProperty.Create(
nameof(DownloadSpeed), typeof(DownloadSpeed), typeof(SpeedTestView));
public static readonly BindableProperty IsBusyProperty = BindableProperty.Create(
nameof(IsBusy), typeof(bool), typeof(SpeedTestView), false);
public static readonly BindableProperty GetDownloadSpeedCommandProperty = BindableProperty.Create(
nameof(GetDownloadSpeedCommand), typeof(ICommand), typeof(SpeedTestView));
public DownloadSpeed DownloadSpeed
{
get => (DownloadSpeed)GetValue(DownloadSpeedProperty);
set => SetValue(DownloadSpeedProperty, value);
}
public bool IsBusy
{
get => (bool)GetValue(lsBusyProperty);
set => SetValue(IsBusyProperty, value);
}
public ICommand GetDownloadSpeedCommand
{
get => (ICommand)GetValue(GetDownloadSpeedCommandProperty);
set => SetValue(GetDownloadSpeedCommandProperty, value);
}
public SpeedTestView()
=> InitializeComponent();

. GrayBoxView.xaml:
<?xml version="1.0" encoding="utf-8" ?>
<ContentView xmlns="http://schemas.microsoft.com/dotnet/2021/maui"
xmlns:x="http://schemas.microsoft.com/winfx/2009/xaml"
x:Class="WiFi_Analyzer.Controls.GrayBoxView">
<BoxView BackgroundColor="#3D3D3D" HeightRequest="1" />
</ContentView>
. GrayBoxView.xaml.cs:
namespace WiFi_Analyzer.Controls;
public partial class GrayBoxView : ContentView

{
public GrayBoxView()
{
InitializeComponent();
}
}
. NetworksFilterByGHzView.xaml:

<?xml version="1.0" encoding="utf-8" ?>
<ContentView xmlns="http://schemas.microsoft.com/dotnet/2021/maui"
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xmins:x="http://schemas.microsoft.com/winfx/2009/xaml"
x:Name="this"
x:Class="WiFi_Analyzer.Controls.NetworksFilterByGHzView">
<StackLayout Orientation="Horizontal" HorizontalOptions="Center" Margin="0,20,0,20"

BindingContext="{x:Reference this}">

<Button Text="All"
BackgroundColor="Gray"
x:Name="allGHzButton"
Command="{Binding FilterByGHzCommand}"
CommandParameter="All"
WidthRequest="100"
Clicked="0OnGHzButtonClicked"/>

<Button Text="2.4 GHz"
x:Name="twoDotFourGHzButton"
Command="{Binding FilterByGHzCommand}"
CommandParameter="2.4 GHz"
WidthRequest="100"
Clicked="0OnGHzButtonClicked"/>

<Button Text="5 GHz"
x:Name="fiveGHzButton"
Command="{Binding FilterByGHzCommand}"
CommandParameter="5 GHz"
WidthRequest="100"
Clicked="0OnGHzButtonClicked"/>

<Button Text="6 GHz"
x:Name="sixGHzButton"
Command="{Binding FilterByGHzCommand}"
CommandParameter="6 GHz"
WidthRequest="100"
Clicked="0OnGHzButtonClicked"/>

</StackLayout>

</ContentView>

. NetworksFilterByGHzView.xaml.cs:

using Microsoft.Maui.Graphics.Text;

using System.Windows.Input;

namespace WiFi_Analyzer.Controls;

public partial class NetworksFilterByGHzView : ContentView

{

public static readonly BindableProperty FilterByGHzCommandProperty = BindableProperty.Create(
nameof(FilterByGHzCommand), typeof(ICommand), typeof(SpeedTestView));
public ICommand FilterByGHzCommand
{
get => (ICommand)GetValue(FilterByGHzCommandProperty);
set => SetValue(FilterByGHzCommandProperty, value);
}
public NetworksFilterByGHzView()
=> |nitializeComponent();
readonly Color clickedButtonBackgroundColor = Color.FromHex("#808080");
readonly Color unclickedButtonBackgroundColor = Color.FromHex("#FFFFFF");
void OnGHzButtonClicked(object sender, EventArgs e)
{
Button button = (Button)sender;
button.BackgroundColor = clickedButtonBackgroundColor;
string buttonText = button.Text;
if (buttonText != twoDotFourGHzButton.Text)
twoDotFourGHzButton.BackgroundColor = unclickedButtonBackgroundColor;
if (outtonText != fiveGHzButton.Text)
fiveGHzButton.BackgroundColor = unclickedButtonBackgroundColor;
if (buttonText = sixGHzButton.Text)
sixGHzButton.BackgroundColor = unclickedButtonBackgroundColor;
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if (buttonText != allGHzButton.Text)
allGHzButton.BackgroundColor = unclickedButtonBackgroundColor;

. SignalStrengthSlider.xaml:

<?xml version="1.0" encoding="utf-8" ?>

<ContentView xmlns="http://schemas.microsoft.com/dotnet/2021/maui"
xmlns:x="http://schemas.microsoft.com/winfx/2009/xaml"
x:Name="this"
x:Class="WiFi_Analyzer.Controls.SignalStrengthSlider">

<Slider Minimum="{Binding MinSignalStrengthindBm}"

Maximum="{Binding MaxSignalStrengthIndBm}"
Value="{Binding NetworkStates.SignalStrengthindBm}"
MinimumTrackColor="MediumVioletRed"
MaximumTrackColor="LightGreen"
WidthRequest="170"
ThumbColor="DeepPink"
IsEnabled="False"
IsVisible="{Binding HasNetworkStates}"
BindingContext="{x:Reference this}" />

</ContentView>

° SignalStrengthSlider.xaml.cs:

using Microcharts;

using WiFi_Analyzer.Models;

namespace WiFi_Analyzer.Controls;

public partial class SignalStrengthSlider : ContentView

{

public static readonly BindableProperty NetworkStatesProperty = BindableProperty.Create(

nameof(NetworkStates), typeof(NetworkStates), typeof(SignalStrengthSlider), propertyChanged:

OnNetworkStatesChanged);
public NetworkStates NetworkStates
{
get => (NetworkStates)GetValue(NetworkStatesProperty);
set => SetValue(NetworkStatesProperty, value);
}
bool hasNetworkStates = false;
public bool HasNetworkStates
{
get => hasNetworkStates;
private set
{
hasNetworkStates = value;
OnPropertyChanged(nameof(HasNetworkStates));
}
}
public SignalStrengthSlider()
=> InitializeComponent();
public int MaxSignalStrengthindBm => -50;
public int MinSignalStrengthindBm => -100;
static void OnNetworkStatesChanged(BindableObject bindable, object oldValue, object newValue)
{
var slider = (SignalStrengthSlider)bindable;
slider.HasNetworkStates = newValue is not null;
}
}
. SortableHeaderView.xaml:
<?xml version="1.0" encoding="utf-8" ?>
<ContentView xmlns="http://schemas.microsoft.com/dotnet/2021/maui"
xmins:x="http://schemas.microsoft.com/winfx/2009/xaml"
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xmlins:converters="clr-namespace:WiFi_Analyzer.Converters"
x:Name="this"
x:Class="WiFi_Analyzer.Controls.SortableHeaderView">
<ContentView.Resources>
<ResourceDictionary>
<converters:SortDirectionToSymbolConverter x:Key="SortDirectionToSymbolConverter" />
</ResourceDictionary>
</ContentView.Resources>
<Frame BorderColor="White" Padding="0" CornerRadius="0" BindingContext="{x:Reference this}">
<ContentView HorizontalOptions="Center" VerticalOptions="Center" Margin="5">
<StackLayout Orientation="Horizontal" HorizontalOptions="Center" VerticalOptions="Center">
<Label Text="{Binding HeaderText}" FontAttributes="Bold" TextColor="White"/>
<Label Text="{Binding SortDirection, Converter={StaticResource SortDirectionToSymbolConverter}}" />
</StackLayout>
<ContentView.GestureRecognizers>
<TapGestureRecognizer Command="{Binding SortCommand}" CommandParameter="{Binding
SortCommandParameter}" />
</ContentView.GestureRecognizers>
</ContentView>
</Frame>
</ContentView>
° SortableHeaderView.xamlioci:
using System.Windows.Input;
using WiFi_Analyzer.Enums;
namespace WiFi_Analyzer.Controls;
public partial class SortableHeaderView : ContentView
{
public static readonly BindableProperty HeaderTextProperty = BindableProperty.Create(
nameof(HeaderText), typeof(string), typeof(SortableHeaderView), string.Empty);
public static readonly BindableProperty SortDirectionProperty = BindableProperty.Create(
nameof(SortDirection), typeof(OrderBy?), typeof(SortableHeaderView), null);
public static readonly BindableProperty SortCommandProperty = BindableProperty.Create(
nameof(SortCommand), typeof(ICommand), typeof(SortableHeaderView), null);
public static readonly BindableProperty SortCommandParameterProperty = BindableProperty.Create(
nameof(SortCommandParameter), typeof(string), typeof(SortableHeaderView), string.Empty);
public string HeaderText
{
get => (string)GetValue(HeaderTextProperty);
set => SetValue(HeaderTextProperty, value);
1
public OrderBy? SortDirection
{
get => (OrderBy?)GetValue(SortDirectionProperty);
set => SetValue(SortDirectionProperty, value);
}
public ICommand SortCommand
{
get => (ICommand)GetValue(SortCommandProperty);
set => SetValue(SortCommandProperty, value);
}
public string SortCommandParameter
{
get => (string)GetValue(SortCommandParameterProperty);
set => SetValue(SortCommandParameterProperty, value);
}
public SortableHeaderView()
=> InitializeComponent();
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