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DIGITAL WAYS OF CONTROLLING RISK MANAGEMENT AND

ASSESSMENT IN PROJECTS
Oleksii Korytnyi, Vadym Ziuziun

Abstract. We believe that modern projects require a digital full-scale end-to-end approach for risk assessment and
management in various projects of different sectors. Periodic snapshots provide structured risk assessments, tracking
changes over time. Al integration enhances this by enabling predictive risk modeling, real-time monitoring, and
automated mitigation recommendations. This approach improves efficiency, accuracy, and decision-making in project
risk management, allowing for proactive responses to potential threats. We believe that implementing such system for
building & construction sector will optimize costing and resource usage for investors.

Key words: risk assessment, management, snapshots, Al, risk modelling.

I. INTRODUCTION

In the dynamic landscape of IT project management, the identification, assessment, and
mitigation of risks are paramount to ensuring successful outcomes. The inherent complexity of IT
projects, coupled with rapid technological advancements, necessitates robust risk management
strategies. However, the increasing volume and complexity of data, coupled with the need for real-
time insights, are driving the adoption of digital solutions. In this context, artificial intelligence (Al)
emerges as a transformative technology, capable of automating internal processes and significantly
limiting human biases. Implementing Al into a snapshot IT system gives it a possibility to
automatically define bottleneck processes and underscore results providing a stakeholder with
possible ways of resolving low or unwanted metrics. Additionally, this also limits human bias by
limiting interaction with calculations and resolutions given [1].

Nowadays, Oracle is one of the examples of a system that performs comprehensive analysis
of risk in the business processes, which is Oracle [2].

The analysis may involve a large amount of data, so the job typically runs for hours, up to a
maximum of twenty-four. Upon completion, the analysis returns a report. It provides summary and
detailed information about risk in the business process represented by the content pack you selected,
over the period you specified. To perform these analyses, Risk and Security Snapshot Report uses
objects called "models.” Each model consists of filters that form a processing logic to select records
exhibiting a risk. An access model may, for example, filter for users who have the privileges to both
create a payables invoice and approve payment on that invoice. For another example, a transaction
model may find occasions when individual users have completed both of those actions.

Construction projects are the most risk affected, thus, managing and maintaining these
projects require constant monitoring and checks from internal and external experts, investors and
other key stakeholders. Real estate companies install a setup of cameras around construction sites,
so they can both detect illegal entries and show their investors (e.g. future householders etc.) how
the work is going on [3-5]. In addition, these cameras identify the time materials are delivered to the
site, how many workers are involved and what has changed in a day. Generally, an assigned worker
checks a recording manually, marks the time and afterwards reports to the head office.
Simultaneously, an external group of experts does quality checks and notes down recourses usage.
As the result head, office makes a report a project sustainability report based on provided
information. Nevertheless, human bias may affect the authenticity and compliance of the real
things. Thus, here raises a question — are metrics, data and reports provided true and do not contain
false information?
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II. DATA AND METHODS

Effective people tracking and recognition relies on a sophisticated interplay of Al models.
Object detection frameworks like YOLO, Detectron2, and EfficientDet pinpoint human presence
within visual data. Complementing these, facial recognition systems, leveraging deep learning to
generate unique facial embedding, enable individual identification by comparing captured features
against a database. The optimal solution necessitates careful consideration of factors like accuracy,
processing speed, and resource constraints, alongside stringent adherence to ethical and legal
standards regarding privacy.

YOLO achieves its speed by processing an entire image in a single pass through a
convolutional neural network, dividing the image into a grid where each cell predicts bounding
boxes, confidence scores, and class probabilities for objects whose centers fall within it; then, non-
maximum suppression eliminates redundant detections, ensuring only the most accurate and
confident boxes remain, thus streamlining object detection for real-time applications [6]. The
example is described on the Fig. 1.

Bounding boxes - conﬁdence

. N.Jﬁllf

S x S grid on input

Final detections

Class probability map

Figure 1. Principe of YOLO Al model work

Effective construction site security necessitates strategically placed high-resolution IP, PTZ,
ruggedized, and potentially thermal imaging cameras at all entry/exit points, storage areas, the
perimeter, high-risk operational zones, and dark or secluded areas. This also considers for overhead
views and time-lapse documentation ensuring adequate lighting, reliable power and network
connectivity. However, these cameras have to be placed and leveled appropriately to capture the
scene completely and have the full-aspect real-time picture. In addition, necessary mapping sensors,
positioning and communication sensors, sensor platforms have to be placed as well [7]. The
example is described on the Fig. 2.
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[ll. RESULTS AND ANALYSIS

Unfortunately, due to the lack of resources available we were not able to conduct our own
tests on any construction site, so we are making assumptions based on other researcher groups and
our believes and understanding of the case.

Al-enhanced motion-tracking cameras are transforming construction site safety. By analyzing
different video feeds, Al automatically detects unsafe behaviors like workers without PPE or
proximity to hazardous zones, triggering real-time alerts. This proactive approach minimizes
accident risks, supplementing traditional safety protocols. Furthermore, Al can distinguish between
authorized and unauthorized movement, bolstering site security and preventing theft [8].

Integrating these Al capabilities into a risk-management IT snhapshot system allows for
comprehensive, data-driven safety oversight. The system can compile real-time incident data,
historical trends, and predictive analytics, providing a holistic view of site risks. This facilitates
informed decision-making, enabling project managers to identify and mitigate potential hazards
before they escalate, improving overall site safety and operational efficiency.

The IT snapshot system optimizes resource and time usage for top-management by
consolidating diverse site data into a single, accessible dashboard. Real-time visualizations of safety
incidents, equipment utilization, and project progress enable rapid assessment and informed
decision-making. Instead of sifting through disparate reports, managers gain a clear, concise
overview, freeing up valuable time for strategic planning and proactive problem-solving.

IV. DISCUSSIONS AND CONCLUSION

Thanks to the rapid Al development, these reports and monitoring could be transferred to
automated solutions. Video cameras can detect workers on sight and state the real number of
personnel (e.g., there can be at least 40 man/woman recorded detections, but in fact, there are only
10 workers on site), detect material arrival and conditionally calculate an amount or volume (and
then compare it to an invoice). Snapshot system can then consolidate all the information gathered
from the cameras, compare results with a previous snapshot and a planned milestone, generate a
report with all metrics, detect possible violation and suggest improvements. Such an automated
approach also makes internal financial experts work easier, as by process, they are obliged to visit
construction sights themselves and check/correct invoices.

Drones are transforming construction site management through comprehensive aerial data
capture and analysis. Equipped with advanced imaging technologies like high-resolution cameras,
LiDAR, and thermal sensors, drones deliver detailed orthomosaic images, precise 3D models, and
thermal data. This enables accurate tracking of material usage, progress monitoring against design
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plans, and detection of site changes over time. Furthermore, when combining drone data with
Artificial intelligence and a risk management snapshot system; real-estate companies can
significantly optimize project resources. Al can analyze the large data sets collected by the drones,
and give predictions about future events.
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