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AHOTALIS

OO6csr 3BiTy — 102 cropinok. KinbkicTs pucyHkiB — 23, 7 1oAaTKiB.

OO0’eKT JOCHIPKEHHS — METOJAM Ta MiAXOJAW peatizailii mporpaMHO-anapTHOT
CUCTEMH, peaiizallis B3aeMOJIl amapaTHOI YaCTHUHU 3 MPOTPAMHOI0, OCIIKEHHS Ta
peanizailisi aBTeHTU(DiKalll KOpUcTyBaua 3a ¢poTorpadiero o0Iuyuys.

Merta poboTH — MpPOEKTYBaHHS Ta peai3ailisi MpPOTrpaMHO-aapaTHOi CUCTEMU
KepyBaHHsI aBTOMaTUYHOIO KaMeporo CXOBY (ceiihoM) 3 BeO A0JATKY, NOCHIHKEHHS Ta
peanizailisi aBTeHTU(DiKalll KOpUcTyBaua 3a GpoTtorpadiero 00auyysi.

Metoau nocaimxkenas — USE-CASE MoaenmroBaHHs, MOIEIIOBAHHS 32 JJOIIOMOT'OIO
niarpaMu KOMIOHEHT cucteMu, ER-moentoBanns, Helpo-MepekeBl METOIH.

Po3pob6ieno nporpaMHy cuctemy, 1o J03BOJIsi€ 30epirat, BUAAISITH, 3MIHIOBATH
1H(opMalIlito Tpo HasIBHI B CUCTEM1 KaMepHU CXOBY, OPOHIOBATH iX Ta KEPYBATH JOCTYIIOM
710 HUX 3 MOXJIMBICTIO aBTEHTU(IKYBaTUCH 3a (hoTorpadiero o0mmaus.

Jns po3poOku BikopuctoByBanucs: Ruby 2.6.0, Ruby on Rails 5.2.3, PostgresQL
12.2, Vue.js 2.0, RapberryPI 3, Heroku, Keras, Tensorflow.

3AMOK, BEKEH/I, FA3A TIAHUX, ®POHTEH/], KOHTPOJUJIEP , CUTEMA
3 JEKUIBKOX ITPOTPAMHUX KOMIIOHEHT, 3AIIMT, RASPBERRYPI3,
CHUTHAJI, MIKPOKOMIT FOTEP, HEUPOHHA MEPEXA, ABTEHTU®IKAIIIA 110
OBJINYY.



ANNOTATION

The volume of the report is 102 pages. Number of drawings - 23, 7 applications.

The object of research - methods and approaches to the implementation of software
and hardware system, the implementation of the interaction of hardware with the
software, research and implementation of user authentication with a photo of the face.

The purpose of the work - design, modeling and implementation of software and
hardware system that controls automatic storage units using a web application, research
and implementation of user authentication by user’s photo.

Research methods - USE-CASE modeling, system component modeling, ER
modeling, RpiGpio library to control microcomputer voltage pins, neural network
training.

A software system has been developed that allows storing, deleting, changing
information about existing storage cameras in the system, booking them and controlling
access to them with the ability to authenticate by face photo.

The following were used for development: Ruby 2.6.0, Ruby on Rails 5.2.3,
PostgresQL 12.2, Vue.js 2.0, RapberryPI 3, Heroku, Keras, Tensorflow.

LOCK, BACKEND, DATABASE, FRONTEND, CONTROLLER,
DESTRIBUTED SYSTEM, REQUEST, RASPBERRYPI3, SIGNAL,
MICROCOMPUTER, NEURAL NETWORK, FACE AUTHENTICATION.
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HEPEJIIK OCHOBHHUX CKOPOYEHbL, CUMBOJIIB, CKOPOYEHb

Use-case miarpama

ER-monenroBaHHS

SVM
ICA
PCA
LDA
HOG
MTCNN
LFW

VY po3poOiii mporpaMHOro 3a0€3MeUeHHs Ta CHCTEMHOMY
MPOEKTYBAHHI 1€ OMUC MOBEIIHKU CUCTEMH, SIK BOHA
BIJIIIOB1Ia€ HA 30BHIMNIHI 3alIUTH.

Monens gaHux, 110 J03BOJSE€ OMUCYBATH
KOHIIENTYaJIbHI CXeMU MPEAMETHOI ramy3i

MaiivHa onopHuX BEKTOPIB

AHaJi3 He3a1eKHUX KOMIIOHEHTIB

AHaJ3 OCHOBHUX KOMIIOHEHTIB

JIiHIHUM TUCKPUMIHAHTHHUM aHali3

[NicTorpama opi€eHTOBaHHMX IPaJi€EHTIB

Multi-task Cascaded Convolutional Networks

Haracer Labeled Faces in the Wild



BCTYII

3 KOXKHUM JHEM aBTOMAaTU3Y€ThCA Bce Oublle 1 Oulblue mpoueciB. Jlrogu Bce
OubIIe 1 OlLIbIIE CXWIbHI J0 TOTO, MO0 poOUTH OYJIEHHI peul HE BUXOASYH 3 JIOMY.
Hanpuxnan, cborogHi Maiike 3HUKIA HEOOXITHICTh JIMIIATH JIOMIBKY JJIsl TOTO, 100
npuaoaTu Heooxiauuil ToBap. llle ABaaUATh pOKIB TOMY Take YSIBUTU 0yJIO HEMOXKJIUBO.

VY 3B'SI3Ky 3 UM CTaBCsl MOILITOBX PO3BUTKY TEXHOJOTIM Ta 3ac00iB JTOCTABKH
ToBapiB. Hackoro/Hi icHy€e 6araTo BapiaHTIB TOTO, SIK BU MOKETE OTPUMATH T€, 110 OyI0
3amoBieHo. Came ToMy mpoOjieMa mepenadil pedell MIXK JBOMa JIOJIbBMU € BKpai
aKTyaJbHOIO.

B nanuii MOMEHT ICHYE Jy’K€ BEJIHMKA KUIbKICTh IPOIPAMHMX MPOAYKTIB SIK CXO0KHX
3a CBOIM MPU3HAYEHHAM, TAK 1 KAPJAUHAIBHO PI3HUX. AJie BC1 BOHU MalOTh OJIHY METY —
OyTH KOPHUCHHMMHU KOpPHCTyBadeBi. Takox mpu po3poOili MporpamMHOro 3ade3nedeHHs
3aB)KJIM CJI1J] BpPaXOBYBAaTH TOM (paKTOP, 1110 YCHIIIHUM Ta NOMYJISIPHUM CTa€ TOM IPOIYKT,
AKUM 3pY4YHO 1 JIETKO KOpHUCTyBaTHCh. CaMe TOMY OUIBIIICTh PO3POOHHUKIB Cy4aCHHX
porpamM MaroTh Ha METI CTBOPUTH TaKy HIporpamy, SKOK SKOMOra Jerme MO)Ha
KOPUCTYBAaTUCh. TakoX BaxJIMBUM (DAKTOPOM € HACKUIBKHU IIBUAKO KOPUCTYBad MOXKE
BUKOHATH Ty Y I1HILY JIIF0 B CUCTEMI.

Temoro naHoi poOOTH € peanizalis CUCTEMH, [I0 aBTOMATU3Y€E Nepeiayy TOBapiB
MDK JBOMA JIIOJbMH, pOOJISiuM el mpoliec OUThII THYYKUM Ta 3pydyHUM. Takox JaHa
CUCTEMA MAaTHME€ MIHIMI3yBaTH KOHTAaKT MIX JIFOJbMH, IO BKpail akTyaJlbHO B YacH
MaHJIeMii.

AyTeHTH(}IKaIlIg — OJUH 3 HEBII'€MHUX €TamiB B3a€MOJI1 JIIOAUHU 3 TPOTPaMOI0.
B nesxux BuUmankax ayTeHTU(]IKyBaTHUCh OBOAMTHCS IJOCHTHh YacTO, TOMY L€l eran
JOLIBHO IPUILBUALINTU Ta COPOCTUTU HACKUIBKH 1€ MOKIIUBO.

Came ToMy Hapasi I0BOJI1 NOMYJISIPHUM METOJIOM ayTeHTU(IKAIlli € pO3Mi3HABAHHS
o6nmuyusi. B 1ipomMy BUI ayTeHTH(}IKAIli KOPUCTYBa4eBl HEMOTPIOHO POOUTH HIYOTO,

OKpIM HaBEJEHHs KaMepHu Ha CBO€ JuIle. JlaHuii MeTO1 € 10BOJII HAJIMHUM, OCKIJIBKH HE
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Mae HeoOX1JHOCTI 30epiraTu 4u 3amaM'aToByBaTH napoiib. Came ToMy OyJji0 MPUHHATO
pILIEHHS] BUKOPUCTATH 1€l METO Y JaH1i MPOrpaMHii CUCTEMI.

Metoro maHoi poOOTH € MPOEKTYBaHHS Ta peajizalis MNporpaMHO-anapaTHoi
CUCTEMH KepyBaHHsS aBTOMAaTHMYHOI KaMeporo cxoBy (ceiidpom) 3 BeO nm0aaTKy,
JOCJIIKEHHS Ta peaizailisi aBTeHTHdIKallli KoprcTyBada 3a pororpadiero o0auyys.

MeTtoro AOCHIJKEHHS] € MPOEKTYBaHHS ONTUMAlbHOI apXiTEKTYpU CHUCTEMU
OMUPAIOYUCh HA BUMOTH JI0 HET, TAKOXK JOCTIKEHHS METOiB PO3Mi3HABAHHS O0JINY Ta
BU3HAYEHHSI ONITUMAILHOTO.

Metoau nocaimxkenasa — USE-CASE MoaenroBaHHs, MOIEIIOBAHHS 32 JJOIIOMOT' OO
JlarpaMy KOMIIOHEHT cucteMu, ER-MozentoBanHs, HEHpo-MepeKeBl METOIH.

B pesynbrari pob6otu Oyno po3poOJieHO HpOrpaMHy CHUCTEMY, IO JO03BOJISE
30epiratu, BUAAISTH, 3MIHIOBaTH 1H(OpMAIIiI0 MpO HasBHI B CUCTEM1 KaMepu CXOBY,
OpOHIOBAaTH iX Ta KEpPyBaTH JOCTYIIOM J0 HUX 3 MOXJIMBICTIO aBTEHTH(IKYBATHCH 3a

dhoTtorpadiero o0aTHUYYSL.
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PO3JLT 1
AHAJII3 ITPEAMETHOI TAJTY3I

1.1 AnaJi3 npeaMeTHOI rajaysi

B Haii H1 B IHTepHETI MOXHA KYITUTH Maike BCE 1110 3aBrOJIHO — BiJl MOOLIBHOTO
TenedoHa abo MIISIIIKKA MOJIOKA J0 BEUIPHHOI CYKHI Ha CBATKOBUU Bedip. Tomy BKkpaii
aKTyallbHUM € TUTAaHHS SK KYIUICHUH TOBap JIOCTAaBUTH N0 CIOXKMBaya, IO HOro
npua0aB.

Takox aKkTyaabHOIO MPOOIEMOIO € TIepeaada 011b-IKUX peueid MiXkK JTBOMA JIFOJbMH.
Hanpuknaz, Bama nmoapyra 3ajiMilinia y Bac BoMa KameloxX, aje B Bac HaOIMK4uM
4acoM 30BCIM HE Ma€ MOXJIMBOCTI 3yCTPITUCH Ta mepeaaTtu horo iil. Ckopii 3a Bce B
TaKiil CUTYyallli BU CKOPUCTAETECH MTOCIYTaMH OJIHIET 3 CITy>KO JOCTABKHU.

€ nexiIbpKa 100pe BiIOMUX HaM 3acOo01B:

- JI0CTaBKa MOUITOIO;

- JI0CTaBKa Kyp’ €poM;

- CaMOBHBI3 3 OJIHI€] C TOPrOBUX TOUYOK Mara3uHy (SKIIO MOBA iJ1€ PO KYIIIBIIIO).

AJte BCl BOHU MarOTh CBOI IepeBaru Ta HeJAOJIKH.

Haifuacriimie co>kuBay nmoi0HUX MOCIYT 0OOMpaE TUIT JOCTABKH 3aJI€3KHO B1J] CBOIX
BIIOJI00AHb.

Yoro norpelye KiHIIEBUM KOPUCTYBaY:

- CBO€YACHY JIOCTaBKY;
- HaAIUHICTH (HIXTO HE Oa)ka€ OTpUMATH 31MCOBAHUN TOBAP);
- BUTpPaTUTU SKOMOTa MEHIIE 3yCWib Ta Yacy Ha Te, MO0 ToBap
B1/IJIaTH/OTpUMATH;
- BUTPATUTHU IKOMOTA MEHIIIE KOIITIB.
Ak Mu MoxeMo 0auuTH, y AaHId NpeaMeTHiN rainy3i (irypyrTh Taki OCHOBHI
MOHSATTSL:

- Kyp’ep;
12



- 3aMOBJICHHS;

- TOBap;

- CIIO)KMBAY;

- BIANpPaBHUK;

- OTpUMYBay;

- MICIE3HAXOKEHHS,

- Yac mepeadi/qoCcTaBKu;

- peyi, 0 TOCTaBJISIOTh.

Ha pucynky 1.1 300paxeHi eTanu, 4yepe3 Kl IPOXOAUTh KOXKEH CIIOKUBAY MOCITYT
IIOIITH, a cCaMe:

- JIICTaTHCS MOIITOBOrO BIJTIJICHHS;

- o(opMHTH MOCWIKY Ta MEPEAATH i1 MOIITAPSIM;

- TPaHCHOPTYBAHHS MOCUJIKU HA PO3MOIIILYUN CKIIAT;

- TPaHCHOPTYBAaHHS MOCUJIKHU JI0 BIJIIJIEHHS OTPUMYBaua;

- JicTaTHCSA BIAAIICHHS OTPUMAHHS,

- ohopMIICHHS OTPUMAHHS MMOCHIIKH.

DictaTtuca
NoLUTOBOro OdhopmneHHsa TpaHcnopTyBaHHA Ha
BignineHHa micuA [oCcTaBKuU posanoainbynii cknag,
BianpaBku
Y

Hlorarica TpaHcnopTyBaHHA [0
OdcbopmneHHA noLTOBOro g sl,u.gln)t/euuﬂ A
TPUMaHHA TaBKU BigaineHHA micuA
eTpMMa ROCHa aane b2 oTpuMyBaya
OTPUMaHHA

Pucynok 1.1 ETanu noctaBku ToBapy momTo0

Ha pucynky 1.2 300paxeHi eTanu, 4epe3 Kl IPOXOAUTh KOXKEH CIIOKUBAY MOCTYT
Kyp €pa, a came:

- TOIIYK Kyp'epa abo Kyp'epChKOi CIy0u;
13



ohOopMIICHHS TOCTABKH;

nepegada NOCWIKHU Kyp'epy;
TPAHCIIOPTYBAHHSI IOCWIIKU Kyp'€pOM;
0(QOpMIIEHHS! OTPUMAaHHS MMOCUJIKY;

repeiadya NOCUJIKH OTPUMYBayy.

Mowyk Kyp'epa abo
Kyp'epcbKoi cnyxou

OdbopmneHHA
[OCTaBKU

Mepenaya nocunkum
Kyp'epy

Y

Mepepaya nocunku OdbopmneHHA TpaHcnopTyBaHHA
oTpUMyBady OTPUMaHHA NOCUNKMN NOCUNKM Kyp'epom

Pucynok 1.2 Etanu goctaBku ToBapy Kyp €pom

Ha pucynky 1.3 300pakeHi eTanu, 4yepe3 siki IPOXOIUTh KOXKEH CIIOKUBay TOBapy,

AKII0 00Mpae MOCIyTy CAMOBUBO3Y C TOPrOBOIO IYHKTY, a CaMe:

o(pOpMIIEHHSI CAMOBHUBO3Y;
JiCTaTUCS Mara3uHy MpPeICTABHUIITBA;

odopMIICHHS OTPUMAaHHS.

OdhopMneHHA
CaMOBMBO3Y

HicTaTtnca marasuHy
npeacTasHULTBA

OdhopmneHHAa
OTPUMaHHA

Pucynok 1.3 OTpuMaHHS KyIZIEHOTO TOBAPY CAMOBHBO30M

Hapasi B YkpaiHi cepa J0CTaBKM TOCUTh PO3BUHEHA, € YMMAJIO CYyTTEBUX I'PABIiB

Ha IbOMY PUHKY.
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Hamnpuknaa, icHye OJM3bKO JECATH BIJOMHUX IMOIITOBUX CIYX0, YUMo
Kyp €pPChKHX, Y JESKUX TOPTOBHX MAapoOK € HaBiTh CBOIO BIIaCHI Kyp epu. Y OaraTbox
TOPTOBHUX OPEHIIB € TI0CTAaTHHO MPEJACTABHUIITB, JI€ CIIOKUBAY1 MAIOTh 3MOTY CAMOCTIMHO

3a0patu KyIuieHUH ToBap, MPOTE € i HEJIOIIKU B 3ac00aX, ONMUCAHUX BUIIIE.

1.2 BusiBjieHHs po0JieM Ta aKTyaJi3alis pilieHb

KosxeH 3 HagsBHUX BHUIIB JOCTaBKHA Ma€ CBOI HETOIIKH.

JlocTaBka MoOmITOIO 3aiiMae YMMaJo 4acy, 30Kpema sKII0 MOBa ijie po JOCTABKY
TOBapy B MeXax micTa, ab0 HaBITh OJHOTO PallOHY, BaM BCE OJHO MOTPIOHO BUTPATUTH
3yCWJIJISL Ta Yac Ha Te, 00 BiJTHECTU TOBAp Y BIIAUICHHS, BUCTOSITU YEPry, sKa yac Bijl
yacy OyBae 4unMaior0, OOPMUTH 3aMOBIICHHS.

Tiapku micas HOrO TOBAp MOTpPAIUISIE HA CKJIAJ, Ha SIKOMY BiI0yBa€ThbCs HOTO
PO3MOIIIEHHS M)XK MEPEeBI3HUKAMU.

HactynmHum ertanmoM € TIepeBE3€HHs TOBapy Y 3a3HAu€HE BIAMPABHUKOM
BiAA1JICHHS.

Caig maTv Ha yBasi, 10 OTPUMYBAd TAKOK MAa€ BUTPATUTHU CBIM 4ac Ha Te, M100
JCTaTUCS BIIIIJICHHS, BIACTOSITH Yepry 1 TUIbKHM MOTIM 3a0paTu CBOIO Pid.

[Ipn oTpuMaHHI MOCHJIKM 4YacTO HEOOXiMHO MaTh NpH coO0l JOKYMEHTH, IO
MIATBEPAXKYIOTh OCOOUCTICTb.

TakuM YMHOM BiJANPABJICHHS MICTAETHCA OTPUMYBaya B CEPEIHbOMY 3a OJIHY a00
IIB1 100MU.

3 BIIACHOT0 JOCBIY MOXY 3a3HAUUTH, 1110 JIEKOJIU JOBOJIUTHCSI BUTPATUTHU OJIU3HKO
15 XBUJIMH HA Yepry 10 Kacupa MOYTOBOTO BiAA1ICHHS.

[Ipu ToMy OJIU3BKO 5 XBUIIMH BUTPAYA€ThCS HA 0OPMIICHHS JOCTaBKH.

Hanpuknan, HailOmmkde MOYTOBE BIIIICHHS BIJ MOTO MICId HPOKUBAHHS
3HaXOJIUTHCS B 5 XBUJIIMHAX MIIIKH.

B cymi Buxoauth 25 XBUJIMH Ha BIJNPAaBKy MOCWIKHU, 3aBeiuka nudpa sk s

HACTUIbKHU MPOCTOT Aii.
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Cooroani B YKpaiHi € JIeKiJIbKa OCHOBHHUX TPaBI[IB Ha PUHKY JOCTABKH IMOIITOIO.
Ile «HoBa momra», « YkpnomTa» Ta «IHTaiimy.

3a BiArykamu KopuctyBauiB [5], cepBic «HoBa moiira», € JOCUTh MIBUAKUM, Ma€e
HIMPOKY MEPEXY BIIUICHb, 3pYYHY aBTOMATH3alLl1k0 Ta IHTETPALIiIO 3 PI3HUMHU CepBicamMHu.

Ane Maifke MOJOBUHA CIIOKUBAYIB MOCIYT JTaHOI KOMIaHIl 3a3HaYWIM, 110 LEH
CEpBIC Ma€ MOPIBHSAHO BUCOKY BapTICTh JOCTABKHU.

«YKpromTay HaBMakKd Ma€ HEBUCOKY I[IHy, MIpPOT€ YBEPTh PECIOHJICHTIB
MOCKAPKUIIKMCS Ha TIOTaHUM CepBiC, MOBUIbHY JOCTaBKY Ta HE3PYUYHil OHJIaitH-KaOIHET.

Komnanis «lnTaiim», 3a cioBaMM THX, 110 HTPOMIILIA OMUTYBaHHS, MPOMOHYE
MOCJIYTH 32 HEBUCOKY I[1HY, aJleé BAHTaX 4acTO JOCTABIAIOTh HEOOEPEKHO Ta BIAIICHHS
pO3TaIIOBaH1 HE IOCUTh 3PYYHO.

JlocTaBka Kyp’€poM yacTiilie 3aiiMae MEHIIIE Yacy, ajie i 1[iHa BijJ TOro BUIIIA.

TakuMm cnocoOOM 3HUKAaE OApa3y JAEKUIbKa €TamiB, 110 MPUCYTHI Yy JOCTaBLl
MOIITOI0 — a came 1i 0OpMIIEHHS, MEpPeCcyBaHHS A0 BIAAUICHHS, TPAHCHOPTYBaHHS
MOCUJIKH JI0 PO3MOALIBYOrO CKIALTY.

Ause He0OX1JTHO BpaxOBYBaTH Te, 110 Kyp €p JOCTaBUTh MOCUJIKY B TOM 4yac, KOJIH
JICTAaHEThCSl MICIIE3HAXO/[KEHHSI OTpUMYBaya, HE 3aBXK/U 1€ OyJie 3pyUHO JUIsl JTIOJIUHH,
AKIIO BOHA MaJja Ha LIei yac CBOi IUIaHH.

JlocTaBka Kyp’€poM Bpas3jinBa 10 CUTYaIlii Ha Joporax MiCTa, sIKIIO B MICT1 3aTOpH,
abo kyp’ep motparise y xanemny, Hanpukiad, y HTII — To oTpumaHHS 3aMOBJIEHHS
BIICTPOYYETHCHI.

JlaHuii BapiaHT PO3BUTKY MO/I1i € UMOBIPHUM, OCKIJIBKH 32 CTATUCTUKOIO, 1[0 OyJia
onpuiogHeHa iHpopmaiiinum kanaiom TCH [1], B mepiog 3 ciuns o ceprnenb 2019
poKy B YKpaiHi cranocst 86,7 Tucsdi aBapiii, TOOTO B cepeanboMy IoaHs - 409, abo x
omua JITII xoxHi 3-4 XBUJIMHU.

CamoBUBI3 3 OJIHI€E] 3 TOPTriBEJILHUX TOYOK Mara3uHy 4YacTillle 3a BCE €
0€3KOLITOBHOIO MOCTYrOl0, ajle HE 3aBKJIU B TOPIiBEIbHOI MAPKH € MPEICTABHUIITBO Y

3py4YHOMY JIJisl BacC MICIIi.
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TakuM 4MHOM, SIKILIO BH KUBETE Y CEPEIHBOMY 3a PO3MIPOM HACEJIIEHOMY IyHKTI,
K, HampukiaJ, XapkiB, TO JOopora 3 OJHOrO KIHISI MICTa B 1HIIE (0 MOTEHLINHO
MO>KJIMBOI'O PO3TAllyBaHHS MarazuHy) MOXE CSATraTH OJIM3bKO OAHIET TOAMHM.

Takox He MOXHa 3a0yBaTH, 110 TAKUM CIIOCOOOM BM BUTpAaTHTE 4yac Ha Te, 1100
BIJICTOSITM Yepry Ha OTPUMAHHS 3aMOBJIEHHS, Ta Ha caMe 0()OPMIIEHHS] OTPUMAaHHS.

B neskux momToBUX KOMIIaHIN € MOCIyra BIAMPAaBKU MOCWIKU Yepe3 MOIITOMAT.
[TomromMaT — €JEKTPOHHUN MPOTPAMHO-TEXHIYHUM KOMILJIEKC 3 BEJIIMKOIO KIJIBKICTIO
KOMIpPOK, TEpMIHAJIOM CaMOOOCIYroByBaHHsS, IO MPU3HAYEHUN JUIsI aBTOMATHYHUX
omeparlii mpuioMy 1 BHAa4l MOCHIOK: Kyp'e€p JOCTaBJsi€e MOCUIKY IO MOIITOMATy, a
oTpuMyBad ii 3a0upae y 3pyuHuid nus cede vac. Jlyxxe 3pyuna (yHKIis, ajie Hapas3i B
VYkpaiHi iX HeI0CTaTHLO, TOOTO 1€ 3HAYUTh, 110 B 0araTthboX paiioHIB MiCcTa T00UpATHCS
[UX MOIITOMATIB Oy/ie HE3PYUHO.

Takox HeIONIK JaHOi peanizailii Takui, 0 BCl Il MOMITOMATH OOCITYyTOBYIOTh
OJIHY TUIbKH CIIy)KOy JOCTaBKH, TOOTO HEMOXJIMBO NpuaAdaTH iX, HalpUKIA,
CyNepMapKeTy, Ta BAKOPUCTOBYBATH Yy CBOIX LIUISX.

TakoX HEMOXKJIMBO BUKOPUCTATH iX 0€3 JIOCTaBKH, a TUIBKH SIK KAMEPY CXOBY
(3ramaeMo mpHKiIaja ¢ MOAPYTOk0, IO JUIIWIIA Y BaC BAOMA KaIlEIIoX).

Caig matu Ha yBasi nuTaHHs Oe3neku ToBapy. He MoXHa AOMyCTUTH TOrO, 00
TOBAp JIUIIOB IO CHOKKBaya MOIIKOIKEHUM, a00 30BCIM 3HHUK.

byBanu Bumagku, KOJIM MiJg Yac JOCTAaBKM MOWITYH0 pedl TyOWIHCh uepes
HEJIOCKOHAJIICTh MPOLIECiB a00 MOMIIKHU CIIBPOOITHUKIB, 200 iX IyNMUJIH.

Hanpuknaa, sk KO0 BIPUTH BIATYKY OJHIET 3 MpalliBHULL MOOWITH [2], TO
3HUKHEHHS pe4el 3 MOCHIIKH TIOCUTh YACTUI BUMAI0K.

binbin 3a 1e, mporecu TpaHCIOPTYBaHHS Jaliekl BiJ 1Jeaiy, Haj ITICHICTIO
TOBAapy BCEpPEANHI KOPOOKH HIXTO HE MIKIYEThCS, HAMAraloThCsl SIKOMOTa IIBHIIIIE
3aBEPIINUTH TPAHCIIOPTYBAHHS, 11€ 3HAUUTh, L0 Ballly IOCHIIKY MOXYTbh IPOCTO KUJATH 3
PYK'Y pyKH.

binbil OpUHIUMIIOBUM 1€ MUTAHHS CTA€, KOJM BCEpPEIUHI OOKCY IIOCh KPUXKE,

HaNpUKJIa — KPUIITAJIeBa Basa.
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Bci onucani crnocodu JocTaBKU, OKPIM CAaMOBHBO3Y, YACTIIIE 32 BCE MOTPEOYIOTh
J0JIaTKOBOI cIIaTH. byBae Tak, 1110 1liHa 3pOCTa€e CyTTEBO.

[TomToBl BiAJUICHHS, Kyp €pU, TOUYKM BHA4l TOPTiBEIbHUX MPEICTABHUIITB Ta
HaBITh MMOUITOMATH — BC1 BOHU MPAIIOIOTh Y 3a34aJI€T1b BCTAHOBJIEHUI Yac.

Hanpuknaza, skimio Bam 3py4yHO 3a0paTu KyIUIEHMH TOBap BHOYI — BHU I[HOTO
3pOOUTH HE 3MOXKETE, OCKIIILKH BCI 111 YCTAHOBH MPAIIOIOTh TUIBKU B ICHHU Yac.

Takox BaXXJIMBUM € TOM (DaKT, 110 JOCTaBKa IMOILITOI0, Kyp €poM abo CaMOBHUBI3
BUMAararmTh O€3M0CEepPEeHbOr0 KOHTAKTy 3 JoApMU. [linx Yac emigemiil KOHTAKT CTa€e
He0e3MeYHUM, OCKUJIbKH K Pa3 1€ CIPUSE MOMUPEHHIO PI3HOMAHITHUX BIPYCIB.

Hanpuknang B curyamii mnapgemii COVID-19, konum 3a  CTaTUCTUKOIO,
onyOmnikoBaHoto pecypcom « WORLDOMETER» [3], ctanoMm Ha 21 TpaBus 2021 poky
BusiBNieHO 167 857 345 BunaakiB 3aXBOPIOBAHHS 1151 TpoOJeMa CTa€ BKpall akTyallbHOIO.

3a ganuMu MiHicTepcTBa OXOPOHM 370pOB’sl YKpaiHu [4] moummpeHHs HOBOTO
BIpyCY BIJOYBa€TbCsl MOBITPSHO-KpanedbHUM LUIAXoM. lle o3Hauae, 1m0 HEOOX1IHO
TPUMATHCS BiJ JIIOJAWHU, 10 € MOTEHIIMHUM MEPEHOCHUKOM BIPYCYy Ha BIJICTaHI HE
MEHIIE OJIHOrO MeTpa — Iie 3abarato Juisl TOro, Mmoo nepesaTd MOCWIKY Ta 0(pOpMUTH
oTpuMaHHsA. Takox 1€ HeOe3MeyHO IS CaMUX Kyp €piB, OCKUIBKM iM HEOOXI1JIHO
KOKHOTO JIHSI 3yCTpiyaTH BeWYE3HY KIJIBKICTh JI0JIel Ta KOHTAKTYBaTH 3 HUMHU.

Hapasi Bigomo, mo COVID-19 Takox xuBe Ha nmoBepxHsax 0iu3pko 3 roaud. Lle
O3Hayae, 110 € UMOBIPHICTh 1H(DIKYBaHHS uepe3 Mepeaayy pi3HOMaHITHUX IMPEAMETIB, B
TOMY YHUCJH1 1 HTOCHJIOK.

TuM camMuM MOXKHa 3a3HAYUTH, 110 KOKEH 3 HAsBHUX BUJIIB JOCTaBKU Ma€ CBOI

TepeBaru Ta HeJIOJIKHU.

1.3 IlocTanoBKa 3ajaui

PimennsiMm  mpobiieMu €  po3poOka  MporpamMHO-amapaTHOI ~ CUCTEMH

«IHTEnexTyansHuil ceid».
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Jlana cucrema [03BOJUTh aBTOMAaTH3yBaTH OOMIH Ta BHJA4y TOBapiB MIX
CIOKMBA4YaMHM Yepe3 KaMEPHU CXOBY C KEPOBAHUM JOCTYIIOM J0 HUX, TUM CaMUM HaJaTH

aJbTEPHATUBY ICHYIOUUM 3aC00aM JIOCTABKHU.

3agayero i€l TUIIOMHO1T pOOOTH € peaizallisi CHCTEMH, III0 MaTUME TaKl IIEpeBaru

Hana IHITAMUA KOHKYPCHTAMMU:

- 3poOUTH BIJCYTHBOIO HEOOXITHICTh CTOSITH y uep3l. HamaTu MOXKIMBICTH
KOpUCTyBauaM IMEperjsjaTd BIUIbHI KaMepu CXOBY Ta OpOHIOBaTH iX Ha
KOHKPETHUH 4ac;

- o(pOopMIIEHHS JOCTaBKM uepe3 BeO J0JAaTOK CaMUMHU KOpPUCTyBadam, IO
3HAXOJMTHCS y BUIBHOMY JOCTYyHl 4yepe3 Mepexy I[HTepHeT, 1o J03BOJIUTH
€KOHOMUTH Yac Ha peecTpallii BIAMPABICHHS;

- BUKIIOYEHHS HEOOXIAHOCTI TMPUCYTHOCTI HAWMaHOTO pOOITHUKA TpH
KOPHUCTYBaHH1 CUCTEMOIO;

- MOXJIMBICTh Ha3HayaTH a0O0 3MIHIOBATH KOPHUCTyBaua BIPOJOBXK ICHYBAaHHS
3aMOBJIEHHS, AKUH 3a0epe ToBap (OTpUMyBaya);

- aBTOpM3allisl TUIBKM B MEXKaX CHCTEMHU, HE MOTPIOHO BepudikyBaTH CBOIO
OCOOMCTICTH 32 JOMOMOI'0OI0 O(IIIHUX TOKYMEHTIB;

- JIOCTyIm 70 (yHKIIIOHATY CUCTEMH HE 3aJIe’KHO Bij yacy q00u;

- MacmTa0OBaHHICTh CHUCTEMH JJISI MOKJIMUBOCTI PO3MIMPEHHS MPUCYTHOCTI B
SKOMOTa OUTBIIIN KITBKOCTI TOUOK 3 TPYIIOI0 KaMep IO MICTY;

- BHUKJIIOYUTH a00 3BECTH A0 MIHIMyMYy HEOOXIAHICTh OOCIIyTOBYBAaHHS IaHOI
CUCTEMH JIFOJbMU, 3MEHIIUBIIN TUM CaMUM KIHIIEBY BapTICTh IMOCHYT;

- MOXJIMBICTb IHTEIPYyBaTH B CUCTEMY 1HIII YCTaHOBU;

- MOKJIUBICTh BUKOPUCTAHHS CUCTEMU IHIIUMHU YCTAaHOBAMHU,

- 3py4HHUH BeO pecypc 3 IPUEMHHUM JIU3aiTHOM;

- TrapaHTyBaHHSI Oe3MeKM Ta IUTICHOCTI TOBAapiB, 110 30€piraeTbCcsi B CEPE/IUHI

KaMepHU CXOBY;
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- MOKJIUBICTh OTPUMAaHHS MOCUJIKHU BiJIpa3y MICIsl TOTO, K BOHA OyJia MOoKJIaieHa
y Kamepy cxoBy. Takox HEOOXIJHO HAJaTH MOKIIMBICTH KOPHUCTYBATHUCA
CHUCTEMOIO Ta 3a0upaTu TOBap y Oyb-IKUi 4ac BIPOJAOBXK JA00U;

- BUKJIIOYUTH MOXJIMBICTh KAMEPH CXOBY OyTH BIIKPUTOIO IIOMUIIKOBO, HE TIEIO
JIIOJIUHOIO.

TakuM 4YMHOM, MAa€EMO CHCTEMY, IO CKJIaIa€ThCs 3 JBOX YACTUH — arapaTHOi
(kamepu CXOBY) Ta MPOrpamMHOi 0OOJOHKH JJII KOPUCTYBayiB, uepe3 sIKy BOHU OyIyTh
OpOHIOBATH 111 KAMEPH, BIIKPUBATHU Ta 3aKPUBATH B 3aJI€KHOCTI BiJ 0OPAHOI0O CLIEHAPIIO.

AmnapaTtHa 4YacTHMHA MOBHHHA KEPYBAaTHCS 3 MIKPOKOMII IOTEpa, 00 3MEHIINUTU
KIHIIEBY BapTiCTh MPOIYKTY Ha BUXO/II.

HeoOxigHo peanizyBaTH MNpOLEC MEPHIOro 3alyCKy KaMepu CXOBY SKOMOra
MPOCTIIIUM, 3pOOUTH HOT0 TaKUM, 1100 HOT0 MOTJIM BUKOHYBATH 1 MPEICTABHUKH 1HIIINX
M1IIPUEMCTB.

Hanatu 3Mory Matu B CUCTEMI JIEKITIbKa pOJie 3 pI3HUMH MOBHOBAXKEHHSIMU:

- 3BUYalHI CIIOKUBaYI, 1110 MOKYTb ITOKJIACTH/3a0paTu TOBAp 3 KAMEPU CXOBY;

- aJMIHICTPATOP, 10 MA€ MOKJIUBICTh BIIKPUTH/3aKPUTH KaMepy;

- aJMIHICTPATOP, 110 J103BOJISIE OOKCAaM, IO 3 SIBUJIUCh Y CUCTEM1 PO3MOYATH
BUKOHYBATH 3aMOBJICHHS, pefiarye iH(popMailito mpo HUX SKII0 NOTPiOHO, BUAase OOKCH
3 CUCTEMH.

BianpaBHUK MOBUHEH MaTU 3MOTY MEPETJsSHYTU SIKI KaMepu CXOBY BUIbHI Ha
JTaHUM 4Yac.

Takoxx HEOOX1JTHO HaJlaTh 3MOTy OOUpaTU XTO caMme 3abepe ToBap, MOKIaJACHUHN y
kamepy. MoxkHa o6paTu cebe ik OTpuMyBaya.

HeoOxigHo Hamatu 3Mory oOupaTH XTO CaMe€ CIUIATUTh 3a HaJaHl CHUCTEMOIO
MOCIYTH — OTPUMYBAY YU BIAPABHUK.

Kinmesa BapTicTh MOBUHHA 3aJI€KATH Bl TPUBAIOCTI 30€piraHHs.

Heo0xigHo peanizyBaTH 3py4yHUX MEXAHI3M BIAKPUTTS/3aKPUTTSI KaMEpPU CXOBY,
TaKoXX HAAIMHUNA MEXaHI3M aBTOpH3allii, MO0 3JIOBMUCHUKH HE 3MOTIJIM BUKPACTH

MOKJIaJICHy BCEPEIUHY PiY.
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Takum unHOM Oyna copMoBaHa 3ajaya, siky HOTpiOHO PO3B’A3aTH B XOJI1 JaHOT

JTUTIOMHOT pOOOTH.
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PO3/1JI 2
AHAJII3 TA BUBIP METOJIB AYTEHTH®IKALIII KOPUCTYBAUYA
1O MOI'0O 30BPAKEHHIO

2.1 BukopuCTaHHS TEXHOJIOTII B CHCTEMi

bararo nrogeit Bce Ounbliie 3HANOMI 3 TEXHOJOTIEK PO3MI3HABAHHS O0JIMYYs
3aBASKA (QYHKLISIM po30JOKYBaHHS B HOBHX TenedoHax. Y I1bOMY BHUIAAKY
pO3Mi3HaBaHHS OOJUYYSl BUKOPUCTOBYETHCSA, 1100 BU3HAUUTH, 110 0CO0A € BIACHUKOM
MPUCTPOIO, 1 JO3BOJIHUTH JOCTYII O T€NE(OHY.

Januii crioci6 ayreHTHdikaiii HaA3BUYalHO MPOCTUN Ta MBUAKUN. Tomy Oyio

MPUUHATO PIIIEHHS peai3yBaTy JaHUW QYyHKII1OHAIL.

2.2 3arajbHi BiIOMOCTI IPO TEXHOJIOTII0

Po3nizHaBaHHsA 00IMYYs — 11€ TEXHOJOTIS, IKa MOXKE 31CTABUTH JIFOJICEKE O0IHIUs
3 nu¢poBOro 300pakeHHs ad0 BiJeo 3 0a3010 TaHUX 30epexkeHsb 00aud. Po3mizHaBaHHS
o0NMyYs 3a3BUYail BUKOPUCTOBY€E O10METPUYHI JaHi, 100 TOMOMOITH BU3HAUYUTH PUCU
oOmuyusi. lleit Tun igeHTudikamii KOpPUCHUW JisI PI3HUX KOMEPIIWHMX Ta
paBoOXopoHHUX mporpaM. Konu cmpaBa goxoauTh g0 1nudpoBoi ayTeHTH(IKaI],
pO3Mi3HaBaHHs 00JIMYUS BIJTHOCUTHCS JI0 KaTeropii 010MeTpUYHUX.

OcHoBHa MeTa po3Mi3HaBaHHS 004 — 11EHTH(IKYBaTH 0CO0Y, SIK OKPEMO, TAK 1
cepen rpynu soged. KulbKicTh MOMHIIKOBUX CHpPallbOBYBaHb MOXE 3MIHIOBATHUCS B
3QJIEKHOCTI BiJi TEXHOJIOTIi, SIka BUKOPUCTOBYETHCS JUIsl PO3MI3HABAHHS OOJIMYYS.
Haiikpamuit anroput™m igeHtudikaimii o0nuyus mae koedimieHT nomuiok 0,08%.
Cucrtemu po3mi3HaBaHHS 00JIWY, SIK1 MPAIIOIOTH 13 BU3HAYCHHSIM KUBOCTI, MAIOTh BHIII

MOKA3HUKHA TOYHOCTI.
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IcHytoTh pi3HI mepeBaru po3Mi3HABaHHA OOJMYYSl 3aJIeKHO BIJ Traimy3i Ta

3actocyBaHHsA. lle moxke Oytu 3pydyHuM, Oe3neyHuM 1 O0e3mpoOJEMHUM METOJIOM

imeHTUdikaiii JJOMHA Ha BIJCTaHi 0e3 OyIb-IKOTO (DI3UYHOTO KOHTAKTY.

[{r0 TEXHOJOT1I0 BUKOPUCTOBYIOTH OaraTo KoMIaHiil Ta oprasizaiiii. Och KiJIbKa

MPUKJIAJIIB BUKOPUCTAHHS TEXHOJIOT1i pO3Ii3HaBaHHS 00JIHNY:

KOHTpOJb Joctynmy. KoHTposb J0CTymy A0 MepCOHAIbHUX KOMIT HOTEPIB,
OyJIMHKIB, aBTOMOOUIIB, 0(ICiB Ta IHIIUX MPUMIIICHb € OJHUM 3 HANUOLIBII
OUYEBHUIHUX METOJ[IB BUKOPHUCTaHHS po3mizHaBaHHs o0iu4u. A iPhone X Bif
Apple € ineanbHuM mpukiangoM BukopuctanHs FRT mus po30iokyBaHHS
cMapTdoHa.

nokynku B IuTepHeri. Alibaba, Bigoma kuTalicbka KOMIIaHisl €JIEKTPOHHOI
KOMepIlii, TIaHye BUKOpUCTOBYBaTH Matgopmy Alipay, 1mo0 ag03BOIUTH
KOpUCTyBauaM poOUTH MOKYINKHU uepe3 [nTepuer. | sk mepmmii kpok, Alipay
BXKE€ 3aIllyCTWJa CHCTeMY po3mi3HaBaHHs oOmmyus «Smile to Pay» y KFC y
Xanwkoy. Cucrtema po3mizHae OOJMYYS MPOTITOM JABOX CEKYHJ, a MOTIM
nepeBipsie CKaHyBaHHS, HAJCUJIAIOUM CHOBIIIEHHS Ha MOOUIbHUU TenedoH.
«Smile to Pay» Takox Moxe 11eHTH(PIKYBAaTH JIOJEH, SIK1 HOCITh MAKISK ab0
MEPYKHU IK MAaCKyBaHHSI.

J0moMora a3apTHuM rpasisiM. Cructema po3mi3HaBaHHS 00JIMY JIUIIE TOPIBHIOE
oOnmuyysi JIoAeH, sIKi TparoTh B ITPOBI aBTOMAaTH, 3 CaMOIPOTOJIOMIEHUMU
npoOJIeMHUMU TPaBISIMU B Ka3uHO. BiH monepemkae komaHay Oe3neku, Koau
MNPUCTPIN BUSBISAE€ TaKUX 0Ci0O, MOTIM OXOPOHA HEMOMITHO MiAXOJUTH 10
TPABIIB 1 CYMPOBOJIKYE 1X 3 TPUMIIIECHHS.

MOIIYK 3704MHIlB. Po3mizHaBaHHs oOMWY — 1€ TEXHOJIOTIS OOpOTHOM 31
3JI0YMHHICTIO, SIKa BUKOPUCTOBYETHCS Il PO3Mi3HABAHHS MPABOMOPYIIHUKIB
MPaBOOXOPOHHUMH Ta pO3BiAyBadbHUMHU opraHamu. Hampuknan, odinepy
JOCTAaTHBO JIMILE 3pOOUTH 3HIMOK Ta 3aBaHTaxuTH Koro y MORIS (Mobile
Offender Identification and Information System) — mopTaTuBHOTO

010METPUYHOTO MPUCTPOIO, IPUEAHAHOTO A0 cMapTQoHa.
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- ynopsakyBaHHs (ortorpadiit. HaitnommupeHimmum crnocodoM BUKOPUCTAHHS
miei TexHosorii € kommnanii Apple, Google 1 naBiTh Facebook. Bouu
BIIPI3HSAIOTH MOPTPET BiJ TMei3axy, 3HAXOJATh KOPUCTyBaua B Kaapl Ta
copTyloTh (ororpadii 3a KaTeropisiMd 3a JOMOMOTOI BJIACHUX CHUCTEM
po3mni3HaBaHHsA 00auY. | MM BCl HaJaeMO BEIUYE3HY MIATPUMKY aJrOpUTMY
pO3MI3HaBaHHS O0JIMYYS KOXKHOTO pa3y, KOJIM 3aBaHTaXKYEMO 300pa)K€HHS Ta
B1/I3HAYa€MO Ha HHOMY CBOIX JPY3iB.

Po3nizHaBaHHs 00dM4YYs TpU NPaBUIBHOMY BHUKOPUCTAaHHI MPHU3BENIO 0
MIJBUIICHHST (QYHKIN Oe3MeKu, 3MEHILIECHHS BUMAJKIB 3JIOYMHHOCTI, MPUIIBUIAIICHHS
00poOKM Ta OUIBIIOI 3pYYHOCTI ISl TPOMaJChKOCTi. OJHAK € 3aHEMOKOEHHS MI0JI0
BIPOBA/IP)KCHHST YNEPEIPKEHOCTI B CHUCTEMH, SIKI MOKJIAJalThCd Ha pPO3IMi3HABAHHS
ob6nuyusi. HemonasHo Facebook oronocus, 1o npunuHse BUKOPUCTAHHS PO3Ii3HABAHHS

00JIMY 171 pOo3Mi3HABaHHSI JIFOJIeH Ha CBOiM miaTdopmi.

2.3 Pi3HMUOs MiXK PpO3MI3HABAHHAM O0JUYYA Ta ayTeHTU(ikauicw 3a

dororpadicro o0 uIUs

«ABTeHTH(}IKaIIg 00IUYYSIMY» 3a3BUYall MA€THCS Ha yBa3i, KoJiu oTpideH 30ir 1:1,
HaIpUKIaa, KOJIU JIIoANHA po30JoKye cBii TenedoH abo 10JaTOK 3a JOTIOMOTOI0 CBOTO
o0nryYsi kKamepor MoOUIbHOTO TenedoHy. MeTa nosnsrae B ToMy, 11100 MEepEeKOHATHCH,
0 TPUCYTHIH € Ta cama oco0a, siKka padilmie OyJia 3apeecTpoBaHa B IMPOIlEC]
M1JITBEPI>KEHHS OCOOHU.

"Po3nizHaBaHHs 001MY" Ma€eThCsl HA yBasi, KOJU B THII BIANOBIAHOCTI 1:n, Konu
cucTemMa norpedye nomyky B 0a3l JaHUX AJ1s 30Iry OJHOTO KOHKPETHOI'O 00JIMY4sl cepen
OaratboX 1HIMIKMX 00aW4Y. Po3mi3HaBaHHS O00JMY YK€ IIUPOKO BUKOPUCTOBYETHCS,
HaIpUKIIaJI, MOJIIIE€0 B 0araTboX Kpainax, o0 IIyKaTH I1103pI0BaHUX Ha B1I€03HOMKaxX

3 MICIISl 3JI0YMHY Ta IIyKaTH BIAMOBIIHICTh y 0a31 JaHUX IM1J03PIOBAHUX.
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2.4 Onuc migxoaiB 10 Po3Mi3HABAHHA 00 1UY

[cHy10TH TpU pi3HI NIAX0IU 10 pO3Mi3HABAHHS O0JMWY HA OCHOBI HEPYXOMHUX:

- XOJICTHYHMM MiAXIA. Y HUTICHOMY MiIXO/A1 BCs 00J1acTh 00IMyYsl OepeThes SK
BX1/IHA rpaHb. Taki METOaH, K aHali3 ocHOBHHX kommoHeHTiB (PCA), BmacHi
rpadi, rpadi ®imiepa, ManmHa onopHUX BeKTOpiB (SVM), anani3 He3aneKHUX
koMmnoHeHTiB (ICA) Toio, MoXkHa pO3TIIAIATH SIK HUTICH] T1AXO/IH.

- OyHKUIOHATBHUHN MIAXIA. Y HbOMY MIJIX0/I1 30CEPEIKYIOThCA HA IEBHUX pUCaX
00IMYYsl, TAKUX SK HIC, OYl TOIIO, SKI PO3IJISIAIOTHCS SK OCOOJIMBOCTI Ta
BUTATYIOTHCA SIK YHIKQJIbHI pUcH 00iHn4ys Ta 30epiratoTbes B 0a3l nanux. Taxi
METO/IH, SIK YUCTa T€OMETPIsl, ApXITEKTypa TUHAMIYHUX OCWIaHb 1 TPUXOBaHA
MapKOBChKa MOJI€JIb, MAMAaAAI0Th MiJ e miaxXi.

- TiOpumuuii migxia. el niaxia B ocHOBHOMY € KOMOiHaIIiHUM. B HbOMY pazom
3 OCHOBHUMHU METOJAMHU MOEAHYIOTHCS HOBITHI METOAM, Taki SIK CHUCTEMHU,

noAi0H1 A0 mITy4HOI HeHpoHHOT Mepexi (ANN).

2.5 MeToau po3mi3HABaHHA 00/ 1MY

Amnani3 npuHuunoBux komnoHeHTiB (PCA). AHali3 TpUHIUIIOBUX KOMIIOHEHTIB €
IIUPOKO BUKOPUCTOBYBAHUM AJITOPUTMOM pO3Ii3HABaHHs 00auy4si. BiH B OCHOBHOMY
BUKOPUCTOBYEThCA IS 3MEHIIEHHS PO3MIPHOCTI. MaTeMaTU4YHO OCHOBHUMU
KOMIIOHEHTaMM DPO3MOJiTy rpaHeil € BuacHi rpani. IX Tako Ha3UBaIOTh BIACHUMH
BEKTOpPaMH, OCKUIBKM BOHHM € KOBaplalliifHOIO MaTpulel0 300pa)KeHb OO0JIMYYS.
OcHoBHOW0 MeTor0 BuKOpucTaHHS PCA € oTpuMaHHS BJIAaCHUX BEKTOPIB, BIAOMHX SIK
BiacHi rpani. KoxkHy 3 rpaneit y HaOopi 300pakeHb MOXKHA PO3TJSJAATH K JIHIMHY
KoMOiHaIit0 BiacHuX rpaHei. Koxna 3 matpuite M*N 300pakeHHs IEPETBOPIOETHCS B
Matpuiio ctoBmuiB M*1. Bepetrbcsi cepeHe 3HAUEGHHS KOXKHOT MATPHUIll CTOBIIIB 1
CTBOPIOETHCSI HOPMOBAHA MATPUIIS IIJIIXOM BiJIHIMAHHS CEPEIHHOTO 3HAYCHHS 3 KOXKHOI

MaTpuill CTOBMIIB. OOYHMCIIOETHCS KOBapiailisi MaTpuili, 3 SKOI 3HaXOJATh BJACHI
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BekTopu. Haiikpami rpani Eigen BuzHauaioTh npoctip obauyusi. [loBTopHE BUpakeHHs
JAHUX € OCHOBHOIO METOI0 aHaIIi13y MPUHIUIOBUX KOMIOHEHTIB. PCA MokHa e(heKTUBHO
BUKOPUCTOBYBATH JJI 3MEHIIEHHS IIyMy Ta HaaMIpHOCTI[ 18].

bazoBi Bektopu PCA Oepythcsi 3 Habopy HaBuaidbHuUX 300paxkens [. Ilicns
3HaXOJIKEHHSI CEPETHbOr0 1 BiHIMAHHS WOr0 3 HABYAJIBHOTO HAOOpPY CTBOPIOIOTHCS

BUOIpKHU gaHux, popmyna 2.1:

iy Uiy €1—T (2.1)

i BUOIpKU JaHUX YHOPSIAKOBAHO B MaTpHIlto, popmyra 2.2:

><
Il
iy

i (2.2)

Kosapianitina matpuns 6yme XX' mid HaB4anbHMX 300pakeHb, 1 OCHOBHI
KOMIIOHEHTH Ili€i KOBapialliiHOi MaTpulll MOXHa po3paxyBaTd 3a JOMOMOTOIO

HACTYIHOTO piBHSAHHI(Popmyna 2.3):
RT(XXT) =A (2.3)

Tyr A — [laroHaqbHa MaTpHIsl BJIACHUX 3HA4YeHb, a R — wMarpuus
OPTOHOPMOBAHUX BIIACHUX BEKTOpiB. JlJI1 mpocTopy TIpaHeld pO3riasgaloTbCs JIUIIE
BJIACHI BEKTOPH, MOB’sA3aH1 3 OUIBIIMMHU BIACHUMH 3HAYCHHSIMU.

Jlinitauit  nuckpuminanTHui anamiz (LDA). Ileit Bua pocmizHaBaHHs OyB
po3pobisiennit P. A. @imepom y 1930 poui[19]. JliHiHMI AMCKpUMIHAHTHHUIN aHami3
(LDA) BUKOpUCTOBYETHCS Il MOIIYKY HAOOpy 0a30BUX 300pakeHb, K1 JONOMArarmTh
MaKCHUMI3yBaTH BiJIHOUIEHHSI MIKKJIACOBOTO PO3KUIY IO PO3KHUAY BCEPEAUHI - PO3KU]
kiaciB. [IpoGiemMa 3 anropuTMamu Mojsirae B TOMY, 1110 MaTPUIS PO3CIFOBAHHS 3aBXK]U
Ma€ TEHACHIIII0 OyTH €JUHOIO B MEXax KJacy, 1 IPUUYUHOI0 MOXKE OyTH Te€, 10 KIJIBKICTh

26



MIKCEIIB y 300pa)keHHI HabaraTo OUIbIIE, HIXK KUIBKICTh 300pak€Hb y HAa0Op1 JNaHUX.
3riiHoO 3 monepeaHiMu nociaipkeHHsaMu, LDA moxe epekTUBHO BUKOPHUCTOBYBATHUCS B
yMOBax 3MiHU OCBiTIIeHOCTi. OcHOBHA MeTa LDA — 301IbIIUTH BIJICTaHb M1 KJIaCaMH,
11151 QyHKLIS 1y>Ke ToroMarae, KoM crpaBa JOXOAUTh 10 PO3Mi3HaBaHHS 00IuY.

Hezanexnuit komnonentHuit ananis (ICA). Hezanexnuii KOMIOHEHTHUN aHAI3 —
1[€ HEI[OJAaBHO PO3POOJIEHUN CTAaTUCTUYHUN METOM, KWW B JIEAKUX acleKTaX MO>KHa
BBaXkaTH Kpaujoro Bepciero PCA. 31e611b1110r0 BUKOPUCTOBYETHCS ISl CIIIOTO MOALTY
JDKEPEI 1 CIIIOoi 3ropTKU. [CHYy€E Ba MpUHITUTIOBO p13HUX criocoou 3acTtocyBanHs [CA miis
po3mizHaBaHHs oOmmuus - apxitektypa | 1 II. Apxitektypa | posrismae BXijHi
300paxkeHHs SIK JIHIMHY KOMOIHAIll0 CTaTUCTUYHO HE3aJeXKHUX 0a30BHX 300paKeHb,
o0'eqHannx HeBimoMor Marpurero[20]. OTtpumaHi Koe(dIIlEHTH HE € CTAaTUCTUYHO
He3aleXXHUMHU, a apxitektypa Il mMae cratuctuyHo He3anexHi koedilieHTH. ba3oBi
oOpa3u apxitektypH Il BimoOpaxaroTs ri100aibH1 BIACTUBOCTI.

Mamuna omopHux BektopiB (SVM). Mammna onopHux BekTopiB (SVM)
hopMaIbHO BHU3HAYAETHCS OKPEMOIO TIMEPIUIOMMHOI K  JIUCKPUMIHAIIHHHUI
kinacudikatop. Konu HamaroThCs Mo3HaueH1 HAaBYAJIbHI J1aH1, ONITUMAaJIbHA TIIePILUIONINHA
CTBOPIOETHCS 3a JOMOMOTOI0 aJrOpUTMY, SIKMM Kjiacudikye HOBI mpukiand. MamuHa
onopHux BeKTOpiB (SVM) BukoHye kiacu@ikaiiro HUITXOM CTBOpPeHHs N-BUMIPHOI
TINEpIUIONINHMY, sIKa ONTUMAIIBHUM YMHOM PO3AULSIE NaHl Ha AB1 kateropii. SVM myxke
TICHO TOB'AI3aHUN 3 HEUPOHHUMHU MepexaMu. OCHOBHOIO METO aHali3y JaHux SVM e
3HAUTHU 11€alIbHY TINEPIUIONIKHY, sIKa PO3AUISE BEKTOPHI KIacTEpH TaKUM YMHOM, IO
€K3EMILISAPU 3 OJIHIEI0 KIacu]ikalliero 3a3Ha4€HOi 3MIHHOT 3HAXOASITHCA 3 OJTHOTO OOKY
IJIOIIMHY, a €K3EeMIUISIPU 3 IHIIOK KaTeropielo — 3 1HIMIOTro OOKy IIomuHU. OmnopHi
BEKTOpU — L€ BEKTOpU NoOnu3y rinepmiomuHd. Ha MamioHKy mnoka3zaHa (yHKIIS
kiacudikatopa SVM. Ha mamtonky 2.1 Mu 6aunmo, 110 pi3HiI KJIACH PO3AUISIOTHCS 32
JIOTIOMOTOI0 JIiHIM. Y Apyriil YacTHHI MaTlOHKa MU 0a4UMO, K KJ1acu(iKaTop 00YUCIUB

ONTHMAJIbHY T1HEPILIOIIHNHY Ta MAKCUMAJIbHUM 3amac.
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Pucynok 2.1 SVM knacudikartis

Jlanuii MeToJ1 MOXHa €(PEKTUBHO BUKOPUCTOBYBATH B CUCTEM1 PO3MI3HABAHHS 00JINY.

2.6 Onuc aaroputmy ayreHTHikaumii mo 00JHYYI — METOJ MAIIMHHOIO

HaBYaHHHA

AJNTOpUTM pO3Mi3HABaHHS 00JUY CKJIAAE€THhCS 3 YOTUPHOX OCHOBHHUX €TalllB:

- BusBJIEeHHS 00auy - Face Detection

- BUpiBHIOBaHHS 00inuus - Face Alignment
- BUTAT pyHKIi - Feature Extraction

- BIAMOBiAHICTH (QyHKIN - Feature Matching

Ha pucynky 2.2 300pakeHO cXeMy aJrOpuTMy po3Ii3HABAHHS 00JIMYYS.

Face Aligned Feature

Image/Video Face Location, Face Vector Face ID
Detecti Size & Pose Face Feature Feature .

— Alignment Extraction Matching

Tracking
Database of
Enrolled
Users

Pucynok 2.2 Cxema anroputMy po3mni3HaBaHHS 00JIuYYs

Face Detection. MeToj BusIBIIEHHS 00JIMY BUKOPUCTOBYETHCS JIJIsl IOLIYKY OOIHY,

MPUCYTHIX Ha JaHOMY 300paXeHH1, BUIYYEHHS 0014, SKIIO BOHU 1CHYIOTb, 1 00p13aHHS
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00Ny sl JIUIIIE AJISI CTBOPEHHSI CTUCIOrO (hailily JJisi MOAANbIIOr0 BUIIYyYEHHS 00’ €KTIB.

IcHye kinbka BapiaHTIB aIrOpUTMy JUIsi BUKOHAHHS I[bOTO 3aBJaHHS B CHCTEMI

BUSIBJICHHSI/PO3M13HABAHHS 00IAYYSI.

Metoau, 1110 BUKOPUCTOBYIOTHCSI B BUSIBJICHH1 00JIUY:

KacKaJHUi aeTekTop obOnuuusi Haar: nmetexkTtop oOauy4si Ha OCHOBI KacKamy
Haar 0yB HaiicyuacHimuMm y cdepl BUSABICHHS 00JIUY MPOTATOM 0araTbox poKiB
3 2001 poky, konu Horo npeacrapwin Biona 1 JxoHc y cBoiit ctatTi «l1IBuake
BUSIBJICHHS OO €KTIB 3 BUKOPUCTAHHSM TMOCHJIEHOTO Kackajy MpOCTUX
byHKI1i#». 3a ocTaHH] poku Oyno OaraTo mokpamieHb. L{eit meToa Mae mpocty
apXiTeKTypy, sKa Mpairoe Maixe B pexkumi peanibHoro yacy Ha LI1. Kpim Toro,
BIH MOX€ BHSBISATH 300pakeHHA B pI3HUX MaciiTtabax. Ajie OCHOBHUM
HEJIOJIIKOM € Te, 110 BiH Ja€ XUOHI pe3yibTaTd, a TaKOX HE Mpalioe Ha
He(pPOHTATBHUX 300paKEHHSX.

dlib (HOG) Face Detection: Ile minpoko BUKOPUCTOBYBaHA MOJI€Nb BUSIBIICHHS
oOnuyusi, 3acHoBana Ha QyHkiax HoG 1 SVM, omy6aikoana B 2005 poiii B
ctaTTi «I'icTOrpamMu OpiEHTOBAaHUX IPaAIeEHTIB il BUsiBIIeHHS roauHmn». HOG,
ab6o l'icrorpama Opi€EHTOBAaHMX TPAaII€HTIB, — II€ JASCKPUITOP O3HAK, SKHI
4acTO BUKOPUCTOBYETHCS JJIs1 BUJTyUYEHHsI €JIEMEHTIB 13 JaHUX 300pakeHHs . Lle
HaWIIBUAIINN METOJI Ha MPOLECOPl, SKUU MOXKE MPAILOBATH 3 (PPOHTATLHUMU
300pakeHHAMH 1 37leTKa He (POHTAIBHUMHU. AJle BIH HE 3aTHUN BUSIBISATU
HEBEJIWKI 300pakeHHsI Ta 00poOaTH okIr031i. KpiMm Toro, mij 9ac BUSBICHHS
4acTO BUKJIIOYAIOTHCS JESKI YACTUHU MiI00PiAAs Ta YoJa.

posmizHaBanHs o0y Dlib (CNN): Lleit meToxa, Bhepiie mpencTaBiICHUN Y
ctatti 2016 poky «EdekTuBHa TexHIKa po3Mi3HABAHHS OOJIWYYSl Ha OCHOBI
CNN 3a nonomoroto DIliby», BUKOpHUCTOBY€E AETEKTOP 00’ €KTIB 3 MAKCUMAJIBLHOIO
Mapxeto (MMOD) 3 ¢ynkuismu Ha ocHoBi CNN. Ilponec HaBYaHHS ayxe
NPOCTUH, HE Ma€ HEOOXIAHOCTI B BEJIMKOMY OOCS31 JaHMX [UIsl HAaBYaHHS
CIELIAIbHOTO JeTeKTopa 00’ €KTiB. BiH Ay’ke MIBUAKO Mpaloe Ha rpadiyHOMY

MpoIecopi 1 MOXKE€ TIpaloBaTH 3 PI3HUMH OpIEHTAIlISIMA  OONIUYYS  Ha
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300paxkeHHaX. BiH TakoX MoOXe BIOpaTUCS 3 OKIIO31sIMU. AJie OCHOBHUM
HEJIOJIIKOM € T€, 1[0 BIH HABYAETHCS HA MiHIMaJIbHOMY po3Mipi o0nuyus 80*80,
TOMY BiH HE MOX€ BUSIBIIATH MAJICHbKI 00JHMYYs Ha 300pakeHHsAX. BiH Takox
nysxe noinbHUM Ha II1.

- MTCNN Face Detection: Multi-task Cascaded Convolutional Networks
(MTCNN) — ne mnardgopma, po3poOJiieHa SIK PIIICHHS SIK JJisl BUSIBIICHHS
oOnmuyysi, Tak 1 JJs BHUpiBHIOBaHHS oOnuyus. lleit Meron Bmepiie OyB
MpeACTaBICHUM y CTATTI M1 Ha3BOIO «BHU3HAaYEHHS Ta BUPIBHIOBAHHS CYTI001B
3a JOMOMOTOI0 0araTo3ajJayHuX KacKaJHUX 3rOPTKOBUX Mepex» y 2016 porii.
Lleit MeTO Aa€ HAMTOUHIII PE3YJbTATH 3 YCIX YHOTUPHOX METOAIB. BiH mpairtoe
JUist 00NKY, SIKI MAalOTh Pi3HY OpPIEHTAIII0 HA 300pakKeHHSX, 1 MOXKE BUSIBISATU
o0nryys B pi3HUX MaciiTabax. BiH HaBITh MOe BIIOpaTUCS 3 OKJIt031sIMU. Bin
HE Ma€ JKOJTHOT'0 CEPHO3HOT0 HEJIOMIKY SIK TAKOT0, aJie € MOPIBHSIHO MOBUILHUM,
HiK kKackaauuit merog HOG 1 Haar.

Face Alignment. BupiBHIOBaHHS 00JIMYYs € paHHBOIO (ha3010 CY4acHOTO MPOIECy
po3mizHaBaHHs o0nuyysi. Google MoBigOMUIIA, 110 BUPIBHIOBAHHS OOJIWYYS ITiABUIILYE
TOYHICTh MOJIe1 po3mizHaBaHHs o0nuyuus FaceNet 3 98,87% 1m0 99,63%. Lle 361ab11eHHs
TOYHOCTI Maiike Ha | BiIcOTOK. MM MOkeMo JIeTKO 3acTocyBaTu 2D BHUpIBHIOBaHHS
obnmuyust Bcepenauni OpenCV B Python. 3 xoudirypanisimu kackany haar B OpenCV €
MOJIYyJIi [l BUSIBJIGHHSI OOJMMYYs Ta ouei. BumydeHHs: Micllp JJisl Ouel JTyKe BaKJIMBO
1uisi BUpiBHIOBaHHA 00nnuus. OpenCV 3HaXOauTh pO3TalllyBaHHS OYeH 3a JOMOMOTOIO
3BUYAMHOIO KackagHoro Meroay. OTpuMaBIIM pO3TAlllyBaHHS O4YEH BUSBIECHOTO
00JM4Ys, BU MOKETE MMOBEPHYTH 300pakeHHs Ha | rpanyc, Moku oOHMIBa OKa HE CTaHYTh
ropu3oHTaNBHUMHU. lle 30UIBIINTE CKIANHICTH PIIMIEHHS, 100 BU MOIJIM BUPIBHSTHU
0o0JIMYYsl HAa OCHOBI KYTIB MDXK JBOMa OYMMAa, BUKOPHUCTOBYIOYHM IMPABWIO KOCHUHYCA.
MTCNN Takox 3HaXOJUTh JEsKl OPIEHTUPU HA OOJIMYYl, TaKl SIK PO3TAIIYBAHHS OUEH,
Hoca Ta pota. fAxuio mu BukopuctoByeMo MTCNN y KOoHBeepi po3mi3zHaBaHHS 004U,

BiH aBTOMaTUYHO BUPIBHSE BUSBIECHE O0JIMYYSI.
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Feature Extraction. BuiyueHHsI 03HaK € OCHOBHHUM 1 HaWBa)KIMBILIUM KPOKOM
1HIIlami3a1ii s po3mni3HaBaHHs 00auyysi. Bid BUTATYe 010710T14HI KOMIIOHEHTH BalllOTro
o6smaust. 111 610710T19HI KOMIIOHEHTH € pPUCAMHU BAIIOTO 00U, K1 BIAPI3ZHAIOTHCS BiT
JIOJUHYU JI0 JIIOAUHU. ICHYIOTh Pi3HI METOJH, SIKI BUAUISIOTH Pi13HI KOMOIHAIl O3HAK,
B1JIOMIi SIK BY3JI0B1 TOUKHU. JKO/[HA JIFOJMHA HE MO>KE MaTH BC1 BY3JIOB1 TOYKH, CX0X1 OJTUH
Ha OJHOTO, 32 BUHATKOM OJHOSHIICBUX OJIM3HIOKIB.

Feature Matching. OcrTaHHIM eTanmoM TEXHOJIOTIi pO3Mi3HABaHHS OOJUYYSl €
NPUUHATTS PIIIEHHS, YU 301raloThCsd PUCHU OOJIMYYS HOBOTO 3pa3ka 3 pucamu 3 0a3u
nanux oci6 uu Hi. Ii knacudikaiii Ha OCHOBI IAOJIOHIB MOXKJIMBI 32 JIOMIOMOTOI0 PI3HUX

CTATUCTUYHHUX MIIXOA1B. 3a3BUYail 1ie 3aiiMae BChbOT0 CEKYH/IU.

2.7 Po3nizHaBaHHsA 00114 METOA0OM MAIINHHOI'O HABYAaHHA

FaceNet — 1me Ha3Ba cUCTEMHU pO3MI3HaBaHHA OOJMY, SIKYy 3alpONOHYBAIN
nocmiaauku Google y 2015 pomi y crarri mig Ha3Bowo FaceNet: yHidikoBaHe
BOYZIOBYBaHHs JJIsl pO3Mi3HABAHHA Ta KjacTepu3ailii oonud. BiH qocsr HalicyyacHINUX
pe3yibTariB y 0araTbOxX €TaJOHHMX Ha0opax NaHWX pO3Mi3HAaBaHHS OOJIMY, TaKUX SIK
Labeled Faces in the Wild (LFW) 1 Youtube Face Database.

Bonu 3anpononyBaiu niaxij, y SKOMY BiH CTBOPIO€ BUCOKOSIKICHE B1JI0OpakeHHS
00nryYs 13 300paxeHb 3a JIOMOMOTOI apXITEKTyp INIMOOKOTr0 HaBYaHHSI, TaKuX sk ZF-
Net 1 Inception. IToTiM BiH BUKOPHUCTOBYBAaB METOJI, SIKUM HA3UBAETHCS TPHUILIETHOIO
BTPATOI0, SIK YHKI[IIO BTpAT JUIsl HABUAHHS 11€1 apXiTEeKTypu. PO3TIsiHEMO apXiTEeKTypy
OUIBII IETAIBHO.

ApXITeKTypa JaHOi HEMPOHHOI MepexKi 300pakeHa Ha MaJIIOHKY 2.3:

| DEEP ARCHITECTURE |o|L2|2>| 5 | Tl_r:)pslgt

Batch

Pucynok 2.3 Apxitekrypa FaceNet mepexi
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VY cBoili apxiTektypi FaceNet BHKOpUCTOBYy€e HackpizHe HaBuaHHS. Bin
BukopuctoBye ZF-Net abo Inception sik cBoro 0a3oBy apXiTekTypy. BiH Takox gonae
KiIbKa 3ropTok 1*1, mo0 3MEHmUTU KIUIbKICTh mapameTpiB. Lli moxeni rambGokoro
HaBYaHHS BHBOJATH BOYMOBYBaHHs 300paxkeHss f(x) 3 mopmamizamiero L2. TTotim mi
BKJIQJICHHS TIepeaaroThesl Y (DYHKIIIO BTpAT JJj1si oOunciaeHHs BTpar. Mera 1i€ei GyHKIii
BTpaT MOJATa€e B TOMY, 100 3pOOMTHM KBajapaT BIACTaHI MK JBOMa BOYJIOBaHUMU
300paXKE€HHSIMHU HE3aJIeKHUM BiJ] CTaHy 300pa)K€HHsS, a 103a OJHAKOBOi 1IEHTUYHOCTI
Maja, TOAl SK KBaAparT BIACTaHI MIXK JBOMa 300pa)KEHHSIMHU PI3HOI 1JE€HTUYHOCTI
BeNUKUd. ToMy BUKOPUCTOBYETHCSI HOBA (PYHKIIISI BTPATH, KA HA3UBAETHCS TPUILIIETHOIO
BTpaTolo. [7es1 BUKOpUCTaHHS TPUILUIETHOI BTPATH B 11l apXITEKTYypi MOJATAE B TOMY, 1110
BOHA 3MYIIIY€ MOJIEIb MTOCUIIOBATH MEXK1 MK TPAHSAMU PI3HUX 1JIEGHTUYHOCTEH.

[MoTpiitna ¢yHKis BTpar. BOymoByBanHs 300paxkeHHs mnpeactasieHo f(x),
Hanpukiaa x € R. Ile BOygoByBaHHs y BUTJISI BEKTOpa po3MipoM 128 1 HOpMyeThCA

TaKMM YMHOM, I10.

[re |5 =1 2.4
G = £(ef) 2+ <lF e = e || 23)
VOGO, f(x) fGe)) €T (2.6)

Je a— 1Ie TIoNe, SIKe NOTPUMYEThCS I PO3PI3HEHHS MO3UTUBHHUX 1 HETATHUBHUX
nap, a T— mpocTip 300paKeHHS.

Tomy ¢yHKIIis BTpaT BU3HavaeTbes Tak(popmyna 2.7):

L= [1FGe = £GD) |5 - 1rG = FG || + 2.7
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Axmo mnoTpifiHa (QYHKISA BTpaT JIETKO 3aJI0BOJBHSETHCS  BIACTUBICTIO,
3a3HAYEHOI0 BHIIIE, TO 1€ HE JOTIOMOKE HABUAHHIO, TO BAXJIMBO MaTH 11 TPUIUIETH, K1
MOPYIIYIOTh BUIIIEHABEACHE PIBHSIHHS.

Bubip tpumnery. 1106 3a0e3neunTy MIBUIIIE HaBYAHHS, HAM MOTPIOHO B3SITU
TPHILIETH, SKi OPYIIYIOTh HaBeIeHe BUIIE PiBHAHHA. [le o3Havae, 110 171 3a1aHoro X*
HaM MOTPIOHO BUOpATH TPUILIETH, TaKi, IO || f&x®) - f (pr )||2 € MaKCUMaJbHUM 1
If (x®) — F(xI2 € minimansauM. ['eHepyBaTH TpiliKM Ha OCHOBI BCi€l HaBYAIBLHOT
MHOXWHHU € BUTPAaTHUM 3 TOUYKHM 30py OOYHMCIEHb. ICHye aBa cmocoOu CTBOPEHHS

TPUILIETIB:

- CTBOpEHHsI TPUILIETIB HA KOKHOMY KPOIIl Ha OCHOBI MOMNEPEIHIX KOHTPOJIbHUX
TOYOK 1 0OUMCIEHHS MIHIMYMY Ta MAaKCUMYMY JJIs [T1IMHOXUHU JAHUX.
- Bubip xopcTkoro mosmtuBHOro x” i xopcrkoro meratmeHoro x” 3a
JIOTIOMOTOI0 MIHIMAJIBHOTO Ta MAaKCUMaJIbHOI'O 3HAYEHHS JIJIsl MiHI-TIAKEeTY.
Hapuanns. [{g Mojenp HaBUa€ThCS 32 JOMOMOTOI CTOXACTUYHOIO IPaJl€HTHOTO
cnycky (SGD) i3 3BoporHum mnomupeHHsM Ta AdaGrad. 1{s monenb HaBuYaeTbCsl Ha
kinactept LII mpotsirom 1-2 tuc. roaun. Criiike 3HWXKEHHA BTpar (1 30UIbIICHHS
TOYHOCTI) crioctepiranocs miciss 500 ronun TpeHyBaHHA. LI Monens HaBYaeThCs 3a
JIOTIOMOT OO JIBOX MEPEXK:
- ZF-Net. Bizyanizanis Huxue Ha pucyHKy 2.4 Bkazye Ha pi3Hi piBHiI ZF-Net, siki

BUKOPHUCTOBYIOTHCS B 111 apXITEKTYypi, 3 BAMOTaMU JI0 TaM’SITi:
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(layer | size-in | size-out | kernel |param|FLPS|
convl | 220x220x3 [110x110x64| Tx7x3,2 9K |[I115M
pooll |110x110x64| 55x55x64 | 3x3x64,2 0
morml| 55x55x64 | 55x55x64 0
conv2a| 55x55x64 | 55x55x64 | 1x1x64,1| 4K | I3M
conv2 | 55x55x64 [ 55x55x192 | 3x3x64,1| 111K |335M
morm2| 55x55x192 | 55x55x 192 0
pool2 | 55x55x192 [ 28x28x192 |3x3x192,2| 0
conv3a| 28 x28x192 | 28 x28x192 |[1x1x192,1| 37K | 29M
conv3 | 28x28x192 | 28 x28x 384 |3x3x192,1| 664K |52I1M
pool3 | 28x28x384 | 14x14x384 |3x3x384,2| 0
convda| 14x14x384 | 14x14x384 |1 x1x384,1| 148K | 29M
convd | 14x14x384 | 14x14x256 |3x3x384, 1| 885K |173M
convia| 14x14x256 | 14x14x256 |1 x1x256,1| 66K | I3M
convS | 14x14x256 | 14x14x256 |3x3x256, 1| 590K |116M
convba| 14x14x256 | 14x14x256 |1 x1x256,1| 66K | I3M
convh | 14x14x256 | 14x14x256 |3x3x256, 1| 590K |116M
poold | 14x14x256 | TxTx256 |3x3x256,2| O
concat | TxT7x256 TxTx256 0
fel TxTx256 | 1x32x128 |maxout p=2| 103M |103M
fc2 Ix32x128 | 1x32x128 | maxout p=2| 34M | 34M
fc7128 | 1x32x128 Ix1x128 524K |0.5M
L2 1 x1x128 I1x1x128 0
ol | | | [140M | 1.6B |

Pucyuok 2.4 CmiBBigHoruneuus piBHiB ZF-Net Ta BUMOT 110 mam’ sTi
y A p a

Ax moxxemo OauuTH, B apxiTekTypi € 140 MUIbHOHIB mapameTpiB, a s

HaBYaHHA L€l Mozen noTpidHo 1,6 minbsipaa FLOPS nam’sTi.

Inception. Bisyamizamisi, 300pakeHa Ha pUCYHKY 2.5 BKa3ye Ha pi3HI PiBHI

MOYaTKOBOI MOJIEI1, III0 BAKOPUCTOBYIOTHCS B 11 apXITEKTypi, 3 BUMOTAMH J10

aMm’ sTl:
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type o::f:( depth | #1x1 :«::c: #3x3 j;;:c; #5x5 P::;'(IP' params | FLOPS
convl (Tx7x3,2) | 112x112x64 1 9K 119M
max pool + norm 56x 56 x 64 0 m3x3,2

inception (2) 56x 56 x192 2 64 192 115K 360M
norm + max pool 28x28x192 0 m3x3,2

inception (3a) 28x 28 %256 2 - 96 128 16 32 m, 32p 164K 128M
inception (3b) 28x28x320 2 64 96 128 32 64 L, 64p 228K 179M
inception (3c) 14x 14 %640 2 0 128 256.2 32 64.2 m 3x3.2 398K 108M
inception (4a) 14x 14 %640 2 256 96 192 32 64 Ly, 128p 545K 107M
inception (4b) 14x 14 %640 2 224 112 224 32 64 L,, 128p 595K 117™M
inception (4¢) 14x 14640 2 192 128 256 32 64 L2, 128p 654K 128M
inception (4d) 14x 14 %640 2 160 144 288 32 64 L2, 128p 722K 142M
inception (4e) TxTx1024 2 0 160 256.2 64 1282 | m3x3.2 717K S56M
inception (5a) TxTx1024 2 384 192 384 48 128 L2, 128p 1.6M 78M
inception (5b) TxTx1024 2 384 192 384 48 128 m, 128p 1.6M 78M
avg pool 1x1x1024 0

fully conn 1x1x128 1 131K 0.1M
L2 normalization 1x1x128 0

total 7.5M 1.6B

Pucynok 2.5 CriBBiJHOIIEHHS PI3HUX PIBHIB MOYATKOBOI MOJIEII Ta BUMOT J10

mam’ STl

Sk Moxkemo 6auuTH, B apXITEKTYpl BChOro 7,5 MUIbIHOHIB MapaMeTpiB, ajie AJis
HaB4YaHHS 1i€l MoJeni noTpiOHo 1,6 minbsipaa FLOPS nmam’sti (cxoxe Ha ZF-
Net).

Pesynbratu. 1l Moaens BUKOPUCTOBYE 4 PI3HI TUIU apXiTEKTypu s HAOOpy
nanux Labeled Faces in the wild ta Youtube Face DB.

Labeled Faces in the Wild naGip manux. L{g apxiTekTypa BUKOPHUCTOBYE
CTaHJAPTHUU MPOTOKON 0€3 oOMexxenb st Habopy nanux LFW. Ilo-niepie, s monens
BUKOPHUCTOBYE 9 HaBYAIBHUX PO3AUTIB, OO BCTAHOBUTH MOPOTOBE 3HAUEHHS BIACTaHI
L2, a notim Ha gecaToMy po3moiii BoHa Kiacu(iKye IBa 300pakeHHs SIK OJHAKOB1 a00
pi3HI.

s momens pocsirae TowyHOCTI Kimacuikamii 98,87% 3 0,15% cranmapTHOi
noMuJiku. L{e 3MeHIrye 4acToTy MOMWIOK, TIpo siki moBiomisie DeepFace, Oinbln HIXK Y
7 pa3iB, a iHi11 HaiicyuacHimn Deepld — na 30%.

Hartacer Youtube Face. YV nabGopi manux Youtube Face moBimomisieTbCcsi Tpo
TO4HICTb 95,12% 31 cTanapTHOIO oMuiikoro 0,39, BukopuctoBytouu nepiri 100 kaapis.
Ile xpame, HiXk 91,4% TouHIiCTh, 3anrponioHoBaHa DeepFace, 1 93,5% Bix Deepld na 100

KaJpax.
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TakuM 4MHOM SK pe3ynbTaT Oyja OTpPUMaHa MOJENb, 10 € HE3MIHHOIO II0J0

OKJII0311, TT03H, OCBITJICHHS Ta HABITh BIKY TOIIIO.
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PO3/ILT 3
APXITEKTYPA TA IIPOEKTYBAHHS ITPOTPAMHOT'O
3ABE3NEYEHHS

3.1 ®opMyBaHHS BUMOT 10 IPOIPAMHOI CUCTEMH

B cucrtemi, mo po3po0isieTses, GirypyroTh TpU OCHOBHI TPYyIU KOPUCTYyBadl, 1110
MaroTh Pi3HY POJIb Ta MpaBa JOCTYILY:

- KIHIIEBI CIIOXHWBayi (3BUYaiiH1 KOPUCTYBayl CUCTEMH);

- aJAMIHICTPATOPHU CUCTEMHU;

- aJAMIHICTPATOPH, 110 KEPYIOTh JIOKAIISIMHU.

VY nonatky A 300paxkeno Use-case aiarpamy akTopa-aJMiHICTpaTopa, 10 KEpye
JIOKAIII€10 JTOKAIIIEIO.

OcHoBHI ¢yHKIIi1, 1110 HOMY JOCTYIIHI:

- peecTpartis;

- aBTOpH3AIIis;

- Meperiis CIUCKY KaMep CXOBY, L0 3aKpIIUIeH] 3a HOTro JIOKALI€L0;

- Meperyii CTaHy KaMep cXOBY (il HOTOYHOIO CTaTycCy);

- o0paTu Kamepy CXOBY 31 CHUCKY 1100 BUAAIUTH a00 BIAKPUTH;

- JI0JJaTH HOBY Kamepy CXOBY JI0 BJIACHOI JIOKAIIii;

- MaTH JOCTYII JI0 CTATUCTUKU HAUOUIbII 3aBAHTAXKEHUX JIOKAIIIH.

[IpukianoM aamiHicTpaTopa JoKallii Moxe OyTH OXOpPOHEIb B CyepMapKeTi, 110
BUPIIIUB MOCTAaBUTU PO3YMHI KaMEpPHU CXOBY 3aMICTh CTapHX, aHAJOTOBUX, J0 SIKUX MU
3BUKIJIH.

Ha pucynky y nonatky b 300paxeno Use-case aiarpamy 3BU4aifHOr0 KOpUCTyBayda
CUCTEMH (CIOKHUBAYA).

OcHoBHI ¢yHKII1, 1110 HOMY JOCTYIIHI:

- peecTpartis;

- aBTOpH3AIIis;
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- Teperiisi]l KapTH 3 BUIbHUMHU KaMepaMu CXOBY;

- o0patu Kamepy;

- ohopMUTH 30€pEIKECHHS,

- o0paTu mIaTHUKA NOCHYT (CIUIATUTH CAMOMY YH CIUIATUTh OTPUMYBay);

- o0paTtu oTpuMyBaya, IOCTyI J0 KaMEpPU MOXKYTb OTPUMATHU Biipa3y JEKUIbKa

KOPHUCTYBayiB;

- BHUCTaBHUTH 4Yac, Ha SIKMX TOBap OyJie MOKIAJIeHO Y KaMepy;

- TOPOJOBXKEHHs 30epiraHHs TOBApY;

- Meperyisijl CUCKY 3aMOBJICHb ;

- (iapTpalis 3aMOBJICHb 32 iX CTaTyCOM;

- 00paTu 3aMOBJICHHS;

- 3MIHUTH OTpUMYBaya,;

- BIJKPUTH KaMepy;

- TOPOJOBXKUTHU 30€piraHHsl.

VY nonarky B 300paxeno Use-case aiarpamy ajMmiHICTpaTopa CUCTEMH.

Ile HaliicUIbHINIA B CUCTEMI JIFOJWHA 34 TIOBHOBAYKCHHSIMH.

[leit T KOPUCTYBAYiB MOXKE MEPErNITHYTH aOCOJIIOTHO BCl KaMe€pu CXOBY, IO
HasBHI B CHUCTEMIi, MOJAMBUTUCS iX CTaH, BUJAIUTH 3 CHCTEMU abO BiJpenaryBaTu
1H(opMalIlito Mpo HUX.

Takox caMe aJMIHICTPATOP 3aiIMaETHCS TUM, 1110 MM1ITBEP/HKY€E HOB1 KAMEPH CXOBY
Ta J03BOJISA€ iM (PYHKIIIOHYBATH MOBHOIIHHO, BAUKOHYBAaTH 3aMOBJICHHSI CIIO’KHBAYI1B.

Came aaMIHICTPATOPY TAKOX JIOCTYIMHUN CIHMCOK YCiX 3aMOBJI€Hb, Ta CaM€ BIiH
MOX€ BIIKPUTHU OYJIb-SIKy KaMEPY CXOBY.

3aBIsKU aAMIHICTPATOPY 3BUUAMHUX 3apEECTPOBAHUIN KOPUCTYBAaY CUCTEMH MOXKE
CTaTH aMIHICTPATOPOM, 3aKPITIJIEHUM 32 JIOKAIIIEIO.

AJZIMIHICTpaTOp JOKAIil 3aBXAM Mae OyTH 3akpillIeHHM Xxoya O 3a OJHIEIO
nokaitiero. [{ns uporo moTpioHO 0OpaTu OJHY 3 HAABHUX JoKalii. Takum YuHOM JaHuit
KOPUCTYBa4 MaTUM€ 3MOTY aJIMIHICTPYBAaTH OOPaHOIO JIOKALIELO.

Mo:kHa 3aKpINUTH Biipa3y AEKUIbKa JIOKAI[IX 3a OJHUM aJIMIHICTPATOPOM JIOKAIII.
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OcHoBHI ¢QyHKII1, 1110 HOMY JOCTYIIHI:

aBropu3arlis [ 14];

Meperisii CHUCKY BCiX KaMep CXOBY;

Meperiisii CTaHy KaMepu CXOBY;

oOpaTtu KaMmepy CXOBY MO0 BHAQIUTH ii 3 cuUcTeMuU abo BiapeaaryBaTu
iH(opMallito npo Hei;

M1JITBEPIUTH HOBY KaMepy CXOBY;

MePEerJisi/i CIUCKY 3aMOBJIEHb;

oOpaTu 3aMOBJIEHHS, 1100 MaTH 3MOTY BIJIKPUTH Kamepy CXOBY, IO HOTO
BUKOHYE;

J0/IaTH aIMIHICTpaTOpa JIOKAIlii;

MEePEerisTHyTH CIUCOK BCIX aJAMIHICTPATOPIB, IO 3aKPIIUICH] 32 JIOKAIIIEIO;
o0patu 0AHOTO aAMIHICTPATOPA, 100 NEPETTIIHYTH CIHCOK yCiX MOro JIOKAIli,

BUJIAJIUTH JIOKAIIi10, a00 10/1aTH HOBY.

OTxe, TakuM 4YUHOM OyJo c(OPMOBAHO OCHOBHI (PYHKIIOHAJIbHI BUMOTU J10

CUCTEMH, Ha OCHOBI SIKMX OyJIO CIIPOEKTOBAHO KOPUCTYBAlIbKUM 1HTEpENC.

3.2 UML npoexryBanns I13

VY nonatky I' 300pakeHO OCHOBHI KJ1acu BE€0-104aTKy CUCTEMHU.

TakuM yuHOM OYJI0 BUALIEHO 6 OCHOBHUX CYTHOCTEH Ta 3B’SI3KM MK HUMHU.

Kinac «KopuctyBau» (User) mae Taki atpulyTu:

1d — yHiIKanpHUH 11eHTU(IKATOP;

email — eleKTpoOHHA aJpeca KOPUCTyBaua, € YHIKAJIIBHOIO y MEXaX CUCTEMU;
phone number — TenepoH KOpUCTyBaya;

first name — iM’s1 KOpUCTyBaua;

last name — npi3BuUIIEe KOPUCTyBaya.

Knac «KopucryBau» mae Taki METOIN:

admin? — mpeuKar, 1o CBIIYUTH MPO TE, € KOPUCTYBAY aAMIHICTPATOP, YU Hi;
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- location_admin? — mnpenukar, WO CBIAYUTH NOPO TE€, € KOPHUCTYBAd
aJMIHICTPATOPOM JIOKAIIli, Y HI.

Kinac «Kamepa cxoBy» (Box) Mae Ttaki aTpudyT:

- 1d — yHiKanbHUY 11eHTU]IKATOD;

- secret_key — cexkpeTHHMI K04, 3a SIKUM 3JIIMCHIOETHCS JIOCTYI J0 Kamepu
CXOBY;

- payment per hour — cyma, sIKy KOPUCTYBay IMOBUHEH CIUIaTH 32 OJHY TOAUHY
KOPUCTYBAaHHSI KAMEPOIO CXOBY;

- location — mocunanus Ha kiac «JIokaris» (Location), o 36epirae indopmaiiiro
PO MICIE3HAXO/P)KEHHS KaMEepU CXOBY;

- locked — OyneBe 3HaueHHs, 110 TOBOPUTH MPO TE€, 3aKPUTA Kamepa CXOBY B
JaHU MOMEHT YU BIJKpUTA.

Knac «Jlokamis» (Location) mae Taki aTpuOyTu:

- 1d — yHIKaJIbHUI 11eHTU(]IKATOP

- location_name — Ha3Ba sokarii, Hanpukiana, TL «KapaBan»

- Ing — mmpora noxkariii (CkIa70Ba YaCTUHA KOOPAUHAT HA MiCII€BOCT1)

- Itd — noBrota nokaiii (ckagoBa YacTMHA KOOPJAUHAT HA MICIIEBOCTI)

Knac «Jlokamis» (Location) 6e3mnocepeinbo 3B’ s13anuil 3 kiiacoM «Kamepa cxoBy»

(Box), ockinbku 0€3 JoKalii iCHyBaHHS KaMepU CXOBU HE € MOXKIUBUM.

Kinac «3amoBnenns» (Order) mae Taki aTpuOyTHu:

- 1d — yHiKanbHUY 11eHTU]IKATOD;

- started at —4Jac, KoJIM 3aMOBJICHHSI TIOYAJIO JISITH;

- ends_at — yac, KOJIu 3aMOBJICHHSI [IepECTaE JIATH;

- recipients — KOpPHUCTyBaul, L0 € OTPUMYyBadyaMHu 3aMOBJEHHS, TOOTO IIe
KOPHUCTYBaul, LI0 MAalOTh 3MOTY BIJIKPUTH KaMepy CXOBY IICIs TOTO, SK
3aMOBJICHHS IIOYAJIO JISATH,

- payment type — TUI OIJIaTH, TOOTO XTO CIIa4yI0 3aMOBJICHHS, BIIIIPABHUK, YU
OTpUMYBaY;

- payer — IUIaTHUK 3aMOBJIEHHS, TOOTO KOPUCTYBay, 1[0 HOT'0 MOBUHEH CILIATUTH;
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- closed at — yac, konu 3aMOBJIEHHS OyJ10 3aKpPUTO, TOOTO BUKOHAHO.

Kinac «Tpanuakuis» (Transaction) Mae Taki aTpuOyTH:

1d — yHIKanbHUHN 1IeHTU(IKATOD;
- order — nocunanHs Ha kjac «3amoBieHHsD» (Order), 3a sike OyJ10 CIIAY€HO;
- payer — nocwianHsi Ha kinac «KopuctyBauy (User). lle mone mae 3HaueHHs
MJIaTHUKA 3aMOBJIEHHS, TOOTO KOpUCTYyBaya, 110 HOT0 CILJIATUB.;
- paid_at — gac, Koau 3aMOBJIEHHS OyJIO CIUTa4€HO, TOOTO Yac, KOJIM TPaH3aKIlis
OyJa cTBOpEHa.
Knac «Tpanmakuisi» (Transaction) Oe3nocepeHbO 3B’sI3aHUM 3 KIIacoM
«3amoBneHHs» (Order), OCKUIbBKM BIH CTBOPIOETHCS TUIBKU TOJI, KOJHU Bi0OYyBa€ThCs
CIUIaTa 3a 3aMOBJICHHS.

Kinac «lis» (Action) mae Taki aTpuOyTu:

1d — yHIKanbHUHU 1IeHTU(IKATOD;
- order — mocunanHs Ha kjac «3amoBieHHs» (Order), Han sikuM BinOyBasiach
Oyllb-SIKa Jis 3 THX, 1[0 CIOCTEPIra€eThCs;

- user - nocunanHs Ha kiac «KopuctyBauy (User), ikuil cipaBUB Jito;

- action_type — tun aii, mo O0yJna 3po0ieHa.

Kinac «lis» (Action) 6e3mocepeiHbo 3B’ s13aHuM 3 Kj1acoM «3amoBieHHs» (Order),
OCKUIbKH BIH CTBOPIOETHCSI TUIBKHM TOJ1, KOJU BiOYBAa€ThCS OyAb-siKa Jisl 3 TUX, IO
CIIOCTEPITAETHCA.

OnHi€l0 3 YacTHUH CHUCTEMHU € 3aCTOCYBaHHS, 4epe3 sKe MPOrpaMHi MPUCTPOT
(Kamepamu CXOBY) B3a€EMOJIIIOTH 3 IHIIMMHU KOMIIOHEHTAMU CUCTEMU. [HIIMMH ClIOBaMHu,
TUIBKH Yepe3 1eH 10JaTOK KaMEPH CXOBY MOXKYTh HaJlaTH 1HPOPMAILit0 PO CBIM CTaH YU
OTpUMAaTH KOMaHJy BiJl OCHOBHOTO cepBepy. OCHOBHI KJIacH, 3 SIKUX CKJIQJA€ThCS JaHe
3aCTOCYBaHHS 300pakeHi y qoaaTky I.

Kinac «Environment» Buaae AOCTYI 10 JaHUX, K1 3MIHIOIOTHCS B 3aJIEXKHOCTI BiJl

cepeau, B SIKIM 3amyllleHa nmporpama.
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Hampuxnan, URL, 3a skuMm gaHa mporpama 3BEPTA€THCSA 10 CEPBEPY CHUCTEMH,
3MIHIOETBCSA 3aJ€KHO BIJ TOTO, B SIKOMY DPEXHMI 3alyll€HAa CHUCTEMa — B PEXHUMI
PO3pOOKH UM HI.

Meton xnacy «Environment» — get initial uri — noseprae URL cepsepy, 110
00CIIyroBy€ JJaHe 3aCTOCYBaHHSI.

Kinac «SystemDatal.oader» BizinoBijae 3a CUCTEMHI JaHI.

Bin BuUBaHTaxye Ta MOBEpTA€ YHIKAIBHUN 1IEHTH(IKATOP KaMepu CXOBY, HOMEP
MHY, KU 0/1a€ HANPYTy HAa 3aMOK Ta CEKPETHUI KIII0Y, 32 SIKUM CepBep 1AICHTH]IKYE
JeBaic.

Metonu kiacy «SystemDatalLoader»:

- get secret key — moBepTae CEKpETHUW KJIIOY, 3a SIKUM CepBep 1AeHTU(DIKye
JICBAMC;

- get pin_num — NOBEPTaE HOMED MIHY, SIKUN MMOJIa€ HAMIPYTY Ha 3aMOK;

- get box_id — noBepTae yHiKaIbHUI 11€HTU(DIKATOP KaMEPU CXOBY;

Buxknuk knacy «Init» HeoOXiAHUMN pU NEPIIOMY 3aBAaHTAXKEHHI KaMEPHU CXOBY.

Metoau kinacy «Init»:

- post _form — Biampanisie AaHl MPO HOBY KaMepy CXOBY Ha CEpBEP, IO KEpye
MPUCTPOSIMU;
- store_box id — 30epirae yHiKanbHUI 11€HTU(DIKATOP KaMEpU CXOBY, SIKHIl OyJ10
OTPUMAaHO Y BIAMOBII cepBepa Ha 3aluUT 1HIIHATI3allii.
Kmac «Inity Bxiouae B cebe MoxusmBOCTI kiaciB  «Environment» Ta
«SystemDatal.oader».
Kiac «StatesService» Bianpaniisie 3aUT Ha CEpBEP LIOA0 MOTOYHOTO CTaHy JAHO1
KaMepH CXOBY Ta MOBEPTAE PE3YJIbTAT 3aIUTY.

MeTtonu kiacy «StatesService»:

- get_state — BiJilpaBJisi€ 3alUT HA CEPBEP Ta MOBEPTAE MOTO BIAMOBI/Ib;
- parse_state — JicTae 3 BIJIIOBIJII CEpBEPA CTaH AAHOTO JEBAICY.
Kmac «StatesService» Bkitouae B cebe MOXKIHMBOCTI KiaciB «Environmenty Ta

«SystemDatal.oader».
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Knac «GpioController» koHTpostoe Hampyry, IO MOJAEThCA HaA MIH gpio
Mikpokomi totepa RaspberryPI [15].

Knac «GpioController» Mae eaunuii atpuOyt — gpio pin_num, uio 30epirae
1H(opMallito mpo miH gpio, Bl HAPYTHU SKOTO 3aJIEKUTh CTaH 3aMKY KaMEPH CXOBY.

Metoau knacy «GpioControllery:

- get_state — BiJilpaBJIsi€ 3alIUT HA CEPBEP Ta MOBEPTAE MOTO BIAMOBI/Ib;
- set numbering — BHUCTaBlisIE HyMepallil0 pO3TalllyBaHHS gpio MIHIB
MikpokoMIl toTepa RaspberryPl;
- setup_signal — BCTaHOBIIO€ BUXIJHUN CUTHAJI gP10 M1HA;
- set_high — Haka3zye MIKpOKOMIT I0T€py NOJAATH BUCOKY HAMPYTy HA gpIo MiH;
- set_low - Haka3zye MIKpOKOMII I0TE€PY NPUIIMHUTH [10OJa4y BUCOKOI HAPYTH Ha
gpio MiH;
- clean up — 3aBepurye ceaHc poOOTH C gpiO MIHOM, BUKJIMKAETChS MPU
3aBepIIeHHI POOOTH.
Kinac «Safe» - kiac, 1o KOHTpOJII0E pOOOTY BCHOTO Cedy.
Knac «Safe» mae enunuii atpubyt — gpio_controller, mo ex3eMIuIsipoM Kiacy
«GpioController». HeoOximauii 11t TOro, 1100 MaTH 3MOry KOHTPOJIFOBATU CTAH 3aAMKY
KaMepHU CXOBY.

Metoau knacy «Safey:

- run — po3no4YrHae podboTy cedys;

- set_state — nonae komanay Ha «GpioController» siky Hanpyry mojiaTu Ha IiH.

3.3 lIpoexryBanHnsa apxirexkrypu 113

Ha pucynky 3.1 300paxkeHo Jiarpamy po3ropTaHHS CUCTEMHU.

Takum ynHOM OYJI0 BUPILIEHO, 1110 cUcTeMa OyJie CKIaaTUCs ¢ 9 KOMIIOHEHTIB:

- OCHOBHOTO CEpPBEpY, 1110 0OOCIYTrOBY€ BEO-KIIIEHT;
- OCHOBHOI 0a3u JaHUX, Je 30epiraeThcs ciayx00Ba nHGOpMaIlIis;

- cepBepy, 10 00CIyrOBy€ KaMepHU CXOBY;
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0a3a gaHuX, 1m0 30epirae MOTOYHUI CTaH KaMep CXOBY;

BEO-KIIIEHTY, dYepe3 SKUU CHOXKUBaul Ta aIMIHICTPATOPU B3AEMOMIIIOTH 3
CUCTEMOIO;

KIIIEHTY, 1[0 KEPYE MPUCTPOSIMU (KaMepaMH CXOBY);

CepBicy, IO BIAMOBIJIA€ 32 AaBTOPU3AIIIIO Ta ayTeHTU]IKAIIIIO;

0a3u aHUX cepBicy ayTeHTHU(IKaIlli Ta aBTOpU3aIlli,

HEUPOHHOT Mepexl, 0 1IeHTU(IKYE KOPUCTYBaya Mo 300pa’keHHIO.

Auth App DB Main App DB Hardware DB

PostgresQL PostgresQL PostgresQL
DB DB DB

Ruby on Rails framework Ruby on Rails framework Ruby on Rails framework
API API API
Auth 4 Main app Hardware 4
service server server
HTTP/HTTPS HTTP/HTTPS HTTRMMTTPS

Face recognition
network Web-client Hardware app

Web browser RaspberryPI3, Raspbian OS

Neural network Web app
(Vue.js)

Hardware
control
app

Pucynok 3.1 Jliarpama po3ropTaHHs CUCTEMU
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OcHoBHuii cepsic cucteMu(Main App Server) iHKancyroe 013HEC JOTIKY CUCTEMU
Ta BC1 OCHOBHI MpOIIECH, 1110 B Hii BiOyBawoThca. Hampukmian, came 1ei cepBic Mae
iHTepdeiic opopMileHHS 3aMOBJICEHHS Ha KaMepy CXOBY, TakKOX BIH BIAMNOBITA€ 3a
CTBOPEHHS Ta Meperisij TpaH3aKiliil OkpeMoro kopucryBaua. Sk Hacniok Main App DB,
3 SIKOIO B3a€MOJIl€ OCHOBHHUII cepBep, 30epirae BCIO HEOOXIIHY ISl IILOTO 1HPOPMAILiO.

Hardware server BigmoBijlae 3a HaJaHHsS aKTyaibHOI iH(GOpMaIlii MO0 CTaHy
OKpEMOi KaMepu CXOBY, TaKOX Il cepBic Mae 1HTep(elCc OHOBICHHS ii MOTOYHOTO
CTaHy.

JaHa peatizaliisi MOTUBOBaHAa THM, 1110 B CUCTEMI MepeadaueHa BeJIUKa KIJIbKICTh
KaMmep CXOBY, sIKl MalOTh BIJICUJIATH 3aMUTH 3 CYTTEBOIO 4acTOTOIO [7]. st po3noAineHHs
HaBaHTAXEHHS OYyJIO BUPIIIEHO PO3AUIUTH CEPBEPHY YUaCTUHY CUCTEMH 332 TPU3HAUCHHSIM
[6].

[ToTouHuMii cTaH KaMepu CXOBY 30epiraeTbcs y BiANOBIAHIN 0a31 nanux(Hardware
App DB).

Auth Service BignoBizae 3a ayreHTudikaiito Ta apropusaiito. HeoOxiaui nani nmis
1bOro 30epiratoTbes y BiANOBIAHIN 0a3i ganux Auth App DB.

Face Recognition Network — HelipoHHa mepexka, 1o BukopuctoBye Auth Service
JUTsl ayTeHTU(dUKAILT KOPUCTYyBaya 3a 300paKeHHSIM.

Ha pucynky 3.2 300paxeHo Jiarpamy, o UIFOCTPY€E B3aEMOJIII0 MikK CO0O0I0 BCIX
9 nporpaMHUX KOMIIOHEHTIB [8] cuctemu.

Beb6 nomatokx (Web app), uepes sikuii Crio)KruBadl Ta aAMIHICTPaTOPH B3a€EMOIIIOTh
3 CUCTEMOIO Ma€ 3B’ 30K TUIbKH 3 TOJIOBHUM cepBepoM (Main App server).

["onoBHUIt cepBep, Ta cepBep, 110 00CIYrOBY€E KaMepH CXOBY, MalOTh OKpeMi 0a3u
nanux(Hardware DB Tta Main App DB). TakuMm 4uriHOM 111 1Ba CEpBICH € MaKCUMAJIbHO
HE3aJIeXKHUMU OAWH BiJl oAHOro. TakoX BHECEHHS 3MiH B OAHY JIOTIYHY YAaCTHUHY HE
BUMAara€ BHECEHHs 3MiH B 1HIY. AJie B pa3i 3MIHEHHSI CTaHy KaMepH CXOBY(BIAKPUTTS

a00 3aKpUTTS 3aMKY) BUMarae J01aTkoBoro 3anuty Ha Hardware server.
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Kamepu cxoBy B3aemMoit0Th 31 CBOiM okpemuM cepBepom (Hardware server) uepes
KIIIEHTChKUI nogaTok Hardware App, 1o po3ropHyTo Ha MikpokoMIl toTepi Raspberry
Pi 3.

3 Auth Service B3aemomie Tiibku Main App server 3apaau ayTeHTU(]IKyBaHHS
KOpUCTyBaua Ta MEpPeBIpKy MOro mpap Ha MPOBEJEHHS BIJIMOBIIHOI omepallii B paMKax
CUCTEMH.

3 Auth App DB B3aemosie Tinbku Auth Service 1 uuTaHHS Ta 3aNIUCY TaHUX, 1110
HEeOoOXiAH1 sl ayTeHTu(iKallii OKpPEeMOro KOpHCTyBada Ta TME€pPEBIPKU HOro

ITIOBHOBAXXCHb.

Auth App DB Main App DB Hardware DB

N/ NV iV
Auth service <‘:> Main app server <:> Hardware server
VA AN Zix

Face recognition network Hardware app

Pucynok 3.2 Jliarpama, 1110 1JTFOCTPY€ B3a€MOJIII0 MPOrPAMHUX KOMIIOHEHTIB

CHUCTCMH
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Face Recognition Network mnpwuiimae 3anutu Ha TmEpeBIpKY BIAMOBIIHOCTI

KOpHUCTyBaua 3a oro ororpadicro Ta HaJae BiJINOBIIb HA HUX CEPBICY ayTeHTHU(IKAIIIT.

3.4 IIpoekTyBaHHS CTPYKTYpPH 30epiraHHs JaHUX

basza naHux € HeB11’€MHOIO CKJIaJ0BOIO Maiixke 0y ab-sIKO1 IPUKIIAIHOI CUCTEMU, T
MporpaMHo-anapatHa cucteMa "[HTenexkTyaabHuil ceiid'" He € BUHSITKOM.

[Iporec npoektyBaHHs 0a3u naHux [9] ckiiamgaeThes 3 BU3HaUCHHs IHPopMaliii, axa
noTpiOHa OyTH MPUCYTHHOIO B CUCTEMI.

Buxoasuu 3 GpyHKIIIOHAIBHUX BUMOT 10 CUCTEMHU, MA€EMO TaKi OCHOBH1 CyTHOCTI:

- KOpPHCTYBady;

- Kamepa CXOBY;

- JIOKAIlis;

- 3aMOBIJICHHS;

- TpaH3aKIIis;

- s

€ nexiuipKa BUMOT Ta 0OMEKEHb J10 MOBEIIHKU ONMMCAHUX BUILE CYyTHOCTEM:

- KOpHUCTYyBad MOXE MaTH MpaBa aaMIHICTpaTopa, 10 HAJAIOTh HOMY OLIbIIE

MOBHOBa)XEHb B MEX1 CUCTEMHU;
- KOPHUCTYBay MOXe€ 3aiMaTH PoJib aJMIHICTpaTOpa JOKalliil, 0 HAAalTh HOMY
MpaBa aJIMiHICTPYBaHHS KaMepaMH CXOBY B MeX1 MEBHOI JIOKAIIii;

- KamMepa CXOBY 3aKpiIljieHa TIIbKHU 32 OJHIEI0 JIOKAIIEIO;

- 3aMOBIJICHHSI MOX€E OYTH CTBOPEHE TUIBKH HAa OJTHY KAMEPY CXOBY;

- 3aMOBIJICHHS 30€epirae TIILKU OJIHOTO0 KOPUCTYBaya, 1110 HOro CTBOPUB;

- 3aMOBIJICHHS] MO€E CIUIATUTH TUIbKU OJIMH KOPUCTYBaY;

- 3aMOBIJICHHSI MO€E MaTH JEK1IbKa OTPUMYBaUiB;

- KOPHUCTYBa4 MOXe OyTH OTpUMYyBaueM JIEKIJTbKOX 3aMOBJICHb;

- HaJl 3aMOBJICHHAMM MO’K€ B1JI0yBaTUCh Oararto iif;

- KOPHUCTYBa4 MOKe OyTH 1HII[IaTOPOM OaraTbox MAiif;
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- J10 3aMOBJICHHS MO>K€ BIAHOCUTHUCH 0araTo TpaH3aKIlii;

- KOPHUCTYBay MO>X€ CTBOPIOBATH 0arato TpaH3akiliil Haj| 3aMOBJICHHSIMU,

- KOpHUCTYyBad MOXXE MaTW JeKiIbka 3aBaHTaxkeHUX ¢dortorpadiii cebe s

MoAaNbIIOT aBTEHTU]IKAIIT 110 0OIUYYIO.

OCKITbKM CHCTEMa TOJAUIEHA Ha JEKUIbKa OKPEMHUX CEpBICIB, IO MAarTh
KapJAWHAJIBHO Pi3HE JIOTIYHE MPU3HAYEHHS, TO 1 CXOBHINA JaHUX, III0 HEOOX1THI JIs iX
(yHKL10HYBaHHS, TAKOX MalOTh OyTH OKPEMHUMH cepBepaMu 0a3u JaHUX.

TakuM UYMHOM MaeMO TpH 0a3M JaHUX:

- Auth App DB;

- Hardware App DB;

- Main App DB;

Ha pucynky 3.3 HaBeneHO cxemMy 0a3u JaHUX CepBiCYy aBTeHTHU(DiKaIIii.
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Admin user
id :int
user_id :int
A
1
Attachemnt
id :int
record_id : int 1
record_type : string m User
name : string id :int
blob_id : int email : string
1 ] password : string
first_name : string
last_name : string
1 1
Blob
id :int
key : string
file_name : string
content_type : string m
metadata : string A 4
Location Admin
service_name : string
id :int
byte_size : bigint
user_id : int
checksum : string
location_id: int

Pucynok 3.3 Cxema 0a3u qaHux cepBicy aBTeHTUDIKaIil

CyTHICTh «aJIMIHICTPATOP-KOPUCTYBaw» HEOOXiAHA JJIsi TOro, moO 30epiraTu
iH(opMallito Mpo Te, XTO 3 KOPUCTYBAUIB CUCTEMU Ma€ MpaBa aJIMiHICTpaTopa.

CyTHICTh «aaMiHICTpaTOp» JOKaliil HeoOxigHa s Toro, mo0 30epiraTu
iHpopMalito Tpo Te, SKUM KOPUCTyBau Ta Ha SKIM came JIOKallli Mae IpaBa
aaMiHICTpaTopa.

CyTHICTh «KOpUCTYBau» HeoOXiJHa isl Toro, o0 30epiratu iHdOpMaLio Npo

KOpHUCTYBaua: HOro moBHE 1M s, €IEKTPOHHY aJIpecy Ta MapoJib.
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CyTHICTh «BKJIaJCHHS» Ta 3aJI€’KHA B/l HE1 CYTHICTb BIIMOBIAAIOTH 32 30€pEKEHHS
MOB'SI3aHOI0 3 3aBaHTaXKeHUMU (hoTorpadisiMu KopucTyBaya iH(popMmaiiii.
[InsxoM mNpoeKkTyBaHHs Oa3uW AaHUX OYJO BHSBICHO HACTYyIHI 3B A3KH MIXK
CYTHOCTSIMHU:
- KopucTyBad — aamiHicTpatop-kopuctyBad (Admin user — User) — oauH 10
OJITOHO;
- kopuctyBau — anMminictpaTop jdokaui (User — Location Admin) — ogun 10
0araThox;
- kopuctyBay — BkiageHHs (User — Attachment) — oqun 10 0aratbox;
- BKJaJeHHs — 0100(Attachment — Blob) — onun no oanoro.
Ha pucynky 3.4 HaBeneHO cxemy 0a3u JaHUX CEPBICY, 10 OOCIYroBy€e KaMepu

CXOBY.

Box

id :int

size_id : int

location_id : int
payment_per_hour : double

locked : boolean

m

1

A 4
Location

id :int
longitude : decimal

latitude : decimal

location_name : string

Pucynok 3.4 Cxema 6a3u JaHUX CEpBICY, 110 OOCTYTOBY€E KaMEpHU CXOBY

CyTHICTh «Kamepa CXOBY» HeoOximHa mig 30epekeHHs iHdopmalli 1010

MOTOYHOTO CTaHy ceidy, Horo po3MipiB Ta I[IHU 32 HOr0 BUKOPUCTAHHS.
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CyTHICTh «JIOKaIlis» HEoOXiaHa JyIsl TOro, 1o 30epiraTu iHdOpMaILi0 1010
JOKallii, Je po3TalioBaHa rpyna kamep cxoBy. Jlo 1iei iHpopmamii HaJIeKHUTh ii
MICII€3HAXOKEHHA(IIUPOTA Ta JOBrOTa) Ta O€3MOCepeIHbO Ha3Ba IIi€l JIOKAITi.

[nsxoM MpoekTyBaHHs 0a3u JaHUX OyJ0 BUSABICHO HACTYNHHH 3B’SI30K MIXK
CYTHOCTSIMH:

- nokarlis — kamepa cxoBy(Location — Box) — onun 10 6aratbox.

Ha pucynky 3.5 HaBeqieHO cxemy 0a3u JaHUX OCHOBHOTO CEPBICY.

Actions
id :int
order_id : int Order
. m
user_id : int 1 id :int
ti : stri i
action_type : string starts_at : datetime

ends_at : datetime
payment_type : string

payer_id (User) : int

Recipients closed_at : datetime
id : int ,T///” creator_id (User) : int
order_id : int 1 box_id : int
user_id : int

1
Transactions
m

id :int
order_id : int

payer_id (User) : int

paid_at : datetime

Pucynok 3.5 Cxema 6a3u JaHUX OCHOBHOT'O CEPBICY

CyTHICTh «3aMOBJICHHS» HeOOXigHa st 30epexkeHHs 1HQopmarlli 110110
OpOHIOBAaHHS KaMepH CXOBY, a caMe KOJIM 3aMOBJICHHS BCTYIIA€ B CHITY, KOJIM OUYIKY€EThCS
HOro 3aBepIleHHS, K caMe MOoCIyry OyJie CIUIaueHo, XTO 11 cIlayye abo CIIaTUTh, XTO

Horo iHII[II0OBaB Ta HA SIKy caM€ KaMepy CXOBY 11€ 3aMOBJIEHHS 0yJ10 0OPMIICHO.
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CyTHICTB «J1is)» Ma€ MpU3HaYEHHsI 30epiraTu iCTOPito M1, o Oyiu 3/11MCHEH] HaJl
3aMOBJICHHSIM Ta KUM caMe€ BOHU OyJIH 3/1MCHEHI.

CyTHICTh «TpaH3akiis» 30epirae iH(opMallilo Mpo IIaTexi 3a 3aMOBJICHHS Ta
CaMoro IUIATHHKA.

CyTHICTh «OTpUMYBau» 30epirae iHPopMaIlito mpo Te, XTO caMe Ma€e OTPUMYBaTH
3aMOBJICHHS.

[nsxoM mNpoeKkTyBaHHsA 0Oa3uW AaHUX OYJO BHSBICHO HACTYyIHI 3B A3KH MIXK

CYTHOCTSIMU:

- 3amoBiieHHs — nis1(Order — Actions) — oiMH 10 0araThoX;

- 3amMmoBliieHHs — oTpuMyBau(Order — Recipient) — onuH 10 6araThox;

- 3amoBieHHs — TpaH3akilisa(Order — Transactions) — oJiUH 10 6araTthox;

Ax CYBJ[ Oyno Bupimeno BuxkopuctoByBatu PostgresQL sk  sckpaBy
npeactaBauIio ciMmeiictBa penamiiinux CYBJl [17], mo 3apekoMmenayBana cebe sk

HaJIi{HEe Open-source pilleHHs, 110 J00pe MaITadyeThCs.
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PO3JLI 4
OIMC MPUIHSTUX MTPOTPAMHUX PIIIEHDL TA TECTYBAHHS

4.1 CepBepHa yacTuHa

Jlns peanizaltii cepBepHOi YaCTUHU 3aCTOCYHKY Oysio oOpaHo ¢peiiMBopk Ruby on
Rails pazom 3 MoBorO nporpamyBanss Ruby.

JlaHi TeXHOJIOT1l 3apeKOMEHIyBallu ceOe K HaJiiiHe pIlIeHHS JJisl HalmuCaHHS
MacmtTaboBaHux JoAaTkiB-APl st kji€eHTIB, 1m0 3py4yHO MIATPUMYBATH Ta
PO3IINPIOBATH 3 YACOM.

Ruby — ckpunToBa 00'€éKTHO Opi€HTOBaHAa MOBA MPOTPAMyBaHHS C JTUHAMIYHOIO
TUII3alli€10, [0 HAWYaCTIillle BUKOPUCTOBYETHCS JJIsI PO3POOKH CEPBEPHUX PILIECHb Y
3B’s13Ky ¢ (pperimBopkoM Ruby on Rails [13].

[TepeBaru Ruby on Rails:

- BHUCOKAa MBHAKICTh po3poOku. [lpoextn Ha Rails po3pobisitoTbest miiicHO
mBuame aHaigorie Ha PHP, Python abo Java, me miaTBepmakeHo AOCBiIOM
0aratboX po3pOOHUKIB Ta € 3aralbHONPUUHITUM (akToM. OOYMOBIIEHO 1€ K
TEXHIYHUMH OCOOJIMBOCTSIMU apXITEKTypH (HperMBOPKY, TaK 1 IHCTPYMEHTAMHU
UisT  po3poOKH (KOHCOJBHI YTWIITH 1 TEHEpaTopu, TOTOBI 010110TEeKH,
PO3LIUPEHHS 1 MOTYJ1);

- ckjajHa O13HEC-JIOTiKa peai3y€eThes MpocTimie Ta npo3opiiie. [le 00ymoBieHo
THUM, [0 KOHBEHIII1 HAMlMCAHHS IPOrpaMHOro Koay Ha 6a3i Rails m1o3BosisitoTh
MUCATH JIMCHO 3pO3yMITUN MPOTPaMHHUIl KOJ, SIKMM 3roJoM MPOCTIIIe
CYyHpOBOJKYBaTH Ta MOJIU(IKyBaTH B aJeKBaTHI TepMmiHU. JloTpuMaHHs
3aKjafieHux y GpedMBOPK yroJ 1 CTaHAApTIB KOAYyBaHHS POOUTH MPOrpaMHUN
KOJl IPUTOJIHUM JI0 CYNPOBOKYBAaHHS HE TIIbKH THM, XTO PO3pOOJISIB HOr0
CIOYaTKy, a U OyAb-SKMMHU IHIIMUMHU (DaxiBUAMH, IO MPUXOASATH HA MPOEKT

M3HIIIE;

53



BHCOKAa HAJIMHICTh Ta MOJalbllla MATPUMKaA pimieHb. Y po3poOmi Ha Rails
HaiyacTile BUKOPUCTOBYIOTh TDD-miaxia, 1ie oOyMOBJIEHO MPEKpPACHUMU
BOyJIOBaHUMH y caM (ppelMBOpK 3aco0aMu, IO POOUTH CTBOPEHI PIlICHHS
OubII cTablIbHUMU. DYHKIIIOHATBHICTh caMOro (pedMBOPKY TAKOK MOKPUTA
TeCTaMH, 10 POOUTHh HOTO BUKOPUCTAHHS MIMCHO HaaiiiHuMm. J[na Oi3Hec-
CUCTEM 114 CKJIaJIOBa BKpail Ba)KJIMBa — BiJ] CTAOUIBHOCTI pOOOTH JOJIATKY YaCTO
3aJIeXKUTh €(PEKTUBHICTh POOOTH O13HECY B LILIIOMY.

MOTYXXHICTh Ta BHUCOKI HaBaHTaxeHHs. DpelMBOpPK MNPHUCTOCOBAHUW st

PO3pOOKU PIllIEHb, IO MAIOTh BUCOKI BUMOTH J0 iX MPOAYKTUBHOCTI.

Ruby on Rails peanizye natepy MVC, Oyno npuitHsaTe pillieHHI JOTPUMYBATHUCS

IbOro IMIA0JOHY MiJ 4Yac peaizamii J0AAaTKy, OCKUIBKM TaKMM YHWHOM KUIBKICTh

3aJIeKHOCTEH M1XK porpaMHUMH KOMIIOHCHTAMHU 3HUXKYE€TbCA. CKJ’IaI[OBi YaCTHHH 3a UM

1a0JIOHOM € TaKUMU:

model — Mmoens. bizHec Mmoziens abo 00'eKT mpeaAMETHOT 00J1acTi;
view — mojaHHs. EneMeHTH KoprucTyBaIbHUIIBKOTO 1HTEp(DECy;

controller — koHTpoONEpy. BifacTexye nosii KOpUCTYBAIBHUIILKOTO 1HTEPGEIHCY.

Ha pucynky 4.1 300pakeHo sk KOMIOHEHTH 3a 1adbsioHoM MV C B3aeEMOAIIOTH MIK

c00010.

USER REQUEST /
ACTION UPDATE
U:Dj w

Pucynok 4.1 B3aemoiiss KOMIOHEHTIB Mk co00t0 3a madionom MVC
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Ak monens Oyno npuidHsTO pimeHHs: BukopuctoByBatu ORM ActiveRecord.

ActiveRecord € BOymoBaHuM y (GpeldMOBpK pIIIEHHSIM, IO BIANOBIJAE 32

B3a€MOJIII0 3 0a3010 naHux. Jlana 0101i0TeKa NoJermye poodoTy 3 CyTHOCTSAMH, HAaJal0uu

iHTepdeiic B3aemMoll, HaJae IHCTPYMEHTH JiS BEpClOHYyBaHHsS CTpykTypu bJl, Hamae

rOTBO1 METOI 1A Badigalii mojiB Ta 0araro 1HIIoro.

Ha pucynky 4.2 300pakeHO OpUKIa] KOIY, 110 LIIOCTPY€E CTBOPEHHS Mirparii

cxeMu 0a3u JaHuX.

class DeviseTokenAuthCreateUsers < ActiveRecord: :Migration[5.2]
def change
create table(:users) do |t]|

bt of b of of o b of of of of of o o o

t
end

add

.string :provider, :null => false, :default => "email"
.string :uid, :null => false, :default => ""

.string :encrypted password, :null => false, :default => ""
.string :reset_password_ token

.datetime :reset password sent at

.boolean :allow password change, :default => false
.datetime :remember created at

.string :confirmation_token

.datetime :confirmed at

.datetime :confirmation_sent_at

.string :unconfirmed email

.string :name

.string :nickname

.string :image

.string :email

.Jjson :tokens

.timestamps

index :users, :email, unique: true

add _index :users, [:uid, :provider], unique: true
add_index :users, :reset password token, unique: true
add_index :users, :confirmation_token, unique: true

end
end

Pucynok 4.2 Ilpukian mirpaiii CTpyKTypu 0a3u TaHUX

[leit ¢dparMeHT BIANOBIAAE 3a CTBOPEHHS MOJIENl «KOPHUCTyBay» 31 BciMa

HEOOX1THUMU MOJSIMU JIJISl pEricTparllii/aBTopu3ariii.

Tunm naHHUX, 110 MICTUTH IS MOJEIB — CTPOKa, AaTa, JSON, JIoriyHMi THI TaHUX.
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Takox 3a J0MOMOIOI0 MIrpamiii MoOKHa 3aJaTd 1HAEKCH TIIOJIIM MOJIEI.
Hanpuxknazn, Oyno npoiHieKcoBaHO mosie «email» aisg Outbill epeKTUBHOTO MONIYKY 3a
JAHUM KPUTEPIEM, OCKUIBKHU Taka BUOOpKa OyIeT 371MCHIOBATHCH YacTo.

OpHuM 13 NOTYKHUX IHCTpYMeHTIB ActiveRecord € Bamijauii mosiiB Mojedl.
[TepeBipka BadigHOCTI 3A1MCHIOETHCS HA PIBHI JOJATKY, THM CaMUM NEPEIIKOKAI0Un
MOTparuIsiHHA OMUIKOBUX naHux 110 piBHA CYB/I. Ha pucynky 4.3 300pakeHo MpuKIIaa
Bamgamii B kimaci mozeni « Box». TakuM YMHOM 3I1MCHIOETHCS TIepeBipka Ha

000B’sI3KOBY MPUCYTHICTh 3HaYEHb y MoJel «secret_key» Ta «pin_nump.

class Box < ApplicationRecord
validates :secret_key, :pin_num, presence: true

end
Pucynok 4.3 I[lpukian koay, 10 peasnizye Baliaiii moiB
Kontpomnepom Rails BuctynaroTs Hamaaku kiacy «ApplicationControllery.
Byno npuiiHaTo pillieHHs] BAKOPUCTOBYBATH caMe ix aiist peanizaiii REST API[12]
CUCTEMH.

[Ipukiian Takoro KOHTPOJIEPY 300pakeHO Ha pacyHKy 4.4.

class BoxesController < ApplicationController
def show
@box = Box.find(params|[:id])

render json: (@box, status: :ok
end

def update
@box = Box.find(params|[:id])

@box.update! (locked: params][:locked])
render json: (@box, status: :ok

end
end

Pucynoxk 4.4 [lpukian koay, o peasizye KOHTPOJEP

Metonun «show» Ta «update» BiamoBimarTh 3a okpemi merogu HTTP, mio

HaJIeXKaTh pecypcy «boxesy.
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Hanpuxknan metron «show» xkontpoisiepy «Boxes» Binnosimgae 3a eHanoinT «GET
/boxes/:1d» 3 mapamerpom «id», a meton «update» - 3a eaanointT «PATCH /boxes/:id» 3
napaMeTpoM TUM CaAMUM MapaMeTpPOM.

Merton «paramsy MoBepTae napaMmeTpu, 0 IPUNILIA B TUT1 3aMUTY.

Mertop «rendery moBeprae y moJgaHHs BIANOBIIb CEPBEPY HA 3aMuT.

OcCkiTbKM cepBepHE pimeHHsa sBasie cobor APl cucremu, TO B SKOCTI
npeactasieHns y mojeni MVC Buctynae JSON, 1m0 Biazae cepsep.

Ho Rails moxna mia’enqnatu 616mioreky «ActiveModel Serializery, mo gopmye
BiAMOBIAL cepBepy y Burisial JSON o00’ekTy 3amucy, IO MOBEPTAETHCA y METO/II
KOHTPOJIEPY.

[Ipuknan xomy, U0 UTIOCTPYE poOOTYy naHOi 010J10TEKH 300pakeHO HAa PUCYHKY

4.5.

class BoxSerializer < ActiveModel: :Serializer
attributes :id,
:address,
:1td,
:1ng,
:locked
end

Pucynoxk 4.5 [lpukian peanizaiiii nepeTBOPEHHs eK3eMIUIIpy Kiacy «Box» y

JSON 3a gomomororo 010mi0Texu «ActiveModel Serializery

TakuM YMHOM 3aJaI0ThCS MOJISl IEPETBOPIOBAHOTO 00’ €KTY, 1110 CJI1Jl IOBEPHYTH Y

BIJIMOBI1 CEPBEPY.

4.2 KinieHTChbKHUI 10AaTOK

Jns peanizaiiii KJII€EHTCHKOTO 0AATKy Oyyo oOpaHo TexHomoriro Vue.js 2.0, mo
BUKOPUCTOBYIOTH JIJIi CTBOPEHHSI OJTHOCTOPIHKOBUX BeO pitieHs [16].

Januii pperMBOpK 171€adbHO MIAXOJIUTH JJIi CTBOPEHHS CEPEIHIX 33 PO3MIpOM
JOAAaTKIB, BIH € pEaKTHUBHUM, BOJIOJII€ YITKOIO KOHBEHIIEIO 11010 CTBOPEHHS KOMIIOHEHT,
Mae BOYJIOBaHI IHCTPYMEHTH JJisl CTBOPEHHS MAapIIpyTiB, MOCTIHHO PO3BUBAETHCS Ta

BJIOCKOHAIIOETHCS.
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3a gomomororo naHoro (GpedMBOpPKY 3HAYHO MOJErmyeTbess podota 3 DOM-
nokymeHToM. Bee 1ie poOuthk nogatku Ha Vue.js 3py4YHUMH JJIs HOJAIbIIOI TIATPUMKHI
Ta MaclITaOyBaHHS.

Takox ciij BIA3HAYUTH, MO0 VUue.jS € HAWMNPOAYKTUBHIIIUM PIIMICHHSM Cepell
ananoris. B nmopiBHsHHI 3 React, Vue.js € OUTbII TOTYXHUM Ta HaAIHUM.

Vue.js Mmoxe Oytu iHTerpoBaHuM 3 Bootstrap nmsi cTBopeHHs iHTepdeiicy.
Bootstrap — HaOip m1aGIoHIB JJ1s1 CTBOPEHHS IHTEpPECy.

[amumu  cmoBamm, Bootstrap - 1me 06i0mioTeka, MO CKIAJa€ThCsa 3 TOTOBHUX
enemeHTiB 1HTepdeiicy Ha knacamu ctwiiB CSS jis #ioro kactomizarii. Enementu
iHTepdeiicy y Bootstrap MaroTh mpueMHuii BUrisia. Takox BOHH JTy>Ke PI3HOMaHITHI Ta
caMma iX KUIbKICTh BEJHKa.

Yepes nepeBaru HUX JBOX TEXHOJIOT1H 0yJI0 BUPIIIEHO BUKOPUCTOBYBATH iX y Mapi.
TakuM ynHOM, B pe3yJibTati 0yJIo JOCATHYTO TOTO, 10 KOPUCTYBALbKHI 1HTEpdeiic Mae
MPUEMHUM BUTIIS, MPALIOE HATIAHO Ta IBUJIKO.

KomnonenTa Vue.js cKIaga€eThCs 3 TPhOX OCHOBHUX CTPYKTYPHUX €JIEMEHTIB:

- template — html po3miTka KOMIIOHEHTY;

- script —JavaScript Ko KOMIIOHEHTH;

- style — cTuuni, mo BuKopucToByto html ko.

Byno npuitHATO pillIeHHsS] BAKOPUCTOBYBATHU CaMe L0 CTPYKTYPY, OCKUIBKH caMe 1i
PEKOMEHAYIOTh PO3POOHUKH PPENMBOPKY.

[Ipukian Takoi KOMIIOHEHTH 300pakKeHO Ha PUCYHKY 4.6.
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<template>
<div class="container container-margin">
<div class="row">
<div class="col-3">
<div class="box-shadow">
<form style="margin-bottom: Opx;">
<div class="form-group text-dark'>
<b-form-group>
<b-form-radio size="1lg" v-
model="selected order_ status" name="some-radios" value="all">All</b-form-radio>

</b-form-group>

</div>

</form>
</div>
</div>
</div>
</div>
</template>
<script>

export default {
name: "Orders",
data: function () {
return ({
selected order status: 'all’',
orders: [ ... ]

|

}
</script>

<style scoped>
.container-margin {
margin-top: 96px;
margin-bottom: 30px;

}

</style>

Pucynox 4.6 Komnonenra «Orders»

VY Ter «template» BcTaBnsieTbes 3BuUaitHuil html koj, €1uHa BUMOra — KOpeHeBUM
€JIEMEHTOM MOBUHEH OYTH JIMILE OJUH Ter. Take 0OMeXeHHs 3po0JieHe JUIsl TOro, 11100
PO3MITKY KOMIIOHEHTIB MOKHa Oyily Moe€qHyBaTH Mix coOoro.Ter «script» 30epirae B
co61 JavaScript ko1, 10 sikoro mMoxkHa 3Bepratucs ¢ html po3mitku kommoneHty. Lle
MOXYTh OYTH 3MIHHI, SIKI NPUB’SI3YIOThCS 1O €JEeMEHTIB iHTepdeiicy, 00’eKTH uu

(GyHKIIIT, [0 MpUIMAaOTh ApTyYMEHT Ta MOBEPTAIOTh 00pOoOIeHU pe3ybTar. Ter «style»

59




MICTUTh B €001 HaOOp CTHIIIB, II0 BUKOPUCTOBYIOThCS html mabioHoM mporo camoro

KOMITOHEHTY. TakuM 4YMHOM MU OTpUMaJIU 1HTepdelic, 300pakeHnid Ha PUCYHKY 4.7.

Boxes Orders Dashboard

SmartSafe

All

Canceled
© Ongoing

Finished

Ongoing - 23.02.2020 11:54
Aleksiy Turuta

st. Bakulina 1

Ongoing - 21.02.2020 13:21

Volodimir Bondarev
st. Olimpiyskaya 9A

Ongoing - 12.02.2020 11:00
Maria Shorokopetleva

st. Kosmichna 11

Ongoing - 09.02.2020 17:00
Nataliya Valenda

st 42

Your profile ¥

90.12

Receiver paid

42.39

Receiver paid

87.2

Receiver paid

123.42

Receiver paid

Pucynok 4.7 CtopiHka 3aMOBJICHb

OTxe oTpuMaHui IpUKIa] €JIEMEHTY 1HTep(eicy CKIIaaeThCs 3 MEHIO HaBirailii,

y LAl A0JaTKy, naHeni GuibTpiB 300Ky Ta CaMOTro CIUCKY 3aMOBJICHb. JleMOHCTpallis

pobotu BOyoBaHoi komnoHeHTH Google Maps 300paxeHa Ha pUCyHKY 4.8.
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. 3 HauioHanbHmi %
mamonend Qecomenz "R Cropruanwi Q) X
1 g KoMmnnekc "3ipka &
] §
o Micoka cneuianisosana &
cepr® ANTAYO-IOHALbKA. .:.v
3 "
Nauki ave. 7 9 fw
o HayKuwes, - &
n. Ky & o/
6] 13 QP = & 3
3= ymckuit pusok @) ¢
" aff
Byamen o o, Sta o
a 6]
d B\ acua A ‘8 2
3 BocTopr 1 Pavnnesct apHs )
AT i 9 & Q} [lepxaBHuit My3ei
1 Eimirua Q) ol npéonw XapKiBchKoro. "
% £ HauloHanbH1i
. s
3 H é] i e o HATOPHbI +
H 3 /e > o
5 Q [+ Vodafone o  %m, i
g & g, -
H s @ o S
Google Xapkiscoka Nanpaylientp ___ Kaprorpagwieckoe gavosie © 2020 Google Yeromun wcnonwsonss L

Pucynox 4.8 Jlemoncrtpauis podotu BOynoBaHoi koMrnoHeHTH Google Maps
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Take Jierke NIAKIIOYEHHS MOJKJIMBE 3aBIAKM MOJYJbHIM  KOHCTPYKII1

(hperMBOpPKY, 1110 € 1OTO BaroMoI0 MepPeBaroio.

4.3 AnnapaTHa 4acTHHA

AmnapaTHOI YaCTUHOK € caMmi KaMepu CXOBY, SIKI CKJIQJal0ThCA 3 METAJIEBOIO
Kapkacy (KOopoOKkH) Ta eneKkTpoHiku. Jlms Toro, mo0 Kamepa BiAKpUBalach Ta
3aKpUBaJIaCch MO CUTHaNY, OyJ0 MNPUMHATO PINIEHHS BUKOPUCTOBYBATH 3BUYANHUUN
€JIEKTPOHHUIN 3aMOK, KOTPUX Ha PUHKY 3apa3 JTye Oararo.

[IpuHumn Aii Ky*e NpoCcTUi, HU3bKa Hapyra — 3aMOK y 3aKpUTOMY CTaH1, Halpyra
BHCOKA — 3aMOK BIJIKPUBAETHCS.

Sk yxe OyJo cka3zaHO paHiliie, JJisl TOJaHHs HAIPyTH Ha 3aMOK OyJI0 BUKOPUCTAHO
Mikpokomi'totep RaspberryPl, ockifibku 1€ pillleHHS € HaWOUIbII YHIBEpCATbHUM,
MPOCTUM Y BHUKOPHUCTAHHI, PO3TOpPTaHHi, y mojanbiiiid ekcruryaraiii. Ha pucynky 4.9
300paxeHo 310paHui MPOTOTHI, 10 OyJ0 OTPUMAHO B XOJA1 BUKOHAHHS JIUILIOMHOI

poboTH.
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Pucynox 4.9 Ilpororun celidy y craaii MVP

OT1xe sik MOKEMO 0aunTH, 3aMOK MPUKPITIIIEHUN 10 ABepl cerdy, a caMuM 3aMKOM

Kepy€e MIKPOKOMII FOTED.
4.4 TectyBaHHsI po3p00/1€HOT0 NPOIPAMHOIO 3a0e3NeYeHHs

byno npuiinste pimenns tectyBatu API cuctemu 3a 101oMOrorw aBTOMaTUYHUX
IOHIT-TECTIB.

IOHniT-TeCT — 1E TecT, 3a JONOMOIOK0 SIKOIO TECTYEThCS HEBEJIMKAa YacTHUHA
IporpamMu, 4acTille 3a BCE 1€ OJUH KOHKPETHUHM Kjac abo MaleHbKa YaCTHHH KOJy.
Takuii miaxiag TeCTyBaHHS JOLUIbHUI BUKOPUCTaHHI aBTOMATUYHHMX TECTIB, OCKUIBKH
Bpa3l HEraTUBHOI'O PE3YJbTATY TECTY Oy/ie MPOCTO 3HANTH MOMUJIKY.

HasBHiCTP aBTOMaTMYHMX TECTIB HAA3BUYAHHO BaXXJIMBa ISl JOBrOTPHUBANIOI

MIATPUMKHU Ta PO3IMIUPEHHS (DYHKIIIOHATY CUCTEMH.
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HaiinomupeHimuM 1HCTPYMEHTOM [IJIi CTBOPEHHS aBTOMATUYHUX TECTIB B
exocuctemi Ruby on Rails € 6i6mioreka Rspec. Ha pucynky 4.10 300paxkeHo mpukiian

aBTroMatudHux tectiB API cucremu.

require 'rails_helper'

describe BoxesController, type: :controller do
describe 'GET /boxes/:id' do
let(:box) { create :box, :locked }

it 'returns status of the box' do
get :show, params: { id: box.id }

expect_status (200)
expect_json(id: box.id, locked: true)
end
end

describe 'PATCH /boxes/:id' do
let(:box) { create :box, :locked }

it 'updates state if the box of the box' do
patch :update, params: { id: box.id, locked: false }

expect_status (200)
expect (box.reload. locked) .to eq(false)
expect_json(id: box.id, locked: false)
end
end
end

Pucynok 4.10 TecryBannst API 3a nonomororo 6i6moreku Rspec

Sk MokemMo 6auuTH, TECTYEThCA KOXEH eHNnolHT API, mpuiiMatroun napamerp Ha
Ta MEPEBIPSAETHCS PE3YThTAT, IO BIH MOBEpTA€E. [CHYIOTh TaKOXK TECTI HA MOJIEJ1 CUCTEMH,
CcepBicH, Ha OKPeMi KJIaCH Ta MOJYJI. IX Tako JOLiIbHO BUKOPHCTOBYBATH 3aJI€KHO BiJl
CUTYyaIlii.

Ane tecTyBaHHA aBTOMaTUYHMMH TecTamMu APl He rapaHTye KOpeKTHOi poOoTu
cucteMu B 1uioMy. HeoOxiHO TakoX BOPOBAJAUTH TECTYBAHHS IHTETpallii CEPBEPHOIO
YaCTUHU C KIIIEHTCHKOIO.

Jns uporo Oyia0 BUKOPHUCTAHO METOJI MAaHYaJIbHOTO TECTYBAaHHS MOJEIIOI0UYU
MOBEJIIHKY KOPUCTyBaya CUCTEMH.

ManyainbHe TeCTyBaHHS — TECTyYBaHHS NPOrpamMHOro 3a0e3neyeHHs 0e3

BUKOPUCTAHHS aBTOMAaTUYHUX 3aCO0IB.
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Takuil BUJ TECTyBaHHS € HAWMOUIMPEHINMM. 3BICHO WIO0 IIBHJAKICTh TaKOTO
METO/y € MEHILOI0, HI’)K Y aBTOMAaTUYHOT'0 TECTYBAHHS, aJie 1€ caMUil HaA1itHUI 3ac10 Ta
HalOUIbII HAOIMXKEHUI 10 TOTO, IK CUCTEMOIO KOPUCTYIOTHCSI B PEAIbBHOMY JKHTTI.

Takox miJ 4Yac MaHyaJbHOIO TECTyBaHHS CHCTEMH, a OCOOJMBO MiA dYac
MaHyaJlbHOI'O PErpeciiiHOTO TECTYBaHHS, HAWIMPOCTIIIE 3a BCE MOMITUTH HEIOJNIKH,
MMOMUJIKY Ta HEBPAXOBaH1 KEUCH MiCIIsl pO3POOKHU, OCKUITLKU TECTYBaHHSI BIZIOYBA€ETHCS HE
OKpPEMHX MPOTPAMHUX KOMIIOHEHT UM HEBEJIIMKOIO CYKYITHOCTI KOMIIOHEHT, a TOTO, 5K IIi
CYKYIHOCTI KOMIIOHEHT MTOBOJSTH CE0€ B CUCTEMI.

OckulbKH pO3po0JieHa CUCTEMa HE € BEIUKOI0, TO perpeciiHe TeCTyBaHHS il
(dyHKIIIOHATY HE 3aliMa€ 3HAYHY KUJIBKICTh 4Yacy.

Takox yepe3 HEBEIMKUN PO3MIp CUCTEMHU HE € JOUIIBHUM JIOKYMEHTYBaTH BCl

MO>KJIMB1 K€HCH, BOHU € IHTYITUBHO 3p03yMIJIMMU Ta JIOTTYHUMH.
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BUCHOBKHA

B pesynbrari quniaomHoi poO6oTH Oyia CIpOEKTOBaHA apXITEKTypa MPOTPaMHO-
amapaTHOI CUCTEMH, 10 MPEACTaBisie 3 ce0e pO3yMHI KaMmepi CXOBY, 110 KEPYIOTHCS 3
Be0-101aTKY, SIK1 JOLLILHO BUKOPUCTOBYBATH JIsl OOMIHY TOBapaMu MiX CHOKHBaYaMHU.

Jlana cucrema 103BOJII€ aBTOMAaTU3yBaTW OOMIH Ta BHUJAdy TOBapiB, a TaKOX
Hajatu 1HTepdeiic ajisi aaMIHICTpYBaHHS BJaCHUKAM NOAIOHMX TOYOK BHJayl, IO
CKJIaJIAI0ThCA 3 JaHUX KaMep CXOBY.

Takox 0yJi0 MpoaHai30BaHO AOLUIBHICTh HAJAHHS MOXJIUBOCTI ayTeTu(dikalii 3a
o0nmuyusiM. B poOoTi Oyiu MOpIBHSIHI KJIACMYHI METOJU PO3Mi3HaBaHHS OO0JUYYs Ta
METOJY 3 BUKOPHUCTAHHSAM TJIUOOKMX HEUPOHHHX MeEpex. Pe3ynbratu HOCHIIKEHb
BKaxymTbh, IO TJIMOOKI HEMpPOHHI MEpexi JAal0Th Kpallll pe3yJdbTaTh MO IUILOBUM
METpUKaM pO3Mi3HaBaHHS o00iuuys. TakuM YUHOM [JI8 MOPOrpamMHOl  CHUCTEMU
«IHTenexTyansHui celidy Oyna BUKOpUCTaHa HEHpPOHHA Mepexka apxiTekTypu FaceNet.

Ha wnaGopi manmmx Labeled Faces in the Wild Momens mocsirae TOYHOCTI
kinacudikamii 98,87% 3 0,15% crangaptHoi nomumiku. L{e 3MeHIIye 4acTOTy MOMMIIOK,
mpo siki noBinomisie DeepFace, Oinbin HiX y 7 pa3iB, a iHmIl HalicydacHimi Deepld — Ha
30%. Ilpu nHabopi manmx Youtube Face moBimomusieTbesi mpo TouHICTh 95,12% 31
ctangapTHoto nomuiikoro 0,39, BukopuctoByroun nepmii 100 kaapis. Lle kpaie, Hixk
91,4% TounicTs, 3anmpononoBana DeepFace, 1 93,5% Big Deepld na 100 xanpax.

Po3pobka cepBepHOi 4YacTMHU cuUcTeMH  Oyna 3ificHEeHa 3a JI0MOMOIOK0
¢dperimBopky Ruby on Rails, noctynom 1o ceitdy xepye mikpokomi totep RapberryPl,
K HaWOUIbII yHIBEpCcaJIbHUM 3 mocTynmHux Ha puHky. O6pana CYBJ] — PostgersQL.
Vue.js Oyno oOpano ans peanizaiii 115 B€O-4aCTUHU CUCTEMHU.

byB npoBeieHuii anai3 mpeAMETHO1 001acTi Ta Ha HOT0 OCHOBI pO3p00IIeH1 O13HEC
BUMOTH. Y sKOCTI croeuudikaiii MNporpaMHOrO MNPOAYKTY OyJIo  CKJIaJAeHO
KOHIIENTYyaJIbHUN JTOKYMEHT. 3a (DYyHKIIOHAJIbHUMU BUMOTramMu OyJIo CKJIaJIEeHO MOJei

MOBOJIKEHHS KOpUcCTyBauiB y BUumisiAl niarpaMm UseCase. Takox Oyiia cripoeKToBaHa Ta
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OMHMCaHa apXITeKTypa MaWOyTHbOI CHCTEMH, YaCTUHH SIKOI MarTh MOKJIHUBICTh

B3a€EMOJIISITH 3a AOTIOMOro0 apxiTektypHoro madinony REST [12].
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JTOJATOK A

Use-case JiarpaMa akTopa-aJIMiHICTpaTopa, 10 KepYye JIOKAIIEI0

Register

View box'es state
<,e9(t’end >

Location Admin

View boxes 7 Open box

<extend>
< extend > 3

R

Choose box

<“ex§end >

A

Delete

< include >

Add box to location [~=--=---- > Activate box
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JIOJIATOK B

Use-case niarpaMa 3BU4aifHOTO KOPUCTYBaya CUCTEMH (CIOKHUBAYA).

Register

Chose fee payer
<inglude >

<extend > <extend >

View map with boxes f --------- & Selectbox ~ f---------e- > Make order ;. sinNeuee s

reciever/recivers

< inémge >

<extend >

Set time of keeping

Customer

Change reciver

Filter by state

<exténd > <exiend >
View list of orders  f.
<'extend > Y
ks /" <extend > <include >
Chose order LR o Openbox  f----------b
<extend >

Continue keeping

Continue keeping
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JTOJATOK B

Use-case niarpama aJiMiHiCTpaTOpa CUCTEMHU.

View box'es state

< extend > < ex(end >
Choose box
< bxtend

Filter by state

View boxes

Approve box

< egaéﬁd >
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require 'rails_helper'

describe BoxesController, type: :controller do
describe 'GET /boxes/:id' do
let (:box) { create :box, :locked }

it 'returns status of the box' do
get :show, params: { id: box.id }

expect_status (200)
expect_json(id: box.id, locked: true)
end
end

describe 'PATCH /boxes/:id' do
let (:box) { create :box, :locked }

it 'updates state if the box of the box' do

patch :update, params: { id: box.id, locked:

expect_status (200)
expect (box.reload. locked) .to eqg(false)
expect_json(id: box.id, locked: false)
end
end
end
class BoxesController < ApplicationController
def show
@box = Box.find(params|[:id])

render json: (@box, status: :ok
end

def update
@box = Box.find(params|[:id])

@box.update! (locked: params][:locked])

render json: (@box, status: :o0k
end
end
create_table "users", force: :cascade do |t|

false }

t.string "provider", default: "email", null: false
t.string "uid", default: "", null: false

t.string "encrypted password", default: "", null: false
t.string "reset password_token"

t.datetime "reset password sent_ at"

t.boolean "allow_password change", default: false
t.datetime "remember created_at"

t.string "confirmation_token"

t.datetime "confirmed at"

t.datetime "confirmation_sent_ at"

t.string "unconfirmed email"

t.string "name"
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.string "nickname"
.string "image"
.string "email"
.Jjson "tokens"
.datetime "created at", null: false
.datetime "updated at", null: false
.index ["confirmation_ token"], name: "index users_on_confirmation_ token",
unique: true
t.index ["email"], name: "index users_on_email", unique: true
t.index ["reset password token"], name: "index users_on_reset_password_ token",
unique: true
t.index ["uid", "provider"], name: "index users_on_uid_and provider", unique:
true
end
<template>
<div class="container container-margin">
<div class="row">
<div class="col-3">
<div class="box-shadow">
<form style="margin-bottom: Opx;">
<div class="form-group text-dark'>
<b-form-group>
<b-form-radio size="1lg" v-
model="selected box_ status" name="some-radios" value="all">All</b-form-radio>
<b-form-radio size="1lg" v-
model="selected box status" name="some-radios" value="available'">Available</b-
form-radio>

oot of of of o o

<b-form-radio size="1lg" v-
model="selected box status" name="some-radios" value="busy">Busy</b-form-radio>
</b-form-group>
</div>
</form>
</div>
</div>
<div class="col-9">
<div class="box-shadow" style="padding: Opx">
<GmapMap
:center="startLocation"
:zoom="15"
map-type-id="terrain"
style="width: 100%; height: 600px; border-radius:
2rem;"
>
<GmapInfoWindow :options="infoOptions"
:position="infoPosition" :opened="infoOpened" (@closeclick="infoOpened=false">
{{infoContent}}
</GmapInfoWindow>
<GmapMarker
v-for="(item, key) in coordinates"
:key="key"
:position="getPosition (item)"
:clickable="true"
@click="toggleInfo(item, key)"
:draggable="true"

/>
</GmapMap>
</div>
</div>
</div>
</div>
</template>
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<script>
export default ({
name: "Boxes",
data: function () {
return ({
name: 'map',
selected box_status: 'all',
filter canceled: false,
filter ongoing: false,
filter finished: false,
startlLocation: { lat: 50.014377, 1lng: 36.228190 },
coordinates: {
0: {
address: 'Nauki ave. 21',
lat: '50.019743',
lng: '36.225261'
by
1: {
address: 'Nauki ave. 7',
lat: '50.011611°',
Ing: '36.227864'
}
b,

infoPosition: null,
infoOpened: false,
infoContent: null,
infoOptions: ({
pixelOffset: ({

width: O,
height: -35
}
}
}
by
methods: {
getPosition: function (marker) ({
return ({

lat: parseFloat (marker.lat),
1ng: parseFloat (marker.1lng)
}

},
toggleInfo: function (marker, key) {

this.infoPosition = this.getPosition (marker)

this.infoContent = marker.address

if (this.infoCurrentKey == key) {
this.infoOpened = !this.infoOpened

} else {
this.infoOpened = true
this.infoCurrentKey = key

}
by
created: function() {
// let map = document.createElement('script');
//
map.setAttribute ('src', "https://maps.googleapis.com/maps/api/js?key=AIzaSyB51BcIrf
BNfy2doF617jmBil 8WWWemeVM") ;
// document.head.appendChild (map) ;
by
components: {}

}
</script>
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<style scoped>
.container-margin {
margin-top: 96px;
margin-bottom: 30px;

}

.box-shadow {
border-color: white !important;
box-shadow: 0 0 10px #b2b2b2; /*
padding: 1l4px;
border-radius: 0.3rem;
margin-bottom: 1l4px;

}

table {
border-color: white;

}

.full-sized {
width: 100%;

}
</style>

[lapamMeTps TeHM

*/
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1. Documentation Roadmap

The Documentation Roadmap should be the first place a new reader of the SAD
begins. But for new and returning readers, it is intended to describe how the SAD
1s organized so that a reader with specific interests who does not wish to read the

SAD cover-to-cover can find desired information quickly and directly.
Sub-sections of Section 1 include the following.

e Section 1.1 (“Document Management and Configuration Control
Information™) explains revision history. This tells you if you’re looking at

the correct version of the SAD.

e Section 1.2 (“Purpose and Scope of the SAD”) explains the purpose and
scope of the SAD, and indicates what information is and is not included.
This tells you if the information you’re seeking is likely to be in this

document.

e Section 1.3 (“How the SAD Is Organized”) explains the information that
is found in each section of the SAD. This tells you what section(s) in this

SAD are most likely to contain the information you seek.

e Section 1.4 (“Stakeholder Representation™) explains the stakeholders for
which the SAD has been particularly aimed. This tells you how you might
use the SAD to do your job.

e Section 1.5 (“Viewpoint Definitions”) explains the viewpoints (as defined
by IEEE Standard 1471-2000) used in this SAD. For each viewpoint
defined in Section 1.5, there is a corresponding view defined in Section 3
(“Views”). This tells you how the architectural information has been
partitioned, and what views are most likely to contain the information you

seek.

80



e Section 1.6 (“How a View is Documented”) explains the standard
organization used to document architectural views in this SAD. This tells
you what section within a view you should read in order to find the

information you seek.

1.1. Document Management and Configuration Control Information

Revision Number: <<1.0 >>
Revision Release Date: <<1.0 >>
Purpose of Revision: << 21.04.2022>>

Scope of Revision: basic information about system

1.2. Purpose and Scope of the SAD

This SAD specifies the software architecture for SmartSafe system. All
information regarding the software architecture may be found in this document,

although much information is incorporated by reference to other documents.

What is software architecture? The software architecture for a system! is the
structure or structures of that system, which comprise software elements, the
externally-visible properties of those elements, and the relationships among them
[Bass 2003]. "Externally visible” properties refers to those assumptions other
elements can make of an element, such as its provided services, performance
characteristics, fault handling, shared resource usage, and so on. This definition
provides the basic litmus test for what information is included in this SAD, and

what information is relegated to downstream documentation.

Elements and relationships. The software architecture first and foremost

embodies information about how the elements relate to each other. This means
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that architecture specifically omits certain information about elements that does
not pertain to their interaction. Thus, a software architecture is an abstraction of
a system that suppresses details of elements that do not affect how they use, are
used by, relate to, or interact with other elements. Elements interact with each
other by means of interfaces that partition details about an element into public
and private parts. Software architecture is concerned with the public side of this
division, and that will be documented in this SAD accordingly. On the other
hand, private details of elements—details having to do solely with internal

implementation—are not architectural and will not be documented in a SAD.

Multiple structures. The definition of software architecture makes it clear that
systems can and do comprise more than one structure and that no one structure
holds the irrefutable claim to being the architecture. The neurologist, the
orthopedist, the hematologist, and the dermatologist all take a different
perspective on the structure of a human body. Ophthalmologists, cardiologists,
and podiatrists concentrate on subsystems. And the kinesiologist and psychiatrist
are concerned with different aspects of the entire arrangement’s behavior.
Although these perspectives are pictured differently and have very different
properties, all are inherently related; together they describe the architecture of the
human body. So it is with software. Modern systems are more than complex
enough to make it difficult to grasp them all at once. Instead, we restrict our
attention at any one moment to one (or a small number) of the software system’s
structures. To communicate meaningfully about an architecture, we must make
clear which structure or structures we are discussing at the moment—which view
we are taking of the architecture. Thus, this SAD follows the principle that
documenting a software architecture is a matter of documenting the relevant

views and then documenting information that applies to more than one view.

For example, all non-trivial software systems are partitioned into implementation

units; these units are given specific responsibilities, and are the basis of work
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assignments for programming teams. This kind of element will comprise
programs and data that software in other implementation units can call or access,
and programs and data that are private. In large projects, the elements will almost
certainly be subdivided for assignment to sub-teams. This is one kind of structure
often used to describe a system. It is a very static structure, in that it focuses on
the way the system’s functionality is divided up and assigned to implementation

teams.

Other structures are much more focused on the way the elements interact with
each other at runtime to carry out the system’s function. Suppose the system is to
be built as a set of parallel processes. The set of processes that will exist at
runtime, the programs in the various implementation units described previously
that are strung together sequentially to form each process, and the
synchronization relations among the processes form another kind of structure

often used to describe a system.

None of these structures alone is the architecture, although they all convey
architectural information. The architecture consists of these structures as well as
many others. This example shows that since architecture can comprise more than
one kind of structure, there is more than one kind of element (e.g., implementation
unit and processes), more than one kind of interaction among elements (e.g.,
subdivision and synchronization), and even more than one context (e.g.,
development time versus runtime). By intention, the definition does not specify
what the architectural elements and relationships are. Is a software element an
object? A process? A library? A database? A commercial product? It can be any

of these things and more.

These structures will be represented in the views of the software architecture that

are provided in Section 2.

83



Behavior. Although software architecture tends to focus on structural
information, behavior of each element is part of the software architecture insofar
as that behavior can be observed or discerned from the point of view of another
element. This behavior is what allows elements to interact with each other, which
is clearly part of the software architecture and will be documented in the SAD as

such. Behavior is documented in the element catalog of each view.

1.3.  Viewpoint Definitions

The SAD employs a stakeholder-focused, multiple view approach to architecture
documentation, as required by ANSI/IEEE 1471-2000, the recommended best
practice for documenting the architecture of software-intensive systems [IEEE
1471]. As described in Section 1.2, a software architecture comprises more than
one software structure, each of which provides an engineering handle on different
system qualities. A view is the specification of one or more of these structures,
and documenting a software architecture, then, is a matter of documenting the
relevant views and then documenting information that applies to more than one

view [Clements 2002].

ANSI/IEEE 1471-2000 provides guidance for choosing the best set of views to
document, by bringing stakeholder interests to bear. It prescribes defining a set
of viewpoints to satisfy the stakeholder community. A viewpoint identifies the set
of concerns to be addressed, and identifies the modeling techniques, evaluation
techniques, consistency checking techniques, etc., used by any conforming view.
A view, then, is a viewpoint applied to a system. It is a representation of a set of
software elements, their properties, and the relationships among them that
conform to a defining viewpoint. Together, the chosen set of views show the
entire architecture and all of its relevant properties. A SAD contains the
viewpoints, relevant views, and information that applies to more than one view

to give a holistic description of the system. The remainder of Section 1.5 defines
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the viewpoints used in this SAD. The following table summarizes the
stakeholders in this project and the viewpoints that have been included to address

their concerns.

Table 1: Stakeholders and Relevant Viewpoints

Stakeholder Viewpoints that apply to that class of
stakeholders concerns

Radchenko Mykyta Student and engineer

1.3.1. “Student and engineer” Viewpoint Definition

1.3.1.1. Abstract

This viewpoint summarizes the views of a student developing this project and

their concerns.
1.3.1.2. Stakeholders and Their Concerns Addressed

The main concern of a student is to get the highest grade possible
1.3.1.3. Language(s) to Model/Represent Conforming Views

Technologies that were used: Ruby, Ruby on Rails, Javascript, Vue,js,

HTML&CSS, PostgresQL, RaspberryPI3
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2. Architecture Background

2.1. Problem Background

Nowadays, you can buy almost anything on the Internet - from a mobile phone
or a bottle of milk to an evening dress for a holiday party. Therefore, the question
of how to deliver the purchased product to the consumer who purchased it is

extremely important.

Also an urgent problem is the transfer of some things between two people. For
example, your friend left a hat at home, but in the near future you do not have the
opportunity to meet and pass it to her. Most likely in such a situation you will use

the services of one of the delivery services.

There are several well-known tools:

- delivery by mail;

- courier delivery

- self-pickup from one of the outlets of the store (if it is a purchase).
But they all have their advantages and disadvantages.

Most often, the consumer of such services chooses the type of delivery depending

on their preferences.

What the end user needs:

- timely delivery;

- reliability (no one wants to get spoiled goods);

- spend as little effort and time as possible to give / receive the goods;
- spend as little money as possible.

As we can see, the following basic concepts appear in this subject area:

86



- courier

- order;

- cargo;

- consumer;

- sender;

- recipient;

- location;

- time of transfer / delivery;

- things that deliver.

Stages that every consumer of mail services goes through, namely:
- get to the post office;

- draw up a parcel and hand it over to the postmen;

- transportation of the parcel to the distribution warehouse;
- transportation of the parcel to the recipient's office;

- get to the receiving office;

- registration of receipt of the parcel.

Stages that every consumer of courier services goes through, namely:
- search for a courier or courier service;

- registration of delivery;

- transfer of the parcel to the courier;

- parcel transportation by courier;

- registration of receipt of the parcel,
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- transfer of the parcel to the recipient.

Stages that each consumer of goods goes through if he chooses the service of self-

pickup from the point of sale, namely:
- registration of self-removal;

- get to the store store;

- receipt receipt.

Currently in Ukraine the sphere of delivery is quite developed, there are many

significant players in this market.

For example, there are about ten well-known postal services, many courier, and
some brands even have their own couriers. Many brands have enough offices
where consumers can pick up the purchased goods, but there are drawbacks in

the tools described above.
Each of the available types of delivery has its drawbacks.

Delivery by mail takes a lot of time, in particular when it comes to delivery of
goods within the city, or even one area, you still need to spend effort and time to
take the goods to the branch, to stand in line, which from time to time is

considerable, to 1ssue order.

Only after that the goods get to the warehouse where it is distributed among

carriers.
The next stage is the transportation of goods to the office specified by the sender.

It should be borne in mind that the recipient must also spend his time to get to the

office, stand in line and only then pick up your thing.
Upon receipt of the parcel, it is often necessary to have identity documents.

Thus, the shipment reaches the recipient in an average of one or two days.
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From my own experience, I can say that sometimes you have to spend about 15

minutes waiting in line at the post office cashier.
At the same time about 5 minutes are spent on registration of delivery.
For example, the nearest post office from my residence is a 5-minute walk away.

In total, it takes 25 minutes to send a parcel, too large a figure for such a simple

action.

Today in Ukraine there are several major players in the mail delivery market.

These are Nova Poshta, Ukrposhta and Intime.

According to user reviews [2], the service "New Mail" is quite fast, has a wide
network of branches, convenient automation and integration with various

services.

But almost half of the consumers of the company's services said that this service

has a relatively high cost of delivery.

Ukrposhta, on the other hand, has a low price, but a quarter of respondents

complained about poor service, slow delivery and an inconvenient online office.

Intime, according to those surveyed, offers services at a low price, but cargo is

often delivered carelessly and offices are not conveniently located.
Delivery by courier often takes less time, but the price is higher.

In this way, several stages that are present in the delivery by mail disappear at
once - namely, its registration, movement to the branch, transportation of the

parcel to the distribution warehouse.

But keep in mind that the courier will deliver the parcel when the recipient's
location arrives, it will not always be convenient for the person if he had his plans

at that time.
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Delivery by courier is vulnerable to the situation on the city roads, if the city is
congested, or the courier gets into trouble, for example, in an accident - the receipt

of the order is delayed.

This scenario is likely, because according to statistics published by the
information channel TSN [3], in the period from January to August 2019 in
Ukraine there were 86.7 thousand accidents, ie an average of 409 daily, or one

accident each 3-4 minutes.

Self-pickup from one of the store's outlets is often a free service, but not always

the brand has a representative office in a convenient place for you.

Thus, if you live in an average-sized settlement, such as Kharkiv, the road from
one end of the city to the other (to the potential location of the store) can take

about one hour.

Also, do not forget that in this way you will spend time defending the queue to

receive the order, and the actual receipt.

Some postal companies have a service to send a parcel through a post office. ATM
is an electronic software and hardware complex with a large number of cells, a
self-service terminal, designed for automatic operations of receiving and issuing
parcels: the courier delivers the parcel to the ATM, and the recipient picks it up
at a convenient time. It is a very convenient function, but currently there are not
enough of them in Ukraine, which means that it will be inconvenient to get these

post offices from many districts of the city.

Also, the disadvantage of this implementation is that all these ATMs serve only
one delivery service, ie it is impossible to buy them, for example, a supermarket,

and use them for their own purposes.

It is also impossible to use them without delivery, but only as a storage room

(remember the example of a friend who left your hat at home).
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The issue of product safety should be borne in mind. It is impossible to allow the

goods to reach the consumer damaged, or disappear completely.

There were cases when during the delivery of mail things were lost due to

imperfect processes or errors of employees, or they were stolen.

For example, if you believe the response of one of the employees of the post

office [4], the disappearance of things from the parcel is quite common.

Moreover, the transportation processes are far from ideal, no one cares about the
integrity of the goods inside the box, try to complete the transportation as soon as

possible, which means that your parcel can simply be thrown from hand to hand.

This question becomes more fundamental when there is something fragile inside

the box, for example - a crystal vase.

All the described methods of delivery, except for self-pickup, often require

additional payment. It happens that the price rises significantly.

Post offices, couriers, sales outlets and even post offices all work at a pre-

arranged time.

For example, if it is convenient for you to pick up the purchased goods at night -
you will not be able to do it, because all these institutions work only during the

day.

Also important is the fact that delivery by mail, courier or pickup requires direct
contact with people. During epidemics, contact becomes dangerous because it

contributes to the spread of various viruses.

For example, in the situation of the COVID-19 pandemic, when according to
statistics published by the resource "WORLDOMETER" [5], as of May 21, 2021,
167,857,345 cases of the disease were detected, this problem becomes extremely

relevant.
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According to the Ministry of Health of Ukraine [6], the new virus is spread by
airborne droplets. This means that you need to stay away from a person who is a
potential carrier of the virus at a distance of at least one meter - this is too much
to send a parcel and issue a receipt. It is also dangerous for the couriers
themselves, as they need to meet and communicate with a huge number of people

every day.

It is now known that COVID-19 also lives on surfaces for about 3 hours. This
means that there is a possibility of infection through the transfer of various items,

including parcels.

Thus, it can be noted that each of the available types of delivery has its drawbacks.

2.1.1. System Overview

The solution - a software and hardware system "Smart Safe".

This system will automate the exchange and delivery of goods between
consumers through storage rooms with controlled access to them, thus providing

an alternative to existing means of delivery.

2.1.2. Goals and Context

The task of this thesis is to implement a system that will have the following

advantages over other competitors:

- to eliminate the need to stand in line. Enable users to view free storage rooms

and book them for a specific time;

- delivery through the web application by users themselves, which is freely

available via the Internet, which will save time on registration of the shipment;

- eliminating the need for the presence of an employee when using the system;
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- the ability to assign or change the user during the existence of the order, which

will pick up the goods (recipient);

- authorization only within the system, you do not need to verify your identity

with official documents;
- access to the functionality of the system regardless of the time of day;

- scalability of the system for the possibility of expanding the presence in as many

points with a group of cameras in the city;

- eliminate or minimize the need to service this system by people, thereby

reducing the final cost of services;

- the ability to integrate other institutions into the system;
- the possibility of using the system by other institutions;
- a convenient web resource with a nice design;

- guaranteeing the safety and integrity of goods stored in the middle of the storage

room;

- the possibility of receiving the parcel immediately after it was placed in the
storage room. It is also necessary to provide the opportunity to use the system and

pick up the goods at any time during the day;

- to exclude the possibility of the storage room to be opened by mistake, not by

that person.

Thus, we have a system consisting of two parts - hardware (storage chamber) and
software shell for users, through which they will book these cameras, open and

close depending on the selected scenario.

The hardware must be controlled from a microcomputer to reduce the final cost

of the output.
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It is necessary to implement the process of the first launch of the storage room as
simple as possible, to make it so that it can be performed by representatives of

other companies.

To enable to have several roles in the system with different powers:

- ordinary consumers who can put / pick up the goods from the storage room;
- administrator who has the ability to open / close the camera;

- The administrator, who allows the boxes that have appeared in the system to
start fulfilling orders, edits information about them if necessary, removes the

boxes from the system.
The sender should be able to see which storage rooms are currently available.

You also need to be able to choose who will pick up the goods placed in the

camera. You can choose yourself as the recipient.

You need to be able to choose who will pay for the services provided by the

system - the recipient or the sender.
The final cost should depend on the duration of storage.

It is necessary to implement a convenient mechanism for opening / closing the
storage chamber, as well as a reliable authorization mechanism so that attackers

can not steal the thing inside.

Thus, a problem was formed that needs to be solved in the course of this thesis.

2.1.3. Significant Driving Requirements

The system being developed includes three main groups of users with different

roles and access rights:
- end users (ordinary users of the system);

- system administrators;
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- Administrators who manage locations.

The main functions available to the actor-administrator:
- registration;

- authorization;

- view the list of storage cameras attached to its location;
- view the status of storage rooms (its current status);

- select a storage camera from the list to delete or open;
- add a new storage camera to your own location;

- have access to statistics of the most loaded locations.

An example of a location administrator is a security guard in a supermarket who
decided to put smart storage cameras instead of the old, analog ones we are used

to.

The main functions available to the average user of the system (consumer):
- registration;

- authorization;

- view the map with free storage cameras;

- select the camera;

- issue a deposit;

- choose a service payer (pay yourself or pay the recipient);

- select a recipient, multiple users can access the camera at once;

- set the time at which the product will be placed in the camera;

- continuation of storage of goods;
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- view the list of orders;

- filtering orders by their status;
- choose an order;

- change the recipient;

- open the camera;

- continue storage.

The system administrator is the strongest person in the system in terms of

authority.

This type of user can view absolutely all storage cameras available in the system,

view their status, remove from the system or edit information about them.

It is also the administrator who confirms the new storage rooms and allows them

to function fully, to fulfill consumer orders.

The administrator also has access to a list of all orders, and he can open any

storage room.

With a regular administrator, a registered system user can become an

administrator assigned to a location.

The location administrator must always be assigned to at least one location. To
do this, select one of the available locations. This way, this user will be able to

administer the selected location.

You can assign multiple locations to a single location administrator.
The main functions available to him:

- authorization [7];

- view a list of all storage cameras;
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- view the status of the storage chamber;

- select a storage camera to remove it from the system or edit information about
1t;

- confirm the new storage room;

- view the list of orders;

- select an order to be able to open the storage room that performs it;

- add a location administrator;

- view the list of all administrators assigned to the location;

- Select one administrator to view a list of all their locations, delete a location, or

add a new one.

Thus, the basic functional requirements for the system were formed, on the basis

of which the user interface was designed.

2.2.  Solution Background

2.2.1. Architectural Approaches

Figure 1 shows a system deployment diagram.

Thus, it was decided that the system will consist of 5 components:
- the main server that serves the web client;

- server that serves storage cameras;

- databases common to both servers;

- web client, through which consumers and administrators interact with the

system;

- the client who controls the devices (storage cameras).
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Figure 2 shows a diagram illustrating the interaction between all 5 software

components [8] of the system.

A web application through which consumers and administrators interact with the

system interacts only with the main app server.
Storage cameras interact with their separate server (Hardware server).

This implementation is motivated by the fact that the system provides a large

number of storage cameras that should send requests with a significant frequency
[9].

To distribute the load, it was decided to divide the server part of the system by
purpose [10].

The master server and the server that serves the storage cameras have a common

database.

Thus, there 1s no need to interact between them directly if the state of the storage

chamber changes.

2.2.2. Analisys Results

Based on similar projects and general project background, upper mentioned

architecture is deemed as an optimal solution and fit for this purpose.

2.2.3. Requirements Coverage

Following this architectural plan, we’ll cover most of our needs for now.
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