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ANNOTATION

The final qualifying work contains 63 pages, 5 drawings, 13 sources and 2 appendices.
Topic: Synthesis of access control architecture for multi-tenant cloud systems

Object of research: Multi-tenant cloud systems.

Objective: Synthesis of a flexible access control system architecture for multi-tenant SaaS
systems.

Subject of research: Access control architecture.

Research results: Synthesized access control architecture.

Conclusion: The prototype of the synthesized architecture is developed.
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BCTYII

[Iporpamue 3abesneueHHs sk mnociayra (SaaS) cTajo OJIHI€EI0 3 MPOBITHUX
TEHJICHIIIM B Tally31 XMapHUX OOYHUCIIEHb 32 OCTaHHI KUIbKa pokKiB. [locTauanpHuku SaaS
OpPIEHTYIOThCSI Ha 0araToOKJIIEHTChKE MporpaMHe 3abesneueHHs (multi-tenancy), B paMmkax
SAKOTO0 BCl KJIIEHTU CIUIBHO BUKOPUCTOBYIOTH €K3E€MIUIIPM IMPOrpaMHOro 3a0e3NeyeHHs,
wiatGopMy Ta CXOBHINA JaHUX 3 METOI HAaWOUIBII ONTHMAJbHOTO BHUKOPHUCTAHHS
XMapHHX  pecypciB. [l OaraTOKITi€EHTCBKMX SaaS cucTeM, KOHTPOJIb JIOCTYIy B
OUTBIIOCT] BUMNAAKIB OPraHi3oBaHUM JIMIIE Ha PIBHI NPOrPaMHOrO KOOy CHCTEMHU
(application-level). Bkazanuit MexaHi3M KOHTPOJIO JOCTYIY € JOCTATHHO KOMILICKCHHM
MO CyTi, OCKUIBKH SIK TOCTa4aJIbHUKH, TaK 1 BCl KJIIEHTH TOBUHHI MaTh MOJXKJIMBICTh
BU3HAYATH BJIACHI TOJITHKH JIOCTYIy JO0 PecypciB cuctemu. [IpudyoMy, BHIIEBKa3aHi
MOJIITUKUA JIOCTYIY TOBUHHI OyTH Oe3redHo o0 ’€qHaHI Ta MPAaBUJILHO 3aCTOCOBaHI B
CEepPEeNOBUIIl CHUIBHOTO JOCTYMYy JO PECypCiB CHCTEMH JUIsl KUIBKOX KIIIEHTIB.
PesynpTaToM naHoi poOOTH € apXiTeKTypa CUCTEMH KOHTPOJIIO JOCTYITY, IO J03BOJISIE SIK
MOCTAa4YaJIbHUKY, TaK 1 BCIM HOro kirieHTamM e(peKTUBHO BU3HAYATH CBOI MOJITUKH JTOCTYIY
10 xMmapHoi SaaS cucrteMu. ApXITeKTypa HAAIMHO TOEIHYE TMOJITUKA JOCTYIYy BCIX

CTOpIH, 3B’sA3y€ Ta 3a0e3reuye iX BUKOHAHHS ITi]T 4ac POOOTH 3 XMapHOIO CHCTEMOIO.



PO3JILI 1
3AJJAYA CUHTE3Y APXITEKTYPU KOHTPOJIIO JOCTYITY

1.1. Omnuc ocod/MBOCTEH 0AraTOKIIEHTCHKHUX XMAPHUX CHCTEM

Xmapni oouucnenns (Cloud computing) - monens ajisi 3a0€3M€UCHHS TTOBCIOIHUX,
3pyYHHX, JOCTYIHUX Ha BHMOTY, OOYHCIIOBAIBHMX PECYpCiB (HAmpUKIad, MEpexi,
CEpBEpH, CXOBWINA JIAHWUX, MPOTPaAMU Ta CEPBICH), SKI MOXKHA IIBHJIKO HAJATH IS
KOPHCTYBaHHSI.

Jlana MoJiesb Ma€ 'sITh OCHOBHUX XapaKTePUCTHUK:

1.  JlerxomoctymHa Ha BUMOTY KopucTyBaua (on-demand self-service).

2.  Hapae mmpoxuit goctyn no mepexi (broad network access).

3.  Hapae o0'eqnanns pecypcis (Offers resource pooling).

4,  llIBmaka macmTaboBaHicTh (rapid elasticity).

5. Hamae mnocnyrm, sxi MoxkHa BuMipsTtu/TapudikyBatu (offers measured
service).

XMapHi 00YUCIICHHS MPEJICTABIICH] TPhOMAa MOJICIISIMHU TTOCYT:

1.  IIporpamue 3abe3mnedeHHs sk nociyra (Software-as-a-Service, SaaS).

2. Ilmardopma sk mocnyra (Platform-as-a-Service, PaaS).

3. Iadpacrpykrypa sik mociyra (Infrastructure-as-a-Service, laaS).

Ta woTrpMa MOJEISIMU PO3TOPTAHHS:

1.  IIpusatna xmapa (Private Cloud).

2.  Xwmapa cnutbHOTH (Community Cloud).

3.  Ily6miuna xmapa (Public Cloud).

4.  Ti6opunna xmapa (Hybrid Cloud).

llpoepamne 3abe3neuenns ax nociayea (SaaS) - 1e MOAECIb PO3MOBCIOKCHHS
MPOrpaMHOro 3a0e3MeUeHHs, B sIKiii MporpaMu Po3MIITYIOThCS MOCTAYaIbHUKOM MOCHYT Y
XMapHOMY CEPEeJOBUIIl 1 JOCTYIMHI KJIIEHTAM 4epe3 MEePexy, sK npaBuio, [HTepHeT. SaaS
CTa€ BCe OUIBIN MOITUPEHOI0 MOJICIIIIO JOCTABKH K 0a30B1 TEXHOJIOT1l. SaaS TaKoXK 4acTo

ACOIIIOETHCS 3 MOJICJUTIO JIILIEH3YBAaHHSI MIAMUCKU 3 OIUIATOK IO MIPl BUKOPUCTAHHS.



3acTOoCyHKM SaaS TaKo>X MOBUHHI MAaTH MOXIJIUBICTH OJHAKOBO B3a€EMOJISITU 3 IHIIUMHU
JAHUMH Ta 1HIIMMU 3aCTOCYHKaMHU B IIMPOKOMY CIEKTp1 cepenoBull 1 muatdopMm. SaaS
TICHO TIOB'I3aHMI 3 I1HIIMMHU MOJAEIAMHM XMAapHHUX OOYMCIeHb. SaaS HalyacTime
BIIPOBA/KYEThCA Il 3a0e3leueHHs] 013HeC-3aCTOCYHKIB Ta (YHKI[IOHAIBHOCTI JIst
KOPIOPATUBHUX KJIIEHTIB 32 HU3BKOIO I[IHOIO, TO3BOJISIFOYM IIUM KJIIEHTaM OTPUMATHU TI K
caMi TiepeBard SK 1 Bl KOMEPIIMHO JIIEH30BAaHOTO, BHYTPIIIHEO KEPOBAHOIO
NIPOrpaMHOTO 3a0e3MeUeHHs, aje 0e3 CYIMyTHhOIT CKJIAIHOCTI BCTAHOBIICHHSI, YIIPABIIIHHS,
HiITPUMKH, JIIIIEH3yBaHHS Ta BUCOKOT TTOYATKOBOI BapTOCTi [4].

OCHOBHI XapaKTepUCTUKH MoJenl SaaS:

1. Jlocmyn wuepe3 InmepHem: KiHIIEBI KOPHUCTYBadi OTPUMYIOTh JOCTYI IO
nporpamMu uepe3 IHTepHeT 3a JomoMororw craHaapty http/https. 3amicTh TpaauiiiHOTO
KIIieHTChKOTO AocTymy Ha [IK BukopucTtoByeThest BEO-TIAX1 HOCTYIy 10 PECYpCiB uepes
KOPIIOPaTUBHY TJ100aJIbHY MEPEKY.

2.  Iliompumka nocmayanbHuKis: 3aCTOCYHOK He KepyeThes IT-BinaisioM Kiri€HTa,
a PO3MIIIYETHCS Ta KEPYETHCS KOMAHJI0I0 PO3POOHUKIB MOCTaYaIbHHUKA.

3. Mooenv nionucku: 3aMiCTh TOTO, 00 CIUIaYyBaTH aBaHCOBI OE3CTPOKOBI
JiIIeH31i, KIIIEHT CIUIauye peryysipHy (TEpMIHM BH3HAYAIOTHCS KOHTPAKTOM MiX KIIEHTOM
Ta TIOCTAYaIbHUKOM ) TUIATy 32 KOPUCTYBAHHS (YHKI[IOHATIOM CHCTEMHU.

4,  Minimanvbna HeoOXiOHICMb 8 NONEPeOHiX HANAWMYBAHHAX: BUKOHYETHCS
oOMe)XeHa KUIBKICTh HaJlallITyBaHb Ha IIOMEPEIHBOMY €Tami Iepea  Oe3mocepeaHiM
MOYaTKOM BUKOPHUCTaHHS. 3aCTOCYHKH € BUCOKO CTaHAAPTU30BAHUMU JIJISl KIIIEHTIB, 9aCTO
PO3MIIIIEH] B paMKax 0araToKIiEHTCHKOI apXiTeKTypH.

5. Keposani  ouo@nenwHs:  TOKpamieHHS  (YHKI[IOHAJBHOCTI  TOBHICTIO
KOHTPOJIOIOTHCS MOCTAaYaIbHUKOM. [[OmMpeHoIo € mpakTuka 4acTUX ITUKIIIB OHOBJICHHS 3
HEBEITMKUMH 00CSATaMU TOKPAIIEeHb a00 3MiH (DYHKITIOHAIBHOCTI.

6. Heobxionicmo y nepexodi 00 MEHMANbHOCMI HA OCHOBI NOCAY2: MOJENb SaaS
BHMara€ 3MiHH TapaJurMH BiJ ITJIXOAYy, OPIEHTOBAHOTO Ha MPOAYKT, JO MOJCII
cepBicHOTO 0O0cnmyroByBaHHsA. I[locTauadbHMK HECe BIANMOBINAIBHICTE HE TUIBKHA 3a
po3po0OKy cuUCTEMH, a U 3a BeCh HaOIp CIyXkO Ta MIATPUMKY IPOTPaAMHOI0 3a0€3MEeUCHHS.

OxkpiM GYHKIIIOHYIOYOTO MPOTrPaMHOr0 KOy, MOCTayaJbHUK MOBUHEH HAJaTH BHUCOKHUU



piBEHb JOCBIMYy KOpHCTyBaua, IO BKJIIOYAE BIPOBAHKCHHS, TCCTyBaHHS, HaBYAHHSI,
YCYHEHHsI HECTIPABHOCTEH, TEXHIUHE 00CITyTrOBYBaHHS, XOCTHHT, OHOBJICHHS Ta Oe3IeKa.

7. Jloxio, wo 6azyemvcsi Ha ycniwHocmi: KOMEPUIMHHUI yCMiX MOocTadaibHUKA
KPUTUYHO TOB’SI3aHUNA 3 YCHIMIHICTIO KiieHTIB. KilleHTH He poOnsiTh aBaHCOBUX
IHBECTHI[I y TMporpamMHe 3a0e3ledeHHs, amapaTHe 3a0e3nedeHHs abo pecypcH s
peamizanii. [locrayanpbHUKY IJIATATH JWIIE B TOMY BHITQJKY, SIKIIO KJIIEHT 3aJ0BOJICHUHN
XMapHOIO CHCTEMOIO 1 MPOJOBXKYE CBOIO MiANMCKY. Ha BiaMiHY Bl TpaguiiiHUX
IpOrpaMHUX MOJIeNIeH, HE3aJ0BOJIEHI KOPHUCTyBadli SaaS MOXKYTh JIETKO CKacyBaTH
HiIMMUCKY Ta MEePEHTH J0 MOCTavYaIbHUKa-KOHKYPEHTA.

XMapHa cucTema, po3poOjieHa BIIMOBIAHO 10 SaaS, BIAMOBIAAE BUCOKOSKICHHUM
BUMOTaM JI0 PECYpCiB 1 HaJa€ KOPUCTyBavYaM IMOCIYTH 3 BUKOPUCTAHHIM 0araTopiBHEBUX
a0CTpaKIii.

Knienm (tenant) — nie Tpyra KOpUCTyBadiB, Ki MalOTh OJIHAKOBE MPEJCTABICHHS Y
cucteMi. Croii BXOJATh JIaHi, 10 SKUX BOHU MAalOTh JAOCTYII, KOH(Irypalito, KepyBaHHS
KOpUCTyBauyaMH, KOHKpEeTHI (YHKII Ta TOB’sA3aHI HE(PYHKI[IOHAIBHI BJIACTHUBOCTI.
3a3Buyail JaHi TpyNnu € uieHaMu pi3HUX ropuandHux ocid. lle cynpoBomxyeThes
BIJIMOBITHUMHU 0OMexXeHHAMHU (Oe31eka JaHuX, KoH(D1ASHIIHHICTD, TOIIO).

bazamoxknienmuicme (multi-tenancy) — e maxig [0 CHUTBHOIO BHUKOPHCTAHHS
eK3eMIUIApa MPOrpPaMu MK KUTbKOMA KIIIEHTaMU MIJISIXOM HaJlaHHS KOKHOMY CIIeIliabHO1
«YaCTKW» €K3eMIUIApa, SKUW 130JIbOBAaHWM BiJ 1HIIMX B aCMEKTaXx IPOJYKTHBHOCTI Ta
KOH(IASHIIIMHOCTI TaHUX. 3a3BUYall aHAJIOTIEI0 SIS TIOSICHEHHS € )KUTIIOBUA KOMILIEKC, JIe
pi3HI CTOPOHHM BUKOPHCTOBYIOThH JESKI CBOI pPEeCypCH, SIK-OT IEHTpasi30BaHE OMAJICHHS,
00 3MEHIIUTH BUTPATH, ajle TAKOK BHUMAararoTh MEBHOTO PIBHS 1301l (HampUKIa,
piBeHb mymy) [3].

KpiMm Tepminy 6araTokiai€HTHOCTI, ICHYE TaKOX TOHSATTS KIIEHMCbKO2O NPOCMOPY
(tenant space). KiieHTChKHIA TIPOCTip BU3HAYAE MiAXiJ, MPH SKOMY KIIIEHTH OPCHIYIOThH
3a37ayieTiib BU3HAYCHUN TMPOCTIP PECypCiB, B SKOMY BOHH MOXYTh 3aIllyCKaTH Pi3HI
ex3eMIusipu porpamu. OHUM 13 TpUKIAAiB koo € Mojenb Infrastructure-as-a-Service
(laaS), xonm KITIEHT Kylye amapaTHi pecypcH, Ha sKi BiH BCTAHOBIIIOE IPOTpPaMHE

3a0e31neyYeHHs Ha CBi PO3CYII.
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Cuenapii, KoJIM KUIbKa Iporpam MpaiioloTh B OJHOMY €K3eMIUISIP1 OJHOTO 1 TOTO X
cepenopumia BukoHaHHsS (mozenb Platform-as-a-Service, PaaS), iHomi TakoX
Ha3MBalOThCS 0AaraTOKIIEHTCHKUMU, 30KpEMa 3 TOUKHU 30pY MOCTaYaIbHUKIB, OCKUIBKH IXH1
KIIIEHTH pO3ropTaroTh Kulbka mporpaM. [0 KOHIEMNIil0 KOPEeKTHO Ha3WBaTU
bacamonpoepamuum  poseopmanusm(multi  application  deployment), a  He
0araToKJIIEHTCHKUM CEpPEIOBUIINEM, OCKUIBKM CYTHOCTI, IO Bi1IOKPEMIIIOIOTHCS, MAalOTh
HIII1 XapaKTepUCTUKU, a MpoOJEeMU B LIbOMY CIIEHapii MarOTh IHIIMN Xapaktep. Takum
YUHOM, OaratonporpamMHe pO3rOpTaHHS HE CJiJ OTOTOXKHIOBATH /0 OaraTOKIIEHTCHKOI
CUCTEMHU.

CrninbHe BHKOPHUCTAHHS LEHTPIB OOpOOKM JaHUX, BipTyanmizalli Ta MPOMIKHOTO
POrpaMHOT0 3a0€3MEUCHHS] 1HOA1 PO3TIISNAIOTHCA SK OJAWH MIiAXIA 10 JOCSITHEHHS
0araToKJIIEHTCHKOTO cepenoBuina. Bcei me migxoau 0a3yroThCs Ha OJIHOMY €K3EMILISAPI

nporpamu Jjist KoxkHoro. [IpoTe iM He BEUCTayae po3noaAiTy pecypciB Ta €()eKTUBHOCTI.

1.2. IIpobseMmaTnka 3a0e3ne4eHHs] KOHTPOJIIO T0CTYIy B XMAPHUX CHCTEMAX

[Tapagurma xmapHUX OOYMCIIEHBh TOB’S3aHa 3 MpoOieMaMu Oe3neKu SK 3 OOKy
NMOCTAYaJIPHUKIB, TaK 1 3 OOKy KIHIIEBUX CHOXuBadiB. IlocTadaJlbHUKM XOYyTh
MEPEKOHATHCS, 110 iXHI PECYpCH Ta MOCIYTM BUKOPUCTOBYIOTHCS JIUIIIE aBTOPU30BAHUMHU
KOPHUCTYBauaMH, B TOW Yac K CIOKUBAYl XOTUIH O MepEeKOHATUCS, 110 iXH1 JaH1 Oe3MeYHO
30epiraroThCs B XMapi Ta yoesnedyeHi BiJl HECAaHKI[IOHOBAHOTO YUTaHHs/3anucy [1].

KonTtpons goctyny € dhyHaaMeHTaTbHUM acleKkToM iH(opMaIliiHol 6e3neku, K
Oe3rmocepelHbO  TOB'SI3aHUM 3  TAKUMH  OCHOBHUMH  XapaKTEpPUCTHKAMH, 5K
KOH(1ICHIIIHHICTD, MUTICHICTD 1 TOCTYMHICTh. 3 TOYKH 30pYy JAOCTYIy MPOBAKAEpH TOBUHHI
3a0e3MeunTy HACTYITHI OCHOBHI (DYHKIIIi:

®  KOHTPOJbL JOCTYIy JO CEpBICHUX (YHKI[IH XMapy Ha OCHOBI BH3HAYCHHX
MOJIITUK 1 PIBHS MOCIYTH, TPUA0AHOT KJIIEHTOM;

®  KOHTPOJb JOCTYIY JIO JaHUX CIOKHBaya Ta 3aXUCT B AOCTYIY 3 OOKY 1HIIHUX
KJIIEHTIB B 0araToOKJIIEHTCHKOMY CEPEIOBHIIIL;

®  KOHTPOJb JOCTYIY A0 CHUIBHHUX JJISI BC1X KIIEHTIB (DYHKIIIH;
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® TMIATPUMKA AaKTyaJlbHOrO CTaHy MOJITHK JOCTynmy Ta  1H(popmarii
KOPHUCTYBAauiB.

BinHocuHM MK KOpUCTyBadyaMH Ta pecypcamMd JWMHaMidyHI B XMapi, a
MOCTAaYaJIbHUKH TMOCIYT 1 KOPUCTYBadi, sIK MPaBHIO, HE 3HAXOIATHCS B OJHOMY JOMEHI
Oesnexkn. Mogenb Oe3neku Ha OCHOBI iAeHTH(IKalii (HampukiIaa, AUCKpeliiHa abo
Mo/ielli 000B’SI3KOBOTO KOHTPOJIIO JOCTYIY) HE MOYKHA BUKOPUCTOBYBATH y BIIIKPUTOMY
XMapHOMY CEPEIOBHII, /Ie KOXKEH PeCypCHUI BYy30JI MOXe He OyTH 3HaloMHM ab0 HaBiTh
He 3HATH Mo iHmI By3iau. Hampukman, Komu KOPUCTYBadi XMapH MOXYTh OTPUMYBATH
JOCTYII 10 TIOCIYT 4epe3 [HTepHeT 3a JOMOMOror Pi3HUX 3ac00iB, TAKUX K MOOUTLHUN
TenedoH, HOYTOyK abo0 MepCOHAIbLHUM KOMIT'IOTE€p, 1 HEMOXIMBO  1IeHTU(DIKYBaTH
KopucTtyBauiB 3a ¢ikcoBaHumu [P-agpecamu. VY Takux cuTyanisx He MOXHa
BUKOPUCTOBYBATH TpaaMIliiiHI OpaHamayepu s (UIbTpallii MakeTiB HAa OCHOBI
¢ikcoBanux IP-ampec kopuctyBauiB. ¥ XMapi KOpUCTyBadi 3a3BUuail iIeHTU(]IKOBaHI 3a
CBOIMU aTpuOyTaMHM 4YHM XapakTEepUCTHUKAMH, a HE 3a IMOMNepeHhO BHU3HAYCHUMU
IIGHTUYHOCTSIMU. TakuM YMHOM, MOTpPiOHA JAMHAMIYHA CHCTEMa KOHTPOJIIO JOCTYIY ISt
JOCSITHEHHS MDKJIOMEHHOT ayTeHTH(IKaIIi1.

3BiICH BUIUIMBAE, 110 KOHTPOJIb TOCTYITY € BaXKJIMBOIO YACTHHOIO XMapHOI CHCTEMH,
10 0OMeXKYe il (HampuKia, YATaHHS, 3aI1C), K1 Cy0’ €KT MOYKe BUKOHATH HaJl 00’ €KTOM
B cucteMi. [IpaBmia KOHTPOJIIO TOCTYNY 3a3BUYall BUIIUISIOTHCS BiJ caMoOi CHCTEMHU, SKY
BOHH OOMEXKYIOTH 1 BUPQXAIOTHCSI B MOAYJBHHX, NEKJIAPATUBHUX MOJITHKAX KOHTPOJIO
J0CTYyIy 3 MIPKYBaHb BiTOKpeMJICHHS MpoOieM 1 MoxiauBocTi momudikamii. Kontponb
JOCTYITY Ha OCHOBI MOJITHUK J00pe MiAXOIUTH ISl XMapHUX SaaS cHUCTEM, TOMY IO IIe
JI03BOJISIE BIJUIATH JIOTIKY Oe3meku, crenudiuny s KIT€HTa, Ta HAJa€ MOXKIUBICTD Ti
BUKOPHCTaHHS B PS)KUMI BUKOHAHHS (run-time).

JUis n[eKapaTUBHOTO BHpaXeHHs OyJ0 3alpOolOHOBAHO KUIbKa MoOjeei
MPEJICTaBICHHS KOHTPOJIIO JOCTYITY:

1.  OO6oB's13k0BHUi KOHTPOJb qocTymy (MAC).

2 Juckpeniiauii KOHTpob AocTyny (DAC).

3. Kontpons nmoctymy Ha ocHOBi poier (RBAC).

4 Kountpons goctyny Ha ocHoBi atpudyTiB (ABAC).
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1.2.1. O00B’S13K0BHI KOHTPOJIb 10CTYIY

06086 ’s3k08uti konHmpoab oocmyny (MAC) — 1e 3acid OOMEXEHHsI JOCTYIy [10
00’€KTIB Ha OCHOBI UyTJIMBOCTI 1HQoOpMalii, 0 MICTUTbCA B 00’€KkTaxX, Ta OQimiiHOT
aBropu3ailii cy0'ekTiB Ha jgoctyn g0 iH(opMmaii. Bigomor peanizamiero MAC €
OararopiBHeBui 3axuct (MLS), skuif, TpaauuiiHo, AOCTYIHUH B OCHOBHOMY Ha
KOMIT IOTEPHUX 1 MPOTPAMHUX CHUCTEMaX, PO3TOPHYTHX Y AYXKE YYTIUBUX JICPIKABHUX
opranizamisax. basosa monens MLS Oyna Bmnepmie BBeneHa bemtom 1 Jlallagynorwo [6].
Mopenb BUKIAAA€TbCsl B TepMiHAaX 00'eKTIB 1 cy0'exTiB. O0'€KTOM € MacuBHA CYTHICTb,
Taka K ¢aia TaHux, 3amuc ado mosie B Mexax 3anucy. Cy0’eKT — 1e aKTUBHUU TPOIIEC,
SIKUH MOXKE 3aIMTYBATH JIOCTYII 10 00'ekTiB. KoskHOMY 00’ €KTY IPHCBOEHA KiacuQiKallis,
a KoXeHoOMY TpeameTy - no3Bin. Knacudikaiii Ta 103B0JIM pa3oM Ha3MBAIOTHCS MITKAMH
(label).

Mimka — ue 4dactuHa iHGOpMaIlii, sIKa CKIAAAEThCA 3 JABOX YACTHUH: l€papXidyHUM
KOMIIOHGHT 1 HaOlp HEBMNOPSAIKOBAHUX BIACIKIB. lepapxiyHuii KOMIIOHEHT BH3HAua€e
YyTAWBICT, JaHuUX. Hampukian, BilickkoBa oOpraHizailis MOXKE€ BH3HAYaTH PIBHI
abCcoNomHO MAEMHO, CeKpemHo, KOH@IOeHyitino ma Hecekpemuo. MITKH YaCTKOBO
BIIOPSAAKOBaHI B MaTpUI0 HACTynmHUM unHOM: Jlano nBi mitku L1 1 L2, L1 >= L2 Tomi i
TUIBKHM TOM1, KOJIM iepapXiuHuii koMmnoHeHT L1 Oinmbiie abo gopiBHIoe L2, KaxyTh, 1mo L1
nominye Hag L2 [7].

MLS naknagae HaCTYIHI B2 0OMEKEHHS HA JIOCTYII JI0 TaHUX:

e  BractuBicte Simple Security abo «be3 uuTaHHS»: CyO0'€KTy T03BOJICHO
JTOCTYII JiJISl YMTAHHS 70 00'€KTa TOMI 1 TUIBKK TOJi, KOJW MiTKa Cy0’€KTa TOMIHYE Han
MITKOIO 00'€KTa.

e  BractuBicTh * (BHUMOBISETHCS SK BIACTUBICTH 3ipku) abo «be3 3ammcyy:
cy0’€KTy JT03BOJICHO JOCTYII Ha 3amuc 10 00’ €KTa TOAI ¥ JIMIIe TOJi, KOJU MiTKa 00’ €KTa

JIOMIHY€ HaJ MITKOIO Cy0’ €KTa.
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1.2.2. JuckpeniiiHuil KOHTPOJIb A0CTYILY
Juckpeyitinuii koumpono docmyny (DAC) — Mopaenb KOHTPOJIO AOCTYILY,
BHU3HAYEHA K 3aCi0 0OMEXKEHHS MOCTYIMY /10 00 €KTIB Ha OCHOBI 1IEHTUYHOCTI Cy0’ €KTIB
Ta/abo rpyI, 10 SIKUX BOHU HaylexkaTb. JIuCKpeniiiHuil y TOMy CEHCl, 110 Cy0’€KT 3 IEBHUM
J03BOJIOM JIOCTYITy MOK€ NepeNaTu e A03BLT (MOKIUBO, OMIOCEPEAKOBAHO) OYAb-IKOMY
IHIIOMY Y0’ €KTY (SKIIIO 1€ HE OOMEKEHO 000B’I3KOBUM KOHTPOJIEM JOCTYyTyY). [8]
JIucKpeniiHuii KOHTPOJIb JIOCTYIY 3a3BHYail MPOTHCTABISIETHCS OOOB'SI3KOBOMY
koHTposto goctyny (MAC). IHOaI KaXyTh, IO CHUCTEMA B IIJIOMY Ma€ «IUCKPEIIHHUI
a00 «UYUCTO MAMCKPELINHUN» KOHTPOJIb JOCTYIy, KOJM B I cHcTeMi BIACYTHIH
O00OB’SI3KOBUH KOHTPOJb JOCTYyNy. 3 1HIIOTO OOKYy, CHCTEMH MOXYTb OJHOYACHO
peanizoByBatu sk MAC, Tak i DAC, ne DAC BigHOCUTBCS 10 OJHIET KaTeropii 3aco0iB
KOHTPOJIIO AOCTYIY, SIKl Cy0'€KTH MOXYTh MepeaaBatu oauH ogHoMmy, a MAC BiTHOCUThCA

710 IPYTOi KaTeropii KOHTPOJIIO JOCTYIY, SIKa HaKIaJae OOMEKEHHS Ha MepIy.

1.2.3. KouTpoJb 1ocTyny Ha OCHOBI poJiei

Konmponv oocmyny na ocnogi poneti (RBAC) - monenb 0OOMEXEHHS AOCTYITY 0
CUCTEMHU AaBTOPU30BAHUM KOPHUCTyBauaM, HEUTPaIbHUN MJi1 TMOJITHKA MEXaHI3M
KOHTPOJIIO JOCTYIly, BU3HaUCHUN HaBKOJIO poieit 1 npuBiieiB. Komnonentn RBAC, taki
K POJi-I03BOJIM, BITHOCHHU KOPHCTYBAau-poJib Ta POJb-POJb, MOJETIIYIOTh BUKOHAHHS
pU3HaYeHb KOpUCTyBayaM [9].

Bceepenuni opranizamii posi CTBOPIOIOTHCS 7 BUKOHAHHS PI3HUX IOCATOBUX
¢ynkiid. Jlo3Bonu Ha BUKOHAHHS TIEBHUX OTMEpaIliii MPU3HAYAIOTHCS TEBHUM POJISIM.
Unenam abo nmepcoHany (a0o iHIIMM KOPUCTYBa4aM CUCTEMH) MPU3HAYAIOTHCS TIEBHI POJIL,
1 4depe3 IIi MPU3HAYECHHI POJi BOHU OTPUMYIOTH JO3BOJIM, HEOOXINHI JJII BUKOHAHHS
MEBHUX CHUCTeMHHUX (yHKIIH. OCKUIBKM KOPUCTyBadaM HE TMPU3HAYAIOTHCS T03BOJIHU
0e3rmocepeIHb0, 1 BOHU JIUIIE OTPUMYIOTH iX 4epe3 CBOIO poiib (a0o poiri), KEpyBaHHS
OKpPEeMHMH TIpaBaMU KOPHUCTyBada CTa€ MUTAHHSM MPOCTOTO TMPU3HAYCHHS BIIMOBITHUX
poJieil 00JIIKOBOMY 3amucy KOpPUCTyBaua;, 1€ CIpOIly€e 3BHYAHI omepailii, Takl SK

J0/IaBaHHS KOpHUCTYyBava abo 3MiHA BTy KOpUCTYyBaya.
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st RBAC Bu3Hau€HO TpHU OCHOBHI IIpaBuUJia:

1.  Ilpusnauenns poni: cy0’€KT MOXE€ CKOPUCTAaTUCS JO3BOJIOM, JIUIIE SIKIIO
cy0’exT BUOpaB abo oMy OyJi0 IPU3HAYEHO POJIb.

2. Aemopuzayia poni: aKTUBHA POJb Cy0’ekTa Mae OyTH aBTOpPU30BaHA IS
cy0’ekTa. 3 BUIIEHaBEACHUM MIPaBUIIOM | 1€ IPaBUIIO TapaHTYE, 110 KOPUCTYBadl MOKYTh
BUKOHYBATH JIMIIE T1 POJIi, HA SIKI BOHH YIOBHOBAaXEHI.

3. Asmopuzayis 0036011y: Cy0’€KT MOKE BUKOPUCTOBYBATU JO3BUI, JIUIIE SKIIIO
JI03BUI HAJAHO JUIsl aKTUBHOI poJti cy0’ekTa. 3 mpaBuiamu 1 1 2 11e mpaBuiio rapaHTye, 110
KOPUCTYBadi MOKYTh BUKOPHUCTOBYBATH JIMIIIE Ti I0O3BOJIM, HA SIKi BOHH MalOTh JTO3BII.

[Tpu Bu3HauenHi moneni RBAC 3py4HrMH € HACTYIHI MO3HAYCHHS:

e S=Cy0'exkt - Ocoba abo aBTOMaTU30BaHUM areHT

e R =Ponp -IlocagoBa ¢pyHkiis abo Ha3Ba, siKa BU3HAYAE PIBEHb TOBHOBAKECHb

e P =]lo3BosH - 3aTBEPKCHHS PEKUMY JOCTYITY JI0 peCypcy

° SE = ceaHc - BinoOpakeHHs1, 110 BKIto4ae S, R ta/abo P

° SA = IIpenmeTHE 3aBIaHHs

° PA = Ilpu3nadeHHs 103BOJY

° RH = uyacTkoBO BnopgakoBaHa iepapxia ponen. RH Takox
MOXHa 3anucaTtu: = ([Mo3dHaueHHs: x = y o3Hauae, WO X YCnaakoBYE

npasay.)

BUKOHYIOTHCSI HACTYITHI YMOBH:

e  (Cy0O'exT MOXE BUKOHYBATH KLTbKa POJIEH.

e  Poisib MOXeE MaTH KiJIbKa MPEIMETIB.

e  Ponb Moxe Matu 0arato 103BOJIB.

e  J[03BUT MOXHA IPU3HAYUTH 0araThbOM POJISIM.

° Omnepariii MOKHA MPU3HAYUTH OaraThboM J03BOJIaM.

e  JI03BUI MOKHA MPU3HAYUTHU OAraTbOM OMEPAIISIM.

OOMexxeHHsT Hakiagae OOMEXyBajbHE MPABUIO HA MOTEHIIMHE YCHAJKyBaHHS
JI03BOJIIB BiJl MPOTUIICKHUX POJIEH, TOMY HOTO MOKHA BUKOPUCTOBYBATH ISl IOCATHEHHS

HaJIe)KHOTO po3moaiury oOoB’s3kiB. Hampukiaa, omiit 1 Tid ke 0cob1 HE MOXKHA
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JO3BOJISITH CTBOPIOBATH OOJIKOBHI 3amuc JJIs BXOAY Ta aBTOPH3YBaTH CTBOPEHHS
00JIIKOBOTO 3aMHCYy.

TakuM 9MHOM, BHKOPHUCTOBYIOUHN TTO3HAYCHHS TEOPii MHOKHH:

PACPx R ¢ go3onom 6arato-10-6aratbox I8 BiIHOIICHHS MPU3HAYCHHS
pOJI.

SA C S5 % R j3agexuts BiI BiIHOIICHHS IPU3HAYECHHS POITi 6arato 10 GaraThox.

RHCRxR

Cy0’€eKT MOXe MaTH KUJIbKa OJJTHOYACHUX CECIH 3/B pI3HUX POJISX.

1.2.4. KoHnTpoJab 1octyny Ha ocHOBI aTpuOyTiB

Konmponv oocmyny na ocunosi ampubymie (ABAC) - Moaens KOHTPOJO JOCTYITY,
3TiJHO 3 SKOIO IMpaBa JOCTYIY HAJIalOThCS KOPUCTyBadaM 3a JIOTIOMOTOI0 TOJIITHK, SKi
NOEHYIOTh aTpuOyTH pa3oM. [IOJITHKH MOXXKYTh BHKOPHCTOBYBAaTH Oyab-siKi THIH
aTpuOyTiB (aTpuOyTH KOpPHCTyBaua, aTpuOyTH pecypcy, 00’€KTH, aTpUOyTH CepeIOBUIIA
Touro) [10].

Jlana moJienb y3arajabHIOE TOMEpEHI MOJENl Ta BHpPAXKa€ KOHTPOJb JOCTYIY B
TEpMiHAaX BJIACTUBOCTEH KJIIOU-3HAYCHHS, SIKI HA3WBAIOThCS aTpUOyTaMu CyO'ekTa
(manpukinan, imeHTudikaTop cyb'ekra, iM'ss KoprucTyBada abo posi), 06'ekta (HanpukiIa,
inenTudikarop 00'ekTa, posramryBaHHsS ab0 BMICT) 1 cepeaoBuINa (HANpHUKIAM, Yac,
¢i3myHe posTamryBaHHS a00 KOHTEKCT). ATpuOyTH 3a0e3MeuyroTh IMiABUILCHY
JEKIAPATUBHICTh 1 MPOMOHYIOTH OJUHUIIIO Tepeadl TaHuX MK PI3HUMU KOMIIOHEHTaMHU
ab0 CTOpOHAMU B paMKax KOHTPOJIIO JOCTyIy [2].

Ampubymu - XapaKTepUCTUKH, SIKI BU3HAYAIOTh KOHKPETHI AaCMEKTH CyO €KTa,
o0’€kTa, cepenoBUIla, YMOBU Ta/ab0 3ammTyBaHi [ii, AKI TONEPEAHHO BH3HAYCHI Ta
npu3HadeHi. ATpuOyTH CKJIQJar0ThCA 3 HEOOOB'A3KOBOI KaTeropii, sKa BKa3ye Ha KIac
iHbopMmarlii, WO HATAETbCA  arpuOyToM, IM's Ta  3Ha4YeHHS  (HAIPUKIA,
Class=HospitalRecordsAccess, Name=PatientInformationAccess,
Value=MFBusinessHoursOnly) [11].

Cy6'exm - akTHUBHA CYTHICTH (3a3BU4ail pizuuHa ocoba, npouec ado MpUCTpiif), sika

CTBOPIOE 1H(MOpMaLIito [ Nepexoly Mk 00'ektamu abo 3MIHU CTaHy cucTeMu. Lle moxke
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OyTH KOpHCTyBau, 3amuTyBay ab0 MexXaHi3M, LI0 Ji€ BIJ IMEHI KOpHCTyBaua alo
3anuryBaya. Cy0'ekToM MOXke OyTH He(i3uyHa CYyTHICTb, HAIIPUKJIaJ] cucTemMa abo mpoliec.
Cy0’exTH YacTo AiOTh BiJl IMEHI MEBHOI JIFOAUHM YU opranizamii. Cy0'ekTaM MOXYTb OyTH
MPUCBOEH]I aTpuOyTH, SKI ONUCYIOTh IX 1IM'S, NPUHAIEKHICTb [0 OpraHizailii,
IPOMaJITHCTBO, TOIIIO.

Ob'exm - TMacuBHI J1aHl, TOB'I3aHUM 3 1H(QOPMAIIIHOIO CHCTEMOIO (HAMPHUKIIAI,
npucTpoi, ¢aiiny, 3anuck, TabauIll, MPOIEeCcH, TPorpaMu, Mepexi, TOMEHHU), 10 MICTATh
a00 oTpumyroTh iHpopmMmariito. Jloctyn 1o 06'exra nependayvae noctyn a0 iHdopMalii, Ky
BiH MicTuTh. Lle Moxke OyTu pecypc abo 3anuTyBaHa CyTHICTb, @ TAKOXK OYJb-1110, HAJl YAM
Cy0'eKT MOXe BHKOHYBAaTH OTEpaIlifo, BKIIOYAIOYH JIaHi, IPOTPaMH, MOCIYTH, IPUCTPOT i
Mepexi. O0’ekTH 3a3BHuYail BUMaraloTh IMEBHOI ()OPMHU 3aXHCTy BiJ] HENPUITYCTUMHUX
orepalliii HeCaHKI[IOHOBAaHUMH CY0'€KTaMHU.

Onepayia - BUKOHaHHS (GYHKIIT HA BUMOry cyO'ekta Haj o0'extom. Omneparrii
BKJIIOUAIOTh YUTAHHS, 3aIMC, pellaryBaHHs, BHUJIAJICHHS, aBTOpP, KOIMIIOBAHHS, BUKOHAHHS
Ta MOAU(DIKaITis.

Ilonimuxa - TpencTaBlIeHHS TpaBUia a0o0 BIJHOCHH, SKi BHU3HAYalOTh HAOIp
JTOTYCTUMHUX OIlepalliii, ski Ccy0'€eKT MOKe BUKOHYBAaTH HaJ OO0'€KTOM B JIO3BOJICHUX
yMOBaXxX CEepeIOBHIIIA.

Mopens ABAC mnintpumye OyneBy JIOTIKY, B SIKiil TOJITUKH MICTSTh ONEPAaTOPU
«IF, THEN» mpo Te, XxT0 pobutsh 3anut, pecypc 1 airo. Hanpuknan, AKIIO 3anuryBay €
MeHemkepoM, TO HamaiTe TOCTYI HA YMUTAHHSI/3aMKUC 10 KOHPIACHITIHHUX TaHUX.

Ha Biaminy Big koHTpoIIO qocTymy Ha ocHOBI poseit (RBAC), sikuii BUKOPUCTOBYE
3a37ayieriib BU3HAUCHI PO, SIKi HECyTh MEBHUN HaOip MOB'A3aHUX 3 HUMH MPUBLIETB 1
SKAM TPHU3HAYAIOTECS CY0'€KTH, KIFOYOBOIO BiaMiHHICTIO ABAC € KOHIeNIisl IMOJiTHK,
0 BUPAXaIOTh CKIAAHUN HaOlp OyneBHX MpaBWII, SKI MOXKYTh OLIHUTH 0araTto pi3HUX
aTpuOyTiB. 3HaueHHs aTpUOyTIB MOXKYTh OyTH HabopamMu ab0 aToOMapHUMH. ATpUOYTH 13
HaboOpaMH 3HAa4Y€Hb MICTATH OUIBIIIE OJJHOTO AaTOMAPHOTO 3HAUEHHS.

OcHogHi koHuemniii ABAC:

e  Touka agminicTpyBauHs noiituku — Policy Administration Point (PAP).

e  Touka Bukonanus nosituku — Policy Enforcement Point (PEP).
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e  Touka npuitasarts pitens — Policy Decision Point (PDP).

e  Touka indopmarii mpo momituky — Policy Information Point (PIP).

PEP BinmoBimae 3a 3axucT mporpam 1 JIaHHMX, 0 SIKMX BH XOUY€T€ 3aCTOCYBaTH
ABAC. PEP nepeBipsi€ 3anur 1 CTBOPIOE Ha KOTO OCHOBI 3aIUT Ha aBTOPU3ALII0, SIKUW BIH
Hajcunae 10 PDP.

PDP — kmouoBa wactuna apxitektypu ABAC. lle yactuna, sika OLIHIOE BXIIHI
3alMUTH 3a MOJITUKAMH, 3 sSIKUMU BiH OyB HanamroBanuil. PDP moBeprae pimeHHs mpo
n03BU1/BiAMOBY (permit/deny). PDP Takox moxe BukopuctoByBaTH PIP nns otpumanHs
BIJICYTHIX METaJlaHUX.

PIP 3’ennye PDP i3 30BHIIIHIMU JKepelnaMmu atpuOyTiB, Hanpukiaa, LDAP abo

0as3u JaHux.

1.2.5. Orasjg o0MexeHb ICHYIOUMX Moesei

Bukopucranns xmapHux cucteM SaaS B Oi3Heci BuUMarae Bi KIHIICBUX
KOPHMCTYBauiB MIBUIKO pOOUTH O€3J1i4 AUCKPETHUX PIllIEHb CTOCOBHO KOHTPOJIO AOCTYIY
(HampuKIan, 3 KUM BOHM OaXaroTh AUIMTHUCS JOKYMEHTAMHM, KOTO 3alpOCUTH Ha OHJIANH
koH(pepertito, Tomro). Illupokuii crmexkTp GYHKIIOHATBHOCTI, SKUH 3a3BHYail Haaae
XMapHa CHCTEeMa, CIIOHYKa€ KOPHUCTYBaUiB 0 MMOMUJIOK, 10 MPOBOKYE BUTOKU iH(OpMAIIii
yepe3 MNPUUHATTS KIHIEBUMH KOPUCTyBauyaMH HEMPABWIBHUX PIMIEHb 100 OOMIHY
KOHTEHTOM. TpaauiiitHi Mojeal KOHTpoIto aoctyny, Taki sk RBAC, manonpuaatHi s
BUKOPHUCTAHHS JIFOABMH 0€3 AocBimy iHpopmariitHoi 6e3nexu. Kpim Toro, cTpykTypoBaHa
MOJIeJIb KOHTpOdto aoctyny, Taka sk RBAC, He moxe OyTM MOB’s3aHa 3 HU3BKUMHU
HaKJIQJIHUMH BHUTpaTaMHd B XOJ1 JIJIOBOTO CHIBpOOiTHUIITBA. B pesynbTaTi, B TakoMy
KOHTEKCT1 KIHIIEBI KOPUCTYBadl caMi HECYTh BIANOBIAAIBHICTh 32 BU3HAYCHHS TMOJITHKH
Oesneku s O0’€KTIB, SKI BOHW CTBOPWJIM Ta SKUMH MAalOTh HaMip TOIUTUTUCA 3
(moTeHIiHHO) OOMEKEHOI0 TPYIOI0 KOJIET Ta CHIBpOOITHHKIB. 3a3BUYail IIe CIIOHYKA€E
KOPHUCTYBadiB J0 BHOOPY 3a 3aMOBUYBAaHHSIM, IO B IJIOMY TPHU3BOAUTH JO 3HUKCHHS

Oe3MeKu B paMKax BCi€l cucTeMu [5].



18

1.3. Orusix MeTOAMK Ta 32c00iB CHHTE3Y apXiTeKTypH iHGOpMaLiHHUX CHCTEM

1.3.1. Mertoa cunte3y apxitektypu TOGAF

TOGAF — rany3eBuii cTanaapT, METOJI PO3POOKU apXITEKTypH Ta pecypcHOi 0a3w,
AKUN MOKE BUIbHO BUKOPUCTOBYBATHCS OYJb-SKOIO OpraHizaui€lo, sika 0axkae po3poouTH
apXiTeKTypy NporpaMHOro 3a0e3nedyeHHs [jIsi BUKOPUCTAHHS BCEpEAMHI JaHOi
opranizariro [12].

TOGAF po3po0nsieThest 1 HOCTIHHO PO3BUBAETHCS MPEACTaBHUKAMU 3 cepearnHu 90-
X POKIB JICSAKUX 13 TPOBIJHUX CBITOBUX OpraHizailiii 3aMOBHHKIB 1 mocTadasibHUKIB [T, sKi
npairoroTh y The Open Group's Architecture Forum.

Hoctynni asi Bepcii TOGAF:

e TOGAF Bepcia 8 ("Enterprise Edition"), Bnepmie omyOiikoBaHa B TpyAHI
2002 poky 1 nepeormnyo6iikoBaHa B oHoBieHoMy Burisial ssk TOGAF Bepcis 8.1 y rpyani
2003 poky

e  TOGAF Bepcis 7 («Texniune BumanHs»), onyosikoBaHa B rpyaHi 2001 poky

TOGAF Bepcis 8 BHKOpPHUCTOBYE TOW camMuii 0a30BUM METOJ PO3POOKHU
apXIiTEKTYpH, OCOOJMBUM aKIIEHTOM Ha TEeXHIYHI apxiTekTypH, nmounHarouu Binx TOGAF
Bepcii 7. TOGAF Bepcis 8 3actocoBye 1eii MeTOJ pO3pOOKH apXITEKTypH M0 BCIX
JIOMEHIB OpraHizamii, BKJIIOYAalOUMd apxIiTeKTypy Oi3Hecy, JTaHUX Ta IPOrPaMHOIO

3a0€3IeUeHHs, a TAKOXX TEXHIUHY apXiTEKTypYy.

Llinkogi SiaHec apxiTeKTypK
(Target Enterprise Architectures)

MeTon po3poden apxiTekTyYpK
{Architecture Development Method)

BizHEC-KOHTHUHYYM
(Enterprise Continuum})

PecypcHa Baza
(Resource Base)

Puc. 1. Cxnanosi merogy TOGAF
Merton po3po6ku apxitektypu TOGAF (ADM), 300paxeHuil Ha pUCYHKY MOSCHIOE,
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AK po3poOutu cnenu@iuHy s opraHizaimii apxiTeKTypy, IO BIANOBIAAE BHUMOraM
O13HecCy.

ADM 3a6e3neuye:

1.  HaniitHuii, nepeBipeHuit crocid po3BUTKY apXiTEKTYPH.

2.  ApXITEKTypHI BUJH, SIKI JO3BOJISIIOTH apXITEKTOPY 3aJ0BOJBHUTU CKIIAJHUN
Ha0ip BUMOT, KOXKHA 3 AKX BpPaXOBYETHCS HAJICKHUM YUHOM

3. TlocunaHHs Ha MPaKTUYHI MPUKIAANA

4.  PexomeHpanii o0 iIHCTPYMEHTIB JUIsl pO3POOKHU apXITEKTYpH

TOGAF Enterprise Continuum, 300pax€HUH Ha PHUCYHKY, € «BIpTyaJIbHUM
CXOBHILEM» YCIX aKTUBIB apXITEKTYpH - MOJIEJe, 111a0I0HIB, ONMUCIB apXITEKTYpPH TOIIO —
4Kl ICHYIOTb 1 B opranizauiax ta B IT-iHaycTpii B miuioMy. Y BIINOBIIHUX MICISX IO
BcboMy TOGAF ADM, € HaragyBaHHS TpO Te, SIKI HasBHI apXITEKTypHI aKTUBU Bil
TOGAF Enterprise Continuum, siki apXiTeKTOp MOBUHEH BUKOPHUCTOBYBATH.

Pecypcua 6aza TOGAF, mo sBiase coOoro Halip pecypciB — peKOMEHallii,
mabJIoOHIB, JOBIAKOBOI iHQoOpMarlii, TOIIO - JJs TMOJETIIeHHS BUKopucTaHHI ADM
apXiTEKTOPOM.

Pecypcna 6a3a TOGAF mictuth iH(OpMaIlito Mpo HACTyIHE:

ApPXITEKTYpHI JOIIKH.
BiamoBigHiCTh apXITEKTYPI.
ApPXITEKTYpHI JOTOBOPH.
YrpaBiiHHS apXITEKTYPOIO.
Mogerni 3pijI0CTi apXITEKTYPH.
ApXiTeKTypHI 1abJIOHH.
[TpuHIIMTIN apXiTEKTYpH.

Habip xBamidikariii apXiTeKTypH.

© © N o 0~ w D PE

[IpencraBineHHs apXITEKTypH.

|
o

[Tpuknaan KOHCTPYKIIHHUX OJIOKIB.

|
=

bizuec-cuenapii.

|
no

TeMmaTuuH1 JOCIIIKEHHS.

|
w

CII0BHUK TE€PMIHOJOTTII.
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14,  Inun apxitextypu / pperiMBopkH Ta ix 3B'130k 3 TOGAF.

15. I"cTpymeHTH AJid po3pOOKH apXITEKTYPH.

1.3.2. JlokyMeHTyBaHHSI Ta ONIMC apXiTeKTypH

ApXITeKTypHa JOKYMEHTallisl MMOBUHHA CIYXUTU pi3HUM IHuisiM. Bona mae OyTtu
JOCTaTHLO a0CTpPakTHOW, MO0 OyTH 3pO3yMIIOI JIJIi HOBUX CHIBpOOITHHKIB. BoHa
NOBUHHA OYTH JIOCTaTHHO CTPYKTYPOBAHOIO, 100 BUCTYMHATH B AKOCTI crerudikarii s
po3poOku. [[7s 1bOro BoHAa Mae MICTHTH JOCTaTHBO 1H(oOpMmalii, mo OyAe CIy>KUTH
OCHOBOIO JIJISl aHAJI3y. APXITEKTypHa JOKYMEHTAIISl € IK HOPMAaTUBHOIO, TaK 1 HAKA30BOIO
onucoBoro. Haiikpaiia apxiTekTypHa AOKYMEHTAIlsl, I aHalli3y MPOJYKTUBHOCTI MOXKeE
BIIPI3HATUCS BIiJ] HaWKpamioi apXIiTEKTypHOI JOKYMEHTalii ajisi pOo3pOOHUKIB CHCTEMHU
[13].

Mera nOKyMEHTYyBaHHS apXITEKTypd — 3amucaTd il B TPEACTaBICHHAX, SKi
Ha/laayTh 3MOTY IHIIMM YCIHIIIHO BUKOPHCTOBYBAaTH, HIITPUMYBAaTHU Ta PO3LIMPIOBATH
CUCTEMY, CIIPalOYMCh Ha JaHUH JOKYMEHT.

CraHzapToM € HaCTYIHI peKOMEHallli JOKYMEHTYBaHHs apXiTeKTYypH:

JIoKyMeHTYyBaTH MOTPIOHO 3 TOYKH 30py YUTAYA.
YHukatu HemoTPiIOHUX MTOBTOPEHb.

YHukaTu 6araTo3HavyHOCTEH. 3aBXKIU MOSICHIOBATH YMOBHI TTO3HAYEHHS.

1
2
3
4.  BUKOpPUCTOBYBaTH CTaHIAPTH30BAaHY CTPYKTYPY JOKYMEHTY.

3) OOrpyHTyBaBaTH 3aIKCH.

6. IlinTpumyBaTH TOKYMEHTAIIIIO aKTyaJIbHOIO.

7.  IlepeBipsiTu JOKYMEHTAIIIIO HA BiAMOBIAHICTH MPU3HAYEHHIO.

JIisi TOKyMEHTYBaHHS CHHTE30BaHOI B POOOTI apXITEKTypH BUKOPHUCTOBYBAIACS
CTPYKTypa JOKYMEHTallii, po3pobiieHa Ta pekoMeHmaoBaHa I[HcTuTyTOM IIporpamuoro

3a0e3nedeHHs, 1Mo 3aJ0BOJbHSIE BUIIIEBKA3aHUN KPUTEPISM.
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PO3J1J1 2 CUHTE3 APXITEKTYPU KOHTPOJIIO JOCTYIIY AJsA
BATATOKIIEHTCBKUX XMAPHUX CUCTEM

2.1. Onuc npuxaaay 0i3Hec cueHapilo, sKNil BUPILIy€ apXiTekTypa

Jlana kBamidikaiiiina poboTa CTaBUTh 3a METY CHHTE3 apXITEKTypH, L0 MOXE
BUKOPUCTOBYBATUCh JJII PO3POOKH pIlIEHh MTPOOJEeMH KOHTPOJIIO JIOCTYMy IS
0araToKJIIEHTChKHUX CUCTEM, PO3TOPHYTUX y XMapHOMY Cepe0BHIIIL.

PosristHeMo HacTYIHUN TPUKIIA] TaKO1 CHCTEMH, SK IIUTOBOI JUISl JAHOTO PIllICHHS

° Opranizaiiss A € BIACHUKOM Ta PO3POOHMKOM 0araToKJII€HTCHKOI XMapHO1
CUCTEMH, OCHOBHUMHU (YHKIIISIMH $KOI € 3a0e3ledeHHs BEIMKOi KITbKOCTI KIIIEHTIB
(HaBYATBLHUX 3aKJaJiB) aBTOMAaTU30BAaHUMHU 3acO00aMU OpraHizailii HaBU4aJbHOTO MPOIIECY
3 BHUKOPUCTaHHSM Tally3eBUX CTaHAApTiB. THUMOBUMHU KJIIEHTAMHU JIaHOi Opradizamii €
KoJIeIKi Ta mpodeciiini HaByanbHi 3akinaau. [IpeactaBHUKY KiTieHTa (3a3BUYaid, BUKJIa1a4i
abo KypaTopu) MOXYTh CTBOPIOBATH, 3aBaHTAXyBaTH, peJaryBaTu, rpynyBaTH HaBYaJIbHI
matepiand. B Toif yac KopucTyBaul CHCTeMH (CTYIEHTH) MOXYTh Meperjisiiatu Ta
BUKOPHUCTOBYBATH BUIIIEBKA3aH1 MaTepialid.

° KoHTponb nocTymy € KI040BUM NMPOrPaMHUM MEXaHI3MOM JaHOi CUCTEMHU.
Bin noBuHEH 3a0BOJIBHATH HACTYITHI BUMOTH:

o [locTauansuuk cuctemu (Opranizamis A) MOBUHEH MaTH MeEXaHI3M
OOMEXEHHS Ta KOHTPOIIO HaJ KIE€HTaMH (HAMpHUKIaa, OOMEXKEHHsS TOCTYITHOTO
(GYHKITIOHATY B 3aJIEKHOCTI1 BiI TUITY 00paHOi KITIEHTOM Tapudikaiii mocIyr)

© Kiientn moBuHHI OyTH TMOBHICTIO 130IbOBAaHUMH, 3HAXOJSIYUCH TPHU
[IbOMY B OHOMY ¥ TOMY X KJII€HTCHKOMY MPOCTOPi 1 BUKOPUCTOBYIOYHM OJIHI U Ti XK
pecypcu.

© KoskeH KIIIEHT MOKe MaTH BJIACHI, BHYTPIlIHI, MPOTOKOJIU Ta MpaBuja
Oe3rmekr Ta KOHTPOIIO JOCTyNy (Hampwkiaaa, KoJemkK X J03BOJIAE KypaTopam
OIIHIOBaHHS YCITIIITHOCTI KOPHUCTYBauiB, B TOW 4Yac SIK KOJEMK Y Ma€ CKIaTHIIIUN

MpoIIeC TMEPEeBIPKM YCHIIIHOCTI, LI0 BKIIOYAE€ NEPEBIPKY SK Kyparopa, Tak 1
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BUKJIaJaya Kypcy). OTxe, cucreMa NOBHHHA HaJaBaTH MOMKJIMUBICTh KOXKHOMY
KJIIEHTY HaJIAIITOBYBaTH MOJITUKU JOCTYIY IHAMBIAYaJbHO Ta 3aCTOCOBYBATH iX
JUIIE 111 KOPUCTYBaylB JAHOTO KJIIEHTA.

o B Toit yac, sik 13071411151 KJIIE€HTIB € MEXaH13MOM, 1110 TMIATPUMYETHCS 32
3aMOBUYBaHHSAM, KJIEHTH IMOBHHHI MaTH MOXJIMBICTH JI0AaBaTH BUKIIOYEHHS J10
JAHUX TONITUK (HAOmpUKIad, KOJeMK X MIr YKIAacTH YroAy Mpo CHIiBIOpaIoo 3
KosemkeM Y 1 moTpeOyBaTH MeEXaHI3MY HaJaHHS YacTKOBOTO JOCTYNY JI0 CBOIiX
JaHUX KOPUCTyBayaM KOJIEJKY Y, 1 HABMAKH).

° B Toif wac, sk BuIEONMCAaHI BUMOTH cami MO c00l HE € TpHUBIATLHUMH,
BUHUKA€E TAaKOX JOJAaTKOBA CKJIAJIHICTh y MIATPUMII PI3HUX BapiaHTIB Ta KOMOIHaIii

OMHMCAHMUX CIIEHAPIiB.

2.2. Bumoru 10 apxiTeKTypu

Byno chopmoBano HacTymHI pyHKITIOHATbHI BUMOTH JI0 apXITEKTYpH:

1. ApXiTeKTypa MOBHUHHA J03BOJIATH IMOCTA4YaIbHUKY 0OMEXYBAaTH KIII€HTIB.

2. ApXiTeKTypa MOBUHHA J03BOJIATH KOXKHOMY OKPEMOMY KIIIEHTY 0OMEXYBaTH
CBOiX KOPUCTYBaUiB.

3. ApXiTeKTypa MOBHHHA HAJIHHO MOEIHYBATH BU3HAYCHI MOJITHKA KOHTPOJIIO
JOCTYITY BCiX 3aIy4Y€HHX OpraHi3aliil.

4, ApxiTekTypa TOBMHHA 3a0e3MedyBaTH BUKOHAHHS TMOJITHK KOHTPOIIO
JOCTYIy JJIs1 KOYKHOTO OKPEMOTO 3aIUTY 10 CUCTEMHU.

Takox Oyno chopmMoBaHO HACTYIHI HEPYHKIIIOHATBHI BUMOTH:

1. ApXiTekTypa MOBHHHA MIATPUMYBATH PO3MIIIEHHS B XMapHOMY CEPEIOBHIII.

2. ApxiTekTypa MOBHHHA OyTH MacIITa0OBaHOIO Ta MepefadadaTd MOMKIUBICTS,
KoM OaraTOKIIEHTChKAa XMapHa CHCTEMa MOXXe OyTH poO3MillleHa Ha pPI3HHUX
O0YHMCITIOBATFHUX KJIACTEPaX.

3. ApxiTekTypa TIOBUHHa 3a0e3meyyBaTh  HaJllilHE  BUKOHAHHSA  BCIX
HaJAIITOBAaHUX MOJITHK.

4, ApxiTEeKTypa HE NOBHHHA JIONMYCKATH HECAHKI[IOHOBAHOI'O JOCTYyMy [0

1H(popMarii.
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2.3. Onuc po3pods1eHoi MoJesii KOHTPOJII A0CTYILY

B nanomy po3aini kBaniikaiiiHoi poOOTH MOJaHUN OMUC MiIXO/1B Ta MPUHIIUIIIB,
o 3a0e3neuyloTh BHUKOHAHHS BUIIEBKAa3aHUX BHMOT PO3pOOJEHOI0 apXITEKTYPOIO.
OnHUM 3 OCHOBHMX pe3yJIbTaTiB pOOOTH € IpeCcTaBlieHa MOJEIb KOHTPOJIIO JOCTYIY, 1110
0a3yeTbcsl HA OMMCAHUX B TEOPETUYHINA YACTUHI MOJENSIX, KOMOIHYIOUM CHJIbHI CTOPOHH

KOKHO].

2.3.1. BukopucTaHi TeopeTH4YHi MoIeJi Ta KOHIeMIil
Jist moGy10BM Mojiesi OyJiu BUKOPUCTaH1 HACTYIHI MOJIEJI1 Ta MIAXOIH:
° Kontpons goctyny Ha ocHosi poseit (RBAC)

o ApXiTeKTypa BHUKOPHUCTOBYE JIaHy MOJCIb JUI  3a0e3MedYcHHS
MOJKJIUBOCTI TIOCTaYaJIbHUKY CHCTEMH Ta KII€HTAM BH3HAYaTH BJIACHI MEXaHI3MHU
KOHTPOJIIO JOCTYITY JEKJIapaTUBHO 1 0e3 HeOoOXiTHOCTI B 3MiHI IPOrPaMHOTO KOIY
CUCTEMHU.

° Kontpons goctymy Ha ocHOBI aTpuOyTiB (ABAC)

o ApXiTeKTypa BUKOPHCTOBYE J1aHy MOJEJNb Uil 3a0€3MeUeHHs MPOCTOT
Ta 3po3yMiIoi alCTpakilii, IO JO03BOJIIE KEPyBaTH IOCTyIaMU KOPHUCTyBadiB Ha
OCHOBI MpHW3HAYECHHMX iM aTpuOyTiB/BiIacTUBOCTEH. TakoXk, JaHa MOJENb Hajae
MEXaHI3M BH3HAUCHHsI IIPaBUJI JOCTYIY, IO JO3BOJISE€ BUPAKATH OUIBIIICTH MPABUII
Ta KOHIICIIIiM, HASIBHUX B BHIIECBKa3aHOMY Oi3Hec-CIieHapii, TakKuX SK JI03BOJIH,
aBTOPCTBO Haa 00’ €KTOM, pOJi, PO3JAUICHHS OOOB’SI3KiB, MITKM JaTHU-4acy, 30HHU
BiMOBiTAIBHOCTI. 3 1HIIOr0 OOKY, JJaHa MOJENIb cama Mo co0l He HaJa€e JOCTATHBO
MEXaHI3MIB JJIsl 3aJI0BOJICHHS BCiX 3raJlaHMX BUMOT, B TEPIIy YEpry IO MPUYUHI
TOTO, IO KOKEH aTpPHOYT JUIs KOXKHOTO 00’ €KTa YU Cy0’€KTa MOBHHECH BH3HAYATHCH
BpPYyUHY.

° CrpykrypoBaHi aepesa nodituk (Structured policies trees)

© ApXITEKTypa BUKOPUCTOBYE JaHy KOHIIETIIIO JJIsl TIO€THAHHS MOJITUK

JOCTYIY KII€HTIB Ta I[OCTayalbHUKA, OJIHOYACHO 3a0e3Meuyrodyd JOTPUMAHHS

KJIFOUOBHUX MPUHIIUIIB O0€3MEKH.
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Pe3ynbTyroua TpuiiapoBa Mojeib, 0a3ylOUNCh Ha JaHUX MOJENSIX Ta KOHIICHIIfX,
MOEAHYE iX B OJHY apXITEKTypy Ta 3a0e3nedye MIATPUMKY CIEHapiiB Ta JOTPUMaHHS

BUMOT, ClieliM(p1YHUX I 0araTOKJI1€EHTCHKUX CUCTEM XMAPHUX CUCTEM.

2.3.2. Onuc MexaHizMy po00TH TPHPiIBHEBOI MO/e/i KOHTPOJIIO T0CTYITy

MexanizM 3a0e3ne4eHHs] KOHTPOIIO JOCTYyNy CKIAQJA€ThCS 3  YIPABIIHHS
aTpuOyTamMu Ta MOJITUKAMH, K1 BUKOPUCTOBYIOThH 11 aTpUOyTH. ApXITEKTypa pO3AUIsLE

mponec ynpaBHiHHH MIXK TpbOMaA 3aJIYYCHUMH CTOPOHAMMU:

° [IOCTAYaJILHUK CUCTEMU,
° KJIICHTH,
° CHUCTEeMa KOHTPOJIIO IOCTYIY.

[lepm 3a Bce, cucTeMa KOHTPOIIO JIOCTYIy 3a3/ajeriqp BH3HAYa€ 3arajbHi
aTpuOyTH Ta TOJITUKH, SKI MOXHA TIOBTOPHO BHUKOPHUCTOBYBAaTH MIK PI3HUMH
0araTokIi€HTCHKUMHU  cucTeMamu.  llocradampHUK ~ 0araToOKIiE€HTCHKOI  CHCTEMH,
po3yMirouM crieniudiky TOMEHHOI 001acTi, BU3HAaYa€e aTpuOyTH Ta MOJITHKH, ceudivHi
mis #oro cucremMu. IlocTadaqbHUK TaKOXX BH3HAYAE€ aTPUOYTH Ta TMOJNITHKH, SKY
BUKOPHUCTOBYIOTHCS JIJII KOHTPOJIFO JOCTYITy HOTO KII€HTIB. BpemTi pemr, KOHKpEeTHUH
KIIEHT BU3HA4Ya€ aTpUOyTH Ta TMOJITHKKA JOCTYNy JUIi KOHTPOJIO HajJ HOro
KOPHUCTYBadyaMHU.

Koxen HacTynmHui map mojaiTHK AOCTYMy 0a3yeThCsl HAa MOMEPEHIX, TAKUM YHHOM
CIpPOIIYIOUH 3arajJbHUN TMPOIEC KOHTPOIIO JOCTYNMy Ta TMOJIETHIYIOYd MOKIUBICTh

MMOBTOPHOTO BUKOPUCTAHHS BU3HAYCHUX aTPUOYTIB Ta MOITHK.

2.3.2.1. YnpaBJjiHuga aTpudyramu
VYrpasmiaas atpudyTamu nepeadavac 18a BUIU i
1. BuznaueHHst MOXIIMBUX aTpUOYTIB Ji Cy0’ €KTIB Ta PECYPCIB.
2. [IpucBo€HHS BiJIMOBIIHUX 3HAYEHb aTPUOyTaM.
CucTtemMa KOHTPOJIIO JOCTYIMY MONEpPEHbO BU3Havae (hikcoBaHUN HaOip aTpUOYTIB,

K1 MOCTAaYaJIbHUK MO>KE€ BUKOPUCTOBYBATH JJIsi CBO€I OaraTOKIIEHTCHKOI cuctemu. lle
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BKJIIOYA€ 1eHTU(IKaTOpu CcyO0’€KTa YW pecypcy Ta  MOB’S3aHOI0 3 HHUM KII€HTA.
[locTauanbHUK BU3HAa4Ya€e aTpuOyTH pecypciB y Horo cuctemi. KiiieHTH BU3HAYalOTh BIACH1
cnenugiyHi aTpUOyTH.

[licns BuU3HAauUEHHSI BIAMOBITHUX aTpUOYTIB KOXKHA CTOpOHA BIAMOBIAaE 3a IiX
MpPU3HAYEHHS LI0JI0 PEeCcypciB 1 CyO’€KTIB, sIKI BOHa KOHTpoisitoe. Cucrema KOHTPOJIIO
JOCTyIly aBTOMAaTHMYHO NpU3HAYa€ aTpuOyTH y BUIAJKAX, A€ L€ MOXKJIUBO, HANPUKIA/,
11eHTU(]IKATOP KOXKHOTO HOBOTO OO0 €KTa, SKUW CTBOPIOEThCA y cucTeMi. [lpukmanu

TPUPIBHEBOT'O YNPABIIHHA aTpUOyTaMU MPEACTABICH] HA PUCYHKY.

Koneos X Konmegs
SubjectTutor ResourceAssessment KnieHTH
SubjectTenantSubscriptionType, ResourceCategory, [MocTadansHWE
SubjectGroup (Dpraxizauis &)
i : Cucrema
Subjectld, Resourceld, SubjectTenantld, ResourceTenantld, KOHTPOMH

ResourceOwner, SubjectRoles nocTyny

Puc. 2,1 Ilpuknaa BU3HAYECHUX aTPUOYTIB HA PI3HUX PIBHAX apXITEKTypH

2.3.2.2. YnpaBJliHHSI NOJITHKAMH JOCTYIY

Bumeonncana TpupiBHeBa MOEIb TaKOXX 3aCTOCOBYETHCS 1 JJIsA YIpaBIiHHS
MOJIITUKAMU  JIOCTYIIY. [lomiTikM Ha KOXXHOMY piBHI MOJENi BHU3HAYAIOTHCA 3
BUKOPHUCTAHHSM aTpUOYTiB, TOCTYIMHUX HA TOMY PiBHI.

Cucrema KOHTPOJIIO JIOCTYIy Ma€ BH3Ha4deHI 0a30Bl TOJITUKH JOCTYNy 3a
3aMOBUYBaHHSM, OCHOBHOIO 3 SIKMX € TIOJIITHKA 130JAMiS JOCTYIy MDK KIIEHTaMHu.
[TomiTuku gaHOTO PiBHS MOXKYTh BUKOPHUCTOBYBATH JIUIIIE aTPUOYTH, BU3HAYCHI CUCTEMOTO
KOHTPOJIIO TOCTYILY.

[locTauanbHUK MOXXE BH3HAUATH BJIACHI TIONITUKH JOCTYyNy, IO OYyIyTh
3a0e3MevyBaTucCh JJisl HOoro KIieHTIB. [1oMiTHKKA 1aHOTO PiBHSA MOKYTh BUKOPUCTOBYBATH
AK aTpUOyTH TMOMEPEIHHOTO PIBHS, TaKk 1 aTpuOyTH, BH3HAYEHI MOCTAYaJIbHUKOM.

Hamnpuknan, noctayaibHUK MOKE€ BU3HAYUTHU MOJITUKY, KA 3a00POHSIE IEBHOMY KIIEHTY
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3aBaHTa)KyBaTH OUIBILY KUIBKICTh HABYAJBHHUX MaTepialliB, HDX BHU3HAYEHO B HOro
Tapu(pHOMY IJIAHI.

KiienT MoOe BHM3HAyaTHM BJACHI MOJITUKM JOCTyNy, 00JacTh [ii AKuUX Oyne
oOMexkeHa JuIie KOJoM #oro kopucTyBauiB. [lomiTHKM pgaHOro pIBHA MOXYTh
BUKOPUCTOBYBATU aTpUOyTH, BU3HAU€H1 OyAb SKOW 31 cTopiH. Hampukmnan, KiIi€eHT Moxe
BU3HAUYUTHU TOJITUKY JOCTYMY, 3TAHO 3 SIKOIO, KypaTop HaBYaJIbHOTO KypCy HE MOXeE
neperisaaTi pe3yiabTaTH poOOTH KOPUCTYBaya, SKUH HE 3HAXOUTHCA B MEBHIN rpyIii.

Ha nomauy 10 BkazaHoro, apXiTekTypa HaJa€ MOXJIMBICTh MOCTAYaJbHUKY Ta
KJII€EHTaM BU3HAYATH BUKIIOYEHHS [0 TOJITHKU 130JII[1i KJIIEHTIB 32 3aMOBUYBAHHSIM.
[Tomituku 00’ e€qHyIOTBCST y OyneBi Bupa3zu 3a jgomomorotro omepatopa “I (AND)”,
BUKJTFOUEHHS JI0 TIOJITHK - oniepaTop “AbO (OR)”.

Koneos X Konmegs

JadopoHKTy action.name ==
P “iew' Mepean3HadrTH tenant
e . |isolation, Axwo subject.tenantld KnieHTH
AkwWo resource.groupld not in —= Partnerx’
subject.assignedGroups
Jatopoxumy action.name == "upload', [oCTaYansHWE
AKWo tenant credit = action.cost (Dpraxizauis A)
Cucrema
MoniTHES i30NALU KNIEHTIE KOHTPOMNH
LOCTyny

Puc. 2,2 Ilpuknan BU3HAYCHHS MOJITUK Ha PI3HUX PIBHIX MOJIEII

2.3.2.3. IloennaHHs NOJITHK Pi3HUX PiBHIB Mojei

Cucrema KOHTPOJIO JOCTYIY BIAMNOBIIAE 3a TOETHAHHS TOJITUK KOHTPOIIO
JOCTYITY BCIX CTOPiH Tak, 1100 BOHU 3aCTOCOBYBAIMCS HAJIC)KHUM YHHOM. TOOTO, HABIThH 3
ypaxyBaHHSIM TIOJITHK YyCiX CTOpiH, CHCTeMa BCE OJHO Ma€ TapaHTyBaTu 0a30Bi
BJIACTUBOCTI Oe3mekn. [ 0JI0BHOIO TakOIO BIIACTHUBICTIO € HEMOMKJIMBICTH JUIS KIIICHTIB
BUKOPUCTOBYBATH BJACHI TOJITUKU JJIA TEPEBU3HAYCHHS TIONITHUK 130JIAIIiiM IHIIOTO
KJIieHTa a00 MmocTayalibHUKA.

Jlns  nmocsrHeHHsS Il€i  MeTH, CHCTeMa IIO€AHYE TIpaBWiIa BCIX CTOpIH 3

BUKOPHUCTaHHSIM CTPYKTYpU JepeBa. JIMCTOBI By3lM LBOrO JiepeBa SIBISIOTH COOOIO
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npaBujia, sIKi Mpu OOYUCIECHHI OBEPTalOTh pe3ynbTaT - Jlo3Bui/3abopona (Permit/Deny)
3a meBHUX YMOB. IIpOMIXKHI By3/IM aHaNI3yIOTh Pe3yJbTaTh OOYMCIEHHS TOYIPHIX BY3JiB
Ta BKa3ylOTb, 110 SIKUX 3alUTIB 3aCTOCOBYBATH PE3yJIbTYIOUUIN BUPA3.
VY pa3i gonaBaHHs/MoAMQIKALll MOMITUKH OJHIEIO 31 CTOPIH, JEPEBO MOJITUKHU
(OopMy€ETHCS 3TAHO AITOPUTMY:
1. [ToOynoBa min-aepena 13055111 KJII€HTIB:
a. [ToOynoBa 6a30BOT MOJITUKH 3 BXIIHUM MapaMmeTpoM “Oyab-110” (any)

Ta KOMOiHaIIiHUM MeTo1oM “‘J03B11 Ha mepeBu3HaueHHs” (Permit overrides).

b. JlomaBaHHS MpaBuiIa 13011111 KIIIEHTIB 32 3aMOBYYBaHHSAM
C. JlomaBaHHS BUKITIOUYCHD 130JIS1111, BH3HAYCHUX MTOCTAYaIbHUKOM
d. JlonaBaHHS BUKJIFOYEHB 130JI1111, BU3HAYCHUX KOXXHHUM 3 KIIIEHTIB, y

CKJIaJi MOJITUK BUTISAAY “skiio resource.tenantld == $tenantld”
2. [ToOynoBa ¢iHanbHOTO epeBa MONITHK:
a. [To6ymoBa 6a30BO1 MOMITUKH 3 BXIIHUM MapamMeTpoM “Oyan-110” (any)

Ta KOMOIHAI[IHHUM MeTo0M “3abopoHa Ha nepeBusHaueHus” (Deny overrides)

b. JlonmaBaHHS MiI-aepeBa, MOOYI0BAaHOTO Ha MONEPEIHIX KPOKaX.

C. JlogaBaHHS MOJIITHK CTOCOBHO KITIEHTIB, BU3HAYCHHUX IMOCTAYATLHUKOM.

d. JlomaBaHHS TOJITUK KOXKHOTO KJIIEHTA,y CKJIAJl MOJITUKH 3 BXIIHUM
napamerpoM “subject.tenantld == $tenantld” Ta KOMOiIHAIHHUM METOAOM,

BU3HAUEHUM KJIIEHTOM
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"Byae-l0" ==
"ZadopoHa
NEepPeENIHAYSHHR"

"OyAb-o" == "[lo3sin
Ha NepeEraHaueHHA"

action.name == "view' == MepLLKIA NINWKA
enemeHT

|

3abopoHa, RO resource groupld
not in subject assignedGroups

3abopoHa, AKLo
tenant.credit =< action_cost

A J

ZadopoHa,
AKWo resource.tenantld I=
Stenantld

[o3gin, AKWO subject tenantld ==
'Partnerx’

YMOEHI No3HAYeHHA:

TIMCTOBWIA By30M:
[ozgil3a0opoHa, AKLWD
Symosa

MpOMIKHIUA BY30M:
EXigHWil napameTp ==
KOMBiHaLIAHK MeTog

MNoniTHka, BMsHadYeHa
CHUCTEMORD

NoniTMKa, EM3HaYeHa
NoCTaYansHHUEDM

MoniTika, BU3HAYEHA
KNIEHTOM

Ba3oea noniTHka
izonAui kniexHTiE

Puc. 2,3 Tlpuknaza pe3ynbTyr04oro AepeBa MmoTiTHK

JlepeBo TOJITHK TapaHTye€ KOPEKTHICTh Ta 3a0e3medeHHs Bcix moiiTuk. [lepmr 3a
BCE, MiJI-IEePEBO MOJITHK 130JIA111T KJIIEHTA TIOEIHYETHCS 3 TOJITHKAMH MOCTaYaJIbHUKA Ta
MOJIITUKaMH KJIIEHTIB 3a JIOTIOMOTOK MeTony “3a0opoHa Ha MEpeBU3HAYEHHS , TOOTO
KOHKPETHUH 3amuT OyJe 03BOJICHO TUIBKH Y BUIAIKY, SIKIIO IMOJITUKH MOCTadalbHUKA,
KJIIEHTA Ta MOJIITHKA 130JIA1111 32 3aMOBUYYBaHHSIM J03BOJISIOTH HOTO.

Pazom 3 TuM, momiTMka 130101 32 3aMOBUYBAaHHSIM Ta BHUKIIOYEHHS 3 Hed,
BU3HAYCHI TIOCTAYaJIbHUKOM Ta KIIEHTOM, TOEAHYIOThCI MeroaoM “Jo3Bin Ha
MepeBU3HauYeHHA , TOOTO KOHKPETHUHN 3amuT OyJe JO3BOJICHO Yy BHWIIAJIKy, KOJH BiH
3JI0BOJIbHSIE X04a O 0JJHOMY BUKIIFOUCHHIO.

Kpim Toro, momaTkoBO MOJAIOTHCSA MOJITHKA KOXKHOTO 3 KIIEHTIB, KI OYIyTh

3a0e3MevyBaTrCh JUIIIE JIJI1 KOPUCTYBadiB KOHKPETHOTO KITIEHTA.

2.3.2.4. Peanizauist apxiTekTypH
3 TOYKH 30py apXiTEKTYpH, OaraTOKIIEHTChKa XMapHa CHCTEMa CKIIaIa€ThCS 3:
° KaTaJjory HasiBHUX KJIIEHTIB;
° CXOBHIIIA KATAJIOT'y KJI1€HTIB;

° BY3I11B 3 O13HEC-JIOT1KOIO;
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Ha0opy 0a3 TaHUX KOKHOTO KJIIE€HTA.

Cucrema KOHTPOJIO JIOCTYyIy, IO IIOBUHHA OYTHM peaji3oBaHa y BUIISAL

MIPOMIDKHOTO ITporpamHoro 3adesneyeHHs (middleware), ckinanaerses 3:

Moaynst TOUYKH NPUAHATTS PIILICHb.
Monyns aBTeHTH}IKaLli KOPUCTYBaya.
[Taneni kepyBaHHs OCTavyalbHUKA.
[Taneni kepyBaHHS KIII€HTA.

CxoBuiia aTpuOyTiB.

Moaynb TOYKHA NPUUHATTS PIIIEHb OOYHMCIIOE Pe3yJbTaT MEPEBIPOK MOJITUK IS

3aIIUTy. ITaneni mocrayajgbHHUKa/ KOPUCTYBA4Yd HAOAKOTh 3MOT'Y BU3HAYATHU HA IIPpU3HAYATHU

aTpuOyTH, KOHPITypyBaTH MOJITUKU AOCTYNY, NMPHU 3MIHI IKUX MEepeOyI0BY€EThCS J1IE€PEBO

[MOJIITHK.

BaraToknieHTCbKa XMapHa CHCTeMa

CHCTEMA KOHTPOIMIO AOCTY MY

Mooyne sETexTHdikaLil i 2 .'.“ q

- >z
CroBawe
4){ e KETANOrY KNiEHTIE
” Karanor kniexTie @

Mogyne ToukK

NpUAHATTR pilleHs

h 4
Baszn paumx knieHTie

Makens KepyeaxHs
nocTayansHuKa

Cxoeuwle aTpudyTie Byzon GizHec-noriku

—[E—

MaHxens KepyBaHHR
KnieHTa

Puc. 2,4 CxeMa KOMIIOHEHTIB CUHTE30BaHOI apXiTEKTypHU
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BUCHOBOK

AHaniz ICHYyIOUMX MOJeNell Ta MiAXOJIB OpraHizalli KOHTPOJI JOCTYIy B
0araToKJIIEHTCHKUX CUCTEMaXx MOKa3aB, 110 Ha CHOTOAHIIIHIA JIE€Hb HE ICHYE JOCKOHAJIUX
pilieHb, 3MaTHUX 3aJ0BOJLHUTH BCI BHUMOTH JO CHCTEMH KOHTPOIIO JOCTYyIy 3
ypaxyBaHHSIM CHEHHU(PIKM TaKUX CHCTEM Ta HEOOXIJHOCTI B HAJaHHI MOMJIMBOCTI
rTMOOKOTO HAaJAMITyBaHHS TPABUJI KOHTPOIIO JIOCTYNYy MDK PI3HUMHU CTOPOHAMH, IO
KOPUCTYIOTHCSI CHCTEMOIO.

3 METOI0 CHHTE3y apXiTeKTYpPH KOHTPOJIIO TOCTYITY JJisi 0araTOKIIEHTChKOI XMapHO1
CUCTEMHU OyJIO PO3TJISHYTO ICHYIOYl MOJIEJl, HA OCHOBI SIKUX PO3POOJICHO PE3yJbTYIOUy
monenb. CHHTE30BaHA apXITEKTypa BpaxoBye crenu@iky O0araTOKIIEHTCHKUX XMapHUX
CHUCTeM Ta TIOKJIMKaHa CIPOCTHUTH IMpolec MOOYIOBH CKIAIHUX IPOIECIB KOHTPOIIO
JOCTYITY Ta MOEJHAHHS MOJIITUK Pi3HUX cTOpiH. [IpoToTHIT 3anponoHoBaHOI B pe3ynbraTax
kBamidikaiiiHoi poOOTH apxiTekTypu OyB peandi3oBaHUH B paMKax ITPOXOKCHHS
BUpOOHMYOT TpakTUKU Ha mianpueMcTBl TOB “BeiiBekcec” Ta iHTErpoBaHUN 3 ICHYIOUOIO
0araToKJIIEHTCHKOIO XMAPHOIO CUCTEMOIO.

3a pesynpratamu pobotu chopmoBano Software Architecture Document.
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TOJATKH

HMonatok A. JlicTHHT KOAY MOAYJII0 KATAJIOI'Y KJII€HTIB

namespace TenantCatalog {
using System;
using System.lO;
using System.Threading.Tasks;
using Microsoft.AspNetCore.Mvc;
using Microsoft.Azure.WebJobs;
using Microsoft.Azure.WebJobs.Extensions.Http;
using Microsoft.AspNetCore.Http;
using Newtonsoft.Json;
using Finbuckle.MultiTenant;
using Microsoft.WindowsAzure.Storage;
using Microsoft.WindowsAzure.Storage.Blob;
using System.Collections.Generic;
using System.Ling;

using System.Text;

public static class TenantResolver {
[FunctionName("resolve")]
public static async Task < |ActionResult > Run(
[HttpTrigger(AuthorizationLevel. Anonymous, "get", Route = "resolve/{tenant}")] HttpRequest
req, string tenant) {

var ConnectionString =
Environment.GetEnvironmentVariable(Consts.AzureWebJobStorage);

/I Setup the connection to the storage account

CloudStorageAccount storageAccount = CloudStorageAccount.Parse(ConnectionString);

/I Connect to the blob storage

CloudBlobClient serviceClient = storageAccount.CreateCloudBlobClient();

/I Connect to the blob container

CloudBlobContainer container = serviceClient. GetContainerReference(Consts.BlobCatalog);
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/I Connect to the blob file

CloudBlockBlob blob = container.GetBlockBlobReference(Consts.CatalogFileName);
/I Get the blob file as text

string content;
using(var memoryStream = new MemoryStream()) {

await blob.DownloadToStreamAsync(memoryStream);

memoryStream.Position = 0;

using(var reader = new StreamReader(memoryStream, Encoding.Unicode)) {
content = await reader.ReadToEndAsync();
}
}

var availableTenants = JsonConvert.DeserializeObject < IEnumerable < Tenantinfo >>
(content);

var tenantData = availableTenants.FirstOrDefault(t => t.Identifier == tenant);

if (tenantData == null) {

return new NotFoundResult();

}

tenantData.ConnectionString =

Environment.GetEnvironmentVariable(Consts.ConnectionStringKeyPrefix + tenant,

EnvironmentVariableTarget.Process);

return new OkObjectResult(tenantData);
}
}
}
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1 Documentation Roadmap

1.1 Document Management and Configuration Control
Information

CONTENTS OF THIS SECTION: This section identifies the version, release date, and other relevant management and
configuration control information associated with the current version of the document. Optional items for this section
include: change history and an overview of significant changes from version to version.

e Revision Number: <<2>>
e Revision Release Date: << 20.04.2022>>
e Purpose of Revision: << Outline viewpoints/ views of stakeholders>>

e Scope of Revision: <<Viewpoints Definitions, Views>>

1.2 Purpose and Scope of the SAD

CONTENTS OF THIS SECTION: This section explains the SAD's overall purpose and scope, the criteria for deciding
which design decisions are architectural (and therefore documented in the SAD), and which design decisions are
non-architectural (and therefore documented elsewhere).

This SAD specifies the software architecture for access control middleware for multi-tenant
cloud-bassed application. All information regarding the software architecture may be found in this
document, although much information is incorporated by reference to other documents.

What is software architecture? The software architecture for a system' is the structure or structures of
that system, which comprise software elements, the externally-visible properties of those elements, and
the relationships among them [Bass 2003]. "Externally visible” properties refers to those assumptions
other elements can make of an element, such as its provided services, performance characteristics, fault
handling, shared resource usage, and so on. This definition provides the basic litmus test for what
information is included in this SAD, and what information is relegated to downstream documentation.

Elements and relationships. The software architecture first and foremost embodies information about
how the elements relate to each other. This means that architecture specifically omits certain information
about elements that does not pertain to their interaction. Thus, a software architecture is an abstraction of
a system that suppresses details of elements that do not affect how they use, are used by, relate to, or
interact with other elements. Elements interact with each other by means of interfaces that partition
details about an element into public and private parts. Software architecture is concerned with the public
side of this division, and that will be documented in this SAD accordingly. On the other hand, private
details of elements—details having to do solely with internal implementation—are not architectural and
will not be documented in a SAD.

Multiple structures. The definition of software architecture makes it clear that systems can and do
comprise more than one structure and that no one structure holds the irrefutable claim to being the
architecture. The neurologist, the orthopedist, the hematologist, and the dermatologist all take a different
perspective on the structure of a human body. Ophthalmologists, cardiologists, and podiatrists concentrate
on subsystems. And the kinesiologist and psychiatrist are concerned with different aspects of the entire
arrangement’s behavior. Although these perspectives are pictured differently and have very different
properties, all are inherently related; together they describe the architecture of the human body. So it is
with software. Modern systems are more than complex enough to make it difficult to grasp them all at

! Here, a system may refer to a system of systems.
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once. Instead, we restrict our attention at any one moment to one (or a small number) of the software
system’s structures. To communicate meaningfully about an architecture, we must make clear which
structure or structures we are discussing at the moment—which view we are taking of the architecture.
Thus, this SAD follows the principle that documenting a software architecture is a matter of documenting
the relevant views and then documenting information that applies to more than one view.

For example, all non-trivial software systems are partitioned into implementation units; these units are
given specific responsibilities, and are the basis of work assignments for programming teams. This kind
of element will comprise programs and data that software in other implementation units can call or access,
and programs and data that are private. In large projects, the elements will almost certainly be subdivided
for assignment to sub-teams. This is one kind of structure often used to describe a system. It is a very
static structure, in that it focuses on the way the system’s functionality is divided up and assigned to
implementation teams.

Other structures are much more focused on the way the elements interact with each other at runtime to
carry out the system’s function. Suppose the system is to be built as a set of parallel processes. The set of
processes that will exist at runtime, the programs in the various implementation units described previously
that are strung together sequentially to form each process, and the synchronization relations among the
processes form another kind of structure often used to describe a system.

None of these structures alone is the architecture, although they all convey architectural information. The
architecture consists of these structures as well as many others. This example shows that since
architecture can comprise more than one kind of structure, there is more than one kind of element (e.g.,
implementation unit and processes), more than one kind of interaction among elements (e.g., subdivision
and synchronization), and even more than one context (e.g., development time versus runtime). By
intention, the definition does not specify what the architectural elements and relationships are. Is a
software element an object? A process? A library? A database? A commercial product? It can be any of
these things and more.

These structures will be represented in the views of the software architecture that are provided in Section
3.

Behavior. Although software architecture tends to focus on structural information, behavior of each
element is part of the software architecture insofar as that behavior can be observed or discerned from the
point of view of another element. This behavior is what allows elements to interact with each other, which
is clearly part of the software architecture and will be documented in the SAD as such. Behavior is
documented in the element catalog of each view.

1.3 How the SAD Is Organized

CONTENTS OF THIS SECTION: This section provides a narrative description of the major sections of the SAD and the
overall contents of each. Readers seeking specific information can use this section to help them locate it more quickly.

This SAD is organized into the following sections:

e Section 1 (“Documentation Roadmap”) provides information about this document and its
intended audience. It provides the roadmap and document overview. Every reader who wishes to
find information relevant to the software architecture described in this document should begin by
reading Section 1, which describes how the document is organized, which stakeholder viewpoints are
represented, how stakeholders are expected to use it, and where information may be found. Section 1
also provides information about the views that are used by this SAD to communicate the software
architecture.

4 last saved: Wednesday , April 20, 2022
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e Section 2 (“Architecture Background”) explains why the architecture is what it is. It provides a
system overview, establishing the context and goals for the development. It describes the background
and rationale for the software architecture. It explains the constraints and influences that led to the
current architecture, and it describes the major architectural approaches that have been utilized in the
architecture. It includes information about evaluation or validation performed on the architecture to
provide assurance it meets its goals.

e Section 3 (“Views”) and Section 4 (“Relations Among Views”) specify the software architecture.
Views specify elements of software and the relationships between them. A view corresponds to a
viewpoint (see Section 1.5), and is a representation of one or more structures present in the software
(see Section 1.2).

e Sections 5 (“Referenced Materials”) and 6 (“Directory”) provide reference information for the
reader. Section 5 provides look-up information for documents that are cited elsewhere in this SAD.
Section 6 is a directory, which is an index of architectural elements and relations telling where each
one is defined and used in this SAD. The section also includes a glossary and acronym list.

1.4 Stakeholder Representation

This section provides a list of the stakeholder roles considered in the development of the architecture
described by this SAD. For each, the section lists the concerns that the stakeholder has that can be
addressed by the information in this SAD.

Each stakeholder of a software system—customer, user, project manager, coder, analyst, tester, and so
on—is concerned with different characteristics of the system that are affected by its software architecture.
For example, the user is concerned that the system is reliable and available when needed; the customer is
concerned that the architecture can be implemented on schedule and to budget; the manager is worried (in
addition to cost and schedule) that the architecture will allow teams to work largely independently,
interacting in disciplined and controlled ways. The developer is worried about strategies to achieve all of
those goals. The security analyst is concerned that the system will meet its information assurance
requirements, and the performance analyst is similarly concerned with it satisfying real-time deadlines.

This information is represented as a matrix, where the rows list stakeholder roles, the columns list
concerns, and a cell in the matrix contains an indication of how serious the concern is to a stakeholder in
that role. This information is used to motivate the choice of viewpoints chosen in Section 1.5.

1.5 Viewpoint Definitions

CONTENTS OF THIS SECTION: This section provides a short textual definition of a viewpoint and how the concept is
used in this SAD. The section describes viewpoints that may be used in the SAD. The specific viewpoints will be tailored
by the organization.

The SAD employs a stakeholder-focused, multiple view approach to architecture documentation, as
required by ANSI/IEEE 1471-2000, the recommended best practice for documenting the architecture of
software-intensive systems [IEEE 1471].

As described in Section 1.2, a software architecture comprises more than one software structure, each of
which provides an engineering handle on different system qualities. A view is the specification of one or
more of these structures, and documenting a software architecture, then, is a matter of documenting the
relevant views and then documenting information that applies to more than one view [Clements 2002].

ANSI/IEEE 1471-2000 provides guidance for choosing the best set of views to document, by bringing
stakeholder interests to bear. It prescribes defining a set of viewpoints to satisfy the stakeholder
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community. A viewpoint identifies the set of concerns to be addressed, and identifies the modeling
techniques, evaluation techniques, consistency checking techniques, etc., used by any conforming view.
A view, then, is a viewpoint applied to a system. It is a representation of a set of software elements, their
properties, and the relationships among them that conform to a defining viewpoint. Together, the chosen
set of views show the entire architecture and all of its relevant properties. A SAD contains the
viewpoints, relevant views, and information that applies to more than one view to give a holistic
description of the system.

The remainder of Section 1.5 defines the viewpoints used in this SAD. The following table summarizes
the stakeholders in this project and the viewpoints that have been included to address their concerns.

Table 1:  Stakeholders and Relevant Viewpoints

Stakeholder Viewpoint(s) that apply to that class of
stakeholder’s concerns

Developer Provider Viewpoint

DevOps (TechOps/Infrastructure Engineer) Infrastructure Viewpoint

Software architect Provider Viewpoint

Quality Assurance Engineer Provider Viewpoint

1.5.1 Provider Viewpoint Definition

1.5.1.1 Abstract
Defines views, applicable to the developer, supporting and extending the system

1.5.1.2 Stakeholders and Their Concerns Addressed

Developer - security, performance, user interface, database.
System Architect - security, performance, data consistency, extendability.
Quality Assurance Engineer - acceptance criteria, user interface, stability.

1.5.1.3 Elements, Relations, Properties, and Constraints
Use-cases, Layers, Models

1.5.1.4 Language(s) to Model/Represent Conforming Views
UML, Visual elements

6 last saved: Wednesday , April 20, 2022
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1.5.1.5 Applicable Evaluation/Analysis Techniques and Consistency/Completeness
Criteria

1.5.1.6 Viewpoint Source

1.5.2 Infrastructure Viewpoint Definition

1.5.2.1 Abstract
Defines views, applicable to the infrastructure engineer.

1.5.2.2 Stakeholders and Their Concerns Addressed
Infrastructure engineer - security, performance, database, deployment

1.5.2.3 Elements, Relations, Properties, and Constraints
Azure Web App, Azure Function, Blob Storage

1.5.2.4 Language(s) to Model/Represent Conforming Views
UML, Visual elements

1.5.2.5 Applicable Evaluation/Analysis Techniques and Consistency/Completeness
Criteria

1.5.2.6 Viewpoint Source

1.6 How a View is Documented

Section 3 of this SAD contains one view for each viewpoint listed in Section 1.5. Each view is
documented as a set of view packets. A view packet is the smallest bundle of architectural documentation
that might be given to an individual stakeholder.

Each view is documented as follows, where the letter i stands for the number of the view: 1, 2, etc.:
e Section 3.i: Name of view.

e Section 3.i.1: View description. This section describes the purpose and contents of the view. It should
refer to (and match) the viewpoint description in Section 1.5 to which this view conforms.

e Section 3.i.2: View packet overview, This section shows the set of view packets in this view, and

provides rationale that explains why the chosen set is complete and non-duplicative. The set of view
packets may be listed textually, or shown graphically in terms of how they partition the entire
architecture being shown in the view.

e Section 3.i.3: Architecture background. Whereas the architecture background of Section 2 pertains
to those constraints and decisions whose scope is the entire architecture, this section provides any
architecture background (including significant driving requirements, design approaches, patterns,
analysis results, and requirements coverage) that applies to this view.
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e Section 3.i.4: Variability mechanisms. This section describes any architectural variability
mechanisms (e.g., adaptation data, compile-time parameters, variable replication, and so forth)
described by this view, including a description of how and when those mechanisms may be exercised
and any constraints on their use.

e Section 3.i.5: View packets. This section presents all of the view packets given for this view. Each

view packet is described using the following outline, where the letter j stands for the number of the
view packet being described: 1, 2, etc.

- Section 3.L5.: Vi Kot 4

— Section 3.i.5.j.1: Primary presentation. This section presents the elements and the relations among

them that populate this view packet, using an appropriate language, languages, notation, or tool-based
representation.

— Section 3.i.5.j.2: Element catalog. Whereas the primary presentation shows the important elements

and relations of the view packet, this section provides additional information needed to complete the
architectural picture. It consists of the following subsections:

— Section 3.i.5.j.2.1: Elements. This section describes each element shown in the primary

presentation, details its responsibilities of each element, and specifies values of the elements’
relevant properties, which are defined in the viewpoint to which this view conforms.

— Section 3.i.5.1.2.2: Relations, This section describes any additional relations among elements

shown in the primary presentation, or specializations or restrictions on the relations shown in
the primary presentation.

1.7 Relationship to Other SADs

CONTENTS OF THIS SECTION: This section describes the relationship between this SAD and other architecture
documents, both system and software. For example, a large project may choose to have one SAD that defines the
system-of-systems architecture, and other SADs to define the architecture of systems or subsystems. An embedded
system may well have a system architecture document, in which case this section would explain how the information in
here traces to information there.

If none, say “Not applicable.”

Not applicable.

1.8 Process for Updating this SAD

CONTENTS OF THIS SECTION: This section describes the process a reader should follow to report discrepancies,
errors, inconsistencies, or omissions from this SAD. The section also includes necessary contact information for
submitting the report. If a form is required, either a copy of the blank form that may be photocopied is included, or a
reference to an online version is provided. This section also describes how error reports are handled, and how and when
a submitter will be notified of the issue'’s disposition.

Not applicable.
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2 Architecture Background

2.1 Problem Background

CONTENTS OF THIS SECTION: The sub-parts of Section 2.1 explain the constraints that provided the significant
influence over the architecture.

Cloud-based Software-as-a-service (SaaS) applications have been growing in popularity for several years.
SaaS providers are evolving to application-level multi-tenancy (all tenants share the application instances,
platform and data store with the aim of maximizing resource sharing). For multi-tenant SaaS applications,
access control often is organized on application level. But, such access control is complicated because
both the provider and all tenants need to specify access rules for the whole application. Moreover, these
rules must all be securely combined and correctly enforced in the shared multi-tenant application.

2.1.1 System Overview

CONTENTS OF THIS SECTION: This section describes the general function and purpose for the system or subsystem
whose architecture is described in this SAD.

System enables the provider and tenants to express their access rules over cloud-based application,
combines these rules and enforces them at runtime. In order to express their rules, the system uses the
model of attribute-based access control. To simplify the overall access control management, system
employs a three-layered approach in which the provider builds on the attributes and policies defined by
system, and the tenants build on the attributes and policies defined by the provider.

2.1.2 Goals and Context

CONTENTS OF THIS SECTION: This section describes the goals and major contextual factors for the software
architecture. The section includes a description of the role software architecture plays in the life cycle, the relationship to
system engineering results and artifacts, and any other relevant factors.

The goal is to simplify the process of building and managing multi-tenant cloud-based applications by
taking of the complexity of implementing and maintaining complicated access-control infrastructure.

2.1.3 Significant Driving Requirements

CONTENTS OF THIS SECTION: This section describes behavioral and quality attribute requirements (original or derived)
that shaped the software architecture. Included are any scenarios that express driving behavioral and quality attribute
goals, such as those crafted during a Quality Attribute Workshop (QAW) [Barbacci 2003] or software architecture
evaluation using the Architecture Tradeoff Analysis Method?SM (ATAM®) [Bass 2003].

1. The system should enable the provider to constrain the tenants.

2. The system should enable each tenant to constrain its users.

3. The system should combine the policies of all involved organizations securely.

4. The system should enforce the access rules appropriate for each request in the shared application.

5. The system should be applicable for cloud-based applications, hosted on Azure.

’SM Quality Attribute Workshop and QAW and Architecture Tradeoff Analysis Method and ATAM are service
marks of Carnegie Mellon University.
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2.2 Solution Background

CONTENTS OF THIS SECTION: The sub-parts of Section 2.2 provide a description of why the architecture is the way
that it is, and a convincing argument that the architecture is the right one to satisfy the behavioral and quality attribute
goals levied upon it.

2.2.1 Architectural Approaches

CONTENTS OF THIS SECTION: This section provides a rationale for the major design decisions embodied by the
software architecture. It describes any design approaches applied to the software architecture, including the use of
architectural styles or design patterns, when the scope of those approaches transcends any single architectural view. The
section also provides a rationale for the selection of those approaches. It also describes any significant alternatives that
were seriously considered and why they were ultimately rejected. The section describes any relevant COTS issues,
including any associated trade studies.

TOGAF Architecture Development Method (ADM) was used as a prime approach for developing the
architecture of the system under design.

2.2.2 Analysis Results
CONTENTS OF THIS SECTION: This section describes the results of any quantitative or qualitative analyses that have
been performed that provide evidence that the software architecture is fit for purpose. If an Architecture Tradeoff Analysis

Method evaluation has been performed, it is included in the analysis sections of its final report. This section refers to the
results of any other relevant trade studies, quantitative modeling, or other analysis results.

As a result of analysis, the best suitable approach is to architect the access control system as a
middleware, which can be integrated into http request pipeline for effective run-time policies binding and
evaluation with the minimal overhead on top of the cloud-based application.

2.2.3 Requirements Coverage

CONTENTS OF THIS SECTION: This section describes the requirements (original or derived) addressed by the software
architecture, with a short statement about where in the architecture each requirement is addressed.

1. The system enables the provider to build policies that are used to constrain the tenants
2. The system enables tenants to build their own policies.
3. The system uses decision trees to combine all involved stakeholder’s policies

4. The system handles each request separately, using the middleware approach to evaluate all access
policies for the request.

5. The system is designed to be used in cloud-based environment and act as a middleware for Azure Web
Application

2.2.4 Summary of Background Changes Reflected in Current Version

CONTENTS OF THIS SECTION: For versions of the SAD after the original release, this section summarizes the actions,
decisions, decision drivers, analysis and trade study results that became decision drivers, requirements changes that
became decision drivers, and how these decisions have caused the architecture to evolve or change.
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2.3 Product Line Reuse Considerations
Not Applicable.
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3 Views

CONTENTS OF THIS SECTION: The sub-parts of Section 3 specify the views corresponding to the viewpoints listed in
Section 1.5.

This section contains the views of the software architecture. A view is a representation of a whole system
from the perspective of a related set of concerns [IEEE 1471]. Concretely, a view shows a particular type
of software architectural elements that occur in a system, their properties, and the relations among them.
A view conforms to a defining viewpoint.

Architectural views can be divided into three groups, depending on the broad nature of the elements they
show. These are:

e Module views. Here, the elements are modules, which are units of implementation. Modules
represent a code-based way of considering the system. Modules are assigned areas of functional
responsibility, and are assigned to teams for implementation. There is less emphasis on how the
resulting software manifests itself at runtime. Module structures allow us to answer questions
such as: What is the primary functional responsibility assigned to each module? What other
software elements is a module allowed to use? What other software does it actually use? What
modules are related to other modules by generalization or specialization (i.e., inheritance)
relationships?

e Component-and-connector views. Here, the elements are runtime components (which are
principal units of computation) and connectors (which are the communication vehicles among
components). Component and connector structures help answer questions such as: What are the
major executing components and how do they interact? What are the major shared data stores?
Which parts of the system are replicated? How does data progress through the system? What parts
of the system can run in parallel? How can the system’s structure change as it executes?

e Allocation views. These views show the relationship between the software elements and elements
in one or more external environments in which the software is created and executed. Allocation
structures answer questions such as: What processor does each software element execute on? In
what files is each element stored during development, testing, and system building? What is the
assignment of the software element to development teams?

These three kinds of structures correspond to the three broad kinds of decisions that architectural design
involves:

e How is the system to be structured as a set of code units (modules)

e How is the system to be structured as a set of elements that have run-time behavior (components)
and interactions (connectors) ?

e How is the system to relate to non-software structures in its environment (such as CPUs, file
systems, networks, development teams, etc.)?

Often, a view shows information from more than one of these categories. However, unless chosen
carefully, the information in such a hybrid view can be confusing and not well understood.

The views presented in this SAD are the following:
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Name of view [ Viewtype Types of Is this a module Is this a Is this an
that defines | elements and view? component-a | allocatio

this view relations nd-connector | n view?
shown view?

Use-case Provider Visual | Visual | Yes No No
viewpoint

Architecture Provider Visual | Visual | Yes No No

Layers Viewpoint

Deployment Infrastructur | Visual | Visual | Yes No No
e viewpoint

3.1 Use-case View

CONTENTS OF THIS SECTION: For each view documented in this SAD, the sub-parts of Section 3.1 specify it using the
outline given in Section 1.6. This part of the template assumes you are using view packets to divide up a view into
management chunks. If not, then see the note in Section 1.6 as to what outline to use for each view.

3.1.1 View Description

Describes scenarios of use of functionality of the system, conforming to Provider Viewpoint.

3.1.2 View Packet Overview
This view has been divided into the following view packets for convenience of presentation:

View Packet 1

3.1.3 Architecture Background
View is developed with the driving requirements in mind. Separate use-cases described for
Provider Administrator, Tenant Administrator and Application end-user.

3.1.4 Variability Mechanisms
Main variability mechanisms are graphically represented and outlined as configuration flow.

3.1.5 View Packets

CONTENTS OF THIS SECTION: For each view packet in the view, this section describes it using the outline given in
Section 1.6.
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3.1.5.1 View packet 1
3.1.5.1.1 Primary Presentation
Visual representation of use-cases with UML elements.

3.1.5.1.2 Element Catalog
Figure 1

3.1.5.1.2.1 Elements
User, system logic element, system data storage, system user interface.

3.1.5.1.2.2 Relations
Authorization flow, configuration flow

3.2 Architecture Layers View

CONTENTS OF THIS SECTION: For each view documented in this SAD, the sub-parts of Section 3.1 specify it using the
outline given in Section 1.6. This part of the template assumes you are using view packets to divide up a view into
management chunks. If not, then see the note in Section 1.6 as to what outline to use for each view.

3.2.1 View Description
Describes the layers of composition, of which the architecture is composed.

3.2.2 View Packet Overview
This view has been divided into the following view packets for convenience of presentation:

View Packet 2

3.2.3 Architecture Background

View is developed with the driving requirements in mind. It complies with the concerns
separation principle.

3.2.4 Variability Mechanisms
Not applicable.

3.2.5 View Packets

CONTENTS OF THIS SECTION: For each view packet in the view, this section describes it using the outline given in
Section 1.6.

3.2.5.1 View packet 2

3.2.5.1.1 Primary Presentation
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Visual presentation of architecture layers and relations between them.

3.2.5.1.2 Element Catalog
Figure 2

3.2.5.1.2.1 Elements
Architecture layer

3.2.5.1.2.2 Relations
Utilize flow

3.3 Deployment View
CONTENTS OF THIS SECTION: For each view documented in this SAD, the sub-parts of Section 3.1 specify it using the

outline given in Section 1.6. This part of the template assumes you are using view packets to divide up a view into
management chunks. If not, then see the note in Section 1.6 as to what outline to use for each view.

3.3.1 View Description
Describes cloud-based units that comprise the system.

3.3.2 View Packet Overview
This view has been divided into the following view packets for convenience of presentation:

View Packet 3

3.3.3 Architecture Background

View is developed with the driving requirements in mind. It describes units, based on the
available cloud services, provided by Azure, and the relation between these units, required for
sucessful deploy/update process,

3.3.4 Variability Mechanisms
Not applicable.

3.3.5 View Packets

CONTENTS OF THIS SECTION: For each view packet in the view, this section describes it using the outline given in
Section 1.6.

3.3.5.1 View packet 3

3.3.5.1.1 Primary Presentation
Visual representation of infrastructure units and relation between them.
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3.3.5.1.2 Element Catalog
Figure 3

3.3.5.1.2.1 Elements

Azure Web Application visual presentation element
Azure Function visual presentation element
Azure Blob Storage visual presentation element

3.3.5.1.2.2 Relations
Read data flow, write data flow, utilize flow

16

last saved: Wednesday , April 20, 2022

53



WAVEACCESS LTD WAVEACCESS LTD

4 Relations Among Views

Each of the views specified in Section 3 provides a different perspective and design handle on a system,
and each is valid and useful in its own right. Although the views give different system perspectives, they
are not independent. Elements of one view will be related to elements of other views, and we need to
reason about these relations. For example, a module in a decomposition view may be manifested as one,
part of one, or several components in one of the component-and-connector views, reflecting its runtime
alter-ego. In general, mappings between views are many to many. Section 4 describes the relations that
exist among the views given in Section 3. As required by ANSI/IEEE 1471-2000, it also describes any
known inconsistencies among the views.

4.1 General Relations Among Views

CONTENTS OF THIS SECTION: This section describes the general relationship among the views chosen to represent
the architecture. Also in this section, consistency among those views is discussed and any known inconsistencies are
identified.

Each View described the system from the point of view of a group of stakeholders

4.2 View-to-View Relations

CONTENTS OF THIS SECTION: For each set of views related to each other, this section shows how the elements in one
view are related to elements in another.
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5 Referenced Materials

CONTENTS OF THIS SECTION: This section provides citations for each reference document. Provide enough
information so that a reader of the SAD can be reasonably expected to locate the document.

IEEE 2010

J.M. Alcaraz Calero, N. Edwards, J. Kirschnick,
L. Wilcock, and M. Wray.

Toward a multi-tenancy authorization system for cloud services.

IEEE 2008

W. Sun, X. Zhang, C.J. Guo, P. Sun, and H. Su.
Software as a service: Configuration and customization

perspectives.

CEC/EEE 2007

C.J. Guo, W. Sun, Y. Huang, Z.H. Wang, and B. Gao.
A framework for native multi-tenancy application

development and management.

IFIP 2011

K. Fatema, D. Chadwick, and S. Lievens. 4

multi-privacy policy enforcement system.

IEEE 1471

ANSI/IEEE-1471-2000, /IEEE Recommended Practice for
Architectural Description of Software-Intensive Systems, 21
September 2000.
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6 Directory

6.1 Index

CONTENTS OF THIS SECTION: This section provides an index of all element names, relation names, and property
names. For each entry, the following are identified:

e the location in the SAD where it was defined

e each place it was used

Ideally, each entry will be a hyperlink so a reader can instantly navigate to the indicated location.

6.2 Glossary

CONTENTS OF THIS SECTION: This section provides a list of definitions of special terms and acronyms used in the
SAD. If terms are used in the SAD that are also used in a parent SAD and the definition is different, this section explains
why.

Term Definition

software architecture The structure or structures of that system,
which comprise software elements, the
externally visible properties of those elements,
and the relationships among them [Bass 2003].
"Externally visible” properties refer to those
assumptions other elements can make of an
element, such as its provided services,
performance characteristics, fault handling,
shared resource usage, and so on.

view A representation of a whole system from the
perspective of a related set of concerns [IEEE
1471]. A representation of a particular type of
software architectural elements that occur in a
system, their properties, and the relations
among them. A view conforms to a defining
viewpoint.

view packet The smallest package of architectural
documentation that could usefully be given to a
stakeholder. The documentation of a view is
composed of one or more view packets.

viewpoint A specification of the conventions for
constructing and using a view; a pattern or
template from which to develop individual
views by establishing the purposes and
audience for a view, and the techniques for its
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creation and analysis [IEEE 1471]. Identifies
the set of concerns to be addressed, and
identifies the modeling techniques, evaluation
techniques, consistency checking techniques,
etc., used by any conforming view.

provider Organization which develops and supports
cloud-based application
tenant Represents a customer organization, using the

cloud-based application

6.3 Acronym List

API Application Programming Interface; Application Program Interface;
Application Programmer Interface
ATAM Architecture Tradeoff Analysis Method
CMM Capability Maturity Model
CMMI Capability Maturity Model Integration
CORBA Common object request broker architecture
COTS Commercial-Off-The-Shelf
EPIC Evolutionary Process for Integrating COTS-Based Systems
IEEE Institute of Electrical and Electronics Engineers
KPA Key Process Area
(e]e] Object Oriented
ORB Object Request Broker
oS Operating System
QAW Quality Attribute Workshop
RUP Rational Unified Process
SAD Software Architecture Document
SDE Software Development Environment
SEE Software Engineering Environment
SEI Software Engineering Institute
Systems Engineering & Integration
Software End Item
SEPG Software Engineering Process Group
SLOC Source Lines of Code
SW-CMM Capability Maturity Model for Software
CMMI-SW Capability Maturity Model Integrated - includes Software Engineering
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UML Unified Modeling Language
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7 Sample Figures & Tables

iew provider-scoped

Authenticate .
policies

Provider Administrator

Define/Edit provider-
scoped policies

—3» [ View tenant-scoped
policies

Authenticate

Tenant Administrator

Define/Edit tenant-
scoped policies

Authenticate

Use cloud-based
application

Application end-user

Figure 1: Use-cases View presentation
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_— Utilize flow

2]

Presentation Layer

2]

{] Policy evaluation layer

Policy control layer

2]

Policy definition layer

2]

Data Access Layer

Figure 2: Architecture Layers View presentation
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Tenant Catalog

R

............ » Read flow

szszzzzzzzzzzz Read-wrrite flow
Tenant Catalog storage

—>  Utilize flow

Access Control Middleware ‘ e

Policy-definition storage

Figure 3: Deployment View presentation

Cloud-based
Application

Application Database pool
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