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PEDEPAT

JumuioMHa poOoTa CKJIAAaeTbesd 31 BCTYIy, YOTHUPbOX PO3JLIIB, 3arajibHUX
BHCHOBKIB, CIIMCKY BHUKOPHCTAHUX JKepes, 2 MoJaTKiB, Ma€ /1 CTOPIHKH OCHOBHOTO
TekcTy, 46 pucyHkiB Ta 6 ¢opmyn. CHHCOK BHUKOPHCTaHUX JKepen MictuTh 19
HaliMEHYBaHb 1 3aliMa€ 3 CTOPIHKH.

OO0'eKT HOCHIKEHHS — II€ MPOLEC BUSIBJICHHS HECAHKI[IOHOBAHMX 1N IUIIXOM
JIOCITIIKCHHS )KYPHAIB MMOJIiH B ONepallifHux cucremax cimeicrsa Windows.

Meroto pobotu € po3poOka MPOrpaMHOrO 3acO00y MOHITOPUHTY KYpHAly MOIIN
OTepalifHUX CUCTEM B XMapHOMY CEpeIOBUII Ha 6a31 EHTPOITIi.

[IpeameT nociiKEeHHsI — 1Ie MEXaH13M MOHITOPUHTY >KypHAJIIB MOAIN onepariiHux
CHUCTEM Ta OOYHCIICHHS €HTPOTIIi.

Metoau n0CiIKEHHS: aHa13, MOJICTIOBAaHHS, EKCIIEPUMEHT, TECTYBaHHS.

VY po6oTi mpoaHani30BaHO HOPMATHBHO-TIPaBOBY 0a3y MIOAO0 OE3MEKU XMapHUX
00YHuCIIeHB, TITEPaTypy 010 MOHITOPUHTY 1H(POPMALIMHUX CUCTEM, METOIB BUKOHAHHS
Ta BUSIBJICHHSI BTOPTHEHb, a TAKOXXK MEXaH13MiB MMOOYI0BU CUCTEMU MOHITOPHUHTY.

3anponoHOBaHO BUKOPUCTOBYBATH METOJ BUSIBJIICHHS aHOMaJid Ha 0a3l eHTpomil
JUTSl MOHITOPUHTY JKypHAILy MO ONEpaLliitHUX CUCTEM.

Po3pobsieno mporpamHuii 3acid, 10 MPU3HAYEHUM /i1 MOHITOPUHTY >KypHaILy
MOJTIH OTIepaIliiHuX CHCTEM B XMAapHUX CepeIOBUINaX Ha 0a3l eHTpormii.

[IpakTuune 3HaYeHHS pPOOOTH TIONATAE Y PO3POOII TPOrpaMu  MOHITOPUHTY
KypHaJTy TOi# onepariiHuX CUCTEM B XMAapHUX CEpeIOBUIIaX Ha 0a3i eHTporii.

Pesynbratu 3milicCHEHMX Yy JUIUIOMHIM poOOTI JOCHIIKEHb MOXYTh OyTH
BUKOPHUCTaHI JJii BUKOHAHHS MOHITOPMHTY aHOMAJI B JKypHaJlax MOAIN omnepamiitHux
cucteM cimeiictea Windows.

VY sxocTi MalOyTHIX MOOCHIIPKEHb MOXKE OyTH pO3pOOJIEHO areHTH JUIs 1HIINX
onepalifHuX CUCTEM, T0JaHO MOXJIMBICH MOHITOPUHTY JEKIJTBKOX CUCTEM OJJTHOYACHO.

KirouoBi cioBa: MOHITOPUHT, >KypHaid TO[lH, oOmepaiiiiHi CHUCTEeMH, EHTPOIIis,

XMapHI CepeIOBUINA, XMAPHI OOYHCICHHS.
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BCTYII

CbOroJiHi BUKOPUCTAHHS XMapHUX OOYMCIIEHb € JOCUTH MOMYJSPHUM, aJKE TaKe
pillIeHHs MOKe 3a0€3MeUnTH BHCOKY JIOCTYIHICTh, & TAKOXK JT03BOJISIE 3MEHIIIUTH BUTPATU
Ha 00CITyTOBYBaHHS BJIACHOI 1H(POPMAITIHHOI cUCTeMH. X04a YacTUHA BiATOBITAIBHOCTI 3a
00CITyroByBaHHS MOKJIAJAETHCS HA IMpoBaiifiepa XMapHOTO CEPBICY, KOPUCTYBad TaKOK
Ma€ NpuiMaTy B ObOMY y4acTb. Cepel OCHOBHUX MOJEIEH XMApHHUX IOCITYT
«1HpacTpyKTypa £K CepBic» MOTpedye HaWOLIBIIOr0 3aJly4eHHS KOpHUCTyBaya B
0o0CIyroByBaHHI, aJKe BOHA TMepeadayae HaJaHHS JIMIIE «3alli3a» 31 BCTAHOBJICHOIO
ONEpaLlfHOI0 CHUCTEMOIO, SIKy OOMpae KOPHUCTYBay. 3a TaKOi YMOBH OOCIYrOBYBaHHS
oIepariiiHoi CUCTEMU MOBHICTIO MOKJIAJAEThCsl HA KOPUCTyBaya, 30KpemMa 3a0e3MeueHHs
1H(pOopMaLIiHOT Oe3MEKH.

3axoaM 3axUCTy BiJ KibepaTak He MOXXYTh HaJaBaTH CTOBIJICOTKOBY TapaHTIIO
HEMO>KJIMBOCTI MPOHUKHEHHSI 3JI0BMUCHUKA B 1H(QOpMAaLIiHy CUCTEMY. SIKILIO 3TOBMUCHUK
OTpHMaB JIOCTYyH JO CHCTEMH, TO MOTPIOHO SKOMOTa IIBHJIIC BHUSBUTH Taki dii Ta
nepepBaTi JOCTYI 3J0BMHUCHUKA A0 1H(OpMAIIHOI CHUCTEMH, a TaKOX IPOBECTU
pO3CiAyBaHHS JJIA TOTO, II00 BUMPABUTU MPOTATUHU B Oe3mneii. ToMy akTyaJbHUMHU €
mporpaMHi  3aco0W, IO TPU3HAYCHI IS BUSBJICHHS HECAHKIIIOHOBAaHUX i B
1H(popmarliiiHii cucteMi. OJHUM 13 METO/IIB BUSIBJIEHHS TAKUX A1M € MOHITOPUHT KypHAaJIiB
TIOJTIH.

MeTow po6oTH € po3poOKa MPOrpaMHOrO 3aco0y MOHITOPHUHTY KYpHATy MOJIIN
OTIepallifHIX CUCTEM B XMapHOMY CEpeIOBUII Ha 0a31 EHTPOTTii.

O0'ekT AOCTiAKEHHA — II€ TMPOIeC BHABICHHS HECAHKI[IOHOBAaHUX il B
1H(pOopMaIliiiHIN cucTeM] HUIAXOM JOCIIKEHHS KypHAJIIB MO/ B ONEpALlITHIUX cUCTeMax
cimeiicrea Windows.

IIpenmer gocaizKeHHs — 16 MEXaHI3M MOHITOPHUHTY XYpPHATIB MOA1i onepaniiHux
CHUCTEM Ta O0YHMCIICHHS CHTPOITIi.

MeToau aoc/aizKeHHsI: aHall13, MOJICTTIOBAHHS, €KCIIEPUMEHT, TECTYBaHHS.
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HoBu3Hna nonsirae y ToMmy, 10 BUKOPUCTAHO METOJ BUSIBJICHHS aHOMaJli Ha 0a3i
SHTPOII] JJIsi MOHITOPUHTY XypHAIy MOl omepaniiHuX cUCTeM. 3a3BUYail 1eil MeTox
BUKOPHUCTOBYETBCS JIJIA aHAII3y MepekeBoro Tpadiky, Hampukiana, BuspieHHs DDO0S
aTax.

IIpakTuyHa miHHicTH KBaiikaIiifHOI poOOTH MOJATAE B pO3POOII MPOTPaMHOTO
3aco0y MOHITOPUHTY KypHaJly MOJIM omnepaliifHiuX CUCTEM B XMapHHUX CEpeoBHUIIAX Ha
0a3i eHTpOoITii.

OCHOBHI pe3ynbTaTH AOIOBIJAIUCSA Ta OOTOBOPIOBANIMCS HA HAYKOBO-TIPAKTHYHIN
koH(pepenuii «I[lpobremu ekcruryatanii Ta 3axucty 1H(OpPMALIHHO-KOMYHIKAIHHUX
cuctem» (Kuis, 2022). OcHOBHI TOJIOKEHHS TUTIIIOMHOI pOOOTH BUKIJIAJIEHI B 2 HAYKOBUX
npansx, cepel Skux: 1 crarTs y HaykoBUX (axOBHX BUIAHHIX YKpaiHnu, | — y maTepianax

HAYKOBUX KOH(EPEHIIii.
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PO3/1LT 1

JOCJAIIXKEHHS CUCTEM MOHITOPUHI'Y JKYPHAJIIB MOAIN Y
XMAPHOMY CEPEJOBHUIIII

1.1 HopmaTuBHO-nIpaBoOBa 0a3a m0/10 0e3MeKH XMAPHUX 00YHCIICHD

AHani3 HOPMaTHBHO-TIPaBOBOI 0a3M IMOKa3aB, IO YKpaiHChKE 3aKOHOIABCTBO 0
OCTaHHBOT'O YaCy HisIK HE PEryJoBaj0 BUKOPUCTAHHSA XMapHHUX cepBiciB. BepxoBHa Pana
VYkpainu 17 mororo 2022 poky npuitHsiia 3akoH Ykpainu «IIpo XmMapHi MOCIyTH», SIKHiM
PETYIIOE BUKOPUCTAHHS XMapHUX TMOCIYT JUIsi OpraHiB Jep>kaBHOI Bianu. Lleit 3akon
HaOyBae yuHHOCTI 16 BepecHst 2022 poky. Y cTaTTi 8 3aKOHY € Mepesik 3aX0AiB, 110 Ma€e
BXKHTH HaJlaBa4 XMapHHUX TIOCIYr Ui ynpaBiiHHS pusukamu Oesmeku [1]. Cepen
€JIEMEHTIB, 1110 MalOTh BPaXOBYBATH 111 3aX0/I1, 30KpPEMa, € MOHITOPHHT.

Takox SKIIO XMapHiI CEPBICH BHKOPUCTOBYIOTHCS JJIsS HAJlaBaHHS E€JICKTPOHHHX
JOBIPYMUX TOCTYT, TOAI MarOTh BPaxOBYBaTHUCh BUMOTH, IO 3aTBepykeHi y [locTanoBi
Kabinetry MinictpiB Ykpainu «IIpo 3aTBepkeHHSI BUMOT Y cpepi eIEKTPOHHUX JTOBIPYMX
nociyr Ta [lopsaaky nmepeBipky AJOTpUMaHHS BUMOT 3aKOHOJIABCTBA y cepi eNeKTPOHHUX
JOBIpunX Tociyr». L{i BUMOTH MICTATh 000B’SI3KH aIMiHICTpaTOpa O€3MeKn Ta ayauTy, 1110
BKITIOYAIOTH B ce0e peecTparliro Ta MOHITOPUHT TOAIH [2].

JIiist XMapHUX 00YUCIICHBb TAaKOXK € 6arato MiKHaApOJHUX HOPMATUBHHUX JOKYMEHTIB,
3okpema ctangaptu «kEUCS — Cloud services scheme», «NIST SP 800-144 — Guidelines
on Security and Privacy in Public Cloud Computing», «ISO/IEC 17788:2014».

«EUCS - Cloud services scheme» — 1i¢ TpOGKT CTaHIApTy, PO3POOJICHHMIA
arenTcTBoM €Bpomneiickkoro Coro3y 3 kibepOesnekn (ENISA), mo omnmcye cxemy
3a0e3nedYeHHs] PIBHIB rapaHTiii 0e3MeKu XMapHUX CEpBICiB. 30KpeMa, 1€l CTaHAapT Mae
nepesik 3axo/iB omnepariiHoi Oe3leku, 0 BKIHYaE B ce0e MYHKT <«JIOTYBaHHS Ta
MOHITOPHUHT — 1ieHTudiIKaIs noaii» [3, c. 107]. ¥ 11poMy MyHKTI BUSHAYEHO BUMOTH JIJIs
HaJaBaya XMapHUX IIOCIYT, IO 3a0e3MeuyroTh piBHIB rapanTiii «OazoBwmit» (basic),

«3HauHui» (substantial) Ta «sucokwuit» (high). [ns piBas «b6a3zoBuii» npo igeHTH(IKOBaHI
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MoJil, 10 MOXYTh BKa3yBaTH Ha 1HIIUJEHTH OE3MEeKU, Ma€ OYyTH CHOBIIIEHO BIMOBIIHUM
MiPO3aiJIaM OpraHi3ailii JJisg OIIHKK Ta YCYHEHHS HachiakiB. KpiM Toro, miasi piBHS
rapaHTiii «3Ha4YHMI» MOHITOPUHT TOJ1i Ma€ OYTH aBTOMATHU30BaHUM.

VY crangapti «NIST SP 800-144» 3a3naueHo, 110 HEOOX1HO MPOBOJUTH MOCTIHHUN
MOHITOPUHT Oe€3IeKku Mepex, 1HdopMalii Ta CHUCTEM OpraHizallii, a TakoX pearyBatH,
npuiiMalour, YHUKaud, abo moM’sikiryoun pusuku [4, c. 9]. Kpim toro, 30ip Ta aHami3
JaHUX PO CTaH CHUCTEMH Ma€ BHUKOHYBATHUCh PETYJSPHO, HACKUIBKU 1€ HEOOXiTHO st
yIIpaBJIiHHS O0€3MeKoro Ta pusukamu [4, ¢. 20].

[Ile omuu crangapt xMmapuux oOumcienb — «ISO/IEC 17788:2014». V ubomy
CTaHJapTI HABEJIEHO CIMCOK 0araTOCTOPOHHIX aCIMEKTIB XMapHUX o0uHciieHb. OgHUM 13

aCIIeKTiB € Oe3IeKa, BUMOTH K01 BKJIFOUAIOTh B ce0¢ BUKOHAHHSI MOHITOPUHTY [5].

1.2 Kypuaa noxiie Windows

Jlns BUSBIICHHS 1HIIMIEHTIB Oe3meku B 1H(GOpPMAIIMHUX CHUCTEMaX BUKOHYETHCS
MOHITOPUHT Ha TPhOX PIBHAX: (PI3UUHOMY, MaTEeMAaTHYHOMY Ta aHATITHKH HaHUX [6].
KopuctyBau Mozeni XxMapHUX MOCIYT «1HPpacTpyKTypa siK cepBic» Oyne 3alydeHui 10
MOHITOPUHTY OCTaHHIX JBOX piBHIB. {151 po3poOku mporpamMu MOHITOPUHTY Oyi0 oOpaHO
MaTEeMaTUYHUMN pIBEHb, SIKUW BKIIIOYAE B ce0€ BEIMKY KIJIbKICTh KOMIIOHEHTIB, 30KpemMa
YKYPHAJIH MOJIi{ onepaniiHux cucteMm [6].

JIist mpoBeneHHsST JAOCTIKeHh O0OpaHO JKypHal TOMIM OmepaniifHuX CHCTEM
cimeiictBa Windows, ajpke 11e JOCUTh MOMYJSAPHI OMNeparliiHi CUCTEMH, a TaKOXX BOHU
H1IIAI0THCSI HAHOUTBIIIOTO PU3HMKY HECAHKI[IOHOBAHHMX BILIMBIB [7].

Sx Bimomo [8], cyk6a BegeHHs KypHaimy noaii Windows BUKOPUCTOBYE J1aHi, 110
30epiraroTbes B K04l peectpy «EventLogy, sikuii, B CBOIO uepry, BMIIIyE MIAKIIOUl, B
SKUX 30epiraloThCsi KypHAJIU TMPOTOKOIIOBaHHS poOoTu cucteMu. OCHOBHI KypHAIU
omnepaniiHoi cucremu Windows — 1e 3amucu NPUKIAIHUX, CUCTEMHHUX MPOIECIB Ta
nporieciB 0e3neku (puc. 1.1, 1.2, 1.3). IlpukmagHi mporecd MOXKYTh MPOTOKOJIOBATH
noJii, 0 3 HUMHU TOB’sI3aH1, B CTAaHAAPTHUHN KypHaJ MPUKIATHUX MPOILECiB, ab0 B CBIH

OKpEeMUH KypHaJ, SKUI MOke OYyTH CTBOPEHUI i/l Yac BCTAHOBJIEHHS MPOTPAMH.



Mpunoxenne  Cobbitnid: 16 971

YposeHb [farta v Bpema Wcroyrmnk Koa cobbitua  Kateropua 3azauu
@ Ceepenva 18.01.2022 19:17:00 RestartManager 10000 OrtcyTcrByer
@ CeepeHvia 18.01.2022 19:16:34 SecurityCenter 15 Orcyrcrsyer
® CeepeHva 18.01.2022 19:16:08 SecurityCenter 15 Orcyrcrayer
@ CeeaeHua 18.01.2022 19:16:07 Security-SPP 16394 Orcytcryer
@ Ceepenua 18.01.2022 19:16:06 SecurityCenter 15 Orcyrcreyer
@ CeepeHvs 18.01.2022 17:51:15 edgeupdate 0 Orgyrcrsyer
@ CeepeHus 18.01.2022 17:45:32 edgeupdate 0 Orgyrcrayer
® CeeaeHua 18.01.2022 17:37:57 igccservice 0 Orcyrcrayer
(D Ceepenua 18.01.2022 17:37:36 Security-SPP 16384 Orcytcreyer
@ Ceeaerua 18.01.2022 17:37:26 SecurityCenter 15 Orcyrcreyer
@ CeepeHua 18.01.2022 17:36:40 Security-SPP 1040 Orcyrcryer
® Ceenenua 18.01.2022 17:36:40 Security-SPP 1040 Orcyrcreyer
@ Ceenerus 18.01.2022 17:36:36 Security-SPP 16394 Orcytcreyer
@ Ceepenua 18.01.2022 17:34:52 ELANFPService 0 Orgyrcreyer
@ CeepeHva 18.01.2022 17:34:52 ELANFPService 0 Orcyrcrayer

Pucynox 1.1 — XKypnan npukiagHuX MpoieciB

Cucrema  Cobbiruia: 12 676 () Ectb HoBbie cobemua

YposeHb [ara v spema Wctounmnk Koa cobemus  Kateropus 3apaun
@ CeeaeHus 18.01.2022 20:00:43 Kernel-Power 105 (100)

@ CeegeHua 18.01.2022 19:59:39 Kernel-Power 105 (100)

@ CeepeHua 18.01.2022 19:29:31 Service Control Manager 7040 Orcytcreyer
@ Ceenenus 18.01.2022 19:29:22 Service Control Manager 7040 Orcyrcrayer
@ Ceepenua 18.01.2022 19:17:27 Service Control Manager 7040 OrcytcrByer
@ Ceenenus 18.01.2022 19:16:50 Service Control Manager 7040 OrcytcrByer
@ CeepeHua 18.01.2022 19:16:49 Service Control Manager 7040 Orcytcreyer
@ CeeaeHva 18.01.2022 19:16:24 Kernel-General 16 Orcytcreyer
@ CeeaeHua 18.01.2022 19:16:24 Kernel-General 16 OrcytcrByer
@ CeepeHus 18.01.2022 19:16:24 Kernel-General 16 OrtcyTcrByeT
@ CeeaeHua 18.01.2022 19:16:24 Kernel-General 16 Orcytcreyer
@ CeeseHus 18.01.2022 19:16:23 Kernel-General 16 OrcytcrByer
@ CsegeHvia 18.01.2022 19:16:23 Kernel-General 16 OrtcyTcTByeT
@ Ceenenus 18.01.2022 19:16:23 Kernel-General 16 Orcytcreyer
@ CeepeHus 18.01.2022 19:16:23 Kernel-General 16 Orcyrcreyer

Pucynok 1.2 — Kypnan cucremu

BezonacHocts  Cobuimnia: 29 375 (!) Ecte HoBbIE cOBbITMA

Pucynox 1.3 — XKypnai 6e3mexkun

KntoveBble cnosa  [lata v Bpema Wcrounuk Koa cobel.. Kateropws 3agaun
Q,Aynwr ycnexa 18.01.2022 22:19:33 Microsoft Windows security auditing. 4672 Special Logon

Q,Q AyauT ycnexa 18.01.2022 22:19:33 Microsoft Windows security auditing. 4624 Logon

Q\Aynm ycnexa 18.01.2022 22:15:15 Microsoft Windows security auditing. 4672 Special Logon

QLAy.awr ycnexa 18.01.2022 22:15:15 Microsoft Windows security auditing. 4624 Logon

QAyp.wr ycnexa 18.01.2022 21:56:24 Microsoft Windows security auditing. 4672 Special Logon

Q AyauT ycnexa 18.01.2022 21:56:24 Microsoft Windows security auditing. 4624 Logon

6A“Ay/wrr ycnexa 18.01.2022 21:55:43 Microsoft Windows security auditing. 5379 User Account Management
Q,Ayp.wr ycnexa 18.01.2022 21:55:43 Microsoft Windows security auditing. 5379 User Account Management
Qt AyauT ycnexa 18.01.2022 21:55:43 Microsoft Windows security auditing. 5379 User Account Management
Qt AyauT ycnexa 18.01.2022 21:55:43 Microsoft Windows security auditing. 5379 User Account Management
‘zk,.AyAMT ycnexa 18.01.2022 21:55:43 Microsoft Windows security auditing. 5379 User Account Management
Q AyauT ycnexa 18.01.2022 21:55:43 Microsoft Windows security auditing. 5379 User Account Management
Q AyauT ycnexa 18.01.2022 21:55:43 Microsoft Windows security auditing. 5379 User Account Management
quAV\T ycnexa 18.01.2022 21:55:43 Microsoft Windows security auditing. 5379 User Account Management
’z&cAyp.m ycnexa 18.01.2022 21:55:43 Microsoft Windows security auditing. 5379 User Account Management
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Ha ocHoOBI netasibHOrO aHami3y CTPYKTYpH Ta BMICTY OINHCAHMUX >KYpHaJiB OyJio
MPUIHATO PINICHHS, IO B paMKaX JaHOTO JOCHIKCHHsSI JOCTAaTHIM € BHKOPUCTAHHS
KYpHaJIy TIPOTOKOJIOBaHHS pOOOTH MPHUKIAJAHUX TIPOIECIB, a TaKOXK IKypHAITY
npoTOoKOMOBaHHs cucteMu Oe3sneku Ta PowerShell Operational, B sikomy 30epiraeTbcs

iHpopmarrist mpo moxii PowerShell, 30kpema BukoHaHi B KoHCOII KoMaHu (puc. 1.4).

Operational  Co6bimwii: 559

YposeHb Hata v Bpema Wcrounmnk Koa cobbl.. Kateropus 3agaum

’z ) CBegeHus 18012022 17:3647  PowerShell (Microsoft-Windo... 40962 3anyck koHconm PowerShell

'J:D CeepeHus 18.01.2022 17:36:47  PowerShell (Microsoft-Windo.. 53504 WmeHoBaHHbIM kaHan IPC Powe..
() Ceepenun 18012022 17:36:47  PowerShell (Microsoft-Windo.. 40961 3anyck koHconm PowerShell

G) CeegeHus 17.01.2022 23:45:19  PowerShell (Microsoft-Windo... 40962 3anyck koHconn PowerShell

(E) CeeaeHusa 17.01.2022 23:45:18  PowerShell (Microsoft-Windo... 53504 WmeHoBaHHbIM kaHan IPC Powe..
‘i’ CeepeHus 17.01.2022 23:45:18  PowerShell (Microsoft-Windo.. 40961 3anyck koHconm PowerShell
(DCBeAeHm 16.01.2022 120023  PowerShell (Microsoft-Windo.. 40962 3anyck koHconn PowerShell

(E) Ceepexun 16.01.2022 12:0023  PowerShell (Microsoft-Windo.. 53504 WmeHoBaHHbIA kaHan IPC Powe..
<i'JCBeAeHm 16.01.2022 120023 PowerShell (Microsoft-Windo... 40961 3anyck koHconu PowerShell

/4, MNpeaynpexaerne 15012022 22:22:22  PowerShell (Microsoft-Windo.. 4104 BbINOAHUTL YAANEHHYIO KOMaH...
(D CeeaeHva 15.01.2022 22:22:22  PowerShell (Microsoft-Windo... 53504 WmeHoBaHHbI kaHan IPC Powe..
\.:i\) CeepeHva 15.01.2022 132006  PowerShell (Microsoft-Windo... 40962 3anyck koHconm PowerShell

(i:) CeegeHus 15.01.2022 13:20.06  PowerShell (Microsoft-Windo... 53504 WmeHoBaHHbIM kaHan IPC Powe..
“-(D CeepeHvia 15.01.2022 13:2006  PowerShell (Microsoft-Windo.. 40961 3anyck koHconm PowerShell
\i)CBeAEHMﬂ 14.01.2022 13:40:34  PowerShell (Microsoft-Windo.. 40962 3anyck koHconn PowerShell

’:_Ai/) CeepeHusa 14012022 13:40:34  PowerShell (Microsoft-Windo... 53504 WmeHoBaHHbIM kaHan IPC Powe..

Pucynok 1.4 — XKypnan PowerShell Operational

1.3 Orasi icHyl0YMX POrpaM MOHITOPHHIY KYPHAJIiB MOAii

IcHye Oarato cHCTEM MOHITOPHHIY >KypHaldy MOJIi, SKI JT03BOJISIIOTH BUSIBUTHU
HECaHKITIOHOBaH1 Jii B iHpopMaIiiHiil cucteMi. binblmicTs 13 HUX 11eHTU]IKYIOTh TaKi ii
[UISIXOM aHali3y BMICTY 3alHCIB Yy )KypHaJll 011 Ha OCHOBI MEBHUX MPAaBUIL

[MpuknagamMu mporpaM MOHITOpPHHTY >KypHaniB moxiii € Splunk ta Zabbix. Ili
OporpaMd MOXYTh OIpallbOBYBAaTH BEJIMKY KIJIbKICTh JaHUX, OTPUMYBATH 3aluCH
KypHaIy 13 pi3HUX JKepes, JO3BOJIAIOTh BUKOHYBAaTH MOILIYK MEBHUX MOJINA B XKypHaJIax
Ta CTBOPIOBATH TMpaBWiIa, HAa OCHOBI SIKHX CHPAaIllbOBYIOTHh CIOBIIIEHHS, BUKOHYBAaTH
KOPEJISIiIo, 10 J03BOJISE OB SI3yBAaTH JEKIJIbKA TOJINA, a TaKOK BHUKOHYBATH TEBHI il
micist  crpaioBaHHs npaBwil. KpiM Toro, i mnporpamu J103BOJISIIOTH CTBOPIOBATH

Bi3yauizailii moaiil y Buriisi rpadikis, aiarpaM Ta TaOIuIlb.
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Splunk mo3Bosisie cTBOprOBaTH MpaBWJia HAa OCHOBI IMOIIYKOBHMX 3amuTiB. Takum
YMHOM MO’KHA 3pOOUTH CIOBILICHHS MPO MOSIBY MEBHUX 3aMHCIB B KypHaini. Hanpukmnan,
po Te, 110 KIIBKICTh MOSIBU JIEAKOI MOJIIi B KypHaJIl 32 OJUHUIIIO Yacy MEPEBUIIYE MTEBHE
BCTaHOBJICHe 3Ha4yeHHsA. Kpim Toro, Splunk mo3Boiise BiAmpaBisATH TMOBIIOMIICHHS Ha
CJICKTPOHHY TIONITY, a TAaKOXX BCTAHOBJIIOBATH PO3IIUPECHHS 3 HAJAIITOBAHUMH
CHOBILIEHHSIMU, HANpPHKIad, HA OCHOBI MAIIMHHOTO HAaBYaHHS, Mapcepu IS 3aluciB
KypHay 13 TIEBHUX JDKEpeJ, MOJATKOBI Bizyauizallii, BiIpaBKa MOBIAOMJIEHb HA 1HIII
cepaicH, 30KkpeMa, Telegram.

Zabbix Tex mo3Bosise 30epiraTé Ta MeperyisafgaTd 3alKMCH 13 PI3HUX JKYpHAIB,
CTBOPIOBATH CIOBIIIICHHS MPO MOSBY NEBHUX MOJINA, HAACUIATH TOBIIOMIICHHS Ha MOIITY
Ta 1HII CEPBICH, a TAKOXK BUKOHYBATH T€CTU, HAMPUKIIA, IOCTYITHOCTI CEPBICIB.

OnucaHi mporpaMy HaJalOTh BEIMKY KUIBKICTh IHCTPYMEHTIB JIsi MOHITOPUHTY
KYpHaJiB TMOJINA, aje TMOIIYK IHIUJEHTIB BUKOHYETHCS CaM€ 3a BMICTOM 3aIluCiB
KypHaiiB. SIKIIO I1HIMAEHT CYHNPOBOKYETHCS 3alMCOM BEIMKOI KUIBKOCTI OJHAKOBHX
MO1M, BMICT SIKHMX HE OB’ sI3aHUH 3 ITIOMUJIKAMH, a00 HECAHKI[IOHOBAaHUMH J1sIMHU, TOI1 BIH

MOXC 6YTI/I HE BUABJICHHUM.

1.4 IlocTanoBka 3axau4i

BpaxoByroun omnucaHi 0coOJMBOCTI pOOOTH PO3TIASHYTHX CHUCTEM MOHITOPHHTY,
3a/1auel0 JUIUIOMHOTO TIPOCKTYBaHHS OOpaHO pO3pOOKYy TMporpamu, sKa JJ03BOJISE
BUKOHYBATH MOHITOPHUHI >KypHalIy MOJIM Ha OCHOBI KIJIBKOCTI PI3HUX TMOBIAOMIIEHb.
Mipoto Takoi KIIbKOCTI € 1H(hopMalliiiHa eHTPOIis.

Takum uywmHOM, poO3poOJeHAa mMporpaMa JO03BOJIMTH BHUSBUTH aHOMANil, SIKi
CIIPUYHUHSAIOTh PEECTPAIlII0 BEJIUKOI KUIBKOCTI OyIb-SKMX OJTHAKOBUX a00 PI3HUX TOIIN B
KypHajl, HaBiTh SKIIO BMICT TMIOBIJIOMJICHh MOXE HE BKa3yBaTH Ha BHUKOHAHHS
HECAHKI[IOHOBAHUX M.

[Iporpama Moke OyTH BHKOpHCTaHa SIK JOMOBHEHHSI JI0 ICHYIOUMX CHUCTEM
MOHITOPHHTY 3a CXEMOIo, IO omucaHa y jgociimkeHHi [9]. Bona Oyme BUKOHYBaTh

MOHITOPHHT aHOMAaJTI Ta HAJACWIATH MOBIIOMJICHHS TTPO HUX aIMiHICTpaTOpy. KO
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BUSIBJICHI aHOMaJIii BKa3ylOTh Ha HECAHKIIIOHOBAHI Jii, TOJ1 MO)kHa chOpMyBaTH IMpaBUIIa
ab0 cUrHaTypH JUIsl BUSBIICHHS TaKUX A1 IHIIMMH CHCTEMaMU MOHITOPUHTY, HAIIPHUKIIA/,
Splunk. Takox po3po06ieHa mporpama Moke BUKOPUCTOBYBATHCH SIK CAMOCTifHa CUCTeMa
MOHITOPUHTY aHOMaJIIM B )KypHaJiax MoJIiil.

Jlnia peanizaiii MOCTaBIEHOTO 3aJaHHA OYJ10 BUKOHAHO TaKi KPOKHU:

1. TocmikeHO apXITEKTypy MPOrpaM MOHITOPHHTY XMapHUX CEPEIOBUIII.

2. JIoCHiIKEHO MPOIEC PO3paxyHKy 1H(POPMAIIMHOI SHTPOMIT I JHKEPEd, 110
0e3MepepBHO reHEPYIOTh HOB1 TOBITOMJICHHS.

3. Po3po0iieHo areHT, Mo OTpUMY€E 3alUCH JKypHATY MO 00paHOoi omepariiHol
CHUCTEMH Ta PO3pPaxOBY€E EHTPOIIIO.

4. Po3po0ieHo nporpamy-aHaii3aTop, 110 OTPUMYE J1aHi Bl areHTa Ta BUKOHYE
MOHITOPUHT.

5. Bukonano TectyBaHHS pPO3po0OJeHOro mporpamHoro 3acod0y. /[lns uporo

3MO/ICJIbOBAHO JICSIKI TUITHM aTak Ha 1HPOPMAIIHHY CUCTEMY.

BucHoBkmu 3a po3aiziom 1

VY mepmioMmy po3auti JOCHIAXEHO HOPMATUBHO-NPABOBY 0a3zy MmI0a0 Oe3meku
XMapHUX 00uHcCIeHb. OJHUM 13 BaKJIMBHX KOMITIOHCHTIB 3a0€3MEUCHHS OE3MEKH TaKHhX
CUCTEM € MOHITOPHHT, KM BHUKOHYETHCS Ha TPHOX PIBHAX, 30KpeMa MaTeMaTHUYHOMY,
SIKUI BKJIIOYA€ B ceOe )KypHaJIM MOJ1H onepariiiHuX CUCTEM.

Jani oOpaHo onepaliiiHy cucTeMy, Ha OCHOBI SIKOi IPOBEJAEHO JOCTiKeHHs. Takox
BUKOHAHO aHaJ3 >KypHaJy MOMAIN Ii€l OmepamiiHOi CHUCTeMH, IJisi SKOTO PO3poOJIeHO
porpamy MOHITOpPHHTY. KpiM TOTO, pO3TISHYTO iICHYIOUlI CHCTEMH MOHITOPUHTY XypHAITy

HOJIifI Ta BU3HAYCHO 3aBAaHHA JUITJIOMHOI'O IIPOCKTYBAHHA.
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PO3/1 2

METOJHU TA 3ACOBM PO3POEKM ITPOTPAMU MOHITOPUHTY KYPHAJTY
MOJITiA HA BA31 EHTPOIIII

2.1 MonayJi Python, Bukopucrani mix yac cTBopeHHsi mporpamu

[Mporpamumii 3acidé po3podOieHO Ha MOBiI mporpamyBaHHs Python. Ils moBa mae
Oarato BOYJOBaHUX MOJIYJIB, a TaKOX JOJATKOBUX MOIYJIB, SIKi MO>XKHa BCTaHOBHUTH 3
BUKOPUCTAHHSAM MAKETHOTO MEHEeKepa «pip». Takoxk 1[0 MOBY MpOTrpaMyBaHHs 0OpaHO
yepes Te, 110 BOHa 3a0e3mnedye KpociaaTGopMeHiCTh, TOOTO po3pobIieHa mporpama MoXKe
MpaIfoBaT Ha JEKUTLKOX OINEpaIiiHUX CUCTEMAX.

Y nporpami BUKOpUCTaHO Taki Moy Python:

e «tkinter» — BOyJ10BaHUI MOMYJb, IO HAJAE MOXJIMBICTH CTBOPIOBATH rpapiyHUi
iHTEepdeiic. Y mnporpaMmi BHUKOPUCTAHO Taki KOMIIOHEHTH rpadiyHOro iHrepdency
(BimketH): «Tk» — OCHOBHE BIKHO, IICJISI HOTO 3aKPUTTS 3aBEPIIYETHCS BUKOHAHHS BCi€l
nporpamu; «Toplevel» — He OCHOBHE BIKHO, WOTO 3aKpUTTS HE 3aBEpIIyE BUKOHAHHS
nporpamu; «Frame» — KOHTeWHep AJisl 1HIIMX BIJHKETIB, MPEJCTaBIsE COOOI0 MPSIMOKYTHY
obnacts y BikHi; «Label» — TekcroBe nose; «Entry» — mose ajist BBoy Tekery; «Buttony —
kHomka; «Photolmage» — kapTuHka, sika 30epira€eTbCsi B MaMm ATi, NTpU3HAYEHA IS
BUKOPUCTAHHA B IHIIMX BIDKETax; «messagebox» — BIKHO, M0 TMOKAa3ye TEKCTOBE
MOBiIOMJIEHHSI; «StringVar» — 00’€kT, 110 30epirae TeKCTOBI 3HAUYCHHS I1HIIMX BIJXKETIB.
Takox BUKOPHUCTAHO JOJATKOBHM MOIyNb «ttk», kil po3mmproe cmmucok BimxeTiB. I3
IIOTO MOJIYJISl BUKOPUCTAHO BIPKET «Spinbox», KUl MpU3HAYECHHM NJI1 BBOJY YMCET Ta
Ma€ CTPUIKH, 10 30UIBIIYIOTh T4 3MEHIIYIOTh YUCJIOBE 3HAYCHHSI.

o «tkcalendar» — momynb, mo goaae o rpadidynoro iHTepdeicy «tkinter» BimKeTH
«Calendar» Ta «DateEntry». ¥V nporpami Bukopucrano Bimker «DateEntry», saxuiil siBise
co0010 1oJe sl BBOY JaTH Ta HaJa€ MOKIIUBICTh 00paTy AaTy B KaJeHaapi.

e «matplotliby» — 6i6moTreka, 10 HaJae MOXKIMBICTH CTBOprOBaTH rpadikud. Y

nporpamMi BUKOPUCTAHO TaKl MOy i€l 610mi0Teku: «pyploty — Bkitoyae B cebe OCHOBHI
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byHKIT 171 cTBOpeHHS rpadikiB, 13 IIbOTO MOAYJS BUKOpPUCTaHO 00’eKT «Figurey, 1o
SBIsIE CO00I0 KapTWHKY Tpadika; «style» — mo3Bossie oOpaTu 1mabimoH cTwiio rpadika,
TOOTO Moro 30BHIiIHIN Burisaa; «backends.backend tkaggy — momynb, 1o mo3Bosie
BOyayBatu rpadik y rpabiunuil iHTepderc «tkinter», 30kpemMa MICTUTh 00’ €KT
«FigureCanvasTkAggy, sikuii siBisie co0oto BipkeT «tkinter», mo Mictuth rpadik; «ticker
— MOJyJIb, IO TO3BOJISIE KEPYBATH MO3HAYKaMU Ha Tpadiky, 13 SKOro BUKOPUCTAHO KIacH
«AutoMinorLocator» Ta «MaxNLocator», ski aBTOMAaTHYHO BH3HAYAIOThL ITO3HIIIT
no3Havyok; «dates» — MoayJb, O A03BOJIsIE poOUTH Tpadiky 13 JaTaMu; «animation» —
MOJYJb, IO JT03BOJIsiE POOUTH aHiMallilo rpagikiB Ta MICTUTh 00 €KT «FuncAnimationy,
10 BUKJIMKaE (QYyHKIIF0-OOPOOHUK aHIMaIlll 31 BKa3aHUM YaCOBUM 1HTEPBAJIOM.

e «sockety — BOymoBaHMII MOJyJib, IO HAJAA€E MOXKJIMBICTh B3aEMOMISATUH 3
MepexxeBUM 1HTepdeiicoM. Y mporpami 3 BUKOPUCTAHHSAM ILIbOTO MOJYJSI CTBOPIOETHCS
TCP cepBep 1 KITI€HT.

e «pickle» — BOymoBaHUN MOMYJb, IO HAJA€ MOXKJIMBICTh KOMOIHYBaTH JICKLJIbKa
00’extiB B omuH 00’ekT «pickley, mo mpencrasnse coboro HaOip OaiTi. 3
BUKOPUCTAHHSAM ITLOTO MOJYJISl BUKOHYEThCS Tiepenada o0’ekta «datetime» Ta 3HaueHHS
entporii Big TCP cepBepa 10 Kili€HTA.

e «threading» — BOy0BaHUI MOAYJIb, IO JO3BOJISIE BUKOHYBAaTH KOJ B OKPEMOMY
MOTOLII.

® «io» — BOyAOBaHHMW MOJyJNb, IO JO3BOJIAE TPAILIOBATH 3 MOTOKAMHU BBOAY-
BUBOJY. I3 1mboro Momyssi Bukopuctano kiac «BytesIOy», mo go3Bossie 30epiratu HaOip
OaiiTiB B mam’sTi (Oydepi).

e «requestsy — BOyJOBaHMM MOJYJib, 1110 A03BOJsie BukoHnyBatu HTTP 3anutu. 13
BUKOPHUCTAaHHAM LOr0 MOIyssi BUKOHYeThC «POST» 3anut no HTTP API mecenmxkepa
Telegram s BignpaBku MOBITOMIICHHS Yepe3 OOT.

e «smtpliby — BOygOBaHMII MOJYJb, IO JTO3BOJISIE POOUTH 3aIUTH O IMOIITOBOTO
cepepa 3a mnpotokoioM «SMTPy». BignpaBka moBiloMJIeHb Ha €JIEKTPOHHY IMOIITY Y
pO3pO0IIeHI MporpaMi BUKOOHYETHCS 13 BUKOPUCTAHHSIM I[HOTO MOJTYJISI.

e «ssl» — BOymoBaHWii MOJyJb, IO JO3BOJSIE CTBOPIOBATH 3aXHUIIEHI MEPEXKEBI

3’emHaHHA. [3 11bOro MomayJs BuUKopucTaHo (yHKIIO «create default context» s
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3’€lHAHHS 3 TMOUITOBUM CEPBEPOM, siKa MpU3HAYEHA MJII CTBOPEHHS KOHTEKCTY 3
HaJAIITyBaHHIMH O0€3MEYHOr0 3’€THAHHA 32 3aMOBUYBAHHSIM.

e «email» — BOymoBaHud MOAyJdb, IO TMPU3HAYEHUN IS  yNpaBIiHHS
MOBIJOMJICHHSIMH  €JICKTPOHHOT TOMTH. [3 MBOTO MOIYJISI BUKOPHCTAHO KOMITOHEHT
«mimey, SKUWA MPU3HAYEHUH JUIsl CTBOPEHHS MOIITOBHX MOBIJOMIIEHb 32 CTaHAapTOM
«Multipurpose Internet Mail Extensions», mo CKJIagarOThcs 3 JACKUIBKOX YacTUH. Y
nporpami 3a JOTMOMOTOI0 I[OTO KOMIIOHEHTY CTBOPIOETHCS IMOBIJOMIICHHS €JIEKTPOHHOT
MOIIITH, IO MICTUTh TeKCTOBY yacTuHy, HTML uvactuny, a Takox 300paskeHHs rpadika.

e «queue» — BOYJOBaHUM MOJyJb, IO JO3BOJISIE CTBOPIOBATH 00’ekT-uepry. Llei
00’€KT BUKOPUCTAHO JIJIsl TIepeadl JaHUX M1 MOTOKaMHU.

e «datetime» — BOyIOBaHUN MOJyJb, IIO JO3BOJISIE CTBOPIOBATH 00’ €KT, SKUU
MICTHUTD JaTl 1 4ac.

o «sqlite3» — moxynb, 10 Hagae iHTEpPeiic Ayt podoTh 3 6a3010 JaHux «SQLitey.

e «ctypes» — 0101110TeKa 30BHIMIHIX QYHKIIIH. Y Tporpami 13 BUKOPUCTAHHSIM IOTO
MOJyJISI BUKJIUKAEeThcs O10moTreka Windows juisi akTuBarllii MacitabyBaHHs rpadiuHOro
1HTEpPeicy pOrpam. st OTO BUKOpHCTaHa byHKLIA
«ctypes.windll.shcore.SetProcessDpiAwarenessy.

® «0s» — BOyJOBaHHMI MOJyJb, IO MPU3HAYECHHUM JJI B31EMOJIL 13 OMEpPaLiifHO0
CHUCTEMOI0. Y po3po0JIeHii Mporpami BiH BUKOPUCTOBYETHCS JIJI1 BUBHAUYCHHS OTIepaIiiHoOi
CHUCTEMH, Ha SKIi 3amylleHa mporpaMa. Y 3ajJeXHOCTI BIJ ONEpAaIiiiHOI CHUCTEMU
aKTUBY€Thbcs MacmitaOyBanas WINndOwWS Ta BHKOPHUCTOBYETHCS PI3HHM KOA st
BCTAHOBJICHHS IKOHKH TMPOTPAMHU.

e «pathliby» — BOymoBaHMii MOAYJb, IO MPU3HAYCHHUM 7T pOOOTH 31 HUIIXaMH
daiinoBoi cucremu. Y po3poOeHiil mporpaMi BUKOPUCTOBYETHCS JUIsl OTPUMAHHS MUISIXY
JI0 TIAIIKK «assetsy» 13 300paKeHHSIMU JJIs1 KHOTIOK.

e «win32evtlog» — Moaynb, IO € YAaCTHHOI TaKEeTy «pywin32y», sSKkuil Hamae
MOJKJIMBICT POOOTH 13 JKypHajoM mofaiii omepamiiaoi cucremu Windows. I3 1mporo
Moayss BUKopucTaHo ¢yHkiii «EvtSubscribey, 1mo cTBOproe MiAMUCKY Ha MOIIi, a TAKOXK

«EvtRendery, sika 103BOJIsI€ IEPETBOPUTH 3aIIUC KYpPHATY B IEBHUM (popMar.
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e «re» — BOyI0BaHU MOJYJIb, IO TO3BOJISIE MIPAIFOBATH 3 PETYIIPHUMH BUPa3aMH.
VY nporpami Bukopuctano GyHKIIi0 «searchy s momryky iMeHi Jkepesa MoBiIOMJIEHb Ta
koxy nozii B orpumanoMy XML 3amnuci npo nogiro.

e «math» — BOyJgOoBaHUM MOMYJb, IO Hajae MaTeMaTW4yHI QyHKIII. Y mnporpami

BUKOPHUCTAHO PYHKIIIIO «log2» mist obuncinenns Jorapudmy 3 OCHOBOIO 2.

2.2 MoaenroBaHHSI HOPMAJIbHOI POOOTH CHCTEMU

JUisi BUSIBIIEHHST aHOMalli B POOOTI CHUCTEMU BHKOHAHO MOPIBHSIHHS €TaJOHHOI
SHTPOII1i CUCTEMHU 3 EHTPOMIEI0 CUCTEMU TICIIS BUKOHAHHS HECAaHKI[IOHOBAHMX JiH.

Bubipku nis momanbliux JOCHIKEHb C(POPMOBAHO HA OCHOBI 3alKCIB KypHaJiB
MO MPU HOPMAJIbHIM Ta aHOMAaJbHIA pOOOTI CHCTEMH. 3HAUYEHHS E€HTPOIIi 00YUCIEHO
0a3yro4nCh Ha IMEHI JKepena nmojii (mporecy, o 3anucye MO0 B KypHal).

AHami3 BMICTY >XypHaldy TOJIi IOKa3aB, IO 3a 3aMOBYYBaHHSM oOIlepalliiiHa
cucreMa Windows He 3amucye B JKypHal IOBIJOMJICHHS PO CTBOPEHHS, 3MiHY a0o
BUJIaJIeHHs (aiiliB, CTBOPEHHS MPOIIECiB, MOIU(DIKaIiI0 peecTpy. AJie peecTpalio IuxX
MOJTi MOYKHA aKTUBYBATH, BCTAHOBHBIIIH CITY>K0y Sysmon.

Cucremnauii MmoHiTop (Sysmon) — e cucteMHa ciayx6a Windows, sika npu3HaueHa
JUISL TOKJIATHOTO TTPOTOKOJIFOBAHHS aKTUBHOCTI CHCTeMHM B >KypHasl mojaid Windows. Ls
cayk0a Hajmae JeTalbHy 1H(pOpMAI0 MpO 3almyCK MPOIECIB, MEPEKEBI IMIAKIIOUCHHS,
3MiHY 4Yacy cTBopeHHs Qaitis Toro [10].

ToMy OKpiM CTaHAApPTHUX 3alUCIB B KypHajl MPOTOKOJIOBaHHS TMOAINA MpuU
HOpMaJIbHIA POOOTI CUCTEMM TaKOX BUKOHAHO aHaJi3 JKypHaly 13 3alucamu CilIy>KO0u
Sysmon.

[lin yac BCTaHOBJIEHHSI CIY»OM SYSMON BHUKOPUCTAHO CTaHAApTHI KOH(Irypariii,
0 JIOCTYIHI /IS 3aBaHTaKeHHs 3a mocwiadHsMm [11]. Ha mpoMy ertami mocimikeHb B
po0OTI HE BUKOHYBABCS aHANI3 MEPEXKEBUX MIIKIIOYEHb, TOMY 3allUCH THUITY
«NetworkConnecty Oynu BuMKHEeHI. Po3paxyHOK eHTpormii s MOBIAOMJIEHB SysSmon
BUKOHAHO HAa OCHOB1 KoAy mofii. dparMeHT NaHuX A aHali3y MpEeACTaBICHUN Ha

pucyHKy 2.1.



Operational  CoGuimwii: 54 744 (!) Ecte HoBbIe COBbITUA

YpoBeHb [lata v Bpema Wcroynuk Koa cobbirus  Kateropus 3agauv
(i) Ceepetus 18012022 223819  Sysmon
‘fi_ ) CeepeHun 18.01.2022 22:38:19 Sysmon
(1) CeeaeHus 18.01.2022 22:37:38 Sysmon
(i) Ceenerun 18012022 223720  Sysmon
vi'CBeAeHm 18.01.2022 22:37:10 Sysmon
i,‘ CeepeHus 18.01.2022 22:37:10 Sysmon
i ) CeeaeHua 18.01.2022 22:37:10 Sysmon

) CeepieHus 18.01.2022 22:37:09 Sysmon
(i) Ceenetmns 18012022 223709  Sysmon
(@) Ceenerun 18.01.2022 22:37:09 Sysmon
(i) CeeneHva 18.01.2022 22:36:15 Sysmon
(i) Ceeperua 18012022 22:3607  Sysmon
(1) CeeneHva 18.01.2022 22:35:38 Sysmon
(1) CeeaeHua 18.01.2022 22:35:15 Sysmon

File creation time changed (rul..
File creation time changed (rul..

o)

File creation time changed (rul..
File creation time changed (rul..
Process terminated (rule: Proce...
( Process terminated (rule: Proce..
( Process Create (rule: ProcessCre...
( Process Create (rule: ProcessCre...

Process terminated (rule: Proce...
£ Process Create (rule: ProcessCre...
i File creation time changed (rul..
File creation time changed (rul..

) () (e (mme) (o

File creation time changed (rul..

NN NN = = SN NN

(-

File creation time changed (rul..

Pucynok 2.1 — Xypnan ciayx6u Sysmon

JIist OOYMCIIEHHS €TAIOHHUX 3HAYE€Hb EHTPOIIi B CUCTEMI BUKOHYBAJIUCH MPUKIIA]IHI
IPOIIECH, IO IpeacTaBjieHi TakuMmu nojgaTkamu, sk Opera, Microsoft Office 2019 Ta

MeceHpkepoM Telegram.

2.3 MopaeioBaHHSA HeCAaHKIiIOHOBAHMX il B cucTeMi

Ha nactymHoMy etami A0CIiPKEHh BUKOHAHO MOJICIIFOBAaHHS HECAHKIIIOHOBAHUX JIii
B CHCTEMI 3 aKTHBHOIO Cayk00r0 Sysmon. ¥ Mexkax peanizaiii mporo eramy Oyio
BUKOHAHO 3allUC BEJIMKOI KUIBKOCTI (hailJiiB B IUPEKTOpil0 «3aBaHTakeHHs». Ciyxba
Sysmon peecTpyBana B KypHaii Mol cTBOpeHHs (aitiB B miil qupekTopii (puc. 2.2). 3a
HEOOXITHOCTI B KOH(QITypaliio CIyx O0M MOXHA AOJATH Oyab-sKi 1HII AUPEKTOpIi, s
AKUX Oyne peecTpyBaTtuch 3MiHa ¢ainiB. Takox OyJIo CTBOPEHO BEJIMKY KUIBKICTh
mpoleciB, [ii TPOTOKONIOBAIUCH 3 3aHECEHHSM BIAMOBIAHMX 3alHCIB B IKypHAI
IIPOTOKOJIFOBAHHS MOJ1IH CITy»)0010 Sysmon.

CtBOpeHHs BEJIUKOi KIJTBKOCTI (haiisiiB a0 MPOIIeCiB MOKE BKa3yBaTH Ha JIOKAbHI
DoS araku, mo crpsMOBaHI Ha JErpajaiilo MPOIYyKTUBHOCTI MPOTPAMHO-aNapaTHOTO
KOMIUIEKCY, 1, SIK HACJIIJOK, MOpYIIeHHs TOocTynHOCTI sk cepBicy Ib. Kpim Toro, 3mina
OJTHOYACHO BEJMKOI KITBKOCTI (DailJliB MOXE CBITYUTH TPO HECAHKIIIOHOBaHI Iii,

HaNpUKIIaJ, poOoTy Bipyca-mudpyBaJbHUKA.
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Takox 6YJ'IO BHKOHAHO 4TaKy, IO CIIPAMOBAHA Ha OTPUMAHHA HecaHKHiOHOBaHOFO

B1JIJIAJIGHOTO JIOCTYIY JI0 CUCTEMH 3a JOToMororo 3BopoTHoro TCP 3’enHaHHS.

Operational  Cobuimuia: 50 647 (!) Ecte HOBbIe coBbITUA

YposeHb [lara v Bpema WUctourmk Koa cobeirma  Kateropus 3apauu

'j"' CeegeHua 24.05.2022 12:57:26 Sysmon 11 File created (rule: FileCreate)
( i' CeegeHusa 24.05.2022 12:57:26 Sysmon 11 File created (rule: FileCreate)
i ) CeeaeHus 24.05.2022 12:57:26 Sysmon 11 File created (rule: FileCreate)
T ) CeeaeHua 24.05.2022 12:57:26 Sysmon 11 File created (rule: FileCreate)
'?'CBeneva 24.05.2022 12:57:26 Sysmon 11 File created (rule: FileCreate)
1 ) Ceepenua 24,05.2022 12:57:26 Sysmon 11 File created (rule: FileCreate)
i ) CeeaeHua 24.05.2022 12:57:26 Sysmon 11 File created (rule: FileCreate)
‘EV'CBEAGHMFI 24.05.2022 12:57:26 Sysmon 11 File created (rule: FileCreate)
i ) CeeaeHvis 24.05.2022 12:57:26 Sysmon 11 File created (rule: FileCreate)
'i'CBe}leHMﬂ 2405.2022 12:57:26 Sysmon 11 File created (rule: FileCreate)
‘i ) CeegeHuA 24.05.2022 12:57:26 Sysmon 11 File created (rule: FileCreate)
V‘?JCBe,qum 24.05.2022 12:57:26 Sysmon 11 File created (rule: FileCreate)
( i ) CBeaenvs 24.05.2022 12:57:26 Sysmon 11 File created (rule: FileCreate)
( y Ceeaenvs 24.05.2022 12:57:26 Sysmon 11 File created (rule: FileCreate)

Pucynoxk 2.2 — I[loBijoMJIeHHS PO CTBOPEHHS (aililiB y *KypHall Ciay)O0u Sysmon

Jlyis BUKOHAHHS I1i€ aTak BUKOPHCTAHO BipTyasibHy MammuHy Linux i3 Metasploit
Framework. Ile maTtdopma 3 BIZIKpUTHM BUXITHUM KOJIOM, SIKa MIATPUMYE JTOCIIIKSHHS
BPa3JIMBOCTEH, PO3POOKY EKCIJIOMTIB 1 CTBOPEHHS CIEHIAJIbHUX 1HCTPYMEHTIB O€3MeKH
[12]. Jana mnaTdopma BMIIye BEIUKY 0a3y €KCIJIOMTIB.

JlocmimKeHHsT TiTepaTypy IMOoKa3ajio, M0 ICHYIOTh METOIU CTBOPCHHSI €KCIIJIOWTa-
000JIOHKH, SIKI JTO3BOJISIIOTh YHUKHYTH BUSIBICHHS aHTHBIpycoM [13]. OcHoByrouHCh Ha
NPUIYIICHHI, 10 3J0BMHUCHHUK B¢ 00iimoB antuBipyc Microsoft Defender, mepen
BUKOHAHHIM aTaky HOTo OyJI0 BUMKHEHO.

Bbyno ctBopeHo BukoHyBaHuii (ailn 13 KOPUCHUM HaBaHTaKEHHAM «Meterpreter
reverse TCP» 3a gonomororo iHCTpyMeHTY MSFvenom, 1o € yactunoro Metasploit. [eit
BUKOHYBAaHMU (haiijl BUKOPUCTAHO /JIs1 BCTAHOBJICHHS 3’ €IHAHHS 3 LIJIOBOIO CUCTEMOIO. Y
koHcom Metasploit ob6pano excrutoiit handler (oOpoOHHK) i3 THM caMHUM KOPHCHUM
HaBaHTaKeHHAM. Ilicns 3amycky ekcruiodTta OOpOOHUK OYiKye MIJKJIIOYEHHS Ha
BU3HaUYeHOMY MopTi. CTBOpeHMT BUKOHYBaHUN (Paiiyl CKOMIHOBAHO B KaTalor BeO-cepBepa
Apache Ta 3aBaHTa)keHO Ha HUTKOBIM cuctemi. [licis BIAKpUTTS 1eil ¢aiia BCTaHOBIIOE
3’eqHaHHs 3 Metasploit, B pe3ynbTaTi 4Oro CTBOPIOETHCS CeCisl, M0 HaAa€ AOCTYH [0

ITbOBOI cucTeMu. JlocTyn 1, BIAMOBIAHO, MPOIECH B CHUCTEMI BHKOHYIOTHCS BiJ 1MEHi
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TOTO KOPHCTyBadya, IO BiANMPaBUWB Ha BUKOHAHHS 3aBaHTa)XCHUU Qaitn. (s oTpumaHHs
mpaB cynepkopuctyBada un «CucTeMu» MOTPIOHO BUKOHATH €CKalaiiio mpuBiieiB. Jlis
nporo Bukopuctano ekcriont «FodHelper UAC bypassy, 1110 103BoJIsie 001MTH KOHTPOJIb
noctyny kopuctyBadie Windows. Jlami BHKOHYeThCS KOMaHIa «getsystem» B cecii
Meterpreter, sika JO3BOJUTH OTPUMATH JIOCTYI JO CHCTEMH BiJl IMEHI KOPHCTyBaya

«Cucremay, o Mae HaiiBuill npusiiei. CxemMa BUKOHAHOI aTakd MOKa3aHa Ha PUCYHKY

2.3.

BipTyansHa ManmiHa 1| | apache’ [EXE) 3aBaHTaKeHHS BUKOHYBAHOTO ?axm;; ,
) =—=)" 3 KOHCHHM HaBaHTaKeHHAM «Ineterpreter :
3 Metasploit ITinpoBa cucTeMa
> handler JIPOCTIYXOBYBAHHA BCTaP{OBHeHHH TCP (==
IMAIKITHOYCHDb 3’€IHAHHSI | )

3 CTBOpeHa cecis «meterpreter»

4 Bukonanns ekciioiita «FodHelper UAC bypass»
5 BuxoHaHHS KOMaHIH «getsystem»
6 Hoga cecis Bix iMeH1 KopucTyBada «CHcTeMa»

Pucynok 2.3 — Cxema BUKOHaHHS aTaku

Onucani [ii NOPU3BOJAATH 10 TPOTOKOJNIOBAHHS TOJIA B >KypHaNi, 30KpeMa
CTBOpPEHHS TPOIIECiB, 3MiHA pEECTPY, BHKOHaHHs Komanj PowerShell, mo mnoBuHHO

BILJIMBATH HA 3HAYEHHS EHTPOIIi.
2.4 Po3paxyHOK eHTPOIii :KypHAaJLy Noai

EnTpormito mKepena moBiioMIIeHb po3paxoBaHo 3a popmysioro Lllennona [14, ¢. 32]:

k

H(A) = — Y pilog: p, (2.1)
i=1

ne A — MHOKMHA TIOBIJIOMJIEHB, K — KIJIBKICTb MTOB1IOMJICHbB, P; — IMOBIPHICTb ITOSIBU

KO>XHOT'O HOBi,Z[OMJ'ICHH}I.
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Jn1st po3paxyHKy HMOBIPHOCTI IMOSIBU TTOBITIOMJIEHHSI BAKOPUCTAHO (OPMYITY:
n;
bi = Nl

1€ N; — KITBKICTh MOBIIOMJICH TIEBHOTO TUIY, N — 3arajbHa KiJTbKICTh MIOB1IOMJICHB.

JIJist pO3paxyHKy €HTpOITii KypHaTy MO BHUKOPHCTAHO METOJ PYXOMOTO BiKHA
[15]. 3rimHO 1BOTO METOAY EHTPOMis PO3PAXOBYETHCS JUIA TOBITOMJICHb Yy MEKax
oOpanoro BikHa po3mipom W. Jlns nepmux W mnOBiIOMIIEHb EHTPOIIIS PO3PAaXOBYETHCS 32
dopmyioro (2.1), mami i3 MOSABOIO HOBHMX IOBIJIOMJICHb BIKHO 3CYBAa€ThCS Ha BEIHUHUHY
dw.

Ha pucynky 2.4 nmoka3aHo cxemy METOAY PyXOMOTO BikHa 31 3HaueHHsMu W = 5 Ta

dW = 1, pi3Hi IOBIIOMJICHHS MTO3HAYEHI [TU(ppaMH.

dwW W

W AW

Pucynok 2.4 — Cxema MeTOIy pyXOMOT'O BiKHA

[Ticnst 3cyBy BiKHA pO3paxOBYETHCS IOTOYHE 3HAUECHHS €HTPOMIi:

Hi= Hi—l +AH

3MiHa eHTpoIii po3paxoByBajgach 3a POpMyJIoro:

AH = H; — H;_,. (2.2)

[MincraBuBmm hopmymy (2.1) y popmyiy (2.2) oTpumano Bupas:
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k l
AH = (— X pilogap) — (— X p'jlogz p ]), (2.3)
i=1 j=1

7ie JmiTepu 0e3 mTpuxa — 3HaYCHHS UMOBIPHOCTI TIOBIAOMJIEHB TSl TOTOYHOTO BIKHA,
31 TPUXOM — JIJIsI IONIEPETHHOTO BiKHA.

Ti enemeHnTH, IMOBIPHICTh SKHX Yy MMOTOYHOMY 1 MOMEPEIHHOMY BiKHI HE 3MIHUJIACH,
He OyInyTh BIUIMBAaTH Ha 3MiHY EHTpPOIMIi, OT)Ke BOHA Oyje 3ajekaTd JIUIIE BIJ THX
CJIEMEHTIB, 10 Haaiimuu Ta BUOynM 3 BikHa. Ha pucynky 2.4 micias 3CyBy BIKHA
3MIHUTBCSI UMOBIPHICTh €leMeHTIB 1 1 3, a I eNeMEHTy 2 3aJMIIUThCS HE3MIHHOIO.

SIKIO TIO3HAYWTH TIONEPEIHI 3HAYeHHS WMOBIPHOCTI eneMeHTiB 1 1 3 sk p' Ta p, a
1 3

MOTOYHI — P1 Ta P3, TOJI 3MiHA EHTPOMIiT OyJie pO3paxoBYBaTUCh 3a (HOPMYJIOIO:

AH = (—pqlogy p1 — p3logz p3) — (—2{ log; P1' — Pgl log, P;)-

ToOTo, AJig eleMEeHTIB, 3HaYE€HHS MMOBIPHOCTI SIKUX 3MIHWJIOCH, MOTPIOHO OAATH

EHTPOIIIIO MICJIs 3CYBY BIKHA Ta BIIHSATU €HTPOIIIIO 10 3CYBY.
BucHoBku 3a po3aijiom 2

VY 1upoMy po3nuii ONMHUCAHO METOAM Ta 3aCO0H, K1 BUKOPUCTAHO IIiJl Yac PO3pOOKHU
IporpamMu MOHITOPUHTY >KypHaiy nofii. [Iporpamy po3po6ieHo Ha MOBI IporpaMyBaHHs
Python, sika 3a6e3neuye kpocriargopmeHictb. ONMMCaHO BUKOPUCTaHI MOIYII I1€1 MOBH
nporpaMmyBaHHS, a TaKOXX MOJICTIOBaHHS HOPMajibHOI pPOOOTH CHUCTEMH Ta
HECaHKIIOHOBaHMX Miid. KpiM TOrO, OmMcaHO pO3paxyHOK EHTPOIi >KypHaIy TMOIiH
METOJIOM PyXOMOTI'O BiKHA.

[1ix yac 0OUYMCIEHHS EHTPOIIi OKPIM CTaHJAPTHUX >KYpHAIIB ONEepaliiiHol cucTeMu
Windows BpaxoBaHO >KypHaJI ciyOm SySmON, sika MPOTOKOJIOE TOJATKOBI TOJIi B

CHUCTEMI, 30KpeMa CTBOPEHHsI 1 3MiHY (haiisiiB, CTBOPEHHS MPOIIECIB 1 3aMKCIB B PEECTPI
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Tomlo. Benuka KiNbKICTh TAKKX 3aMKCIB B )KypHaJll MOYK€ BKa3yBaTH Ha HECAHKI[IOHOBaHI

nii. Takok onmrcaHo MpoIec MOCTIOBaHHS aTak Ha iHQOpMaIliiiHy CUCTEMY.
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PO3/11 3

PO3POBKA ITIPOI'PAMHM MOHITOPHUHTI'Y ) KYPHAJIY IOJIN HA BA3I
EHTPOIIII

3.1 ApxiTekTypa po3po0J/ieHoi nporpamMmu

ApXITEKTypa CUCTEM MOHITOPUHTY XMAPHUX CEPEOBUII 3a3BHYail BKIIIOYA€ B ceOe
aHai3aTop JaHuX Ta areHT [16; 17]. AreHT po3MIILy€eThCa B XMapl Ta MpU3HAYCHUHN IS
300py JaHUX, SIKI HEOOXIJHI JJI1 BUKOHAHHS MOHITOpUHTY. 310paHi JaH1 HAJICUIIAIOTHCS
aHami3aTopy, SKWW, BIANOBIJHO, BHKOHYE IX aHalli3 Ta JAEMOHCTPYE pE3yJbTaTH
MOHITOPHUHTY.

VY po3poOiieHiid mporpami areHT OTPUMYE 3allMCHU KypHaly Ta pPO3PAXOBYE
€HTPOII0. 3HAYEHHsI EHTPOMIl HAJCUIIAEThCS aHAII3aTOPY, SIKU BUKOHYE MIEPEBIPKY TOTO,
IO Il 3HAYEHHS HE MEPEBUIIYIOTh BCTAHOBJIEHI KOPUCTYyBaue€M JOIYCTHUMI 3HA4YCHHS,
BUBOJUTH Tpadik 3MIHM EHTPOIMIi BiJ KUIBKOCTI MOJIA, a TaKOX 3alucye OTpUMaHi
3HAYCHHS B 0a3y JaHuUX. SKIIO BHSABICHO IMEPEBUIICHHS, TOAl HAJICHUIIAIOTHCS BIIIOBIIHI
MOBIJJOMJICHHST Ha €JIEKTpOHHY momTy Ta Telegram. J[ns HajcwiiaHHsS 3HA4YE€Hb €HTPOIi
BcTaHOBIMIOEThCsE [TCP 3’enmHanHHsA. AreHT BHCTymae B POJi cepBepa Ta MPOCIyXOBYE
MIJKITIOUEHHS BiJ aHamizatopa. CxeMa apxiTEeKTypH MPOrpaMHOro 3aco0y Moka3aHa Ha

pucysky 3.1.

[ BipryansHa MaminHa |

Telegram .

| B XMapi | AHauizatop
4 . .
| ATeHT |Hp0CJ’Iyx0ByBaHH5{;4 BceranosineHHs Tpadix 3minn
| | migxmouens TCP 3'enuanus eHTpoIii
| PospaxyHok | H -
eRTpoIi AJCHJIAHHS SHAUCHD eHTpOmil - : —
| | ITopiBHsAHHES 13
| T | JIOMTyCTHMHUM
| | \_ J[1arma3soHoM )
Email 4 A
| Sanucu | IoBigoMieHHS
| | sxyprany momiii ||| | IO MepeBHIIICHHA

Pucynok 3.1 — ApxiTeKkTypa nmporpaMu MOHITOPUHTY KypHaITy MOIiH
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3.2 AreHT porpaMu MOHITOPUHTY KYPHAJy NOaii

ATEeHT BUKOHY€ JBa 3aBJaHHA — PO3PAaXyHOK EHTPOMIi >KypHaly TMOAiil Ta
HAJCUJIaHHS pe3yNbTaTiB aHajizatopy. s oOTpuMaHHS 3amuUCiB OKypHANy MOAIN
BUKopucTaHo ¢pyHkuio «EvtSubscribe» moayns «win32evtlogy, sikuil € 4acTUHOIO MaKeTa

«pywin32y», mo Bkmouae B cebe Ppynkiii Win32 APIL. Cxema poboTH areHra nokasaHa Ha

PUCYHKY 3.2.
- T T TN
( ITotik 1 | j
| —_ —_
g ; ™\ - . \
| main | | [lignucka Ha
| é /| ManOyTHI moAil |
EvtSubscribe | | |
: p - | | Po3paxyHok |
- N
Hancnnanus | | cHporttt |
I pe3yibTaTiB \ —_— /
| & )|
— e — — — — /

Pucynok 3.2 — Cxema BUKJIMKY OCHOBHUX (DYHKIIIM areHra

Oynkiis «EvtSubscribe» cTBoproe 00’€KT, 110 BMilye iHGOpPMALII0 PO MIAMTUCKY
Ha MOAIi 0OpaHoro kypHaity. Y SKOCTI mapaMmeTpiB (YHKII BKa3aHO Ha3BY >KypHaIy,
00paHo MaiiOyTHI Moii, 3a 1o BianoBigae mapameTp «EvtSubscribeToFutureEventsy, a
TaKoXX BKazaHO (yHKI1I0-00poOHUK «new logs event handler», sika Oyne BukIHMKaHa
micTsl MOSIBM HOBUX Mofid. OmnucaHa QyHKINS MOXKE MPUWMATH JIMIIE OJHUH KypHal,
TOMY OyJIO CTBOPEHO CIHCOK, JI0 SIKOTO B IMKJI JOJAIOThCA 00 €KTH MIAMUCKH IS
KOXXHOTO OKpeMmoro >XypHaiy. Komu 3’sgBiseTbcst HOBa MOJIsl, TOJAI B OKPEMOMY MOTOIII
BUKJIMKAEThCA (QyHKIIA «new logs event handler», y sikiil 3a A0MOMOTOI0 PETYJISIPHUX
BHUPA3iB 13 MOIYJIS «re» cepell yciel iHpopMmallii mpo Mmoair0 BUOMPAETHCS Ha3Ba JKEpena
(mporecy, 1m0 3amucaB MOJi0), abo KO MOii, 1aji BUKIUKAETHCS (YHKIIIS PO3PAXyHKY
EHTPOITII.

[licnst cTBOpEHHS MIANMKMCOK BUKIUKAETHCS (DYHKIIS «server», Mo Npu3HavyeHa s

HAJICWJIAHHS PE3ybTaTiB 00YnCIeHHs eHTporii 3a nornomoroto 1CP 3’eqnanns. s
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ctBopenHs TCP cepBepa BuKopucTaHO MOIYJb «socket». BiH mpociyXoBye miaKITIOUeHHS
Ha Topty 1234 Ta npuiimMae miAKITIOYSHHS JIUIIE BiJ OJHOTO KiieHTa. [Ticis BCTaHOBIICHHS
3’€IHaHHS BIIOYBA€ThCS OTPUMAHHS 3HAYEHHS €HTpoIii 13 00’ekra uepru «Queue» 3a
J0TIOMOT0r0 QYHKITIT «get». SIKIo yepra mOpoKHS, TOJi BUKOHAHHS TIOTOKY 3yIMUHUTHCS
JIOKW HE 3’ SIBISTHCA 00’ €KTH B uep3i. [licis HajcuiiaHHS OTpUMaHUX JaHUX BUKIUKAETHCS
byHKIisa 00’ekTa yepru «task doney, 110 BUaaisge€ MOTOYHE 3HAUYCHHS €HTPOIIi 13 YEPrH.

Cxema B3a€MO/Ii1 TOTOKIB 3 BUKOPUCTAHHSIM 00’ €KTa 4epry MoKa3aHa Ha pUCYHKY 3.3.

_____ o — —
o _H_ - 1_ — N / Queue A | [igmicka Ha |
| OTIK | | | | MaiOyTHi momii |
server | 3HaueHHA 3 |

| | | | | € Po3paxynok ) |
: g.get() | | 3HaueHHs 2 | : CHTpOIIII |
| |1 | 1 ( g.put(data) |
Y T 3nauenHs 1 | L |

oo — o X -,

—— —

Pucynox 3.3 — Cxema B3aemMo/Iii MOTOKIB

Po3paxyHOK eHTpomii METOJOM PyXOMOTO BIKHa OMUCAaHO Yy (QYHKIAX «calcy,
«calcH», «calcdH», «before», «<nowy. [ndopmartist 1y po3paxyHKy eHTpOITii 30€pIracThCst
B TaKuX I100aJIbHUX 3MIHHUX:

® [IUJIe YHCIIO «W» — PO3MIp BIKHA;

e 11ij1e ynciio «dw» — BeTMYHHA, 1110 TI03HAYa€ PO3Mip 3CYBY BiKHA;

® CIIHCOK «Seq» — MOCIIJOBHICTb MOAIN y BIKHI;

® CJIOBHUK «itemsny — MOTOYHA KIJIbKICTh KOKHO1 TOJTii Y BiKHI,

® CJOBHUK «itemsf)» — momnepeaHst yacToTa KOXKHOI MOA11 y BIKHI;

e niticHe yncio «H» — 3HaueHHs eHTpOTii;

e «lock» — 00’ekt «Lock» 13 Mmomyns «threading», sKuil BUKOPUCTOBYETHCS IS
OJIOKYBaHHS OHOYACHOTO JOCTYILY 10 3MIHHUX.

® «q» — 00’ekT Kiacy «Queuey, M0 MPU3HAYCHUM IS Tiepeaadl aapecu areHTa B

MOTIK BIAMPABKH MMOBIIOMJIICHb.
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OcHoBHa (yHKIIis po3paxyHKy eHTporii — «calcy. BoHa BUKIMKaeTbes 13 QyHKIIIT
«new_logs event handler» micist oTpumanHsa iAeHTH(diIKaTOpa TMOMIli, SIKUM € Ha3Ba
JpKkepena (mpoBaiinepa), abo xoxa moxil. Tak Ak micias mosiBH MOl PYHKIIS pO3paxyHKyY
BUKJIMKAETBCS B OKPEMOMY IIOTOIl, Ui YHEMOXJIMBJICHHS OJHOYACHOTO BHUKOHAHHS
pO3paxyHKy EHTpOMiil Uil JACKIIbKOX MOJIi, 110 COPUYUHUTH MOMMIIKY B PO3PaXyHKaX
4yepe3 0JHOYACHE BUKOPUCTAHHS 3MIHHHX, sIKi 30epiraioth iH(Gopmallio s po3paxyHKy,
BUKopucTaHo 00’ekT «Lock» 13 momyns «threading». Ha mouatrky ¢ynkmii «calcy
BUKJIMKAHO (DYHKIIIIO «acquire» IbOro 00’€KTy, 10 aKTHUBY€E OJOKYBAaHHSA KOAY ISl IHILUX
MOTOKIB Ta B KiHII — QyHKIIO0 «release», sika 3HIMae OJOKyBaHHS. Y (DYHKIIII CTBOPEHO
JI0JIATKOBY 3MIHHY «1», sIKa MO3HAYA€E JIOBKUHY CITHCKA «Seq».

[Ticns 3amycky areHta sl (YHKIS [J0Ja€ MOJIi B CIHCOK «Seq» IOKH He
3aIOBHUTHCS BIKHO. [Iicisl 3aOBHEHHS BIKHA PO3PAXOBYETHCS KUIBKICTh KOXKHOI MOAIT Y
BIKHI Ta 3allUCYETbCS B CJIOBHUK «itemsny», Ae iaeHTH(]iIKaTopy mojii BiAmoBimae ii
KUIbKICTh. [licns mosiBM HOBMX MOAIM Oyne po3paxOBYBATHUCh KUIBKICTh JIMILE JJISI TUX
MOJIIHM, IO 3HAXOIATHCS B MeEXKax BIKHA, a JJId THX, 1[0 BHHIIINA 3 BIKHA KIJBKICTh
sanucyerbes sk 0. Ils ymoBa peanizoBaHa mepeBipKoOIO TOTO, IO 1HJIEKC MO B CIIHCKY
«seq» Ouble 3a BUpa3 «n-W-1y», skuil Oyae BIAMOBIIATH 1HIAEKCY OCTaHHBOI MOJIl, sIKa
BuOyna 3 BikHa. [lami po3paxoBYIOThCS WMOBIPHOCTI MOSIBH TOJIA Ta 3aMHCYIOThCS B
CIOBHUK «itemsf», y sikomy imeHTH(diKaTOpy moaii BiAmoBigae ii yactota. CIOBHUK
«itemsf» Oyae BUKOPUCTAHO MiJ 4Yac PO3PAaXyHKY HACTYIMHOIO 3HAYEHHS EHTPOMIl SK
4acToTy TOAiIN 70 3cyBy BikHa. Ilicas ¢dopmyBaHHS crnoBHUKA «itemsf» Ha OCHOBI
PO3paxOBaHMUX YaCTOT OOYHCIIOETHCS TIEpIe 3HaUeHHS eHTpoMii. Po3paxyHOK 4acToT ycix
Mo/ y BIKHI Ta TEPIIOro 3HAYEHHS EHTPOMIi BUKOHYETHCS JIMIE OJWH pa3 TMICHs
3amoBHEHHs! BikHA. HactymHi nii BUKOHYIOTBCS TOJi, KOJIM HAAXOAATh HOBI MOAIl Ta
3CYBA€ThCA BIKHO. SIKIIO mojii, IO HaAilIUIa, HEMae B CHUCKY «itemsf», Toal BoHa
JOTA€ThCS 10 ILOTO CHUCKY 31 3HadeHHsM yacToTh 0. Konmm KiNbKICTh HOBUX TOJIN
BiAnoBigae BennunHi AW BHKOHYETHCA PO3paxXyHOK 3MIHM €HTPOIIii, sSika JOJA€ETHCS 0
NOTIEPEAHBOT0 3HaUeHHs eHTporii. [1icis poro 31 cnucKy «seq» BUIAISIOTHCS €JIEeMEHTH,
mo BuOynIM 3 BIKHA Ta OTPUMaHE 3HAYECHHS EHTPOIIi MepenaeTbcsi B 00 €KT 4Yepru

BUKOPHUCTOBYIOUH (QyHKIIIO «puty. [lepenane 3HaueHHss oTpuMyeThes PyHKITIEO «socket»
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Ta BIANpaBIsAEThC aHami3aTopy. Cxema pobotu GpyHKIi «calc» mokazaHna Ha pUCyHKy 3.4.
Jns po3paxyHky eHTpomii 13 ¢yHKIii «calcy BukimukaroThes QyHkiii «calcH» ta
«calcdH».

[lepma ¢yHKIS BUKOHYE PO3paxyHOK eHTporii 3a ¢opmyinor Illennona (2.1),
Jpyra — po3paxoBye 3MiHY eHTpomii 3a popmynoro (2.3). s po3paxyHKy 3MiHU €HTPOMil

B CITUCOK «chseq» 3anmucyroTbes 11eHTU(IKATOPH MOAIH, SIKI HAIMIILIA Ta BUOYIIH 3 BIKHA.

broxyBanus komy mist
IHIITMX MOTOKIB
v
JlonaBaHHS

ineHTudikaTopa nojii B
CITUCOK «Seq

quueHHa «1temsn»)

i[P03paxy}101< KiJ‘ILKOCTi\

KOXHOT Moii y BikHI
CIIOBHHK «itemsn»

U | )

Ve
] Pospaxysok ) Po3paxyHOk 3Ha4YCHHs
JloBkuHa «seq» TOpIBHIOE IMOBIPHOCTI1 IIOSABA P YH
S .. . EHTPOIIil 32 YacTOTaMu
po3MIpy BIKHA KOXXHO1 IOA11 Y BIKH1 g g
J . i3 cITOBHUKA «itemsf
(CJ‘IOBHI/IK «itemsf») Y,

JloBxHHA «seq» 6im,me
po3Mipy BikHa

JloBxuHa «seq» Oinpie abo
JIOPiBHIOE PO3MIpY BiKHA

InenTndixarop momii BiI[CyTHiI?’I}

IMOBipHICTh OSBH Li€l
B CIIOBHHKY«item sf»

ol gopisHroe 0

v
4 Po3 i
paxXyHOK 3MiHI
Hi SHTPOMI{ Ta JOJaBaHHS
10 1i mMonepeHbOro
HaYCHHS
\_ 3Haye
; R
[BI/IZ[aJ'IeHH}I €JIeMEeHTiB
31 CIIUCKY «Seq», 10
\_ BHOYNH 3 BIKHA Y.

3anuc pe3ynbTaTy
PO3paxyHKy B 4epry
ple ¢

h

Po306mokyBaHHs Ko;[y]

Ta po3Mmipy Bikna pisaa dW

Pi3HUI TOBKUHU CITUCKY «seq»} Tax

IS IHIIUX IIOTOKIB

Pucynok 3.4 — Cxema po6otu yHKIi «calcy»
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Jlani BUKOHYETbCSA PO3paXyHOK HTPOMIT A IUX MOJIN A0 3CYyBY 3 BUKOPUCTAHHSAM
JaHMUX 31 CJIOBHMKA «itemsy, mo ommcano y ¢yHkiii «beforey, a Takox — micist 3CyBy 3
BUKOPUCTAHHSM JIaHUX 31 CIIOBHHMKA «itemsny, [0 OonucaHo y QyHKUii «now». Pezynprar
po3paxyHKy (yHKIii «before» BimHIMAETbCA BiJl pe3ysbTaTy, OTPUMAHOTO 3 (YHKIT
«nowy». OTpumaHa 3MiHa €HTPOMII MOBEPTAETHCA B (DYHKIIIIO «calcy, a TaKoXK B CIIOBHUK
«itemsf» 3amUCylOTbCsI HOBI 4acTOTH TOAIA JJiA TMOTOYHOIO CTaHy  BIKHA,
BUKOPHCTOBYIOUM KIJTBKOCTI MOSIBM TMOJIN y BIKHI 31 CIOBHHKA «itemsny. Cxema poOoTH

¢dbynkuii «calcdH» nokazana Ha pucyHnky 3.5.

T T T T T T
/Po3paxyHOK 3MiHH eHTpOIii I

603anYHOK eHTpoIIii )10\

3CYBY BiKHA I TOJIH
\_ 31 cucky «chseq» )

I
I
I
I
3amnuc 11eHTH(IKaTOpiB | - =
MOAIH, 110 HATIMIILIN Ta Po3paxynok enTpormii

BUOYIH 3 BIKHA, B TICIIS 3CYBY BiKHA IS
crcok «chseq» \Ioziii 3i crmcky «chseqy)

I

I

I

: /38.HI/IC HOBHUX 3Ha‘{eHL\
|4" YaCTOTH B CJIOBHHUK
I J
I

I

I

I

\_ «itemsH»
v

/HOBepHeHHFI 3HaquH;1\
\_ 3MiHMenTpomi )

BinnimanHs eHTpoOIIii 10
3CYBY Bia €HTpomii
TICHS 3CYBY

p— — — — — —

Pucynok 3.5 — Cxema pobotu ¢yskitii «calcdH»

3.3 AHaJi3aTop 3HaYeHb eHTpoii

Amnamizarop pO3po0IIeHO 3 BUKOPUCTAHHSIM 00’ €KTHO-OP1€EHTOBAHOTO
nporpaMmyBaHHs. Y KJjacax pO3MIIIEHUH YBECh KOJ, IO TMOB’si3aHUil 3 TpadiuHUM
iHTepdencom, a TakoX 3 motokamu. KpiM Toro, ko pi3HHX (PYHKI[IOHATHHUX YaCTHH
IPOrpaMu PO3MIIIECHO B Pi3HUX (aiiax:

e «Entropy client.py» — ocHOBHU (ails1, B ASKOMY CTBOPIOETHCS I'OJIOBHE BIKHO;

e «main_window.py» — BKIIOYa€ B cebe KiIacw, M0 OMHCYITh CKJIAJ0BI
rpadiuHoro iHTEpQEiicy TOTOBHOTO BIKHA;

e «main_functions.py» — yHKIII1, 1110 BUKJIUKAIOTHCS 13 TOJIOBHOTO BIKHA;
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o «history window.py» — KJ1acu, 110 OMUCYIOTh CKJIaJ0B1 IpadiuyHoro iHTepdeiicy
BiKHA 1CTOPIi 3HAYEHb EHTPOTIIi;

e «shared gui.py» — xjacu, 00 ONHCYIOTh TpadiuyHui iHTEpdEiC, SIKui
BUKOPHUCTOBYIOTHCSI B TOJIOBHOMY BiKHI 1 Y BiKHI 1CTOpii

e «db functions.py» — ¢yHKIIii, 110 TOB’s13aH1 3 023010 TaHUX;

e «relative to assets.py» — (QyHKIs, IO MOBEPTAE MUIAX 0 KATaJOTy «assetsy, y
SKOMY pO3MIiIIeHO TpadiuHi 300pakeHHS I KHOTIOK.

CxeMa 3B’s13KiB Mk IIUMH (aiiamu (IMIOPTYBaHHS ) MOKa3aHa Ha PUCYHKY 3.6.

( db_functions.py )

(relative_to_assets.py )

( shared_gui.py )

A 4 Y

( main_functions.py ) —>( history_window.py }

A 4
4{ main_window.py )1

h 4

[ Entropy_client.py )

Pucynok 3.6 — Cxema 3B’s13KiB MK (paiijiaMu porpaMu

[Tporpamy po3poOeHO 3 BUKOPUCTAHHIM TPhOX MOTOKIB. [lepinuii moTik BUKOHYE
nii, mo moB’s3aHl 3 TpadiunumM iHTepdericom, npyruii motik — 1e TCP kiieHT, sSKun
OTPUMY€E 3HAYEHHSI EHTPOIi Bl areHTa, TPeTid MOTIK MPU3HAYEHUN IS BIAMPABIICHHS
MOBIIOMJICHb MPO TEPEBUIICHHS Ha €NEKTPOHHY momTy Ta Telegram. DyHKIIT MOTOKIB
ommcani B kiacax «Tcp client thread» Ta «Send _message thread».

Buxopuctannst okpemoro notoky aiasi TCP kiieHTa 3acHOBaHE Ha TOMY, IO JJIs

pobotu rpadiuHoro iHTepdency HeoOXiIHe MOCTiiiHe BUKOHAHHS KOy 711 00poOKH
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HATHCKaHb KHOIOK, MEPEeCyBaHHS BiKHA, TOIO. AJi€ COKET, SIKHIl BUKOPUCTOBYETHCS IS
BCTAHOBJICHHS MIAKIIOUEHHS, € OJIOKYyIOYMM, TOOTO 1HIIMKA KOJA HE MOXE BHKOHYBAaTHUCH
JIOKM HE 3aBEpIIUTHCS Olepaiis 3 COKeTOM. TakoXK BiJIIMpaBKa MOBIJOMJICHb MOXeE
CIPUYMHATH 3aTPUMKH, TOMY 111 Jii T€K BUOKPEMIICHO B OKPEMOMY IMOTOIIi.

Ha pucynky 3.7 mokazaHo cxemy poOOTH aHai3aTopa Ta 3B’SI3KM MK (PYHKITISIMH,

KJIacaMu, 3MIHHUMHU Ta (aiiiamu.

- = T T T T T T T -~
/ daitn main_functions.py N
f v \
- |
: Kuac Agent A tcp_clients I |
- - A
| y > active_agent Horik 2 |
e ~ |1 _ " Kiac Tcp_client_thread |
( ®aiin main_window.py | connection |
| | —  agents = e+—— agent |
| 4 Iorik 1 N 1 checkv |
| 4 DopMyBaHHS rpa(biKy\ ] update ( TCP wient |
| 3MiHHM eHTpOmii Ha ] < , |
| \_ OCHOBI CITUCKY «y» Y, I Violation (" Ramuc OTPUMAaHHUX |
| [{] L 3HAYEHb EHTPOITii |
| PospaxyHok cepeaHboro, [{] vi_val l
| MiHIMaJIBHOTO, [ (HepeBlpKa TIEPEBUIIICHS |
| MaKCHUMAaIbHOTO 3HAYCHb I varlock BCTaHOBJICHOTO |
| eHTpomii Ha rpadiky | JIOITYCTUMOTO JTialla30Hy |
| N 7 | : message_sent \K N
| (" 3uina napameTpis ) L S J |
| \_ rpaidky ) ik q |
: : ¢ Tiommmeron ~ |
I / AKTUBAIIisT/IeaK THBALILS \ I | [TapameTpu | * |
| . I MOHITOPHHTY | Iorix 3
| |\ MOHIOpHETY /| ||| | Knac Send_message_thread |
| | | graph_mode | |
| [CTBOpeHH}I l'[i,D;KJIIO‘ICHI;\ ¥ | | Binnpaska moBinoMIIeHb |
JIO areHTiB | entry3v | PO MEPEBUILECHHS Ha |
I ~ / : J—>| — morry Ta Telegram |
e 3MiHa mapaMerpis ) | | | entrydv | |
| HaJICHITaHHS ! | | , T — — — i ——— =~ |
: L [1OBiIOMIICHD p : | | normal_entropy | [ [TapameTpy BiNIpaBKH MOBITOMICHD | |
|
. N J /1! —_ : | telegram_send password : |
— — — — — — — — — — k | |
! T T T ) mail_send receiver_email | |
|
{ I
| server chat_id
| I
| |
| l\ sender_email token | /l
\ -~ e J
N ~— e o e — - - -~

Pucynok 3.7 — Cxema po0OO0TH aHajizaTopa Ta B3a€MO/I1i MOTOKIB
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ITepenaua indopmaliii Mi>k MTOTOKAMU BUKOHYETHCS 3 BUKOPUCTAHHSAM 3MIHHUX, 1110
oroJioiieHi B Qaitni «main_functions.py». 3MiHHI, 110 OB’ sI3aH1 3 ar€HTOM 30€pirarThCs
B 00’ €KTax Kiacy «Agent»:

® CIIHCOK «Yy» — 3HAU€HHS €HTPOIIIi, 1110 BiI0OpakaroThCs Ha rpadiky;

e OyJieBa 3MiHHA «connection» — MPUCYTHE MIIKIIOYEHHS JI0 areHTa;

e OyneBa 3MiHHA «checkvy) — akTHBOBaHUN MOHITOPHHT;

e OyneBa 3MiHHA «update» — BUKOHaHHS OHOBJICHHS TpadiKy;

e OyneBa 3MiHHA «violation» — MepeBUIlIEHHS T03BOJICHOTO Alana3oHy 3HAYEHb
EHTPOII;

® 4uCio «vi_val» — 3HaueHHs eHTpOI1i, 10 NePEBUIILYE BCTAHOBJICHUI J11alla30H,;

e (OyJseBa 3MiHHA «message sent» — MOBITOMIICHHSI BIAMPABIICHO;

e «varlock» — 00’exT «Lock» 13 Momyns «threadingy, sikuii BAKOPUCTOBYEThHCS ISt
0JIOKYBaHHS OJJHOYACHOTO JOCTYIY JIO 3MIHHUX.

Kpim Toro, y daiini «main_functions.py» OrojomeHO CIOBHUKU «agents» Ta
«tcp_clientsy, y siki 3anucyroThest 00’ ekt Kiacy «Agent» ta « Tep client thread». Takox
y 3MIHHIN «active agent» 30epiraeTbcs agpeca MOTOYHOTO areHTa.

Takox 1H(opMmarlis, 1m0 MOB’A3aHa 3 HAJNAIITYBAHHSIMU MOHITOPUHTY 1 BiJIMIPaBKU
MOB1JIOMJIEHb, 30€piraeThcs B INI00ATBLHUX 3MIHHUX (haility «main_functions.py»:

e Oynesa 3miHHa «graph mode» — pexxum rpadiky;

o «entry3v» — BEpXHA JONMyCTHMMa MeXa EHTpomii abo 3HAa4YeHHS EeHTpomii 3a
HOPMAaJILHOT POOOTH (B 3aJIEKHOCTI BiJ] peKUMY rpadiky);

e «entry4v» — HIDKHS JIONyCTUMa MEXa CHTPOMmii abo JOmycTUME BiTXHWIJICHHS(B
3aJIEKHOCTI B1J] peKuMy rpadiky);

e OyneBa 3MiHHA «normal entropy» — 3HaYeHHSI €HTPOIIii 32 HOPMaJIbLHOT POOOTH B
pexumi rpadika «BiIXUICHHS SHTPOMi» (B pekumMi rpadika «3MiHa EHTPOI» 111 3MiHHA
piBHA HYJIIO);

® I[iJIE YKCIIO «Maxny — MaKCUMaJIbHa KIJIbKICTh MOiH Ha rpadiky;

e OyseBa 3miHHa «telegram send» — BianpaBka moBioMJICHB B Telegram;

e Oynesa 3MmiHHa «mail send» — BiampaBka MOBiAOMJICHb Ha TOIITY;
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® DIAJOK «SErvery — aapeca arcHra,

psanok «sender email» — momroBa agpeca BiANMpaBHUKA MOBITOMIICHHS;
® pAIOK «password» — maposth JjIs MOMITOBOT aIpecH BiANPaBHUKA;
® pPSIOK «receiver email» — momroBa ajgpeca OTpUMyBada IMOBIJOMIICHHS,

e psnok «chat id» — inentudikarop xkopucrysada Telegram;

panok «token» — APl Token 6oty Telegram, 3 skoro OyayTh BiANpPaBIsSTHChH
ITOB1JOMJICHHS;
e «q@» — 00’exT Kinacy «Queuey», M0 NMPU3HAYECHUN JJIS TIEpenayl aJjpecu areHra B

MOTIK BIJIIPABKHU MOBIIOMJICHb.

3.4 Kaacu i pyHkuii anajizaropa

daiin, mo npuHauyeHUM I 3amycky mporpamu — «Entropy client.py». ¥V mpomy
daiini onmcana QyHKIS «mainy, M0 BUKOHYETHCS TICHSA 3alyCcKy mporpamu. Y Iiii
(GYHKIIIT CTBOPIOETHCS TOJIOBHE BIKHO «r00t» Ta CTBOPIOETHCSA 00’ €KT KJIacy «main gui» 13
daiiny «main_window.py», SKH ONUCYye BCi eneMeHTH TpadiuHoro iHTepderncy
rojIoBHOTrO BikHA. ['padiunuii iHTepdeiic y mporpami po3poOJE€HO 3 BUKOPUCTAHHSAM
monayis «tkintery. Takox y ¢aitni onucano yHkIi0 «on_ closingy», sika Oyae BUKOHaHA
micasi 3aKpuTTsA ToloBHOro BikHAa. Ha pucynky 3.8 moka3zaHo cxeMy 3B’SI3KIB MIXK

OMHUCAaHUMU QYHKLISIMHU.

__________ =~
I{ Entropy_client.py \I -~ main_window.py \
| on_closing ]_V’ : Krac main_gui :
I I
| | close_connections(selfD |
| main )—r | /l
N — Y Iy S ——

Pucynok 3.8 — @ynkiii daitny «Entropy_client.py»
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VY daiini «main_window.py» onucaHo kiacu, 1o ¢hopmyroTh rpadiunuii iHTepderic
TOJIOBHOTO BikHA. Y (DYHKIIT «_iNit_ » Kiacy «main_gui» CTBOPIOIOTHCS 00 €KTH KIIACiB,
K1 OITUCYIOTh OKpeMi eJIeMeHTH rpadiuHoro iHTepdency:

e «Graph_gui» — kiac, o onucye aHiMallio rpadiky, Ha SKOMYy BiToOpa)kaeThCs
3miHa eHTporii. Llei knac Hacmiaye kinac «Graph gui» 13 aitny «shared gui.py», B skoMmy
OTMCAaHO OCHOBHI (yHKIII1, 1110 Bi100pakaroTh rpadik. s rpadiky BUKOPUCTAHO MOYIb
«matplotliby.

e «Graph_type» — kiac, mo BigoOpakae MaHenb, Ha SKiM MNPONOHYEThCA 00paTH
tut rpadiky — «3miHa eHTporii» abo «BinxuieHHs eHTporii». ¥ 1mboMy KJaci J0MOBHEHO
GyHKINI, [0 BUKIMKAIOTBCA II1J] Yac HATHUCKAHHS KHOMOK, SKI BIJIMOBIAAIOTH THITY
rpadiky. Hacminye kimac «Graph type» 13 Qaitny «shared gui.py», y sSKOMy OINHCAaHO
OCHOBHI €JIEMEHTH ITaHEJI.

e «Graph params» — kiac, 1o BigoOpaxkae TaHedb, Ha SIKIH BCTaHOBIIOIOTHCS
napaMmeTpu rpadiky. Y IbOMYy KJacli ONMCYIOThCS €JIEMEHTH IaHEJl Ta CTBOPIOETHCA
00’ext kiacy «Graph_type». I3 pboro kiacy BUKIUKAEThCS QYHKIIIS
«change events on_graph» y ¢aitni «main_functions.py».

e «Main_colorboxes» — kJac, y SKOMy Ha BIKHI CTBOPIOIOTHCSI KOJILOPOBI OJIOKHU 3
BUKOPHUCTAHHAM 00’ €KTa «canvasy» Ta Ha3Ba BiKHA.

e «Connect gui» — KiIac, WO BiAOOpaxkae TaHeNlb, SKa TMpU3HAYEHA A
BCTAHOBJICHHS MIJKJIIOYEHHS JO areHTa Ta BIAKPUTTS BiKHA 1CTOPIi 3HA4Y€Hb €HTporii. I3
bOT0 KJIacy BUKIMKaeTbes (pyHkuis «add agent» abo «connecty» y daiimi
«main_functions.py» Ui BCTAHOBJIGHHSI 3’€JHAHHS 13 areHTOM, a TaKOX CTBOPIOETHCS
00’exT knacy «History window» 13 ¢aiiny «history window.py».

o «Message gui» — Kjiac, IO BiIOOpakae MaHedb, Ha SIKI BCTaHOBIIOIOTHCS
napaMeTpH BiMpaBIICHHS MOBIIOMIICHb Ha €JIEKTPOHHY momTy Ta Telegram.

Ha pucynky 3.9 nokaszaHo 3B’sI3KM MK KJ1acaMH Ta (DyHKI[ISIMU TOJIOBHOTO BIKHA.

OcHoBHa (DyHKIIOHAJbHA YaCTHHA IOJIOBHOTO BikHA — rpadik 3MIHU €HTPOIIi, SKUH

onucanuii B kinacax «Graph gui» 13 daiiniB «main_window.py» Ta «shared gui.py».
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VY daiim «shared gui.py» ommcana ocHOBHa CTpykTypa kjacy «Graph gui», ska

BUKOPHCTOBYETHCA Yy TOJOBHOMY BIKHI 1 BIKHI iCTOpii 3Ha4eHb eHTporii. Kiac MicTuTh

Taki QYHKITII:

o «_init_» — imimiamzamig kaacy. Y il QyHKIT

CTBOPIOIOTHCA OCHOBHI

KOMITOHEHTH Tpadika — ppeiim, MamroHOK rpadika, oci rpadika, a TakKoK HaJallTyBaHHS

shared_gui.py \

C Graph_type(tk.Frame) >7

( Graph_gui(tk.Frame) }
—»C Min_max_avg(tk.Frame) )

\ /

main_window.py N\

|

—><Graph_gui(gui.Graph_gui)} |
I

I

Graph_ type(gw Graph_type) |
—>< Graph_params(tk.Frame) )—:—
I

{Main_colorboxes(tk.Frame)) |
I

I

—>< Connect_gui(tk.Frame) I
I

I

I

I

—»C Message_gui(tk.Frame) )

/ main_functions.py \

| |
—I—{ change_events_on_graph
|

I
|—>< add_agent(addr)

| v
connect(addr)

:

I
Tcp_client_thread >—:—

a

Send_message_thread

N e e e e e e -

~_ - - - - - - - - - ~
/ history_window.py \
I I
—I—»Q—Iistory_window(tk.TopIeveD |
\ /

N e e e e e -

_————— e ———— — —— — — — — — — —— ———— —,

main_gui(tk.Frame) |
I
__init__(self, parent)
|
( close_connections(self) :

Pucynok 3.9 — Knacu Ta QpyHKII1i TOJJOBHOTO BIKHA

[ db_functions.py

get_n_last_events(n, addr))

—:»( create_db_table(addr) )
I
| (check_if_table_exists(addr))
I
|

T’( update_db(addr, event) )

\

—————— — — —

KOMITOHEHTIB Tpadika. J[Jis BCTaHOBIEHHS TapameTpiB oced rpadika BUKIUKAETHCS

byHKLIS «set_axis_paramsy.

e «clear graph» — QyHkuis, 1o ounmiae gani oceit rpadika.

e «set axis_params» — (yHKLIS, [0 BCTAHOBIIOE MapaMeTpu oOcell — I

BCTAHOBJICHHS MApaMETPIB OC1 «y» BUKIMKAETbCA QYHKIS «set y axis paramsy, Uit OCi

«X» BCTAHOBJIFOETHCSA MiHIMAJIbHE 3HAUeHHA «0» 1 11J1l 3HAYEHHS TTOI1LIOK.
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e «set y axis params» — (QYHKIIS, 10 BCTAaHOBJIIOE TapaMETpHd OCl  «y».
BcTranoBmoeTbest MiHIMalIbHE 3Ha4YeHHS «0», a TaKOX PO3MIp MOPOKHBOTO MICIS MIXK
rpadikoM Ta BEpXHBOIO YaCTHHOIO 00J1aCTi MOOY0BH.

e «plot graph» — QyHKIIis, IO BUKOHYE MOOYIOBY I'padika Ha OCHOBI OTPUMAHOTO
CIIUCKY 3HaueHb ocl «y». CrnoyaTky BUKIMKaeTbcs (yHKIs «clear graphy», nami
PO3PaxXOBYIOTHCS 3HAYEHHS IS OC1 «X», IO BIATOBITAIOTH KUIBKOCTI €JIEMEHTIB CIUCKY
«y», 3a jnornoMoror (yHkii «rangey». Jlam 3adapOboByeTbesi mpocTip mia rpadikoM Ta
BUKOHYETHCSI MOOY/I0Ba rpadika 3a CIUCKaMU «X» Ta «y». Ilicias 1bOro BUKIUKAETHCS
GyHKLIS «set_axis_paramsy.

e «show min max avgy» — ¢GyHKIlS, 110 BCTAHOBIIIOE 3HAUYCHHS TEKCTOBUX IOJIIB
Ha TaHexmi, ska omucaHa B kijaci «Min max avg» Ta TOKa3ye CepeliHE, MiHIMalbHE 1
MaKcUMaJibHEe 3Ha4€HHs eHTporii Ha rpadiky. g dyHKIisS oTpuMye 3MiHHY «targety», B
KM 3anmucyeThesi 00’ €KT Kiacy «Min_max_avgy, IS SIKOrO 3MIHIOEThCA TEKCT, a TaK0X
CITUCOK «Y», 1110 MICTUTh 3HAYEHHS €HTPOI] Ha rpadiky.

VY ¢aitni «main_window.py» omucano kimac «Graph gui», 1o Hacmigye Kiac i3
daiiny «shared gui.py». Lleit knac MicTuTh Taki QyHKITII:

o «_Init_» — imimamizamis kiacy. Y mii QyHKIii CTBOPIOEThCS 00’€KT aHiMarlii
rpadika «animation.FuncAnimationy», y napamerpax sKoro BkazaHo (peiM i3 rpadikom,
byHKIII0, IKa BUKOHYE aHIMaIlll0 — «animatey, Ta IHTepBaJ B MIUJTICEKYH/aX, 13 SKUM Oy1ie
BUKJIUKATUCH (DYHKITIS aHIMaIIii.

® «animate» — (QyHKIIis, 110 BUKOHYE aHiMallio. OyHkiis npuiimae 000B’I3KOBUI
napameTp, 0 MICTUTh KUTbKICTh MTOBTOPIB aHIMAIlli, IKOMY MPUCBOEHO HA3BY «i». Y I
byHKLIi onucaHui mapaMmeTrp He BUKOPHUCTOBYEThCSA. CrodyaTtky y (yHKIII BUKOHYETHCS
nepeBipka TOro, Y HE MOPOXKHS 3MIHHA «active agenty y daim «main_functions.py».
Skimo 3MiHHAa HE TIOPOXKHS, TOI IIe O3HAYaeE, 10 MIIKIFOYSHHS JI0 areHTa BUKoHaHo. Jlam
00’€eKTy KJlacy «Agent», SKOMY BIAMOBIJA€E €IEMEHT CIOBHUKA «agentsy 13 KIItoueM, IO
3allMCcaHuil B 3MIHHIA «active agent», Hamaetbcs 1M’ «agenty. Ilicns 1mworo
BUKOPHUCTOBYETHCSI KOHCTPYKIIiSA «with agent.varlock», 1o BukoHye 3anvcanuii nasi 0J0K
Koxy 13 BukopucTaHHsIM 00’ekta «Lock». Ll koHcTpykuis HeoOxiaHa Ais TOro, 1100

YHEMOXJIMBUTH OJHOYACHHUM AOCTYI A0 3MIHHHUX Kiacy «Agenty 13 pi3HUX MOTOKIB.
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Konctpykiiss «with agent.varlock» i1nenTuuna 3ammcam «agent.varlock.acquire()»
«agent.varlock.relase()» Ha modaTky Ta B KiHII OJioky koxay. Jlami mgo 3miHHOI agent.y
MIPUCBOIOETHCS 1M1 «y» Ta 3a YMOBH, IO 3MiHHa «agent.update» mae 3HaueHHs «True» i
JIOBKMHA CIIMCKYy «y» Oumpmma 3a 1, BuHKIUKaloThcs (GyHKIIT «plot graph» Ta
«show min_max_avgy, SKUM TepearoThCsS BIAMOBIMHI MapamMeTpu. B KiHII 3MIiHHIN
«agent.update» mpucBOIO€ThCs 3HaUCHHS «False».

Ha pucynky 3.10 nmokazaHo cxemy 3B’s3KiB MK OINMKMCAaHUMHU KjacaMH, (PyHKIISIMU

Ta 3MIHHAMHU.

— e — — — — — — — — — —

shared_gui.py
/ Graph_gui(tk.Frame) \

( __init__(self, parent)

»( set_axis_params(self)

[

I

I

I

I

I

I

| v
: ( set y axis_params(self) >
I

I

I

I

I

I

I

I

|

( clear_graph(self) )
A

Y

—( plot_graph(self, y) /

( main_functions.py

show_min_max_avg(self, \‘ | agents[active_agent]

_— e —— e —— e — o — e — — — —

\
|
|
target,y) < |
- J | ’ |

\ S
—_—— e e — — — | update |
—— — — —. -_— __ _____ ~ I A l
main_window.py \ N\ s

Graph_gui(gui.Graph_gui)

|
|
: ( __init__(self, parent) )
|
|
|

( animate(self, i) \

— e — — — — —

Pucynok 3.10 — Cxema po6oTu rpadika 3MIHU HTPOIIIi Ha TOJIOBHOMY BiKHI
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JJ1st BCTaHOBIIEHHA TTapamMeTpiB rpadika BUKOPUCTOBYETHCS MaHENb, IO OMUCaHa B
kiacax «Graph type» y ¢aitnax «main_window.py» ta «shared gui.py», a Takox y KJaci
«Graph_paramsy y ¢aitn «main_window.py».

Knac «Graph_type» onucye nanesnb, y kil IporoHyeTbes 00patu Tl rpadiky. Y
daitni «shared gui.py» knac «Graph_type» MicTUTh Taki QyHKINI:

o «__init_ » — iximiamizamig kiacy. Y mid QyHKIT CTBOPIOIOTHCS TEKCTOBI OIS,
KHOTIKH, 1110 TIPU3HAYCH1 I 3MIHM  TUIy rpadiky, a TakKo OyjeBa 3MiHHA
«button_graph modey, sika no3Hauae oOpaHy KHONKY: 3HaueHHA « True» — HaTUCHYyTa
nepina KHomka, 3HadeHHs «False» — nmpyra kHormka.

e «radio buttonl» — ¢yHKIIS, M0 BHUKJIMKAETHCA IICIAS HATHCKAHHSA IEpUIOi
KHOMKHU. Y i (YHKIIT BCTAHOBIIOETHCS 3HAYCHHS «True» g 3MiHHOT
«button_graph mode», a TakoX 3MIHIOETCS KapTHHKAa 000X KHOTOK, IO IMO3HAYae ix
oOpaHHs.

e «radio_button2» — QyHKIIs, IO BUKIUKAETHCS MICIISI HATUCKAHHS JPYTroi KHOIIKU.
VY i QyHKI1T BCTaHOBIIOEThCS 3HaueHHs «False» nisa 3miHHOI «button graph mode» Ta
3MIHIOEThCA KapTUHKA 000X KHOTOK.

VY daitni «main_window.py» kiac «Graph type» Haciigye oJHOMMEHHUHN Kjac i3
¢aiiny «shared gui.py». Lleit kinac MicTUTh Taki QyHKIII:

o «radio buttonl» — momoBHIOE (YHKIIIIO HATUCKAHHS MEPIIOT KHOMKU. Y Il
GyYHKIIT 3MIHIOETHCS 3HAUEHHSI TEKCTOBUX TOJICM Ha TMaHesl, 1[0 MUcaHa B KJaci
«Graph_params», a TakoXX BUJQISIOTHCS TMOTEPEIHI 3HAYCHHS B 00’€KTax «entry», IO
NpU3HAYEH1 JJ11 BBEJACHHS MapaMeTpiB MOHITOPHUHTY.

e «radio button2» — momoBHIOE (YHKIIIO HATUCKAHHS APYroi KHOMKHU. Y I
GyHKIIT TaKOX 3MIHIOETHCS 3HAYCHHS TEKCTOBHX TOJIEW Ta BHIAJSIOTHCS MOMEPEIHI
3HAYEHHS B 00’ €KTaX «entry.

Kmac «Graph params» y ¢aitmi «main window.py» omucye MaHelb, 10
NpU3HAYeHa /IS BBEJICHHs napameTpiB rpadiky. Llei kiac MicTuTh Taki GyHKIIII:

o «_init_» — imimiamzamia kmacy. Y wid GyHKIIT TEKCTOBI IOJIS Ha IIaHEII,

00’exTu «entry», 00’ekt kmacy «Graph type», a Tako) KHOIKH, IO MPU3HAYEHI IS
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MIJTBEP/PKCHHS BBEJICHMX IIapaMeTpPiB MOHITOPUHTY Ta YBIMKHEHHS/BUMKHEHHS
MOHITOPHHTY.

e «apply graph_settings» — QyHKIIis, IO BUKOHY€ETHCS MICIISI HATUCKAHHS KHOMKU
«IligTBepautn». CrnoyaTKy BUKOHYETHCS MEPEBIPKa, 10 00 €KTH «entry» He MOPOXKHI,
Jail KOJ 3alucaHO B KOHCTPYKLII «try-except», sika NMpU3HAauYeHa JJIsl MEepPEeXOIICHHS
BUKJTFOYCHb. BUKOHY€ETHCSI KOHBEPTYBAaHHS TEKCTY 13 00 €KTIB «entry» B YHCIOBHUHA THII.
SKIo 3aMiCTh YMCIIa KOPUCTYBau 3alMCaB TEKCT, TO OyJie 3r€HepOBAHO BUKIIOYCHHS Ta
BUBEJICHO BIIMOBIIHE MOBiOMIICHHS. Jlani BUKOHYETHCS MEPEBIpPKaA, 110 KIIBKICTh MOJIIM
Ha Tpadiky OuIblIa 3a 5, 1HAKIIE BUBOAUTHCA BiAMOBiAHE mnoBigoMiIeHHsA. [licus
BUKOHAHHS TEPEBIPOK OTPHMMAaHI YMCIIOBI 3HAYEHHS 3alMCYIOTHCS B 3MIHHI «entry3vy,
«entry4vy, «graph_mode», «normal_entropy», «maxn» y Qaini «main_functions.py».
[Ticns uporo BukiMkKaerbcs  (QyHkmisi  «change events on graph» 13 dainy
«main_functions.py», sika Mpu3HauY€Ha JIJIi OHOBJICHHS CITUCKY «Y», III0 MICTUTh 3HAUYCHHS
EHTpOIli, Ha OCHOBI fAKUX Oyayerbca rpagik. CroyaTKy BHUKOHYETBhCS IEpEBIPKA, IIO
3MiHHa «active agenty He mopoxkHs. Jlami 00’ekTy kiacy «Agent», sSIKOMy BIIIOBIJIA€E
CJIEMEHT CJIOBHMKA «agents» 13 KIIOUeM, IO 3alucaHuil B 3MIHHIM «active agenty,
HajaeTbest 1M’ «agent». Ilicms 1bOro BUKOPUCTOBYETHCS KOHCTPYKINSA — «with
agent.varlock». ¥ 11iii KOHCTPYKIIIT BUKOHYETHCS OUUIIIEHHS CITUCKY «y» 00’€KTa «agent»
Ta BUKJIUKaeThesa PyHKIs «get n last events» 13 daiiny «db_functions.py». L dyHkiis
OTPUMYE KUIBKICTh TOAIN Ta aapecy areHTa 1 BUKOHye SQL 3amuT g0 6a3u gaHux aiis
OTpPMMaHHS BKa3aHOi KIIbKOCTI OCTaHHIX 3HAYE€Hb EHTPOIIi BIAMOBIIHOIO areHTa Ta
MOBepTa€ OTpUMaHUH CrUCcOK. EneMeHTH 1poro cnmcky mepeduparotbes B nukii «for» ta
3aMHCYIOTHCS B CIIUCOK «y». Y KIHII 3MiHHIN «update» 00’ekTa «agent» MPHUCBOIOETHCS
3HaueHHs «True». OctanHill Onok koxy ¢yHkuii «apply graph settings» Bupanse
nonepeaHe 3HAUYCHHS 00’€KTa «entry», 10 MICTUTh MaKCUMaJbHY KUIBKICTh MOMIM Ta
3anMcye 3Hau€HHS 31 3MIHHO1 «maxn» y Qaitni «main_functions.py».

e «monitor button» — QyHKIlIs, M0 NMpU3HAYEHA ISl YBIMKHEHHSI Ta BUMKHEHHS
MOHITOPUHTY, BUKJIUKAETHCS TMTICIHsI HATUCKAHHA BIiANOBiAHOI KHOMKK. CroyaTky
BUKOHYEThCSI MEpPEBIpKa, 110 3MiIHHA «active agent» He mopokHs. Jlam o0’ekTy Kiacy

«Agenty, SKOMY BIAMOBIAa€ €JIEMEHT CIOBHHMKA «agentsy 13 KIIOYeM, IO 3alhCaHui B
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3MIHHIN «active agenty», HamaeThes iM’sl «agenty. [Ticis bOro BUKOHYIOTHCS MEPEBIPKH,
10 yCi BBEJICHI MapaMeTpy MOHITOPUHTY IATBEPKEH1, TOOTO 3HAYEHHS 00’ €KTIB «entry»
301ra€eThbes 31 3HAYSHHSIM BIAIIOBIIHUX 3MIHHHUX, Ta BUBOAATHCS BIJIIOBIIHI IOB1JOMJICHHS.
Jlami gKI0 MOHITOPUHT HE BUKOHYBABCS, TO BIH BMHUKA€THhCS — 3MIHIOETHCS KapTHUHKA 1
TEKCT KHOIIKH, SIKIH BIJIMOBIAA€ JaHa PYHKIIis, a TAKOXK BCTAHOBIIOEThCS 3HaUeHHs «Truey
s 3MiHHOT «agent.checkv» 1 «False» mms 3MiHHOI «agent.message senty». ko
MOHITOPUHI BHKOHYBaBCS 1 He OyJl0 BHUSBICHO TMEPEBUIICHHS, TO MOHITOPUHT
BUMHKAETHCA — 3MIHIOEThCS KapTHHKA 1 TEKCT KHOIMKH, a TaKOXX BCTaHOBIIIOETHCS
3HaueHHs «False» nns 3MiHHOI «agent.checkvy». SIKII0 MOHITOPUHT BHUKOHYBaBCS 1 OyIJO
BUSIBJICHO MEPEBUIIECHHS, TO MOHITOPUHT BIIHOBJIIOETHCS — 3MIHIOETHCS KApPTUHKA 1 TEKCT
KHOIIKH, a TaKOX BCTaHOBIIIOEThCS 3HaueHHs «True» mis 3miHHOI «agent.checkvy 1
«False» nns 3MiHHMX «agent.message sent» 1 «agent.violation». Ha pucynky 3.10
MOKa3aHO CXEMY 3B’5I3KiB MK OMMCAaHUMU KjacaMu, QYHKIISIMHU Ta 3MIHHUMU.

Knac «Connect gui» onucye nasHenb, 10 MpU3HA4YeHA ISl MIAKIIOUCHHS arcHTa.
[le#t kmac MiCTUTH Taki QPYHKITI:

e «_init_ » — inimiam3amis kaacy. Y 1iil QyHKII CTBOPIOEThCS MaHeNb (00’ €KT
«framey») 1 00’€KT «entryy», 0 MpU3HAYEHI JJI1 BBOAY aIPECH, a TAKOXK TEKCTOBE TMOJIE 1
kHonku «IligkmounTuce» Ta «lctopis». Takox cTBoproeThes 3MiHHA «history opened» 31
3HaueHHsIM «Falsey, ska mo3Havae BIAKPUTTS BIKHA 1CTOPIl 3HaYEHb €HTPOITIi.

e «button 1 handler» — ¢dyHKIIA, IO BUKIMKAETHCS MICJSI HATUCKAHHS KHOIKHU
«ITigxmrounTcky. CroyaTKky BUKOHYETHCS TEPEBIpKa TOTO, 10 BKA3aHOI aJpecHu areHra
HEMae cepell KJIIYiB CIOBHUKa «agentsy 13 (aitny «main functions.py». [lani BBemeHa
aZipeca areHTa 3aluCyeThCs B 3MIHHY «active agenty», a TaKOXX BHKJIMKAETHCS (DyHKITiS
«add_agent» 13 ¢aiimy «main_functions.py», kil nepemaerbcs aapeca areHta. Lls
¢GyHKIIST CTBOpIOE OO’€KT Kiacy «Agent» B CIOBHUKY «agents», y SKOCTI KiIroda
BUKOPHUCTOBYETHCS ajipeca areHrta. Jlaimi BUKIHUKAEThCS (QYHKINS «connecty, sika CTBOPIOE
00’ext kmacy «Tcp client thread», 3amyckae moTik 1bOTO 00’€KTa, a TAKOX OYHINAE
CIIUCOK «y» 1 BCTAHOBJIO€ 3HaueHHs «True» ayg 3MiHHOI «connection». SIKIO CIOBHHUK
«agents» BKe€ MICTUTh BKa3aHy aJpecy areHTa i 3MiHHa «connect» mae 3HadeHHsS «False»,

TOJI BUKJIMKAEThCS (YHKIIA «connecty 1 MepemaeThcsl aapeca areHTa. SKImo o0’e€KT
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«entry», IO TPHU3HAYCHUW [UIsl BBOAY aApeCH areHTa, MOPOXKHIN, TOAI BUBOAUTHCA
BIIIIOBIIHE TTOB1TOMJIEHHS.

o «history button» — QyHKIS, 0 BUKIMKAETHCS IMICIAS HATUCKAHHSA KHOIKHU
«Icropis». Ila dynkmis cTBoproe 00°ekT kiacy «History window» 13 daitny
«history window.py», skio 3MiHHa «history opened» mae 3HauenHs «False». Takox nis
3MiHHO1 «history opened» BCTaHOBTIOEThCS 3HAaueHHS «Truey. SKmo 1 3MiHHA Mae
3HaueHHs «Truey», ToMi BIKHO 3HaUEHb CHTPOITi] MEPEBOIUTHCS Ha MIEPEIHIN IIJIaH.

Cxema ommcaHoro Kiacy rmoka3aHa Ha pucyHky 3.11.

/ shared_gui.py
/ Graph_type(tk.Frame) \

( __init__ (self, parent) )

radio_button1(self) )

— e — — — — — — — —

( db_functions.py N

| (get_n_last_events(n, addr)
\

( radio_button2(self) , main._functions.py

/
\ button_graph_mode / —I—»I change_events_on_graph
J ||

(apply_graph_settings(self) /

( monitor_button(self) )
\_ /)

\

|

I
S A —

— _i_ _____ - oy [MapameTpu ] /agents[active_agent]\ I
/ main_window.py \| : : MOHITOPHHIY : . y :
I Graph_type(gui.Graph_type) | 1> 9raph_mode I |
I L1 | »  update I
I ( radio_button1(self) ) 1y e entry3v | |
I L1 I checkv  +
| I | RN entry4v I I
| ( radio_button2(self) ) I | ! I message_sent < | |

| —\> normal_entropy | I
I . I I] | violation < | |
| | | maxn I . a
: (’ Graph_params(tk.Frame) \ | ‘\\ N _ J

/

I ( __init__(self, parent) : ________________
I
| D |
| |
| I
| I
| I

Pucynok 3.10 — Cxema po6oTu maneni 13 napaMerpamu rpadika 3MiHA €HTPOIii Ha

TOJIOBHOMY BIKHI1
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Kinac «Tcp_client thread» macminye knac «threading.thread», 1mo BukoHye BKa3zaHi
nii B okpemomy motori. Lleil kimac MICTUTh (YHKIIIO «runy», sKa BHUKOHYETHCS MICIA
3aIlyCKy IMOTOKY 1 i MOXXHa TNEpeBU3HAYMTH Yy Kjacl, mo Hacmiaye «threading.thready.
Kinac «Tcp client thread» mae Taki QyHKITII:

o «_init_» — imimiam3amis xmacy. Y mid (yHKIIT CHOYATKy BHKOHYETHCS
HiIlami3amiss Kiacy, mo Haciuigyerbes. Jlami cTtBoproeThesi 3MiHHa «addry, y sKy
3alACYEThCS aJpeca areHTra, M0 MepefacThcs B SKOCTI Mapamerpa IiJ 9ac CTBOPEHHS

00’eKkTa KIacy.

s, T T T e T T T =~
( main_functions.py \
I
S | { add_agent(addr) } |
/ main_window.py \I : 2 |
I
| /" Connect_gui(tk.Frame) | I ( Kiac Agent ) :
| | | v |
I ( __init__(self, parent) ) : : agents[addr] |
| |
I
: ( button_1_handler(self) ) i i =< connect(addr) } |
I
| | I I
| history_button(self) \ l | !
I = / | | agents[addr] |
AN \ '/ / | y < I
— e — — — — — — — — — - | I
S — : ~ I
/ history_window.py \ : connection < |
I I < |
| GIistory_window(tk.TopIeveI)}—li : ¥ |
‘ ! Tcp_client_thread |
N s [ J
\

Pucynok 3.11 — Cxema kinacy «Connect gui»

o «run» — y wmiil @yskii omucano pobory TCP xkiieHta. BukoHyeThcs
MIJKITIOUEHHS 10 areHTa 13 BUKOPUCTaHHS MOIyNs «socket» Ta mMpUCBOEHHS 3HAYEHHS
«True» 3miHHIA «connection» BIAMOBIAHOTO 00’e¢kTa Kiacy «Agent». Bukopucrano
KOHCTPYKIIIIO  «try-except» I TEepeXOIUICHHs BHUKJIIOUECHHS Yy pa3l  MOMUJIKH
MIJKIIOYEHHS Ta BHUBEJCHHS BIANOBIAHOIO TMOBIJOMIICHHS, @ TaKOX BCTAaHOBJICHHS
3HaueHHs «False» 3MiHHIN «connectiony. SIKIO BCTaHOBIECHHS 3 €IHAHHS BUKOHAHO

YCIHIIITHO, TOJ1 BUKJIMKAEThCs (QyHKINs «create db tabley 13 daitny «db_functions.py», 1o
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crioyaTky BUKIMKae ¢yHKI0 «check if table exists», ska Buxonye SQL 3anmut mis
NEepPEeBIPKA HASBHOCTI TaONMIN 13 HA3BOIO, IO BIATOBIAAaE amgpeci areHTta. SKmio Takoi
TaOIUIll HEMae, TOJI BUKOHYEThCS SQL 3amuT s CTBOpeHHs TaOiuIll B 0asl JaHHX.
[Ticna Buknauky (yHkiii «create db table» BHUKOHYETbCS OTpMMAaHHS JAHUX Bij| areHTa
po3MipoMm 66 OaiitiB. Takuii po3mip Mae OgHE MOBITOMJICHHS BiJl arcHTa, SIKE MICTHUTh
3Ha4YeHHs eHTpomii 1 00’ekT «datetime», SKUH MICTUTH JaTy 1 4ac PO3pPaxyHKy IIHOTO
3HaueHHs eHTpormii. biok kopmy, mo mpu3HadYeHWW NI OTPUMAaHHS JaHWX, 3alHCAaHO B
KOHCTPYKILIi «try-except» Ml NepeXOIUIeHHS BUKJIIOYEHb y pa3l PO3pHUBY 3 €JHAHHA. Y
TaKOMY BHUIAJKy 3aKPUBAETHCS COKET, BCTAHOBIIOEThCS 3HaueHHs «False» miis 3MiHHHX
«connection» 1 «checkvy», a Tako>x BUBOJAUTHCS MOBIIOMJICHHS TIPO 3aKPUTTS 3’ €THAHHS.
[Ticnst oTpuMaHHS aHUX B1J] areHTa BUKIMKAeThCs GyHKIs «add new valuey.

e «add new_value» — QpyHKIIs, siIKa 10Aa€ OTPUMAaHE 3HAYEHHS EHTPOIIi JO CIIUCKY
«y». SIKIIO NMOBXMHA I[OTO CHUCKY piBHA 3MIHHIM «maxny», TOJl TMEpIIe 3HAYCHHS Y
CIUCKY BUAaNgeTbes. [l yac 3MiHM CIIUCKY «Yy» BHUKOPHCTOBYETHCS KOHCTPYKIiS «with
agents[self.addr].varlock», ne 3minna «self.addr» — agpeca arenTa, 40 SIKOrO BUKOHAHO
nigkiatoueHHs. [licisi OHOBIIEHHS CHHUCKY «Yy» BCTAHOBIIOETHhCS 3HaueHHS «True» s
3MiHHOI «update». Takox BukiukaThes (yHkIa «update db» 13 daitny
«db_functions.py» 1 dynkuis «check». ®ynkiis «update db» Bukonye SQL 3anut mns
3amucy OTPUMAHMX 3HAUYEHb EHTPOIII] Ta IaTH 1 4acy B 0a3y JaHuX.

e «check» — @QyHKUIsS, 10 BUKOHYE MEPEBIPKY MEPEBUILEHHS BCTAaHOBJICHHUX
JOMYCTUMHUX MEX EHTpomii. SIKI0 OTpMMaHe 3HAYCHHS NEPEBUILNYE III MEXIi, TOAl IIe
3HAUYEHS 3aMUCYETbCAd B 3MIHHY «vi_valy, st 3MiHHOI «violation» BCTaHOBIIOETHCS
3HaueHHs «Truey, a ms 3miaHOT «checkvy — «False». Takox aapeca areHra 3anmucyeThCs
B Yepry «q» Il BIATIPABKY TTOBIJOMJICHHS PO TIEPEBUIIICHHSI.

e «close connection» — ¢yHKIISA, IO 3aKpPUBAE€ COKET, BUKIUKAETHCS MICIsA
3aKPUTTS TIPOTPAMH.

Cxema OInrcaHoro Kjiacy rnokasaHa Ha pUCYHKY 3.12.
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e main_functions.py N

o )
N agents[addr]

/ Tcp_client_thread

. —+»  connection
C __init__(self, addr) )

I |
I |
/ i ' !
db_functions.py \ | |
I I N —»  checkv < I
I C create_db table(addr) { run(self) |
I [ : 7 | y I
I

| (heck if_table exwts(addr)) : {add new. value(self, event)> > update I
|

| I
| N ™ | > violation I
I update_db(addr, event) | check(self, val) J |
N / I = vi_val :

~—
: ( close_connection(self) ) I
\ = q /
N /

Pucynox 3.12 — Cxema knacy «Tcp_client thread»

[lanenp, M0 mpu3HayeHa JUisl BBEACHHS IapaMeTpiB Ta BBIMKHEHHS BIIIPaBKH
noBigomIIeHb Ha nowmty 1 Telegram, onucana B kiaci «Message gui». Lleil kinac MICTUTB
TaKl QyHKIIII:

o «_init_» — imimamizamis kiacy. Y M (QYHKIII CTBOPIOIOTHCS KHOIKH
NEepEeMUKaHHS MK BIJITPaBKOIO MOBIIOMJICHB MOIITOO 1 B Telegram, KHOMKA YBIMKHEHHSI
Ta BUMKHEHHS BIANPABKH, a TAKOXK TEKCTOBI MOJIS 1 00’ €KTU TUITY «entry», 10 NpU3HAYEHI
JUIs BBEJICHHS mapameTpiB. TakoK CTBOPIOEThCS OyjieBa 3MiHHA
«button_message method» 31 3HauenHs M «Truey, 1110 MO3HaYae 0OpaHy BKJIAAKYy MaHeNl —
BiJIIIpaBKa Ha €JICKTPOHHY moIuTy, abo B Telegram.

e «email button» — ¢dyHKIISA, O BUKIMKAETHCS MICHS HATUCKAHHS KHOIIKHU
«Emaily. lg ¢yHKITig 3MiHIOE 3HaYEHHS TEKCTOBHX IMMAHEJNEH, a TAKOXK PO3TAITYBaHHS ITUX
naHeseit 1 00’exTiB «entry». KpiM Toro, BCTAaHOBIIOEThCS 3HaueHHsT «True» aiis 3MIHHOT
«button message method.

o «telegram button» — (yHKIlIA, IO BUKIUKAETHCA TMICIAS HATUCKAHHS KHOIIKH
«Telegramy. L ¢pyHKIIS 3MIHIOE 3HAYEHHS] TEKCTOBUX TMaHENEH, a TaKOX pO3TallyBaHHS
X maHenen 1 00’ekTiB «entry». Kpim Toro, BcraHoBmoeTbes 3HaueHHS «False» st
3MIHHOI «button message method».

e «message button» — QyHKIIs, 0 BUKIMKAETHCS MICIAS HATUCKAHHSA KHOIKHU
«YBIMKHYTH/BuMkHyTH noBigomineHHs». Ko 1iei GyHKINT 3anucano B KOHCTPYKIN «try-

excepty IJis MepexOIUICHHS BUKIIOYEHb 1 BUBEJICHHS BIAMOBIIHUX MOBIIOMJIEHB, SKIIO
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KOpUCTYBau YBIB HempaBWiibHI AaHl. Skimio 3miHHa «button message method» wmae
3HaueHHs «True» 1 3miHHa «mail send» — «False» (maHens y pexumi mapameTpiB
BIIMPAaBKM Ha €JEKTPOHHY TMOINTY, BIJANpPaBKa Ha TMOIITY BHUMKHEHA), TOJAl BBEJICHI
KOPHCTYBaueM JlaHl B 00’ €KTax «entry» 3alucyrThCs B 3MiHHI «servery, «sender emaily,
«passwordy», «receiver email», a TakoX Ha3Ba KHONKHU 3MIHIOEThCS Ha «BuUMKHYTH
MOBIJIOMJICHHS» 1 JJI1 3MiHHOI «mail send» BcTaHOBMIOETbCs 3HaueHHsA «True». SIkiio
3MiHHa «mail send» Mmana 3HadueHHs1 «True», Tomi 3MiHHI server», «sender emaily,
«passwordy», «receiver_email» ouumyroTbes 1 A 3MiHHOI «mail_send» BCTaHOBIIOETHCS
3HaueHHs1 «False», a Ha3Ba KHOMKHU 3MIHIOETHCS HAa «YBIMKHYTH MOBIIOMJIEHHS». SIKIIIO
3MiHHI «button message method» 1 «telegram send» marote 3HaueHHs «False» (ToOTO
naHelib y pexkmmi Telegram 1 BigmpaBka B Telegram BuMKHeHa), TOaI BBEJCHI
KOPHUCTYBaueM JiaHi B 00’ €KTax «entry» 3alUCyIOThCS B 3MiHHI «chat id» 1 «token», Ha3Ba
KHOIMKH 3MIHIOEThCS Ha «BHUMKHYTH TOBIIOMJICHHs» 1 Ui 3MIHHOI «telegram send»
BCTAHOBIIOETbCA 3HaueHHA «Truey. Skmo 3MiHHa «telegram send» Mayia 3Ha4YeHHS
«Truey, Toxi 3minHI «chat id» 1 «token» oumnyroThcs 1 /Uit 3MiHHOI «telegram send»
BCTAHOBIIOEThCA 3HaueHHs1 «False», a Ha3Ba KHONKM 3MIHIOETHCS Ha «YBIMKHYTH
MOB1JIOMJICHHS.

Cxema onmcaHoro Kiacy rmoka3aHa Ha pucyHky 3.13.

BikHo ictopii 3HadyeHsb eHTpomii omucaHo B kiaci «History window» y daitmi
«history window.py». Lle#i knac nHacmigye knac «Tkinter Toplevel» Ta micTuTh Taki
GyHKIIT:

o V ¢ynkmii «_init_» KOperywTbcs MmapaMeTpu BiKHA, a TaKOX CTBOPIOIOTHCS
00’€KTH KJIACiB, IO OMUCYIOTh HOTO OKpEeMiI KOMIIOHEHTH. TaKoK CTBOPIOETHCS KHOIKA
«ITokazatu rpadik».

e «no_datay — dyHkIiA, 110 ounInye rpadik Ta MOKa3ye HA HbOMY IOBIJIOMJICHHS
«Hemae manuxy».

e «on_closingy — QyHKUis, IO BHUKIMKAETHCS TiJ 4Yac 3aKpUTTA BIKHA.
BcranoBmoetbesi 3HaueHHs «False» mmst 3miHHOi  «history opened» 0aTbKiBCHKOTO

00’€eKTy.
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[
T T T ain windowoy ~ | 7 Tlapamerpu Biznpasku
/ main_winaow.py A\ | | MIOBiZOMJICHB

| |

/ Message_gui(tk.Frame) N

( __init__(self, addr) )

*l'—' telegram_send
—%r mail_send

-, server
L+ sender_email

—1—+—> password
I . .
L receiver_email

N

message_button(self) /

telegram_button(self) )

( email_button(self)

I
ﬁ’ chat_id
button_message_method |
- - S token
\ \ / / | |
N e e e e o - — e — —— — — —
N\ _

Pucynok 3.13 — Cxema kiacy «Message gui»

e «show» — QyHKIIA, IO BUKIMKAETbCA MICis HaTUCKaHHSA KHomNKU «llokazatu
rpadik». CrioyaTky OTpUMYIOThCS JaTa 1 4ac MOYaTKy y KIiHIIS EPioy, sl SKOTO OYIyTh
BUBEJICHI 3HaueHHs eHTpormii. s 1poro BukiIMKaroThea (yHKIii «get date» 00’€kTiB
«date entry» 1 «get time» 00’ekTiB kiacy «DateTime entry». Otpumani nara 1 yac
MOETHYIOThCS B 00°€KT «datetime» BUKOPUCTOBYIOUM (DYHKIIIIO «combiney. Y pe3ynbTarti
OTpUMaHO J1Ba 00’ ekTH «datetimey, siKi mepenaroTbes y GyHKII0 «get events by datey i3
daitny «db functions.py» pa3oM 13 BBEICHOI aJApPECOI areHra, SKIO QYHKIISA
«check if table exists» moBepHyna 3HaueHHs «True» s 1iei agpecu. DyHKIS
«get_events by date» Bukonye SQL 3anmuT mis oTpuMaHHS CIUCKY MOJIA B MeXkax
BKA3aHOTO MPOMIXKKY JaTu 1 yacy. OTpuMaHi JlaHi y Uk «for» 3amucyroThCsi B CIIHCOK
«y». SAxmo obpaHo pexxum rpadiky «EHTPOIS BiJ KUTBKOCTI MOJIHA», TOAl CIHHUCOK «y»
nepenaetbes y QyHkiiro «show graph n» kmacy «Graph gui». Skmo oO6paHo pexum
rpadiky «EHTpPOIsS Bl JaTu/4acy», TOJ1 JAOJATKOBO (POPMYETHCS CIHUCOK «X», Y SKUU
3aMUCYIOThCS JaTa 1 4ac JyUisi KOKHOTO 3HAUEHHS EHTPOIi Ta BHUKIMKAETHCA (DYHKIIISA
«show graph date» kmacy «Graph gui». Skiio KUIbKICTh 3HaUY€Hb €HTPOIIIT MEHIIa 3a 2,
TOJ1 BUKJIUKAEThCS PYHKIIIS «no_datay. YBech Ko (DYHKINT 3a1IMCaHO B KOHCTPYKIIIT «try-
except» Ui MepexXOoIIeHHs! BUKIIIOUEHb, KO KOPUCTYBay yBIB HEMPAaBUIIbHI IaHI.

Cxema onmcaHoro Kjacy noka3aHa Ha pucyHky 3.14.
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Knac «Graph gui» y daiim «history window.py» Haciigye OJHOIMEHHHMH Kjac 13
daiiny «shared gui.py» Ta mae Taki GyHKIIII:

o «_init_» — imimiamizamis kmacy. Y il QYHKIIT KOperyerbcs po3Mip Ta
MOJIO’KEHHS Tpadika y BIKHI.

e «show_ graph n» — dynkuis, mo nokasye rpadik eHTpormii Bif KITBKOCTI MOAIM.
BukoHyeTbcsi KOpeKTyBaHHS TONIB rpadika, Aaidl BUKIMKAETbCs GYHKIA «plot graphy,
SKIA TIepeaEThCs CIUCOK «y», T0Oya0BaHMi rpadik BioOpaKaeThCsl BUKIMKOM (DYHKITIT
«draw»  o0’exta  «FigureCanvasTkAgg», a TakoX  BHUKJIMKA€TbCA  (PYHKIIA
«show_min_max_avgy.

o «show graph date» — yHkiis, mo moka3ye rpadik eHTporii BiJ JaTH 1 4acy.
BukonyeTbcsi KOpeKTYBaHHS MOJIB rpadika, modyaoBa rpadika 3a BBEICHUMH CIIUCKaMU
«X» Ta «y», BUKIIUKAIOThCS QYHKIIT «set y axis_params» Ta «set x axis_date paramsy

history_window.py \

I
»(Graph_gui(gui.Graph_gui))4—'—

I
»QBraph_type(gui.Graph_’[ype)><—L

I s T T T T T ~

| shared_gui.py
»(Main_colorboxes(tk.Frame)) Graph_gui(tk.Frame) )
J_II _

I
—y—( Graph_type(tk.Frame) )

—l»( Min_max_avg(tk.Frame) )
~

DateTime_entry(tk.Frame) )

»( History_params(tk.Frame) )

_— e ——— — — —

/
No_data_label(tk.Frame) )

/ db_functions.py A\

I I
ﬂ—»(check_if_table_exists(addr)) |
I I
I ( get_events_by_date ) I
I (date_range, addr) I
AN /

( __init__(self, parent) )

S

show(self) )

v

(
T
«

I
I
I
I
I
I
I
I
I
I
I
ﬁ-I istory_window(tk.TopIeveI)\ :
|
|
I
i
I
I
I
I
I
I

on_closing(self) )

—_———— — — — —— —— —— — —_—— — — — — ———— ————

Pucynok 3.14 — Cxema knacy «History window»
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JUIS. BCTAaHOBJICHHST TlapaMeTpiB oceil. [loOyaoBaHuii rpadik BioOpakaeTbCs BUKIUKOM
¢bynkmii «draw» o06’exkta «FigureCanvasTkAgg», a Takok BUKIUKAETHCA (QYHKIIISA
«show_min_max_avgy.

e «set x axis date params» — ¢yHKIIis, III0 BCTAHOBIIIOE TTapaMeTpH OCl «X», Ha
SKIA BimoOpakaeTbes aara 1 yac. Bukimkaetbes QyHKIis GopmaTyBaHHS JaTH
«DateFormatter» 13 moayns «matplotlib.dates», a Takox ¢ynkimii «AutoMinorLocatory,
«MaxNLocator» 13 monayns «matplotlib.ticker», 1mo mnpu3HadeHi s BCTAHOBJICHHS
KUIBKOCTI TIO3HAYOK Ha OCl. Tako BCTaHOBJIIOETHCS BHUPIBHIOBAHHS 1 PO3MIP TEKCTY
NO3HAYOK BUKOPHUCTOBYIOUM (YyHKIIIO «setp» o0’ekta «pyplot» 13 momaynsa «matplotliby.
KpiMm TOro, BCTaHOBIMIOIOTBCS MeXi oci «X», SKI BIANOBIMAIOTH IMOYATKY 1 KIiHIIO
BKa3aHOT'O KOPUCTYBA4YeM MPOMIKKY 4aCy BUKOPUCTOBYIOUM (PYHKITIIO «set xlimy.

Cxema ommcaHOro Kiacy rmoka3aHa Ha pucyHky 3.15.

shared_gui.py
/ Graph_gui(tk.Frame) \

{ \

| I

I I

____________ I ( init__(self, parent) ) I
(/ history_window.py \‘ I - - I
— : | I

: 7 Graph_gui(gui.Graph_gui) : | ( set_axis_params(self) } |
[ C __init__(self, parent) ) | : v I
I | I { set_y_axis_params(self) ) :
I show_graph_date(self, x, y,\ | I |
[ t1, t2) J I | Z show_min_max_avg(self, |
I 2 I | \ target,y) |
I ( show_graph_n(self, y) ) = |
: I | ( clear_graph(self) ) |
set_x_axis_date_params(self, I | ) |

| tL, 2) Ll Ve |
AN Vi /I I =\ plot_graph(self, y) } |
— === AN J

AN | /

Pucynok 3.14 — Cxema kinacy «Graph_gui»

Knac «Graph type» Hachigye omHoiimMeHHUU kjac i3 Qaitmy «shared gui.py». ¥V
GYHKINT «__INit__ » 3MIHIOETHCSA 3HAYEHHS TEKCTOBHX IOJIIB Ta PO3TAIlyBaHHS €JICMCHTIB

Ha IaHel.
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Kmac «Main colorboxes» omucye mnaHenap 13 3arojJoBKOM BikHA. Y (yHKIIT
«_INit___» BCTAHOBIIIOETHCS PO3MIp Ta KOJIP TaHETi, a TaKOX CTBOPIOETHCS TEKCTOBA
naHenb (00’ ekt kinacy «Label») 13 Ha3BOO BikHa.

Knac «DateTime entry» omnucye maHenb, 10 HpU3HA4YeHa JJIsi BBEJACHHS AATH 1
vacy. Y dyHkuii «__init__ » cTBoproetbes 00’exT «DateEntry» i3 moayns «tkcalendary,
KU MpU3HAYCHUHN JUIsl BBOJY J1aTH, a TaKOX TpH 00’ ekTH «Spinbox» 13 moxyns «Tkinter
ttk», 10 Mpu3HaYeH1 JJIs BBEJACHHS TOJWH, XBUJIWH 1 CEKyH. Takox Kjac Mae (QyHKIIIO
«get_time», sika Qopmye 00’eKT «time» monyns «datetime» 13 yucen, KI KOPUCTyBau
3anMcaB B 00’ €KTax «Spinbox».

Knac «History params» onucye nasnesnb, 00 NpU3Ha4Y€Ha JJIs BBEAEHHS MMapaMeTpiB
MOIIYKY 3HAa4YeHb €HTPOIIi B 0a3i JaHUX I BigoOpaxeHHsS iX Ha rpadiky. Y QyHKIi
«_init_» CTBOPIOIOTBCS TEKCTOBI IMOJIA, a TaKOXK 00’€KkT «Entry», 1Mo mpu3HAYSHUH s
BBEJICHHSI aJIpECU areHra, 1 aBa o0’ektu kiacy «DateTime entry», siki mpu3HaueH1 s
BBEJICHHSI IT0YATKY 1 KIHIIA MPOMDKKY JIaTH 1 4acy.

Knac «No data label» onucye nanens, mo BigoOpaxae Ha rpadiky MOBITOMIIECHHS
«Hemae manux». Y @yHKIIi «_init_» BCTAHOBIIOETHCS PO3MIP Ta KOJIp MaHENTi, a TaKOX

CTBOPIOETHCSI TEKCTOBA MTAHENb 13 BIJMIOBIIHUM TEKCTOM.

BucHoBkH 3a po3aijiom 3

Y 1upoMy po3aui  OMKUCAHO TIPOIeC PO3poOKM TmporpamMHOro 3aco0y. Bin
CKJIQJIA€ThCA 3 JBOX YAaCTUH — areHTa y XMapi, SKUHA OTpUMY€ 3aluCH >KypHATy
OTIepaIliifHOI CHUCTEMH Ta pO3paxoBye€ 3HAYCHHS CHTPOIi, a TaKOXK aHami3aTopa, II0
MOKa3y€e 3HAYEHHs EHTpomii Ha rpadiky 1 BUKOHYE MEPEBIPKY, UM HE MEPEBUILYIOTH I
3HAQUYEHHSI BCTAHOBJICHI KOpPUCTyBadeM MexXi. SKIO BHSBICHO TMEPEBUILEHHS, TOI
BIJIMOBI/IHE MTOBITIOMJICHHS HAJICUIIAEThCS HA SJICKTPOHHY TomTy Ta Telegram.

Byno ommcano Bci QyHKINT Ta Kiacu, 3 SKUX CKIAAAIOTHCS 3a3HAa4€Hl KOMIIOHEHTH
nporpamHoro 3aco0y. Kox arenta Mictuthes B omHoMy aiiyli, a KOJ aHaizaTopa
po3auieH0 Ha (YHKLIOHAJIbHI YacTHHM Ta PO3MIIIEHO B ciMoXx (paiimax, oxpemi

KOMIIOHEHTH MPOTpamMH OIKCaHi B pi3HUX KJacax.
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PO3/11 4

TECTYBAHHSA PO3POBJIEHOT'O IIPOI'PAMHOI'O 3ACOBY

4.1 MoHiTOpPUHT eHTpoIil Ta neperJsig icropii 3HAa4YeHb

['onoBHE BIKHO MporpaMu-aHaliizaTopa Mmoka3zaHo Ha pUCYHKY 4.1. YV npomy BikHI
BUKOHYETBHCS MIJKIIOYEHHS O areHTa, BBOJATHCS MapamMeTpu MOHITOPHHIY, BIIIPaBKH
NOBIJOMJIEHb TIPO TEPEBUILECHHS BCTAHOBJIEHUX JOMYCTUMHUX 3HA4Y€Hb, a TaKOXK

BiJI0OpaXka€eThCs Tpaik 3MIHU SHTPOTTIi.

2 Entropy — X

MOHITOPUHT )KypHasIy TO/iii Ha OCHOBI aHasIi3y eHTporil
12
Appeca areHTa:
1.0

0.8

[MigxmrounTuch IcTopis
0.6
0.4 Cepe/iHe 3HaUEHHS: 0.00
0.2 MinimManbHe 3HaUeHHS: 0.00
0.0, 1 MakcumanbHe 3HaueHHs: 0.00
Email Telegram

MakcuMasibHa KibKiCTb Tofiiit Ha rpadiky: 1000

7 Bignpaeka noeiziomsieHs Ha MOLITY
Pexxum rpacdika: TR i

3miHa eHTporIii Biaxunenns enrpomii SMTP cepeep Ta ropr:
Ajipeca BignpapHuKa:
BepxHs fonycTiMa Me)Ka eHTPOITil: 0 I
apoib:
HwkHsa gomycTuMa Mexka eHTpOrii: 0 Af[peca oTpuMyBata;
ITouaTu MOHITOPUHT [TigTBRepauTH YBIMKHYTH TIOBiJOM/IEHHSA

Pucynok 4.1 — 'onoBHe BIKHO aHajizaropa

[Ticns BUKOHAHHS TIAKIIOYEHHS Ha rpadiky BiAOOpakarOThCsS 3HAYEHHS CHTPOIIi,
10 OTPUMYIOThCS Bij areHta (puc. 4.2). KopuctyBau Mae MOXKJIUBICTh 3MIHUTH KIJTBKICTh
noJii Ha rpadiky, I IKUX B1IOOpaxaeTbCs 3HAUEHHS €HTPOTI1, a TAKOXK PEXUM rpadiky
— «3miHa eHTpomii» abo «Bigxunenus earpomnii». KpiMm Toro, mporpama mokasye cepenHe,

MiHIMaJbHE Ta MAKCHUMAaJIbHE 3HAUCHsI €HTPOIII1 Ha Tpadiky.
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‘:, Entropy = X
MOHITOPHHT XypHaly IO/l Ha OCHOBI aHa/Ii3y eHTpOIIil

Appeca areHra:
192.168.43.101

IR T [ s e e

ITigkmoueHo IcTopis
1 Cepe/jHe 3HaUEHHS: 2.31
MiHiMasibHe 3HauUeHHs: 2.04
0 MakcumanbHe 3HaUeHHs: 2.46
0 25 50 75 100 125 150 175 200
MakcumMasibHa KiTbKiCTh Mol Ha rpadiky: 20q ) el

% Bignpaeka roeijomsieHb Ha Mol
Pexxum rpadika: AP g &£

3miHa eHTporii Bigxunenus eHTporii SMTP cepgep Ta nopr:

Anpeca BignpaBHuKa:

BepxHs JorycTHMa Me)Ka eHTpOITii: 0
IMapons:
HiwkHs fonycTMa Me)Xa eHTpOITii: 0
Appeca oTpumyBaua:
TTouat MOHITOPUHT [MigreepauTu YBIMKHYTH MOBi/JOM/IeHHSA

Pucynox 4.2 — I'padik 3MiHU €HTpOII1i HAa TOJJIOBHOMY BIKH1

JUig akTUBalii MOHITOPUHTY KOPHCTYBad Ma€ BBECTH BEPXHIO 1 HWKHIO MEXY
eHTpomii s pexuMmy rpadika «3MiHa EHTPOMIii», MIATBEPAUTH 3MIHHM, HATUCHYBIIU
kHonKy «IlinTBepautu», Ta HaTUCHYTHM KHONKY «Ilowatn moniTopunr». llicns mworo

Ha3Ba KHOIKH 3MIHIOEThCS Ha «IlepeBuiieHHs He BUBIICHO» (puc. 4.3).

2 Entropy = X

MOHITOPUHT >KypHaJIy TI0/[ili Ha OCHOBI aHaJIi3y eHTpPOIIii

3 Appeca areHra:
I Sy RS S s e 192.168.43.101
——
2 ITipxoueHo Icropia
1 Cepe/lHE 3HAUEHHS: 231
MiHiManbHe 3HaUeHHs: 2.04
0 MakcumabHe 3HaUeHHs: 2.49
0 25 50 75 100 125 150 175 200
MakcuMasbHa KiTbKICTh Mogil Ha rpadiky: 200 e el
e BizgnpaBka roeijomeHb Ha MOIUTY
3MmiHa eHTporii Bigxunenns eHtpormii SMTP cepsep Ta riopr:
Appeca BignpaBHuUKa:
BepxHs fonycTHMa Me)Ka eHTpOITi: 3 o
apojib:
HipkHSA onycTUMa Me)Ka eHTpOTTii: 1| A
[TepepuilieHHs He BUAB/IEHO ITigTBepauTU YBIMKHYTH MOBiJOM/IEHHSI

Pucynok 4.3 — BukoHaHHSI MOHITOPHUHTY
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Jlig akTuBauii BIANPABKY MOBIAOMJIEHb PO NEPEBUILIEHHS BCTAHOBJIECHUX 3HAYEHB
eHTporii kopuctyBad Mae BBectu SMTP cepBep Ta moprt, ajgpecy BiANpaBHUKA Ta Mapob

JUIS 1i€T apecH, a TaKoK aapecy OTpUMyBada MmoBigomieHs (puc. 4.4).

Email Telegram
Bianpaeka noerigomieHs Ha NOLITY

SMTP cepeep Ta nopt: smtp.ukr.net:465
Apfpeca BigmpaBHMKa: m @ukr.net

Hapo_}'[b: Rk R Rk R Rk kR kA
Azpeca oTpuMyBaua: m

BuMKHyTH TIOBifOMIEHHSA

Pucynok 4.4 — [1apameTpu BiANpaBKy NOBIAOMIIEHb HA €JIEKTPOHHY MOILITY

BignpaBka moBigomieHb TMOKa3zaHa Ha npukiaal cepsicy «Ukr.nety. Lleit cepsic
JI03BOJISIE CTBOPIOBATH OKPEMI1 IMAapoJii JIJIsl JOCTYITY 30BHIIIHIX MPOrpam J0 €IeKTPOHHOI
nomrtd. CTBOPEHHS MapoJisl JOCTYITHO B HAJIAIITYBaHHAX Oe3neku y BkIaa «KepyBaHHs

IMAP-gocTymiom» (puc. 4.5).

57 Kepysanusi IMAP-gocTynom N

Hanawryiite IMAP-gocTyn, wob npawiosaTi 3 NOLWTO Y 30BHILLHIX nporpamax (Hanpuknag, Microsoft Outlook, M.E.Doc)
6e3 BukopucTaHHa bpaysepa

DocTyn Ans 30BHIilWHIX nporpam @

CrorogHi 12:02 Entropy
Maponb aKkTUBHWIA
90000000 OCOCOIONINRNONDS

Mapone creopeHo: Coorogwi, 11:43

[etanbHiwe npo HanawTysaHHa IMAP-gocTyny yutanTe 3a nocunaHHAM

Pucynok 4.5 — HanamtyBaHHS 1OCTYITy 30BHIIIHIX IpOrpam A0 MOIITOBOTO CEPBICY

«UKkr.nety
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Takoxx nporpamMa Ma€ MOMKJIHBICTH BIANpPaBKH MOBiZOMJICHL B Telegram i3
BUKOpHCTaHHAM Oota. [y aktuBaii HeoOxinHo BBecTH API Token Oota, a Takox chat ID

KOpHCTYyBaya, IKOMY Oy1yTh HaJCHIATUCH MOBiTOMIIeHH: (puc. 4.6).

Email Telegram

Bianpaeka noeigomnens B Telegram

Beegite API token 6ota:
2

Beegits chat ID: 5 |

BumknHyTH NOBifOMTEHHSA

Pucynok 4.6 — [TapameTpu BianpaBku mosigomieHs B Telegram

Jlns cTBOpeHHs HOBoro Oota B Telegram BukopucToByeThcst 00T «BotFathery.
[licns BBefeHHA Ha3BU HOBOro Oota Homy Hamaerbesi APl TokeH, mo mo3Bossie

OTpUMYBaTH J0CTYyM 1boro 60Ta uepe3 HTTP API (puc. 4.7).

BotFather

Done! Congratulations on your new bot. You will find it at

t.me/ bot. You can now add a description,
about section and profile picture for your bot, see /help for a list of
commands. By the way, when you've finished creating your cool
bot, ping our Bot Support if you want a better username for it. Just
make sure the bot is fully operational before you do this.

Use this token to access the HTTP API:

Keep your token secure and store it safely, it can be used by
anyone to control your bot.

For a description of the Bot AP, see this page:
@88 https://core.telegram.org/bots/api

A

Pucynox 4.7 — CtBopenHst HoBoro 6ota B Telegram
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k110 3Ha4YeHHST €HTPOMIT BUXOAUTH 32 MEX1 BCTAHOBJICHUX IMOPOTIB 0€3IeKH, TOI1

3’ABISIETBCST  TIOBIOMIICHHS  «llepeBUIieHHs» Ta MOHITOPHHT 3yHNUHSEThCA. J[s
BIJIHOBJICHHS MOHITOPUHTY TIOTPIOHO HAaTHCHYTU Ha KHOMKY «llepeBuiienns» (puc. 4.8).
Takox TMOBIIOMJIEHHS TIPO TIEPEBUIICHHS pa3oM 13 rpadikoM 3MIHH EHTPOIii

Hajcunaetees B Telegram (puc. 4.9) Ta Ha enekTpoHHY oty (puc. 4.10).

E Entrop - x
MoHITOPHHT JKypHaTy Mo/jili Ha OCHORBI aHaTi3y eHTporii

Afpeca areHra:

2.0 192.168.43.101
i MMigxnroueHo IcTopis
1.0 2 Ygaral
UEeHHSA: 1.60
0.5 : 1.00
| Pepesuenust 3HAYeHHs: ]

0.0 € 3HaUeHHs: 1.95

0 25 50 6] 100 125 150 175 200

MaxkcHManbHa KiTbKicTs ogiif Ha rpadiky: 200 el

. Bianpaeka noeigoMieHs Ha To1Ir
Pexkum rpadika: P g v

3miHa eHTpomii Bigxunenns entporii SMTP cepeep Ta mopt: smtp.ukr.net:465
Afpeca BijnpaBHHKa: m (@ukr.net
BepxHa fonycTUMa MeKa eHTporii: 3
Hapo.m:.: seskskskokskokokokok ok kR R
Hipxua gonycTrMa Meyka eHTporii: 1

Appeca oTpuMyBaua: M

[TepeBumeHns! [TigTREpAUTH BUMKHYTH TIOBiAOM/TEHHS

Pucynok 4.8 — IloBiioMJIeHHS PO MEPEBUILEHHS BCTAHOBJIEHUX MOPOTIB OE3MEKH Yy

nporpami

L2 0 25 50 75 100 125 150 175 200
. lMepesuieHHs |
~ Pexum rpadika: 3miHa eHTponii

6 MoTouHe 3HaueHHs eHTponii: 0.9996

Jonyctumunia gianasow: 1.0 - 3.0

Pucynok 4.9 — IloBigomieHHS NPO MEPEBUIIICHHS BCTAHOBJICHUX IMOPOTIB O€3MeKH B

Telegram



m @ukr.net
) KOMY MeHI ~

05

0.0

|\ MepeBULLEHHS |
/. Pexxum rpadika: 3miHa eHTponil
@ MoTouHe 3HaueHHs eHTponii: 0.9996

Jonyctumuin gianasoH: 1.0 - 3.0

150 175 200

S7

Pucynox 4.9 — IloBimoMiieHHsI PO MEPEBUIICHHS BCTAHOBJIECHUX TMOPOTIB OE3IMEKH

Ha EJICKTPOHHIN MOIITI

Sxmo xopuctyBau o0paB pexum Trpadiky «BiaxuieHHs»,

TOA1 TPOIMOHYETHCS

BBCCTH 3HA4YCHHIA eHTpOHiT 3a HOpMaJIBHOT p060TH CUCTCMH, a TaKOX JOIYCTUMC

BinxwieHHs. Ha rpadiky Oyne BimoOpakaTHCh BIIXWJICHHS BiJl BKa3aHOro 3HaueHHs. Ha

pucyHsky 4.10 mokazano rpadik y TakoMy pekuMi poOOTH.

2 Entropy

0.4

03

0.2

0.1

0.0

MOHITOpPUHT )KypHaJ/Iy TIO/Iiii Ha OCHOBI aHasIi3y eHTpOIIil

/f\“ >

R \J

\/

0 25 50 75 100 125 150 175 200

MakcuMasibHa KiIbKICTh Mogiii Ha rpadiky: 200
Pexxum rpadika:

3miHa eHTpomii BigxunenHs eHTpomii

3HaueHHs eHTpOMii 3a HOpMa/IbHOI po6oTH: 158

[lorycTiMe BiXH/IeHHST: 1

[eperuiiieHHs He BUSABIEHO [TigTRepaUTH

Agppeca areHTa:
192.168.43.101

ITigkmoueHo

IcTopis

Cepe/iHe 3HAUEHHS: 0.22
MinimanbHe 3HaYeHHS: 0.00

MakcumanbHe 3HaUeHHs: 0.37

Email Telegram
Bianpaeka noeifjomeHb Ha MOIITY

SMTP cepeep Ta ropt: smtp.ukr.net:465

Ajpeca BiAnpaBHHKa: m @ukr.net
ITaponb: stttk stk sokokosk ool
Apfpeca oTpumyBaua: M

BuMKHYTH MTOBilOMIEHHS

Pucynok 4.10 — PoGota nporpamu y pexxumi «BiaXuiaeHHs! eHTpOIii»
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K0 BIAXWJICHHS EHTPOMIl MEPEeBUIIyE BCTAHOBJIEHE 3HAUCHHS, TOJ1 BHUBOJUTHCS

MOBIJIOMJICHHS TIPO TIEPEBUILEHHS Ta MPU3YNHHIETbCS MOHITOpUHT (puc. 4.11), a Takox

BIJITPABJISIETHCS TMTOBIZJOMJICHHS Ha €JICKTpOHHY momTy (puc. 4.12) ta Telegram.

Entropy

20

Pucynox 4.11 -

MOHITOPHHT KYPHAaIy TO/ii Ha OCHOBI aHasi3y eHTporil

mf

1.0

0.5

0'00 25 50 I6 100 125 150 175 200
MakcumansHa KinbKicTb Tofii Ha rpadiky: 200

Pesxxum rpadika:

3MmiHa eHTpOTIil Bigxunenuns entporii

3HaueHHA eHTPOTIi 32 HOpMankHOi poBoTH: 1.8
JommycTyme BigXHneHHs: 1|
[TepeBuineHHs! [TinTBepaMUTH

HOPMAJIbHOI'O 3HAYCHH:A

Pucynox 4.12 — TloBigoMJIGHHS TPO TICPEBUIICHHS JOIMYCTHMOIO

@ukr.net

m
KOMY MeHi ~

08

06 |~

04 A~
0.2
0.0
1. MepeBULLEHHA |
~/ PexuM rpadika: BiiXuneHHs eHTponii
@ MoTouHe 3HayeHHs: 1.0088

[onycTume BiaxuneHHs: 1.0

SHTPOIIT Ha €JIEKTPOHHIM MOIITI

[lepeBurieHHsT JOMYCTUMOTO  BIAXWJICHHS EHTPOIIl

= X
Appeca areHra:
192.168.43.101
[ligkntoueHo IcTopis
Cepe/iHE 3HAUEHHS: 1.44
MinimanbHe 3HaYeHHs: 1.09
MakcumainbHe 3HaUeHHA: 1.80
Email Telegram
Binnpaska noeigomieHs Ha NIOMTY
SMTP cepeep Ta mopt: smtp.ukr.net:465
Agpeca BinnpaeHHKa: m (@ukr.net
Hapo.ﬂb: e s e e ke e e e ek e ekl ke
Anpeca oTpumyeaua: @gmail.com
BumMKHYTH NIOBifOM/IEHHS
BIJ
-
~
//’/
150 175 200
BIIXWJIECHHS
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[IporpamMa TakoX MO3BOJSIE TEpPErIANATH TIONEPENHI 3HAYEHHS EHTPOIIii, M0
30epiratlotbest B 0a3i nmanux. s 1mporo moTpiOHO HATUCHYTH KHONKY «lIcTtopis» Ha
rOJIOBHOMY BIKHI mporpamu. [Iicisi 1bOro BIIKPUETHCS BIKHO, Y SIKOMY MPOMOHYETHCS
BBECTH aJIpeCy areHTa, i akoro Oyzae BigoOpakeHO rpadik eHTporii, a TaKOXK YaCOBUMN
niana3oH. Y JaHOMY BIKHI € MOXJIMBICTH 00paTu jABa pexkumu rpadika: «EHTpomis Bix
KUIbKOCT1 mofii» (puc. 4.13) Ta «EnTpomis Bia gatu/gacy» (puc. 4.14). Takox y upomy

BIKHI TTIOKa3aHO CEPEITHE, MIHIMAJIbHE Ta MAaKCUMAaJIbHE 3HAYCHHSI CHTPOTIi1 Ha Tpadiky.

i Entropy = X

IcTopis 3HaueHb eHTpOTIIT

Apipeca arenra: 192.168.43.101

3.0 Uacoswuii fiana3oH:

25 Jara rof XB ceK
) Mouatok: 18.052022 =~ 15 4 15 2 0

2.0 \\ /\\J‘/ Kinerp: 18052022 ~16 212 20
1.5

//r\ / TTokazartu rpadik
1.0

\
05 \“\L / \"‘\A/ Cepe/iHe 3HaUEHHS: 1.45

MiHimanbHe 3HaUeHHS: 0.00

4r <>

00 -\ -
0 300 600 900 1200 1500 1800 2100 2400 MakCHAREH SHadetim 2.80

Pexxum rpacika:

Entponis Biz KinbKocTi nogii Entpomnis Big gaTn/uacy

Pucynok 4.13 — I'padik icTopii eHTporii BiJl KiITbKOCTI MOA1H

'.1‘ Entropy = X

IcTopist 3HaUeHb eHTpoOTil

Appeca arenra: 192.168.43.101

Uacoerwuii jiamnazoH:

0’"‘ Jara rog  XB ceK
2 /’"\. IMouatox: 18.05.2022 ~ 15 3 15| =H(oph=
{ KjHe]_“,; 181052022 16 ¢ 12 =0 =

TTokasaru rpadik

8 2 8 N 8 8 2 N
2 = o h S 2 3 s Cepe/iHE 3HAUEHHS: 1.45
o o N o 0 o o N s
o P MiHimMa/ibHe 3HAaUeHHS: 0.00
© ®
- - MakcumasbHe 3HaueHHs: 2.80
Pexxum rpadika:
EnTpomnis Bif KinbKocTi ofin EnTpomis Big gatu/uacy

Pucynok 4.14 — I'padik icTopii eHTpoIIii BiJ AaTH 1 4acy
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4.2 BusiBjieHHsI aHOMAJIill B sKypHaJIi moaii

[lepmnii ekcriepuMEHT — aHaji3 KypHaIly MOl 13 3anmucamu ciyxk6u Sysmon. Ha
pucynky 4.15 mokazano rpadix 3MiHM E€HTpOIi MiJ Yac 3BUYAMHOI POOOTH CHUCTEMH 3
YBIMKHEHOIO ciTy’k0010 Sysmon. CepenHe 3Ha4eHHs eHTpomii — 2,25, miHiMansHe — 1,6,

MaKcHUMaJIbHe — 2,7.

0 400 800 1200 1600 2000 2400 2800

Pucynok 4.15 — I'padik 3MiHHM €HTPOIIII MiJl YaC HOPMaIbHOI pOOOTH CUCTEMU

Ha nactynHoMy erami 1OCTIKE€Hb BUKOHAIM MOJICTIOBAaHHS HECAHKI[IOHOBAHUX i
B CHCTE€MI 3 aKTHBHOIO CiIy»)00r0 Sysmon. B pamkax peamizaiii mgaHoro eramy OyJo
BUKOHAHO 3aIMKC BEJIMKOI KITHKOCTI (haiiiIiB Ta CTBOPEHO BEJIMKY KiJIBbKICTh IMPOIIECIB.

Ha pucynky 4.16 moxaszano rpadik 3MIHH EHTpOMi MmiJ Yac 3amucy BEITHKOl
KubkocTi (aitmi. Takuii xe rpadix OTpUMaHO y BUNAJKY CTBOPECHHS BEIHMKOI KUTBKOCTI
npoueciB. Ilig 4vac 3anmucy ¢aiiaiB eHTpomis JAOPIBHIOE HYJIO, 00 Yy BIKHI € JUIIe
MOBIJIOMJICHHS PO 1[0 MO/II0 1 11 HMOBIPHICTH AOPIBHIOE 1.

Takum 4yuHOM, OTpUMaHI Pe3yJbTAaTH JTO3BOJWIN 3pOOUTH BHCHOBOK, IO aHAI3
3HA4YEHb CHTPOINi CHUCTEMHM, SIKI PO3paxOBaHI Ha OCHOBI 3aMHCIB 13 XKypHAIy CIIyXOu
Sysmon 103BoJsiE 0/1pa3y BUSBUTH aHOMAJIbHI TOJIi B CHCTEMIi, 30KpeMa 3aluc BEJIUKO1
KUTBKOCTI (pailiiB, CTBOPEHHS BEJIMKOI KITBKOCTI MPOLIECIB B CUCTEMI.

Kpim TOro, BenuKy KUIBKICTh OJJHAKOBHUX 3aIUCIB B KypHaJll MOXKYTh T€HEPYBaTH 1
1HIT MOJIT B CHCTEMI, [0 HE BIAHOCSTHCS 10 HECAHKI[IOHOBAHUX, HATIPUKJIA/, OHOBJICHHS

91 BCTAHOBJICHHS ITPOTrpaM.
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0 160 300 450 600 750 900

Pucynox 4.16 — I'pacdik 3MiHM €HTPOIIIT i1 Yac 3aM1Cy BEJIUKOI KiTbKOCTI (haiiiiB

Takox Oyno BHUKOHAaHO W€ OJIMH THUIl aTaKW, SKUW HaBIAaKU CHPUYUHAE
IIPOTOKOJIFOBAHHSI BEJIMKOI KUTBKOCTI PI3HUX MO B )KypHali. Pe3ynpTaT araku BKIIOYA€E
B ceOe BijayieHe MiAKIIOYEHHS 10 IUJIBOBOI CUCTEMH Ta BUKOHAHHS €CKalallii MpUBLICiB.
Ha pucynky 4.17 nokazano rpadik 3MiHH €HTPOIIi i 4ac HOPMaJIbHOT POOOTH CUCTEMU
Ta M1J1 Yac BUKOHaHHs ataku. CepeaHe 3HaueHHs — 1,98, miHiManbHe — 1,53, MakcuMalnbHe

—2,12.

00 250 500 750 1000 1250 1500 1750 2000

Pucynok 4.17 — I'padik 3MIHUA €HTPOIIIT I11]1 YaC BUKOHAHHS aTaKu

[Tim yac BUKOHAHHS aTaKW 3HAYCHHS HTPOMIii OyJI0 MAaKCUMAaJbHUM 33 BECh MEPioJl
CIIOCTEpPEKEHb, 110 3YMOBIIEHO MPOTOKOJIOBAHHSAM MOJiN Oe3MeKH, 30KpeMa TaKuX, SK
CTBOpEHHS (ailnniB, Moau(iKallis peecTpy, BUKOHAHHS KOMaHJ B KOHCOJIl Ta CTBOPEHHS

MIPOIIECIB.
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[TopiBHsIEMO HaBeAeHUM rpadik i3 cepeaHIM 3HAUYCHHIM €HTPOIIIi Ha MPOMIXKKY, 110
BIJINIOBI/Ia€ HOpPMabHIN poboTi cuctemu. [Ipubim3HEe cepeaHe 3HAYECHHS HA IHOMY
npomikky — 1,9. Toxi rpadik BigXWJIeHHS EHTPOMIi BiJ BKa3aHOTO 3HAYECHHS Oyje
BUTIIAIATH TakK, SK MOKa3aHO Ha pucyHKy 4.18. Ilim yac HOpManbHOI POOOTH CHCTEMHU

BIIXWJICHHS €HTPOIIIi He mepeBuInye 3HaueHHs 0,4, a i1 9yac BUKOHAHHS aTaK¥ CTAHOBUTH

0,81.

1.0
0.8
0.6
0.4
0.2

0I'00 250 500 750 1000 1250 1500 1750 2000

Pucynok 4.18 — BigxuneHnHs eHTpomii BijJ] €TaJJOHHUX 3HA4Y€Hb

Ha ocHoBi BuIle 03Hau€HOT0 0YyJI0 3p00JE€HO BUCHOBOK, 1110 OMKCAaHI aTaKu CYTTEBO
BJIMBAIOTh Ha 3HAYEHHS EHTPOMNIi JKypHaJly MOAIHM, BIAMOBIJHO BEJIUKE BIAXWJIEHHS Bij
CTAJOHHUX 3HAY€Hb SHTPOIli MO)KE€ BKa3yBaTH Ha BUKOHAHHS HECAHKIIIOHOBAaHUX il B

CHUCTEMI.

4.3 MoKJIUBOCTI /11 BAOCKOHAJCHHS

Ilin yac BUKOHAaHHS TECTyBaHb OYJIO BUSBIJICHO, IO JCSKI IHIUACHTH O€3IMEeKH
MOXXYTh T€HEpPYBAaTH JAEKIJIbKAa OJHAKOBHX IOBIIOMJIEHb B JKypHall MOJINA. Y TakoMmy
BUIAJIKY 3HAYCHHSI €HTporii He Oyjae OJM3bKe 0 HyJsl, TOMY IIi TOAii MOXYTh HE OyTH
BUSIBJIEHI PO3POOJICHHM IIPOTPaMHUM 3aCO00M.

Hampuknan, mix wac 3aBaHTakeHHS ¢aiiiB 3 IHTEpHETY Opay3ep CTBOPIOE
nonatkoBuit ¢arnosuii motik (file stream), mo € oxHiero i3 MoX¥JHMBOCTEH (aililoBOl

cuctemu NTFS. Ileli motik Mae Ha3By «Zone.ldentifier» Ta npu3HaueHUH 115 TO3ZHAYCHHS
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daiiniB, 3aBaHTAKEHUX 3 IHTEPHETY, aje el TMOTIK MOXE TaK0X BHKOPHCTOBYBATHCH
3JIOBMHACHUKAMU JJI IPUXOBYBaHHS MIKIUTMBUX (aitmi [18]. 3a3Bu4aii 1meif moTik BMIITye
B cebe koj 30HU (zoneid), sika mo3HAaYae piBEHb JOBipU 10 (ailmy, a Takox aapecy, 3a

KOO 3aBaHTa)keHO (aiin (puc. 4.19).

2. Windows PowerShell

PS C:\Users\maxim> Get-Content C:\Users\maxim\Downloads\125961387.pdf
Zone.Identifier

[ZoneTransfer]

ZoneId=3

ReferrerUrl=https://scholar.google.com/
HostUrl=https://www.atlantis-press.com/article/125961387.pdf

Pucynox 4.19 — Bmict ¢aiimoBoro notoky «Zone.Identifier»

Cnyx06a Sysmon OyJie peecTpyBaTh CTBOPEHHS Takux (aiiiB sk 1B nmoaii — «File
created» Ta «File stream created». Tomy 11 yac CTBOPEHHS BEJIMKOI KiIJIBKOCTI (haiiB, 110
MaloTh JOJATKOBUI (halIOBHI MOTIK, XKypHAT MOMAIN Ciryxk0u Sysmon Oyje 3aliOBHEHUM

uMH aBoMa nofisimu (puc. 4.20).

Operational  Cobeitwid: 50 647 () Ecte HOBbIE cOBLITUA

YposeHb [Jata v Bpema Wctounnk  Koa coboerrna  Kateropwsa zapauu

‘i' CeepeHvs 23.05.2022 20:15:55 Sysmon 15 File stream created (rule: FileCr...
“j,‘ CeeaeHvia 23.05.2022 20:15:55 Sysmon 11 File created (rule: FileCreate)

( E]CBEASHMR 23.05.2022 20:15:55 Sysmon 15 File stream created (rule: FileCr..
’?"CBEAEHMH 23.05.2022 20:15:55 Sysmon 11 File created (rule: FileCreate)
'1" CeegeHvs 23.05.2022 20:15:55 Sysmon 15 File stream created (rule: FileCr...
'»i) CeegeHva 23.05.2022 20:15:55 Sysmon 11 File created (rule: FileCreate)

( E_‘) CeeaeHvis 23.05.2022 20:15:55 Sysmon 15 File stream created (rule: FileCr...
;J CeeseHusa 23.05.2022 20:15:55 Sysmon 11 File created (rule: FileCreate)
il CeegeHus 23.05.2022 20:15:55 Sysmon 15 File stream created (rule: FileCr...
i) CeegeHvs 23.05.2022 20:15:55 Sysmon 11 File created (rule: FileCreate)
7) CeeaeHua 23.05.2022 20:15:55 Sysmon 15 File stream created (rule: FileCr...
I‘ Ceeaexua 23.05.2022 20:15:55 Sysmon 11 File created (rule: FileCreate)
!J CeegeHvs 23.05.2022 20:15:55 Sysmon 15 File stream created (rule: FileCr...
i\l CeegeHus 23.05.2022 20:15:55 Sysmon 11 File created (rule: FileCreate)

Pucynox 4.20 — [1oBigomMiIeHHS Y )KypHaJIl ciy>k0M Sysmon Ipo CTBOpeHHS (aiiiiB,

10 MalOTh JI0JATKOBUH (hailJIOBHI MOTIK

VY upomy BuUManaky ABl mojii OyayTh piBHOWMOBIPHHMHM, TOJA1 3HAYEHHS EHTPOIIi
Oyzae MakcMMaldbHUM JJIi MHOKMHU TOBITOMJIEHB 13 JABOX €JIEMEHTIB Ta piBHUM | (puc.

4.21).
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Pucynoxk 4.21 — I'pacdik 3MiHM €HTPOII MiJ] Yac 3aMucy BEJIUKOI KIJTBKOCTI (haiiiB,

10 MaIOTh 1OAATKOBUH (haiiIOBUI TOTIK

JUist BUSIBJIEHHST BEJIMKO1 KIJIBKOCTI TOBTOPEHB ACKIIBKOX 3alUCIB B KYypHaJl NOI1N
MOKHa JIOJaTH 10 PO3POOJICHOr0 MPOTPaMHOTO 3aco0y pO3paxyHOK JucIiepcii BUOIpKH
3Ha4YE€Hb CHTPOMIi Ta 1i KOHTPOJb HA MEPEBUIICHHS BCTAHOBJIECHUX KOPUCTYBAuyeM MEX.
Jlucnepcis moka3ye CTyMiHb PO3CIFOBAHHS BUITAJIKOBOI BETMYMHU BIAHOCHO 11 CEpEAHBOrO
3Ha4eHHs [19, c. 41].

Takox 1€ OJHUM BapiaHTOM BJOCKOHAJICHHS € MOXJIMBICTH IMIJKIOYATUCH 0
JEKUTBKOX areHTIB Ta BUKOHYBAaTM MOHITOPUHT 3HAaY€Hb EHTPOIIi, 10 HAAXOAATH 13
JEKUTBKOX XOCTiB. BUKOpHCTOBYIOUM PO3pOOJICHHIA POrpaMHMiA 3aCi0 1€ MOXKHA 3pOOUTH
JIUIIE SIKIIO BIAKPUTH JEKUIbKA €K3EMIUISIPIB TPOTrpaMu, 110 CTBOPIOE HE3PYUHOCTI.

[Tix yac po3poOku nporpamu iHGOpPMAIIifo, IO OB’ sI3aHA 3 ar€HTaMH, a TAKOXK KOJI
TCP cepBepa 0ys10 BUOKPEMIICHO B OKPEMI KJIacH, 1110 J03BOJISIE CTBOPIOBATH HEOOMEKEHY
KUIBKICTh 00’€KTIB [MX KiaciB. ToMy Take BIOCKOHAJICHHS MOXKHa 3pOOUTH 13
MIHIMAIBHUMH 3MIHAMH KOJy TMpOrpaMH — HEOOXIMHO JuIie aoaaTd rpadiayHuit
iHTepdeiic, Mo A03BOJSAE IMAKIIOYATHCh J0 ACKUIBKOX AarcHTIB, a TaKOXX HaIHCaTH
byHKuii, ki OyIyTh KOHTPOJIIOBATH BiAoOpakeHHs 1HQopMalii 3 pi3HUX areHTIB Ha
TOJIOBHOMY BIKHI.

Kpim Toro, mMoxkxHa po3poOMTH areHT Ui KypHaJIB MOJIN 1HIIMX ONepaliifHuX
cucteM. JlJis 1bOro HEOOXINHO JIMILE JOJATH KOJ, 10 MPU3HAYEHUH I OTpUMaHHS
3aluCiB 13 KypHamiB. BoaHoyac po3paxyHOK €HTpoOMii Ta BiAMNpaBKa pe3yJbTaTiB

00YHCIIEHD 3ATNIIATHCA HE3MIHHUMM.
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BucHoBku 3a po3ainom 4

Y upoMy po3aini OMMCAaHO TECTYBAHHS PO3POOJIEHOrO0 MPOrpaMHOro 3acoly.
[TokazaHo poOOTy yciX KOMIOHEHTIB MPOTpaMH, a TAaKOXX BHKOHAHO JIESKI TUIHA aTaK Ha
iHpopManiliny cuctemy. OTpuMaHi pe3yibTaTH JO3BOJWIM 3pOOUTH BHUCHOBKH, IIIO
po3po0bieHa nporpaMa J03BOJISE BUSBIISATH OMKMCAaH] aTaKu.

Tako ONMMUCaHO MOXJIMBOCTI BAOCKOHAJIEHHS PO3POOJICHOTO MPOTrPaMHOIO 3aco0y.
Jlesiki ataku MOXKYTh T€HEPYBaTH BEIUKY KUIBKICTh JACKUIBKOX OJIHAKOBHUX MOMIH, SKI
MO’KHA BUSIBUTH LUIAXOM PO3pPaxyHKY JUCHEpCli €HTPOMii XKypHally MOJIH, sIKa MOKa3ye
MIpY PpO3CIIOBaHHS 3HA4YE€Hb BHUIIAJKOBOI BEJIWYMHU BIJHOCHO cepeaHboro. Takox s
BJIOCKOHAJICHHSI MPOTrpaMM MOXKHA PO3POOMTH areHT JUIsl 1HIIUX ONEepaliiHUX CHUCTEM 1

J0JaTH MOXKJIUBICTh MOHITOPUHTY JIEKIJIBKOX CUCTEM OJIHOYACHO.
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BUCHOBKH

VY nporneci BUKOHAHHS AUIIOMHOTO MPOEKTYBAaHHS PO3POOICHO MpOrpaMHUid 3aci,
IO J103BOJIsIE BUKOHYBATH MOHITOPHMHT XKypHaTy MOIi OmepariiHuX CUCTEM CiMEHCTBa
Windows nuisixom o6uuciaeHHs iHpopMaiiiftHoi eHTpomii.

BukonaHo aHaii3 HOpMaTUBHO-TIPaBOBOI 0a3u MI0/10 O€3MEKU XMapHUX OOYMCIICHb
Ta 3p00JIEHO BUCHOBOK, 1110 MOHITOPUHT € OJHHUM 13 HEOOX1THUX CKJIa/I0BUX 3a0€3MECUCHHS
1H(popmaniiiHoT Oe3nekn XxmapHux cepeaoBuil. Cepel KOMIOHEHTIB 1H(OpMaIiiHOI
CUCTEMHM, 3a SIKUMHU HEOOX1IHO BUKOHYBAaTH MOHITOPUHT, 30KpeMa, € >KypHaJu MOiil.
Takox pO3MIIAHYTO JEsKI MPOrpaMyd MOHITOPHHIY XKYPHAJIB MOJAIM Ta BU3HAYEHO, IIO
JesIKl aHOMaJTli B JKypHaJIl MOJIA MOXYTh 3aJIMIIUTUCH HEBHUsIBIEHUMHU. Ha OCHOBI 1IbOTO
c(OpMOBaAHO 3aBJAaHHS JUILIOMHOTO ITPOEKTYBaHHS.

JlocipKkeHo mpoliec po3paxyHKy €HTPOIil METOJOM PYXOMOTO BiKHA JJis JDKEpE,
Kl TIOCTIHHO TEHEpPYIOTh HOBI MOBIJOMIIEHHS, a TaK0X pO3pOOJIEHO MPOrpaMHy
peaizalliro I[boro METOIy Ha MOBI nporpamyBanHs Python.

[Ticnst nporo obpano omepartliiiny cucteMy Windows Ta mpoaHaiai30BaHO CKJI0BI
KypHaly ToAiil i€l omepariiiHoi cuctemu. [Iporpamu MOHITOPHHTY IJIsi XMapHHUX
CEpENOBHIIl 3a3BUYall CKJIaal0ThCS 13 JBOX KOMIIOHEHTIB — areHTa Ta aHamizatopa. Tomy
PO3pPOOJICHO areHT, SIKUil OTPUMYE 3aMUCH KypHaITY 1o Windows, a TakoX po3paxoBye
CHTPOMII 1 HAJACHUJIA€ aHai3aTopy MOTOYHI JaTy Ta dYac pa3oM 13 OOYMCICHUMHU
3Ha4eHHAMHM 3 BUKOpUCTaHHAM TCP 3’enHanHs.

Jlam po3poOiieHO aHami3aTop, SKUM OTPUMYE 3HAYECHHS EHTPOIi BiJl arcHTa,
nokasye ix Ha rpadiky, a TakoX 30epirae iX pa3om i3 1aTor0 1 4acoM B 0a3i JaHuX. Takox
y MeXaxX MOHITOPHHIY aHali3aTop BUKOHYE IEpPEBIPKY MEPEBUILECHHS BCTAHOBJICHHX
KOpPHUCTYBa4e€M JIOMYCTUMHUX 3HAUY€Hb EHTPOMii. SIKIIO BUSABICHO MEPEBUIICHHS, TOJ1
MOHITOPUHT 3YINHUHSETHCS 1 TMOBIIOMJICHHS HAJICUJIAETHCS HA EJIEKTPOHHY IOIITY Ta
Telegram. KpiMm Toro, aHamizaTop 103BOJIAE€ IMeperisgaTd Ha rpadiky 30epexeHi B 0asi

JAaHUX 3HAYCHHS SHTPOITII.
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[Ticnss po3poOKu TporpamMHOro 3acod0y BHKOHAHO Horo TecTyBaHHs. [lokazaHo
poOOTYy KOXKHOTO KOMIIOHEHTa MPOTPpaMH, a TAKOX BHKOHAHO JESKI THUIW aTak Ha
1H(popMaIiiiHy cucTeMy. Y MeKax MOJICNIIOBaHHS aTaK CTBOPEHO BEJMKY KUIbKICTh (haiisiiB
Ta mporeciB. Taki Aii CTBOPIOIOTh BEIMKY KIJBKICTh OJHAKOBHUX 3aIlMCIB Yy KypHaIi
CIyk0u Sysmon Ta MOXYTh BKa3yBaTH Ha JokaiabHI DoS artakwm. Ti cami pe3ynabTaTh
OyJIyTh Y BHUIIQJIKy CTBOPCHHS BEJIMKOI KUIBKOCTI 3aIlMCiB B PEECTpPl, IO TAKOXK MOXKE
BKa3yBaTH Ha HecaHKIioHOBaHl nii. KpiM Toro, BHKOHaHO araky, fka Imependadae
BCTAHOBJICHHSI HECAHKI[IOHOBAHOTO BIJIAJICHOTO 3’ €/THAHHS Ta MiABUIIECHHS NpUBLIeiB. L5
aTaka HaBIIAKU CIIPUYMHSE MPOTOKOIIOBAHHS BEJIMKOI KUIBKOCTI PI3HUX MOJIINA B JKypHAII.
Bukonani A0CHIPKEHHSI JO3BOJWIM 3pOOUTH BUCHOBOK, IIIO TaKl aTakd MOXYTb OyTH
BUSIBJICHI pO3pOOJIEHUM MTPOTPaMHUM 3aCOO0M.

VY KiHII 3aMpONOHOBAHO MOXJIMBI IUISIXA BJIOCKOHAJIEHHS PO3POO0JIEHOI porpamu,
0 BKJIOYAIOTh B ce0€ MOKIIMBICTh BUSBJICHHS JOJATKOBUX THIIIB aTaK, BUKOHAHHS
MOHITOPUHTY OJpa3y JIEKUIbBKOX CHCTEM Ta pO3pOOKYy areHTIB IS 1HIIMX OIepariiHuX

CHCTCM.
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JTOJATOK B

JIICTHUHI IPOI'PAMHOI'O 3ABE3ITIEYHEHHA

Arent — ¢aiin «WindowsEventLogs.py»

import win32evtlog, re, math, threading, queue, pickle, socket
from datetime import datetime

ip = '0.0.0.0"
sources=('System', 'Security', 'Application', 'Microsoft-Windows-
Sysmon/Operational', 'Windows PowerShell', '"Microsoft-Windows-PowerShell/Operational')

lock = threading.Lock()
g = queue.Queue ()
itemsn={}

seq=1[]
itemsf={}
w=300
dw=1
H=float (0)

def new logs event handler (reason, context, evt):
log = win32evtlog.EvtRender (evt, win32evtlog.EvtRenderEventXml)
provider=re.search (r'<Provider Name=([">]+)/>',10q9)
if provider[l].find('Microsoft-Windows-Sysmon')>(-1):
provider=re.search(r' ([0-9]+)</EventID>"', 1log)

calc (provider[1])
return 0

def calcH(f):
if £!=0:
h=float ((-1)*f*math.log2 (f))
else: h=float (0)
return h

def calc(provider):
global H, w, dw, itemsn, itemsf, seq, connection present
lock.acquire ()
seq.append (provider)
n=len (seq)
itemsn.clear ()

if n>=w:
for i, val in enumerate(seq):
if i>(n-w-1) or n==
if val in itemsn:
itemsn[val]+=1
else:
itemsn[val]=1
else:
itemsn[val]=0

if n==w:
for i in itemsn:
itemsf[i]=float (itemsn[i]/w)



def

def

def

def

H+=calcH (itemsf[i])
elif n>w:
if not provider in itemsf:
itemsf[provider]=float (0)
if (n-w)==dw:

H+=calcdH ()
for i in range(0,dw) :
seqg.pop (0)

now = datetime.now ()
data = [now, round(H,5)]
print (data)

g.put (data)
lock.release()

before (chseq) :

b=float (0)

for i in chseq:
b+=calcH (itemsf[i])

return b

now (chseq) :

now=float (0)

for 1 in chseq:
now+=calcH (float (itemsn[i]/w))

return now

calcdH() :
global itemsf
chseqg=[]
l=len (seq)
for i in range (0,dw) :
if not seqg[i] in chseqg: chseqg.append(seqli])
if not seqg[l-1-i] in chseqg: chseqg.append(seq[l-1-1i])

dh=(-1) *before (chseq) +tnow (chseq)

for i in chseq:
itemsf[i]=float (itemsn[i]/w)
if itemsfl[i]==
itemsf.pop (i)
return dh

server () :
global connection present
s = socket.socket?socket.AFilNET, socket.SOCK STREAM)
address = (ip, 1234)
s.bind (address)
s.listen(0)
print ('server started')
while True:
try:
client, client addr = s.accept/()
print ('connected')
while True:
event = g.get ()
data=pickle.dumps (event)
print (len (data))
client.send (data)
g.task done()
except:
client.close ()
print ('disconnected')

def main () :
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subscriptions=/[]
for source in sources:
subscriptions.append(win32evtlog.EvtSubscribe (source,
win32evtlog.EvtSubscribeToFutureEvents, None, Callback=new logs event handler,
Context=None, Query=None))
server ()

if name ==' main_': main|()

Ananizarop — ¢aiin «Entropy_client.py»

import tkinter as tk

import ctypes

import os

import main window as window

def on closing(root, w):
w.close connections|()

root.destroy ()

def main () :

root = tk.Tk(className = 'Entropy')
root.title('Entropy"')
if os.name == 'nt':

ctypes.windll.shcore.SetProcessDpiAwareness (1)
root.iconbitmap (default="'Icon.ico")
else:
img = tk.PhotoImage (file='Icon.png')
root.tk.call('wm', 'iconphoto', root. w, img)
w = window.main gui (root)
w.pack(side:"tog", fill="both", expand=True)
root.protocol ("WM DELETE WINDOW", lambda: on_ closing(root, w))
root.mainloop ()

if name ==' main ':
main ()

AHnadgizarop — ¢aiia «main_window.py»

import tkinter as tk

import matplotlib.animation as animation
import main functions as f

import shared gui as gui

import histor§_window as history

import relative to assets as assets

class Main colorboxes (tk.Frame) :
def 1init (self,parent):

tk.Frame. init (self, parent, bg = "#FFDEAD", height = 58, width = 1200)

self.parent = parent

self.parent.frame = tk.Frame (master = self.parent, bg="#FFF1C1l", width = 497,
height = 642)

self.parent.frame.place(x = 703, y = 58)

self.labell = tk.Label (master = self.parent, text = 'MOHiITOPMHT XypHaJy NHOOiN
Ha OCHOB1 aHamniszy eunrponii',font = ("Tinos", 24), bg = '#FFDEAD', fg="#4B0082")

self.labell.place(x = 0, y = 12, width = 1200, height = 36)
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class Graph gui (gui.Graph gui):
def init (self, parent):
super (). 1init (parent)
self.ani = animation.FuncAnimation(self.fig, self.animate, interval=500)

def animate (self, 1i):
if f.active agent != '':
agent =_f.agents[f.active_agent]
with agent.varlock:
y = agent.y
if agent.update and len(y) > 1:
self.plot graph(y)
self.show min max avg(self.parent,y)
agent.update = False

class Connect gui (tk.Frame):
def init (self, parent):
tk.Frame. init (self, parent, bg = "#FFF1Cl", width = 400, height = 143)
self.parent = parent
self.history opened = False

self.frame = tk.Frame (master = self, bg = "#FFFDF4", width = 400, height =
74)

self.frame.place(x = 0, y = 0)

self.labell = tk.Label (master = self, text = 'Ampeca arenra:',6 font =
("Tinos"™, 18), bg = '#FFFDF4', anchor='w"')

self.labell.place(x = 13, y = 5, width = 176, height = 28)

self.entry 1 = tk.Entry(master = self, bd=0, bg='#FFFDF4',
highlightthickness=0, font = ("Tinos", 18), fg = '#4B0082")

self.entry l.place(x=13, y=34, width=374, height=37)

self.button image 1 =
tk.PhotoImage (file=assets.relative to assets ("button 1l.png"))

self.button 1 = tk.Button (master = self, ima&e:self.button_image_l,
text="MIigkmouutucsy', font = ("Tinos", 18), compound='center', command =
self.button 1 handler, borderwidth=0, highlightthickness=0, relief="flat",
activebackground = "#FFF1Cl")

self.button 1l.place(x=0, y=85, width=189, height=47)

self.button image 9 =
tk.PhotoImage (file=assets.relative to assets ("button 9.png"))

self.button 9 = tk.Button(ﬁasEer = self, command = self.history button,
image=self.button image 9, text='Ictopia', font = ("Tinos", 18), compound='center',
borderwidth=0, highlightthickness=0, relief="flat", activebackground = "#FFF1C1")

self.button 9.place(x=211, y=85, width=189, height=47)

def button 1 handler (self):
agent = self.entry 1.get()
if not agent in f.agents and agent != '':
f.add agent (agent, self)
elif agent == '':
tk.messagebox.showwarning ('Yeara!', 'Bu mMaeTe BBecTHu azpecy!')
elif not f.agents[agent].connection:
f.connect (agent, self)

def history button(self):
if not self.history opened:
self.history window = history.History window(self, self.entry 1l.get())

self.history opened True
else:
self.history window.deiconify ()
self.history window.attributes ('-topmost', True)
self.history window.update ()
self.history window.attributes('-topmost', False)

self.history window.focus ()

class Graph type(gui.Graph type):
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def radio buttonl (self):
super () .radio_buttonl ()
self.parent.label2['text'] = "BepxHs pmomnycTuMa Mexa eHTpornii:"
self.parent.label3['text'] = "HuxHsg JonycTuMma Mexa eHTpomii:"
self.parent.entry 3.delete(0, 'end')
self.parent.entry 3.insert(0,'0")
self.parent.entry 4.delete(0, 'end')
self.parent.entry 4.insert(0,'0")

def radio button2 (self):
super () .radio _button2 ()
self.parent.label2['text']
self.parent.label3['text'] = "IonycTtume BinxmujeHHS:"
self.parent.entry 3.delete (0, 'end')
self.parent.entry 3.insert(0,'0")
(0
(0

"3HaueHHS eHTpoNnll 3a HopMmaJibHOI poborm:"

self.parent.entry 4.delete(0, 'end')
self.parent.entry 4.insert(0,'0")

class Graph params (tk.Frame) :

def init (self, parent):

tk.Frame. init (self, parent, bg="#FFFDF4", width = 703, height = 333)

self.labell = tk.Label (master = self, text = 'MakcuMaJbHa KiJbkicTb momil Ha
rpabiky: ', font = ("Tinos", 18), bg = '"#FFFDF4', anchor='w"')

self.labell.place(x = 47, y = 22, width = 456, height = 28)

self.label2 = tk.Label (master = self, text = 'BepxHsa IomoycTuMma Mexa
eurponii:',font = ("Tinos", 18), bg = '"#FFFDF4', anchor='w')

self.label2.place(x = 47, y = 162, width = 456, height = 28)

self.label3 = tk.Label (master = self, text = 'HwxHs momnycTyMa Mexa
enrponii:',font = ("Tinos", 18), bg = '#FFFDF4', anchor='w"')

self.label3.place(x = 47, y = 208, width = 456, height = 28)
self.graph type = Graph type (self)
self.graph type.place(x = 46, y = 67)
self.button image 2 =
tk.PhotoImage (file=assets.relative to assets ("button 2.png"))
self.button 2 = tk.Button (master = self, command = self.apply graph settings,
image=self.button image 2, text='llinTBepautu', font = ("Tinos", 18),
compound="'center', borderwidth=0, highlightthickness=0, relief="flat",
activebackground = "#FFFDF4")
self.button 2.place(x=444, y=264, width=213, height=47)
self.button image 5 1 =
tk.PhotoImage (file=assets.relative to assets("button 5 1l.png"))
self.button image 5 2 =
tk.PhotoImage (file=assets.relative to assets("button 5 2.png"))
self.button image 5 3 =
tk.PhotoImage (file=assets.relative to assets("button 5 3.png"))
self.button 5 = tk.Button(master self, command = self.monitor button,
image=self.button image 5 1, text='llouaTu MmoxHiTopmuur', font = ("Tinos", 18),
compound="'center', borderwidth=0, highlightthickness=0, relief="flat",
activebackground = "#FFFDF4")
self.button 5.place(x=47, y=264, width=350, height=47)
#max events on graph
self.entry 2 = tk.Entry(master = self, bd=0, bg="#FFFI1C1l",
highlightthickness=0, font = ("Tinos"™, 18), fg = '#4B0082"')
self.entry 2.place(x=572, y=22, width=85, height=34)
self.entry 2.insert (0,str (f.maxn))
#normal enthropy
self.entry 3 = tk.Entry(master = self, bd=0, bg="#FFF1C1l",
highlightthickness=0, font = ("Tinos"™, 18), fg = '#4B0082"'")
self.entry 3.place(x=572, y=162, width=85, height=34)
self.entry 3.insert(0,'0")

#violation
self.entry 4 = tk.Entry(master = self, bd=0, bg="#FFF1Cl",
highlightthickness=0, font = ("Tinos"™, 18), fg = '#4B0082"')

self.entry 4.place(x=572, y=208, width=85, height=34)



self.entry 4.insert (0, '0")

def apply graph settings(self):
#global maxn, update, graph mode, entry3v, entry4v, y, normal entropy
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if self.entry 2.get() == '' and self.graph type.button graph mode or
self.entry 3.get() == '' and not self.graph type.button graph mode:
tk.messagebox.showerror ("llomunka!", "Bu MaeTe BBecCcTM HapaMeTpu rpadixa!")
else:
try:
entry2v = int (self.entry 2.get())

entry3v = float (self.entry 3.get())
entrydv = float(self.entry 4.get())
if entry2v >= 5:
#read values
f.entry3v = entry3v
f.entrydv = entryidv
#graph mode
if self.graph type.button graph mode: #1

f.graph mode = True
f.normal entropy = 0
else: #2

f.graph mode = False
f.normal entropy = f.entry3v
f.maxn = entry2v
#update y
f.change events on graph()
else: tk.mesgageboxfshawwarning("YBara!", "KinmexkicTe noniy He Mae
OyTy MeHmomn 3a 5.")
except ValueError:
tk.messagebox.showerror ("llomunka!", "Bu MaeTe BBeCcTM umcio!")
self.entry 2.delete (0, 'end')
self.entry 2.insert (0,str (f.maxn))

def monitor button(self):
if f.active agent == '':
tk.messagebox.showwarning ("¥Yeara!", "IigkJjouyeHHS He BMKOHaHO!")
else:
agent = f.agents[f.active agent]
if not agent.checkv and not agent.connection:
tk.messagebox.showwarning ("Yeara!", "linoksoueHHS He BMKOHaHO!")
elif not agent.checkv and self.graph type.button graph mode !=
f.graph mode or not agent.checkv and f.entry3v != float(self.entry 3.get()) or not
agent.checkv and f.entrydv != float(self.entry 4.get()):
tk.messagebox.showwarning ("Yeara!", "Bu He nigoreepmunam s3MiHmM!")
elif not agent.checkv and float (self.entry 3.get()) ==
float (self.entry 4.get()) and f.graph mode:
tk.messagebox.showwarning ("¥Yeara!", "BepxHS 1 HWXHS MeXa He MOXe
36iraTuce!")
elif not agent.checkv and not agent.violation:
self.button 5['image'] = self.button image 5 2
self.button 5['text'] = 'llepeBuuleHHA HE BUABJIEHO'
agent.checkv = True
elif not agent.violation:
self.stop monitoring(agent)

else:
self.button 5['image'] = self.button image 5 2
self.button 5['text'] = 'llepeBulleHHA HE BUABJEHO'
agent.checkv = True

agent.violation = False

def stop monitoring(self, agent):
self.button 5['image'] = self.button image 5 1
self.button 5['text'] = 'llouaTn MOHiTOpPMHI'
agent.checkv = False



class Message gui (tk.Frame) :

def init (self, parent):
super (). 1init (parent)
self.configure(bg = "#FFF1C1l", width = 477, height = 323)

self.button message method = True
self.button image 6 1 =

tk.PhotoImage (file=assets.relative to assets("button 6 1l.png"))
self.button image 6 2 =

tk.PhotoImage (file=assets.relative to assets("button 6 2.png"))

self.button 6 = tk.Button (master = self, command = self.email button,
image=self.button image 6 1, text='Email', font = ("Tinos", 18), compound='center',
borderwidth=0, highlightthickness=0, relief="flat", activebackground = "#FFF1C1")

self.button 6.place(x=39, y=0, width=189, height=47)

self.button image 7 1 =
tk.PhotoImage (file=assets.relative to assets("button 7 1.png"))

self.button image 7 2 =
tk.PhotoImage (file=assets.relative to assets ("button 7 2.png"))

self.button 7 = tk.Button(ﬁasEer = self, command = self.telegram button,
image=self.button image 7 2, text='Telegram',6 font = ("Tinos", 18),
compound="'center', borderwidth=0, highlightthickness=0, relief="flat",
activebackground = "#FFF1C1")

self.button 7.place(x=251, y=0, width=188, height=47)

self.frame = tk.Frame (master = self, bg = "#FFFDF4", width = 477, height =
276)

self.frame.place(x = 0, y = 47)

self.label6=tk.Label (master = self, text="BimnpaBka noBimomyieHb Ha nowry",
font=("Tinos", 18), bg="#FFFDF4")

self.label6.place(x = 0, y = 56, height = 28, width = 477)

#mail server

self.label7=tk.Label (master = self, text="SMTP cepBep Ta nopt:",
font=("Tinos", 18), bg="#FFFDF4", anchor='w')

self.label7.place(x = 22, y = 101, height = 28)

self.entry 5 = tk.Entry(master = self, bd=0, bg="#FFF1C1l",
highlightthickness=0, font = ("Tinos", 18), fg = '#4B0082")

self.entry 5.place(x = 261, y = 99, width = 189, height = 34)

#sender mail / chat id

self.label8=tk.Label (master = self, text="Azmpeca BignparBHuxa:",
font=("Tinos", 18), bg="#FFFDF4", anchor='w')

self.label8.place(x = 22, y = 140, height = 28)

self.entry 6 = tk.Entry(master = self, bd=0, bg="#FFF1C1l",
highlightthickness=0, font = ("Tinos", 18), fg = '#4B0082")

self.entry 6.place(x = 261, y = 138, width = 189, height = 34)

#sender pssword

self.label9=tk.Label (master = self, text="llaposnv:", font=("Tinos", 18),
bg="#FFFDF4", anchor='w"')

self.label9.place(x 22, y = 179, height = 28)

self.entry 7 = tk.Entry(master = self, bd=0, bg="#FFF1C1l",
highlightthickness=0, font = ("Tinos", 18), fg = '#4B0082', show="*")

self.entry 7.place(x = 261, y = 177, width = 189, height = 34)

#reciever email

self.labellO=tk.Label (master = self, text="Ampeca oTpuMmyBaua:",
font=("Tinos", 18), bg="#FFFDF4", anchor='w')

self.labelll.place(x = 22, y = 221, height = 28)

self.entry 8 = tk.Entry(master = self, bd=0, bg="#FFF1C1l",
highlightthickness=0, font = ("Tinos", 18), fg = '#4B0082"'")

self.entry 8.place(x = 261, y = 216, width = 189, height = 34)

#apply button

self.button image 8 =
tk.PhotoImage (file=assets.relative to assets("button 8.png"))

self.button 8 = tk.Button (master = self, command = self.message button,
image=self.button image 8, text='YVeimkuHyTu noeimomnensHsa', font = ("Tinos", 18),
compound="'center', borderwidth=0, highlightthickness=0, relief="flat",
activebackground = "#FFFDF4")



self.button 8.place(x=98, y=265, width=305, height=47)

def email button (self):

if not self.button message method:
self.button message method=True
self.label6['text'] = 'BinnpaBka NOBlIOMJIeHb Ha IoWTYy'
self.label7['text'] = 'SMTP cepBep Ta noprt:'
self.label7.place(x = 22, y = 101)
self.entry 5.place(x = 261, y = 99, width = 189)
self.entry 5.delete (0, 'end')

if f.server != '': self.entry 5.insert (0, f.server + ':' + str(f.port))
else: self.entry 5.insert(0, ''")
self.label8['text'] = 'Ampeca BinnpaBHuka:'

self.label8.place(x = 22, y = 140)
self.entry 6.place(x = 261, y = 138)
self.entry 6.delete(0, 'end')

self.entry 6.insert (0, f.sender email)
self.label9['text'] = 'llaposub:'
self.label9.place(x = 22, y = 179)
self.entry 7.place(x = 261, y = 177, width = 189, height = 34)
self.entry 7.delete (0, 'end')

self.entry 7.insert (0, f.password)
self.labellO['text'] = 'Agpeca oTpuMmyBaua:'
self.labellO.place(x = 22, y = 218)

self.entry 8.place(x = 261, y = 216, width = 189, height = 34)
self.entry 8.delete (0, 'end')
self.entry 8.insert (0, f.receiver email)
self.button 6['image'] = self.button image 6 1
self.button 7['image'] = self.button image 7 2
if f.mail send: self.button 8['text'] = 'BumkHYyTM noeimomyueHHS'
else: self.button 8['text'] = 'VBimMkHYyTHM noBinmomieHHS'
def telegram button(self):

if self.button message method:
self.button message method=False
self.label6['text'] = 'Bimnparka noBimomyieHr B Telegram'
self.label7['text'] = 'BeemirTe API token 6Gora:'
self.label7.place(x = 37, y = 108)
self.entry 5.place(x = 37, y = 147, width = 404)
self.entry 5.delete (0, 'end')
self.entry 5.insert (0, f.token)
self.label8['text'] = 'BeemiTe chat ID:'
self.label8.place(x = 37, y = 196)
self.entry 6.place(x = 252, y = 192)
self.entry 6.delete (0, 'end')
self.entry 6.insert (0, f.chat id)
self.label9['text'] = "'
self.label9.place forget()
self.entry 7.place forget ()
self.labellO['text'] = "'
self.labellO.place forget ()
self.entry 8.place forget ()
self.button 6['image'] = self.button image 6 2
self.button 7['image'] = self.button image 7 1
if f.telegram send: self.button 8['text'] = 'BuUMKHYTU NOBILOOMJICHHA'
else: self.button 8['text'] = 'VBiMKHYTM NOBiOOMJIEHHA'

def message button(self):

try:

if self.button message method and not f.mail send:
if self.entry 5.get() != "' and self.entry 6.get() != '' and
self.entry 7.get() != '' and self.entry 8.get() != '':

server = self.entry 5.get().split(':")
f.port = int(server[l])



if f.port != 465 and f.port != 587:

tk.messagebox.showwarning ("¥eara!", "llopT He BimmoBimae
cepBicy SMTP\nJlocTynui nprtm: 465, 587")

else:

.server = server[0]

.sender email = self.entry 6.get()

.password = self.entry 7.get()

.receiver email = self.entry 8.get()
.email try to login()

self.button 8['text'] = 'BuMKHYyTM HOBimomiieHHA'
f.mail send = True

Hh th Hh Hh Hh

else:

tk.messagebox.showerror ("llomunka!", "Bu He BBeJM HeoOxinmHi

elif self.button message method and f.mail send:
.mail send=False
.server = "'
.sender email = "'
.password = "'
.receiver email =
self.button 8['text'] = '"YBiIMKHYTM HOBimoMJIeHHS'
elif not self.batton_message_method and not f.telegram send:

Hh Hh Hh Hh b

if self.entry 5.get() != '' and self.entry 6.get() != "':

f.chat id = self.entry 6.get()

f.token = self.entry 5.get ()

self.button 8['text'] = 'BuMKHYTM HOBigomieHHS'
f.telegram send = True
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else:

tk.messagebox.showerror ("llomunka!", "Bu He BBeJM HeoOxinHi

magi!"™)

elif not self.button message method and f.telegram send:

f.telegram send = False
f.chat id = "'
f.token = "'

self.button 8['text'] = 'YBiMKHYyTM noBimomyieHHS'

except IndexError:
tk.messagebox.showwarning ('¥Bara!',
nprtu: 465, 587")
except Exception as e:
tk.messagebox.showerror ("lloMmnnka!",

class main gui(tk.Frame) :

defiinzti(self, parent) :
super (). init (parent)
self.parent = parent
self.parent.geometry ("1200x700™)
self.parent.resizable(False, False)
self.configure (bg = "#FFFCF4")
#frames

'Bu mMaeTe BBecTu SMTP mopt!\nJocTynHi

e)

self.main colorboxes = Main colorboxes (self)
self.main colorboxes.place(x = 0, y = 0)

self.connect gui = Connect gui (self)
self.connect gui.place(x = 752, y

= 71)
self.min max avg = gui.Min max avg(self
= 214

self.min max avg.place(x = 752, y
self.graph gui = Graph gui (self)
self.graph gui.place(x = 0, y = 58)
self.graph params = Graph params (self)
self.graph params.place(x = 0, y = 368)
self.message gui = Message gui (self)

)
)

self.message gui.place(x = 713, y = 368)
self.message thread = f.Send message thread(self)

self.message thread.start ()
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def close connections (self):
for connection in f.tcp clients.values():
connection.close connection()

AnaugizaTop — ¢aiin «main_functions.py»

import socket, pickle, threading, io, requests, smtplib, ssl
from email.mime.text import MIMEText

from email.mime.multipart import MIMEMultipart

from email.mime.image import MIMEImage

import matplotlib.pyplot as plt

import tkinter as tk

import queue

import db_functions as db

g=queue.Queue ()

server = port = sender email = password = receiver email = chat id = token = "'

mail send = telegram send = False

lock = threading.Lock()

agents = {}

tcp clients = {}
]

active agent = "'

normal entropy = 0

maxn = 1000

entry3v = 0 #upper limit, normal entropy
entry4v = 0 #lower limit, allowed violation
graph mode = True

def add_agent (addr, window) :
global active agent
agents[addr] = Agent ()
active agent = addr
connect (addr, window)

def connect (addr, window) :
lock.acquire ()
tcp clients[addr] = Tcp client thread(addr, window)
if not agents[addr].connection:
agents[addr].y.clear ()
tcp clients[addr].start ()
agents[addr] .connection = True
else:
tk.messagebox.showwarning ("Yeara!", "IIiOkJoUyeHHs BXe BMKOHAHO.")
lock.release ()

def change events on graph() :
if active agent != '':

agent = agents[active agent]

with agent.varlock:
agent.y.clear ()
for event in db.get n last events(maxn, active agent):

agent.y.insert (0, abs(event[l] - normal entropy))

agent.update = True

def email try to login():
context = ssl.create default context()
if port == 587:
mail = smtplib.SMTP (server,port)
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mail.ehlo ()
mail.starttls (context=context)
mail.ehlo ()
mail.login(sender email, password)
mail.quit ()
else:
with smtplib.SMTP SSL(server, port, context=context) as mail:
mail.login(sender email, password)

class Agent() :
def init (self):

self.update = False
self.connection = False
self.y = []
self.checkv = False
self.violation = False
self.vi val =0 #violation value
self.varlock = threading.Lock()

class Tcp_client thread(threading.Thread):
def 1init (self, addr, window) :
threading.Thread. init (self, daemon=True)
self.addr = addr
self.window = window

def run(self):
agents[self.addr].connection = True

if self.addr == active agent: self.window.button 1['text'] = 'lligkJjaodeHHA...'
address = (self.addr,1234)

self.s = socket.socket (socket.AF INET, socket.SOCK STREAM)

try:

self.s.connect (address)
except Exception as e:
tk.messagebox.showerror ("lHoMmmnka!", e) #"IP apeca HenpaBuibHa!"
if self.addr == active agent: self.window.button 1['text'] =
'TIi gxounTUCh '
agents[self.addr].connection = False
if agents[self.addr].connection:
if self.addr == active agent: self.window.button 1['text'] = 'ligkjgodeHo'
try:
db.create db table(self.addr)
print ('connected')
while True:
data = self.s.recv(66)
event = pickle.loads (data)
self.add new value (event)
except Exception as e:
self.s.close ()
if self.addr == active agent: self.window.button 1['text'] =
'TI1igKI0UMTUCE '
self.window.parent.graph params.stop monitoring(agents[self.addr])
agents[self.addr].connection = False
tk.messagebox.showwarning ("Yeara!", e) #"IIigkjoUeHHS 3aKPUTO."

def add new value(self, event):
val = abs(event[1l] - normal entropy)
with agents[self.addr].varlock:
agents[self.addr].y.append(val)
db.update db(self.addr, event)
self.check(val)
with agents[self.addr].varlock:
if len(agents[self.addr].y) > maxn:
agents[self.addr].y.pop (0)
agents[self.addr] .update = True
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def check(self, wval):
if val > entry3v and graph mode and agents[self.addr].checkv or val < entryédv
and graph mode and agents[self.addr].checkv or val > entry4v and not graph mode and
agents[self.addr] .checkv:
tk.messagebox.showwarning ("¥Yeara!", "llepeBumeHus!")
with agents[self.addr].varlock:
agents[self.addr].vi val = val
agents[self.addr].violation = True
agents[self.addr].checkv = False
g.put (self.addr)

def close connection(self):
self.s.close()

class Send message_ thread(threading.Thread) :
def init (self, window):
threading.Thread. init (self, daemon=True)
self.window = window

def run(self):
while True:
addr = g.get()
self.agent=agents[addr]
if addr == active_ agent:
self.window.graph params.button 5['image'] =
self.window.graph params.button image 5 3
self.window.graph params.button 5['text'] = 'llepeBumenHa!'
im = self.create image()
if telegram send: self.telegram send message (im)
if mail send: self.email send message (im)
g.task done ()

def create image (self):
with self.agent.varlock:

y = self.agent.y

fig = plt.Figure(figsize=(7,3),dpi=200)
fig.subplots adjust (left=0.07, right=0.96, top=0.96, bottom=0.11)
x = range(l, len(y) + 1)

a = fig.add subplot()

a.fill_betwgen(x, y, alpha = 0.2, color = "#CFA000")

a.plot(x, y, color = "#CFA000")

a.set _ylim(bottom=0)

ymin, ymax = a.get ybound()
a.set ybound((ymin, ymax*1.2))
buf = io.BytesIO()
fig.savefig(buf, format='png')
buf.seek (0)

return buf

def telegram send message (self, im):
action = "sendPhoto"
text = self.get text(True)
data = {"chat id": chat id, "caption": text}
requests.post ("https://api.telegram.org/bot{0}/".format (token) + action,
data=data , files={"photo": im})

def email send message(self, im):

context = ssl.create default context ()
message = self.email form message (im)
if port == 587:

try:

mail = smtplib.SMTP (server,port)
mail.ehlo ()



def

def

agent

[l PexumMm rpadika:
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mail.starttls (context=context)

mail.ehlo ()

mail.login (sender email, password)

mail.sendmail (sender email, receiver email, message.as_string())
except Exception as e:

tk.messagebox.showerror ("llomunka!", e)

finally

mail.quit ()

else:
try:

with smtplib.SMTP SSL(server, port, context=context) as mail:

mail.login(sender email, password)
mail.sendmail (sender email, receiver email, message.as_string())

except Exception as e:
tk.messagebox.showerror ("llomunka!", e)

email form message(self, im):

messa&e = MIMEMultipart("alternative")
message["Subject"] = "MoHiTOpPMHI' eHTpoOmii"
message ["From"] = sender email

message["To

"] = receiver email

message.attach (MIMEText (self.get text(False), "plain"))
message.attach (MIMEText (self.get html (), "html"))

msglmage =

MIMEImage (im.getvalue())

msgImage.add header ('Content-ID', '<image>"')
message.attach (msgImage)
return message

get text(self, mode): #true - emoji, false - no emoji
agent = agentslactive agent] o only-one-
if mode:

if graph mode:
text = '"''U HIeperumenHs [\n

sMiHa eHTponii\n

(] HoTouHe 3HaueHHa enTponii: {0}\n

U DonycTuMmmit pianmasoH: {1} - {2}'''.format (agent.vi val, entrydv, entry3v)else:
text = '"''U HIepesumenHs [l\n

[ PexmM rTpadika: BimxmyenHsa enrponiiln

[J llorouHe 3HauvenHa: {0}\n

U OJonycTtume BigxmnenHa: {1}'''.format (agent.vi val, entry4v)

Pexum rpadbika:

else:

if graph mode:
text = '''llepeBumeHHs!\n

3MiHa eHTponiiln

lNoTouHe 3HaueHHsa enrTponii: {0}\n
Honycrummii miamason: {1} - {2}'''.format (agent.vi val, entrydv, entry3v)

PexuMm rpadika:

[ToTouHe

else:

text = '''llepeBumeHHs!\n

BioxuieHHa eHTponii\n

sHauveHHa: {0}\n
Honycrume BinxmieHHa: {1}'''.format (agent.vi val, entryiv)

return text

def get html (self):

agent = agents[active agent] o only-
one-agent
if graph mode:

<html>
<body>

html =

"'\
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<table style="background-color:#FFF1Cl" cellpadding="12">
<tr>
<td>
<table style="background-color:#FFFDF4" cellpadding="12">
<tr>
<td>
<br><img src="cid:image" width="700" height="300"><br>
<p style="font-size:24px">[ IlepeBumenHsa I</p>
<p style="font-size:24px">[] Pexum rpadika: 3mMiHa eHTpomii</p>
<p style="font-size:24px">[] [orTouHe 3HaueHHs eHTpomnii: {0}</p>
<p style="font-size:24px">[ JonycTummii nianasoH: {1} - {2}</p>
</td>
</tr>
</table>
</tr>
</td>
</table>
</body>
</html>
'"'.format (agent.vi val, entrydv, entry3v)
else:
html = """\
<html>
<body>
<table style="background-color:#FFF1C1l" cellpadding="12">
<tr>
<td>
<table style="background-color:#FFFDF4" cellpadding="12">
<tr>
<td>
<br><img src="cid:image" width="700" height="300"><br>
<p style="font-size:24px">[[] IepeBumenHs [I</p>
<p style="font-size:24px">[] PexyMm rpabika: BIiOxXmjeHHS eHTponii</p>
<p style="font-size:24px">[] [loTouHe 3HauenHsa: {0}</p>
<p style="font-size:24px">[] Jonyctume Binxmnenus: {1}</p>
</td>
</tr>
</table>
</tr>
</td>
</table>
</body>
</html>
''"'.format (agent.vi val, entryiv)
return html

AnauqizaTop — ¢aiin «history_window.py»

import tkinter as tk

from tkinter import ttk

from tkcalendar import DateEntry

import shared gui as gui

import db_ functions as db

import relative to assets as assets

from datetime import time, datetime

import matplotlib.dates as mdates

from matplotlib import pyplot as plt

from matplotlib.ticker import AutoMinorLocator, MaxNLocator
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class Main colorboxes (tk.Frame) :

def init (self,parent):
tk.Frame. init (self, parent, bg = "#FFDEAD", height = 58, width = 1200)
self.parent = parent
self.labell = tk.Label (master = self.parent, text = 'IcTopis 3HaueHb
eurponii', font = ("Tinos", 24), bg = '#FFDEAD', fg="#4B0082")

self.labell.place(x = 0, y = 12, width = 1200, height = 36)

class DateTime entry(tk.Frame) :
def init (self,parent):
tk.Frame. init (self, parent, bg = "#FFFDF4", width = 310, height = 34)
self.style = ttk.Style(self)
self.style.theme use('clam')
self.style.configure ('DateEntry', fieldbackground='#FFF1C1l',

foreground="#4B0082", bordercolor = '#FFF1Cl', lightcolor = '#FFF1Cl', darkcolor =
"#FFF1C1")

self.style.configure ('TSpinbox', fieldbackground='#FFF1C1l',
foreground="#4B0082", arrowsize=15, bordercolor = '"#FFF1C1', lightcolor = '#FFF1C1',
darkcolor = "#FFF1C1")

self.date entry = DateEntry(self, selectmode='day', style='DateEntry', font =
("Tinos", 16), locale='uk UA', date pattern = 'dd.MM.yyyy',

headersbackground="#FFF1Cl', normalbackground = '#FFFDF4', bordercolor =
'#E8CD70', background = '#E8CD70', foreground = 'black')

self.date entry.place(x=0, y=0, width=136, height=34)
self.hour string = tk.StringVar (value=0)
self.min string tk.StringVar (value=0)
self.sec _string = tk.StringVar (value=0)

self.hour enty = ttk.Spinbox(master = self, from =0, to=23, wrap=True,
style='TSpinbox', textvariable=self.hour string, font = ("Tinos", 16))

self.hour enty.place(x=138, y=0, width=55, height=34)

self.min entry = ttk.Spinbox(master = self, from =0, to=59, wrap=True,
style="TSpinbox', textvariable=self.min string, font = ("Tinos", 16))

self.min entry.place (x=195, y=0, width=55, height=34)

self.sec:entry = ttk.Spinbox (master = self, from =0, to=59,wrap=True,
style='TSpinbox', textvariable=self.sec string, font = ("Tinos", 16))

self.sec_entry.place(x=252, y=0, width=55, height=34)

def get time (self):
h = self.hour enty.get(
m = self.min entry.get(
s = self.sec entry.get(
timev = time (hour=int (h
return timev

, minute=int (m), second=int(s))

class History params (tk.Frame) :

def 1init (self,parent):
tk.Frame. init (self, parent, bg = "#FFFDF4", width = 440, height = 205)
self.labell = tk.Label (master = self, text = 'Apmpeca arenra:',6 font =
("Tinos"™, 18), bg = '"#FFFDF4', anchor='w')
self.labell.place(x = 13, y = 15, width = 166, height = 28)
self.label?2 = tk.Label (master = self, text = 'UacoBum pgianason:',6 font =
("Tinos"™, 18), bg = '"#FFFDF4')

self.label2.place(x =

0, y = 53, width = 440, height = 28)
self.label3 = tk.Label (mas

ter = self, text = 'llouarok:', font = ("Tinos", 18),

bg = '"#FFFDF4', anchor='w')

self.label3.place(x = 13, y = 121, width = 103, height = 28)

self.label3 = tk.Label (master = self, text = 'Kinmeun:',6K font = ("Tinos", 18),
bg = '"#FFFDF4', anchor='w')

self.label3.place(x = 13, y = 163, width = 87, height = 28)

self.labeld4 = tk.Label (master = self, text = 'Hara',font = ("Tinos", 14), bg
= '"#FFFDF4"')

self.labeld.place(x = 116, y = 88, width = 136, height = 24)

self.labelb5 = tk.Label (master = self, text = 'vom',6 font = ("Tinos", 14), bg =

'#FFFDF4")



self.labelb.place(x = 254, y = 88, width = 55, height = 24)
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self.label6 = tk.Label (master = self, text = 'xB',font = ("Tinos", 14), bg =
'"#FFFDF4 ")

self.label6.place(x = 311, y = 88, width = 55, height = 24)

self.label7 = tk.Label (master = self, text = 'cex',6 font = ("Tinos", 14), bg =
'"#FFFDF4 ")

self.label7.place(x = 368, y = 88, width = 55, height = 24)
self.entry 1 = tk.Entry(master = self, bd=0, bg="#FFFI1Cl',

highlightthickness=0, font = ("Tinos", 18), fg = '#4B0082")
self.entry l.place(x = 179, y = 12, width = 244, height = 34)
self.datetime entry 1 = DateTime entry(self)
self.datetime entry l.place(x = 116, y = 116)
self.datetime entry 2 = DateTime entry(self)

self.datetime entry 2.place(x = 116, y = 158)

class No data label (tk.Frame):

def init (self,parent):
tk.Frame. init (self, parent, bg = "#D4D4D4", width = 318, height = 57)
self.labell = tk.Label (master = self, text = 'Hemae gpaHux',6 font = ("Tinos",
18), bg = 'white', borderwidth=3, relief='solid')
self.labell = tk.Label (master = self, text = 'Hemae panux', font = ("Tinos",
18), bg = 'white')
self.labell.place(x = 2, y = 2, width = 314, height = 53)
class Graph gui (gui.Graph gui):
def init (self, parent):
super (). init (parent)
self.graph.place(x = 4, y = 4, width = 738, height = 388)
self.canvas _graph.get tk widget().config(width=738, height=388)
def show graph n(self, y):
self.fig.subplots adjust (bottom=0.075)
self.plot graph(y)
self.canvas graph.draw ()
self.show min max avg(self.parent, y)
def show graph date(self, x, y, tl, t2):
self.a.clear()
self.fig.subplots adjust (bottom=0.3)
self.a.plot(x, y, '.', markersize=1, color = "#CFA00O0")
self.a.minorticks on()
self.set y axis params()
self.set x axis date params(tl, t2)
self.canvas graph.draw ()
self.show min max avg(self.parent, y)
def set x axis date params(self, tl, t2):
self.a.xaxis.set major formatter (mdates.DateFormatter ('sd.%m.%y SH:%M'))
self.a.xaxis.set minor formatter (mdates.DateFormatter ('SH:%M:%S'"))
self.a.xaxis.set minor locator (AutoMinorLocator())
n = (t2.replace (hour=0, minute=0, second=0) - tl.replace(hour=0, minute=0,

second=0)) .days
if n<5 and n !=0:
self.a.xaxis.set major locator (MaxNLocator (n))
elif n==0:
self.a.xaxis.set major locator (MaxNLocator (1))
else:
self.a.xaxis.set major locator (MaxNLocator (5))
plt.setp(self.a.get xticklabels (minor = True) , rotation=90,
horizontalalignment='right', fontsize=11)

plt.setp(self.a.get xticklabels (), rotation=90, horizontalalignment='right',

fontsize=11)
self.a.set xlim(left = tl, right = t2)
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class Graph type(gui.Graph type):

def init (self, parent):
super (). init (parent)
self.configure (width = 716)
self.label5['text'] 'EuTponisg Binm ximbxocTi monmin'
self.label6['text'] 'EHTponia Bim martu/uyacy’
self.button 3.place(x = 27, y = 44)
self.button 4.place(x = 402, y = 44)
self.label5.place (x 64, y = 42, width = 315, height = 28)
self.label6.place(x = 439, y = 42, width = 258, height = 28)

class History window (tk.Toplevel) :
def init (self, parent, addr):

super () . init (parent, bg = "#FFF1C1l", width = 1200, height = 569)
self.parent = parent
self.resizable (False, False)
self.protocol ("WM DELETE WINDOW", self.on_closing)
self.main colorboxes = Main colorboxes (self)
self.main colorboxes.place(x = 0, y = 0)
self.graph gui = Graph gui (self)
self.graph gui.place(x = 0, y = 58, width = 746, height = 396)
self.history params = History params (self)
self.history params.entry 1l.insert (0,addr)
self.history params.place(x = 753, y = 65)
self.button image 10 =

tk.PhotoImage (file=assets.relative to assets("button 10.png"))

self.button 10 = tk.Button(master = self, command = self.show,
image=self.button image 10, text = 'llokazsaru rpadix', font = ("Tinos", 18), compound
= 'center', bordezwidth;O, highlightthickness=0, relief='flat', activebackground =
"#FFF1C1", background = "#FFF1C1")

self.button 10.place(x = 860, y = 277)

self.min max avg = gui.Min max avg(self)

self.min max avg.place(x = 773, y = 331)

self.frame = tk.Frame (master = self, bg = "#FFFDF4", width = 746, height =

115)
self.frame.place(x = 0, y = 454)
self.graph type = Graph type (self)
self.graph type.place(x = 15, y = 470)
self.no data label = No data label (self)
self.no data label.place(x = 214, y = 228)

def show(self):
try:
date 1 = self.history params.datetime entry l.date entry.get date()
date 2 = self.history params.datetime entry 2.date entry.get date()
timel = self.history params.datetime entry l.get time ()
time2 = self.history params.datetime entry 2.get time ()
datetimel = datetime.combine(date 1, timel)
datetimeZ = datetime.combine (date 2, time2)
addr = self.history params.entry 1l.get()
if db.check if table exists (addr):
events = db.get events by date([datetimel.strftime('%Y-
M:%S'"), datetime2.strftime('$Y-%m-%d %$H:%$M:%S')], addr)
if len(events) > 1:
self.no data label.place forget()
y = []
for event in events:
y.append (event[1])
if self.graph type.button graph mode:
self.graph gui.show graph n(y)
else:
x = []
for event in events:
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x.append (datetime.strptime (event[0], '%Y-%m-%d

self.graph gui.show graph date(x, y, datetimel, datetime2)
else: self.no data()
else: self.no data()
except:
tk.messagebox.showerror ("llomunka!", "BBeneHo HenpaBwuiabHi maui!",
parent=self)

def no data(self):
self.graph gui.clear graph/()
self.graph gui.set axis params ()
self.graph gui.canvas graph.draw()
self.graph gui.show min max avg(self, [0, 0])
self.no data label.place(x = 214, y = 228)

def on closing(self):
self.parent.history opened = False
self.destroy ()

AHnadnizarop — ¢aiia «db_functions.py»

import sglite3

import threading

db = sqglite3.connect('events.db', check same thread=False)
lock = threading.Lock()

def get n last events(n, addr):
lock.acquire ()
c = db.cursor ()
sql=""'SELECT * FROM \'{0}\' ORDER BY rowid DESC LIMIT {1}'''.format (addr, n)
c.execute (sql)
events = c.fetchall ()
lock.release ()
return events

def get events by date(date range, addr):
lock.acquire ()
c = db.cursor ()

sql=""'SELECT * FROM \'{0}\' WHERE EventDateTime >= \'{1}\' AND EventDateTime <
\'{2}\' ORDER BY rowid'''.format (addr, date range[0], date range[l])

c.execute (sqgl)

events = c.fetchall()

lock.release ()
return events

def check if table exists(addr):
lock.acquire ()

C db.cursor ()

c.execute ('''SELECT count (name) FROM sglite master WHERE type='table' AND
name=\"'{0}\''''.format (addr))

if c.fetchone () [0] == 0: table = False

else: table = True

c.close()

lock.release ()
return table

def create db table(addr) :
if not check if table exists(addr):
lock.acquire ()

89



90

db.execute ('''CREATE TABLE \'{O}\"' (
EventDateTime timestamp,
Entropy float);'''.format (addr))

lock.release()

def update db(addr, event):
lock.acquire ()

sgql = '"''INSERT INTO \'{0}\' (EventDateTime, Entropy)
VALUES (?,7?);'"''.format (addr)
values = (event[0],event[1l])

db.execute (sgl, values)
db.commit ()
lock.release()

AmnaJgizarop — ¢ain «shared _gui.py»

import tkinter as tk

from matplotlib import pyplot as plt

from matplotlib import style

from matplotlib.backends.backend tkagg import FigureCanvasTkAgg
from matplotlib.ticker import MaxNLocator

import relative to assets as assets

class Graph gui (tk.Frame) :
def init (self, parent):
_EE.Fraﬁg.iiniti(self, parent, bg = "#E8CD70", width = 703, height = 310)

self.parent = parent
style.use ('seaborn-whitegrid')
self.graph = tk.Frame(relief=tk.FLAT, borderwidth=0, master = self)
self.graph.place(x = 4, y = 4, width = 695, height = 302)
self.fig = plt.Figure(figsize=(7,3),dpi=100)
self.fig.subplots adjust(left=0.07, right=0.96, top=0.96, bottom=0.11)
self.fig.patch.set facecolor ('#FFFDF4')
self.a = self.fig.add subplot ()
self.a.tick params(axis='x"', labelsize=14)
self.a.tick params(axis='y', labelsize=14)
self.set axis params/()
self.canvas_graph = FigureCanvasTkAgg(self.fig, self.graph)
self.canvas graph.draw ()
self.canvas_graph.get tk widget () .pack()
self.canvas graph.get tk widget().config(width=703,height=310)

def clear graph(self):
self.a.clear()

def set axis params (self):
self.set y axis params ()
self.a.set xlim(left=0)
self.a.margins (x=0)
self.a.xaxis.set major locator (MaxNLocator (integer=True))

def set y axis params (self):
self.a.set _ylim(bottom=0)
self.ymin, self.ymax = self.a.get ybound()
self.a.set _ybound((self.ymin, self.ymax*1.2))

def plot graph(self, y):
self.a.clear ()
x=range (1, len(y) + 1)
self.a.fill between(x, y, alpha = 0.2, color = "#CFAQ00")
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self.a.plot(x, y, color = "#CFAQ00")
self.set axis params()

def show min max avg(self, target,y):

avgv = '{:.2f}'.format (sum(y)/len(y),2)
minv = '{:.2f}"'.format (min(y),2)
maxv = '{:.2f}'.format (max (y),2)

target.min max avg.set values(minv, maxv, avgv)

class Min max_avg(tk.Frame) :

def init (self, parent, *args, **kwargs):
tk.Frame. init (self, parent, bg = "#FFFDF4", width = 400, height = 142)
self.labell = tk.Label (master = self, text = '0.00',font = ("Tinos", 18), bg

= "#FFF1C1', anchor='s')

self.labell.place(x = 290, y = 12, width = 85, height = 34)

self.label2 = tk.Label (master = self, text = '0.00',font = ("Tinos", 18), bg
'"#FFF1C1', anchor='s')

self.label2.place(x = 290, y = 54, width = 85, height = 34)

self.label3 = tk.Label (master = self, text = '0.00',font = ("Tinos", 18), bg
'"#FFF1C1', anchor='s')

self.label3.place(x = 290, y = 96, width = 85, height = 34)

self.labeld4d = tk.Label (master = self, text = 'MakcumMmanbHe 3HaueHHA:',6 font =
("Tinos"™, 18), bg = '"#FFFDF4', anchor='w')

self.labeld.place(x = 18, y = 98, width = 269, height = 28)

self.labelb = tk.Label (master = self, text = 'CepezmHe 3HaueHHsa:',6 font =
("Tinos"™, 18), bg = '#FFFDF4', anchor='w"')

self.label5.place(x = 18, y = 15, width = 269, height = 28)

self.label6 = tk.Label (master = self, text = 'MiunimanbHe =3HaueHHsg:',6 font =
("Tinos"™, 18), bg = '"#FFFDF4', anchor='w')

self.label6.place(x = 18, y = 57, width = 269, height = 28)

def set values(self, minv, maxv, avgv):

self.labell['text'] = avgv
self.label2['text'] = minv
self.label3['text'] = maxv

class Graph type (tk.Frame) :
def init (self, parent, *args, **kwargs):
tk.Frame. init (self, parent, bg = "#FFFI1C1l", width = 611, height = 83)
self.button graph mode = True
self.parent = parent

self.labeld4 = tk.Label (master = self, text = 'Pexum rpadika:', font =
("Tinos"™, 18), bg = '"#FFF1Cl', anchor='w')

self.labeld.place(x = 12, y = 3, width = 172, height = 28)

self.labelb = tk.Label (master = self, text = 'BmMmiHa enTponii', font =
("Tinos"™, 18), bg = '"#FFF1C1l', anchor='w"')

self.label5.place(x = 71, y = 42, width = 174, height = 28)

self.label6 = tk.Label (master = self, text = 'Bimxujenua exntponii', font =
("Tinos"™, 18), bg = '"#FFF1Cl', anchor='w')

self.label6.place(x = 325, y = 42, width = 229, height = 28)

self.button image 3 =
tk.PhotoImage (file=assets.relative to assets ("button 3.png"))

self.button 3 = tk.Button (master = self, command = self.radio_buttonl,
image=self.button image 3, borderwidth=0, highlightthickness=0, relief="flat",
activebackground = "#FFF1C1l")

self.button 3.place(x=34, y=44, width=26, height=26)

self.button image 4 =
tk.PhotoImage (file=assets.relative to assets ("button 4.png"))

self.button 4 = tk.Button(ﬁasEer = self, command = self.radio button2,
image=self.button image 4, borderwidth=0, highlightthickness=0, relief="flat",
activebackground = "#FFF1C1")

self.button 4.place(x=288, y=44, width=26, height=26)

def radio buttonl (self):



self.button 3['image'] = self.button image 3
self.button 4['image'] = self.button image 4
self.button graph mode = True

def radio button2(self):
self.button 3['image'] = self.button image 4

self.button 4['image'] = self.button image 3
self.button graph mode = False

AnauqizaTop — ¢aiiu «relative_to_assets.py»

from pathlib import Path

OUTPUT PATH = Path(_ file ) .parent
ASSETS_PATH = OUTPUT_PATH / Path("./assets")

def relative to assets(path: str) -> Path:
return ASSETS PATH / Path (path)

92



