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The purpose of this article is to adapt the concept of derivative risks to project management methodology, to elucidate
the mechanism by which external changes transform into internal project threats and opportunities, and to substantiate a
model of chain reactions aimed at enhancing project resilience. The relevance of this study stems from the fact that the
contemporary project environment has evolved into an open structure subjected to constant pressure from macroeconomic,
regulatory, and technological factors. Traditional risk management often overlooks the cascading nature of threats,
focusing solely on direct impacts on the «project triangle».

The scientific novelty of the work lies in the introduction and justification of the concept of «project derivative risk»,
defined as a functional dependence on changes in the external environment. For the first time, project dynamics are
proposed to be viewed as a system of chain reactions to external impulses. The dual-vector model has been further
developed, enabling managers to identify not only destructive consequences but also «windows of opportunity» (derivative
opportunities) that arise during periods of turbulence.

The research methodology is based on a systems approach and the mathematical formalization of cascading processes.
The author proposes a formula for calculating the magnitude of derivative risk that accounts for the intensity of the
external trigger, the linkage transmission coefficient, and the level of internal system vulnerability. For the practical
implementation of the model, a parameter evaluation scale (ranging from low to high levels of determination) has been
developed, enabling a transition from qualitative description to quantitative analysis of the «domino effect».

Research results. The article develops and presents a «transformation matrix» that systematizes typical external
impulses (changes in regulatory frameworks, market volatility, logistical disruptions) and their internal consequences. It
is demonstrated that effective management requires the implementation of a proactive algorithm consisting of four stages:
horizon scanning, cascade analysis, response differentiation, and root-cause correction. Particular attention is given to
industry specifics: risks in the IT sector are shown to concentrate around the technological context, while in social projects
they cluster around stakeholder management.

Practical significance. The proposed toolkit enables project managers to anticipate cascading disruptions at the
initiation stage and to develop response plans focused on addressing root causes rather than merely their consequences.
This approach ensures the project’s strategic stability and adaptability within an aggressive external environment.

Key words: derivative risks, risk management, project management, IT projects, strategic management and resilience,
external trigger, cascading changes, chain processes, change and opportunity management, adaptability.

Introduction. The contemporary paradigm of  result of the transformation of external impulses into

project management is being shaped under condi- internal destructive or stimulating processes.
tions of unprecedented turbulence driven by global The key problem lies in the absence of a systematic
geopolitical transformations, financial market vol- methodological framework for identifying and ana-

atility, and exponential technological progress. The lyzing derivative risks. At present, project manage-
project environment has ceased to be a closed system ~ ment exhibits a gap between external environmental
with predictable parameters; instead, it has become  monitoring and internal change management. When
an open structure subjected to constant pressure from an external change occurs (for example, a shift in the

macroeconomic and regulatory factors. interest rate, the introduction of new environmental
The traditional approach to project risk manage- standards, or logistical disruptions), it acts as a trigger
ment, codified in international standards (such as the  that activates a chain reaction. This reaction gener-
PMBOK Guide), is largely oriented toward identi-  ates new, previously unidentified events — derivative
fying direct threats — events that have an immediate  risks — which are often masked as operational prob-
impact on the «project triangle» (time, cost, scope). lems, although they in fact have deep strategic roots.
However, in real-world conditions, most critical risks Insufficient attention to the derivative nature of

are not direct but cascading in nature. They ariseasa  risks leads to a «domino effecty», in which the project
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manager responds to consequences (internal threats)
without understanding their functional connection
to the original source (the external influence). This
not only increases the probability of project failure
but also nullifies the «windows of opportunity» that
emerge alongside external changes. Consequently,
there is an urgent need to develop models that would
formalize the transition from an external impact to
a specific derivative risk, thereby ensuring the pro-
ject’s strategic stability and adaptability in a dynamic
environment.

Despite the existence of international standards
(such as PMBOK), the mechanism of risk «cascad-
ing» remains insufficiently studied in project man-
agement. There is no clear methodology that would
allow practitioners to forecast how a change in a spe-
cific external parameter (for example, the tax regime
or technological stack) will transform into concrete
derivative risks at the level of individual project
work packages. The problem of identifying not only
negative consequences but also «derivative opportu-
nities», which are often overlooked due to a focus on
loss minimization, also remains unresolved.

The purpose of the research. The purpose of
this article is to adapt the concept of derivative risks
to project management methodology, to elucidate
the mechanism by which external changes transform
into internal project threats and opportunities, and to
substantiate a chain-reaction model for enhancing
project resilience.

Analysis of recent research and publications.
Fundamental aspects of strategic risk management
in complex systems have been studied by many
scholars. A significant contribution to the formation
of theoretical foundations was made in [1], where
the concept of a «derivative risk of impact devel-
opment» was conceptualized. The author demon-
strates that risk should be considered as a function
of changes in the external environment — that is, as a
derivative quantity of external factors. The proposed
mathematical model describes the mechanisms by
which business processes adapt to external triggers.
At the same time, the specificity of project activity —
namely its uniqueness and its constraints in time and
resources — requires further clarification regarding
the applicability of this concept specifically to pro-
ject management.

Further development of the systems approach to
risk is reflected in works [2—3], devoted to modeling
environmental risks in project activities. These stud-
ies substantiate the need to integrate strategic analy-
sis into a unified risk management system and exam-
ine the morphological characteristics and systemic

interconnections that determine a project’s resilience
to external influences.

The issue of project complexity and the propaga-
tion of risks within projects is addressed in study [4],
which proposes a two-level model: a descriptive fac-
tor model at the upper level and a graph-based model
at the lower level. This approach makes it possible
to identify critical dependencies among project ele-
ments and to forecast project behavior. Additionally,
a method for clustering actors is proposed, forming
groups of interrelated participants outside the formal
hierarchy, thereby bringing the organizational struc-
ture closer to a network model and improving coor-
dination in complex projects.

A substantial body of research focuses on risk
analysis in specific industries. In particular, study
[5] shows that large-scale infrastructure projects, due
to their duration and complexity, are especially sen-
sitive to external influences. The use of specialized
planning systems such as Primavera P6, combined
with construction management protocols, makes it
possible not only to systematize threat identification
but also to plan for unforeseen circumstances.

IT projects exhibit their own distinctive risk pro-
files. Study [6] presents a bibliometric analysis of
contemporary scientific publications and disserta-
tions, identifying twelve thematic clusters of risks
associated with digital technologies, cybersecurity,
analytics, outsourcing, and change management.
Similar findings are reported in [7], which concludes
that most IT project risks are concentrated in six key
domains: organizational culture, schedule and cost,
project environment, team, user or client, and tech-
nological context.

In international projects, the multidimensional
nature of risks plays a crucial role. Study [8] pro-
poses an integrated three-level management model
encompassing political, economic, legal, cultural,
and operational factors. Such integration of strategic,
operational, and cultural levels enhances the effec-
tiveness of international project implementation and
reduces unforeseen costs.

A separate line of research concerns risk manage-
ment practice. Study [9] emphasizes that the project
manager effectively performs the functions of a risk
manager, being responsible for the timely identifi-
cation of and response to threats. Meanwhile, study
[10] shows that a significant portion of risk manage-
ment in practice is carried out through informal or
implicit methods that are not always reflected in for-
mal procedures but may prove more effective.

With the development of digital technologies,
the role of intelligent risk analysis tools is increas-
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ing. Study [11] notes that the application of machine
learning and predictive analytics enables the process-
ing of large volumes of data and the identification of
complex patterns, thereby supporting proactive fore-
casting and decision-making. However, the adoption
of such technologies is constrained by human factors
and stakeholder resistance.

International standards also play an important
role in formalizing risk management. Study [12]
demonstrates that effective management requires the
integration of qualitative and quantitative methods in
accordance with the recommendations of standards
such as PMBOK [13] and ISO 31000:2018 [14]. The
use of Big Data technologies and specialized infor-
mation systems for risk assessment is also recog-
nized as promising. A comparative analysis of stand-
ards presented in [15] indicates that ISO 31000 is the
most universal and adaptable, whereas certain stand-
ards, such as NIST SP 800-53, are oriented toward
specific domains, including cybersecurity.

Finally, a synthesis of best practices in risk man-
agement across different stages of the project life
cycle is presented in [16], which reviews contempo-
rary methods of risk identification, qualitative and
quantitative assessment, and the influence of emerg-
ing technologies in this field.

Despite the substantial volume of research
devoted to the identification, assessment, and man-
agement of risks in project activities, analysis of the
scientific literature indicates insufficient attention to
the mechanisms by which derivative risks arise as
a result of the transformation of external influences
into internal project processes. Most studies focus
on risk classification, evaluation methods, standard-
ized management procedures, or industry-specific
characteristics, whereas issues such as the cascading
propagation of risks, their functional relationship
with primary external triggers, and the possibility
of formalized forecasting of such chain reactions
remain underexplored. In particular, there is a lack
of comprehensive models capable of describing the
transition from macro-environmental changes to spe-
cific internal threats or opportunities at the level of
individual project elements. This necessitates further
development of the theoretical and methodological
foundations for the study of derivative risks in pro-
ject management and substantiates the relevance of
the chosen research direction.

Presentation of the main research material.
The contemporary paradigm of project management
requires a fundamental rethinking of the role of the
external environment, which has evolved from a
predictable backdrop into a dynamic source of cas-

cading change. Traditional approaches embedded
in PMBOK standards are primarily oriented toward
identifying direct threats to the «project triangle»
(time, cost, scope). However, real-world practice
indicates that most critical risks are not direct but
cascading in nature, arising as a result of the transfor-
mation of external impulses into internal destructive
or stimulating processes.

Conceptualization and cascading mechanism. The
contemporary paradigm of project management calls
for a radical reassessment of the role of the external
environment, which has shifted from a predictable
background to a dynamic source of cascading change.
Traditional approaches codified in PMBOK stand-
ards remain largely focused on identifying immediate
threats to the «project triangle» (time, cost, scope). Yet
practical experience demonstrates that the majority
of critical risks are not direct but cascading, emerg-
ing from the transformation of external impulses into
internal disruptive or enabling processes.

A central element of this study is the introduction
of the concept of «project derivative risk». Unlike
primary risks, a derivative risk is defined as a func-
tion of changes in the external environment — that is,
as a derivative quantity of external factors. The emer-
gence of such risks is described through a chain-re-
action model, in which an external change (trigger)
activates a sequence of internal disruptions. When
an external event occurs — for example, a change in
the interest rate or a logistics collapse — it acts as an
impulse that converts external instability into inter-
nal threats to resources, schedules, and quality.

To move from qualitative description to quanti-
tative analysis, derivative risk should be treated as
a functional relationship. If the external trigger is
defined as an impulse 7,,,, then the state of an internal
project element E,, after the impact can be described
through a transformation coefficient:

Rder = Z(Iexr : Ktmns )’ (1)

where R, is the magnilﬁllde of the derivative risk; 7,
is the intensity of the external trigger (for example,
a percentage change in the exchange rate or interest
rate); K, 1s the transmission coefficient, which
determines the degree of linkage between the external
environment and a specific work package; and 7, is
the indicator of the internal vulnerability (sensitivity)
of the project system to change.

For practical application of formula (1), the fol-
lowing parameter evaluation scale is proposed:

1. Transmission coefficient (K,,, ), which deter-
mines the degree of linkage between the external
environment and a project work package:

34

sens
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* 0,1-0,3 (low) — indirect influence, presence
of buffers (e.g., stable inventories during logistical
disruptions);

* 0,4-0,7 (medium) — direct dependence,
requiring plan adjustments within a single sprint/
phase;

* 0,8-1,0 (high) — strict determinacy (e.g.,
a legal change that renders the current technology
non-compliant).

2. Internal vulnerability indicator (V,,, ), which
characterizes the project system’s ability to absorb
critical events (the «shock» state):

* below 0,5 (resilient system) — presence of
time and financial buffers, as well as a cross-func-
tional team;

» above 0,5 (critical sensitivity) — operating in
a «just-in-time» mode, absence of financial reserves,
narrow resource specialization.

This formalization allows the «domino effect» to
be assessed not as a random occurrence, but as a sys-
tematic process of deviation propagation through the
project’s critical dependencies.

Analytical decomposition of risk transformation.
A key theoretical feature of the proposed approach is
the dual-vector model, which enables simultaneous
assessment of both destructive and stimulating effects
of external factors. External turbulence is often masked
as operational problems, although it frequently has
deep strategic roots. Neglecting this derivative nature
leads to the «domino effect», where the project man-
ager reacts only to consequences without understanding
their functional connection to the original source.

To gain a deeper understanding of these trans-
formation mechanisms and to identify entry points
through which external threats penetrate the internal
project structure, a specialized transformation matrix
was developed. In the table below (Table 1), typical
external impulses and their corresponding derivative
project risks are systematized, allowing the manager
to clearly trace the logic of internal changes depend-
ing on the nature of the root cause.

Industry-specific features and management tools.
The study confirms that the cascading mechanism

manifests differently depending on the project’s
industry. In large-scale infrastructure projects, due
to their extended duration, derivative risks require
the use of specialized information systems, such as
Primavera P6, to model scenarios for unforeseen cir-
cumstances. In the IT sector, risks are primarily con-
centrated around the technological context, cyberse-
curity, and organizational culture, necessitating the
use of intelligent analytical tools, including machine
learning and Big Data.

The choice of a specific management method
directly depends on the project’s complexity and the
required level of detail for cascading relationships.
To compare the effectiveness of different approaches
in the context of identifying derivative threats, an
analysis was conducted, the results of which are pre-
sented in Table 2. This table highlights the advan-
tages and limitations of each method, supporting a
reasoned selection of tools depending on the project’s
objectives for adaptation to external turbulence.

Consider the following example illustrating the
mechanisms of transformation, highlighting the speci-
ficity of derivative risks in socially significant projects:

1. Trigger source — political instability and shifts
in donor priorities.

2. Entry point — stakeholder management [17].

3. Derivative risk — loss of reputation and sus-
pension of funding, arising from a failure to timely
adapt to societal demands.

Proactive response and strategic resilience.
Effective management of derivative risks requires
the development of proactive response plans focused
on addressing root causes (external influences)
rather than merely their internal consequences. This
approach not only minimizes the likelihood of pro-
ject failure but also enables the effective exploitation
of «windows of opportunity» that arise from market
turbulence.

Applying the proposed chain-reaction model
provides project managers with tools to forecast the
«domino effect» at the initiation stage, ensuring the
project’s adaptability and strategic stability in an
open and aggressive environment.

Table 1

Transformation matrix of external impulses into derivative project risks

Derivative risk
(Internal consequence)

External trigger
(Root cause)

Monitoring indicator

Strategy according

(KPI) to the dual-vector model

Change in regulatory

Opportunity (early entry into eco-

framework (e.g.,

Need for redesign, increased
certification costs

Number of updates in the
standards registry

markets and gaining competitive

environmental standards) advantage)
Financial market volatility Liquidity deficit, change in | Deviation of LIBOR/UIRD | Threat (budget revision, currency risk
(interest rate) cost of capital rate from planned >5% hedging)

Global logistics disruptions

Cascading delays, team idle
time

Supply schedule deviations
(Lead Time)

Opportunity (shift to local suppliers,
inventory optimization)

Technological progress

Premature obsolescence
of solutions before phase
completion

Citation index of new
technologies (Hype Cycle)

Opportunity (implementation of
innovations through Agile requirement
changes)
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Achieving strategic resilience requires the imple-
mentation of an algorithm based on the dual-vector
model. Instead of the traditional approach of simply
mitigating threats, the project manager should act
according to the following scenario (Fig. 1).

Conclusions. The study confirms that under con-
ditions of contemporary economic turbulence, tradi-
tional static approaches to risk management are los-
ing their effectiveness, as they focus on direct threats
and often ignore the complex nature of cascading
change. The introduction of the concept of «project
derivative risk» makes it possible to shift the man-
agement focus from passive responses to internal
problems toward proactive monitoring of external
root causes that act as triggers of chain reactions. The
proposed mathematical model — based on the inten-
sity of the external impulse, the transmission coeffi-
cient, and the level of the system’s internal vulnera-
bility — enables a transition from intuitive assessment

to scientifically grounded forecasting of the «domino
effect» within the project structure.

Of particular scientific significance is the
dual-vector model, which demonstrates that exter-
nal instability is not solely a source of destruction
but also creates specific «windows of opportunity»
for innovative development and strategic adaptation.
The developed transformation matrix and step-by-
step algorithm for project manager actions establish
a practical foundation for identifying entry points
through which external threats penetrate the pro-
ject’s internal structure — an issue especially relevant
for dynamic sectors such as IT and large-scale infra-
structure. Thus, the proposed toolkit not only makes
it possible to halt the spread of cascading disruptions
at early stages but also to transform external chal-
lenges into competitive advantages, ensuring the via-
bility and strategic resilience of the project system
within an open and aggressive environment.

Table 2

Comparative analysis of approaches to risk identification and assessment

Advantages in the context of

Analysis method derivative risks

Limitations Standardization source

Allows prioritization of threats
in accordance with international
standards

Qualitative and
quantitative analysis

May not account for complex
nonlinear «cascading»
relationships

PMBOK, ISO 31000

Machine learning and
big data

Detection of hidden patterns and
proactive forecasting

Constrained by human factors
and stakeholder resistance

Contemporary scientific
research

Visualization of critical

Graph-based modeling | dependencies and system behavior

High complexity in model

construction for large projects Systems approach

forecasting
4 4 )
Step 1. Identification of external impulses as root causes, rather
Horizon E> than solely monitoring internal deviations
- J - J
4 N 4 N
> Step 2. Mapping the chain «external trigger — entry point —
Cascade derivative risk» using the transformation matrix
- J - J
> Step 3. If the derivative risk has a positive vector, a plan is
developed to capture the «window of opportunity» (e.g.,
Response . . . o
. I accelerated implementation of innovations in response to
differentiation technoloaical proaress)
- J - J
4 L - . .
> Step 4. Redirecting resources to modify interaction with the
external environment (e.g., revising contracts), allowing
Root-cause .
. the «domino effect» to be halted before complete
correction proiect destabilization
- - J

Fig. 1. Step-by-step action scenario for the project manager
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HHOXIAHI PU3UKHU B YIIPABJIIHHI TPOEKTAMM: AK 30BHIIIHI 3MIHHU
TPAHC®OPMYIOTHCA Y BHYTPIIHIHI 3AT'PO3U TA MOKJINBOCTI

Baaum 3103100

KaHAWJAT TEXHIYHUX HayK, JOLEHT, TOUEHT KadepH TeXHOIOTiH yIpaBIiHHI

KuiBchkuii HalioHambHUE yHiBepcuTeT iMeHi Tapaca IlleBuenka, By, Bomomumupcebka, 60, Kuis, Ykpaina, 01033,

vadym.ziuziun@knu.ua
ORCID: 0000-0001-6566-8798

MeToro cTarTi € ajanTaiis KOHIEMIT MOXiIHAX PU3UKIB 10 METOONIOTI] YNPABIiHHS IPOEKTAMH, PO3KPHUTTS MeXa-
Hi3My TpaHCopMaLii 30BHILIHIX 3MIH Y BHYTPILIHI IPOEKTHI 3arPO3U Ta MOKIIMBOCTI, a TAKOK OOIPYHTYBaHHS MO
JIAHILIOTOBUX PEaKILiil Jisl MiIBUIEHHS CTIMKOCTI MPOEKTIB. AKTYalIbHICTh AOCHIKCHHS 3yMOBJCHA THM, II[O CydacHe
MPOEKTHE CEPEIOBHUIIIE MIEPETBOPHIIOCS HA BIIKPHTY CTPYKTYpY, sKka IepeOyBac Iij MOCTIHHIM THCKOM MaKpoeKOHOMiq-
HUX, HOPMATHBHHX Ta TEXHONOITYHHX YHHHUKIB. TpajnuiiiHuii PUSHK-MEHEUKMEHT 4acTo iIrHOpy€ KacKaiHuii Xapakrep
3arpo3, KOHLEHTPYHOYHMCh JIMIIE HA IPAMUX BILIMBAX HA CIIPOEKTHHUI TPUKY THUK.

HaykoBa HOBU3HA POOOTH IOJIArae y BIPOBA/UKCHHI Ta OOIPYHTYBAHHI MOHSTTS IPOEKTHOTO MOXIXHOTO PH3HKYY,
SIKHi PO3TIINAETBCS SIK (YHKILIOHAIBHA 3a/ICKHICTD BiJl 3MIH y 30BHILIHBOMY CepeloBHLLL. Briepiuie 3anpornoHoBaHo pos-
IIAJATH IMHAMIKY IPOEKTY SIK CHCTEMY JaHIIOTOBUX PEaKLii Ha 30BHILIHI iMITymbcH. OTprMana MoAa/IbIInii PO3BUTOK
MOJIeNTb ABOBEKTOPHOCTI, 110 J103BOJIAE MEHEKEPY 1AeHTH(IKYBaTH He JIHIIe ASCTPYKTHBHI HACHIIKHY, a # «BIKHA MOXK-
JMBOCTEH (ITOXiAHI MOXKIIMBOCTI), IKi BUHHUKAIOTh Y TIEPioan TypOyIeHTHOCTI.

ISSN 1995-0519 (print), ISSN 2072-8263 (online)



KOMITHOTEPHI HAYKA

Mertoponorist gocniKeHHs 6a3yeThCsl Ha CHCTEMHOMY TTi/IXO/I Ta MaTeMaTHyIHiN opMartizalii mpomeciB KackayBaH-
Hs. ABTOPOM 3aIIPOIIOHOBAHO (hOPMYITY PO3PAaXyHKY BEIMYMHHU MOXITHOTO PH3HKY, iKa BPAXOBY€ IHTEHCHUBHICTh 30BHIIL-
HBOTO TpHTEpa, KOeDIIIEHT TIepeiadi 38°s13Ky Ta piBeHb BHYTPIIHBOT BPa3IMBOCTI cHCTeMH. JIJist pakTHYHOT peaizanii
MOﬂeni PO3pOOIIEHO IKATY OLIHIOBAHHS IAPAMETPIB (BiJl HU3BKOTO 110 BACOKOTO PiBHS IETEPMiHAIlI), IO JI03BOJIAE MEpe-
HTH BiJI IKICHOTO ONHCY /10 KiJIbKiCHOTO aHaizy «e(eKTy J0MiHo».

Pesynbrati 0CIiOKeHHS. Y CTAarTi po3pobIeHO Ta MPEACTABICHO «MATPULIO TpaHcopMmalii», sKka CHCTeMaTH-
3y€ THIIOBi 30BHIlUHI IMITYJIbCH (3MiHa HOPMATHBHOI 0a3H, BONATHILHICTG PUHKIB, JIOTICTHYHI 3001) Ta iXHi BHYTpilHi
HacaikK. JI0BECHO, 110 e()eKTHBHE YIPABIIHHS BUMAra€ BIPOBA/UKCHHS IPOAKTHBHOTO AJITOPUTMY, IKHI CKIa/a€ThCs
3 4OTHPBOX CTAIliB: CKAHYBAHHs [OPU3OHTY, aHAIli3y KacKalyBaHHs, Ai(epeHiianii peakiiii Ta KOpeKuii NepuIonpuInHH.
Oco0nuBy yBary npuziieHo raiy3seiil cnenuiii: BusHaeHo, mo B [T-ceKTopi pusHKN KOHIEHTPYHOTHCS HABKOJIO TEX-
HOJIOTIYHOTO KOHTEKCTY, @ B COLIaJIbHUX IPOEKTAX — HABKOJIO YIIPABIIHHS 3aI[iKaBICHUMHU CTOPOHAMH.

[1pakTiyne 3HaYCHHS. 3aPOIIOHOBAaHKH IHCTPYMEHTApIH JT03BOJISE MPOEKTHIM MEHEKEPaM MPOTHO3YBATH KacKajiHi 3001
1II¢ Ha eTar IHIawii Ta po3poO/IsATH IUIaHN pearyBaHHs, OPIEHTOBaHI Ha POOOTY 3 NEPIIONPUYMHAMH, & HE JIMIIE 3 IXHIMA
Hacriakamu. Lle 3ae3nedye cTpareriaiy CTaOUILHICTD Ta a1aNITUBHICTb POEKTY B arPECHBHOMY 30BHIIIHBOMY CEPEIOBHIIL.

Kitro40Bi c;10Ba: 110Xi/iHi pU3HKK, yIIPABIIHHS PU3HKAMH, yIPaBIliHHs npoekramu, IT-npoekrn, crpareriyte ynpas-
JiHHS Ta CTIHKICTb, 30BHINIHIN TPUTEP, KACKA/IHI 3MiHH, JIAHIIOTOBI POLECH, YNIPABIIiHHS 3MiHAMH Ta MOMKIMBOCTAMH,
alalTUBHICTB.
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