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PANDEMIC COVID-19 AS A KEY FACTOR IN THE DEVELOPMENT
OF DDOS-ATTACKS INSURANCE

The COVID-19 pandemic was a turning point for all participants in economic relations. The insurance market has faced
new challenges related to the format of cooperation with clients changing, as well as the transformation of clients’ business.
Remote work has identified threats that can not only stop the industry but also destroy it. One of the examples of such threats is
DDoS-attacks, targeted at stopping the computer systems of the victims of the attack. In 2021, the share of organizations that
suffered losses after DDoS-attack increased to 86.2 %, 9 pp more than before the COVID-19 pandemic. IT administrators sometimes
don't notice the consequences of attacks, so they can't assess the state of their business entirely. Cybersecurity experts should
be involved in this monitoring, but often they only restore IT systems, without compensation. The set of services in cyber-insurance
policy consists of: monitoring the client's IT systems, providing recommendations for its improvement, assistance in case of
DDOS-attack, payment of compensation, and restoration of reputation. Therefore, DDoS-attacks insurance has become more popular
during the COVID-19 pandemic. The volume of the cyber-insurance market grew by 39 % in 2020 and reached $7 billion vs 2018. The
primary insurers in this area are media and publications, as all their activities are built on Internet-based systems.

The article examines the transformation of the cyber insurance market in the world before and after the beginning of the COVID-19
pandemic. The state and prospects of DDoS-attacks insurance are considered, and the necessity of developing of this type of
insurance in Ukraine is proved. Recommendations are provided for the introduction of cyber DDoS-attacks insurance products in

the portfolio of Ukrainian insurance companies in the context of the Digital Strategy of Ukraine 2030.
Keywords: insurance; cyber insurance; cyber risk; DDoS-attack; digital transformation.

Introduction. The digital transformation of developed
countries has accelerated globalization processes around
the world. Along with the positive effects of innovation, some
problems cannot be solved in the usual ways. The issue of
low levels of cyber security became particularly acute with
the onset of the global COVID-19 pandemic, and most
business entities were forced to switch to a remote work
format and automate much of their processes.

The international community has repeatedly covered
cases of discrediting and shutting down reputable services
through DDoS attacks carried out by interested groups of
attackers. Despite the well-known devastating effects of
such cyber-attacks, there is still no single tool to block them
completely. It is a widespread practice of organizations to
create cyber security departments, conduct briefings and
staff training, and cooperate with relevant experts, but
even such a set of measures does not provide zero risk.
An effective mechanism in this case is the DDoS-attacks
insurance, as it combines and prior monitoring of the
insured in the field of cyber security, and providing
recommendations for improving its IT-systems, and support
the proposed software, and compensation in case the onset
of a cyber incident, and the resumption of its activities after
the attack. Therefore, the development of cyber insurance
in the world needs research, as specific patterns will help
start this type of insurance in Ukraine.

The purpose of the article is to determine the role and
impact of the COVID-19 pandemic on the development of
DDoS-attacks insurance and to outline the key features of
its occurrence for use in the insurance market of Ukraine.

Methodology. The article is based on the following
methods of research and analysis of insurance market
development in the world and Ukraine: methods of
induction and deduction in analyzing the cyber insurance
market in the world; observation in identifying key features
of the development of DDoS-attacks insurance in the
world; synthesis in establishing relationships between the
pace of market development and the challenges of the
environment arising from the impact of COVID-19;
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comparison method to create a ranking of DDoS-attacks
insurance types of policies, system analysis in the
process of considering the prospects for the development
of DDoS-attacks insurance in Ukraine.

Literature review. Cyber security has become an
especially critical after the transition of business processes
to digital structure. At the current stage of economic
development, companies need to use digital technical
devices and ensure their integrity and safety. Theoretical
cyber insurance issues are reflected in many prominent
economists' works. Thus, among the scientists who study
and research the process of assessment and insurance of
cyber risks, we can single out S. Romanosky, L. Ablon,
A. Kuehn, T.Jones [1], who investigated approaches to
cyber risk assessment risks from a practical perspective in
their research. N. Kshetri conducted an institutional analysis
and studied the evolution of the cyber insurance market [2],
as well as considered the economic nature of cyber
insurance with the justification of the profitability of its
various types [3]. D. Woods and R. Bohme considered the
mechanisms of response to cyber incidents in the context of
globalization processes, as well as options for partnership
with expert organizations [4]. D. Markopoulou compared the
place of cyber insurance in EU and US policy and suggested
regulatory options for various possible challenges [5]. M. Liu
described the theoretical and practical aspects of cyber
insurance as a key element in promoting the cyber security
of enterprises and states [6]. At the same time, the issue of
cyber insurance in Ukraine remains insufficiently disclosed,
as there is a need to identify current global trends in cyber
insurance and the position of domestic insurers on the
readiness to present cyber insurance products in the
Ukraine insurance market.

Results. Cyber insurance market overview in 2018-2021.
The global COVID-19 pandemic has become the basis for the
transformation of the insurance market. Optimization of
insurance companies' business processes was based on
the virtual jobs creation, data collection automation and
transmission, branching out channels of communication with
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customers and simplification of formalized procedures at the
stage of insurers' acquisition process.

Global trends that have affected change include external
and internal factors. The key factors that became the basis
for the transformation of the cyber insurance market were:

¢ reduction in work efficiency due to illness (temporary
absence from work) or death (loss of a skilled worker) from
COVID-19,

e attempts to maintain business activity during the crisis
with the maintenance of contacts with both external and in-
ternal customers,

¢ the transition of most enterprises to a remote format
of work with the concomitant need to train staff in new tech-
nologies and programs,

e establishing continuous supply chains of organiza-
tions and their customers,

e organizations depend on the latest technologies and
programs, as well as the level of their security and safety of
data channels [7].

Obviously, the primary indicator that distinguishes the
format of business organizations before and after the
COVID-19 pandemic is the quality of digitalization of com-
panies' processes. The transition adaptation period to new
conditions has been crucial for many companies, as the
share of companies that have suffered at least once from a
successful cyber-attack has increased by 1 percent in 2019
vs 2018, by 3 percents in 2020 vs 2018 and by 9 percents
in 2021 vs 2018 (see Figure 1). Such galloping growth is
evidence of the cyber-attacks development, as well as the
lack of enterprise IT-systems security.

The beginning of COVID-19
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Figure 1. The share of organizations that suffered from at least one successful cyber-attack in 2015-2021

Source: Compiled by the authors based on [8].

At the end of 2021, about 86.2 % of companies have been
attacked by cybercriminals with further consequences: finan-
cial and reputational losses. In order to reduce cyber-attacks
negative impact, business owners have made decisions to se-
cure information structures. However, today the pace of de-
velopment of cybercrime tools is growing rapidly, so it is im-
possible to fully secure IT systems. A practical solution, in this
case, is cyber insurance product usage, which on the one
hand, help to monitor the current status of policyholders, and

on the other hand provides financial support in case of losses
due to the cyber incident.

Cyber insurance became more popular in 2019-2021
compared to 2017-2018, due to a higher growth rate of
gross insurance premiums. The volume of the cyber insur-
ance market shows an average growth rate of 28 % during
2015-2021 due to the increase in threats caused by cyber
incidents (see Figure 2).

The beginning of COVID-19
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Figure 2. The volume of the cyber insurance market in 2015-2021

Source: Compiled by the authors based on [9].
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Every year, the diversity of cyber insurance products ex-
pands under the influence of challenges that arise at the
global and local levels. It was found that the reason for the
significant increase of 39 % of gross premiums in 2020 vs
2018 were an improvements of cyber insurance policies,
which covered more types of risks than in the period before
the COVID-19 pandemic. Scientists identified many ap-
proaches to the classification of the kinds of cyber insur-
ance. However, in the framework of building a model for the
development of this type of insurance, we consider the most
appropriate classification by sources of risk. According to Al-
liant Cybersecurity, the most common sources of risk are
cyber-attacks, such as:

¢ malicious software,

e denial of service due to DDoS-attack,

e employee attack (MITM),

e SAQL injection into program code [10].

It is worth noting that this classification is currently a gen-
eralized state, as over time the variety of options for cyber

The beginning of COVID-19

threats will increase. In our opinion, one of the most promis-
ing areas of development of cyber insurance, which already
exists, is the promotion of policies to cover the risk of denial
of service through a DDoS attack.

DDoS-attack is implemented by attackers according to
the following procedure: the site is attacked from a large
number of devices, not one. The more devices, the more
load on the server and the more chances to make the site
inaccessible. The complexity of the attack is measured by
time, the longer attack duration, the more dangerous it is.
The attack can involve any device that connects to the Inter-
net and can send requests: smartphones, smart watches,
appliances, hosting servers [11].

After the start of the COVID-19 pandemic in 2019, the
number of DDoS attacks increased by 20 % vs. 2018, and
in 2020 by 37 % vs. 2018. As of the end of 2021, the daily
number of DDoS attacks exceeded 33,000, as this type of
cyber-attack is one of the cheapest and most accessible in
the world (see Figure 3).
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Figure 3. The dynamics of DDoS attacks in the world in 2018—-2021

Source: Compiled by the authors based on [12].

Given the growth rate of DDoS attacks, in 2023, their
number is expected to ~15 million. As the number of attacks
increases and their success and effectiveness, we consider
cyber insurance a promising option for securing organiza-
tions and their customers.

The state of DDoS-attacks insurance in the world. Despite
their ease of implementation and relative cheapness, DDoS
attacks are an effective instrument of discrediting government
websites, official websites of global and local organizations or
public figures; "freezing" the sites of competitors of online plat-
forms for dating or sales; to stop the provision of certain ad-
ministrative or entertainment services. For local organizations
that do not have adequate protection against cyber-attacks,
such interventions can be catastrophic, as DDoS attacks can
completely stop their service or sales. The traditional conse-
quences of DDoS attacks are:

¢ loss of income due to unavailability of service,

¢ inability to monetize content,

e reduction of labor productivity,

e costs for restoring IT systems,

e damage to the brand reputation,

e reduction of market share,

e redemption costs for blocked files/applications [13].

Given the possible consequences, most organizations
create preventive sets of measures that increase the
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reliability of their IT systems. But it is impossible to alto-
gether avoid this type of risk, as attackers, in turn, are con-
stantly improving their tools, thereby increasing the opportu-
nities for cybercrime. An effective way out of such conditions
was to create a new type of cyber insurance — DDoS attacks
insurance. Nowadays, the Financial Services Roundtable
[13] has identified four types of cyber insurance policies
aimed at protecting against the effects of DDoS attacks:

e covering losses caused by breaches of the integrity
and confidentiality of the insured's data, as well as the
costs of the process of restoring data warehouses (in some
cases, the policy covers the costs of legal services and le-
gal investigations),

e reputational costs associated with restoring the in-
sured's multimedia profile (websites, media and intellectual
property rights) that may have been harmed or blocked by
cybercriminals,

¢ losses due to cyber extortion (for the return of rights
to manage the systems or websites of the insured),

e covering the costs of security development of the in-
sured's IT systems.

The world practice of using DDoS-attacks insurance has
qualitatively changed under external conditions. Thus, the
current procedure is the use of affiliate programs, which are
based on the cooperation of insurance companies and expert
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organizations in the field of cyber security. In this case, when
concluding an insurance contract, the policyholder under-
takes to monitor the current state of security of its IT structures
and provide experts with access to internal control systems
for storage, publication and transmission of data.
DDoS-attacks insurance services are already available in
the USA, China, Japan and Europe. Insurers in these

countries are guided by the position that buying an insurance
policy does not replace the need to invest in improving cyber
security systems. At the same time, the popularity of different
types of policies differs in these countries, as the state policy
on information support is different (see Table 1).

Table 1. Rating of DDoS-attacks insurance policies types

Policy type USA China Japan EU
Cover the risks associated with data integrity and confidentiality 1 2 1 2
Cover the risks associated with the reputation of the insured 2 1 2
Cover the risks associated with cyber-extortion 4 3 3 1
Cover the risks arising from the insufficient level of security
; ' 3 4 4 4
development of the insured's IT systems

Source: Compiled by the authors based on [14, 15, 16, 17].

The assessment of the popularity of insurance types is
based on the availability of these policies in different regions,
the number of cyber-attacks with the corresponding conse-
quences and the features of regional cyber security policies.
According to the analysis, we noticed that the most popular
are the purchase of DDoS-attacks insurance policies, which
are related to the integrity and confidentiality of data, as well
as the insured's reputation. This is also confirmed by the ex-
pansion of international policies that control relations in data
storage and confidentiality.

Prospects for the development of DDoS-attacks insur-
ance in Ukraine. The modern Ukrainian insurance market is
increasingly adapting to global requirements. Nowadays,

37%

about 5 % of insurance companies in Ukraine already pro-
vide cyber insurance services, but no one company offers
standard policies that cover only the risks associated with
DDoS-attacks. In addition, the confidentiality of data in the
face of Russia's aggression is becoming one of the main
tasks of the Ukrainian digital sector.

It is important to understand which countries carry out
DDoS-attacks on Ukraine, as their features and conse-
quences may differ. In the first quarter 2022, the most
significant number of DDoS-attacks was committed by the
USA — 17 %, indicating the presence of a large number of
criminal centers that commit cybercrime; in second place
was Russia — 9 %; in third Germany — 9 % (see Figure 4).

I United States
B Russian Federation
I Germany
[ China
I United Kingdom
Thailand
Indonesia
India
Other

Figure 4. DDoS attacks on Ukraine in Q1 2022 by source countries

Source: Compiled by the authors based on [18].

Traditionally, the majour centers of DDoS-attacks are
USA, Russia, and China. These countries are among the
TOP-5 countries that attacked Ukraine during the first
quarter of 2022.

Another approach to clustering DDoS-attacks is by ob-
ject or industry. As each industry has its characteristics, the
proposals for improving its IT structures may differ. Most cy-
bersecurity experts have ready-made platforms and soft-
ware suitable for a particular sector. During the first quarter
of 2022, the following industries suffered the most from
DDoS-attacks, %:

e Broadcast Media (41),

e Media and Publishing (17),

¢ Internet (11),
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¢ Online Media (11),

¢ Media Production (7) [18].

Obviously, the most vulnerable industries related to me-
dia, advertising, and publication, due to the extensive infor-
mation campaign to discredit Ukrainian information re-
sources. An option to maintain their stable operation may be
insurance against DDoS-attacks, as its implementation will
check the current state of all organizations, create special-
ized mechanisms to protect and prevent blocking attacks
and finance possible reputational and material losses.

DDoS attacks insurance is particularly important in the
context of the Digital Strategy of Ukraine 2030. The na-
tional strategy includes digital transformation or the inte-
gration of the latest digital technologies in all areas of
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business, supporting infrastructure changes including
some provisions, one of which is the creation of cyberse-
curity infrastructure and computer systems (cloud and vir-
tualized) [19]. These changes should be considered com-
prehensively and highlight both advantages and disad-
vantages. The advantages are the upgrading of infrastruc-
ture, its compliance with global trends, and a more com-
prehensive range of opportunities. We consider the need
to train personnel who will work with the new systems, the
lack of a unified legal framework in the field of cybersecu-
rity and the difficulty of detecting cyber-attacks as possible
obstacles to implementing the national strategy.

In this context, the frequency of DDoS-attacks may in-
crease as business process virtualization expands oppor-
tunities for criminals. Therefore, the development of this
type of insurance will take place simultaneously with the
digital transformation to preserve the integrity and confi-
dentiality of data.

Ukrainian insurance companies can use the European
experience of introducing DDoS-attacks insurance in their
portfolio. The priority is to find partner companies that will
assess the condition of policyholders and support their
IT systems. This format of cooperation will be mutually bene-
ficial for both parties, as the permanent format of cooperation
involves the availability of contracts and discounts, as well as
joint, and therefore more effective, customer search. Discus-
sion of their format of cooperation should be based on trans-
parent conditions and in the presence of appropriate certifi-
cates confirming the qualifications of cyber security experts.
Then the insurer must approve a clear list of risks associated
with DDoS-attacks. Thanks to this, the client can choose the
policy that will cover the required set of risks, thereby adjust-
ing the cost of the policy itself.

Conclusions. The COVID-19 pandemic was a difficult
period for all participants in economic relations. Due to the
transition to remote format of doing business and increasing
the share of automated processes, organizations were
forced to create new departments dealing with
cybersecurity. Even though the innovations have helped to
increase the level of companies' protection, it was
impossible to completely block the threats of attackers, as
the share of companies that have suffered at least once from
cyber-attacks has increased. Simultaneously with the
development of cyber defense systems, the active spread of
cyber insurance began, which served as an effective
mechanism for checking the current status of the insured
and compensation in the event of a cyber incident.

One area of cyber insurance actively developing in the
world is DDoS-attacks insurance. The research identified
four main types of policies to protect against the effects of
DDoS attacks: coverage for damages caused by breaches
of the integrity and confidentiality of policyholder data, scope
of reputational costs, coverage of losses due to cyber
claims, coverage of cost recovery security of IT systems.
These types of insurance already exist in the USA, China,
Japan, EU countries, but each of the regions has their own
distinctive features. In 2022, this type of insurance became
especially relevant in Ukraine. During the first quarter,
attackers launched an information campaign to disrupt the
stable operation of websites, servers, and public accounts
of government, media, and television. Most of the attacks
were carried out from the so-called global hubs of
cybercriminals who carry out mass DDoS attacks: the United
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States, Russia, China, and others. Therefore, DDoS attacks
insurance is a promising segment that needs investment
and support at the state level, as the Digital Strategy of
Ukraine 2030 includes provisions such as developing cyber
security and building a cloud computing infrastructure.
Broadcast Media, Media and Publishing, Internet, Online
Media, and Media Production are areas for which the
creation of appropriate mechanisms is particularly relevant.
These industries have become the main target of aggression
by cybercriminals, as today they have a special social and
educational importance in the conditions of information war.

Discussion. Further research may address the
mechanism of launching a product of DDoS-attacks
insurance in Ukraine and creating government programs to
support this innovation area. As cyber insurance products
are built on the cooperation of insurance companies and
specialized organizations in cyber security, it is worth
considering options for mutually beneficial partnerships that
will help minimize the risk of cyber incidents and accurately
calculate the amount of losses.
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KuiBcbkui HauioHanbHUM yHiBepcuteT iMeHi Tapaca LLleBuyeHka, KuiB, YkpaiHa

NAHOEMISi COVID-19 SIK KNMKOYOBUA ®AKTOP PO3BUTKY CTPAXYBAHHSA BI DDOS-ATAK

HocnidxeHo mpaHcgopmayiro puHKy KibepcmpaxyeaHHs1 y ceimi do ma nicnsi noyamky naHdemii COVID-19, ockinbku naHdemisi cmana nepeso-
MHUM MOMEHMOM OJisl yCiX y4yacHUKie eKOHOMi4HuUx eidHocuH. Cmpaxoeuli PUHOK 3iWMOEXHYyecsl 3 HOBUMU SUKJIUKaMu, W0 Moe's3aHi 3i 3MiHoo
¢opmamy cnienpayi 3 knieHmamMu, a makox i3 mpaHcghopmauiero 6i3Hecy camux knieHmie. QucmaryiliHuli gpopmam cnienpayi eidkpue 6azamo
3a2po3, Wo MOXymb He minbKu 3ynuHumu 6i3Hec, a i noeHicmio io2o 3HUWUmMu. OAHuM i3 npuknadie makux 3a2po3 € DDoS-amaku, wjo HauineHi
Ha 3ynuHKYy KOMI1'tomepHUX cucmem xepme amaku. Takox y cmammi po32isiHymo cmaH i nepcriekmueu cmpaxyeaHHsi id DDoS-amak ma doeedeHo
Heob6xidHicmb po3eumKy 3a3HayeHO20 eudy cmpaxyeaHHsi 8 YKpaiHi. Ha0aHo pekomeHOauii 3 yeedeHHs1 npodykmie kKibepcmpaxyeaHHsi €id
DDoS-amak y nopmdesnb yKkpaiHCbKUX cmMpaxoeux KoMmraHil y konmekcmi ugppoeoi cmpameeii Ykpainu 2030.

Knroyoei cnosa: cmpaxyeaHHsi, kibepcmpaxyeaHHsi, kibeppu3suk, DDoS-amaka, yugppoea mpaHcgopmauyisi.
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