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1. B. HEQIJIbKO

TUNoBI O3HAKN OCOBMU KIBEP3J104HNHUA
(KPUMIHAJNNICTUYHUIA ACNEKT)

Posensnymo numanns, wo eunuxarome nio uac po3caioy8anHs KioepnouuHia,
a came 6CMan08AeHHs 0coOU Kibep3nouunys. 3a3HaueHo, w0 KibepznouuHeuydb
60100i€ CNeuianbHUMU 3HAHHAMY MA HAGUYKAMU 3 BUKOPUCMAHHS IHGOpMayiii-
HUX MeXHOA0eIl, Wo [ YCKAAOHIOE 11020 NOULyKU 3 OOKY opeaHy 0ocy008020 po3cai-
dyeanns.

ITlokasano emanu cmanoéneHHs 6ueHHs PO 0COOY 3A0MUHUYS 8 HOPUOUUHI
Hayyi. TIpoananizoeano pisHi HaAyK08i hi0xo0u 00 MaymMaueHHs NOHAMMS «0coba
310UUHEUb» UEHUMU KpUMIHAricmamu. 3anponoHo8aHo KpUMIHAAICMUYHE GU3HA -
YeHH 0co0U Kibep3N0uUHYs, Ni0 AKUM CAI0 pO3YMImU cucmeMy 3aeanbHux, NCUxo-
N02IMHUX Ma CheyianbHuX 03HakK (0anux) makoi ocoou, wo cnpusroms i epekmue-
Homy nowyky ma euxpummio. Haeedeno posmedcysanmns mixc «npogeciiinoio
(3104UHHOI) 36UYKOI» MA <«NOYEPKOM» ocobu Kibepanrouunus. IIpononyemocs
CMBOPeHHs OKpemMoi eneKmpoHHOI ba3u ocio Kibep3nouunyie.

Karouosi caosa: ocoba 3nouunys, ocoba Kibepanouunus, munosi 03HaKu ocoou
Kibep3nouunys, iHpopmayiiini mexHonoeii, «<nouepK» Kibep3n0uurys.

Nedilko Yaroslav. Typical signs of a cybercriminal’s personality (forensic
aspect)

The article is devoted to problematic issues that arise during the investigation of
cybercrime, namely, establishing the identity of the cybercriminal. It is indicated
that the person who committed cybercrime has special knowledge and skills in the
use of Information Technologies, which complicates his search by the pre-trial
investigation body.

The article presents the stages of formation of the doctrine of the identity of the
offender in legal science. An analysis of various scientific approaches to the
interpretation of the concept of “criminal person” by criminologists. The general
features of the person of the criminal from the criminological point of view are
specified. It is noted that during the pre-trial investigation, psychological knowledge
about the identity of the offender should be used.

A forensic definition of the identity of a cybercriminal is proposed, which should
be understood as a system of general, psychological and special features (data) of
such a person that contribute to its effective search and exposure. Common features
of a cybercriminal’s personality include: nationality, age, education, and profession.
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To psychological: temperament, character, interests and inclinations, motives and
style of behavior, certain mental deviations. Special features include «professional
habits» and «handwriting> of a cybercriminal. A distinction is made between the
«professional habit> and the <handwriting» of a cybercriminal. Separating the
«professional (criminal) habit> from the «handwriting» of a cybercriminal, it is
noted that «<handwriting> is a characteristic action that a person consciously
commits, realizing that this distinguishes himself among others. These include:
choosing a nickname, choosing a specific photo (avatar), style of writing messages
and more.

Key words: the person of the criminal, the person of the cybercriminal, typical
features of the person of the cybercriminal, information technologies, «<handwriting»
of the cybercriminal.

CyTTEBY pOJb Yy CTPYKTYpi KPUMIiHAIICTUYHOI XapaKTEPUCTU-
KM KPpMMiHaJbHUX MPAaBOIOPYILIEHb, 1110 BUYMHSIIOTHCS 3 BUKOPHUC-
TaHHSAM iH(MOPMALIMHUX TEXHOJIOTIH (KiOep3710uMHiB), BimirpamoTh
TUITOBi O3HAKM MPO OCOOY 3JIOYMHLIS.

BoJiogiHHSI HE0OXiTHOI KpUMiHATICTUUHOMO iH(OopMalli€lo 11010
cy0’eKTa Kibep3a10urHYy Ja€ 3MOTY OpraHy J0CYyI0BOI0 PO3CIiTyBaH-
HSI OJlepKaTH XapaKTepU3yroUi JaHi CTOCOBHO MMOBIpHOTO 3JI0YMH-
1141, 3’CyBaTM MOTUMBU BUMHEHHSI HUM KPUMiHAJIbHOTO MPaBOIOpY-
LLIEHHS, BCTAHOBUTHU 3aJIMILICHI CJIiId, BU3HAYUTH KOJIO OCi0, cepen
SIKUX CJIiJl BECTU MOTO TIOLIYKH, 00paTh e(peKTUBHY TAKTUKY TIPOBE-
JIeHHS cIiauux (pO3LIyKOBUX) Mid.

YV KpuUMiHaTiCTUIHOMY acIeKTi 0coba CydyacHOTO KiOep310UnHILIs
Ma€ MeBHY iHAMUBIAYyaabHY crielindiKy, 1110 OOYMOBIIOETHCS HAsIBHIC-
TIO Y TaKMX OCi0 creuiaJlbHUX 3HaHb Ta HABUYOK 3 BUKOPUCTAHHS
iHopMaLIiTHUX TEXHOJIOTIH [1JIsI JOCATHEHHS 3JIOUMHHOTO HaMipy.

3a meBHUMM O3HaKaMM, SIKi BJIACTHUBI 0araTboM i3 HMUX, MOXKHa
BUSIBJISITH 110 KATETOPil0 3JIOYMHILIB.

3a craTucTUYHUMU daHuMU [eHepaabHOI TpoKypaTypu YKpaiHu
[1], 3a KpuMiHaibHiI MpaBONOPYILIEHHS, TepeadaueHuMU CTaTTsI-
mu 361 — 363! KK Ykpainu, y 2018 poui 6y;10 obikoBaHo 2301 Kpu-
MiHaJIbHE MPABOIOPYILIEHHS, 3 IKUX 0Ci0, 110 iX BUNHUIIN, BUSIBJIEHO
smie 136.Y 2019 poui o6ikoBaHo 2204 KpUMiHAJIBHKUX ITPaBOITOPY-
1IeHb — BusiBIeHO 103 ocoOu.

[le cBimUUTH MpPO Te€, 11O MpalliBHUKU MPaBOOXOPOHHUX Opra-
HiB HEJOCTaTHHOIO MipOI0 BOJIOJiIOTh KpUMiHaANiCTUUHOIO iHMOP-
Malli€lo 100 Cy0’ €KTIB, SIKi BUMHSIOTH 1li KpMMiHaJIbHi MpaBOMNoO-
pYLIEHHS, a 1Ie He cpusi€e e(heKTUBHOMY MPOBEIEHHIO TOCYI0BOrO
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pO3CigyBaHHS Y KPpUMiHAJIBHUX MPOBAIKEHHSX Ta BCTAHOBJIEHHIO
BUHHUX OCi0.

BrBUYEHHIO 0COOM 3JI04YMHILISI Ta OCOOU KiOEp3JIOUYMHLISL B KpU-
MiHaJiCTULI TIPUAISIM yBary Taki HayKoBLi, ik PM, AxmeaunH,
H.M. Axtupceka, P.C. benxkin, I1.1. bintenuyk, B.b. Bexos, I'. Ipocc,
B.A. XKypagenb, O.H. KonecHiuenko, B.O. Konosanogsa, JI.I1. ITana-
mapuyk, M.B. Canrescokuii, O.A. Camoiinenko, JI.b. Cepreena,
B.1O. IlleniTeKo Ta iH.

Oco0a 37104MHLS JOCTiIKYETHCS pisHUMU HayKaMu. KpruMiHoio-
Tisl BUBYA€ 0COOY 3JI0UMHIIS 3 TOYKM 30pYy MPOMiTaKTUKU 3JI0YMHIB
y MailOyTHbOMY; KpUMiHaJbHE MpaBo — 3 OOKy KBatigikaiii Kpu-
MiHaJIbHUX MpPaBONOpPYLIEHb; KPUMiHAIBHUI Tpoliec — sl BCTa-
HOBJIEHHS BiKy 0COOM Ta MPOBEIECHHS BiANOBIAHUX MPOLECYaTbHUX
IiiA; MCUXOJIOTiYHA HayKa, y CBOIO YEPTy, BUBYAE MOBEAIHKY JTIOJUHU.
KpuminamictuuHa Hayka BUBYA€E OCOOY 3JIOUMHIIS 3 TOUKU 30pPYy PO3-
KPUTTS 3JI0YMHIB.

Ax 3ayBaxxye M.T. BenepHikoB, 3 KpUMiHaJIICTUUHOI TOYKHU 30DY,
BceOiuHe Ta peTeibHe BUBYEHHS OCOOM 3JIOUMHIIS € OHI€EIO 3 TTepe-
JlyMOB YCITIlLLIHOIO BUPILIEHHS 3aBAaHb, SIKi CTOSITh IE€pe] OpraHOM
JIOCYJI0BOTO po3ciIimyBaHHd [2, c. 36].

BapTto 3a3HauuTH, 110 BUYEHHS TMPO OCOOY 3J0UYMHLIS MPOKIILIO
MEeBHi iCTOPUYHI TIepioan CTAHOBJIEHHSI:

— TIepiofl CTAHOBJEHHS BYEHHs Ipo ocoOy 3mounHLs (1900-
1930 pp.). InTepec 1o ocodbu 3104nHIIsL OYyB HEOMHO3HAYHUMMA. [lesKi
BYEHI He 0a4IIM HeoOXiTHOCTI BUBYEHHS O0COOM 37I0YMHIISI, OCKiIb-
KW BBaXasu, 110 BCi MPUYMHU 3JI0YMHHOCTI MalOTh COLliaIbHO-€-
KOHOMiYHEe MiArpyHTS, SIKi 3 YaCOM 3HUKHYTh. [HIIIi BYUeHi BOauaiun
HEOOXiTHICTh BUBYEHHSI OCOOU 3JI0YMHLIS, ONHAK HE B KpUMiHaIiC-
TUYHOMY 3HAYEHHI;

— Tepion irHOpyBaHHS BYEHHS Ipo ocoOy 3moumHIg (1930-
1960 pp.). Y 3B 3Ky i3 CHUIbHUM i€0JIOTIYHUM TUCKOM Y PagssHCchbKO-
My Co103i Ta MaHyBaHHSIM TIO3UIIil, 1110 BCSI 3JIOYMHHICTb i3 Yacom
3HUKHE, TOCiI)KEHHSI CTOCOBHO OCOOM 3JI0UMHIISL B KPUMiHATICTUY -
HOMY 3Ha4YeHHi He TIPOBOIUIINCS;

— Tepiof JeTaabHOro BUBUEHHSI 0COOU 3710UMHIIS 3 OOKY KpUMi-
Haiictuku (1960 p. — Hanr gac) [3, ¢. 51-57]. 3acCHOBHUKOM BYEHHS
PO 0cOO0y 3JT0YMHLIS, 3 OOKY KPUMIiHAIICTUKU, BBAXKalOTh aBCTPiii-
cbkoro BueHoro IaHca Ipocca, sikuii y cBOiX mpausix JOCIiIXKyBaB
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«3HaHHS JII0/Ieli» Ta CTBEP/KYBAaB, 1110 Ba>KJIMBOK YMOBOIO «TOYHOI»
JiSITBHOCTI CiAYOro € IPyHTOBHE 3HAHHS JIIOAUHU SIK TOJIOBHOTO
MaTepiany ciincrtpa [4, c. 44]. Ha npukJiiaai 3JIOYMHLiB-1IMTaH Hay-
KOBEllb 3MiACHUB aHali3 iX XapaKTepHUX BJIACTUBOCTEI: BMiHHSI
LITIMTYBATU, BiICYTHE IIparHeHHs OO BIaAu, BiACYTHICTh BiguyTTs
COpOMY, JIiHb, JIIO0OB 10 XUTTH TowIo [4, ¢. 460-466]. JocmimkeH-
Hs TaHca Ipocca Oyiu MokjaaaeHi B OCHOBY BUBUEHHSI 0COOU 3J10-
YUHIIA.

OaHUM i3 MepiIux Ha AucepTaliiHOMY PiBHi 0CO0Y 3/10UMHUS Y
KpUMiHallicTUUHOMY 3HaueHHi mociinuB M.T. BenepHikoB (rpaust
«M3yyeHne TMUYHOCTU TIPECTYITHMKA B TIPOLIECCe PACCIEIOBAHUS»,
1965) [5].

Cnin 3ayBaXkuTH, 110 Y KPUMIHAJICTUYHIN JiTepaTypi iCHYIOTh
Pi3Hi MiAXoau A0 TAYMAYE€HHS IMTOHSITTS «0c00a 3JI0UYUHIIS».

O.H. KonecHnueHKO CTBEpAXyBaB, 110 0c0O0a 3J0YMHLST — LI
KOMIUIEKC XapaKTepHUX O3HAaK, BIACTUBOCTEH, 3B’SI3KiB i BiTHO-
CUH 0COOM, a TaKOX MOpaJIbHUI i AYXOBHUI CBIT, SIKi Y B3a€EMOZii
i3 coliaIbHUMU Ta iHAUBIAyaIbHUMU XXUTTEBUMU YMOBAMU Ti€I0 YU
iHILIO}0 MipOIO BIUTMHYJIM HAa BUMHEHHS 3104MHY [6, c. 38].

IH1oi gymku porpumyetbess M.B. CanteBchbKuii: KpuMiHalic-
TUYHA XapaKTepPUCTHKA OCOOU 3JIOUMHIIS IMOBUMHHA [aBaTU OINC
JIIONWHMU SIK COLIiaJIbHO-010/I0TIYHOI CMCTEMM, BJIaCTUBOCTI 1 O3Ha-
KM $SIKOI BimoOpakaloThCsl B MaTepialbHOMY CEpPeAOBMILI Ta BUKO-
PUCTOBYIOTHCS JIJIS1 PO3C/IilyBaHHS 3J104MHiB. JI0 TaKUX BJaCTUBOC-
Teii HajlexXaThb: (bi3nMuHi, Oioa0riuHi i couianbHi. KpumiHanicTuuHa
XapaKTepUCTUKA, Ha MOTo AYMKY, — Lie TaKUil OMUC PUC 30BHIllI-
HOCTI [ BHYTpIllIHiX BJIACTUBOCTEN JIOJUHU, 11O JTO3BOJISIE YSIBUTH
00U TIOAUHU, il MOPTPET SIK COLiaIbHO-0i0JI0TiYHO1 icTOTH |7,
c.422].

Ha nymky PJI. AxMmenmuHa, KpUMiHAJICTUYHY XapaKTEPUCTUKY
0COOM 3JIOUMHIS CJif pO3MIsAaTH B SKOCTI CTPYKTYPHOIO €JIEMEH-
Ta KpUMiHaJIiCTUYHOI XapaKTepUCTUKU 3JI0YMHY Ta BU3HAYATH 11 SIK
CUCTEMY TaHUX (03HAK) PO 0COOY, 1110 CITPUSIE MOLIYKY Ta BUKPUTTIO
37104MHLS. HaykoBelb 10 eJleMeHTIB 0CO0U 3JI0YMHLISI BiTHOCUTD:

1) iznuHi xapakKTepuCTUKU 0COOM 3IOUMHILIS.

2) MCUXOJIOTiUHiI XapaKTePUCTUKU OCOOU 3JIOUMHIIS:

— piBeHb LIHHOCTEN (TE, 110 LiKaBUTh OCOOY) — TUIl MUCJEHHS;
SIK 0c00a OIIIHIOE Ta CTAaBUTBHCS 1O 00’ EKTIB;
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— piBeHb BiTHOCUH (T€, YMM KEpYETHCSI 0coba sl JOCSATHEHHS
CBOiX OaXkaHb) — PO3YMOBi YCTAHOBKM OCOOU Ta OINOCEpeIKOBaHi
XapaKTepPUCTUKMU: BiK, CTaTh TOLIO;

— piBeHb JoMaraHsb (Te, SIK peajlizye ocoda CBO€ OaxkaHHS) — CITO-
Ci0 TOCSITHEHHS CBOTO 3JI0YMHHOTO 3a1yMy (BUOip 3HApsI/Isl Ta 3aCO-
6iB) [3, c. 82; 117].

Kpim TOro, BueHMit MpOMoOHyE BUKOPUCTOBYBATU 3M00YTKU TICH-
XOJIOTIYHO1 HayKM B KPUMIiHAJICTUIHOMY JOCHIIXKEHHI 0COOU 3JI0-
yuHug [3, c. 71]. Ha Hainy aymKy, 11e € JOpedYHUM, OCKUIbKU MJIsl
OpraHy JOCyI0BOTO PO3CJiAyBaHHSI BaXXKJIMBE PO3YMiHHSI MCUXOJO-
rYHOI XapaKTEePUCTUKU OCOOM, 110 BUMHMIA KpUMiHaIbHE IMIPaBO-
MTOPYILIEeHHSI.

Ax cnymHo 3azHavaroTh II.JI. binenuyk, H.I1. BineHuyk Ta
O.1. KoTasipeBcbkuii, HOTPiOHO BUBYATHU «IIPOMECiiiHi» 3BUUKU 3]10-
YMHIIIB, SIKi MIPOSIBISIIOTHCS IIEPEBAXKHO B IIEBHUX CIIOCO0AX i MpUiio-
Max BUMHEHHS 3JI0UMHIB, Y XapaKTepHOMY «ITOYEPKY» 3TOUMHIIS, SIKi
3JIMIIAIOTHCS HAa MiCLli BUMHEHHSI 3JI0YUHIB, /)K€ PE3YJIbTaTh KOX-
HOI 3JI0YMHHOI JisTTIbHOCTI MICTSTh CJIiIY JIOAVMHMU, KA IX 3aJIMIIIIA.
CaMe BUSIBJICHHSI Ha MiClli CKOEHHS 3JIOUMHY PEUYOBUX JOKa3iB 103-
BOJISIE BUBHAYUTHU JIesIKi OCOOUCTI COLiaIbHO-TICUXOJIOTIYHI O3HAKU
3JI0YMHLIS, Or0 AOCBiA, Mpodeciio, colialbHi 3HaHHSI, CTaTh, BiK,
0COOJMBOCTI B3aeMOII 3 morepiauM |8, c. 367].

IIIo cTocyeThbcs 3aralbHUX KPUMiHATICTUYHUX O3HAK OCOOU 3710~
YUHIIS, TO B HAyKOBIM JIiTepaTypi TpaaAuLliiiHO BUOKPEMJTIOIOTh:

1) ocoOuCTi O3HAKM JIOACHKOIO OpraHi3My: aHTPOMOJOTiIUHi
(pacoBa HaJIeXXHICTb); €THiUHi (€THiUHE IMOXOMXEHHS); 3arajbHO-
(iznyuHi (cTaTh, BiK, 3picT, OymoBa Tija, Gi3MYHUN cTaH); OioJoriyHi
(BUIiJIEHHS JIIOAWMHM); DYHKIIOHANIBHI (X0ma, MiMiKa, KeCTUKYJISI-
11is1, MOOYTOBi 3BUUKM, MOBA, TOJIOC); ICUXO(]i3UUHi (TTICUXOJOTIYHU I
MOPTPET, 110 BKJIOYAE TEMIIEPAMEHT, XapakTep, iHTEPeCH Ta CXUJIb-
HOCTI, 30i0HOCTI, TICUXiYHi aHOMaJIii, CTUJIb MOBEAIHKM TOIO); TIPO-
(eciitHi (mpodecist Ta pin 3aHATH); 0COOJUBI 03HAKU Ta TIPUKMETH;

2) noOiKHI 03HaKU (BiggajeHi BiJ Tija JIOIUHMN): MOCTilHI (0T,
B3YTTS, TOJJOBHUM yOip TOI110); TUMYACOBIi; OCOOIMBI O3HAKU; TOMIT-
Hi IPUKMETHU,

3) comianbHi O3HAKW: CiMeHWII cTaH; OCBiTa, mpodecisd, pim
3aHMTh; COlliaJibHE Ta MaTepiajibHEe CTAHOBMUILE; HASIBHICTh CyIu-
MOCTi (3B’SI3KM 3 KpUMiHAJILHUM cepenoBuiieM) [9, c. 170-171].
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ITocTae nuTaHHs, IKMI KOMILIEKC 3HAYYIIMX KPUMiHATICTUYHUX
O3HaK, 10 BKa3ylOTb Ha Ccy0’e€KTa BUMHEHHSI KiOep3/JOYMHY, MOXE
oytu BunineHuii. Ha nymxy O.A. CaMoiiieHKO, 3JI0YMHLIi, SIKi BUU-
HSIIOTh KpUMiHaJIbHI IPAaBOIOPYIIEHHS y Ki0epnpoCcTopi, BOJIOAIIOTh
CYKYITHICTIO TaKUX O3HAK:

1) 3maTHICTh BUKOPUCTOBYBATU TEXHOJIOTiT aHOHIMi3allil JOCTYMy
o pecypciB Mepexi IHTepHeT (rpokci-cepBepiB (KOMILIEKCiB Mpo-
rpam), BipTyaJIbHUX IPMBAaTHUX MEPEXK, 1HIIMX 3ac00iB aHOHiIMali3e-
piB);

2) MOOIIBbHICTb 3710YMHLS (IHAUBiAyalbHa TTpodeciiiHa, coliaab-
Ha abo reorpacdiuHa);

3) mcuxojioriyHa XapaKTepUCTHMKa (O3HaKaMM) 3JIOYMHLS, IO
BILIMBA€E Ha (hOpMYyBaHHSI i peatizallito 3JIOUMHHOI METH;

4) poJib y cKJIafi opraHizoBaHoi 310unMHHOI rpynu [10, c. 115].

AHaui3 pi3HUX KPpUMiHaTiCTUUHUX TOYOK 30PY A€ 3MOTY BUOKPE-
MUTHU O3HAKU, SIKi XapaKTEPU3YIOTh 0CO0Y Kidep3nounHis. 1o Takux
03HaK AOLIIbHO BiTHOCUTH:

1) 3aranbHi (eTHiYHE MTOXOIXEHHSI, BiK, OCBiTa, mpodecis);

2) ICUXOJIOTiUHI (TeMIIEpaMEeHT, XapaKTep, iHTepecH Ta CXUJIbHOC-
Ti, MOTMBHU Ta CTWJIb MMOBEAIHKU, TIEBHI IICUXiUHi BiIXUJIECHHS);

3) cneuiaibHi («I1poeciiiHi 3BUUKU» Ta «[TOYEPK» KiOEP3JIIOUMHIIS).

PosrisiHeMo AeTasibHillle KOXHY 3 HUX. 3arajlbHi 03HaKM 0COOM
KiOep3JI0YMHIISL € MOYAaTKOBUM OPiEHTUPOM JIJIsl OpraHy J0CYI0BO-
ro posciigyBaHHs. Tak, ocBita Ta mpodecis Kibep3ToUnHIS 1ai0Th
3MOTY 3PO3YMITU CAIAYOMY SIKUMU CHELIATbHUMU 3HAHHSIMUA MOXE
BoJioAiTH ocoba. ETHiYHE MOXOMXKEHHsSI Ta BiK MaloTh 3[€0iJIbIIO-
ro mpolecyajlbHe 3HAYeHHSI, OJHAK € OOIMOMiXHMMM O3HAKaMH,
OCKIJIbKA MOXKHa BU3HAYUTU KOJIO OCi0 i BUCYHYTU BEpCil CTOCOBHO
MOTHMBY BUMHEHHSI KiOEp37104YMHY.

ITcuxonoriyHi 03HaKM 0COOU KiOEP3/I0UMHLIS JOMOMOXYTh CJIifl-
YOMY TpU MPOBEACHHI MEBHUX MpOLECyalbHUX Aill. 3HAHHS TeMIIe-
paMeHTy, XapaKTepy, iHTepeciB Ta CXMILHOCTEH Aal0Th 3MOTY BCTAHO-
BUTHU TICUXOJIOTIYHMI KOHTAKT MiX CJIiIUMM Ta KiOep3JOUYMHLIEM TTi[T
yac gonuTy. Po3yMiloun MOTUB Ta CTUJIb MOBEAIHKMU, MOXHA BUCY-
BaTU BEPCii CTOCOBHO METU BUMHEHHS KPUMiHAJIbHOTO MPaBOIOpY-
LIEHHS Ta MPOTHO3YBaTW HACTYITHI Aii ocobu. I1eBHi ncuxiyHi Bia-
XUJIGHHS Jal0Th MOXJIMBICTb 3pO3YMiTH MOBEAIHKY OCOOM Y COLIiyMi,
OCKIJIbKY JAIOTh OLIIHKY TUM UM iHILKM JIisIM KiOep3JIOUMHIISL.
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CreuiasbHi 03HaKM IpUTaMaHHI KOHKPETHii ocobi i momoma-
raloTh ciriguomy B ineHTUdiKalil JaHO1 0ocoOu 3a ii JisIMU Ta 3aJIU1Ie-
HUMU chigamMu. OTHUM i3 TakKMX iTeHTU(hIKATOPiB € 3BUYKA. 3BUY-
Ka — MEBHMI CIOCIO Ail, XXKUTTS, MaHepa MOBEAiHKM ab0 BUCIIOBIIIO-
BAaHHS, CXWJIBHICTh 0 YOrOCh, 110 CTAJW 3BUYHHUMU, MOCTIHHUMU
JJist koro-Heoynb [11, ¢. 352]. Iin «mpodeciiiHoo 3BUYKOI0» 0CO0U
KiOep3JIOUMHIIS CJIiJ pO3yMITU MEBHUI CIOCIO Aii, XKUTTS, MaHEepU
MOBEIiHKY, BUCJIOBIIIOBAHHS TOIIO, SIKUi c(hOpMyBaBCs B OCOOU TIifT
yac ioro npodeciiiHo1 AisJIbHOCTI Ta AicTa€ BimoOpaxKeHHs y (hopmi
3IMILIEHUX CITiiB.

IMpuxknagom «1podeciiiHol 3BUYKH» 0COOU KiOep3TOUMHIIS MOXE
OyTU: BUKOpPUCTaHHS TeBHOI Mapku TexHiku (Apple, Acer, Asus
TOLIO), SIKOIO 0c00a 3BUKJIA KOPUCTYBATUCS; BUKOPUCTAHHSI KOH-
KpeTHoi ornepauiiiHoi cuctemu (Linux, Windows Ta iHI1Ii); BUKOpHU-
CTaHHS Mporpam, SIKUMU 0co0a KOPUCTYBaJacs IMPOTIrOM TPUBAIOro
yacy i Biggae repesary caMe im (0pay3sepu: Google Chrome, Mozilla
Firefox, Safari, TOR Tomo; BuKopuctaHHs Tporpam: Python,
JavaScript, C# Ta iH.), KOpUCTYBaHHSI KOHKPETHUMHU MOLIYKOBUMU
cepsicamu (Google, Bing, Yahoo Ta iH.) To110.

Tax, 3nounHens min ncepmoHiMoM «Dread Pirate Roberts» (Pocc
Binbsim ¥nbp0pixT) BUkopucroByBaB Opay3ep TOR (TexHosorito aHO-
HiMizalil gocTymny A0 pecypciB Mepexi IHTepHeT), abu mpuxoBaTu
CBOI HE3aKOHHI Ail BiJ TpaBOOXOPOHILIiB [12].

Ha namry mymky, eBHy iHdopmaliito mpo «mpodeciiiHi 3BUYKn»
0co0M Kibep3TOUMHIIS CAiTYOMY TaKOX MOXKHA OTpUMATH 3 aHaTi3y
ioro ¢aiinis 3a gormomororo ceppiciB VirusTotal abo Hybrid Analysis,
SKi TOMOMOXYTb BCTAHOBMTH THII (pailyly, MOBY MpOrpaMyBaHHSI,
MicClle, Yac Ta 1aTy CTBOPEHHS UM 3MiHU TOLIIO.

BinokpeMiooun mpodeciiiHy 3BUUKY Bill «I1OYEPKY» Kibepso-
YMHLIS, CJTiJT 3ayBa>KUTH, 1110 «ITOYEPK» — LIe XapaKTepHa Jisl, IKy ocoda
CBiIOMO BUMHSIE, PO3YMilOUH, 1110 IMM BOHA BUOKPEMJTIOE cebe cepel
iHmmx. Croau MOXHa BiTHECTH: BUOIp TiceBIOHIMa, BUOip KOHKPETHOI
¢otorpadii (aBaTapku), CTUJIb HAITKMCAHHS MOBiAOMJIEHD TOLLIO.

Cnig 3ayBaxkuTu, 1110 BUOip IMCEBIOHIMA UM aBaTapKU CBiIYUTHb
po TMEeBHi BIIOJ00AHHS MEBHUX 0OCi0.

Tak, wotnanacbkuii xakep Tappi MakkiHHOH 0OpaB MCeBAOHI-
MoM «Solo» (3 aHIUIICHKOT — CaMOCTIAHO), 1al0uM 3pPO3YyMiTH, 1110
BiH mpalioe oauH [13].
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IHmwmii xakep AHapiaHo JlamMo BHUKOPUCTOBYBAB IICEBAOHIM
«Homeless hacker» (6e3moMHMII Xakep), OCKiJIbKU BUKOPUCTOBY-
BaB KOMIT I0T€pU 3arajibHOT0 KOPUCTYBAHHS, Yepe3 1110 3HAUTU Horo
OyJ10 TOCUTH CKJIagHO [ 14].

o crocyeTbcss BUOOpY (poTOKapTKM (aBaTtapku), TO emOjema
BiZloMOi XaKepcbKOl opraHizaliii «AHOHIMYC» (KOCTIOM i3 3HAaKOM
MUTaHHS 3aMiCTh TOJOBU) CHMBOJI3yE aHOHIMHICTb Ta BKa3ye Ha
BiICYTHICTb 4iTKO BUpaxKeHoro Jiigepa [15].

Ha naiy gymky, ciiiggoMy Oyje qonoMaratu BUOKpeMIJIEHHS BCiX
HasIBHUX O3HAK 0COOM, sSIKa BUMHMIIA KiOEP3JIOUMH, B OKPEMY eJIeK-
TPOHHY 6a3y 0cCi0, 1110 BUNHUIIM Kibep310urHU. J10 eJIeKTpOHHO1 6231
CJIil BiIHOCUTM TakKi BiIOMOCTI: €THiYHE MOXOXEHHSI, BiK, OCBITa,
npodecisi, BCTAaHOBJIEHI MCUXOJIOTIYHI 03HAKH, a TAKOX «IpodeciiiHi
(3JI0UMHHI) 3BUUYKU» Ta «[IOUEPK Kibep3nounHisd». EnekTpoHHa 6a3za
Oyze clyryBaTH iieHTU(hIKaTOPOM AJIsl CIIYOro, a TAKOX JOTTOMOXKE
3PO3yMITH, SIKi CJiAU 3a/IMIIA€E KiOep3/IoOUMHEelb i MOro MOTUBHU.

Otxe, y KpUMIHAJICTUYHIN XapaKTEepUCTUL KiOEP3JIOUMHIB TIij
0C00010 CYy4acHOTro KiOep3/JI0UMHLS CJIifl pO3yMIiTU CUCTEMY 3arajib-
HUX, MCUXOJOTIYHUX Ta CHelialbHUX O3HAK (HaHMX) TaKoi ocoowu,
10 CIIPUSIOTH ii e(PeKTUBHOMY TIOILIYKY Ta BUKPUTTIO.

3’sicyBaHHSI MiA 4Yac AOCYIOBOTO PO3C/iAyBaHHSI BaxKJIUBUX
KPUMIiHAIICTUUHUX JaHUX TIPO OCOOYy KiOEp3J0UYMHLISI € OOHUM 3
OCHOBHUX (DaKTOpiB y pPO3CidyBaHHi KpUMiHAJIbLHUX MPaBOIOPY-
LIE€Hb, 1110 BUMHSIOTHCS 3 BUKOPUCTAHHSIM iH(OpMaLiiHUX TEXHO-
JIOTii (KiOep3/710UKnHiB).
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Nedilko Yaroslav. Typical signs of a cybercriminal’s personality (forensic
aspect)

The article is devoted to problematic issues that arise during the investigation
of cybercrime, namely, establishing the identity of the cybercriminal. It is
indicated that the person who committed cybercrime has special knowledge
and skills in the use of Information Technologies, which complicates his search
by the pre-trial investigation body. Statistical indicators that characterize the
faces of cybercriminals in Ukraine also emphasize the complexity of identifying
criminals of this category. The ability to identify and investigate typical signs of
a cybercriminal’s personality that are identified at the pre-trial stage of the
investigation will help the investigator effectively and quickly identify these
individuals.
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The article presents the stages of formation of the doctrine of the criminal’s
identity in legal Science: the period of formation of the doctrine of the identity
of the criminal (1900-1930); the period of ignoring the doctrine of the identity
of the criminal (1930-1960); period of detailed study of the identity of the
offender by criminology (1960 — our time).

The analysis of various scientific approaches to the interpretation of the
concept of «criminal personality» by forensic scientists is carried out. These
general features of the criminal’s personality from a forensic point of view,
which should include: 1) personal characteristics of the human body; 2) fleeting
signs (distant from the human body); 3) social characteristics. It is noted that
during the pre-trial investigation, psychological knowledge about the identity of
the criminal should be used.

A forensic definition of the identity of a cybercriminal is proposed, which
should be understood as a system of general, psychological and special features
(data) of such a person that contribute to its effective search and exposure.
Common features of a cybercriminal’s personality include: nationality, age,
education, and profession. To psychological: temperament, character, interests
and inclinations, motives and style of behavior, certain mental deviations.
Special features include «professional habits» and <«handwriting» of a
cybercriminal. The distinction between «professional habit» and «handwriting»
of a cybercriminal person is given. A distinction is made between the
«professional habit» and the «handwriting» of a cybercriminal. Separating the
«professional (criminal) habit» from the «handwriting» of a cybercriminal, it is
noted that «handwriting» is a characteristic action that a person consciously
commits, realizing that this distinguishes himself among others. These include:
choosing a nickname, choosing a specific photo (avatar), style of writing
messages and more.

It is emphasized that when choosing a nickname or avatar, you can say
about the preferences of these people.

It is noted that some information about the «professional (criminal) habits»
of a cybercriminal, the investigator, can also be obtained from the analysis of his
files using VirusTotal or Hybrid Analysis, which will help determine the file
type, programming language, location, time and date of creation or change and
other equally important information about the identity of the cybercriminal.

Also, due to the specifics of committing crimes of this category, it is
proposed to create a separate electronic database of persons who have
committed crimes using information technologies (cybercrime). The electronic
database should include the following information: nationality, age, education,
profession, established psychological characteristics, as well as «professional
habits» and «cybercrime handwriting». The electronic database will serve as an
identifier for the investigator, and will also help to understand what traces the
cybercriminal leaves and his motives.

As a conclusion, during the pre-trial investigation, important forensic data
on the identity of a cybercriminal is one of the main factors in the investigation
of criminal offenses committed using information technology (cybercrime).

Key words: the person of the criminal, the person of the cybercriminal,
typical features of the person of the cybercriminal, information technologies,
«handwriting» of the cybercriminal.



