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Abstract. After the outbreak of the Russian-Ukrainian war, the world was forced to 

reconsider its approaches to defense and protection mechanisms. Immediately, different countries 

began to improve their existing weapons and develop new means to protect their territories and 

interests. This trend has not escaped unmanned aerial vehicles, which have a very significant 

impact on the course of the war in Ukraine. That is why there is a need to consider methods of 

countering enemy drones through cyberattacks. 
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Introduction. Since it is not always possible to purchase well-protected 

military drones in war, the military sometimes uses ordinary civilian drones. Often, 

the manufacturers of ordinary drones sold in stores do not protect them with 

encryption, and unencrypted data is an easy target for attackers. 

Perhaps the most important components of UAVs exposed to cyberattacks are 

software systems, data transmission technologies and control channels. Among the 

software systems used by UAVs; autonomous driving software, image recording and 

processing software, map software, control center software and security software. 

Different signals, protocols and technologies are used between communication 

centers [1].  

 

Cyberattacks on UAV control channels. There are several ways to hack a 

drone. An attacker can, for example, replace the GPS signal. Having received other 

coordinates, the drone will cancel the original route and fly to wherever the new 

owner orders. A drone can be hacked even from a kilometer away. If the radio signal 

is not encrypted, it can be easily decoded using a special program - a traffic analyzer 

(sniffer). This does not require any special technical skills or equipment. By 

intercepting the signal from the operator, the hacker gains full control over the drone 

and its systems. The signal can also be jammed, making the drone forget the request 

of the real owner. Below is a list of possible cyberattacks on drone control channels: 

• Signal Interception: This attack involves intercepting radio signals 

transmitted between the UAV and the ground control station. Attackers can use 

specialized equipment to collect signals and determine the movements and actions of 

the vehicle.  
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• Signal Spoofing: In this attack, attackers create fake radio signals that 

mimic legitimate operator commands. This can cause the UAV to lose 

communication with the ground station [2]. 

• DoS: These attacks aim to overload the communication channels or 

infrastructure associated with the UAV with a large number of requests or traffic. 

This can lead to a loss of access to the vehicle. 

• GPS Spoofing: With this attack, attackers can try to change the GPS 

coordinates that the UAV receives. This can lead to incorrect navigation of the 

vehicle and its deviation from the planned route. 

• Data Injection: Attackers may try to inject fake data into the 

communication flow between the UAV and the ground control station. 

• Authentication Bypass: Attackers may attempt to bypass or hack 

authentication and authentication systems to gain unauthorized access to the UAV's 

control system and issue their own commands. 

• Physical Attacks: Physical access to UAV-related equipment or 

infrastructure can lead to technical interference, loss of the vehicle, or even hijacking. 

• Security Infrastructure Attacks: Aimed at weakening or bypassing 

security and defense systems, including firewalls, intrusion detectors, and 

identification systems. 

• Network Protocol Attacks: Attacks that target vulnerabilities in network 

protocols used for communication, including attacks on TCP/IP, UDP, and other 

network protocols. 

• Software Vulnerabilities: Attackers can exploit vulnerabilities in the 

UAVcontrol system software to launch attacks and gain control of the vehicle. 
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