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SIX-SECTOR LORENZ MODEL FOR CRITICAL INFRASTRUCTURE RISK MANAGEMENT

The work is dedicated to the problem of developing mathematical methods for assessing the vulnerability of critical infrastructure (Cl).

The main goal of the study is to create a mathematical model for forecasting crisis phenomena, ranking threat levels, and
identifying weak links in CI that significantly affect the deformation of the security space. The model includes an economic block and
a risk assessment block. The economic block is described by a six-sector Lorenz model with variable coefficients, which integrates
similarly described economic sectors into a unified structure. Each sector is considered in terms of productivity, employment, and
structural disruptions in sectors directly related to Cl activities: energy, transport infrastructure, water supply networks and hydraulic
structures, chemical industry, production, storage, and transportation of hazardous materials, as well as food and medical supplies,
and information technology. The risk assessment block uses catastrophe theory methods to evaluate vulnerability of Cl. Risk is
assessed based on the proximity of the model parameters to their bifurcation values, upon reaching which the system transitions from
a stationary state, characterized by acceptable vulnerability, to a state of increased vulnerability.

The main results of the work are related to the numerical study of the developed model. The conditions for the transition of
interconnected economic sectors to a regime of deterministic chaos, due to changes in specific demand and supply for production
system outputs and the number of jobs in them, as well as changes in the rate of elimination of structural disruptions, have been
identified. It has been shown that there are parameter value ranges in the model where minor changes lead to significant
transformations in the Cl system and its security.

Further development of this work will focus on determining the dependence of the control parameters of the developed model on
technological, environmental, economic, and social factors that characterize the functioning of Cl.
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Introduction

The increase in the number of technogenic disasters, along with the scale of the damage they cause, has focused attention on
the problem of a crisis in management systems. This crisis is associated with a narrowing of the forecasting horizon, manifesting in
the fact that low-probability events occur much more frequently than predicted by traditional safety assessment methods. Due to
globalization, the technosphere has transformed into a system characterized by the following features: 1) the presence of multiple
development trajectories and "windows of vulnerability"; 2) a limited timeframe for decision-making; 3) the rapid pace of changes in
order parameters that define human safety; 4) a strong dependence on initial conditions, making it so that small influences can lead
to significant divergences in development trajectories (Wilkinson, Elani, & Eidinow, 2002).

The increasing role of minor impacts expands the scope of traditional risks and gives rise to fundamentally new ones. These are
associated with events of enormous destructive power, prolonged in time, unfolding on a transnational scale, where their effects are
felt in geographical zones far from the incident site (Renn, 2003). This has led to a sharp increase in the vulnerability of critical
infrastructure (Cl). Until recently, security policy in the field of Cl protection was based on addressing issues related only to the crisis
in management systems (Ermoliev, & von Vinterfeldt, 2012; Norkin et al., 2018; Pepelyaev, Golodnikov, & Golodnikova, 2022;
Zgurovsky, 2024). However, in the context of military conflicts, it is necessary to approach the problem of CI protection from a new
perspective. There is a need to significantly revise the old security paradigms, considering the role that Cl has come to play in
modern warfare as a target for attacks. It is essential to consider the likelihood of deliberate destruction of energy facilities, hydraulic
structures, and hazardous enterprises in the nuclear and chemical industries. Therefore, the task of developing and implementing
automated systems that enable forecasting and prevention of crisis phenomena, ranking threat levels, and identifying weak points
that significantly influence the deformation of the security space has become highly relevant. The development of mathematical
models and methods to address these tasks is the goal of this work.

In works (Sergienko, Yanenko, & Atoev, 1997; Atoyev et al., 2017; Atoyev, & Knopov, 2022), mathematical models for
analyzing the vulnerability of Cl have been developed based on the theory of smooth mappings, using examples from housing
and communal services, potentially hazardous facilities, and environmentally polluting enterprises. The advantages of the
proposed approach include the ability to: 1) forecast and manage complex risks; 2) rank different types of threats, identify
weak links in Cl, and quantitatively assess the proximity to critical parameter values indicating increase in risk; 3) calculating,
using optimal control theory, the trajectories of changes in Cl parameters to reduce the risks of man-made disasters and
minimize the costs of their elimination.

In works (Atoyev, 2005; Atoyev, & Knopov, 2023), multi-sector Lorenz models were developed to study the interconnections
between different sectors of the economy and to determine the conditions for instability in such complex systems. These models
integrate in a holistic structure various economic sectors, described in the same way. Each sector is considered in terms of
productivity levels, the number of jobs, and structural disruptions. They allow for the calculation of the losses from instability in the
functioning of such complex systems as Cl. The measure of these losses is the level of structural disruptions.

To assess risks for Cl, we will combine these two approaches. The model should include: 1) a block for evaluating the
proximity of parameters characterizing Cl to their bifurcation values, the attainment of which sharply increases the probability
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of its destruction; 2) an economic block for assessing the impact of Cl destruction on the economy. Furthermore, the system
of interconnections between these blocks should be considered.

2. Mathematical model of vulnerability assessment

The mathematical formalism of catastrophe theory (Poston, & Stewart, 1978) allows for the calculation of bifurcation
values, curves, and surfaces of control parameters. The risk of the system transitioning from one steady state (normal) to
another (catastrophe) will be assessed by the degree of proximity of the control parameter values to their bifurcation values.

The function U(x), called the potential, will be introduced as follows:

Ulx) = —fF(x)dx

where F(x) is a function describing the motion in a potential field U(x).

In mechanics, quantum mechanics, and field theory, Hamiltonian systems are primarily considered. However, in "real life",
we often deal with dissipative systems. Tor study the system behavior near local extrema function U(x), the function F(x)
is expanded into a series in the neighborhood of stationary states, and the expansion is limited to a few small terms. To

assess risk, we will use the "cusp" catastrophe, whose potential has the following form:
4 2

X X
V() = = = Ay — Apx.
The manifold of the catastrophe is defined by the equation
0U(x) dx 4 p 1)
- % = E =x°+ 1X + 2

The polynomial (1), according to Sturm's theorem regarding the number of real roots of a polynomial (Andronov, Witt, &
Khaikin, 1959), has at most three and at least one real root. The number of roots depends on the discriminant
A= 443 + 27A3. If the condition A< 0 is satisfied, there are three real roots. The system has three steady states, two of which
are stable. The first stable steady state represents the norm (an acceptable level of vulnerability of the system), while the
second represents a crisis (a dangerous level of vulnerability). When A> 0 there is one real root and two imaginary ones.
The bifurcation curve has the following form:

A(Ay,4z) = 0. (2)

The measure of the risk for the transition of the system from one steady state, corresponding to the norm, to another,
corresponding to a crisis, is the degree of proximity of parameters 4; and A, to their bifurcation values A7 and A4} . Since
the parameter A, characterizes rapid impacts on the system, it was used to assess the risk in (Atoyev, Tomin, & Aksionova,
2007; Atoyev et al., 2017). The bifurcation value of this parameter is determined from equation (2)

4y = £23(41/3)7.

The risk value R can be assessed as follows:

R =1—(4; — A;)/A;. (3)

If A, =0,then R = 0, and if 4, = A}, then R = 1. If 4, > A3, we will also consider R = 1. For the chosen acceptable level
of risk R, , the corresponding value A,,. is determined from (3), which will be used in further research to determine the
strategy for ensuring the specified level of Cl security.

Risk assessment for critical infrastructure requires reliable information about the objects being studied. The absence of
such information, due to incomplete sampling or the stochastic nature of the research object, leads to uncertainty (Pepelyaev,
Golodnikov, & Golodnikova, 2024). In this situation, the effectiveness of deterministic models decreases, making the issue of
accounting for stochasticity particularly relevant (Wagenmakers et al., 2005).

There are several approaches to addressing this issue. In (Ebeling, & Engel-Herbert, 1982), the case of non-equilibrium
stochastic systems approaching a stationary state was examined. It was shown that for gradient systems, the set of transitions
(catastrophes) coincides under both deterministic and stochastic descriptions and consists of all points in the control space
where the number and type of extremal points change. When the modeled process is stochastic and governed by the Langevin
equation, equation (1) transforms into the following form:

oU(x) dx
o Car s X TAx A+ DY2£ (1)
where D is a constant, £(t) is an independent Gaussian &-correlated fluctuating quantity. According to (Ebeling, & Engel-
Herbert, 1982), the system is described using a single, globally stable stationary probability distribution P°(x, A), which is
related to U(x, 4), as follows:

P%(x,A) = (1/n)exp[2U(x, A)/D].
3. Model for assessing the economic consequences of Cl disruptions
For the economic block of the model, we will use a multi-sector Lorenz model. In this context, as in (Atoyev, & Knopov, 2023),
we will consider the following assumptions: 1) there is competition for labor among different sectors of the economy, so the
growth of the production function in one sector hinders job creation in others; 2) fluctuations in energy prices, changes in the
balance of natural and material resources, changes due to the disruption of Cl, and the introduction of new technologies that
significantly alter productivity — all of these provoke random disturbances w;;(t) that become additional factors for increasing the
level of structural disruptions; 3) processes in different sectors of the economy may proceed at different speeds, with time scaling
across sectors carried out using parameters ¢;; 4) An increase in the vulnerability level of Cl x leads to a decrease in the system's
capacity to recover from structural disruptions; 5) control parameters A4,; and A,; change with an increase in structural disruptions.
The mathematical model that integrates the economic and security blocks has the following form:

dx, .
Sid—tl = 0;(Y; — Xi) + 8wy,
day;
& _dtl = [Fi (X1, X2, .. Xe) — Zi]X; = Y} + 6,5, (4)
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dz; ,
fid—tl = XY — bi(1 = kix)Z; + 8;Wij,
6 6
X
SXE= X3+ A1i+zlizi x+A2i+ZmiZi+§iv'vij,
i=1 i=1

where X; are normalized levels of productivity, ¥; are normalized jobs, Z; are normalized level of structural disturbances in
the following sectors: energy facilities and networks (i=1); 2) transport service(i=2); hydraulic structures, water supply
networks (i=3); chemical industry, production, transportation and storage of hazardous materials (i=4); food and medical
supply facilities (i = 5); communication and information technology (i = 6); x is normalized level of vulnerability of Cl; a;, 17, b;
(i= R) are parameters of the Lorenz model, which are functions of specific demands and supplies for the products of the
respective production systems and the number of jobs occupied in them; F; =r;(1—Y¢_, a;;X;), a;; are parameters
characterizing competition between different sectors of the economy in labor markets (i #j); k;, l;, m; are parameters
characterizing the impact of critical infrastructure vulnerability on economic sectors, and the impact of structural disruptions
on the dynamics of critical infrastructure vulnerability, respectively; w;; are independent standard Wiener processes with
parameters E (w;;(t) — w;;(s)) = 0; E (w;;(t) — w;;(s))? = |t — s|; &; are intensities of disturbance.

According to the results obtained in (Atoyev, 2005), the parameters o;,1;,b; are related to the characteristics that
determine the functioning of economic sectors as follows

o; = (aiB2i)/(@ziv2). 710 = (Briva)/(Baivai), by = G/ (@zivai), (9)
where oy; and «,; are parameters that characterize adaptive capabilities; B,; are demands for the activity of the
i-th manufacturing system, normalized to the unit of measurement of the material production system, which is considered to
be a job in the corresponding industry Y;; ,; are supplies normalized to the unit of function of the i-th manufacturing system
X;, v1; are demands for increasing the number of jobs, normalized to the unit of X;; y,; are supplies for increasing the number
of jobs, normalized to the unit of Y;; ¢; are the specific rates of disruption elimination.

The investigation of the classic Lorenz model (Lorenz, 1963) shows that increasing the parameter r is crucial for the onset
of turbulence. The operating modes change at the following bifurcation values of r: r = 13.926, r = 24.06, r = 24.74. When
r > 24.74, the system transitions to a regime of metastable chaos — a strange attractor emerges (Kaplan, & Yorke, 1979). In
model (4) the transition of parameters r; to the range of values corresponding to the regime of metastable chaos is achieved
by increasing the specific demand for the products of the manufacturing system and the number of jobs employed (parameters
B1; and y;;) or by reducing their specific supply (parameters ,; and y,;).

Let's consider how the rate of disruption elimination affects the level of security of Cl. As follows from (5), a decrease in
the rates of disruption elimination ;, leads to decline in parameters b;. Rates {; change significantly faster than the adaptive
capabilities a,; and the supply of increasing the number of jobs y,;. Within short time intervals a,; and y,; can be consider
constants. In these conditions, we will associate the decrease in b; only with the reduction in ;.

Figure 1 shows how the dynamics of vulnerability x, the discriminant A, and the proximity of the current values of the
parameters A, to their bifurcation values A5 change with the decrease of the parameters b; of model (2). For simplicity in
modeling, it was assumed that the coefficients for different sectors are the same.

Figure. 2 shows how the level of the total structural disruption of the CI (X [ Z;(t)dt) changes with the variation of the
parameters r;. The results of the research show that there are regions of parameters r;. in which the level of structured
disruption increases sharply. For the energy sector (i=1), when the demand-to-supply ratio reaches a level corresponding to
the values of parameter r; in the range (22,24), the level of total disruption increases from 3856.4 to 8077.6. A further increase
in ry initially reduces this level to 3925.9 at r; = 26, but then the level of structural disturbances begins rise again.

In Figure 3, it is shown how the dynamics of disturbances Z; change with a decrease in parameters b;, as well as the
projections of the phase space of system (2) onto the planes Z; — X; and Z; —Y; , using one of the sectors of the economy
related to the energy system as an example (i = 1 = E ). The simulation results presented in Fig. 1 and Fig. 2 were obtained
with the following values for the model parameters: A;; = 2, 4,; =1, k; = 0.5, [; =m; = 0.015, r; = 24, ¢ = &, = 0.2.

4. Dependence on small changes in parameters

The formation of a complex and interconnected network of modern society significantly deforms the fields of natural,
technological, and economic risks. The nodes of this network serve as unique acupuncture points of vulnerability for Cl, where
small influences can lead to unforeseen consequences on a large scale with irreversible damage (a kind of domino effect).
This occurs due to the density of connections between nodes, unprecedented lengthening of causal relationships, and the
speed at which material values and information circulate through the links of this network. The behavior of such systems often
becomes unstable (Laszlo, 1991).

Therefore, the network society can be seen as a system near an unstable stationary state within a bifurcation zone, where
the likelihood of sudden and unforeseen events increases. Very small fluctuations can lead to abrupt changes in the socio-
economic and natural-technological characteristics of society, with the amplitude of these jumps potentially being quite
significant (Zgurovsky, & Pankratova, 2007; Ermoliev, & von Vinterfeldt, 2012).

Figure 4 illustrates the results of modeling, where a very slight change in the parameter [; leads to a significant shift in the
operating mode of system (4). When [; = 1 the level of structural disruptions reaches maximum Y, [ Z;(¢)dt = 8077.6. With a small
increase or decrease in [; by a value of 10, the level of structural disruptions significantly decreases (as shown in Figures 4b and
4d). Moreover, in this case the phase portraits of the system differ significantly.
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Fig. 1. The impact of changes in the rate of disruption elimination on the dynamics of changes in the vulnerability levels of CI:
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b; = 5/3 (a); b; = 8/3 (b); b; = 12/3 (c); b; = 15.4825/3 (d); b; = 16/3 (e)
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Fig. 2. Dependence of total structural disruptions of Cl on parameter r;.
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Fig. 3. The impact of changes in the rate of disruption elimination on the dynamics of changes in disturbances in energetic
sector: b; = 5/3 (a); b; = 8/3 (b); b; = 12/3 (c); b; = 16/3 (d)
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Fig. 4. Changes in the vulnerability of Cl and in the level of structural disruptions in the energy sector with an increase
in parameter [; : [; = 0.954, Y, [ Z,(t)dt = 3853.6 (a); [; = 0.999999999, . [ Z;(t)dt = 3870.9 (b);
[,=1.0,YZ,(t)dt =8077.6 (c); L; =1.000000001, Y [Z,(t)dt =5192.8 (d); |; =1.046,Y, [ Z,(t)dt = 4159.6 (e)
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Thus, a slight change in the balance of supply and demand can significantly alter the development trajectory of the system,
change the vulnerability of Cl, and affect the scale of negative consequences in case of its disruption. At the same time, due
to this high sensitivity to small parameter changes under chaotic conditions, it is possible to shift the system from one unstable
limit cycle to another, thereby qualitatively altering the system's behavior with minimal costs for changes in the interconnected
sectors of the economy.

The further development of this work will be aimed at determining the dependence of the control parameters 4; and 4,
of model (1) on the technological, environmental, economic, and social factors that characterize the functioning of Cl. These
parameters may be determined using approaches, elaborated in (Atoyev et al., 2017; Ermoliev et al., 2020; Atoyev, & Knopov,
2023; Pepelyaev, Golodnikov, & Golodnikova, 2023; Shulzhenko, Nechaieva, & Leshchenko, 2024).

Discussion and conclusions

A mathematical approach has been proposed to assess the security level of critical infrastructure (Cl) objects and the
consequences of their destruction for interrelated sectors of the economy. This approach allows for the evaluation of threat
levels, defined using the formalism of smooth function theory, based on the proximity of Cl parameters to their bifurcation
values, the achievement of which sharply increases the likelihood of their destruction. This way, the "safety margin" of objects
is calculated. It is assumed that the probability of an attack on a Cl object is higher the greater its vulnerability level. The
assessment of the impact of Cl destruction consequences on the economy is carried out using a multi-sectoral Lorenz model,
which determines the dynamics of productivity levels, employment, and structural disruptions in sectors directly related to Cl
activities: energy, transportation, hydraulic structures and water supply networks, chemical industry, production, storage and
transportation of hazardous materials, food and medical supply facilities, and information technology

The study investigated the impact of changes in the speed of eliminating structural disruptions on the dynamics of
vulnerability levels in Cl. Conditions for the transition of interrelated sectors of the economy into a state of deterministic chaos
were identified as a result of changes in the specific demands and supplies of products in production systems and the number
of occupied jobs, as well as changes in the speed of eliminating structural disruptions. It was demonstrated that there are
regions of parameter values in the model where minor changes can lead to significant transformations in the Cl system and
its security space.

Authors’ contribution: Konstantin Atoyev — conceptualization, methodology, empirical data collection and validation, empirical research,
analysis of sources, preparation of literature review or theoretical foundations of research; Pavel Knopov — methodology, analysis of sources,
preparation of literature review or theoretical foundations of research.
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LUECTUCEKTOPHA MOLEIb NTOPEHLA OANA YNPABMIHHA PUSUKAMU KPUTUYHOT IHOPACTPYKTYPU

lMpucesiyeHo npobrnemi po3pobrieHHs1 MameMamu4yHUx memodie OoyiHKu epasnueocmi Kpumu4Hoi iHgppacmpykmypu (KI). OcHoeHoro Memoro
MpPOrnoHo8aHo20 OOC/IGKEHHSI € CMBOPEHHSI MameMamuyHoi Modesli Onsi NPo2HO3y8aHHs KPU308UX SI8UW, PaHXy8aHHs PieHie 3a2po3 i eusiefieHHs1
cnabkux naHok Kl, ujo cymmeeo ennuearoms Ha deghopmayito npocmopy 6esneku. Modenb oxonsoe ekoHOMiYHul 610K i 6710K OyiHrO8aHHSI pU3UKie.
EkoHoMi4Hull 6510k ornucaHo wecmuceKkmopHoto modesutto JlopeHuya 3i 3MiHHUMU KoedgbiyieHmamu, wo 06'edHye cxoxi docnidkeHi ceKmopu eKOHOMIKU
8 eduHy cmpykmypy. KoxeH cekmop po3anisiHymo 3 no3uyii npodykmueHocmi, 3aliHamocmi ma cmpyKmypHUX nopyuweHsb y cgepax, 6e3nocepedHbLo
noe'sizaHux 3 OdisnbHicmio KI: eHepzemuka, mpaHcrnopmHa iHghpacmpykmypa, Mepexi eodonocmayaHHsi ma eidpomexHiyHi criopydu, XimidyHa
npomuciogicmb, upobHUYMeEo, 36epizaHHsI Ma mpaHcrnopmyeaHHs1 He6e3neyHUX Mamepiaslie, a makox xap4yoei ma MeAuy4Hi moeapu U iHghopmayitHi
mexHonoeii. briok ouyiHeaHHs1 pu3ukie eukopucmosye memodu meopii kamacmpogh Ons eusHayeHHs1 epasnueocmi Kl. OuiHroeaHHs1 pu3uky
30ilicHroembcs 3a Habnuxenicmio napamempie modesii 3o ixHix 6ighypkayiliHux 3HavyeHb, y pa3i OOCsIi2HEHHsI sIKux cucmema nepexodums eid
cmayioHapHO20 cmaHy, W0 Xxapakmepu3yembCsi NPUlHSIMHOK epa3snugicmio, Ao cmaHy nidsuu,eHoi epasnueocmi. [fpoeedeHo docnidxeHHs Moeo, sk
3MiHa weudKocmi yCyHeHHs1 CmpPyKmMypHUX nopyuweHb enueae Ha QUHaMiKy 3MmiH pieHie ypa3nueocmi KI. OcHoeHi pe3ynsmamu po6omu noe'si3aHi 3
qucesibHUM OO0ChiOeHHsIM po3pobreHoi modeni. IdenmucbikogaHo ymoeu Onsi nepexody 63a€MOI08'3aHUX CEeKMOopie EeKOHOMIKU 00 pexumy
JdemepMiHO8aHO20 XaoCy 8Hac/iGOK 3MiHU MUMOMO20 fonumy ma npono3uyii Ha NPodyKyiro supo6HUYOi cucmemMu ma Kinbkocmi po6o4ux mMicyb y HUX,
a makoxx 3amiHu memnie nikeidauii cmpykmypHux nopyweHs. [lokazaHo, wo e Mmodesi icHyromb Giana3oHuU 3Ha4YeHb napamempie, de HeeesukKi 3MiHU
npu3eodssimb Ao 3Ha4YHUX mpaHcgopmayit y cucmemi KI ma ii 6e3neyi. Modanbwi docnidxeHHss 6y0ymb 30cepedXeHi Ha 8U3HaYeHHI 3anexHocmi
Kepyro4dux napamempie po3pobrieHoi modesii 8i0 MexHO/o2iYHUX, €KOJI02iYHUX, €eKOHOMiYHUX i coyianbHUX gbakmopie, wWo Xxapakmepusyromb
pyHkyioHyeaHHsi Kl.

KnwyoBi cnoBa: mModensJlopeHya, MamemamuyHe MOOGesTI08aHHS, Kpumu4Ha iHghppacmpykmypa, demepmiHoeaHul Xaoc, OUiHIOBaHHSI PU3UKY.
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