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ABSTRACT. We consider problem of order counting of algebraic affine
and projective curves of Edwards [2, 8] over the finite field F,». The
complexity of the discrete logarithm problem in the group of poi-
nts of an elliptic curve depends on the order of this curve (ECDLP)
[4, 20] depends on the order of this curve [10]. We research Edwards
algebraic curves over a finite field, which are one of the most promisi-
ng supports of sets of points which are used for fast group operations
[1]. We construct a new method for counting the order of an Edwards
curve over a finite field. It should be noted that this method can
be applied to the order of elliptic curves due to the birational equi-
valence between elliptic curves and Edwards curves. We not only find
a specific set of coefficients with corresponding field characteristics
for which these curves are supersingular, but we additionally find a
general formula by which one can determine whether a curve Eg[F,]
is supersingular over this field or not. The embedding degree of the
supersingular curve of Edwards over F,» in a finite field is investi-
gated and the field characteristic, where this degree is minimal, is
found. A birational isomorphism between the Montgomery curve and
the Edwards curve is also constructed. A one-to-one correspondence
between the Edwards supersingular curves and Montgomery supersi-
ngular curves is established. The criterion of supersingularity for
Edwards curves is found over Fyn.

KEYWORDS: finite field, elliptic curve, Edwards curve, group of poi-
nts of an elliptic curve.
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AHOTALIIA. Mu posrispaemo aJjrebpalani addinni i mpoekTusHi
kpusl Exsapsca [2, 8] naz ckinuenHNM 110J16M Fpn. CknagnicTs mpo-
OJileMu JTUCKPETHOTO JIOTapudMy B I'PYIi TOYUOK ETIITHIHOI KPUBOL
(ECDLP) [4] 3anexkuth Big nopsiaky niei kpusol [10]. Jociimkyemo
aynrebpaiuni kpusi EjpBapica Hasl CKIHYEeHHUM IOJIEM, sKi € OIHUM
3 HAMOIIBIN MPECIEKTUBHUX HOCIIB MHOYXKHUH TOYOK, sIKi BHKOPHUCTO-
BYIOTBCS JIJIs IIBUIKAX TPYyHOBUX oneparii [1]. Bymyemo noBHii Me-
TOJT Ti/IpaxXyHKY MOPSIKY KpuBoi EBapica Hal CKIHYEHHUM ITOJIEM.
Coain 3a3HadnTH, MO el MeTo], MOXKe OyTH 3aCTOCOBaHUIl 110 BU-
3HAYEHHSI TOPAJIKY EJIMITUIHIX KPUBUX Uepe3 OiparioHa bHi eKBiBa-
JIBHTHOCTI MiXK eyinTudHnMy KpuBnmu i KpuBumu Ensapaca. Mu ne
TITHKU 3HAXOINMO Habip KoediIieHTIB 3 BiATOBIIHUMI XapaKTepu-
CTUKAMHU IIOJId, I IKHUX Il KPUBI € CyIEePCUHTYISAPHUME, MU TaKOXK
JIOIATKOBO 3HAXOAUMO 3arajibHy (DOPMYJLy, 3TiHO 3 SIKOI MOXHA
BU3HA4UTH, 1u € Kpusa FEy4[F,] cymepcuuryisproio HaJ DUM IOIEM
an Hi. JlocaimKyeThes CTyIiHb BKIAIEHHS CYIIEPCUHTYISPHOI KPUBOT
Ensapaca nazg Fp» B ckimdenne nose. Takox sHaiiena xapakTepH-
CTHKA TIOJIs, Jie 1eH CTYIiHb MiHiMaJ bHUE. Y CTaTTi 3HANIEHO KpH-
Tepiil cynepcunrynsgpHocTi kpusol Ensapsca naj Fy». Beranossieno
B3a€MHO-OJTHO3HAYHA, BIJMOBIIHICTh MiXK CYNEPCUHTYIIPHUMEI KPHU-
BuMu EjnBapjca 1 cynmepcunryaspanmu KpuBuMmu MorTromepi. Ilo-
OynoBanuii OipamioHaJbHEX i30MOpdi3zM Mixk KpuBoio Montromepi
Ta kpuBoio EmBapmica. Bkasami obpa3u creriaJbHIX TOYOK KPHUBOL
Ensapsca na cdepi Pimana npu 6iparionansaomy isomopdismi.
KJTFOYOBI CJIOBA: CKiHUY€HHE 110JIe, eJIITUYHA KpUBa, KpuBa, EaBap-
ca, rpyIia TOYOK Ha eTINTUIHIN KPUBiil.

INTRODUCTION

The problem of finding the order of an algebraic curve over a finite field
[Fyn is now very relevant and is at the center of many mathematical studies in
connection with the use of groups of points of curves of genus 1 in cryptography.
In our article, this problem is solved for the Edwards and Montgomery curves.

The criterion of supersingularity of the Edwards curves is found over Fn».
We additionally propose a method for counting the points from Edwards curves
and elliptic curves in response to an earlier paper by Schoof [19].

We consider the algebraic affine and projective Edwards curves over a finite
field. We not only find a specific set of coefficients with corresponding field
characteristics for which these curves are supersingular, but we additionally
find a general formula by which one can determine whether a curve E4[F,] is
supersingular over this field or not.

1. REVIEW OF PREVIOUS RESULTS

It is known that the theoretical results of S. Stepanov [11] and P. Deligne
provide both upper and lower bounds for the number of curve points, that is
p" + 1 —wl —wh [18]. The complexity of the fastest algorithms known are
Schoof’s basic algorithm [19], which yields O(log3 p"), as well as a variant that
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makes use of fast arithmetic (suitable only for Elkis or Atkin primes), which
has complexity O(logj p”). Our method is faster than the approach to order
curve determination by counting of a longest chain of points using dividing of
a point on 2 [17].

2. MAIN RESULT

The twisted Edwards curve with coefficients a,d € F)," is the curve E, 4 :
ar® +y* = 1+ day?,

where ad(a —d) # 0, d # 1, p # 2 and a # d. It should be noted that a twisted
Edwards curve is called an Edwards curve when a = 1. We denote by E,; the
Edwards curve with coefficient d € F,* which is defined as

22+ % =1+ da’y?,
over [F,,. The projective curve has form
F(z,y,2) = ax’2? + y?2% = 21 4 dz?y>.

The special points are the infinitely distant points (1,0,0) and (0,1,0) and
therefore we find its singularities at infinity in the corresponding affine compo-
nents A := az? + 222 = 24 + dy? and A% := ax?2% + 2% = 2* + da?. These
are simple singularities.

We describe the structure of the local ring at the point p; whose elements
are quotients of functions with the form

f(z,y,2)

9(@,y,2)’

where the denominator cannot take the value of 0 at the singular point p;.
In particular, we note that a local ring which has two singularities consists of
functions with the denominators are not divisible by (z — 1)(y — 1).

F(z,y,2z) =

We denote by 6, = dim ©r /o,, where O, denotes the local ring at the si-
ngular point p which is generated by the relations of regular functions O, =

{g (g, (x—=1D(y—-1)) = 1} and O, denotes the whole closure of the local

ring at the singular point p.

We find that &, = dim 97/ 0, = 1 is the dimension of the factor as a vector
space. Because the basis of extension 6p /o, consists of just one element at each
distinct point, we obtain that J, = 1. We then calculate the genus of the curve
according to Fulton [3]

p(C) = pa(C) = 6, = W—Z(sng—Q:L

peEE peEE

where po(C') denotes the arithmetic genus of the curve C' with parameter n =
deg(C) = 4. It should be noted that the supersingular points were discovered in
[9]. Recall the curve has a genus of 1 and as such it is known to be isomorphic
to a flat cubic curve, however, the curve is importantly not elliptic because of
its singularity in the projective part.
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Both the Edwards curve and the twisted Edwards curve are isomorphic to
some affine part of the elliptic curve. The Edwards curve after normalization
is precisely a curve in the Weierstrass normal form, which was proposed by
Montgomery [1] and will be denoted by Ej;.

Koblitz [4, 3] tells us that one can detect if a curve is supersingular using
the search for the curve when that curve has the same number of points as
its torsion curve. Also an elliptic curve E over F, is called supersingular if for
every finite extension Fg- there are no points in the group E(F,) of order p
[16]. It is known [1] that the transition from an Edwards curve to the related
).

We now recall an important result from Vinogradov [12| which will act as
criterion for supersingularity.

torsion curve is determined by the reflection (Z,7) — (z,y) = (f

Lemma 1 (Vinogradov [12|). Let k € N and p € P. Then

S [0 (modp),  nfp—1),
Se={ el

where n|(p — 1) denotes that n is divisible by p — 1.

The order of a curve is precisely the number of its affine points with a neutral
element, where the group operation is well defined. It is known that the order of
22 +y? = 1+ dz?y? coincides with the order of the curve 22 +y% = 1+d~'2%y?
over finite field [F),.

We will now strengthen an existing result given in [9]. We denote the number
of points with a neutral element of an affine Edwards curve over the finite field
[y, by Ngpp) and the number of points on the projective curve over the same field

by N

Theorem 1. If p = 3(mod 4) is prime and the following condition of supersi-
ngularity

iﬂ ()2 = 0(mod p), (1)

2

is true then the orders of the curves x2+y? = 1+dz?y? and 22 +y? = 1+d t2?y?

over ), are equal to Ny = p+ 1, when (%) = —1, and Ngp = p — 3, when

(-

Proof. Consider the curve Fy:

2?4+ y? =1+ do?y?. (2)
Transform it into the form y?(1 — dz?y?) = 1 — 22, then we express y? by
applying a rational transformation which lead us to the curve y? = %.

For analysis we transform it into the curve
y? = (2% — 1)(dz? - 1). (3)
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We denote the number of points from an affine Edwards curve over the finite
field F), by Mgp,. This curve (3) has Mgy, = Ngpp) + (%) + 1 points, whi-

ch is precisely (%) + 1 greater than the number of points of curve E;. Note
that (%) denotes the Legendre Symbol. Let ag,a1,...,az,—2 be the coeffici-

ents of the polynomial a9 + a1z + --- + agp_2x2p_2, which was obtained from
- p=1
(22 — 1)%(d:v2 —1) 2 after opening the brackets.
Thus, summing over all x yields

p—1

p—1
Myy = 1+ ((@® —1)(da® — 1)) 7 =
=0

p—1 p—1

= p=1 p_1 p— p—1 p—1
—p+ > @17 (@22 -7 =3 (@2 1) (da? ~1)"7 (mod p).
x=0

=0

p—1 p—1 p—1

By opening the brackets in (22 — 1) 2 (d2? — 1) 2 , we have ag,—o = (1) = -
dp%l = (%) (mod p). So, using Lemma 1 we have

d

M) = — <p) — ap—1(mod p). (4)

We need to prove that Md[p} = 1(mod p) if p = 3(mod 8) and Md[p] =
—1(mod p) if p = 7(mod 8). We therefore have to show that My, = —(4) -

P
p—1
2 . )
ap—1(mod p) for p = 3(mod 4) if > (Ci;l)2d3 = 0(mod p). If we prove that
7=0 2

ap—1 = 0(mod p), then it will follow from (3). Let us determine a,_; according

to Newton’s binomial formula: a,_1 is equal to the coefficient at 2P~ 1 in the
p—1 p—1
polynomial, which is obtained as a product (z? — 1) 2 (d2z? — 1) 2 . So, ap_1 =

p—1
1 2 .
(—1)% S d(C)_, )2. Actually, the following equality holds:
5=0

2

2 p—1

p—1 p—1
2 2
p=l N it S ; p—1 o
= (DT Y dCL T Ol =(-1)"F Y ()
=0 2 2
p=1
2 . 2 .
Since ap—1 = — Y. (C?_,) &, then exact number of affine points on non
j=0 2
supersingular curve is the following
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Mgp) = —agp—2 —ap-1 = — ( ) + Z d] mod p). (5)

According to the condition of this theorem ap—1 = 0, therefore Mgy, =
—agp—2(modp). Consequently, in the case when p = 3(mod 4), where p is pri-
p—1
2 . 2 .
me and ) (C}_,) & =0(mod p), the curve Eq has Ny = p— <%> —( (g) +
=0z
1) =p—1-2 (%) affine points and a group of points of the curve completed
by singular points has p + 1 points.

Exact number of the points has upper bound 2p + 1 because for every x # 0
corresponds two valuations of y, but for £ = 0 we have only one solution y = 0.
Taking into account that z € F, we have exactly p values of z. Also there
are 4 pairs (+1,0) and (0,41) which are points of E; thus Ny, > 1. Thus
Ngpp) = p+ 1. This completes the proof. O

Corollary 1 The orders of the curves ¥ + y* = 1 + day? and 2% + y? =

1 + d~t2%y? over F, are equal to Ngp) = p+ 1 = Ny, when (%) = -1

and Ngp = p —3 = Nd[p} 4, when (5) =1 iff p = 3(mod 4) is prime and
;)de = 0(mod p).

Since all transformations in proof of Theorem 1 were equivalent transitions
then we obtain the proof of equivalence of conditions.

Theorem 2. If the coefficient d = 2 or d = 27! and p = 3(mod4) then

> di(Ch,)" = 0(modp) and Ny =p + 1.

jZO d
p—1
2 . .
When p = 3(mod 4), we shall show that > dJ(CZ,;l)2 = 0(mod p). We
7=0 d

multiply each binomial coefficient in this sum by (pT)' to obtain after some
algebraic manipulation

=1 - )vcgj = (B - 1)1-:'2(‘10.2.1]'—1' +1)(252)! _
= ( 51)(71—1).. (p%l—]+ )[(%)(Tl_l) G+
After applying the congruence (;1 _ k)2 (2 Pl k)Q(mod ) with

p—1
2

0<k<E= L to the multipliers in previous parentheses we obtain [( %)(

1)---(j+1)]. It yields
RO RGN 0 I
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Thus, as a result of squaring, we have:
2

(75 ) oL’ - |

_(p—1 )(p—l )
= (52~ _ 1) (—= — 2) ...
( 5 —JTF 5 Tt

p—1
P . ,
It remains to prove that > (CY_, )229 = 0(mod p) if p = 3(mod 4). Consi-
=0 z
der the auxillary polynomial

(p=3-1) (mod p). (6

-1 2 p=1 : .
P = () Y7 (€)'

We are going to show that P(2) = 0 and therefore a,_; = 0(mod p). Using (6)
it can be shown that

p*1,2 P 2,5 _
= PO = (T T G =

1
—22 k+1 k+m?43§—+kﬁﬁmmdm

over .

We replace d by t in (1) such that we can research a more generalised
p

problem. It should be noted that P(t) = 8% (3%1 (Q() tp;l)t%) over

Fp, where Q(t) = t*~! + ... + ¢+ 1 and 8" denotes the ——th derivati-
ve by t, where ¢ is new varlable but not a coordinate of curve. Observe that

Qt) = tf:ll = (tt__ll)p = (t — 1)’ !(mod p) and therefore the equality P(t) =

—1 2=y p—1y (55)
(((t - 1)p_1t%)(%)tp7l) * " holds over Fp.

In order to simplify notation we let § = ¢t —1 and R(6) = P(6+1). For the case
t = 2 we have # = 1. Performing this substitution leads the polynomial P(t) of
2 to the polynomial R(¢t — 1) of 1. Taking into account the linear nature of the
substitution 8 =t — 1, it can be seen that that derivation by 6 and ¢ coincide.
Derivation leads us to the transformation of polynomial R(6) to form where it
has the necessary coefficient a,—1. Then

RO) = PO+1) =0T ("7 (0" (0 +1)"T ) (0+1)'F ) =

— 5% M,gf(g + ) =
((( —1)/2)! )
In order to prove that ap—1 = 0(mod p), it is now sufficient to s how that
R(#) =0 if = 1 over [F,. We obtain

—1)! . —
R() = 57 CLL G+ 1) (G 250) (")

We now will manipulate with the expression (%— Jj+1) (%— J+2) - (”2;1 —
Jj+ %) In order to illustrate the simplification we now consider the scenario
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when p = 11 and hence Z 2 = 5. The expression gets the form (5 J —|—1)(5 J
2)-(5-j+5) = (6-7)(T—j) - (10—j) = ((-=5-4)(~4~) 7))
(=D*(G+ 1D +2)--- (G +5))(mod 11).
Therefore, for a prime p, we can rewrite the expression as (% —Jj+1)(5=
=1 . — . .
JH2) (B =) = ()T () () = -1+ )G+
p21)(m0d p)
As a result, the symmetrical terms in (7) can be reduced yielding ap—1 =

0(mod p). It should be noted that (—1 )pTil = —1 since p = Mk + 3 and % =
2k+1. Consequently, we have P( ) = R(1) = 0 and hence a,_; = 0(mod p) as

_.|_

[ay

required. Thus, Z (C] ) = O(mod p), completing the proof of the of the

theorem.
Corollary 2. The curve Eq is supersingular iff E -1 is supersingular.

Proof. Let us recall the proved fact in Theorem 1 that

Ngp) = —agp—2 —ap-1 = — ( > Z dj mod p).

Since (C’Z,;l)de = O(mod p) by condition, and the congruence (%) = (d%)
holds, theil according to shown in the proof of Theorem 1 the curve E,; has

Ngp) = p — (g) — ((g) +1)=p—-1-2 (%) affine points. So the number

of points on Ey is Ny = —agp-—2 — ap-1 = — <%) = <%) (modp), therefore
Nap) = Na-1p)

Now we estimate the number of points on the curve (3). Let Mgy, denote
the number of solutions to equation (3) over the field F),. It should be observed
that for x = 1 and z = —1, the right side of (3) is equal to 0. Due to this the
number Mgy, can therefore be bounded by

2 < Mgy <2p-—2, (8)
where if a1 = 0(mod p) we have Ny, = —(g)(mod p). The number of
solutions is bounded by Ngp, < 2p — 2 because if z = 1 and x = —1 we only

have one value of y, namely y = 0. For different values of x, we will have no
more than two solutions for y because the equation (3) is quadratic relative to
y. Thus, the only possible number is My, = p — ( )(mod D).

Corollary 3. If p = 3(mod 4) is prime, then Nyp=p—1-2 ( )—I—T where
pfl

T is such that T = Z ( ) &l < 2,/q and Nd[p] —1-2 (%) +T.
Jj=0 =

Proof. Due to equality (5) and the bounds (8) as well as according to generalized
Hasse-Weil theorem | Ny, — (p+1) —2 (%) | < 2g,/p, where g is genus of curve,
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we obtain exact number Ngp,. As we showed, g = 1. From Theorem 1 as well

p—1
2 . .
as from Corollary 2 we get, that > (C?_, )2d3 = —Ngp—(p+1) -2 (%) S0
=0 z
there exists T' € Z, such that T' < 2,/p and Ny =p—1—2 (%) +T. O

Example 1. If p = 13, d = 2 gives Ny[j3y = 8 and p = 13, d~! = 7 gives that
the number of points of E7 is Nyj3 = 20, which is in contradiction to that
suggested by A. Bessalov and O. Thsigankova. Moreover, if p = 7(mod 8),
then the order of torsion subgroup of curve is No = N,-1 = p — 3, which is
clearly different to p 4+ 1 as suggested by them.

For instance p = 31, then Npj31) = Ny-1[31) = 28 = 31 — 3, which is clearly
not equal to p+1. If p=7,d = 27! = (4 mod 7) then the curve Fy-1 has four
points, namely (0, 1); (0,6); (1,0); (6,0), and the in case p = 7 with d = 2(mod

7), the curve Ey-1 also has four points: (0,1);(0,6); (1,0); (6,0), demonstrating
the order in this scenario is p — 3.

The following theorem shows that the total number of affine points upon
the Edwards curves E; and E;-1 are equal under certain assumptions. This
theorem additionally provides us with a formula for enumerating the number
of affine points upon the birationally isomorphic Montgomery curve Nj;.

Theorem 3. Let d satisfy the condition of supersingularity (1). If n = 1(mod
2) and p is prime, then the order of projective curve Wd[pn] =p" + 1, and the

order of curve is equal to Ngpn) = p™ — 1 — 2 (%) . If n = 0(mod 2) and p
is prime, then the order of curve Ngpn) = p™ — 3 — 2(—p)%, and the order of

n
2.

projective curve is equal to Nd[pn] =p"+1-2(—p)

Proof. We consider the extension of the base field I}, to Fy» in order to determi-

ne the number of the points on the curve x2 +y? = 1 +dz?y?. Let P(z) denotes

a polynomial with degree m > 2 whose coefficients are from I,. To make the

proof, we take into account that it is known [11]| that the number of solutions

to y?> = P(z) over Fyn will have the form p" + 1 — w} — ... — w? | where
1

Wi, ey w1 € C, |wi| = p2.

In case of our supersingular curve, if n = 1(mod 2) the number of points on
projective curve over [F,» is determined by the expression p" + 1 — w} — w?,
where wj' € C and wy = —ws, |w;| = /p that’s why wy = i,/p, wp = —i,/p with
i € {1,2}. In the general case, it is known [11, 14, 5] that |w;| = p%. The order
of the projective curve is therefore p™ + 1.

If p = 7(mod 8), then it is known from a result of Skuratovskii [9] that Ey
has in its projective closure of the curve singular points which are not affine
and therefore

Nd[p] = pn — 3.
If p = 3(mod 8), then there are no singular points, hence
Nay) = Nag) = p" + 1.
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Consequently the number of points on the Edwards curve depends on (%) and
is equal to Ny, = p" — 3 if p = 7(mod 8) and Ny, = p" + 1 if p = 3(mod 8)
where n = 1(mod 2). We note that this is because the transformation of (3) in
E4 depends upon the denominator (dz? — 1).

If n = 1(mod 2) then, with respect to the sum of root of of the characteristic
equation for the Frobenius endomorphism wf" + wj, which in this case have the
same signs, we obtain that the number of points in the group of points of the
curve is p" + 1 — w] — wy [18].

For n = 0(mod 2) we always have, that every d € F, is a quadratic residue
in Fpn. Consequently, because of (g) = 1 four singular points appear on the
curve. Thus, the number of affine points is less by 4, i.e. Nypn) = p" — 1 —

2 (%) —2(—p)z = p" —3—2(—p) 2. In more details wy, wy are eigen values of

the Frobenius operator F' endomorphism on etale cohomology over the finite
field Fyn, where F acts of H*(X). The number of points, in general case, are
determined by Lefshitz formula:

#X (Fpn) = Y (—1)'tr(F" [H'(X))

where #X (Fp») is a number of points in the manifold X over Fyn, F™ is
composition of Frobenius operator. In our case, Fy is considered as the manifold
X over Fyn.

Lemma 2. There exists birational isomorphism between Eg and Epr, which is

determined by correspondent mappings x = i‘—z and y = 27“

Proof. To verify this statement in supersingular case we suppose that the curve
22+ =14 day?
contains p—1—2 (%) points (x,y), with coordinates over prime field [F,,. Consi-

der the transformation of the curve 22 +y? = 1+ dz2y? into the following form
y?(dz® — 1) = 2% — 1. Make the substitutions z = =% and y = 2%. We will call
the special points of this transformations the point in which these transformati-
ons or inverse transformations are not determined. As a result the equation of

curve the equation of the curve takes the form

4 (d-=Du*+2d+Du+(d-1)  4u
2 (- u)? A—uy
Multiply the equation of the curve by
v2(1 — u)?
du

As a result of the reduction, we obtain the equation
v? = (d— 1w +2(d + 1)u? + (d — 1)u.

We analyze what new solutions appeared in the resulting equation in comparing
with y?(do? — 1) = 22 — 1.
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First, there is an additional solution (u,v) = (0, 0). Second, if d is a quadratic
residue by modulo p, then the solutions appear

(s, 00) = (—(d+1)—2\/37 0), (13,53) = <—(d+ 1)+2\/&7 o).

d—1 d—1
If (%) = —1 then as it was shown above the order of Ej is equal to p +
1. Therefore, in case (%) = —1 order of E; appears one additional solution

of from (u,0) more exact it is point with coordinates (0, 0) also two points
((—1;0),(1;0)) of E4 have not images on Ejs in result of action of birational
map on FEj;. Thus, in this case, number of affine points on Ej; is equal to
p+1—2+4+1=p. The table of correspondence between points is the following.

Table 1. Special points of birational maping

] Special points of E)s \ Special points of Ej ‘
(07 0) B
<‘<dt5_>;2f, 0)
—(d+1)+2Vd
(%7 0) -
(17 —2\/&) -
(]‘7 2\/&) -
- (_170)
- (17 O)

If x = —1 then equality x = i‘—z transforms to form —1 4+ u = 1 + u, or
—1 =1 that is impossible for p > 2. therefore point (—1,0) have not an image
on EM

Consider the case x = 1. As a result of the substitutions x = (1 +u)/(1 —
u),y = 2u/v we get the pair (x,y) corresponding to the pair (u,v) for which
v =(d—1)u?+2(d+ 1)u®+ (d — 1)u.

If it occurs that y = 0, then the preimage having coordinates u = 0 and v
is not equal to 0 is suitable for the birational map y = 27“ which implies that
u =0 and v # 0. But pair (u,v) of such form do not satisfies the equation of
obtained in result of mapping equation of Montgomery curve v? = (d — 1) u? +
2 (d+ 1) u? + (d — 1)u. Therefore the corresponding point (u,v) will not be a
solution to the equation v? = (d — 1)u® + 2(d + 1)u? + (d — 1)u, since there
will be an element on the left side, different from 0, but on the right will be 0.
That is a contradiction as required, therefore (x,y) = (1,0) is the special point
having not image on Ejs. Also if y = 0 then in equality y = % appear zeros in
numerator and denominator and transformation is not correct.

The points (_(d%)l_%/a,O), (_(dtl%w, 0), (1, —2v/d), (1,2V/d) exist on Eyy
only when (g) = 1. These points are elements of group which can be presented
on Riemann sphere over F,. The points (1, —2/d), (1,2v/d) have not images
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on E; because of in denominator of transformations x = %J_F—Z appears zero. By
the same reason points (_(dt}fw, 0), (_(d%w, 0) have not an images on

Ey.
If (%) = 1 then as it was shown above the order of E; is equal to p — 3.

Therefore order of E; is equal to p because of 5 additional solutions of equation
of Ej appears but 2 points ((—1;0),(1;0)) of E; have not images on Ejy.
These are 5 additional points appointed in tableau above. Also it exists one
infinitely distant point on an Montgomery curve. Thus, the order of Ej; is
equal p+1 in this case as supersingular curve has. The images of special points
after projectivization have an image on the Riemann sphere or on the projective
plane. O

It should be noted that the supersingular curve Ej is birationally equivalent
to the supersingular elliptic curve which may be presented in Montgomery form
v? = (d — 1ud + 2(d + 1)u? + (d — 1)u. As well as exceptional points [1] for
the birational equivalence (u,v) — (2u/v,(u —1)/(u+ 1)) = (z,y) are in one
to one correspondence to the affine point of order 2 on E; and to the points in
projective closure of Ey. Since the formula for number of affine points on Fj
can be applied to counting Nyp,. In such way we apply this result [11, 6], to
the case y? = P(x), where degP(x) = m, m = 3. The order Npppn of the curve
Eyp over Fpie can be evaluated due to Stepanov [11, 14]. The research tells us
that the order is Nppn = p" + 1 — w} — wh, where ' € C and w = —w},
lwi] = \/p with ¢ € {1,2}. Therefore, we conclude when n = 1(mod 2), we
know the order of Montgomery curve is precisely Nyspn) = p™ + 1. This result
leads us to the conclusion that the number of solutions of z2 + y? = 1 + da?y?
as well as v2 = (d — 1)u3 + 2(d + 1)u? + (d — 1)u over the finite field Fyn are
determined by the expression p" + 1 — w] — wj if n = 1(mod 2). O
Example 2. The elliptic curve presented in the form of Montgomery Ej; :
v? = u3 +6u? +u, is birationally equivalent [1] to the curve z2 +y? = 1+ 2z%y?
over the field F .

Corollary 4. If d = 2, n = 1(mod 2) and p = 3(mod 8), then the order of
curve Eg and order of the projective curve are the following:

Nd[pn} =p"+1, Nd[pn] =p" +1.
If d =2, n = 1(mod 2) and p = T(mod 8), then the number of points of

projective curve s Nd[pn} = p" + 1, and the number of points on affine curve
Eq is also Ngpn) = p™ — 3.

In case d = 2, n = 0(mod 2), p = 3(mod 4), the general formula of the
curves order is

Nypn) =p" =3 —2(—p)®.
The general formula for n = 0(mod 2) and d = 2 for the number of points
on projective curve for the supersingular case is

n
2

Wd[pn] = pn +1-— 2(—p) .
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Proof. We denote by Nypn) the order of the curve Epy over Fyn. The order
Nyrppr) of Epr over Fyn can be evaluated [5] as Npypn) = p" + 1 — wff — wi,
where wj' € C and wi = —wy, |w;| = /p with i € {1,2}. For the finite algebraic
extension of degree n, we will consider p" — w] —wy = p™ if n = 1(mod 2).
Therefore, for n = 1(mod2), the order of the Montgomery curve is precisely

given by Npspnp = p™ + 1. Here’s one infinitely remote point as a neutral
element of the group of points of the curve.
Considering now an elliptic curve, we have w; = wy by [4], which leads

to wp +wy = 0. For n = 1, it is clear that Njy; = p. When n is odd, we
have wi + wy = 0 and therefore Njs, = p" + 1. Because n is even by initial

assumption, we shall show that Nysn = p™+1 —2(—p)% holds as required. [

Note that for n = 2 we can express the number as Nd[pz} =p?+1+2p =

(p+ 1)2 with respect to Lagrange theorem have to be divisible on Nd[p]. Because
a group of Eq(FF,2) over square extension of [, contains the group Ey(F,) as
a proper subgroup. In fact, according to Theorem 1 the order E4(F,) is p+ 1
therefore divisibility of order E4(F,2) holds because in our case p = 7 thus

Npg, =8 and p+1=8= Ny [15].
The following two examples exemplify Corollary 4.

Example 3. If p = 3(mod 8) and n = 2k then we have when d = 2, n = 2,
p = 3 that the number of affine points equals to

Nog) =p" =3 —2(-p)? =3 =3 -2-(-3) =12,
and the number of projective points is equal to
Nog =p"+1-2(-p)2 =32 +1-2-(-3) = 16.

Example 4. If p = 7(mod 8) and n = 2k then we have when d = 2, n = 2,
p = 7 that the number of affine points equals to

Nopy =p" =3 —2(—p)? =T* =3 -2 (=7) = 60,
and the number of projective points is equal to
Ny =p"+1-2(-p)2 =72 +1-2-(-7) = 64.
Proposition 1. The group of points of the supersingular curve Eg contains

p—1-—2 (g) affine points and the affine singular points whose number is

2 (g) + 2.

Proof. The singular points were discovered in [9] and hence if the curve is free
of singular points then the group order is p + 1. ([

Example 5. The number of curve points over finite field when d = 2 and
p =31 is equal to Ny3y) = Ny-137 =p — 3 =28.

Theorem 4. The order of Edwards curve over F), is congruent to

p—1
— d Pl o Co2
Ny = (p—l—2<p>+(—1) > ;(Ci,gl) @) =
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The true value of Nd[p] lies in [4;2p] and is even.
Proof. This result follows from the number of solutions of the equation
y? = (de? — 1)(z2 = 1)

over [F,, which equals to

p—1 p—1
Z ((mQ —1)(da? — 1)) N 1) _ Z((azQ —1)(dz? — 1))) L p=

z=0 p =0 p
=() (#*=1)7% (dz* —1) 2 ) (modp) =
=0
= (-1 Y (CL)'@ — (©)) (mody)
j=0

The quantity of solutions for 2 4+ 32 = 1 4 dx?y? differs from the quanti-
ty of y?> = (dz? — 1)(z* — 1) by (%) + 1 due to new solutions in the from
(v/d,0), (—V/d, 0). So this quantity is such

() ()
1

SR e (1) =

p—1
2 1 1
= ()@ =17 ([da? =17 ~(5)+1) (modp) =
7=0
p=1
2
= (—1)"T 3 (C4) @ — (2(5) + 1) (modp) .
j=0 :
p=1
—1 —1
According to Lemma 1 the last sum (Y (2% — l)pT(dx2 - l)pT) (modp) is
j=0

congruent to —a,_1—agp—2(mod p), where a; are the coefficients from presentati-
on

p—1
=

-1
(@2 —1)'% (d2? — 1) 2p-2,

=ag+ a1+ ... + agp—2r
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Last presentation was obtained due to transformation
1 .
(@ —1)"7 (d® =1)'T Zc )iz ok Zc ¥ (—1)"7 ).

Therefore agy,—» is equal to a5 = (g)(modp) and
Bl i 2.4 p-1
a1 =30 2 (CL) W ()

2

According to Newton’s binomial formula a,_1 equal to the coefficient at 2P~
in the product of two brackets and when substituting it d instead of 2 is such

p—1
Pl 2
(1) Zd](cf%l) ;
=0

that is, it has the form of the polynomial with inverse order of coefficients.
Indeed, we have equality

p—1
2 p—1_ » .- o
S (e )T (el ) )T =
j=0 2 5
p—1 -
(LS PO ol L) S ()
<>j20,,21 ’?()jzo(%ﬁ
In form of a sum it is the following
p—1
2
(C?_])( 1)17;1 L—]) 2](0 )2( 1)17;1 i
j=0 ? ;
P—- . p— ;1 )
:(—1)”2 ZQ]CPEI J Ci;l :(_1>p2 (CJ )
j=0 2 2 =
If
prl j 2 p—1
e :ijo (Chr) d(=1)2" = 0(modp),

then as it is was shown by the author in [9] this curve is supersingular and

the number of solutions of the y? = (da? —1)(z%> — 1) over F, equals to p —
1-2 <%> + (1 + (%)) =p-— (g) and differs from the quantity of solutions of
22 +y? =1+ dz?y? by (%) + 1 due to new solutions of y? = (dz? — 1)(z% — 1).
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p—1

p—1 . 2 . —1
Thus, in general case if a,—1 =>_,2, (C_,) dJ(—l)pT # 0 we have
T

p—1

Nes = - (D - (Y41 - ()T (€770, @) =
Ba =W P ; P TR N

p+1 . 2 .

I -1 - 2<jf>> (modp).

The exact order is not less than 4 because cofactor of this curve is 4. To
determine the order is uniquely enough to take into account that p and 2p have
different parity. Taking into account that the order is even we chose a term p
or 2p, for the sum which define the order. O

Example 6. Number of curve points for d = 2 and p = 31 equals Ny, =
Nz—l[p] =P — 3 = 28.

Theorem 5. If (%) =1, then the orders of the curves Eq and E4-1, satisfies
to the following relation

|Eq| = [Eg—].

If (%) = —1, then E4 and E4—1 are pair of twisted curves i.e. orders of curves
Ey and Ej-1 satisfies to the following relation of duality

|Eq| + [Eg-1| = 2p + 2.

Proof. Let the curve be defined by z2 + y? = 1 + dz?y?(modp), then we can
express y2 in such way:

9 22 —1
vy = de? —1

(mod p.) (9)

For 22 4+ y? = 1 + d~'2?y?(modp) we could obtain that

9 2 -1

If (%) = 1, then for the fixed x¢ a quantity of y over I, can be calculated by

z271
the formula (%) + 1 for  such that d~'z% + 1 = 0(modp). For solution
2_
(zo, yo) to ( 2), we have the equality y2 = dgi%_ll (mod p) and we express
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()
y%z — 1 = T3 = woligd_l.Observe that
g i(5) -1 () -1
21 1— a2 L — 1)a? L1
y? = i 2 = jc1 2 = 5962 )x1 2 (mdQ ) d (11)
=TT () nd e ()

)
ﬁmodp. Therefore last
137
0

transformations (zo, yo) — (%7 %) = (x, y) determines isomorphism and

2
last transformations determines that %0 =

bijection.
In case (%) = —1, then every z € F, is such that dz?—1 # 0 and d~*22—1 #

0. If 29 # 0, then z¢ generate 2 solutions of (2) iff z;* gives 0 solutions of (10)
because of (11) yields the following relation

(d_x12x_21,1) _ (;@;22—711 )(é) — _(%) (12)
p pop P

Analogous reasons give us that x¢ give exactly one solution of (2) iff x !
gives 1 solutions of (10). Consider the set x € {1,2,....,p — 1} we obtain that
the total amount of solutions of form (x5!, yo) that represent point of (2) and
pairs of form (xg, yo) that represent point of curve (10) is 2p — 2. Also we have
two solutions of (2) of form (0,1) and (0,—1) and two solutions of (10) that
has form (0,1) and (0, —1). The proof is fully completed. O

Example 7. The number of points on E; for d = 2 and d~!' = 2 with p = 31
is equal to Nyj3) = NE;1[31] =p—3=28.

Example 8. The number of points of E; over I}, for p = 13 and d = 2 is given
by Njji3) = 8. In the case when p = 13 and d~! = 7 we have that the number
of points of E7 is Nyp13) = 20. Therefore, we have that the sum of orders for
these curve is equal to 28 = 2 - 13 + 2 which confirms our theorem. The set of
points over Fi3 when d = 2 are precisely

{(0,1);(0,12); (1,0); (4,4); (4,9); (9,4); (9,9); (12,0) },
while for d = 7, we have the set
{(0,1); (0,12); (1,0); (2,4); (2,9); (4, 2); (4,11); (5,6); (5, 7);
(6,5); (6,8); (7,5); (7,8); (8,6); (8,7); (9,2); (9, 11); (11, 4); (11,9); (12,0) } .

Example 9. If p = 7 and d = 27! = 4(mod 7), then we have (%) =1 and
the curve Ey—1 has four points which are (0,1);(0,6);(1,0);(6,0), and the in
case p = 7 for d = 2(mod 7), the curve Ey-1 also has four points which are
(0,1); (0,6); (1,0); (6,0).
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Definition 1. We call the embedding degree a minimal power k of a finite field
extension such that the group of points of the curve can be embedded in the
multiplicative group of IF,.

Let us obtain conditions of embedding [13| for the group of supersingular
curves E,4[F,] of order p in the multiplicative group of field F,x whose embedding
degree is k = 12 [13]. We now utilise the Zsigmondy theorem which implies
that a suitable characteristic of field [F}, is an arbitrary prime p which do not
divide 12 and satisfies the condition g |P12(p), where P12(x) is the cyclotomic
polynomial. This p will satisfy the necessary conditions (z™ — 1) / p for an
arbitrary n € {1,...,11}.

Proposition 2. The degree of embedding for the group of a supersingular curve
Eq is equal to 2.

The order of the group of a supersingular curve Ey is equal to p¥+1. It should
be observed that p* + 1 divides p?* — 1, but p* 4+ 1 does not divide expressions
of the form p? — 1 with [ < k. This division does not work for smaller values
of I due to the decomposition of the expression p?* — 1 = (p* — 1)(p* + 1).
Therefore, we can use the definition to conclude that the degree of immersion
must be 2, confirming the proposition.

Consider Ey over )2, for instance we assume p = 3. We define Fg as F3(a),
where « is a root of 22 + 1 = 0 over Fg. Therefore elements of Fy have form:
a+ ba, where a, b € F3. So we assume that € {£(a+1), £(a—1), o} and
check its belonging to Eq. For instance if 2 = £(a+1) then 22 = o +2a+1 =
2a—1 _ (2a—1)(a+1) 2a—1)(a+1) _ o __
a—1 — (a=D(atD) — (@=D(a+t) — —2 — *
Therefore the correspondent second coordinate is y = +(«a — 1). The similar
computations lead us to full the following list of curves points.

200 = —a. Also in this case y? =

Table 2. Points of Edwards curve over square extension.
x| 1] 0 | £(a+1)| £(a—1)
y| 0 |[£1|£(a—1)| £(a+1)

The total amount is 12 affine points that confirms Corollary 4 and Theorem
3 because of p" — 3 — 2(—p)% =32_3_- 2(—3) =12.

3. COMPLEXITY

Our method for determining the order of a curve is valuable in itself and, in
addition, provides a way to solve the inverse problem, that is, construct a curve
of a given order. The conditions on a coeflicients determining pairs of twisted
curves of Edwards was found by us. We found a degree of embedding for the
group of a supersingular curve in finite field with a minimal degree of extension.
Due to our theorem 5 we obtain method to calculate the order of twisted curve
for any Edwards curve. The computations confirming Theorem 5 are presented
in table below. Let the first number denotes the quotient p (i.e. mod p). The
second number is the number of points for d = 2 and the third number is the
number of points for d =271 = (p +1)/2.
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Table 2. The twisted pairs of Edwards curves
3:4,4 | 47: 44, 44 | 103: 100, 100 | 167: 164, 164 | 233: 204, 204
5:8,4 | 53:40, 68| 107: 108, 108 | 173: 200, 148 | 239: 236, 236
11: 12, 12 | 59: 60, 60 | 109: 104, 116 | 179: 180, 180 | 241: 268, 268
13: 8,20 | 61: 72, 52 | 113: 124, 124 | 181: 200, 164 | 251: 252, 252
17: 12, 12 | 67: 68, 68 | 127: 124, 124 | 191: 188, 188 | 257: 252, 252
19: 20, 20 | 71: 68, 68 | 131: 132, 132 | 193: 204, 204 | 263: 260, 260
23: 20,20 | 73: 76, 76 | 137: 156, 156 | 197: 200, 196 | 269: 296, 244
29: 40, 20 | 79: 76, 76 | 139: 140, 140 | 199: 196, 196 | 271: 268, 268
31: 28, 28 | 83: 84, 84 | 149: 136, 164 | 211: 212, 212 | 277: 296, 260
37: 40, 36 | 89: 76, 76 | 151: 148, 148 | 223: 220, 220 | 281: 268, 268
41: 28, 28 | 97: 76, 76 | 157: 136, 180 | 227: 228, 228 | 283: 284, 284

It is very important to avoid of curves of order p+ 1 because of it is tractable
to the pairingbased attacks [4]. Our Theorems 1 and 2 establish criterion and
sufficient conditions for such curves with order p + 1 therefore, it completely
solves this problem. Additionally conditions of embedding of such curves was
obtained. That is give rise to using the Edwards curve in the methods of zero
knowledge proof such as Zk-Snark and Zk-Stark.

p—1
2

Consider the the complexity of our method. The calculating of > (C’fj;1 )2dj ,
j=0 2

where Clp;1 can be calculated recursively, is performed by modp. We have Ci,;l
2 2

then we calculate Ci,;. Such a transformation can be done by one multipli-
2

cation of one division. But division can be avoided by applying the Legendre

formula to count the number of occurrences of all prime factors from 2 to

(p — 1) : 2. In both cases, the complexity of calculating all the coefficients

from the sum (3) is equal to O(% log3 p). Squaring the calculated binomial

coeflicient C’f,,l also does not exceed O (log% p).
=

Compute all values of d/ mod p optimally applying recursive multiplicati-
on d’~' on d for this we use the Karatsuba multiplication method requiri-
ng O(logéog?gp), than apply the Barrett method of modular multiplication.
Therefore, the complexity of computing the entire tuple of degrees d’, j =
1,....,nis O(pgillogl;gzsp). Totally we obtain O(% log3 p).

CONCLUSION

The new method for order curve counting was founded for Edwards and
elliptic curves. The criterion for supersingularity was additionally obtained.

Our method of order curve determination has complexity O (p log% p) that
for sufficiently large n is less then Schoof algorithm has O(log§p™).
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CYIEPCUHI'VJIAPHBIE KPUBBIE 9/IBAPJICA 1 METO/],
IIOOCYETA IIOPAJKA KPMBOU 9/IBAPICA HA],
KOHEYHBIM ITIOJIEM

P. B. CKYPATOBCKUN
Ha].LHOHaJH:HbeI TeXHI/I‘IeCKI/Iﬁ yHI/IBepCI/ITeT praI/IHbI «KHBBCKI/Iﬁ HOJII/ITeXHI/IquKI/Iﬁ HUHCTU-

Tyt umenu Uropsa Cukopckoro», Uucruryr xkubepuernku umenu B.M. Tiymkosa HAHY,
Kues, Ykpauna, E-mail: r.skuratovskii@kpi.ua, ruslan@unicyb.kiev.ua

AHHOTALIMA. PaccmarpuBatorces ajredpandyeckue adUHHbBIE U IIPO-
eKTHUBHBIe KpuBble Dasapaca [2, 8] nax xonednniM nosieM Fyn. Cio-
JKHOCTBb IIPODJIEMBI IUCKPETHOIO JIOTapuMa B IPyIIe TOYEK JLIN-
nrudeckoit kpusoit (ECDLP) [4] 3aBucuT oT mopsiika 9T0i KpUBOi
[10]. I3BecTHO, 9TO MHOTHE COBPEMEHHBIE KpumrrocucTeMsl [10] MoryT
OBITH €CTECTBEHHBIM 0OPA30M ITOCTPOEHBI HA, JUIAIITUICCKIE KPUBBIX
[4]. Mbr ucciemyem anreGpandeckue KpuBble DaBapica HaJ[ KOHe-
YHBIM TI0JIEM, KOTOPBIE SIBJIAIOTCS OJHAM U3 Hambosee MHOr0oOeIa-
FOIUX HOCUTEJIEH MHOXKECTB TOYEK, UCIOJIb3YIONUXCS JJIsi OBICTPBIX
rpynnoBbix onepaiuii [1]. Hamu nocrpoen HOBBII MeTo1 ojIc9€TA, 110
psIKa KpUBOi DBap/ica HaJl KOHeIHBIM nojieM. CJie/lyeT OTMETHTD,
9TO 9TOT METOJI, MOXKET OBITh IIPUMEHEH K OIPEJIEICHHIO TTOPSIIKA IJ1-
JIMIITUYECKUX KPUBBIX N3-33 OUPAIMOHAJIBHON SKBUBAJIEHTHOCTH Me-
KLY SJUTUITHIECKIMI KPUBBIMU ¥ KPUBBIMY DJ(Bapca. Mbl He TOJIb-
KO HAXOIUM HaOOp KOI(PPUIMEHTOB C COOTBETCTBYIOMIMMI XapaKTe-
PUCTHKAMU TIOJIsI, JJIsI KOTOPBIX 9TH KPUBBIE SBJISIIOTCS CYIIEPCUHIY-
JISIPHBIMU, MBI TAKXKe JOMOJHUTETHLHO HAXOIUM ODOIILYI0 (DOPMYJTY, IO
KOTOPOIl MOYKHO OIIPEJIEJIUTD, sABjisteTcs iu kpusad E4[F,] cynepcun-
TYJISIDHOM HaJT 3TUM I0JIeM WJjIu HeT. TakuMm 00pa3somM HeoOXOIUMBbIE U
JOCTATOYHBIE YCJOBUS CyHNEPCUHTYJISPHOCTH HalijieHbl. B craThe uc-
CJIeZIOBaHA CTEIeHb BJIOXKEHUs CyNEePCUHTYJIAPHON KPUBOI D IBapca
mag [Fp» B KoHeuHOE moste. Takeke HalieHa XapaKTePHCTUKA IIOJIH,
rJie 9Ta CTeleHb MUHUMAaJbHA. B craThbe HaiijleH KpuUTepuii cyrep-
CHHTYJISIDHOCTH KpuBOil Dapapica Hag Fpn. YcraHOBIEHO B3anmMHO-
OJIHO3HAYHOE COOTBETCTBUE MEXKJy CYIEPCHHTYJISIDHBIMUA KPUBBIMU
DaBapjca U CynepcuHryaspabiMu KpusbiMu MorTtromepu. [loctpoen
OMpaIMOHAJIBHBIN M30MOPMU3M MeXK Ty KpuBoit MoHTrOMepr n Kpu-
BO# DBap/ca. YKa3aHbl 00pa3bl CHENUAIbHBIX TOYEK, MOy IeHHBIX
pu OUpanuoHAJBHOM M30MOpdU3Me, KpUBOU DiBapica Ha cdepy
Pumana.

KUIFOYEBBIE CJIOBA: KOHEYHOE TI0JI€, SJUIMITUIECKAS KPUBasi, KPU-
Basl DJBap/ica, IPyIa TOYeK Ha JUTUITHIECKON KPUBOIA.
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