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ANOTATION 
 

LaptVev S.O. The model and methods of protection of personal data, taking into 

account the specifics of the parameters of the functioning of information networks. 

Qualifying scientific work on manuscript rights. 

Dissertation for obtaining the scientific degree of Doctor of Philosophy in the 

field of knowledge 12 Information technologies in the specialty 125 "Cyber security". 

3 Taras Shevchenko National University of Kyiv, 2024. 

In  today's  world,  all  developed  European  countries  are  concerned  about  the 

problem of  information security. Information security not only of the State, but also 

information  security  of  personal  data  of  its  citizens.  Wide  informatization  and 

digitization  of  information have  become  widespread  in  all  countries  and  spheres  of 

human activity. This led not only to positive, but also to negative consequences. The 

volume of information has increased significantly, which has led to additional problems 

of data protection and information in general. One of the main areas of information and 

data  protection  is  the  protection  of  personal  information,  taking  into  account  the 

specific parameters of the functioning of information networks. 

Information networks are one of the main methods of communication, finding 

connections and sharing both public and confidential information. Social networks, as 

a  component  of  information  systems,  constitute  a  constantly  growing  share  among 

general information networks. In addition, the network itself acquires new properties, 

acting as an independent factor. Since information in the global network always exists, 

the network itself becomes an active agent of human influence, keeping, first of all, 

publicly available large volumes of data. In recent years, the vision of the problem of 

cyber security has begun to change significantly. Because a person increasingly ceases 
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to be only a subject of cybercrimes. It becomes an object in itself, not only its financial 

and economic interests and its capabilities. 

The protection of personal data in the conditions of modern information life is 

perhaps the most important aspect in satisfying the safe use of all the possibilities of 

current  technologies. However,  along with  the  convenience  and  speed of  exchange, 

there are security issues. Each of us strives to preserve the privacy and confidentiality 

of our data, therefore information protection is an extremely important aspect  in  the 

development of communication software. Tens of millions of people around the world 

become victims of personal data theft every year. Netizens lose huge amounts of money 

due  to  fraudsters  who  use  their  data  in  an  illegal  way,  and  absolutely  anyone  can 

become  a  victim  of  this.  According  to  research,  data  theft  will  cost  15.4  million 

consumers in the United States $16 billion in 2022. In the same year, the British fraud 

prevention organization Cifas recorded almost 173,000 cases of identity fraud in the 

UK. For our country, there was a very large­scale cyber attack on the Kyivstar cellular 

communication network, which was carried out on December 12, 2023 by the Russian 

hacker group Killnet. This  is an example of  the largest cases of  fraud  in  the last 13 

years. This especially applies to information networks, which are most often used by 

fraudsters. Therefore, the problems of researching the parameters and the specifics of 

the  parameters  of  the  functioning  of  information  networks  for  their  further  use  in 

solving  the  problems  of  personal  and  personal  data  protection  are  important  and 

relevant. 

The  dissertation  examines  the  strategic  directions  of  personal  information 

protection in separate global networks. An analysis of the properties of information and 

the peculiarities of the provision of personal information by a person was carried out in 

order  to  identify  particularly  important  factors  for  solving  the  issue  of  personal 

information  protection.  The  strategic  priorities  for  the  development  of  the  personal 
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information protection  system and  stopping  its  leakage  are  presented. Based on  the 

analysis  of  factors  influencing  the  processes  of  transferring personal  information  in 

global  networks,  it  was  determined  that  modern  personal  information  protection 

systems do not fully take into account the parameters of the functioning of information 

networks. 

It has been proven that the existing scientific and methodical approaches to the 

problem  of  personal  information  protection  have  certain  shortcomings.  A  general 

drawback  is  that  no  comprehensive  approach  is  used  that  would  systematize  and 

generalize the methods of personal information protection. The problem of analyzing 

the  parameters  of  the  behavior  of  the  protection  system  during  and  after  external 

influences on the personal data protection system, taking into account the dynamics of 

changes in the parameters of the influence, is not solved. Existing models do not fully 

take into account the delay in responding to an attack, the parameter of complex trust, 

the parameter of the expansion of information networks. When assessing the security 

of personal data, there is no objective assessment of the balance between information 

security threats and specific parameters of the functioning of the information network, 

such as the parameter of strong and weak ties between users, and the economic costs of 

protecting personal information are not assessed taking into account the specifics of the 

functioning of networks. 

On  the  basis  of  the  conducted  analysis,  the  results  of  the  study  of  scientific 

publications  on  the  topic  of  research,  theses,  patents,  monographs  and  practical 

developments,  it  was  established  that  at  the  current  stage  of  the  development  of 

progressive information technologies there is an objective contradiction between the 

existing methods of personal data protection and  the need  for  effective and  reliable 

protection of personal data taking into account the specificity of the parameters of the 
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functioning of information networks. The dissertation work is dedicated to the solution 

of this scientific task. 

The scientific novelty of the obtained results is that: 

For the first time, a mathematical model of protection of personal information in 

an  information  network  was  developed,  which,  unlike  existing  models,  takes  into 

account the following parameters of network functioning: the delay of response to an 

attack,  the  parameter  of  complex  trust  and  the  parameter  of  the  expansion  of  the 

information network. The model makes it possible to conduct an objective assessment 

of the balance between information security threats and specific network parameters, 

to estimate the economic costs of protecting personal information in the information 

network. 

The  method  of  assessing  the  behavior  of  the  personal  information  protection 

system  has  been  improved,  which  differs  from  the  existing  ones  by  applying  the 

proposed model and assessing the stability of the system using the phase plane method. 

The  method  allows you  to  find  the  characteristics  of  special  points,  isolated  closed 

trajectories, which,  in  turn,  allows you  to  evaluate  the dynamics of  the  investigated 

nonlinear  dynamic  system  in  a  wide  range  of  possible  initial  conditions  without 

obtaining final solutions of differential equations. 

The method of data depersonalization for the protection of personal information 

in  networks has  been  further  developed, which,  unlike  the  existing ones,  takes  into 

account specific parameters of network functioning: the delay of response to an attack, 

the parameter of complex trust and the parameter of information network expansion. 

The  proposed  method  allows  for  effective  protection  of  personal  information  in 

information network data processing systems. 

The practical implementation of the results obtained in the work consists in the 

scientific and methodical provision of the security system of personal data taking into 
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account  the  specifics  of  the  network  functioning  parameters  and  allows  solving  the 

problems of countering the consequences of threats and destabilizing factors. 

Scientifically  based  practical  recommendations  are  presented  that  allow  to 

increase the effectiveness of protecting the integrity, confidentiality and availability of 

personal  information  by  10%  more  than  the  effectiveness  of  protection  by  existing 

methods. 

The implementation of the specified scientific and methodological apparatus will 

provide  an  opportunity  to  increase  the  effectiveness  of  personal  data  protection  in 

networks by taking into account the specifics of network functioning parameters such 

as: delayed response to an attack, complex trust, expansion of informational networks, 

taking into account strong and weak ties between users and estimating economic costs 

on the protection of personal information in information networks. 

The lack of similar solutions in our country and abroad makes research results a 

priority. 

The directions of further research are the further improvement of the proposed 

methods  of  detecting  external  influences  on  the  personal  data  storage  environment, 

which will allow to reduce the overall impact of destabilizing factors of various kinds 

during the operation of such systems. 

Keywords: agent, algorithm, attack, security, verification, denial, data, research, 

delay,  information  protection,  convergence,  information  technology,  cybersecurity, 

cyber threat, cyberspace, privacy, cryptanalysis, method, model, reliability, nonlinear 

system,  optimization,  personal  data,  forecasting,  social  network,  resilience,  phase 

portrait.   
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A>FV0;P=0 V=65=5@VO ­  F5 28B>=G5=0 30;C7520 =0C:0 «?@>D5AV9=8E» :><0=4 

H0E@0W2 B0 B5E=VG=8E D0EV2FV2 @V7=8E ?@>DV;V2.  

�3V4=> 7 C:@0W=AP:8< 70:>=>402AB2>< =5 4>?CA:0NBPAO 718@0==O, 

715@V30==O, 28:>@8AB0==O B0 ?>H8@5==O :>=DV45=FV9=>W V=D>@<0FVW ?@> >A>1C 157 

WW 73>48, :@V< 28?04:V2, 287=0G5=8E 70:>=><, V ;8H5 2 V=B5@5A0E =0FV>=0;P=>W 

157?5:8, 5:>=><VG=>3> 4>1@>1CBC B0 70E8ABC ?@02 ;N48=8 [55].  

�03@>78 ?5@A>=0;P=8< 40=8< <>6;82> >?8A0B8 C 283;O4V 703@>7 

=5A0=:FV>=>20=>3> 28:>@8AB0==O B0 ?>H8@5==O ?5@A>=0;P=8E 40=8E. 

�0 73>4>N AC1’є:B0 :>=DV45FV0;P=8E 40=8E ?5@A>=0;P=0 V=D>@<0FVO V=>4V 

<>65 >1@>1;OB8AO B0 715@V30B8AO @>7?>@O4=8:><, <5BC B0 2V4?>2V40;P=VABP C F59 

G0A 287=0G0є 2>;>40@ 40=8E. &0:8< G8=><, 2>;>40@ B0 @>7?>@O4=8: =5ACBP 

2V4?>2V40;P=VABP 70 FV;>AB=VABP  4>2V@5=>W W< V=D>@<0FVW. �C4P­O:V 40=V 70@07 
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715@V30NBPAO 2  V=D>@<0FV9=8E A8AB5<0E, 0 >B65, <>20 W45 ?@> 703@>78 

?5@A>=0;P=8< 40=8<, O:V 715@V30NBPAO B0 >1@>1;ONBPAO 2 �%. 

'AV 703@>78 <>6=0 C<>2=> ?>4V;8B8 =0 703@>78, O:V <>6CBP 1CB8 @50;V7>20=V 

2=0A;V4>: 0B0:, B0 =0 B0:V, O:V =5 70;560BP 2V4 0B0: [87, 89].  

�03@>70<8 =5 ?>2’O70=8<8 7 FV;5A?@O<>20=8<8 0B0:0<8 <>6CBP 1CB8: 

  703@>78, I> =5 ?>2'O70=V 7 4VO;P=VABN ;N48=8: D>@A <06>@=V >1AB028=8, 

AB8EV9=V ;8E0 B0 ?@8@>4=V O28I0; 

  703@>78, I> <0NBP A>FV0;P=>­?>;VB8G=89 E0@0:B5@: AB@09:8, 4825@AVW, 

2V9=0, ;>:0;P=V :>=D;V:B8, I> AC?@>2>46CNBPAO =0?04>< =0 >1'є:B, O:89 

<0є V=D>@<0FV9=V @5AC@A8; 

  ?><8;:>2V 4VW B0/01> C<8A=V ?>@CH5==O ?5@A>=0;>< V :>@8ABC20G0<8 

V=D>@<0FV9=>W A8AB5<8 7030;P=8E 28<>3 4> 2V4?>2V4=8E >@30=V70FV9=> 

?@02>28E B0 B5E=VG=8E 28<>3; 

�0E8AB 2V4 703@>7, O:V =5 70;560BP 2V4 =0?04C B0 0B0:, @53C;NєBPAO 

V=AB@C:FVO<8, @>7@>1;5=8<8 B0 70B25@465=8<8 C?>2=>2065=8<8 >A>10<8 01> 

A;C610<8 @>7?>@O4=8:0 ?5@A>=0;P=8E 40=8E, 7 C@0EC20==O< A?5F8DVG=8E C<>2 

DC=:FV>=C20==O V=D>@<0FV9=>W A8AB5<8, 0  B0:>6 G8==8E =>@<0B82=8E 

4>:C<5=BV2. 

�0E8AB 2V4 703@>7 ?>28=5= 70157?5GC20B8AO 70 4>?><>3>N 70E8A=8E 70E>4V2 

B0 70A>1V2, O:V 28:>@8AB>2CNBPAO V=D>@<0FV9=>N A8AB5<>N B0 ?@87=0G5=V 

?5@5206=> 4;O ?@>B84VW 0B0:0<. 

�B0:8 70 4>?><>3>N A>FV0;P=>W V=65=5@VW 2V41C20NBPAO 2 >48= 01> :V;P:0 

:@>:V2 [15]. 

!0 @8A. 1. 9. AE5<0B8G=> 7>1@065=89 68BBє289 F8:; 0B0:8 [15]. 
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$8A. 1.9.  �8BBє289 F8:; 0B0:8 [15] 

 

�3V4=> FV9 AE5<V, VA=CNBP =0ABC?=V 5B0?8 ?V43>B>2:8 B0 74V9A=5==O 0B0:8: 

 1. �1V@ V=D>@<0FVW. �<>2V@=VABP CA?VEC 0B0:8 70;568BP 2V4 FVєW D078, B><C 

;>3VG=8< є B5, I> 7;>2<8A=8:8 ?@84V;ONBP FP><C 5B0?C =091V;PHC G0AB8=C A2>3> 

G0AC. �=D>@<0FVO <>65 718@0B8AO @V7=8<8 70A>10<8 B0 <5B>40<8.  0NG8 2V@=C 

V=D>@<0FVN, 7;>2<8A=8: <>65 ?@87=0G8B8 25:B>@ =0?04C, F5 <>6;82> ?0@>;V, 

9<>2V@=V 2V4?>2V4V >:@5<8E >AV1 B0 ?>BV< CB>G=5==O FV;V. !0 FP><C 5B0?V =0?04=8: 

4C65 4>1@5 >7=09><;NєBPAO 7 ?>B5=FV9=>N 65@B2>N. 

2. #;0=C20==O. !0 FP><C 5B0?V =0?04=8: 265 4C65 4>1@5 >7=09><;5=89 7 

?>B5=FV9=>N 65@B2>N D>@<C;Nє :>=:@5B=89 ?;0= =0?04C ?V4 40=C >A>1C. 
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3.  �AB0=>2;5==O :>=B0:BC 7 ?>B5=FV9=>N 65@B2>N.  !0 FP><C 5B0?V 

7;>2<8A=8: 2AB0=>2;Nє :>=B0:B 7 ?>B5=FV9=>N 65@B2>N B0 281C4>2Cє 4>2V@;82V 

AB>AC=:8 7 =5N. *5 4C65 :@8B8G=>, >A:V;P:8 O:VABP 2AB0=>2;5=>3> :>=B0:BC 

287=0G0є @V25=P A?V2?@0FV B0 @V25=P, 7 O:8< 65@B20 1C45 4>?><030B8 

7;>2<8A=8:>2V 4>AO3B8 <5B8. *5  <>65 1CB8 >A>18AB5 A?V;:C20==O ?> B5;5D>=C 

01> @>7<>20 7 A5:@5B0@5< 01> A?V2@>1VB=8:0<8 C ?@8<VI5=V. �=>4V F59 5B0? <>65 

1CB8 1V;PH <0AHB01=8<, =0?@8:;04 B0:8<, O: ?>1C4>20 >=;09=­7=09><AB20 B0 

2AB0=>2;5==O AB>AC=:V2 V7 65@B2>N 70 4>?><>3>N 01> D0;PH82>3> ?@>DV;N =0 

A09BV 7=09><AB2, 01> C A>FV0;P=8E <5@560E. 

#VA;O FP>3> 7;>2<8A=8: C7030;P=Nє B0 C ?>40;PH><C 28:>@8AB>2Cє O: 

7V1@0=C V=D>@<0FVN, B0: V 2AB0=>2;5=89 :>=B0:B, =5 28:;8:0NG8 =VO:8E ?V4>7@. 

#>BV< 2V41C20єBPAO 270є<>4VO 7;>2<8A=8:0 B0 65@B28.  

4. �8:>=0==O 0B0:8. *5 D070 :>;8 7;>2<8A=8: 4>AO30є A2>єW :V=F52>W <5B8. 

/: ?@028;>, =0?04 01> 0B0:0 є :>@>B:>G0A=>N B0 70:V=GCєBPAO I5 4> B>3>, O: 

65@B20 ?>G8=0є @>7C<VB8, I> 2V41C20єBPAO.  

5. �8EV4 7 0B0:8. �;>2<8A=8: =0<030єBPAO ?@81@0B8 F8D@>2V 2V418B:8 1C4P­

O:>3> A2>3> ?5@51C20==O.  

�030;>< 7;>2<8A=8: 4>AO30є 42>E FV;59. #>­?5@H5, 65@B20 =5 @>7C<Vє, I> 

=0?04 2V41C2AO. #>­4@C35, 7;>2<8A=8: ?@8E>2Cє ?>2=VABN A2>N >A>1C. *5 4>1@5 

A?;0=>20=0 B0 ?;02=0 AB@0B53VO 28E>4C, F5 є <5B>N =0?04=8:0 B0 >AB0==V< 0:B>< 

2 0B0FV.  

%D5@0 70AB>AC20==O <5B>4V2 A>FV0;P=>W V=65=5@VW 4>AB0B=P> H8@>:0, >4=0:  

<>6;82> 287=0G0B8 >A=>2=V =0?@O<:8 [60 3 63]: 

  71V@ 2V4:@8B>W V=D>@<0FVW  ?@> >1’є:B  =0?04C  7V A>F<5@56, O:8<8 2>=0 

:>@8ABCєBPAO, 0 B0:>6 V=H>W  V=D>@<0FVW. !0?@8:;04 V<5=, ?V4 O:8<8 2>=0 

7’O2;OєBPAO C <5@56V I=B5@=5B, F5 2V41C20єBPAO G5@57 2545==O 4V0;>3C 7 

65@B2>N 01> 7 WW >B>G5==O< C A;C610E >1<V=C V=D>@<0FVєN�  
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  >B@8<0==O ?5@A>=0;P=>W V=D>@<0FVW ?@> >1’є:B =0?04C 01> 0B0:8;  

  >B@8<0==O V=D>@<0FVW ?@> >1’є:B =0?04C, V=D>@<0FVW =5>1EV4=>W 4;O 

70157?5G5==O =5A0=:FV>=>20=>3> 4>ABC?C 4> A8AB5<8, ?0@>;O  B0 V=H8E 

2V4><>AB59 ?@> =5W H;OE>< 2E>465==O 2 4>2V@C 4> >1@0=>W 65@B28; 

  ?@8<CH5==O 65@B28 4> 4V9, =5>1EV4=8E H0E@0N. !0?@8:;04, ?@>=8:=5==O 

C <5@56C >@30=V70FVW 4;O 45AB01V;V70FVW 7V ?52=>N <5B>N @>1>B8 WW >A=>2=8E 

2C7;V2; 

  7030;P=0 45AB01V;V70FVO @>1>B8 >@30=V70FVW 7 <5B>N ?>2=>3> WW 7=8I5==O; 

  DVH8=3 B0 V=HV A?>A>18 28:@045==O ?0@>;V2. 

� G0A>< 7’O2;ONBPAO =>2V B8?8 2?;82C =0  ;N459, 0 >B65 V B8?8 =0?04C B0 

0B0:. !0 @8A.1.10. 7>1@065=V >A=>2=V B8?8 0B0: A>FV0;P=>W V=65=5@VW [95397 ]. 

"A=>2=5 ?@8?CI5==O O:V <8 28:>@8AB>2C5<> C @>1>BV,  F5 B5 I> >A=>2=8< 

284>< 0B0:8 =0 ?5@A>=0;P=V 40=V 1C45<> 2@0E>2C20B8 DVH8=3 0B0:C.  

+0ABVH5 70 2A5 7;>2<8A=8:8 28:>@8AB>2CNBP 40=89 B8? =0?04C 

28:>@8AB>2CNG8 5;5:B@>==C ?>HBC. �V4B0: VA=CNBP =09?>?C;O@=VHV AF5=0@VW. 

!0?@8:;04, :>;8 7;>2<8A=8: =04A8;0є DVH8=3>289 ;8AB, 2V= =0<030єB5AO 7<CA8B8 

65@B2C 28:>=0B8 ?52=V 4VW, I>1 >B@8<0B8 @50;P=V 40=V 4;O ?>40;PH>W 0B0:8, 01> 

2AB0=>28B8 H:V4;825 ?@>3@0<=5 70157?5G5==O O: G0AB8=C 1V;PH 

H8@>:><0AHB01=>W A?@>18 ?@>=8:=5==O.  

(VH8=3>20 0B0:0 <0B8<5 1V;PH5 H0=AV2 1CB8 CA?VH=>N, O:I> 0B0:0 

@>7@>1;5=0 ?V4 :>=:@5B=>3> :>@8ABC20G0. �;>2<8A=8: AB2>@Nє V;N7VN B>3>, I> 

5;5:B@>==89 ;8AB >B@8<0=> A0<5  7 =04V9=>3> 465@5;0, F5 ?V428ICє 9<>2V@=VABP 

B>3>, I> :>@8ABC20G ?@>G8B0є F59 ;8AB.  
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$8A. 1.10. "A=>2=V 2848 0B0: A>FV0;P=>W V=65=5@VW [95] 

 

'AV 0B0:8 B0:>3> B8?C <>6CBP ?@54AB02;5=8 C 283;O4V 5 3@C? (@8A 1.11): 

A?@O<>20=89 DVH8=3, ?>;N20==O =0 :>@?>@0B82=8E :8BV2, B5;5D>==89 DVH8=3, 

V=B5@0:B82=89 DVH8=3 3>;>A>2>W 2V4?>2V4V B0 :><?@><VA=89 DVH8=3 4;O 4V;>2>W 

5;5:B@>==>W ?>HB8 [43]. 
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$8A. 1.11. "A=>2=V @V7=>2848 DVH8=3 0B0: [43] 

 

%CDO@B64A<= HVL<A7 (Spear phishing)  3  F5 FV;5A?@O<>20=0 DVH8=3>20 

0B0:0. !09G0ABVH5 65@B20<8 A?@O<>20=>3> DVH8=3C є 28A>:V ?>A04>2V >A>18, O:V 

<0NBP 4>ABC? 4> 1V;PH>W :>=DV45=FV9=>W V=D>@<0FVW, 0=V6 ?5@5AVG=89 @>1VB=8: 

[43]. 

�VL<A7  (4A7?. Vishing 6V8 CBє8A4AAO Voice F4 Fishing)  01> B5;5D>==89 

3>;>A>289 DVH8=3 3  F5 B0:89 B8? 0B0:8, :>;8 :V15@7;>G8=5FP 472>=8BP 70 

=><5@>< B5;5D>=C 9 70 4>?><>3>N AB2>@5==O 2V4GCBBO =52V4:;04=>ABV A8BC0FVW 

7<CHCє ;N48=C 2G8=OB8 4VW ?@>B8 A2>WE V=B5@5AV2 [43].  

% % HVL<A7 (Smishing)  3  F5 284 DVH8=3C, O:89 28:>@8AB>2Cє B5:AB>2V 

?>2V4><;5==O =0 <>1V;P=8E B5;5D>=0E [43] .  

�9=?VA7 (Whaling ?>;N20==O =0 :>@?>@0B82=8E :8BV2) 3 F5 DVH8=3>20 0B0:0, 

I> A?@O<>20=0 =0 >AV1, O:V <0NBP ?>2=89 4>ABC? 4> V=D>@<0FVW C <560E 

>@30=V70FVW, =0?@8:;04, WW 28I5 :5@V2=8FB2> [43].  

ІAF9D4>F<6A<= HVL<A7 3>;>A>2>W 2V4?>2V4V 28:>=CєBPAO 70 4>?><>3>N 

V=B5@0:B82=>W A8AB5<8 3>;>A>2>3> @503C20==O [43]. 
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�8O2;5==O DVH8=3>28E 0B0:. 

 >6;82> 28>:@5<8B8 420 >A=>2=8E ?V4E>48 4> 28O2;5==O DVH8=3C [16]: 

1) !46K4AAO >BD<EFG64KV6: :>@8ABC20GV2 <>6;82> =02G8B8 :@0I5 @>7C<VB8 

?@8@>4C DVH8=3>28E 0B0:, F5 C @57C;PB0BV 4>?><>65 :>@5:B=> @>7@V7=OB8 

DVH8=3>2V B0 A?@026=V ?>2V4><;5==O [17]. 

2)  З4 8BCB@B7BN CDB7D4@A<I ;4EB5V6: F59  ?V4EV4 <0є =0 <5BV 70?>2=8B8 

?@>30;8=C, O:0 28=8:0є G5@57 ?><8;:C :>@8ABC20G0 01> =5C<V==O @>7@V7=OB8 

?@>3@0<=8< 01> V=H8< A?>A>1>< DVH8=3>2V B0 ;53VB8<=V ?>2V4><;5==O.  

$>7?V7=020==O DVH8=3>2>W 0B0:8 3  F5 702648 ?>G0B:>20 B>G:0 ?@>B84VW 

DVH8=3>28< 0B0:0<. !0 @8A. 1.12  ?>:070=0 AE5<0 ?V4E>4V2 4> @>7?V7=020==O 

DVH8=3>28E 0B0: [37]. 

 
$8A. 1.12. %E5<0 0;3>@8B<C @>7?V7=020==O DVH8=3>28E 0B0: [37] 
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�D5:B82=VABP 28O2;5==O B0:>3> B8?C 0B0: <>65 1CB8 ?>:@0I5=0 70 @0EC=>: 

=02G0==O :;0A8DV:0B>@0.  

#@>3@0<=89̆ ?V4EV4 4> 28O2;5==O.  

'BDAV EC<E><. *5 ?>ABV9=> >=>2;N20==V A?8A:8, I> <VABOBP @0=VH5 28O2;5=V 

DVH8=3>2V URL­04@5A8. �>;>2=8< =54>;V:>< 40=>W <5B>4>;>3VW є 70B@8<:0 2 

>=>2;5==V A?8A:V2.  

�V?V EC<E><. *5 є G8<>AP ?@>B8;56=8< 4> G>@=8E.  

�6D<EF<KAV @9FB8< 284V;ONBP ?52=V E0@0:B5@8AB8:8 251­AB>@V=:8 4;O B>3>, 

I>1 287=0G8B8 ;53VB8<=VABP 251­A09BC, 0 =5 70;560B8 2V4 1C4P­O:8E ?>?5@54=P> 

A:><?V;P>20=8E A?8A:V2. *5 ?5@52030 52@8AB8G=8E <5B>4V2 [18, 19] 

 9FB8< 6V;G4?ьABW EIB:BEFV. *5 <5B>48 @>7@V7=5==O DVH8=3>28E A09BV2 B0 

;53VB8<=8E A09BV2 70 7>2=VH=V< 283;O4>< A09BV2. �0728G09 DVH8=3>2V A09B8 є 

<0965 B>G=8<8 :>?VO<8 A?@026=VE, I>1 C :>@8ABC20G0 =5 28=8:0;8 AC<=V28 

I>4> ;53VB8<=>ABV @5AC@A [22323]. 

 4L<AA9 A46K4AAO [12] 70157?5GCє A?@>I5=V B0 5D5:B82=V <5B>48 0=0;V7C 

40=8E, >AB0==V< G0A>< 45<>=AB@CNG8 1030B>>1VFONGV @57C;PB0B8 C ?@>1;5<0E 

:;0A8DV:0FVW 2 @50;P=><C G0AV.  

!0 @8A. 1.12. =02545=V 420 ?V4E>48 4> 28O2;5==O DVH8=3>28E 0B0:: =02G0==O 

:>@8ABC20GV2 B0 ?@>3@0<=89 ?V4EV4. �;O FVєW @>1>B8 1C;> >1@0=> 1V;PH 45B0;P=> 

@>73;O40B8 ?V4EV4 =02G0==O :>@8ABC20GV2. 

!570;56=> 2V4 =0O2=8E =028G>: G8 74V1=>AB59, CAV ;N48 2 >@30=V70FVW <0NBP 

?@>9B8 =02G0==O 7 0=B8DVH8=3C. �;O 1>@>BP18 7 DVH8=3>< VA=Cє 1030B> <5B>4V2 

4>=02G0==O :>@8ABC20GV2. !0 @8AC=:C 1.13 7>1@065=V 45O:V 7 >A=>2=8E <5B>4V2  

=02G0==O :>@8ABC20GV2 [29]. 

�9>JVW.  *5 >48= 7 =09AB0@VH8E <5B>4V2 V 2V= 4>AV ;8H0єBPAO >4=8< V7 

=09?>H8@5=VH8E, =572060NG8 =0 A2>W =54>;V:8.  
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$8A. 1.13.   5B>48 =02G0==O :>@8ABC20GV2 [29] 

 

#>?@8 B5, I> F59 <5B>4 4>AV :>@8ABCєBPAO ?>?C;O@=VABN 4;O =02G0==O 

:>@8ABC20GV2, 2V= <0є =54>;V:8, 7>:@5<0 =0ABC?=V: 

●  4;O ;5:FV9 ?>B@V1=V 4>A2V4G5=V ;5:B>@8; 

●  ?>B@V15= V=B5@0:B82=89 ?V4EV4 B0 ?;>B=0 270є<>4VO ;5:B>@0 7 0C48B>@VєN, 

V=0:H5 :>@8ABC20GV, O: ?@028;>, H284:> 2B@0G0NBP :>=F5=B@0FVN V V=B5@5A; 

●  2V4 A?V2@>1VB=8:V2 >GV:CєBPAO, I> 2>=8 =02G0B8<CBPAO C >4=0:>2><C B5<?V 

B0 7 >4=0:>28< @>7C<V==O<, 0 F5 7>2AV< =5 B0:; 

●  =060;P, 28O2;5==N DVH8=3>28E 0B0: C @50;P=><C G0AV =5 <>6;82> =02G8B8 

;8H5 =0 ;5:FVOE, 4;O CA?VEC ?>B@V1=> 70;CG0B8 V=HV @5AC@A8. 

  !46K4?ьAV CBEV5A<>< V @4AG4?<. ' =02G0==V :>@8ABC20GV2 =02G0;P=89 

?>AV1=8: B0 <5B>48G=89 <0B5@V0; є =5>1EV4=8< 4;O ?>3;81;5==O 7=0=P 7 B5<8. �0 

4>?><>3>N ?>AV1=8:V2 B0 <5B>48G=>3> <0B5@V0;C :>@8ABC20G8 <>6CBP 4V7=0B8AO, 

O: <>6=0 ?@0:B8:C20B8 70E8AB 2V4 0B0:8 24><0. �A=Cє 1030B> @V7=>284V2 
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|V |=N 3 :V;P:VABP 25@H8= C  3@0DV. 

' 3@0DV A>FV0;P=>W <5@56V 25@H8=0<8 є CG0A=8:8, 0 @51@0 >7=0G0NBP 

=0O2=VABP 2V4=>A8= <V6 =8<8. �V4=>A8=8 <>6CBP 1CB8 O: A?@O<>20=8<8, B0: V =5 

A?@O<>20=8<8.  

 >6;82> 284V;8B8 B@8 B8?8 <>45;59 3@0DV2 [71]: 
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1.  %B>E0AB8G=V 1;>:>2V <>45;V 7040NBPAO <0B@8F5N � @>7<V@>< N×N, 45 

N 3 G8A;> 3@C? (1;>:V2) CG0A=8:V2.  

�;5<5=B aij ⸦[0,1] ?>:07Cє IV;P=VABP 72'O7:V2 <V6 CG0A=8:0<8  <5@56V, O:V 

=0;560BP 4> 3@C?8 vi, B0 CG0A=8:0<8, I> =0;560BP 4> 3@C?8 vj.  

2.�<>2V@=VA=V 3@0D>2V <>45;V 7040NBPAO <0B@8F5N A  @>7<V@C N×N, 45  

N  3  G8A;> CG0A=8:V2 <5@56V. �;5<5=B aij ⸦[0,1] ?>:07Cє 9<>2V@=VABP 270є<>4VW 

CG0A=8:0 vi B0 CG0A=8:0 vj ?@>BO3>< ?52=>3> ?5@V>4C G0AC. 

3. �28G09=V 3@0D>2V <>45;V B0:>6 7040NBPAO <0B@8F5N � 72'O7=>ABV @>7<V@C 

N×N. 

�A4?V; J9AFD4?ьABEFV F4 VAL<I ?B>4?ьA<I 6?4EF<6BEF9=. ->1 287=0G8B8 

2V4=>A=C 206;82VABP (203C) 25@H8= 3@0D0, 70AB>A>2CNBP ?>=OBBO F5=B@0;P=>ABV 3 

1;87P:VABP  4> F5=B@C 3@0D0.  %;V4 707=0G8B8, I> 945BPAO =5 ?@> 35><5B@8G=C 

F5=B@0;P=VABP ?@8 2V7C0;V70FVW 3@0D0 2V4=>A8=. 

*5=B@0;P=VABP 70 ABC?5=5< (Degree centrality) 287=0G0єBPAO O: :V;P:VABP 

72'O7:V2, V=F845=B=8E 25@H8=V: deg( )D vC ý  

�84V;ONBP 2EV4=V B0 28EV4=V 72'O7:8. �EV4=V 72'O7:8 E0@0:B5@87CNBP 

?>?C;O@=VABP ;N48=8, I> E0@0:B5@87CNBP 9>3> >B>G5==O C <5@56V. "B@8<0=C 

25;8G8=C <>6=0 =>@<C20B8, @>74V;82H8 =0 7030;P=C :V;P:VABP CG0A=8:V2 C 

<5@56V. 

#@>B5 CG0A=8: <5@56V, I> <0є 25;8:C :V;P:VABP 4@C7V2, <>65 1CB8 

?>2'O70=89 7 @5HB>N 3@0D0 =525;8:>N :V;P:VABN @515@. &><C 22>48BPAO B0:5 

?>=OBBO, O: *5=B@0;P=VABP ?>1;87C (Closeness centrality). �5 F5=B@0;P=VABP 

?>1;87C є ?>:07=8:><, =0A:V;P:8 H284:> ?>H8@NєBPAO V=D>@<0FVO 2 <5@56V 2V4 

>4=>3> CG0A=8:0 4> V=H8E. /: <V@0 2V4AB0=V <V6 42><0 CG0A=8:0<8 

28:>@8AB>2CєBPAO =09:>@>BH89 H;OE ?> 3@0DC (35>4578G=0 2V4AB0=P). &0:, 

157?>A5@54=V 4@C7V CG0A=8:0 ?5@51C20NBP 7 2V4@82>< 1, 4@C7V 4@C7V2 3 7 2V4@82>< 

2, 4@C7V 4@C7V2 4@C7V2 3 7 2V4@82>< 3 B>I>. �0;V 15@5BPAO AC<0 2AVE 2V4AB0=59 V 
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=>@<CєBPAO  H;OE ?> 3@0DC. "B@8<0=0 25;8G8=0 =07820єBPAO 2V440;5=VABN 

25@H8=8 >4=0 2V4 >4=>W.  

�;87P:VABP 287=0G0єBPAO O: 25;8G8=0, 72>@>B=0 2V440;5=>ABV 

 

1( ) ,
( , )c

G
Vt
v

NvC v td



ý
õ

                                             (2.2) 

 

45 ( , )G v td ­ =09:>@>BH89 H;OE 2V4 25@H8=8 v 4> 25@H8=8 t. 

�=H8<8 A;>20<8, F5=B@0;P=VABP ?> 1;87P:>ABV 4>72>;Oє 7@>7C<VB8, 

=0A:V;P:8 1;87P:89 CG0A=8:, I> @>73;O40єBPAO, 4> 2AVE V=H8E CG0A=8:V2 <5@56V. 

&0:8< G8=><, 206;82> =5 BV;P:8 =0O2=VABP 157?>A5@54=VE 4@C7V2, 0;5 I>1 V C 

A0<8E F8E 4@C7V2 B56 1C;8 4@C7V. 

&9AFD4?ьAVEFь ;4 CBE9D98A<JF6B@ (Betweenness centrality). -5 >4=VєN 

@8A>N CG0A=8:0 є 9>3> 7=0GCIVABP C ?@>F5AV ?>H8@5==O V=D>@<0FVW. 

*5=B@0;P=VABP  @>7@0E>2CєBPAO O: G8A;> =09:>@>BH8E H;OEV2 <V6 CAV<0 ?0@0<8 

CG0A=8:V2, I> ?@>E>4OBP G5@57 0=0;V7>20=>3> CG0A=8:0 

 

( )( ) ,st
�

st
s v t V

vQvC
Q

  

ý
õ

                                                      (2.3) 

 

45  Qst 3 7030;P=0 :V;P:VABP =09:>@>BH8E H;OEV2 7 25@H8=8 s 4> 25@H8=8 t� 

Qst  (v)  3  :V;P:VABP =09:>@>BH8E H;OEV2 7 25@H8=8 s  4> 25@H8=8 t, I> 

?@>E>4OBP G5@57 25@H8=C v. 

�;O =>@<0;V70FVW ?>B@V1=> @>74V;8B8 :V;P:VABP ?0@ 25@H8=, :@V< A0<>W 

25@H8=8 v, B>1B> 4;O >@Vє=B>20=>3> 3@0D0 ?>B@V1=> @>74V;8B8 =0 (N­1)×(N­2), 4;O 

=5>@Vє=B>20=>3> 3 =0 25;8G8=C, @V2=C (N­1)×(N­2)/2. !54>;V:>< F5=B@0;P=>ABV  70 

?>A5@54=8FB2>< є WW >1G8A;N20;P=0 A:;04=VABP. 
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*5=B@0;P=VABP 70 2;0A=8< 25:B>@>< (Eigenvector centrality). !5E09 

F5=B@0;P=VABP 0=0;V7>20=>3> CG0A=8:0 3 xv, 0 F5=B@0;P=VABP 9>3> 157?>A5@54=VE 

4@C7V2 (ACAV4=VE 25@H8=) xj  , xk  , xl  B0 40;V. *5=B@0;P=VABP 70 2;0A=8< 25:B>@>< 

287=0G0єBPAO O: AC<0 F5=B@0;P=>AB59 ACAV4=VE 25@H8=, ?>4V;5=8E =0 :>=AB0=BC λ, 

B>1B> xv = (xj + xk + xl )/ λ. �8?8A02H8 0=0;>3VG=V @V2=O==O 2AV< 4@C7O<, >B@8<0є<> 

25:B>@ =52V4><8E X = (x1 ,...,xv ,...,xn). #@028;0 A:;040==O 287=0G0NBPAO <0B@8F5N 

AC<V6=>ABV A=(avt),  B>1B> avt=1, O:I> 25@H8=0 v  7'є4=0=0 7 25@H8=>N t,  

avt = 0 3 V=0:H5. �0;V ?>B@V1=> 28@VH8B8 @V2=O==O A% = λ%, B>1B> 7=09B8 2;0A=V 

7=0G5==O B0 2;0A=V 25:B>@8 <0B@8FV A. "B@8<0=5 70240==O <>6=0 ?5@5?8A0B8 

V=0:H5 

 

1 1( ) ,vtE v t t
t M t G

v xC x x aü ü 
ý ý ýõ õ                                      (2.4) 

 

45 M (v)– 157;VG 25@H8=, ACAV4=VE 7 25@H8=>N v�  

λ 3 :>=AB0=B0. 

�;0A=89 25:B>@, I> 2V4?>2V40є =091V;PH><C 2;0A=><C 7=0G5==N, 

CB2>@5=89 F5=B@0;P=>ABO<8 2V4?>2V4=8E CG0A=8:V2 <5@56V. 

&0:8< G8=><, G8< 1V;PH5 2 CG0A=8:0 4@C7V2 V G8< 2>=8 1;86GV 4> =P>3>, 

B8< 1V;PH0 9>3> F5=B@0;P=VABP. #@028;P=5 V 72>@>B=5: G8< 1V;PH0 F5=B@0;P=VABP 

CG0A=8:0, B8< 1V;PH0 F5=B@0;P=VABP 9>3> 4@C7V2. !54>;V:>< F5=B@0;P=>ABV 70 

2;0A=8< 25:B>@>< є >1G8A;N20;P=0 A:;04=VABP. 

'7030;P=5==O< F5=B@0;P=>ABV 70 @V2=5< є F5=B@0;P=VABP �0F0 (Katz 

centrality).  

 

1 1
( ) ( ,)k

n
k

Katz ji
k j

iC ñ ñ


ý ý
ý õ õ                                            (2.5) 
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45 ɑ⸦  [0,1] 3 G0AB:0 CG0ABV 2V440;5=8E 25@H8=, I> 287=0G0єBPAO O: :>5DVFVє=B 

7030A0==O. 

*5=B@0;P=VABP �0F0 <>6=0 @>73;O40B8 O: <>48DV:>20=C D>@<C 

F5=B@0;P=>ABV =0 >A=>2V 2;0A=>3> 25:B>@0 

1
( ) ( 1).

kn

j
Katz i ij

ji
iC x xñ

ý
ý ýõ   (2.6) 

 

*5=B@0;P=VABP <>6;82> >1G8A;8B8 70 4>?><>3>N 0;3>@8B<C @0=6C20==O 

?>A8;0=P (PageRank), O:89 28:>@8AB>2CєBPAO 2 ?>HC:>2V9 A8AB5<V Google. � 

>A=>2C ?>:;045=> ?@8=F8? «206;82>ABV» 251­AB>@V=:8: G8< 1V;PH5 ?>A8;0=P =0 

AB>@V=:C, B8< 2>=0 «206;82VH0» 

1

1( ) ,
( )

n j
PageRank i ij

j

xiC x L j N
ññ ñ

ý


ý ý õ   (2.7) 

 

45 ( ) ij
j

L j ñý õ  :V;P:VABP 25@H8=, ACAV4=VE 7 25@H8=>N j (01> :V;P:VABP 28EV4=8E j 

72'O7:V2 C >@Vє=B>20=><C 3@0DV). 

�0=89 0;3>@8B< 2V4@V7=OєBPAO  2V4 >1G8A;5==O F5=B@0;P=>ABV 70 2;0A=8< 

25:B>@>< B0 F5=B@0;P=VABN �0F0 =0O2=VABN :>5DVFVє=B0 ?5@5@0EC=:C L(j). %;V4 

70C2068B8 B0:>6, I> C 0;3>@8B<V ?>A8;0;P=>3> @0=6C20==O 28:>@8AB>2CєBPAO 

72>@>B=0 V=45:A0FVO <0B@8FV AC<V6=>ABV aji ?@>B8 >1G8A;5==O< F5=B@0;P=>ABV 70 

2;0A=8< 25:B>@><.  

�@V< ?5@5@0E>20=8E <5B>4V2 287=0G5==O F5=B@0;P=>ABV VA=Cє 25;8:0 

:V;P:VABP 22545=8E =5:;0A8G=8< G8=>< A?>A>1V2 >1G8A;5==O FVєW E0@0:B5@8AB8:8 

<5@56V. 

�0;V 0;3>@8B< 107CєBPAO =0 ?@8?CI5==V, I> O:VA=V A09B8 @V4:> ?>A8;0NBPAO 

=0 =87P:>O:VA=V, B>4V O: >AB0==V G0AB> ?>A8;0NBPAO =0 =04V9=V @5AC@A8. TrustRank 

4  F5 ?>:07=8:, O:89 >FV=Nє @V25=P 4>2V@8 4> A09BC, 7>:@5<0 9>3> 9<>2V@=C 
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2V4ACB=VABP A?0<C. +8< 1V;PH5 28EV4=8E ?>A8;0=P <0є A09B, B8< <5=H89 @V25=P 

4>2V@8 ?5@540єBPAO G5@57 :>6=5 7 =8E. $V25=P 4>2V@8 (TrustRank) 7<5=HCєBPAO 7V 

71V;PH5==O< 2V4AB0=V <V6 A09B>< V ?>G0B:>28< =01>@>< =04V9=8E @5AC@AV2. 

%8;0 AB@C:BC@=>W ?>78FVW CG0A=8:0 є >A=>2=8< ?>:07=8:><,  O:89 є 

287=0G0;P=8< 2 @>71V6=>ABV CG0A=8:V2 <5@56V. �;O 28<V@C 40=>W E0@0:B5@8AB8:8 

22>48BPAO [8] V=45:A GPI (Genuine Progress Indicator) A8;8 CG0A=8:0 vi  

 

 
1 1

1
,( 1)

g k
i kk

P iGPI
 

ý
ý õ                                                (2.8) 

 

45  k
P i   G8A;> H;OEV2 4>268=8 k, I> =5 ?5@5B8=0NBPAO, ?@>E>4OBP G5@57 

25@H8=C vi . %8;0 CG0A=8:0 vi C ?>@V2=O==V 7 A8;>N CG0A=8:0 vj >1G8A;NєBPAO O: 

 

GPIij =GPIi ­ GPIj. 

 

�;O 0=0;V7C ABV9:>ABV 3@C?>2>W AB@C:BC@8 2 G0AV 28:>@8AB>2CєBPAO 

=0ABC?=89 ?V4EV4. %?>G0B:C AB2>@NєBPAO B@828<V@=0 <0B@8FO, 45 @O4:8 

?@54AB02;ONBP >FV=:8 270є<>4V9 <V6 CG0A=8:>< V 2AV<0 V=H8<8, =040=V V=H8<8 

CG0A=8:0<8; AB>2?FV 2V4>1@060NBP A0<>>FV=:8 270є<>4V9 CG0A=8:0; 0 B@5BO 2VAP 

2V4?>2V40є G0A>28< ?5@V>40<. 

�0;V 70AB>A>2CNBPAO <5B>48 7<5=H5==O @>7<V@=>ABV 40=8E, B0:V O: <5B>4 

3>;>2=8E :><?>=5=BV2, I>1 28:>=0B8 ?@>є:FVN 25@H8= <5@56V 2 52:;V4>289 

?@>ABV@ <5=H>W @>7<V@=>ABV. *5 4>72>;Oє >?8A0B8 270є<>72’O7:8 <V6 @O4:0<8 B0 

AB>2?FO<8 <0B@8FV. $57C;PB0B8 28:>@8AB>2CNBPAO 4;O 2V7C0;V70FVW 7<V= AB0BCAC 

CG0A=8:V2 <5@56V 2 :>=B5:ABV 7<V= AB0BCAV2 ?V43@C? [56]. 

"B@8<0=C ?@>є:FVN <>6=0 :;0AB5@87C20B8 70 4>?><>3>N AB0=40@B=8E 

<5B>4V2, O:­>B AB0B8AB8G=V 0;3>@8B<8 (=0?@8:;04, <5B>4 k­A5@54=VE) [79] 01> 

Vє@0@EVG=V ?V4E>48. �є@0@EVG=V <5B>48 <0NBP ?5@5203C 2 B><C, I> @57C;PB0B8 
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:;0AB5@870FVW <>6=0 ?@54AB028B8 C 283;O4V 45=4@>3@0<8, O:0 2V4>1@060є =5 ;8H5 

@>718BBO 3@0D0 =0 3@C?8, 0;5 9 Vє@0@EVN 3@C? B0 ?V43@C?. "A=>2=>N A:;04=VABN 

B0:8E <5B>4V2 є 281V@ 2V4?>2V4=>W <5B@8:8 2V4AB0=V (=0?@8:;04, =09:>@>BH>3> 

H;OEC <V6 25@H8=0<8) 01> ?>4V1=>ABV (similarity). 

!09G0ABVH5 70AB>A>2CNBPAO 70E>48 ?>4V1=>ABV, 28:>@8AB>2CNBP 

:>A8=CA=89 :>5DVFVє=B (cosine similarity, B0:>6 2V4><89 O: :>5DVFVє=B "E0V) V 

:>5DVFVє=B �0:­:0@0 (Jaccard coefficient). �;0AB5@870FVN <>6=0 ?@>2>48B8 =5 

BV;P:8 7=87C 23>@C, 0 B0:>6 725@EC 2=87, B>1B> A?>G0B:C 2AO <5@560 @>73;O40єBPAO 

O: >4=0 3@C?0, 0 =0 :>6=V9 VB5@0FVW 2V41C20єBPAO ?>A;V4>2=5 2V44V;5==O ?> >4=><C 

72'O7:C. 

!B@C:BC@=0 5:2V20;5=B=VABь CG0A=8:V2 <5@56V.  *59 ?V4EV4 є 
?@>B8;56=VABN 4>A;V465==N ?>2'O70=8E 3@C?. 'G0A=8:8 22060NBPAO 

5:2V20;5=B=8<8, O:I> 2>=8 709<0NBP >4=0:>2V ?>78FVW 2 A>FV0;P=V9 AB@C:BC@V 

<5@56V, B>1B> <0NBP >4=0:>2C AB@C:BC@C B0 B8? 270є<>4V9 7 V=H8<8. #@8 FP><C 

5:2V20;5=B=VABP CG0A=8:V2 =5 ?5@5410G0є >1>2’O7:>2>W 270є<>4VW <V6 =8<8. /: 

<V@0 5:2V20;5=B=>ABV <>65 1CB8 IV;P=VABP 72'O7:V2 7V AB@C:BC@=8<8 ?V43@C?0<8 

CG0A=8:V2 <5@56V [110,  117]. #>@O4 V7 AB@C:BC@=>N 5:2V20;5=B=VABN 

28:>@8AB>2CєBPAO @53C;O@=0 5:2V20;5=B=VABP CG0A=8:V2. ' FP><C 28?04:C 

CG0A=8:8 5:2V20;5=B=V, :>;8 2>=8 >4=0:>2> 270є<>4VNBP V7 CG0A=8:0<8 >4=>3> 

B8?C. 

�;O 287=0G5==O AB@C:BC@=>W 5:2V20;5=B=>ABV 42>E CG0A=8:V2 =5>1EV4=> 

?>@V2=OB8 AB@C:BC@C WE 270є<>4V9 7 V=H8<8 CG0A=8:0<8, B>1B> ?>B@V1=> 

?>@V2=OB8 2V4?>2V4=V AB>2?FV C <0B@8FV 72'O7:V2 3@0D0. *5 <>65 1CB8 74V9A=5=> 70 

4>?><>3>N >1G8A;5==O 2V4AB0=V <V6 F8<8 25:B>@0<8 (=0?@8:;04, 70 <5B@8:>N 

�2:;V40 01> +518H520) 01> :>5DVFVє=BV2 72'O7:C (=0?@8:;04, :>@5;OFVW #V@A>=0). 

�;O A?@O<>20=8E 3@0DV2 =5>1EV4=> 2@0E>2C20B8 @51@0, I> 2E>4OBP V 28E>4OBP, 7 

FVєN <5B>N >4=>G0A=> @>73;O40NBPAO 42V 2V4?>2V4=V <0B@8FV. 



70 
 

!0 =0ABC?=><C 5B0?V C <0B@8FOE 4;O :>6=>3> B8?C 72'O7:V2 ?5@5AB02;ONBPAO 

AB>2?FV B0:8< G8=><, I>1 73@C?C20B8 BV 7 =8E, O:V 2V4?>2V40NBP AB@C:BC@=> 

5:2V20;5=B=8< CG0A=8:0<. � @57C;PB0BV <0B@8FO @>71820єBPAO =0 AB@C:BC@=V 

1;>:8, C :>6=><C 7 O:8E >1G8A;NєBPAO 3CAB8=0. �0;V 1C4CєBPAO =>20 <0B@8FO 

72'O7:V2 <V6 7=0945=8<8 AB@C:BC@=8<8 1;>:0<8, =0?@8:;04, 70 B0:8< ?@028;><: 

O:I> IV;P=VABP 72'O7:V2 <V6 42><0 1;>:0<8 28I5, =V6 A5@54=O IV;P=VABP 72'O7:V2 

C ?>G0B:>2V9 <0B@8FV, B> 2V4?>2V4=89 5;5<5=B =>2>W <0B@8FV 4>@V2=Nє 1, 2 

?@>B8;56=><C 28?04:C 2V= 4>@V2=Nє 0.  &0:V <0B@8FV =07820NBPAO 1;>:>28<8 

<>45;O<8 V є 70A>1>< ?>1C4>28 @>;P>28E 0;351@0WG=8E 28@07V2 [113, 116]. 

 >;ь>2V 0;351@8. *59 ?V4EV4 4> 0=0;V7C A>FV0;P=8E <5@56 7>A5@5465=89 =0 
4>A;V465==V ;>3V:8 270є<>4V9 <V6 CG0A=8:0<8 <5@56V 70 4>?><>3>N 1;>:>28E 

<>45;59. �87=0G8<> <0B@8FV A8<?0BVW B0 0=B8?0BVW =0ABC?=8< G8=>< 

 

1 0 0 1
, .

0 1 1 0
LIKE DISLIKEö ö ö ö

ý ý÷ ÷ ÷ ÷
ø ø ø ø

  (2.9) 

 

&5?5@ <>65<> 0=0;V7C20B8 :><1V=0FVW 270є<>4V9 CG0A=8:V2 <5@56V, 
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CA?VH=>3> :>=B5:AB=>3> 0=0;V7C. [94 399].  
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70?8A>< 7 2V4?>2V4=8< =><5@><. #@8 FP><C C 28EV4=V9 B01;8FV :>65= 70?8A <0є 
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<VAB8BP ?5@A>=0;P=V 40=V :>=:@5B=>W >A>18, 287=0G5=>W C FP><C 6 70?8AV. 

 5B>4 70157?5GCє ?5@5AB0=>2:C 40=8E :>6=>W <=>68=8 0B@81CBV2 28EV4=>W 

B01;8FV ?>:@>:>2>. !0 :>6=><C :@>FV 28:>@8AB>2CєBPAO ?@8=F8? F8:;VG=8E 

?5@5AB0=>2>:. �;O ?>OA=5==O <5B>4C 7@>18<> =0ABC?=5.  
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FP>3> <5B>4C є >1’є4=0==O <5B>4V2 A>FV0;P=>W V=65=5@VW B0 0;3>@8B<V2 

>?B8<V70FVW. � A0<5 70 4>?><>3>N <5B>4V2 A>FV0;P=>W V=65=5@VW 2@0E>2CNBPAO 

?>254V=:8 :>@8ABC20GV2 C @V7=8E A8BC0FVOE, 7’OA>2CєBPAO =0 O:C A>FV0;P=C 

0C48B>@VN =091V;PH5 2?;820є @>7?>2AN465==O =51060=>W V=D>@<0FVW. *5 

C4>A:>=0;5==O FV;:>< 2V4?>2V40є @50;P=V9  A8BC0FVW >1<V=C V=D>@<0FVєN  C 

A>FV0;P=8E <5@560E, I> ?V4B25@46Cє 045:20B=VABP @>7@>1;5=>3> 0;3>@8B<C. 

4.  $>7@>1;5=> C=V25@A0;P=89 <5B>4 70E8ABC ?5@A>=0;P=8E 40=8E 7 

C@0EC20==O< A?5F8DV:8 A>FV0;P=8E <5@56. *59 ?V4EV4 2@0E>2Cє 287=0G5==O 

H:V4;828E 2?;82V2 =0 ?0@0<5B@8 70E8ABC V=D>@<0FVW 2 <5@560E V, =0 2V4<V=C 2V4 

VA=CNG8E <5B>4V2, 70AB>A>2Cє A8AB5<C 48D5@5=FV0;P=8E @V2=O=P, :><?>=5=B8 

O:8E 2:;NG0NBP :><?;5:A=V ?0@0<5B@8 0B0:. '@0EC20==O >A>1;82>AB59 

DC=:FV>=C20==O <5@56V є 4>40B:>2>N ?5@5203>N @>7@>1;5=8E <0B5<0B8G=8E 
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<>45;59 157?5:8 V=D>@<0FVW 2 A>FV0;P=8E <5@560E. "FV=:0 2?;82C :>6=>3> 

>:@5<>3> ?0@0<5B@0 <5@56V =0 A8AB5<C 70E8ABC, 0 B0:>6 :><?;5:A=>3> 2?;82C 

2AVE ?0@0<5B@V2, 4>72>;Oє ?@>3=>7C20B8 B0 @>7@0E>2C20B8 ?0@0<5B@8 70E8ABC 

<5@56V, I> <0є 206;825 7=0G5==O ?@8 AB2>@5==V =>28E A>FV0;P=8E <5@56 V 

<>45@=V70FVW VA=CNG8E. �>40B:>2>N ?5@5203>N FP>3> <5B>4C є B5, I> 2?5@H5 

>FV=:0 ABV9:>ABV A8AB5<8 70E8ABC 74V9A=NєBPAO H;OE>< ?>1C4>28 D07>28E 

?>@B@5BV2 A8AB5<8 B0 @5B5;P=>3> 0=0;V7C ?5@5EV4=8E ?@>F5AV2. #@8 FP><C 

>AB0B>G=5 @>72'O70==O A8AB5<8 48D5@5=FV0;P=8E @V2=O=P =5 є =5>1EV4=8<.   
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 ���І� 4                                                                                                                                                    
�&І��� �$��"����!"І ��"��І� ��%�!"# �� !����Ь��% 
����% "�  �� ����  ��������&І� Щ��� ��!"�!#����/ 

��#����%  ��#�Ь"�"І� 
 

4.1.  57C;ьB0B8 <0B5<0B8G=>3> <>45;N20==O 7 <5B>N ?V4B25@465==O 
4>AB>2V@=>ABV <5B>4C >FV=:8 ABV9:>ABV A8AB5<8 70E8ABC ?5@A>=0;ь=8E 40=8E 

�;O @>73;O4C ABV9:>ABV <>45;V 70E8ABC ?5@A>=0;P=8E 40=8E A:>@8ABCє<>AP 

@>7@>1;5=8< <5B>4>< >FV=:8 ABV9:>ABV A8AB5<8 70E8ABC V=D>@<0FVW. � A0<5 

<5B>4>< D07>28E 4V03@0< (D07>28<8 ?>@B@5B0<8). #5@52030 <5B>4C  ?>;O30є C 

B><C, I> D07>2V ?>@B@5B8 1C4CNBPAO 70 @V2=O==O<8, O:V 28@VHC20B8 =5 

>1>2’O7:>2>. %0<0 ?>254V=:0 D07>28E 4V03@0< 40є 1030B> V=D>@<0FVW ?@> 

?>254V=:C  A8AB5<8. � C =0H><C 28?04:C 40є <>6;82VABP 287=0G0B8 ABV9:VABP 

A8AB5<8 70E8ABC V=D>@<0FVW. 

�8D5@5=FV0;P=V  @V2=O==O  <0B5<0B8G=>W <>45;V  >?8ACNBP ?>254V=:C 

48=0<VG=>W A8AB5<8 B0  70;560BP 2V4 45:V;P:>E ?0@0<5B@V2, 7<V=0 O:8E  1C45 

?@872>48B8 4> 7<V=8 D07>2>3> ?>@B@5BC. &><C ?@8 <0B5<0B8G=><C <>45;N20==V 

2  O:>ABV 7<V==8E 1C4CBP :>5DVFVє=B8 48D5@5=FV0;P=8E @V2=O=P O:V >?8ACNBP 

A?5F8DV:C DC=:FV>=C20==O V=D>@<0FV9=8E <5@56, 0 A0<5: ?0@0<5B@ 70?V7=5==O 

@503C20==O =0 0B0:C, ?0@0<5B@ :><?;5:A=>W 4>2V@8 B0 ?0@0<5B@ @>7H8@5==O 

V=D>@<0FV9=>W <5@56V. 

#@8 <>45;N20==O ?@>F5AV2 >FV=:8 ABV9:>ABV A8AB5<8 1C;0 7@>1;5=0 

>@Vє=B0FVO =0 7=0G5==O :>5DVFV5=BV2 @50;V70FVW 703@>7, O:V C 4>:C<5=B0E NIST 

70728G09 287=0G0єBPAO 2 :>=B5:ABV >FV=:8 @878:V2 C AD5@V V=D>@<0FV9=>W 157?5:8. 

!091V;PH 2V4?>2V4=8< 465@5;>< 4;O FP>3> є A?5FV0;P=V ?C1;V:0FVW NIST, B0:V O: 

NIST  SP  800­30 V NIST SP 800­37, O:V >E>?;NNBP <5B>4>;>3VW C?@02;V==O 

@878:0<8.  

&0: C NIST SP 800­30  >FV=:0 9<>2V@=>ABV 70728G09 @>71820єBPAO =0 B@8 

@V2=V: 
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1.  �8A>:0 9<>2V@=VABь  (High): 703@>70 4C65 9<>2V@=> 2V41C45BPAO G5@57 

VA=CNGV C@07;82>ABV B0 =54>AB0B=V <5E0=V7<8 70E8ABC. 

2.  !5@54=O 9<>2V@=VABь (Moderate): 703@>70 <>65 2V41CB8AO 70 ?52=8E C<>2, 

0;5 @50;V70FVO =5 є =52V42>@>B=>N. 

3.  �87ь:0 9<>2V@=VABь  (Low): 9<>2V@=VABP B>3>, I> 703@>70 @50;V7CєBPAO, є 

=87P:>N G5@57 =0O2=V 70E>48 70E8ABC 01> =87P:C 5:A?>78FVN. 

' =0H><C 28?04:C AB2>@5=0  040?B0FVO ?'OB8@V2=52>W H:0;8 =0 >A=>2V 

@5:><5=40FV9 NIST, B>1 B> <>6=0 AB2>@8B8 :0AB><V7>20=5 @VH5==O 4;O A8AB5<8. 

�0?@>?>=>20=0 ?'OB8@V2=520 H:0;0 ?@54AB02;5=0 C B01;8FV 4.1. 

&01;8FO 4.1 

�0?@>?>=>20=0 >FV=:0 9<>2V@=>ABV­ ?'OB8@V2=520 H:0;0 

№?.?  !0720 703@>78  +8A;>25 
7=0G5==O 

1  �@8B8G=0 (Critical) 4 703@>70 ?@0:B8G=> 30@0=B>20=0 G5@57 
2V4ACB=VABP 01> 4C65 A;01:V 70E8A=V 70E>48. 

5 

2  �8A>:0 (High) 4 4C65 9<>2V@=>, I> 703@>70 @50;V7CєBPAO, 
>A:V;P:8 C@07;82VABP 4>1@5 2V4><0 B0 ;53:> 5:A?;C0BCєBPAO. 

4 

3  %5@54=O (Moderate) 4 9<>2V@=VABP @50;V70FVW 703@>78 VA=Cє, 
0;5 7 45O:8<8 >1<565==O<8 (=0?@8:;04, 0B0:0 A:;04=0 01> 
?>B@51Cє A?5F8DVG=8E C<>2). 

3 

4  !87P:0 (Low) 4  <0;>9<>2V@=>, I> 703@>70 @50;V7CєBPAO 
G5@57 =0O2=VABP =04V9=8E <5E0=V7<V2 70E8ABC 01> =87P:89 
V=B5@5A 0B0:CNG8E. 

2 

5  �0=87P:0 (Very Low) 4  4C65 <0;0 9<>2V@=VABP B>3>, I> 
703@>70 2V41C45BPAO, G5@57 =0O2=V A8;P=V <5E0=V7<8 70E8ABC 
01> =57=0G=C ?@8201;82VABP 0:B82V2 4;O 0B0:. 

1 

 

&0:0 H:0;0 40є 1V;PH 45B0;P=V >FV=:8 @878:V2, I> =0440ABP 1V;PH5 

:>=B5:ABC 4;O ?@89=OBBO @VH5=P I>4> ABV9:>ABV A8AB5<8 70E8ABC V=D>@<0FVW.  

&0:8< G8=>< >18@0NG8 @V7=V 703@>78, 0 C =0H><C 28?04:C :>5DVFVє=B8 C 

48D5@5=FV0;P=8E @V2=O==OE, <>6=0 287=0G0B8 ?>254V=:C A8AB5<8 70E8ABC B0 
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>FV=N20B8 WW ABV9:VABP. #@8 <>45;N20==V >18@0;8AP @V7=V :>5DVFVє=B8 2V4 

70=87P:8E 4> :@8B8G=8E. -> 4>72>;8;>  >FV=8B8  ABV9:VABP A8AB5<8 70E8ABC =0 

2AP><C 4V0?07>=V 703@>7 2V4 =87P:>W 4> :@8B8G=>W. 

#>1C4Cє<> D07>2V ?>@B@5B8 A8AB5<8 70E8ABC ?5@A>=0;P=8E 40=8E 73V4=> 

48D5@5=FV0;P=8E @V2=O=P @>7@>1;5=>W <0B5<0B8G=>W <>45;V  28@07 (2.26) 4;O 

A8AB5<8 70E8ABC ?5@A>=0;P=8E 40=8E, O:V A:;040NBPAO 7 D07>28E B@0є:B>@V9, ?@8 

@V7=8E 7=0G5==OE ?>ABV9=8E :>5DVFVє=BV2 K1, K2, k1, k2, b, c, a1, d, 28@07C (2.26). �0 

D07>28<8 ?>@B@5B0<8 287=0G8<> ABV9:VABP A8AB5<8. $8AC=>: 4.1 ?>1C4>20=>  V7 

40=8E =02545=8E C B01;8FV 4.2.  

&01;8FO 4.2. 

К1  К2  k1  k2  b  c  a1  d 

1  1  1  2  1  5  3  2 

 
$8A.4.1. (07>289 ?>@B@5B <>45;V A8AB5<8 70E8ABC V=D>@<0FVW 7 70?V7=5==O< 

@503C20==O =0 0B0:C, 4;O ?0@0<5B@V2 =02545=8E C B01;.4.1 

 

$8A. 4.2 4;O 40=8E =02545=8E C B01;8FV 4.3 

&01;8FO 4.3 
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К1  К2  k1  k2  b  c  a1  d 

1  1  1  1  3.5  2.5  3  1.5 

 
$8A.4.2. (07>289 ?>@B@5B <>45;V A8AB5<8 70E8ABC V=D>@<0FVW 7 70?V7=5==O< 

@503C20==O =0 0B0:C, 4;O ?0@0<5B@V2 =02545=8E C B01;.4.3 

 

�=0;V7 D07>28E ?>@B@5BV2 A8AB5<8 48D5@5=FV0;P=8E @V2=O=P V7 70?V7=5==O<, 

4>72>;Oє 7@>18B8 28A=>2>:, I> 70 B5>@5<0<8 �O?C=>20, A8AB5<0 ABV9:0. �0@B> 

707=0G8B8, I> ?>254V=:C 48=0<VG=>W A8AB5<8 7@CG=> 0=0;V7C20B8 

28:>@8AB>2CNG8 <5B>48 O:VA=>W B5>@VW 48D5@5=FV0;P=8E @V2=O=P, 7>:@5<0 B0: 

720=89 <5B>4 D07>2>W ?;>I8=8.  

�7030;V :06CG8,  >?8A @CEC A8AB5<8 C 283;O4V 70;56=>ABV ?52=>W 

C7030;P=5=>W :>>@48=0B8 2V4 G0AC =5 є є48=8<. %B0= A8AB5<8 2 1C4P­O:89 <><5=B 

G0AC 287=0G0єBPAO 42><0 ?0@0<5B@0<8: :>>@48=0B8 B0 H284:>ABV. �8E>4OG8 7 

FP>3> AB0= A8AB5<8 <>65 1CB8 ?@54AB02;5=> C ?;>A:V9 45:0@B>2V9 A8AB5<V 

:>>@48=0B 2V4?>2V4=>N B>G:>N. &0:C B>G:C =07820NBP 2V4>1@060NG>N B>G:>N, 0 

?;>I8=C 3 D07>2>N ?;>I8=>N [7]. 
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#V4 G0A @CEC A8AB5<8 25;8G8=8 7<V=NNBPAO, 0 >B65, 2V4>1@060NG0 B>G:0 

1C45 7<V=N20B8 A2>є ?>;>65==O =0 D07>2V9 ?;>I8=V. �5><5B@8G=5 <VAF5 

2V4>1@060NG8E B>G>: 4;O 7040=>3> @CEC =07820єBPAO D07>2>N B@0є:B>@VєN. 

%C:C?=VABP CAVE <>6;828E D07>28E B@0є:B>@V9 A8AB5<8 =07820NBP  WW D07>28< 

?>@B@5B>< [3 3 11].  

(07>20 ?;>I8=0 V;NAB@CN ?>2=5 @>7<0WBBO <>6;828E AB0=V2 A8AB5<8, 9 

>?8ACє :0@B8=C WW 48=0<V:8. 

#@>2545<> <>45;N20==O 7 C@0EC20==O< ?0@0<5B@0 :><?;5:A=>W 4>2V@8. 

#@>2545=V @>7@0EC=:8 4>25;8, I> B0:89 ?0@0<5B@ O: :><?;5:A=0 4>2V@0 1C45 

2?;820B8 =5 BV;P:8 =0 ?0@0<5B@8 A8AB5<8 70E8ABC, 0 I5 9 =0 =0?04=8:0.  

 >6;82> @>73;O40B8 45:V;P:0 20@V0=BV2 2B@0B8 4>2V@8. �>A5@548<>AP =0 42>E 

:@09=VE 28?04:0E, 0 A0<5 ?>2=C 2B@0BC 4>2V@8 B>4V  0iD  , B0 ?>2=C 4>2V@C. #VA;O 

?@>2545==O <>45;N20==O, F5 4>72>;8BP 7’OAC20B8 ?>254V=:C A8AB5<8 =0 

3@0=8G=8E @568<0E.  

'4>A:>=0;5=0 <0B5<0B8G=0 <>45;P A8AB5<8 70E8ABC V=D>@<0FVW 7 

C@0EC20==O< ?0@0<5B@C :><?;5:A=>W 4>2V@8 1C45 >?8AC20B8AO =0ABC?=8< 

28@07>< 

 

1 1 00

0
2 2

2 0

1

0

1 [ ( ) ]
.

1 ( ) ][
(1 ) (1 )

i xX b b yyD k a x
K

cc c yY y k xd d d dxK x

ü  ý       ÿÿ
ý ÿ ý      
ÿ     þ

                       (4.1) 

 
�;O ?>1C4>28 D07>28E ?>@B@5BV2 A8AB5<8 70E8ABC C 70;56=>ABV 2V4 

?0@0<5B@C 2?;82C 4>2V@8 4> ?5@A>=0;P=>W V=D>@<0FVW, A:>@8ABCє<>AP 40=8<8 

B01;8FV 4.1.  

 >45;N20==O 1C45<> ?@>2>48B8 ?@8 @>1>BV A8AB5<8 70E8ABC V=D>@<0FVW 7 

?>78B82=8< B0 =530B82=8< ?>:07=8:0<8 4>2V@8.  
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�;O 0=0;V7C ?>254V=:8 <>45;V, 0 A0<5 0=0;V7C ABV9:>ABV 4>AB0B=P> >1@0B8 

4V0?07>= 7<V=8 4>2V@8 2V4 ­1 4> 1. &>1B> 2V4 28:>@8AB0==O  A8AB5<>N 70E8ABC 

=54>AB>2V@=>W V=D>@<0FVW 4> 28:>@8AB0==O V=D>@<0FVW O:0 =04V9H;0 2V4 

4>2V@5=>3> 465@5;0. 

 
$8A. 4.3. (07>289 ?>@B@5B <>45;V A8AB5<8 70E8ABC V=D>@<0FVW 7 70?V7=5==O< 
@503C20==O =0 0B0:C, 4;O ?0@0<5B@V2 =02545=8E, 4;O ?0@0<5B@V2 =02545=8E C 

B01;. 4.1 B0 <0:A8<0;P=>W 4>2V@8 
 

�=0;V7 D07>2>3> ?>@B@5B0 =02545=>3> =0 @8A.  4.3. ?>:0702, I> A8AB5<0 

70E8ABC >A>18AB>W V=D>@<0FVW, O:0 >?8ACєBPAO @>7@>1;5=>N <>45;;N (28@07 4.1) 

?@8 28:>@8AB0==V 4>2V@5=>W V=D>@<0FVW 01> 28:>@8AB0==V V=D>@<0FVW 7 4>2V@5=>3> 

465@5;0 є  ABV9:>N. #@0:B8G=> 2>=0 =5 1C45 <0B8 2?;82 2V4 7>2=VH=P>3> 

H:V4;82>3> 2B@CG0==O, I> ?V4B25@46Cє 045:20B=VABP @>7@>1;5=>W <>45;V. 
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$8A. 4.4. (07>289 ?>@B@5B <>45;V A8AB5<8 70E8ABC V=D>@<0FVW 7 

70?V7=5==O< @503C20==O =0 0B0:C, 4;O ?0@0<5B@V2 =02545=8E C B01;. 4.2 B0 
2V4ACB=>ABV 4>2V@8. 

 
�=0;V7 D07>2>3> ?>@B@5B0 =02545=>3> =0 @8A.  4.4. ?>:0702, I> A8AB5<0 

70E8ABC ?5@A>=0;P=>W V=D>@<0FVW, O:0 >?8ACєBPAO @>7@>1;5=>N <>45;;N, (28@07  

4.1),  ?@8 28:>@8AB0==V V=D>@<0FVW 4> O:>W 2V4ACB=O 4>2V@0,  01> 28:>@8AB0==V 

V=D>@<0FVW 7 ?V4>7@V;>3> 465@5;0 є =5 ABV9:>N.  

 5B>4 D07>2>W ?;>I8=8 ?>;O30є 2 4>A;V465==V E0@0:B5@C 2V;P=8E @CEV2 

=5;V=V9=8E 48=0<VG=8E A8AB5< H;OE>< ?>1C4>28 WE D07>28E B@0є:B>@V9 =0 

D07>2V9 ?;>I8=V. (07>289 ?@>ABV@ (?@>ABV@ AB0=V2), 2 7030;P=><C 28?04:C, ­ F5 

;V=V9=89 n­<V@=89 ?@>ABV@, :>>@48=0B0<8 O:>3> є :><?>=5=B8 25:B>@0 AB0=V2, 

B>1B> 7<V==V AB0=C A8AB5<8, I> 4>A;V46CєBPAO. #@8 FP><C ?@>ABV@ 28@>46CєBPAO 

2 ?;>I8=C, O:0 =07820єBPAO D07>2>N ?;>I8=>N. 

(07>20 ?;>I8=0  F5 :>>@48=0B=0 ?;>I8=0. �VAP  01AF8A ?>:07C5 A0<C 

7<V==C, 4;O O:>W 4>A;V46CєBPAO ?5@5EV4=89 ?@>F5A. �VAP  >@48=0B ­ H284:VABP 

7<V=8 (?5@H0 ?>EV4=0) FVєW 7<V==>W.   
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$8A. 4.5. (07>289 ?>@B@5B A8AB5<8 48D5@5=FV0;P=8E @V2=O=P 7 70?V7=5==O< 

@503C20==O =0 0B0:C, 4;O ?0@0<5B@V2 =02545=8E C B01;. 4.2 7 <0:A8<0;P=8< 

7=0G5==O< 4>2V@8 B0 7<5=H5==O< @>7H8@5==O< @>7<V@C A>FV0;P=>W <5@568 70 

;>30@8D<VG=8< 70:>=>< 

�@0DV: =0 @8A.4.5 2@0E>2Cє :>5DVFVє=B 4>2V@8, 2V= ?@89<0є <0:A8<0;P=5 

7=0G5==O, ?@8  ?0@0<5B@V 70E8ABC 0,7.  

�=0;V7 3@0DV:0 D07>2>W  ?;>I8=8  =02545=>3> =0 @8A. 4.5 4>2>48BP, I> 

A8AB5<0 70E8ABC >A>18AB>W V=D>@<0FVW ?@8 <0:A8<0;P=><C 7=0G5=V 4>2V@8 AB0є 

C<>2=> ABV9:V<. &>1B> ?@8 28E>4V @>7<V@V2 A>FV0;P=>W <5@568 70 3@0=8G=5 

7=0G5==O A8AB5<0 265 =5 C 7<>7V 70157?5G8B8 70E8AB 40=8E :>@8ABC20G0.  
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$8A. 4.6. (07>289 ?>@B@5B A8AB5<8 48D5@5=FV0;P=8E @V2=O=P 7 70?V7=5==O< 

@503C20==O =0 0B0:C, 4;O ?0@0<5B@V2 =02545=8E C B01;. 4.2 7 <0:A8<0;P=8< 

7=0G5==O< 4>2V@8 B0 @>7H8@5==O< @>7<V@C A>FV0;P=>W <5@568 70 ;>30@8D<VG=8< 

70:>=>< 

�@0DV: =0 @8A.4.6 2@0E>2Cє :>5DVFVє=B 4>2V@8, 2V= ?@89<0є <0:A8<0;P=5 
7=0G5==O, ?@8  ?0@0<5B@V 70E8ABC 0,25. 

�@>182H8 0=0;V7 D07>2>W ?;>I8=8 ?>1C4>20=>W 70 @>7@>1;5=>N <>45;;N 
?@8 <0:A8<0;P=8E 7=0G5==OE 4>2V@8 B0 @>7H8@5==O< @>7<V@C A>FV0;P=>W <5@56V 
70 ;>30@8D<VG=8< 70:>=><, <>6=0  7@>18B8 28A=>2>:, I> A8AB5<0 70E8ABC 
>A>18AB>W V=D>@<0FVW ?@8 <0:A8<0;P=><C 7=0G5=V 4>2V@8 B0 7@>AB0==V <5@56V, 
AB0є C<>2=> ABV9:>N. &>1B> ?@8 28E>4V @>7<V@V2 A>FV0;P=>W <5@568 70 3@0=8G=5 
7=0G5==O A8AB5<0 265 =5 C 7<>7V 70157?5G8B8 70E8AB 40=8E :>@8ABC20G0.  

�@>182H8 ?>@V2=O;P=89 0=0;V7 3@0DV:V2 =02545=8E =0 @8A. 4.5. B0 4.6. <>6=0 
7@>18B8 28A=>2>:, I> ?@8 7@>AB0==V A>FV0;P=>W <5@56V  70 ;>30@8D<VG=8< 
70:>=>< @V25=P ABV9:>ABV A8AB5<8 70E8ABC 7<5=PHC5BAO 7 0,7 4> 0,25. *5 2V4?>2V40є 
4V9A=>ABV B0 ?V4B25@46Cє 045:20B=VABP @>7@>1;5=>W <>45;V.  
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$8A. 4.8.  (07>289 ?>@B@5B A8AB5<8 48D5@5=FV0;P=8E @V2=O=P 7 70?V7=5==O< 
@503C20==O =0 0B0:C, 4;O ?0@0<5B@V2 =02545=8E C B01;. 4.2 7 <0:A8<0;P=8< 
7=0G5==O< 4>2V@8, @>7H8@5==O< @>7<V@C A>FV0;P=>W <5@56V 70 ;>30@8D<VG=8< 

70:>=>< 157 2?;82C =0 A8AB5<C 

 
$8A. 4.9.  (07>289 ?>@B@5B A8AB5<8 48D5@5=FV0;P=8E @V2=O=P 7 70?V7=5==O< 
@503C20==O =0 0B0:C, 4;O ?0@0<5B@V2 =02545=8E C B01;. 4.2 7 <0:A8<0;P=8< 
7=0G5==O< 4>2V@8, @>7H8@5==O< @>7<V@C A>FV0;P=>W <5@56V 70 ;>30@8D<VG=8< 

70:>=>< 7 <0:A8<0;P=8<  2?;82>< =0 A8AB5<C 
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$8A. 4.10.  (07>289 ?>@B@5B A8AB5<8 48D5@5=FV0;P=8E @V2=O=P V7 70?V7=5==O< 
@503C20==O =0 0B0:C, 4;O ?0@0<5B@V2 =02545=8E C B01;. 4.2 7 <V=V<0;P=8< 

7=0G5==O< 4>2V@8, @>7H8@5==O< @>7<V@C A>FV0;P=>W <5@568 70 ;>30@8D<VG=8< 
70:>=>< 7 <0:A8<0;P=8<  2?;82>< =0 A8AB5<C. 

 
�=0;V7 3@0DV:V2 D07>2>W ?;>I8=V =02545=>W =0 @8A. 4.8,  4.9. B0 4.10 4;O 

<>45;V, O:0 >?8ACєBPAO 28@07>< 4.1 ?>:07Cє, I> ABV9:VABP A8AB5<8 70E8ABC  

?5@A>=0;P=>W V=D>@<0FVW A8;P=> 70;568BP 2V4 ?0@0<5B@V2 4>2V@8, @>7H8@5==O 

A>FV0;P=>W <5@56V B0 25;8G8=8 7>2=VH=VE 2?;82V2.  

�8:>@8AB>2CNG8  @>7@>1;5=C <>45;P <>6=0  >FV=8B8 E0@0:B5@ ?>254V=:8 

A8AB5<8 70E8ABC V=D>@<0FVW 157 >B@8<0==O @VH5=P A8AB5<8 48D5@5=FV9=8E 

@V2=O=P. *5 7=0G=> A:>@>GCє G0A =0 >B@8<0==O @57C;PB0BV2 @50:FVW A8AB5<8 

70E8ABC V=D>@<0FVW =0: 0B0:8 (7>2=VH=V 2?;828), =0 @>7H8@5==O 7030;P=>W 

A>FV0;P=>W <5@568 B0 =0 ABC?5=P :><?;5:A=>W  4>2V@8 C A>FV0;P=>W <5@56V. 
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4.2. �FV=:0 5D5:B82=>ABV <5B>4C 45?5@A>=0;V70FVW 4;O 70E8ABC 
?5@A>=0;ь=8E 40=8E 

�>A;V465==O A>FV0;P=8E <5@56 28:>=CєBPAO 1030BP<0 <5B>40<8 V 206;828< 

є <0B5<0B8G=5 <>45;N20==O O: >1'є:BV2 <5@56V B0: V ?@>F5AV2, I> 2V41C20NBPAO 2 

<5@56V. !5@V4:> <>45;V A>FV0;P=8E <5@56 ?@54AB02;ONBPAO <0B5<0B8G=8<8 

A?V22V4=>H5==O<8: 0;351@0WG=8<8 AB@C:BC@0<8, 48D5@5=FV0;P=8<8, ;V=V9=8<8 V 

=5;V=V9=8<8 <0B@8G=8<8 @V2=O==O<8 G8 =5@V2=>ABO<8, V=H8<8 70A>10<8. +0ABVH 

70 2A5  28@VHCєBPAO <0B@8G=5 :204@0B=5 @V2=O==O, :>;8 2>=> 28=8:0є 2 

<0B5<0B8G=V9 <>45;V. $>7<V@=VABP <0B@8FP A2V4><> >1@0=0 <0;>N, I>1 <0B8 

<>6;82VABP 2V7C0;P=> ?@>AB568B8 ?5@51V3 >1G8A;5=P. *59 2V4=>A=> ?@>AB89 

?@8:;04 ?>:07Cє, =0A:V;P:8 >1'є<=8< V B@C4><VAB:8< ?@>F5A>< є ?>HC: @VH5==O, 

74020;>AO 1 5;5<5=B0@=>3> 70240==O. � V=H>3> 1>:C, 7@>AB0==O @>7<V@=>ABV 

<0B@8FP 715@565 ;>3V:C >1G8A;5=P, 0;5, ?@8 FP><C, G0A 7@>AB5 1030B>@07>2>.  

�09єAV2AP:V <5B>48 1C;8 @>7@>1;5=V 2=0A;V4>: A8AB5<0B8G=8E A?@>1 

D>@<C;N20B8 B0 28@VHC20B8 ?@>1;5<8 AB0B8AB8G=>3> 0=0;V7C. �8:>@8AB0==O FVєW 

B5>@5<8 107CєBPAO =0 ?52=8E A?V22V4=>H5==OE <V6 9<>2V@=>ABO<8 ?>4V9 @V7=>3> 

E0@0:B5@C B0 A?5F8DV:0FVW 1C4P­O:>W ?>4VW =0 =5>1EV4=><C @V2=V [103]. �V;PHVABP 

AB0B8AB8G=8E 7040G, =570;56=> 2V4 <5B>4V2 WE 28@VH5==O, <0NBP A?V;P=V 

2;0AB82>ABV. �;O >?8AC :>=:@5B=>W 281V@:8 @>73;O40NBPAO :V;P:0 9<>2V@=VA=8E 

<>45;59, O:V <>6CBP 1CB8 ?>B5=FV9=> ?@89=OB=8<8 4;O 4>A;V46C20=>W A8BC0FVW. 

#VA;O >B@8<0==O 40=8E 28=8:0NBP 7=0==O I>4> ?5@5203 F8E <>45;59, 28@065=V 2 

G8A;>2><C 283;O4V. �>;>2=>N 2V4<V==VABN 109єAV2AP:>W ?0@0483<8 2V4 V=H8E 

AB0B8AB8G=8E ?V4E>4V2 є B5, I> 4> >B@8<0==O 40=8E 5:A?5@B 287=0G0є ABC?V=P 

A2>єW 4>2V@8 4> <>6;828E <>45;59 V 28@060є WW C 283;O4V 9<>2V@=>AB59. 

"4=VєN 7 >A=>2=8E ?5@5203 109єAV2AP:>3> ?V4E>4C є <>6;82VABP 

28:>@8AB0==O ?>G0B:>2>W (0?@V>@=>W) V=D>@<0FVW I>4> ?0@0<5B@V2 <>45;V. &0:0 
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V=D>@<0FVO D>@<CєBPAO C 283;O4V 0?@V>@=>W 9<>2V@=>ABV 01> DC=:FVW 3CAB8=8 

9<>2V@=>ABV. 

$>73;O=5<> 28?04:>2C 7<V==C X, O:0 <0є @>7?>4V; 9<>2V@=>ABV, 287=0G5=89 

2 B5@<V=0E =52V4><>3> ?0@0<5B@0 θ, O:89 =0;568BP ?52=V9  157;VGV <>6;828E 

7=0G5=P ?0@0<5B@0 Θ. �;O 287=0G5=>3> 7=0G5==O X = x DC=:FVO ?@024>?>4V1=>ABV 

:>6=>3> >:@5<>3> 7=0G5==O θ  7040єBPAO O: P(x|θ).  ' 157?5@5@2=><C 28?04:C 

0?@V>@=V 9<>2V@=>ABV 4;O 157;VGV <>6;828E <>45;59 2V4?>2V40NBP, C 7030;P=><C 

28?04:C, @>7?>4V;C 9<>2V@=>AB59 =0 157;VGV <>6;828E 7=0G5=P ?0@0<5B@0. &0:8< 

G8=><, 0?@V>@=V E0@0:B5@8AB8:8 287=0G0NBP C 283;O4V 0?@V>@=>W IV;P=>ABV 

9<>2V@=>ABV: P(θ), θ∈Θ, B0:89, I> 
 

( ) 1.P dñ ñ


ý                                                    (4.2) 

 

�?@V>@=89 @>7?>4V; ?5@53;O40єBPAO =0 >A=>2V 281V@:>28E 40=8E X=x 4;O 

>B@8<0==O 0?>AB5@V>@=>W 3CAB8=8 9<>2V@=>ABV P(θ|x), θ∈Θ. �V4?>2V4=> 4> B5>@5<8 
�09єA0, O:C =07820NBP ?@8=F8?>< 72>@>B=>W 9<>2V@=>ABV, 2AB0=>2;NєBPAO 

270є<>72'O7>: <V6 P (x|θ), P(θ|x) F4 P(θ): 

 

( | ) ( )( | ) , ,
( )

P x PP x
P x
ñ ññ ñý                                       (4.3) 

45 

( ) ( | ) ( ) .P x P x P dñ ñ ñ


ý                                            (4.4) 

 

�@0E>2CNG8, I> 2 (4.3) 7=0<5==8: =5 70;568BP 2V4 θ, 4>A8BP G0AB> 28@07  

(4.4) ?@54AB02;ONBP C 283;O4V 
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( | ) ( | ) ( )P x P x Pñ ñ ñ ,                                            (4.5) 

 

45  ­  >7=0G0є ?@>?>@FV9=VABP. 

�;O 0?>AB5@V>@=>3> @>7?>4V;C <0є 7=0G5==O BV;P:8 ?@024>?>4V1=VABP. *5 

4>A8BP ?@>AB> <>6=0 ?>:070B8 70 4>?><>3>N @V2=>ABV (4.5), O:I> 9>3> ?>40B8 

B0:8< G8=>< [102]: 

 
ln ( | )( | ) ( | ) ( ) ( ) .P xP x P x P P e ññ ñ ñ ñ ý                           (4.6) 

 

/:I> ?@8?CAB8B8, I> 0?@V>@=89 @>7?>4V; P(θ)  B0 DC=:FVO 

?@024>?>4V1=>ABV P(x|θ) =528@>465=V V <0NBP 157?5@5@2=C ?>EV4=C, V P(x|θ) <0є 

є48=89 <0:A8<C< θmax, O:89 є >FV=:>N <0:A8<0;P=>W ?@024>?>4V1=>ABV, B>  

ln[P(x |θ)] <0є ?>@O4>: n, 0 P(θ) =5 70;568BP 2V4 >1AO3C 281V@:8. "B65, <>6=0 

V=BCWB82=> 7@>7C<VB8, I> ?@8 25;8:8E 7=0G5==OE >1AO3C 281V@:8 1030B> DC=:FV9 

?@024>?>4V1=>ABV ?>G=CBP ?5@52060B8 =04 0?@V>@=8< @>7?>4V;><. 

+0ABV6 70 2A5 ?>G0B:>20 V=D>@<0FVO ?@> 7=0G5==O >FV=N20=8E 2;0AB82>AB59 

=52V4><0, B>1B> =52V4><89 284 0?@V>@=>3> @>7?>2AN465==O P(θ). �=0:H5 :06CG8, 

?0@0<5B@ θ «=5V=D>@<0B82=89». �;O B0:>3> 28?04:C 70?@>?>=>20=> 420 ?@028;0 

281>@C 0?@V>@=>3> @>7?>4V;C, O:V >E>?;NNBP =09?>H8@5=VHV 28?04:8 [112]. 

/:I> VA=Cє ?0@0<5B@ =0 :V=F52><C V=B5@20;V 01> =0 V=B5@20;V 2V4 − ∞ 4> + ∞, B> 

9>3> 0?@V>@=0 9<>2V@=VABP 22060єBPAO @V2=><V@=> @>7?>4V;5=>N. /:I> 6 

<>6;82> >1ґ@C=BC20B8, I> ?0@0<5B@ =01C20є 7=0G5==O =0 V=B5@20;V 2V4 0 4> ∞, B> 

9<>2V@=VABP 9>3> ;>30@8D<C A;V4 22060B8 @V2=><V@=> @>7?>4V;5=>N. 

"4=8< 7 =091V;PH ?>BC6=8E 0=0;VB8G=8E <5B>4V2 4>A;V465==O є ?>4V; 

("@>718BBO") 40=8E =0 3@C?8 4;O ?>@V2=O==O AB@C:BC@8 ?V4<=>68=, I> 289H;8. 

*V <5B>48 H8@>:> 70AB>A>2CNBPAO O: C @>72V4C20;P=><C 0=0;V7V 40=8E, B0: V ?V4 
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:0B53>@870FVO, @>718BBO, @>7H0@C20==O B0 V=.). #@>4C:B82=VABP 01> 3VAB>3@0<8 

?>BC6=>ABV <>6CBP 2V4@V7=OB8AO 4;O B8<G0A>28E ?@><V6:V2, :>;8 :5@C20==O 

74V9A=NєBPAO @V7=8<8 >?5@0B>@0<8. $V7=8< 5:A?5@8<5=B0;P=8< 3@C?0< <>6CBP 

2V4?>2V40B8 @V7=V =0E8;8 ;V=V9 @53@5AVW. 
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(=0?@8:;04, 48A?5@AV9=89 0=0;V7). "4=0: 3@0DVG=V 70A>18, B0:V O: :0B53>@87>20=V 

3@0DV:8, 40NBP >A>1;82V ?5@52038 V 4>72>;ONBP 28O28B8 70:>=><V@=>ABV, O:V 206:> 

?V440NBPAO :V;P:VA=><C >?8AC V O:V 4C65 A:;04=> 28O28B8 70 4>?><>3>N 

>1G8A;N20;P=8E ?@>F54C@ (=0?@8:;04, A:;04=V 270є<>72'O7:8, 28=OB:8 01> 

0=><0;VW). ' F8E 28?04:0E 3@0DVG=V <5B>48 =040NBP C=V:0;P=V <>6;82>ABV 

1030B>28<V@=>3> 0=0;VB8G=>3> 4>A;V465==O 01> "284>1C20==O" 40=8E. 
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42>28<V@=8E, B@828<V@=8E, B5@=0@=8E 01> n­28<V@=8E 3@0DV:V2 (B0:8E O: 

3VAB>3@0<8, 4V03@0<8 @>7AVN20==O, ;V=V9=V 3@0DV:8, ?>25@E=V, B5@=0@=V 4V03@0<8 

@>7AVN20==O B>I>), 3@0DV:8 @>7B0H>2CNBPAO ?>A;V4>2=> 2 >4=><C 3@0DVG=><C 

2V:=V, 4>72>;ONG8 ?>@V2=N20B8 AB@C:BC@C 40=8E 4;O :>6=>W V7 707=0G5=8E 

?V43@C?. 

�A=Cє ?'OBP >A=>2=8E <5B>4V2 :0B53>@870FVW 7=0G5=P: FV;V G8A;0, :0B53>@VW, 

<56V, :>48 B0 A:;04=V ?V43@C?8. &@510 725@=CB8 C203C, I> >4=V 9 BV A0<V <5B>48 

:0B53>@870FVW <>6=0 28:>@8AB>2C20B8 O: 4;O @>718BBO A?>AB5@565=P 70 2EV4=8<8 

3@0DV:0<8, B0: V 4;O :0B53>@870FVW A?>AB5@565=P 2A5@548=V 2EV4=8E 3@0DV:V2 

(=0?@8:;04, =0 3VAB>3@0<0E 01> 4V03@0<0E @>7<0EC). 
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�030;P=89 <0AHB01 4>72>;Oє ?>@V2=N20B8 4V0?07>=8 B0 @>7?>4V; 7=0G5=P 

@V7=8E :0B53>@V9. "4=0:, O:I> FV 4V0?07>=8 A8;P=> @V7=OBPAO (I> ?@872>48BP 4> 

4C65 25;8:>W 7030;P=>W H:0;8), 4>A;V465==O 45O:8E 3@0DV:V2 <>65 1CB8 

CA:;04=5=>.  �8:>@8AB0==O =570;56=>3> <0AHB01C <>65 A?@>AB8B8 28O2;5==O 

B@5=4V2 V ?52=8E 70:>=><V@=>AB59 CA5@548=V :0B53>@V9, 0;5 2>4=>G0A CA:;04=8B8 
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3  AB0B8AB8G=V <5B>48, 40=V <5B>48 >1G8A;NNBP AB0B8AB8:C 70 40=8<8 B0 
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
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�@C3V9 :;Vє=B v, B0:>6 <>65 >B@8<0B8 FN V=D>@<0FVN C 1C4P3O:89 G0A, 

28:>@8AB>2Cє ?@8 FP><C AE>28I5 40=8E. �;O ?@820B=>3> 72'O7:C :;Vє=BV2 u B0 v 
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