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AHOTALIA

PobGoTta BukoHaHa Ha 43 CTOpIHKax, MICTUTh 8 UIFOCTpaliil, 3 J0OJATKIB.
[Ipu miAroToBIll BUKOPUCTOBYBajIach iHGoOpMaIlis 3 5 Keped.

AKTYyaJIbHICTh pOOOTH MOJIATAE B TOMY, IO AOCIIKEHHS Ta 3700yTKHU B
cdepl MTYYHOTO 1HTENIEKTY Ta, 30KpeMa, BUSBIICHHS MAaXPAChKUX TPAH3AKITIN
BXKE 3apa3 BHUKOPUCTOBYIOTHCSA I103a MEXaMH HayKoBUX (abo0 mpocto poOit)
poOIT BYEHMX Ta JOCHIIHMKIB. BpaxoByroun Bci (akropu, mofiOHa cuctema
3aTHa 3HAYHO MOJETIIUTH POOOTYy CUCTEM Ta YCTaHOB, IO AAIOTh 3MOTY
MIPOBOJIUTH TIIATEXKi. 30KpeMa, 11e Ja€ 3MOTY

3HaHHA Ta HaBUYKH, 3100yTi MpU AOCTIIKEHH] Ta po3poOIli KOMIIOHEHTIB
13 3aCTOCYBaHHSM TOMIOHUX TEXHOJOTIM MOXYTh 3HAJOOUTUCH TIpHU
KOMEpUIHHIM po3podui Ta / abo BIPOBAKEHHI CUCTEM Ta MIJCUCTEM, IO
MOTPeOyIOTh KOHTPOJIIO 32 aBTCHTHYHICTIO (DIHAHCOBUX IIEPEBEJICHb B CBOIH
pOOOTI.

Merta

Metoro poboTH € po3poOKa CHUCTEMHU MJisi BUSBIEHHS IIaXpalChbKUX
TpaH3aKIIH.

3aBaanns

JIst focsTHEHHS METH poOOTH OyJTM NTOCTABJICH]1 HACTYTIHI 3aBIaHHS:

e BukoHaTH aHali3 NpeaMeTHOT o0nacTi

e 3poOUTH OIVIsIA METO/IIB BUPILICHHS NpoOieMu

e Po3po0uTtu CHucoK 013HEC-BUMOT, byHKIIOHATBHUX Ta
He(QYHKI[IOHAJIbLHUX BUMOT

e (CrnpoekTyBaTH apXiTeKTypy CHCTEMHU

e Po3pobutu miacucteMy, Mo Oyae BHUKOHYBaTH 3aJady BUSBIICHHS
axpanchbKUX TPaH3aAKIIN

O0’e€kTOM HOCTITKEHHS € METOAM BUSIBICHHS IIAXPANCHKUX TPaH3aKIIIM
Ta BIPOBAKEHHS OJHOTO 3 METOIIB y BHUIVISAAI PO3pOOJICHOTO MOMYINS ISt
BUSBIICHHSA MIAXPalCbKUX TPAH3AKIIIH.

IIpeameToM pgociigzkeHHsT € pPo3poOKa MOIyAs JUIsl  BUSIBICHHS
maxpanCchKUX TPAH3aKI[IA HA OCHOBI BUOPAHOTO METOTY.
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B pesynbrari BUKOHaHHS poOOTH OyB pO3pOOJEHUM MPOTOTUII CUCTEMU
BUSIBIICHHSI ~ IIaxpaiicbkux  TpaH3akiii.  CTBOpeHMII  cepBIC  MOXe
BUKOPHCTOBYBAaTHCh  IHIIMUMHM CHCTEeMaMH IS  JIETEKIi [IaxpalChKuX
TpaH3aKIIH.

Kuio4oBi cioBa: maxpaifcbKi TpaH3aKIlii, CACTEMa Ha OCHOBI MPaBUJI,

HEHPOHH1 MEPEeXkKi, MOJICIII.



ABSTRACT

The work i1s done on 43 pages, contains 8§ illustrations, 3 appendices.
Information from 5 sources was used in the preparation.

The relevance of the work is that research and achievements in the field
of artificial intelligence and, in particular, the detection of fraudulent
transactions are already used outside the scientific (or simply the work) of
scientists and researchers. Taking into account all the factors, such a system can
greatly facilitate the work of systems and institutions that allow payments. In
particular, it allows.

The knowledge and skills acquired in the research and development of
components using similar technologies may be required in the commercial
development and / or implementation of systems and subsystems that require
control over the fraudulend financial transactions in their work.

The goal of the work is to develop a system for detecting fraudulent
transactions.

Tasks

e To achieve the goal of the work the following tasks were set:

e Perform subject area analysis Review methods of solving the
problem

e Develop a list of business requirements, functional and
non-functional requirements

e Design a system architecture

e Develop a subsystem that will perform the task of detecting
fraudulent transactions

The object of research is the methods of fraudulent transaction detection
and the introduction of one of the methods in the form of a developed module
for fraudulent transaction detection.

The subject of research is the development of a module for detecting
fraudulent transactions based on the chosen method.

Practical value: As a result of the work, a prototype of a fraudulent
transaction detection system was developed. The created service can be used by

: 3 .
other systems for detection of fraudulent transactions.



Key words: fraudulent transactions, rule-based system, neural networks,

models.
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BCTYII

MamvnHe HaBYyaHHsA (aHII. machine learning) — 1ue MiATATY3b
MITYYHOTO 1HTEJEKTY B Tary3i iIHPOPMATHKHU, KA YACTO 3aCTOCOBYE CTATUCTUYHI
OpuiioMyd I8 HaJlaHHA KOMIT'IOTepaM  3/aTHOCTI  «HaB4atucs» (ToOTo,
MOCTYIOBO MOKpAIlyBaTH MPOAYKTUBHICTh y MEBHIN 3a4a4l) 3 JaHUX, O€3 TOro,
o6 OyTH MPOTPaMOBAHUMU SIBHO.

BusiBneHHs maxpaiicTBa — 1€ KOMIUIEKC 3aXO/iB, K1 3A1MCHIOIOTHCS ISt
3armoOiraHds olepKaHHIO Tporieil abo maifHa 3a JOIMOMOTO HEMPaBIHBOTO
npuBOay. BUSIBIEHHS 1axpaiicTBa 3aCTOCOBYETHCS B 0ararbox raiyssix, TaKUX
Ak OaHKIBCbKa cmpaBa a00 cTpaxyBaHHs. Y OaHKIBCBbKIM cepi MIaxpaicTBO
MOXK€ BKJIIOYATH MIAPOOKY dYeKiB ab0 BUKOPUCTAHHS KpAJICHUX KPEIUTHUX
KapTok. [HII gopmu maxpaiicTBa MOXYTh BKJIIOYATH MepeOiIbIIeHHS 30UTKIB
a0 CHpPUYMHEHHS HEIIACHOTO BWIAJKy 3 €IUHUM HaMipoM BHUIUIaTH. 3
HEOOMEKEHOI0 Ta 3POCTAIOYOI0 KUIBKICTIO CHOCO0IB, SKUMHU XTOCh MOXKE
BUMHUTH IIAXpaliCTBO, BUSABICHHS MOxe OyTH CcKiagHuM. Taki [ii, sK
peopranizailisi, CKOpPOYEHHs, Iepexii Ha HoBl 1HdOpMariitHi cucteMu abo
3ITKHEHHSI 3 TIOPYIIEHHSM KiOepOe3leKru, MOXKYyTh TOCIA0UTH 3/1aTHICTh
opraHizaimii BHSBJISTH IIaxpaiicTBO. PeKOMEHAyIOTbCS Takl METOIHU, SIK
MOHITOPUHT y peallbHOMY 4Yaci Ha mpeaMmeT maxpaiictBa. Oprasizaiii MarTh
IIyKaTd BHUMAJKU IIaXpailcTB y (piHAHCOBUX oOmepaulisixX BpPaxOBYIOUM JIOKALlii
IUIATeXIB, TMPUCTPOSX, MLI0O BHUKOPUCTOBYIOTHCS, CECIIX Ta CHUCTeMax
ayTeHTHU(IKaIli.

OunaliH-11aTek1 Ha CHOTOAHINIHIN JACHb € HAWMOMYJIAPHINIOWw (HOPMOIO
TpaH3akIii y cBiTi. 3rigHo 3 mociimkeHHsaM Experian, monan 90% croxuBadib
Yy BCbOMY CBITI MOKJIAJAIOThCSd Ha OHJIAMH-TIATEX1 JJIs MOKYNKW TOBApIB 1
nociyr. OgHak 1€ 30UTbIICHHS OHJIAWH-TUIATeXKIB MPU3BOAUTH A0 301IbIICHHS
KUIBKOCTI IIaXpalChbKUX TPaH3aKIIIH.

Cranom Ha uepBeHb 2018 poky 63% komnaHidi y BChOMY CBITI
MOBIJJOMHJIM, IO TPOTSATOM OCTAHHBOTO POKY 3a3HAIM MPUHANMHI CTUIBKH K
30UTKIB 4Yepe3 IIaXpaiiCTBO dYepe3 KaHadu OHJIAMH-TUIATEXIB, CKIJIbKH U

MMHYJIOTO POKY. 3ITKHYBIIUCH 13 BCE @HIbII OE3MEYHMMHU CHCTEMAMHU 3aXMCTY



BiJl IIaxpaicTBa, BMPOBAPKEHUMH Habarato OUIHIIMMH KOMITaHISIMHU, Iaxpai
MOYMHAIOTh HAIUTIOBAaTUCS Ha MEHIII, MEHII 3axXUIIeHI MIANPUEMCTBA 1100
BunpoOyBarn yaady. OgHak € crocoOM 3aXUCTUTH CBIM Maiuil Oi3HEC Bij ITUX
LIaxXpanuChbKUX aTaK.

Bun maxpaiicts

[ITaxpaiicTBO MOXe 3T1MCHIOBATHUCS PI3HUMH CHOCOOaMHU Ta 3a PI3HUX
oOcraBuH. Hanpuknazn, maxpalicTBo Moxe OyTH CKOEHO B OaHKIBCHKIM,
CTpaxoBiH, IepKaBHINA Ta MEIUYHIN cdepax.

[TomupenuMm BuAOM  OaHKIBCHKOTO IIaXpaiiCTBa €  3aBOJIOJIHHS
paxyHkamMH KkiieHTa. lle Komu XTOCh HE3aKOHHO OTpPUMY€E JOCTYH [0
0aHKIBCBKOTO paxyHKy »>KEpTBH 3a JIONIOMOTol ©Oo0TiB. I[HIN mpukianu
maxpaicTBa B OaHKIBCBKIM c¢epl BKIOYAIOTH BHUKOPUCTAHHS IIKIIJIMBUX
mporpaM, BUKOPUCTaHHS (DanbmMBHUX 17eHTU(IKAMINHUX TaHWUX, BIAMUBAHHS
rpolie, maxpaicTBo 3 KPEAUTHUMHU KapTKaMU Ta MOOUIbHE 1IaXpaiCTBO.

CrpaxoBe maxpailcTBO BKIIIOYAE MIAXPANCTBO 3 EPEPAXYBAHHIM MPEMIil,
SKE€ € PO3TPATOI0 CTPAXOBHUX MpeMiid, a00 OE3KOIITOBHUM IIaXpaiCTBOM, IO €
HaJIMIPHOIO TOPTIBJICIO OIPKOBUM OPOKEPOM 3 METOI MaKCHMI3allli KOMICIMHUX.
[amn  dopMu  cTpaxoBOro IIaxpaicTBa BKIIOYAIOTh BUJIYUYEHHS AaKTHUBIB,
IaXpaiiCTBO 3 BUILJIATOIO KOMIIGHCAll MpaliBHUKaM, IIaxpaiicTBO 3
aBTOMOOUIBHUMH aBapIIMH, IIAXPanUCTBO 3 BUKPAJACHUM ab0 MOIIKOIKEHUM
aBTOMOO1JIEM Ta MIAXPANCTBO 3 MOXKEXKEI0 B OyTUHKY. MOTHBOM yCiX CTPaxOBHUX
IaxXpaiicTB € piHAHCOBI MPUOYTKHU.

HlaxpaiicTBa, MOB’s3aHI 3 JCPKABHUMHU YCTAHOBAMHU 3IIHCHIOIOTHCS
NPOTH JEpKaBHUX YCTAHOB, TakWX $K MIHICTEPCTBO OXOPOHH 3]I0POB 4,
MiHicTepcTBO TpaHCOPTY, MIHICTEPCTBO OCBITH, MIHICTEPCTBO €HEPreTHUKU
Tomo. Tumu JepKaBHUX MIAXpalCTB BKIIIOYAIOTh BUCTABICHHS PaxyHKIB 3a
HEMOTPIOHI MpoleaypH, Neperviary 3a TOBapH, SKi KOIITYIOTh JICIICBIIIE,
HaJlaHHs CcTaporo oOJaJHaHHSA IMiJ Yac BHUCTABICHHS paxyHKIB 3a HOBE
obOnagHaHHS Ta 3BITYBaHHS IMPO BIJANpalbOBaHI TOJAWHM IMpAIliBHUKA, SIKUA HE
ICHYE.

B pamkax po60TH BUKOHYETHCS MTOCTIHKEHHSI IIAXPaiCTB, OB’ SI3aHUX 3
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Ile akryanpHa mpobiema, sika norpedye yBaru 3 00Ky chepu MalIiHHOTO
HaBYaHHS Ta HAyKM 0OpO JaHl, A€ BHUPILIEHHS Ll€i mpoOieMu Moxe OyTu
aBTOMaru3oBaHo. Ll mpoOrema 0coOAMBO CKJIaJHAa 3 TOIVISAY HAaBYaHHS,
OCKUJIbKM BOHA XapaKTepU3Y€eThCA PI3HUMU (haKTOpamu, TAaKUMHU SIK JucOanaHc
kimaciB.  KinpkicTh MIHCHMX TpaH3akIid 3HAYHO TMEPEBUINYE KUIBKICTh
maxpaiicbknx. Kpim TOro, Mopem TpaH3akIiii dYacTo 3MIHIOIOTH CBOIi

CTaTUCTUYHI BJIACTUBOCTI MIPOTSITOM Yac.
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PO3LT 1

XAPAKTEPUCTUKA TA AHAJII3 NPEJMETHOI OBJIACTI

1.1. AnaJii3 npeamMeTHoi 001acTi

HlaxpaiicTBO 3 OmIaroo BiAOYBA€THCSA, KOJIU XTOCh BHKPAAa€e IUIATIKHY
iHpopMmariro  iHmOI 0coOM Ta  BUKOPUCTOBYE 11 1 3A1HCHEHHS
HECAHKI[I0HOBAaHUX TPAaH3aKIiil a00 MOKynok. PaKTUYHUM BIIACHUK KapTKH a00
BJIACHUK TUTATDKHOT 1H(OpMAIli MOTIM TMOMIYae, MO HOTO OONIKOBHMA 3amuc
BUKOPUCTOBYETHCS ISl TPaH3aKIlii a00 MOKYIOK, sIKi BIH HE aBTOPU3YBaB, 1
nopyurye cynepeuky. TyT BUHUKae poOsiema Jijisi BIaCHUKIB O13HECY, OCKUIbKU
iM JOBeneThCs BUPINIYBATH CIIp, CIUTAYyBaTU YHUCJICHHI Tpadu, Taki sK
KOMICIs 3a IMOBEPHEHHS IJIATEXIB 1 TjIara 3a po3CiilyBaHHs, a TAKOXK 3arajbHa
BTpara 4acy Ta pecypciB. Y ACSKUX BUIAIKAX KIIEHTH caMi MOXKYTh TTIOMUIIKOBO
1HILIFOBaTH MOBEPHEHHS IIATEXKY, 3alepPEeUyIOuH, 10 KOJIU-HEOYlb OTPUMYBAIH
npoaykt. Lle Takox gopma maxpaiicTsa 3 OIIIaTOO.

SIk11o0 mocTavyanbHUKM TOPTOBHX PaXyHKIB, TaKl sk OaHKH, BBAKAIOTh, 10
y4acTh y TpaH3akiisx O13HeCy cTtae Bce OUIbIN HeOe3MeUHO0, IXHIM 00IKOBUI
3amuc KOMTMaHii MOke OyTH JEaKTHMBOBAHO 4YEpe3 pU3HK ImaxpaiictBa. Jlerko
no0aYnTH, HACKUIBKY MTPOOIEMATUYHUM MOKE OyTH IIaxXpacTBO 3 OIJIATOO JIJIS
BJIACHUKIB O13HECY.

[IlaxpaiicTBO B omepamisXx 3 KpPEIUTHUMU KapTKamMu - 1
HECaHKI[IOHOBaHE Ta HeOakaHe BUKOPUCTAHHS PAXYHKY KMMOCH IHIIKUM, KpIM
BJJaCHUKA LBOro paxyHKy. HeoOximHi MpoQuIakTU4HI 3aXO0Ou MOXYTb OyTH
BXKUTI JUIsI TIPUIUHEHHS IIHOTO 3JIOBKHUBAHHS, a TOBENIHKY TaKHUX IIaxpaiB
MO)KHAa BHBUWTH, WI00 3BECTH IIAaXpaiichbKi TpaH3akUii A0 MIHIMyMy Ta
3aXUCTUTHU BiJ NOMAIOHMX BHINAIKIB y MalOyTHbOMY. [HIIMMU clOBamH,
IaXpaiCTBO 3 KPEAUTHUMH KapTKaMH MOXKHA BU3HAYUTH SK BHIAQJIOK, KOJH
JIOIMHA BUKOPHUCTOBYE YHIOCH UYXKY KPEIUTHY KapTKy IJIsl OCOOMCTHUX IIUIEH, Y
TOW Yac sIK BIACHUK 1 BrmacHWK Ta opraHu, 1o BUITYCTHJIM KapTKy, HE 3HAIOTh
npo Te, M0 KapTKa BHKOPHUCTOBYETHCS. BHSABIEHHS NIaxpaiicTBa BKIIIOYAE

MOHITOPUHT AISUIBHOCTI TPYNH KOPUCTYBAYIB 3 METOIO OLIHKH, COPUIHATTS 4H
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3amo0iraHHs He0a)xaHoi TOBEMIHKW, 10 CKJIAJa€TbCcsl 3  IIaxpancTsa,
BTOPTHEHHS T4 HEBUKOHAHHS 00OB'SI3KIB.

[IlaxpaifcTBO, K MPaBUIIO, BKJIIOUAE KiJIbKa TMTOBTOPIOBAHUX METOIB, IO
poOUTh MONIYK IMIA0JIOHIB 3arajbHUM (OKYCcOM AJi BUSIBJICHHS IIaxpaiicTra.
Hanpuknan, aHamiTHKM AaHUX MOXYTh 3alo0IrTH CTPaXOBOMY IIaxXpaiCTRY,
CTBOPIOIOYH AJITOPUTMHU JIJIsi BUSIBIICHHSI 3AKOHOMIPHOCTEH 1 aHOMAaJIiH.

BusiBneHHst 1miaxpaliCTB MOXHA PO3JUIATH 32 JOMOMOTOK METOJIB
CTaTUCTUYHOTO aHaJIi3y JaHuX a0bo mry4dHoro inTenekry (II).

Metonu aHami3y CTATUCTUYHHUX JAHUX BKIIIOYAIOTH:

® OOYHCIICHHS CTATUCTUYHHUX TTapaMeTpiB
® perpeciiHuil aHami3

® DPO3MOAUIN UMOBIpHOCTEHN 1 MOACITI

® BIJMOBIJIHICTH JAHUX

MeTtonu MITYy4YHOTO IHTENEKTY, SIKIi BUKOPUCTOBYIOTHCS MJISi BUSIBICHHS
HIaxpaicTBa, BKIOYAIOTh:

e [HTeNeKTyalbHUI aHaji3 JaHUX, IO KIacu(dikye, Tpymnye Ta CETMEHTYE

JaH1 IS MOIIYKY B MUIbMOHAX TpaH3aKUid, 00 3HANTH 3aKOHOMIPHOCTI

Ta BUSBUTH IIAXPANCTBO.

e HeiipoHHi Mepeki BHBYAIOTH MIJO3PLIL MOJETl 1 BUKOPHCTOBYIOTH IIi
11a0I0HU JUIsl MOAAIBIIIOTO X BUSBICHHS.

e MamuHHe HaBYaHHs aBTOMAaTUYHO BU3HAYA€ O3HAKU IIaxXpaniCTBa.

e Po3ni3HaBaHHS 1IA0JIOHIB BUABIIAE KJIACH, KJIACTEPH Ta MOAEIII Mi103P110i

MOBEIIHKU.

15



Opnak 11€ HEe €AuHI MPOoOJEeMU NPHU BIPOBAIHKEHHI CUCTEMU BUSIBICHHS
miaxpaicTea. Y pealbHUX NPHUKIAAaX, MACHUBHUM MOTIK 3alUTIB Ha OIUIATy
IIBUJKO CKAaHY€TbCS ABTOMATHYHUMM I1HCTPYMEHTAMH, SIKI BU3HAYAIOTh, SIKI
TpaH3aKI1i CIIPaBXHI.

AJNTOpPUTMHU MAIIMHHOTO HABYaHHS BUKOPUCTOBYIOTHCS ISl aHAIIi3y BCIX
CaHKI[IOHOBAaHMX TPaAH3aKIi Ta TMOBLIOMISAIOTh Tpo migo3piuai. Ll 3BitH
BUBYAIOTbCA  (PaxiBUSMHU, SKI 3B'SI3yIOTbCA 3 BIACHUKAMU KapT, 100
MiATBEPAUTH, UM Oysia TpaH3aKIlis CPaBKHLOI0 a00 maxpancekoi. Po3ciimyBaui
HAJAl0Th 3BOPOTHHI 3B'I30K aBTOMATH30BaHIM CHCTEMI. sSika BUKOPHCTOBYETHCS
JUIs HaBYaHHS Ta OHOBJEHHS QJITOPUTMY, [00 B KIHIIEBOMY MiJACYMKY
MOKpAIIUTU €(PEeKTUBHICTD BUSBJICHHS IIaXpaiicTBa 3 YaCOM.

1.2. Bubip anroputmy podboTu

Cucrema posmi3HABaHHS NIAXPANChKUX TPAH3AKIIA HA OCHOBI CHCTEMH
paBUII

[li cucrteMu MNOKIANAIOTHLCA Ha >KOPCTKO 3aKOAOBaHI TMpaBWia, SKi
BCTAHOBJIIOIOTHCSI TaKMM YHHOM, III00 BiJ3HAYaTH TPaH3aKIlii, SIKIO BOHH
BIJIOBIJIAl0OTh NEBHUM KputTepisiM. Taki mpaBuia MOXYyTb OyTH po3poOieHi
[UIXOM:

® HACTIAYIOUM Kpally Tajy3eBy NpaKkTUKy - HApHUKiIaa, OJIOKyrouu
KUTbKA TpaH3aKI[ii 3 OHOTO PaxyHKYy 3a KOPOTKHUI MPOMIXKOK 4acy
a00 TpaH3akIlii, 1o npoxoaaTh uepe3 VPN abo 3 pu3ukoBaHUX 30H

® aHamizy cHidMaHuX / 3amo0imiM MIaXpalChbKUM TPaH3aKIIsIM 1
po3po0NIATH HOBI TpaBWja, MO0 OXOMUTH BCl IXHI MiIO3PLIi
XapaKTEPUCTUKH.

[IpaBuia yacTo BHpaXalTbcs 3a JOMOMOror omnepartopiB "if-else",
NPUCYTHIX Maibke y BCIX IMIIEpaTUBHUX MOBaX IMpOrpamMyBaHHS, JIETKO
1HTEpHpeTyoThcsa. BoHn BigoOpakaroTh crocid 00OpoOKM TpaH3aKLii JHOIUHOIO
- MEXaHI3M TMepeBips€, YW TPaH3aKIlisg BIAMOBiAAaE Oylb-siKili 3 PU3UKOBAHUX
MoJIeel, BUpaXeHUX Y MpaBUiIaX, 1 SKIIO TaK, TO OJOKYe ii abo BiAMpaBIIsi€e HA
pY4HY TepeBipKy oanHoro. Lle onHa 3 mpuyuH, YoMy IXHS MPUCYTHICTH BCE IIE
Ty>Ke CUJIbHA - 3allIKaBJICHI CTOPOHU JIOBIPSIOTH iM, 00 BOHH IMITYIOTh CIOCIO,

3a IOTIOMOT'OI0 SIKOTO BOHM cami BUPILIYBaJiv O 11€ 3aBJaHHSI.



[TepeBarn

e [loBHa 3pO3yMUIICTh 13 KOPOOKH - SIKIIO MEBHE MPABUIIO BUKIIUKAIIO
MONEpPEeXKEHHST 11 KOHKpeTHOi TpaH3akuii, To Ha 100%
3pO3yMLJI0, YOMY II€ CTaJIOCH.

e BiacyTHICTh mpoOieMH "XOJIOJHOTO CTapTy' - BOHU MPaIlOIOTh 3
MEepIIOro JHs, HEe MOTPIOHO 30MpaT HAOOPH HAaBYAIBHUX JaHUX,
K1 IOTPI0H1 JJIS aITOPUTMIB MAallTMHHOTO HABYAHHSI.

e Hmuspkuii mopir BXOKeHHS — BaM He NoTpiOHa komaHpaa data
scientist'iB, IH)KEHEpPIB MallIMHHOTO HaB4YaHHSA a6o MLOps — nepi
npaBuia MOXYTb OyTH JIETKO peaii3oBaHl KOMaHJIO OekeH[a,
OCKLUTBKHM BOHM BXKE 3HAWOMI 3 TIepeBEACHHAM O13HEC-TIOTIKH B KOJI.

Henomniku

e [locTiiiHa moTpeda B peiHKUHIPUHTY aTak I1axpaiB — HOB1 MpaBHiia
MalOTh PO3POOIISITHCS Y Mipy MOSIBU HOBUX MOJIEJICH IaxpaicTBa.

e 30iIbIICHHS KIJTBKOCTI MPABUJI - BAPTICTh 00CITyTOBYBAaHHS 3POCTAE
3 yacoM (mepekaaiOpyBaHHS Ta ajanTailis J0 HOBHX MoJelel
axpancTsa).

e BusBICHHS BHINAJKIB IIaxpailcTBa 3 OOMEXEHOIO CKJIAJHICTIO -
ICHye MeXa KUIBKOCTI TpaBWJ 1 OCOONMBOCTEH TpaH3aKIIIH.
Cucremu, 3acHOBaHI Ha [MpaBujaXx, OOMEXEHI JIIOACHKUM
PO3yMiHHSAM (4epe3 pydHe pO3pOOJEHHSI MpaBUJI Ta HEOOX1THOTO
00CITyrOBYBaHHS).

MeToau MalllMHHOTO HaBYaHHS

Jlns BupimeHHs ngaHoi TPoOJIeMH MOXKHAa BUKOPUCTOBYBAaTH BEIIHKY
KuUbKicTh MeTonmiB ML. Ile BimoOpakeHO Yy BHUIISAI BEJIMYE3HOT KIIBKOCTI
omyOIIKOBaHUX POOIT Ha 1[I0 TEMY 332 OCTaHHE JCCATUIITTS.

[Ipu BuUsBICHHI MAXpaiicTBa 3 KPEIUTHUMHU KapTKaMU JaHl 3a3BUYail
CKJIQJIAlOThCS 3 JaHUX TNPO TpaH3akili, 310paHi, HaNpukiajd, IJIATHKHUM
nporecopom abo 6ankoM. J{aHi po TpaH3aKIlii MOXKHA PO3ALTUTH Ha TPU TPYIH

o XapaKkTepHCTHKH, TOB'A3aHI 3 PAXyHKOM - BOHU BKIJIIOYAIOTh,
HANpUKIIad, HOMEpP paxyHKy, JaTy BIAKPUTTS pPaxyHKY, JIMIT

KapTKH, AaTy 3aKiHYEHHs TEPMIHY JI1i KapTKH TOLIO.



e XapaKTEepHUCTHUKH, MOB'SI3aH1 3 TPAH3AKI[ISIMHU - O HUX BITHOCSTHCA,
HaNpUKIa] HOMEp MOCUJIaHHS Ha ONEpaIlilo, HOMEP paxyHKy, cyMa
omeparilii, Homep TepmiHany (todto POS), wac omepamii 1 T.a. 3
TepMiHATY MOXKHA OTPUMATH JOJATKOBY KaTeropito i1H(opMaIrii:
XapaKTepUCTUKH, TOB'SI3aHI 3 TOPriBJIEIO, TakKl K KOJA Kareropii
(pectopan, cynepMapker, ...) a00 MiCIIe3HAXOKEHHSI.

o XapakTepHCTHKH, TIOB'SI3aHI 3 KIIEHTOM - BOHH BKIIIOYAIOTh,
HANpUKJIaJ, HOMEp KJI€HTa, TUN KiieHTa (HU3BKUK Mpodisib,
BHUCOKHI MPOQ1Ib, ...) 1 T.1.

ITepeBaru cucTemi Ha OCHOB1 MAIlTMHHOTO HABYAHHS:

e ABTOMaTHMYHE pO3Mi3HABaHHS O0pa3iB IIaxpaiicTBa — 3aBAaHHS
3'scyBaTd, WO caMe € IIaxpailcTBOM, IO BHUPINIYETHCA
anroputMoMm. Hamre 3aBmaHHs - Hazatm MOMy — SIKOMOTa
JETaJbHIMNK onuc (y BUIIISIII BEKTOPa O3HAK).

o Jlpeiid koHIenIi, IO BU3HAYAETHCS SK 3MiHA XapaKTEPUCTUK
niaxpaicTsa B yaci (HOBI METOJM IIaXpaiCcTBa, HOBl IHCTPYMEHTH,
[0 BUKOPUCTOBYIOTHCS IIaXpasiMu), 4aCTO MOXKe OyTH BHPIIIECHO
IUISIXOM MEepeHaBYaHHs MOJENIel Ha HOBUX JIaHUX - HEMA€E MoTpedu
B PEIHXUHIPUHTY METO/IB IaXpaiB.

e MeHnmie pyyHoi poOoTH — Oararo mporeciB MO>KHa aBTOMaTH3yBaTH.
Kommanii, 1mo wmaroTh 3pili KOHBEEPH MAIIMHHOTO HaBYAHHS,
BUTPAYalOTh OUIbIIYy YaCTUHY 4Yacy Ha JOCIHIDKEHHS HOBHUX
GyHKIIA ~ Ta  aNTOpPUTMIB,  CTeXadyd  3a  TMOKa3HUKaAMU
NPOAYKTUBHOCTI MOTOYHUX MOJIEJIEH, JOCTYITHUX Yepe3 MporpaMu
IUTSL MOHITOPHHTY.

e Exonomiuna edekrtuBHicTh ML-Mozeneit 3pocrae pazom 13
o6csrom manux. Illo OumbIne AaHWX 1 IO BOHU CKJIAJHIIIE, TO
CKJIaJIHIIIE PO3pOOJISATH CUCTEMH, 3aCHOBaHI Ha mpaBuiax. Takum
YUHOM, PEHTAOEIbHICTh PO3POOKH aBTOMATU30BAHMX CHCTEM
BUSIBJIICHHSI IIaXpaiicTBa 3 BUKOpUCTaHHIM ML-Monenel 3pocTtae 31
30UTBLIEHHSM 00CSTY JaHUX.
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e [IpoGnema "xomomuoro ctapty" - mns 3amycky ML-mopenei
MOTpiOHA 3HaYHA KUIBKICTh ICTOPUYHUX JaHUX.

® BiJICyTHICTh 3'ICOBHOCTI 3 KOPOOKH - HE BC1 IPOTrHO3U AJITOPUTMIB
MOJKHA JIETKO IMOSICHUTH, AESKI 3 HUX € "JYOpPHUMU SIMKamMu", 1Jis
SKMX HEMA€E MPOCTUX MOSCHEHb MK BXOJAMHU Ta BUXOJIAMHU.

OckiJIbKH, Ha MOIO JYMKY, JUIsl BUPILIEHHS JaHOl MpoOjeMu Kpaile
MiAXOAUTh CUCTEMa Ha OCHOBI MAIIMHHOTO HaBYaHHS, (PyHAAMEHTOM CHCTEMU
OyB 00paHuil caMme 1eH miaxii.

VY cBoiil HainmpocTimii ¢GopMi TpaH3aKUisA IUIATDKHOIO KapTKOMO
CKJIa/Ia€ThCsl 3 OyAb-IKOI CyMH, CIUIaU€HOI KJIIEHTOM INPOJABIIO B NEBHUN Yac.
HaGip icropuyHuX JaHUX MPO TPaH3aKIl MOKe OyTH MPeICTaBIeHUN y BUTTISAL
tabmumi. Jlns BusBIEHHS [axpaiicTBa 3a3BHuail mepeadadaeTrbes, 0
JIETITUMHICTB BCIX TpaH3akIlii Bigoma (ToOTO Oysia TpaH3aKIlis CIIPaBKHBOKO UM
maxpaiicekoro). Lle 3a3Buuaii € NBIMKOBOIO MITKOIO, 3Ha4eHHs 0 sikoi O03Hayae

CIIPaBKHIO TPAH3AKIIIIO, a 3HAUCHHS | - MaxXpaiChKy.

.-==-%| Validationset [==========cco.____
g Validate results  ~~~. .

Supervised learning:

* F r T L L L LD . s
eaFu © . . Feature engineering L.t ST
engineering X A
* Model training - Maodel training/ Test model
« Model  [da@ """ >| Taningset |----| " iding | ~~~"| predictions

validation '
:
o v
Feature engineering
Production - - - - » | Deployed model |- ---»|  Predictions

Puc. 1.1.. [Ipuknaa cxemu poOOTH 3 MOJIEIUTIO MAITMHHOTO HABYAHHSI TIPU
BUKOPHUCTAHHI HABUAHHSA 3 YUUTEIIEM.

Y cBoiif HanpocTimii ¢opmi TpaH3aKIisl TUIATDKHOK — KapTKOIO
CKJIaIa€ThCs 3 OyAb-AKOI CyMH, CIJIau€HOI KIIEHTOM MPOJABIIO B MEBHUI Yac.
HaGip icropuuHux JaHUX MPO TPaH3aKI[l MOKe OyTH MPEACTABICHUNA Y BUTTISIL
Tabnuii, Qaitny Tomo. s BUSBICHHS 1IaxpaiicTBa 3a3BUYall nepeadadaeTbes,

110 JICTITUMHICTh YCIX TpaH3aKIlii BigoMa (ToOTO OyJia TpaH3aKIlisl CIIPaBKHBOIO
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Yy maxpaincekoro). 1e 3a3Budaii € 1BiiikOBOIO MITKOO, 3Ha4eHHs 0 sSk01 03Havae
CIPABKHIO TPAH3aKIIII0, 4 3HAUYEHHS | - IIaXpanChKy.

Y po3pol1ii cucteMu BUSBICHHs IaxpaiicTBa Ha ocHOBI ML MoxHa
BUJILTUTH J1Ba eTanu. [lepmmii eran nonsrae y nody1oBi MoJ€1 NPOrHO3YBaHHS
Ha OCHOBI HAOOpy MOMIYEHUX ICTOPUYHUX HaHWX (pUC. |, BEpXHS 4YacTHHA).
[le#i mnponec Ha3MBAETHCS KOHTPOJIHOBAHMM HABYAHHSAM, OCKUIBKHM MITKA
Tpan3akuii (1/0, cnpapxHs abo maxpaiicbka) BigoMa Juisl Bcix 3amuciB. Ha
ApyroMy erami Moziejib IPOrHO3yBaHHS, OTpUMaHa y MpoLeci KOHTPOJIbOBAHOIO
HAaBYaHHS, BUKOPUCTOBYETHCA [UIsl MPOTHO3YBAaHHS 3HAUE€Hb MITOK HOBHX
TpaH3akuUii (puc. 1, HIKHA YaCTHHA).

dopmanbHO MOJAENh IMPOTHO3YBaHHS - 1€ MapaMeTpudHa (QYHKIS 3

napameTpamu 0, TakoX 3BaHa TiMOTE3010, SIKa MpHUiiMae BXIAHI JaH1 ¥ 3 BX1JHOL

obnacti X C R", i Bunae nporio3 y = h(x, 0) no BuxiaHii obnacti Y C R:

h(x,0):X > Y [1.1]

Bxigna o6nacTh y 3a3BUYail BiIPI3HIETHCS BiJ MIPOCTOPY HEOOPOOIECHUX
JaHUX PO TpaH3akimii 3 ABOX mpuuuH. [lo-mepime, 3 MaTeMaTnYHUX TPUYUH

OUTBIIICTh AJTOPUTMIB KOHTPOJHLOBAHOIO HABUAHHS BHUMAraroTh, 100 BXIJHA

oOnacTh Mana peaybHl 3HaYeHHS, TOOTO, X C R", wo Bumarae epPEeTBOPEHHS
O3HAaK TpaH3aKlIlii, Kl HEe € PEYOBUMHU YHCIaMU (HAIPUKJIIAJ, TUMYACOBl MITKH,
KareropiajibHi 3MiHHI To1O). [lo-mpyre, 3a3BUuail KOPUCHO 30araTUTH J1aHi PO
TpaH3aKIli 1HIIUMU 3MIHHUMH, $IKI MOXYTh TMOKpamUTH €(GEeKTUBHICTh
BUSIBIICHHSI MOjeNll TporHo3yBaHHs. lleli mpoliec Ha3uWBaeTbcs 1HXKEHEPIEIO
O3HaK (TakoX BIJOMOIO SIK TEPETBOPEHHS O3HAK, BMJIYyYEHHS O3HaK abo
nonepeaHs o0poOKa JaHuX).

Jlis BUSIBIIEHHSI IIaXpaicTBa BUX1HA 001acTh 3a3BUYail € rnepeadaueHuit
kimac Y Juisi JaHoro BXoay ) , To0To y = {0, 1} . 3Bakaroun Ha Te, M0 BUX1THHMA
KJIac € OlHApHUM, TakKi MOJEIl MPOTHO3yBaHHS TaKOX Ha3UBAIOThCS OlHAPHUMU

kinacudikatopamu. B sKoCTi anbTep@@rMBH, BUXITHUN CUTHAT MOXE OyTH



BUpaXEHUH sSK WMOBIpHICTh ImaxpaiictBa, 3 y = {0,1} , abo B OuIbII
3araJlbHOMy BUIAJKy SIK OIlIHKAa PHU3UKY, 3 Y = R , me OUIbII BUCOKI 3HAYCHHS
BUPAKAIOTh OUTBIIT BUCOKHI PU3WK IIaXpaicTaa.

Hapuanns (ab6o mobynoBa) mozeni y = h(x, 0) nependadueHHs MoOJArae y

momyky mapamerpie ¢, mo 3a0e3meuyroTh HAHKpaIly MPOLYKTHBHICTD.
EdexTuBHicTs MoOmeni mnependadeHHs OIIHIOETHCS 3a JOMOMOTOK  (PYHKIIIT
BTpaT, sSKa IMOPIBHIOE CIIPaBKHIO MITKY y 13 TiepeadadeHoro MiTkow y = h(y, 0)
JUIS. BX1IHOTO CUTHady X. Y 3aBJaHHSIX ABIMKOBOI Kiacu]ikailii MOIMHUPEHOO

(yHKLI€rO BTpaT € QyHKIUisA BTpar L, , Ka NPHUBIACHIOE BTPATY, PiBHY OJMHUIII
1

y pa3i HempaBWIHHOTO TiependadeHHst 00 HyJb B IHIIIOMY BUTIAIKY:
Lo:Y XY - {0,1}y,y" ={Lify # y*}y,y" =1{0,ify = y"}
1

JUis  oTpuMaHHS ~ CHOpaBeAJIMBOI  OLIHKM  €(QEKTUBHOCTI  MOJENI
MPOTHO3YBAHHS BAXJIMBOK METOJOJOTIYHOK TMPAKTUKOIO, BIJJOMOIO  SIK
BaJIijallisl € OliHKa e(PEeKTUBHOCTI MOJIENIl MPOTHO3YBaHHS Ha JIaHUX, SKI HE
BUKOPUCTOBYBAJIUCA ISl HaBuaHHA. Lle mocsraeThcs HUIAXOM MOAUTY HabOpy
JaHUX Tepe]] HAaBYaHHSIM Ha HAaBYAJIbHY Ta MEpeBIpOYHY MHOXKUHM. HaBuanbHa
MHOKMHA BUKOPHUCTOBYETHLCS ISl HABYAHHS MOJIENI TPOTHO3YBaHHS (TOOTO TSI
MONIYKY MapaMeTpiB 0, sKi MIHIMI3yIOTh BTpaTH Ha HaBYAJIbHIN MHOXHWHI).
[Ticns Toro, sik mapameTpu O BU3HAUYEHI, BTPATHU OLIHIOIOTHCSA Ha MEPEBIPOUYHIM
MHOXHUHI, 10 Ja€ HaWKpally OIIHKY HPOAYKTUBHOCTI, SIKy MOJIEIb
MPOTHO3YBAaHHS MTOBUHHA MaTh Ha MalOyTHIX (Ta HEBUAMMUX ) TPAH3AKIIISX.

[Ipouienypa KOHTPOJBOBAHOTO HAaBUAHHS 3a3BHYail CKIIAAETHCA 3
HaBYaHHS HAOOPY MOJIeNel MPOTHO3YBAaHHS Ta OLIHKH iXHBOI €()eKTUBHOCTI Ha
nepeBipovHiii MHOKMHI. HampukiHii npouenypu BUOUPAEThCSI MOAECIb, KA, SK
nepeadavaeTbes, 3abe3neuye Halkpally MpPOAYKTUBHICTH (TOOTO HaWMeEHII
BTpaTu Ha TMEPEBIPOYHINA MHOXKHHI), 1 BUKOPUCTOBYETHCS JIJISi MPOTHO3YBAaHHS
HOBUX TPaH3aKIIIMH.

Orsin mpobiem

Hucbamanc kmaciB: Jlani mpo TpaH3akilii MICTATh Habararo OuIbIIE
3aKOHHUX TPaH3aKIii, HOK Mmaxpaicbkux: BiacoTok maxpaichbKUX TpaH3aKIii

y pearbHOMY Ha0Opi MaHWX 3a3BWYail cTaHOBUTH MeHie 1%. HaBuanHs Ha



He30aJJaHCOBAaHUX JAaHUX € CKJIAIHUM 3aBJaHHSIM, OCKUIBKH OUIBIIICTD
aJITOPUTMIB HABYAHHS MOTAHO JOJIAIOTh BEIMKI BIAMIHHOCTI MK Kiacamu. Jis
BUpIIIEHHST TIpoOieMu aucOalaHCy KiaciB MOTPIOHO BUKOPHUCTOBYBATH
JOJATKOBI CTpaTerii HaBYaHHSA, Taki sK BHUOIpka a0o0 3Ba)KyBaHHS BTpAT, IO
BIJIOME SIK QHcOaJlaHCHE HaBYaHHS.

Hpeitd xonmeniiii: Mojeni TpaH3akiiii Ta IIaxpaicTBa 3MIHIOIOTHCS 3
yacoM. 3 OIHOro OOKYy, BHUAATKOBI 3BUYKM KOPUCTYBAulB KPEIUTHUX KapTOK
Pi3HATHCS y Oy/IHI Ta BUXIJHI JAHI, Y IEPi0 BIAMYCTOK 1 B IJIOMY 3MIHIOIOTHCS 3
gacoM. 3 1HIIOro OOKYy, IIaxpai 3ampoBaJKYyIOTh HOBI METOAM, OCKUIBKU CTapi
ctapitoTh. L1 3amexHi BiJ yacy 3MIiHH Y PO3MOALUII TpaH3aKLild Ta MaxpancTBa
Ha3WBaKOThCA Apeiridhom koHmenmi. [pehd mnoHAT, BHUMarae po3poOKu
CTparerii HaBYaHHS, $AKI MOXYTb YyHOpaTHUCS 3 THUMYAacCOBUMHU 3MIHAMH
CTaTUCTUYHUX PO3MOJLIIB, IO BigOME SK OHJIaliH-HaBuyaHHS. Hacmpasmi
npobiieMa Jpeiidy MOHATH 3arOCTPIOETHCA Yepe3 3aTPUMKH 3BOPOTHHM 3B'SI30K
(muB. po3ain CucteMa BUSIBIICHHS IIaXpaiCcTBa 3 KPEAUTHUMU KapTaMu).

Bumoru 61m3bki 10 peanbHoro dacy: CucreMu BUSIBICHHS IIaxpancTBa
MaroTh OyTH 37aTHI IIBUJKO BHUSABIATH IIaxpalchki omepaiii. Bpaxoyrouu
MOTEHIIIITHO BEMUKHUI 00CAT JaHWUX MPO TpaH3aKIlli (MUTHHOHM TpaH3aKIlid Ha
JIeHb), Yac kiacu@ikaiii MOXe CTAaHOBUTH JECITKH MuTicekyHn. lle 3aBmanHs
TICHO TIOB'A3aHE 3 pO3MNapajiellOBaHHAM Ta MAacClITAa0OBAHICTIO CHUCTEM
BUSIBJICHHS [IaXPanCTBa.

Kareropianbai o3naku: TpaH3akiiiiHi JaHl 3a3BUYail MICTATH O€3Ji4
KaTeropiajJbHUX O3HAK, TAKUX SIK 1ACHTU(]IKATOp KITI€HTA, TEPMiHAJ, TUIl KAPTKU
tomo. KareropianpHi O3HAaKM IOTaHO IMiJJAIOTBCA OOPOOI aJropuTMaMHu
MaITMHHOTO HABYaHHS, TOMY iX HEOOXITHO IMEePETBOPIOBATH HA YHUCIIOBI O3HAKH.
3aranpHl CTparerii MepeTBOPECHHS KaTErOpiaIbHMX O3HAK BKJIIOYAIOTH B cebe
arperyBaHHs O3HakK, MEPEeTBOPEHHsI Ha OCHOBI rpadiB abo Mmiaxoau IHOOKOTo
HaBYaHHSI, TaKl K BOYJIOBYBaHHSI O3HAaK.

ITocnimoBHe MmonemtoBanHs: KokeH TepmiHain Ta/abo KIIEHT TreHepye
MOTIK TOCHIZIOBHUX JaHUX 3 YHIKaJbHUMU XapakTepucTHKaMu. Baxiue
3aBJIaHHS BHSIBJIICHHS IIAXPaiiCTBa MOJSATAE€ Y MOJACTIOBAHHI ITUX MOTOKIB, 100

Kpalie oOXapakTepu3yBaTH iX OYIKyBaHy TIOBEIIHKY Ta BHUSBHUTH, KOJH



BIIOYBa€ThCS aHOMajbHA IMOBEAIHKA. MOJEIIOBaHHS MOXeE 31HCHIOBATHCH
IUISIXOM arperyBaHHsl XapakKTepUCTUK Yy 4Yacl (Hampukiaj, BIJICTEKEHHS
CEpellHbOI YacTOTH a00 CyMHU TpaH3aKIlii Kii€HTa) abo 3a JIOMOMOTOI0 MOJIeNen
MOCJIIOBHOTO MPOrHO3YBaHHs (HAIPUKJIad, MPUXOBAHUX Mojeneit MapkoBa abo
PEKYPEHTHUX HEUPOHHUX MEPEK).

[TepexputTs kimaciB: OcranHi 1B1 mpobiaeMu MOXYTh OyTH TOB'sI3aH1 3
3arajbHOK MPOOJIEMOIO MEPEKPUTTS JBOX KiaciB. Matoun jmmie HeoOpoOieHy
iHdoOpMaIlil0o MPO TPaH3aKIIIO, BIIPI3HUTH IIAXPalChKy TPaH3aKIO BiJl
CIPaBKHbOI MPAKTUYHO HEMOXJIUBO. Lls mpoOnema 3a3Buyail BUPILIYEThCS 3a
JIOTIOMOTOI0 METOJIIB PO3POOKH 03HAK, IO TO/IAI0Th KOHTEKCTHY 1H(HOPMAIIIIO 10
HeoOpoOIIeHOT UIaTIXKHOI 1H(pOpMAITii.

[Tokazuuku epexkruBHOCTI: CTaHAAPTHI MOKA3HUKU CUCTEM Kiacu(ikalli,
TaKi K cepeqHs MoMUiIKa HenmpaBuibHOI Kinacudikaiii abo AUC ROC, e gyxe
no0pe miaxoasiTh i IPoOJieM BUSIBICHHS uepe3 MpobieMy aucOaiaHCy KiiaciB
1 CKJIAZIHOI CTPYKTYPH BUTpAT MPH BUSABJICHHI ITaxpaiicTBa. CucTeMa BUSBICHHS
maxpaicTBa Mae OyTH 37aTHOI0O MaKCHMI3yBaTH BUSIBICHHS IIAXPaChKUX
TpaH3aKUId TpH MiHIMI3alli KUIBKOCTI HEBIPHO TependayeHux IIaxpaicTB
(xuOHUX crmparboByBaHb). [[ns oIiHkM 3aranbHOi €(PEKTUBHOCTI CHUCTEMU
BUSBIICHHS IIaxpaiicTBa 4acTo HEOOXIJHO BPaXOBYBaTH KiIbKa MOKA3HUKIB.
He3Baxatoun Ha Te, 1110 TOKa3HUKHU €(DEKTUBHOCTI BIIINPAIOTh LIECHTPAJIBbHY POJIb
y po3po0lii CHCTEMHU BUSBIICHHS MIaXpalCcTBa, HUHI HEMAE €UHOI AYMKH TIPO
Te, IKUI Ha0lp MOKa3HUKIB €(PEKTUBHOCTI CJii BAKOPUCTOBYBATH.

BincyTHicTe BiIKpuTHX HaOOpiB AaHMX: 3 OUYEBHUIHUX MIpKyBaHb
KOHGIIGHIIIMHOCTI Ha0lp JaHUX 3 peallbHUMU TPaH3aKIisIMA  3HAUTH

HEMOXIIHUBO.
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PO3JILI 2
MPOEKTYBAHHSI CUCTEMU

2.1. AHaJ1i3 BUMOT 10 CHCTEMHU

DyHKITIOHATHHI BUMOTH
1) Cucrema noBunHa HajaBatu API st mepeBipku TpaH3akiii

B3aemonisa 3 cuctemoro Mae Oytu moodynoBaHorw 3a paxyHok REST API,
K€ HAJACTh 3MOTY OIIIHIOBAaTH KOXKHY HACTYIHY TPAH3aKII0 33 JOMOMOTO0
HATPEHOBAHO1 MOJIEJIl Ha CTYIIIHb IIaXPaiHOCTI.

HedyHkiioHanbHi BUMOTH

1) CywmicHicth cuctemu 3 Bumoramu GDPR

3aranbHUl periaMeHT npo 3axucT AaHux (anni. General Data Protection
Regulation, GDPR; Regulation (EU) 2016/679) — permmameHT B MeXax
3akoHO/IaBcTBa €Bporneicbkoro Coro3y MO0 3aXUCTy MEPCOHATBHUX JIAHUX
ycix ocib y Mexax €Bpomneiicbkoro Coro3y Ta €Bponeiicbkoi EKOHOMIYHOT 30HHU.
Bin Takok CTOCYEThCS EKCIOPTY MEepCOHAIbHUX JaHux 3a Mexi €C 1
€porneiickkoi Exonomiunoi 3onu. GDPR mnoknukanuii Hacammepes HagaTw
rpomajasiHam Ta pezujeHTaM €C KOHTPOJb 32 IXHIMHM NEPCOHAIbHUMU JTaHUMHU
Ta CIOPOCTUTH PETYIATOPHE CEPEAOBHILE AJII MIKHAPOJHOTO O13HECY IIISTXOM
yHi(ikaii peryatoBaHHs B Mmexax €C.

OCKIUIbKH TPOTYKTOM TMOTEHI[IHHO MOXYTh KOPHCTYBaTHUCh TPOMAJISTHH
€C, npoaykr mnoBuHEeH naoTpumyBarucb BuMor GDPR nana  yHHKHEHHA
MOTEHLIIHUX CYJOBUX MPOIIECIB T CTATHEHb.

Cnucok BHUMOT, SIKI MOXYTh OyTH TMOPYIICHI CHUCTEMOIO Ta MUISAXH IX
BUPILIEHHS:

e BuKOpHCTaHHS MCEBAOHIMIB - 3aMICTh OyIb-SKMX JAHUX peajbHUX 0Ci0

HEOOX1THO BHKOPHCTOBYBATH BHUKIIOYHO 1€HTHU(IKATOPH KOPUCTYBadiB

(K1 MaIOTh CEHC JIMIIIE BCEPEAMHI CUCTEMM).

e [IpaBo Ha cTUpaHHS - HEOOXIJHO HaAaTH (PYHKIIIOHAJ, IO JO3BOJISIE

BUJANATH J1aHI KOPHCTyBaya, IO POOUTH 3alHUT HA BHUJAJICHHS CBOIX

JaHuX, 3 Ha60py JaHUX, 10 BPIK%HCTOBYGTI)C?I JJIA1 HaBYaHHS MOI[GJ'Ii.



e CmiBpOoOITHUK 3 TUTaHb 3aXHCTy JaHUX - IS yMOBa TMOBWHHA OyTH

BUKOHYBaTHCh 3 OOKY KJIi€HTa, TOOTO IOpUAMYHOI ab0 (Pi3u4HOi 0colw,

110 BOJIOJIE€ JIIIEH31€I0 HAa KOPUCTYBaHHS JlaHOW cucteMoro. lle x

CTOCYETBhCSL 1 MYHKTY IPO 3allMCU OMpAaIOBaHHS JaHUX (BIAMOBigaIbHA

oco0a TOBMHHA BECTU 3allUCU NPO NPO LIl OMpALIOBAaHHS [aHUX,

3aITy4eH1 KaTeropii Ta nependadeHi TepMiHu 30epiraHHs)
2) 3anuT Ha TMEpeBIpKYy TpaH3aKIlii MOBMHEH BUKOHYBATHCh MEHIIE JBOX

CEKYH]T

OckisbKU JaHa TifcUCcTeMa, CKOPIII 3a Bce, Oy/ie BUKOPHUCTOBYBATUCH SIK
yacThHa OaraTOKPOKOBUX CKJIQJHUX OTNepallii, BOHA HE MMOBHHHA 3aHA/ATO
raJIbMyBaTy BUKOHAHHS 0araTOKpOKOBOI orepartii 3arajiom.

3) SLA cucteMu mMae nepeBuuryBata 95%

[lincucrema moBuHHAa mepelyBatu y poOodomy cTaHi Ouibml, HIXK 95%

gacy poOOTH CUCTEMH, B Ky BOHA Oy/ie IHTErpyBaTHCh.
4) Po3pobka CI/CD mnaitruiaitHy 1t CUCTEMHU

Sk omuH 3 (akTopiB MIATPUMAHHS BHUCOKOI SIKOCTI Ta CTAOUIBHOCTI
CUCTEMHU, HEOOX1JTHO PO3POOUTH TANIIIAH, SKUN TaCTh 3MOTY 3aIlyCKaTH TECTU
Ta 30ipKy TPOEKTYy KOKHOTO pa3y, KOJM CTBOPIOIOTHCS 3allUTH Ha JO/IaBaHHS
HOBHX 3MiH B CHCTEMi KOHTPOJIIO BEpPCiil.

2.2. Moaean 1aHux

Halip naHux ckinagaeTbes 3 TPbOX MOEIICH:

e TepmiHan
e Kopucrysau
e TpaH3akilis

I'enepartis maHux

Monens  Tepminany  ckiagaetbess 3 noiaiB TERMINAL ID,
TERMINAL X, TERMINAL Y.

TERMINAL ID - yHikanbHUM 1AeHTH(DIKATOP IIATIKHOTO IPHUCTPOIO,
4HUCIIO, SIKICHUM, Aiama3oH MOXIMBUX 3HaueHb - 0..4999 (Bkasyerbcs mnpu
reHepartlii 1aHux, B JaHOMY Ha0O0pi TaHuX BUKOpUCTOBYeThes S000 TepMiHaIiB).

TERMINAL X - reonokartisi IiaTi>kHOTO MPUCTPOIO 3a BICCIO X, YUCIIO,

SIKICHHH, J1ana30H MOXKINBUX 3HadeHb - (0..1000,000000.



TERMINAL Y - reosoxkaiiisi 1aTiKHOTO TMPUCTPOIO 32 BICCIO Y, YHCIIO,
SIKICHHH, J1ana30H MOXKINBUX 3HadeHb - (0..1000,000000.

Tabmuis Ne2.1. [Ipukinan 3anmuciB B TaOIUIN TEPMIHAIIB

TERMINAL ID TERMINAL X TERMINAL Y
1 76.308289 779.918792
2 438.409231 723.465178

Mopens xopuctyBaua ckiamaerecss 3 moniB USER ID, USER X,
USER Y, MEAN AM, STD AM, MEAN TX PER DAY

USER _ID - yHikanbHU# 17€HTU(IKATOp KOPUCTyBada, YHCIIO, SKICHHM,
Jiana3oH MOXJIMBHX 3Ha4eHb - 0..3999 ("yucio KOpUCTyBadiB BKAa3yeTbCs MPHU
re’epauii JaHuX, B JAaHOMY BUNAJKy BHUKOPUCTOBYeThCs Halip manux 3 4000
KOPHUCTYBauiB).

USER X - BijalleHTpoOBaHE JIOKAIlisi KOPUCTyBadya 3a BICCIO X, YUCIO 3
MJIABAIOUOI0 KPAIKOI0, SIKICHUM, Jllara30H MOXKIUBHUX 3HaueHb - 0..1000,000000.

USER Y - BianeHTpoBaHe JIOKAIlisi KOPHCTyBadya 3a BICCIO Y, YUCIO 3
IJ1aBalOYOI0 KPAIKOI0, SAKICHUH, Alana3oH MOXIMBUX 3HaueHb - 0..1000,000000.

MEAN AM - wMeniaHa po3Mipy TpaH3akilii KOPUCTyBaya, YHUCIO 3
IJIABAalOUOI0  Kpamkowo, KUIBKICHUH, Jialma3oH MOXJIMBHX 3HA4eHb -
100,000000..5000,000000.

STD AM - craHgapTHE BiIXWICHHS MEMIaHW TPAH3AKI(li, B KOHKPETHOMY
HaOOp1 JaHUX - TIOJIOBUHA MEJIIaHH, YUCJIO 3 TIJIABAIOUOI0 KPAIKO0, KUIbKICHHM,
Jiana3oH MoJmmBHX 3HadeHb - 50,000000..2500,000000.

MEAN TX PER DAY - cepemHs 4YHMCIO TpaH3aKIid, 3A1HCHEHUX
KOpUCTYBaueM 3a JI€Hb, YKCJIO 3 IJIABAIOYOI0 KPAINKO, KUIbKICHUH, J1ara3oH
MoxuBuX 3HadeHsb - 0,000000..4,000000.

Tabmuisg Ne2.2. Tlpuknas 3anmuciB B TaOIUII KOPUCTYBAUiB

USER ID [USER X |USER Y |[MEAN A |STD AM |MEAN T
M X PER D
AY
1 548.813504 | 715.189366 %053.540543 1526.770271 | 2.179533

o)
£V




2 423.654799 | 645.894113 | 1122.088668 | 1122.088668 | 3.567092

Monens Tpanzakimii ckimamaerbess 3 moiiB DATETIME, USER ID,
TERMINAL ID, AMOUNT, TIME SECONDS, TIME DAYS

DATETIME - para Ta wac mpoBeleHHA TpaH3akiii B Qopmari
YYYY-MM-DD HH:mm:ss, sskicHUI, Jiana30H 3HAYCHb -

2021-01-01 00:00:00 .. 2021-06-31 23:59:59 (mouarkoBa gaTa Ta KUJIbKICTh JHIB
BKa3y€ThCA MPU TeHepallii JaHuX).

USER ID - ineHTu(ikaTtop KOpHCTyBaua, II0 BHUKOHAB TpPAH3aKIIiIoO,
4HUCJIO, SKICHHWM, [iana3oH MOxJIuBux 3HadeHb 0..3999 (Bka3yerbcs mpu
reHepariii JaHuX, AaHUX HaOIp JaHUX MICTUTHh JaHi npo omepamii 4000
KOpPHCTYBAauyiB).

TERMINAL ID - inentudikarop tepminaty, mo OyB BUKOPUCTAHHUMN IS
MPOBEJICHHA TpaH3aKlii, YWCIO0, SKICHUW, [iana3oH 3HayeHb - 0..4999
(BKa3yeThCsl TpU TEHepalii JaHuX, AaHWN HaAOIp MaHWX MICTHTH OTeparlii,
BHUKOHaHI 3a gorioMoror 5000 yHiKaJIbHUX TEPMIHAIIB).

AMOUNT - cyma TpaH3akmii, 4YMCIO 3 IUIABAIOYOK KPAINKoOIo,
KUTbKiCHUH, miana3oH 3HadeHb 0..1.7976931348623157e+308 (s TpaH3aKIIii,
10 HE € MaxXpalChbKUMH, MaKCUMaJIbHE 3HAYCHHSI OOMEXECHE CYMOIO MEIiaHu Ta
CTAaHJAPTHOTO BIAXWJICHHS, IS MIAXPaWChbKUX - MaKCUMAJIbHUM 3HAYCHHSIM
Yyciia 3 TUIABAIOYOI0 KPANKOK B MeEXKax MOBHU IporpamyBaHHsS (abo 1HIIOL
YTUIITH), 110 BUKOPUCTOBYETHCS MJIs TEHEpallii JaHWX, B JAHOMY BHITQJIKy
BUKOPHUCTOBYETHCS python).

TIME _SECONDS - KiIbKICTh CEKYHJ BiJl TTOYaTKOBOTO JHS (BIJHOCHO
CTapTOBOI TOYKM TEeHEpamii JaHWX, SKIIO JaHi TeHEPYIOThCS MOYMHAIOYHA 3
2021-01-01, To 3Ha4yeHHs ILOTO TOJIA JOpiBHIOBaTHMe ( + yac B CEeKyHJax) -
YUCJI0, KUIBbKICHUM, aiama3oH 3HadeHb - 0..1.6%10"7 (3HaueHHS OKpYIIICHE,
(aKkTUYHO - JOPIBHIOE DPI3HUII MDK CTapTOBOIO JAaTOI0 TeHepalii JaHuX Ta
KUIBKICTIO JHIB, JIJIS SIKO1 TEHEPYIOThCS JaH1).

TIME _DAYS - nopsakoBuil HOMep [HS 3 IOYATKy TeHepauli JaHuX,
4HCIIO, SKICHHWM, miama3oH 3Ha4eHb - ()..182 (KUIBKICTH JTHIB BKa3ye€TbCs TPH

reHeparii J1aHux).



Tabmuisg No2.3. Ilpuxiaz 3anmuciB B TaOIUII TpaH3aKIIiH

DATETIME [ USER _ID | TERMINAL ID [ AMOUNT [ TIME SECO | TIME DAY
NDS S

2021-01-01 (O 29 6061.16 |26345 0

07:19:05

2021-01-02 |0 20 1586.69 | 141182 1

15:13:02

2.3. Onuc 3reHepoOBaHUX JAHUX

Sxuii 6u 3 aNrOpPUTMIB OLIHKK TPaH3aKIlli He OyB OOpaHMM, KIIIOYOBI
XapaKTepUCTUKHU JIaHUX, K1 OyIyTh BpPaxOBYBaTHCh NpPH OLIHII TpaH3aKIli -
JIOKallisl KOPUCTyBaya, JIOKallisg TEpMiHATy Ta TepMiHaIM, HaOIMXKeHl 10

KOpHUCTyBaya.
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Uﬂ'll_;epuinanu B 30HI JOCAXHOCTI KOpUCTYyBaya

»
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Puc. 2.1. Tepminanu B 30H1 JOCSHKHOCT1 KOPUCTyBavya

Posmopin nanux 3a cymoro TpaH3akilii 300pakeHuii Ha Puc. 2.2.

Poanogin TpaH3akuii no poamipy cymu

0 Ilili||““‘|lll|I|IIII|IIII..II----
2000 4000 6000 8000 10000

Cyma TpaHaakuii

g

KinbKicTb TpaH3akL|in
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Puc. 2.2. Po3noain TpaH3akiiiii 3a po3MipoM CyMU

Po3nonin TpaH3akuiil 3a AHsAMU 300paxkeHud Ha Puc. 2.3. (mepmi 10

TTHIB).
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KinbKicTe TpaH3akUin

Z

g

Poanonin TpaH3akuid 3a yacom

(,“\jg‘iu‘tjij ‘i

Yac (oeHs)

g

Puc. 2.3. Po3noain Tpan3akuiii 3a yacom (nepui 10 gHiB)
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PO3/LTI 3
PO3POBKA CUCTEMHU

3.1. MeTpukH HaBYaHHS MoJeJIi

JIJIst OIIIHKY SIKOCTI 3T€HEPOBAHMUX JTAaHWX Ta HABYAHHS MOJEI HEOOXITHO
CKOPHUCTATHCh METPUKAMHU, 1110 IOTTIOMOXKYTh B OIIHIII OTPUMAaHOI MOl
[lepm1 3a Bce, Bapro HaBecTH rpadik BTpaT NOpU TPEHYBaHHI Ta

TECTyBaHHI MOJIETIl BITHOCHO KIJTLKOCTI €MOX

0.024 — frain
valid
0.022
0.020
a
E
0.018
0.016
0.014 —
0 20 40 &0 80 100 120 1440
epoch

Puc. 3.1. I'padix BTpar npu HaBYaHHI Ta TPEHYBaHHI BIJHOCHO €MOX

Ha rpadiky BTpaT MO)KHa MOMITHTH, SIK BTpaTy NPy HaBUYaHHI OCTYIOBO
3MeHINyIOThea. Lle o3Hagae, mo onrtumizaris mpoinuia gobOpe: obOpaHa
IIBUJIKICTh HABYAHHSI JIO3BOJISIE OHOBJIIOBATU MOJIENIb B OIK KPalloro pilieHHs
JUIS HABYAJILHOTO HAOOpy JaHMX.

ROC-kpuBa

KpuBa onepamiitHoi xapaktepucTuku npuiiMada, abo ROC-kpusa - 1€
rpadiuamii rpadik, Mo UTIOCTPYE MIarHOCTHUYHY 3[aTHICTh CUCTEMU OiHAPHOTO
kinacudikatopa npu 3MiHI Topora auckpuMinaimii. CrouaTky Meton OyB
pO3pOOJICHHWA 7T OMEPaTOpiB  BIMCHKOBHX PAMIONOKAIIWHUX TPHUIMAYiB,
nourHarouu 3 1941 poky, 1110 ¥ 3yMOBHIIO KOTO HA3BY.

Haiikpamuii knacudikarop Biamosigae toumi (0,1) y mpoctopi ROC

(HeMae XMOHOHEraTMBHUX i XMOHOMO3MTMBHHX pe3ynbTaTiB), y TOi uac sk



kiacugikarop, 1o nepeadoayae BUMAIKOBUM YHMHOM, MaB OM MOKa3HUKH B3JJOBXK
JiaroHai, 1o 3'€IHy€ JIBUM HIKHIA KyT 3 MpaBUM BEpXHIM. SKII0 HEMae
SABHOTO TIepeMOoxXIls (Hampukian, kinacudikarop K nmominye nan W nume B
onHii yactuHl npoctopy ROC), mopiBHSHHS 3a3BUYail MPOBOIUTHCS ILISIXOM
obuncnenns twionl mia kpuBoito ROC (AUC ROC). AUC ROC 3a3Buuait
OOYHMCITIOETHCST 32 JOTIOMOTOIO TMpaBmiia Tpaneiii (JIIHIHHO 1HTEPIoAIi), SKe
3a0e3neuye ouikyBaHy #WMoBipHicTh Jii TPR Tta FPR y pa3it piBHOCTI

nependauyBaHUX 3HAYCHbD.

<
=

0.6

TPR

0.2

| I | | | |
0.0 0.2 0.4 0.6 0.8 1.0

Puc. 3.2. ROC-kpuBa

3.2. lemoHcTpaNiss podoTH

Ock1JIbKHM B3aeMOis 3 cucTteMoro opraHizoBana y Bunsiaii REST API, nns
TECTYBAaHHS CUCTEMH BUKOpHCcTaeMo Postman.

Jlnst Toro, mo0 mepeBipUTH TPAH3aAKI[II0 HA CTYMIHb ii “CIPaBXHBOCTI”,
HEOOX1THO HAJICIATH 3allUT Ha BIAMOBIAHUNA €HAIMOIHT, B TUIl 3alIUTy Mae OyTH
BKa3aHa Cyma TpaH3akii, iaeHTudikatop TepMiHATy Ta iAeHTUDIKATOP
KOpUCTyBada, TOOTO HEOoOXiAHMI HaOlp mapaMmeTpiB, HEOOXITHUX JUISl OLIIHKU
TpaH3aKIIi.

VY Bumajky, K0 TpaH3akilis Oyjae OlliHeHa, K MIaxpaichbka, BIIMOBIIb
Ha HTTP-3anut 6yne 3 kogom 406 (NOT _ACCEPTABLE), B iHIIOMY BUNAAKY
noBepHeThbes BiANoBiAL 3 komoMm 2023ACCEPTED). B Tini Oyne MiCTUTHCH



JeTajqbHa 1H(pOpMAIlis PO TPaH3aKIIiIo, 1€ JaCTh 3MOTY BUKOPHUCTATH JIaH1 Ha
Ul 1111101 cuctemu, 1110 HAJICUJIAE 3aMUT Ha TEPEBIPKY.

PesynbraT BUKOHAHHS 3alUTy 3 YCHIIIHUM PE3yJIbTaToM 300pakeHe Ha

Puc. 3.3.

Body Cookies Headers (1 Test Results @ status: 202 Acceptec ime: 109 m ize: 437 B Save Response ~
Pretty Raw Preview Visualize JSON = b 4
1 i
2 "amount": 1885.99,
3 "tx_timestamp®: "2021-01-01T10:10:18",
4 "customerId": 1,
5 "terminalld": 1
6 N

Puc. 3.3. Ilpuknan Tija 3 TO3UTUBHUM PE3YJIETATOM NIEPEBIPKU B1MOBII
Ha HTTP-3anur

Pe3ynbrar BUKOHAHHSI 3alUTy 3 HETaTUBHUM PE3yJbTaToM 300pakeHe Ha

Puc. 3.4.

Body Cookies Headers (1 Test Results @ sStatus: 406 Not Acceptable Time: 102 ms  Size: 443 B Save Response ~
Pretty Raw Preview Visualize JSON = b 4
1
2 "amount”: 1@85.99,
3 "tx_timestamp®: "2821-01-61T160:18:16",
a4 "customerId": 1,
5 "terminalld": 1
6 B

Puc. 3.4. Ilpuxnan Tijia 3 HETAaTUBHUM PE3yJIBTaTOM MEPEBIPKH BIAMOBIII

"Ha HTTP-3anur
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BUCHOBKU

B pesynbrari BUKOHAaHHS MPOEKTy Ha TeMy ‘“‘Po3poOka cucremu s
BUSIBJICHHSI IIAXpalChbKUX TpaH3akiii~’ OylI0 CHPOEKTOBAaHO Ta CTBOPEHO
CUCTEMY ]ISl BUSBJICHHS IAXPalChbKUX TPAH3AKIIIH.

ITepeBaru cucremu:

1) Cloud-ready — cucrema CpoeKTOBaHA TaKUM YMHOM, 110 MOXE OyTH
po3MimieHa B xMmapi. lle g03BosMTh MO30yTUCH 3  TOYKH  30pYy
KOMITaHII-TipoBaiiepa MOCIyTr BUJATKIB Ha KYIIBIIO Ta MIATPUMKY (PI3MUHUX
CEpBEPIB, HA SIKUX MOXE PO3MIIYBaTUCh CUCTEMa

2) IHTerpoBaHICTh 3 KIIEHTCHKHUMH CEpPBICAMH — CHUCTEMa IMpAIoE SIK
OKpPEMHUM MOJyJib, BOHA HE TOTpeOye KOPCTKO1 3B SI3aHOCTI 3 cepBicaMu Ta/abo
PI3HMMH KOMIIOHEHTaMU 1H(OPMALIiTHOT CHCTEMH KITiEHTa

3) MacmraboBaHiCTh — 3aBIsKH 00paHiii MikpocepsicHil Ta Cloud-ready
apXITeKTypl MU MAa€EMO 3MOTY MacHITaOyBaTH KOXKEH CEpBICHUI KOMITIOHEHT
OKpEMO OJIMH BIJI OAHOTO, B 3aJE€XKHOCTI BIJ MIJBHUIINCHHS a00 3HUKEHHS
HaBaHTa)XEHHS Ha CepBep

MaiiOyTH1 NUISIXU PO3BUTKY CUCTEMU

CTBOpeHa cUCTEMa € JIMILIE 3aKJIaJeHUM (YHIAMEHTOM JIs MOAAIBIIOrO
PO3BUTKY CUCTEMH BUSBJICHHS IIaxpaiiChKuX TpaH3akilii. [licis BompoBaKxeHHs
cucteMu y production BapTO TMPOJOBKYBATH PO3BUTOK Ta MOKPAIICHHS

MPOAYKTY SIK 3 TEXHIYHOTO OOKY, TaK 13 OOKy user experience.
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JTONATKHA

JNOIATOK A
Crpykrypa Ttina 3anuty 10 APl cucremu BUSIBAEHHS IIaxpalChbKUX

TpaH3aKIii

{

"transactionAmount": "1000.59",
"customerId": 123,

"terminalId": 123
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JOJATOK b
CrpykTypa BIAIOBIJII HA 3aIIUT PO OLIHKY paH3aKIli

{
"tx timestamp": "2021-04-23T18:25:43.511z",

"transactionAmount": "1000.59",
"customerId": 123,

"terminalId": 123
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JIOJATOK B

Fraud detection system

Software Architecture Document (SAD)

CONTENT OWNER: Maksym Pidhornyi
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1. Introduction

In a modern globalized world electronic payment is not a rocket
science, you can pay in the grocery store using your phone, you can use
your credit card in foreign online stores to pay for some useless goods
etc. But it also brings up a number of problems. As an online shop owner
or a bank mobile app developer you should always consider each
transaction as fraudulent - either a physical credit card can be stolen or its
digital analog (the user’s mobile banking account can be hacked) but the
result is the same - money can be stolen from its owner. The result is loss
of trust to the bank in case its online systems have low level of security or
direct loss of financial assets in case you're the owner of an online shop.

Therefore, the development of a fraud detection system based on
Al will increase precision of fraudulent financial transaction detection
based on the history of financial operations of the user, location of

transaction, size of transaction etc.

1.1 Purpose

1.1.1 Problem statement

The more time passes the more new users and financial transactions
are processed by POS, online stores, banks etc. There are many mobile
applications and web applications in the field of healthcare on the market
today, so there is a need to clearly classify such applications, as well as to

formulate the main problems they solve.
1.1.2 Stakeholders

Name Description Concerns

40




Project team

members End user

People who will

implement the system

System that processes

financial transactions

Up-to-date

programming tools and
libs, frameworks, cloud
deployment, accuracy
and completeness

of the requirements

Potential performance

issues (transactions
should be processed fast
to not impact general
flow), data security,
efforts to deploy
application to

environments.

Project manager

Project leader Team requests fulfillment,

team
staffing, resource

management

Project sponsor

The person who

finances project

Budget

1.1.3 Non-functional requirements

e Security integration with other systems using SSO (Okta, Duo

security, Microsoft authenticator) or OAuth token

e SLA>90%

e Max. response time for transaction analysis - 2 sec.

e Server should be able to handle 5440 requests simultaneously ® DB




server must support transactions to handle financial operations

correctly

e The application should not break other systems PCI DSS

complicance 1.1.4 Glossary

Term Definition

Java high-level, class-based, object-oriented programming
language

DB Database

REST a software architectural style that was created to guide the design and
development of the architecture for
the World Wide Web.

Stakeholder any person that is involved into project implementation or any
person
that is affected by product

API Application Programming Interface ML Machine learning

Python is a high-level, general-purpose programming language. Its
design
philosophy emphasizes code
readability with the use of significant
indentation. Its language constructs
and object-oriented approach aim to

helpprogrammerswriteclear,logical
codeforsmall-andlarge-scale
projects.

SLA is a commitmentbetweenaservice providerandaclient. Particular
aspectsoftheservice—quality,
availability,responsibilities—are
agreedbetweentheserviceprovider
andtheserviceuser.
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2. Architecture overview

2.1 Architecture summary

The system is implemented using client-server architecture that
consists of multiple microservices. Each microservice has its own scope
of responsibilities and serves its own group of tasks. Each service is
deployed as an independent application. Such approach allows to develop
these services separately and use different developers or teams to work on

each subpart simultaneously.

Financial
Admin AP transaction
console classification
module

Financial
transactions
DB

The system includes 4 components:
e Admin console - allows authorized user to track application

health metrics,

e API - the access point of the system - allows the integrated system
to send requests to fraudulent transaction detection system and
receive response with the result of analysis

e Financial transaction classification module - the main module of the
system, it performs analysis of each financial transaction and

sends the response to the system that requested it.
e Financial transaction DB - DB that contains all financial

transaction that will be used to teach the ML model



2.2 Database

Database should contain all data required for transaction analysis

fransaction Location
Idl _ I

Amount longtitude

location id [ latitude
card_id

Field

Database can include more fields, tables data etc but the data above is a
required minimum for analysis

2.3 Concerns and decisions

As a solution for implementation of API and admin console
backend was chosen Java 11 programming language, as the most popular
enterprise programming language. The main features that made an
influence on this decision are:

e Cross-platform features - you can run java application on each
machine that has jre or jdk (it has built-in jre) installed

e Huge amount of libraries and frameworks - team will be to cover
every possible requirement to the system and speed up
development with help of a big number of ready to use solutions.

e Wide community - there are numbers of java developers in the
world that can help you with the issues you can possibly get

For web-oriented features I’ve chosen Spring Boot framework,
Spring Boot makes it easy to create stand-alone, production-grade Spring
based Applications that you can "just run". It helps to speed up
development and makes it easier to implement cloud-ready microservices.

As a solution for implementation of Financial transaction
classification module was chosen python and flask framework. Python

has a wide range of available tools and libraries for machine learning.
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As a solution for admin console ui was chosen TypeScript and



Angular. TypeScript is a strongly typed programming language that builds
on JavaScript, giving you better tooling at any scale. Angular is a
TypeScript-based free and open-source web application framework led by
the Angular Team at Google and by a community of individuals and
corporations.

As a CI/CD solution was chosen Jenkins. Jenkins is an open source
automation server. It helps automate the parts of software development
related to building, testing, and deploying, facilitating continuous
integration and continuous delivery. It is a server-based system that runs
in servlet containers such as Apache Tomcat. It supports version control
tools, including AccuRev, CVS, Subversion, Git, Mercurial, Perforce,
ClearCase and RTC, and can execute Apache Ant, Apache Maven and sbt
based projects as well as arbitrary shell scripts and Windows batch
commands. It is a pretty old solution but a classic one, it is still widely
used by a huge number of software projects.

For development of application components I’ve used Jetbrains
Intellij IDEA and VSCode. IntelliJ IDEA is an integrated development
environment (IDE) written in Java for developing computer software. It is
developed by JetBrains (formerly known as IntelliJ), and is available as
an Apache 2 Licensed community edition, and in a proprietary
commercial edition. Both can be used for commercial development. Even
though IDEA is a commercial software with
pretty high license cost, they offer an amazing program for students - you
can receive a free license until you will graduate (but of course you can’t
use it for commercial projects development).

As a DB server I’ve used PostgreSQL, also known as Postgres, is a
free and open-source relational database management system (RDBMS)
emphasizing extensibility and SQL compliance. PostgreSQL features
transactions with Atomicity, Consistency, Isolation, Durability (ACID)
properties, automatically updatable views, materialized views, triggers,
foreign keys, and stored procedures. It is designed to handle a range of
workloads, from single machines to data warehouses or Web services with

many concurrent users. It is the defaudtdatabase for macOS Server and is



also available for Windows, Linux, FreeBSD, and OpenBSD.

3. Components

The Api component - spring boot application implemented using
layered architecture and consists of three layers:
e Representation layer
e Business logic layer
e Data layer
The representation layer is implemented as a REST interface with
JSON as a response format. This component is a main access point of the
system, every possible operation will be pre-processed by API first and
then redirected to service that will process it.
The financial transaction classification module - flask
application that includes trained ML model.
e Representation layer
e Business logic layer

e Data layer
The representation layer is implemented as a REST interface with

JSON as a response format. Data layer contains all data related to
transactions that will be used in ML model training.

The financial transactions DB - database that contains all data
required for ML model training,

Admin console - component used to track system health metrics
and all other features available to administrators only (the list of

features is extending).

4. Testing

Testing should be performed in accordance with the pyramid of test
automation. Each test should follow the FIRST principles. First principles

of testing stand for:

e Fast - The developer shouldn’t hesitate to run the run the unit tests

at any point of their developmerﬁ@ycle, even if there are thousands



of unit tests. They should run and show you the desired output in a
matter of seconds

e [solated/Independent - For any given unit test, for its environment
variables or for its setup. It should be independent of everything
else should so that it results is not influenced by any other factor.

e Repeatable - tests should be repeatable and deterministic, their
values shouldn’t change based on being run on different
environments; Each test should set up its own data and should not

depend on any external factors to run its test

e Sclf-validating - you shouldn’t need to check manually, whether the
test passed or not;

e thorough - should cover all the happy paths; should cover all the
happy paths; test for illegal arguments and variables; test for
security and other issues; test for large values, what would a large
input do their program; should try to cover every use case scenario

and not just aim for 100% code coverage.

On the lowest level there are unit tests that should be executed on
each CI/CD run to ensure that each commit in master branch can be
compiled and new changes don't break existing functionality. Integration
tests should cover as much as possible interactions between system
components but at the same time number of tests will be smaller due to
their nature (it takes more time to prepare resources for each of them, they
take more time to execute). It is better to
execute integration tests on each build in CI/CD but at the same time to
reduce build time we can limit it to execution on pull requests only. Api

tests are executed as part of automation suite on a deployed application.
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