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ABSTRACT 

Oleksandra Fursai. Information security policy of the French Republic in the 

context of international political transformations.  

The thesis for the Doctor of Philosophy degree on speciality 291 3 International 

Relations, Social Communications and Regional Studies. 3 Taras Shevchenko National 

University of Kyiv, MES of Ukraine. 3 Kyiv, 2024.  

The focus of the thesis lies in the study of the information security policy of France 

within the framework of the transformation of the international relations system, which 

is increasingly characterised by the growing role of the information technology 

component as one of the key factors of the state's power and influence in the international 

arena.  



 7 

The scientific paper examines the theoretical and methodological aspects of 

information security, its relationship with the concepts of  "soft power", "smart power", 

and "hybrid war", as well as key features of information security policy at the 

supranational and national levels. 

Specifically, the analysis encompasses the actions of international actors in the 

realm of information security, notably at the national level, focusing on France, Great 

Britain, and Germany, and at the supranational level, considering the European Union 

and the North Atlantic Alliance (NATO). The policies of information subjects are 

researched at several levels:  

- regulatory and conceptual foundations of policies, where key strategic 

documents, laws, concepts, and decisions regulating the activities of actors in the field of 

information security are examined;  

- institutional structure, where the organisation of the mentioned subjects, key 

bodies, their work, and the results of this work are examined;  

- the role of the society and private sector in the formation and implementation of 

information security policy;  

- concrete examples of the implementation of information security policy, which 

make clear the peculiarities of the interaction of these policies with the real political 

environment.  

The study of information security policy is particularly focused on addressing 

information threats and challenges stemming from Russia's hybrid activities against 

Western nations. Using the method of comparative analysis, the key trends, regularities 

and specifics of the information security policies of the specified subjects of international 

relations have been identified.  

The focus of the thesis on France's information security policy allowed for a 

comprehensive and systematic examination of this aspect of French policy, considering 

its complexity and coherence. Specifically, a detailed examination has been conducted on 

the regulatory and legal framework that delineates and oversees the information security 

policy of the French Republic. The institutional structure underpinning this policy has 

been identified, and the involvement of both the private and public sectors as state 
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partners in safeguarding society from information age threats has been thoroughly 

outlined. On the example of specific cases of information challenges encountered by 

France, the study illustrated the effectiveness of the established information security 

policy in responding to and mitigating threats. 

Furthermore, the study underscores the crucial and effective experiences gained 

from the implementation of France's information security policy, emphasizing its 

potential applicability for Ukraine in crafting a comparable policy. This approach makes 

it possible to evaluate French policy in terms of its practical utility as a template for other 

nation-states.  

The research's scientific novelty is grounded in its thorough analysis of the 

information security policy of France in modern international relations. The thesis delves 

into the present-day trends within the theoretical framework and practical implementation 

of foreign and security endeavours among Europe's leading states. In particular, the issue 

of information security was considered not from a technical point of view, but taking into 

account numerous political, socio-economic and international factors. Thus, the 

information security policy of France was investigated in its relationship with the similar 

policy of the EU and NATO, its society, in particular, information players such as 

business and the public, as well as the direction of the information policy of France to 

counter Russian hybrid threats was highlighted.  

The research's scientific novelty is also determined by the fact that the issue of 

information security is considered as one of the most pressing aspect in ensuring the 

national security of the French Republic. In this context, particular emphasis is placed on 

matters pertaining to state regulation within the sphere of information security.  

Based on the results of the scientific study, the author's main provisions, which are 

submitted for defence and contain elements of scientific novelty, are formulated. The 

main ones are as follows:  

for the first time:  

- the current information security policy of France underwent thorough 

examination, encompassing its internal national dimension as well as considering 
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France's leadership within the EU and Paris's deliberate strategy to enhance its 

geopolitical role;  

- the study systematized the applied dimension of the features and key components 

of France's information security policy as a set of approaches and practices that can be 

used by Ukraine to strengthen its information security, particularly in the context of 

Russia's full-scale aggression. Additionally, the research has emphasized potential areas 

of collaboration between the two states, which hold promise for Ukraine's advancement 

in information and technology capabilities;  

- the comparative analysis was conducted to examine the information security 

policies of European leaders 3 France, Germany, and Great Britain. This method allowed 

for the identification of key "advantages" and "disadvantages" in the approaches of these 

countries. Concluding this analysis can contribute to enhancing and improving the 

information security policy of Ukraine. 

the following questions were advanced:  

- the examination of France's state policy in the realm of national security, with a 

particular emphasis on the information component, has enhanced the scientific 

visualization of such policy. It portrays it as a sophisticated and intricate system, 

showcasing France's reliance on "smart power" as a pivotal factor in shaping its 

geopolitical influence.;  

- understanding the specifics of the synchronisation of the information security 

policies of the national EU member actor and directly the European Union as an 

organisation. On the example of France, the process of parallel coordinated movement of 

national policies and European strategy is demonstrated;  

- analysis of the information security policy of France as a complex system of 

entities that include both the state and private actors, the public, in particular fact-

checking organisations and the media. This made it possible to consider information 

security as a complex ecosystem. 

 the following questions were further developed:  

- research on information security policy at the supranational and national levels, 

and it was established that in the conditions of deepening integration within the European 
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Union, cooperation and maximum coordination of the efforts of national states and 

supranational institutions is important to effectively counter modern information 

challenges;  

- research on the foreign policy of France, in terms of its information content within 

the evolving landscape of international relations, notably the rising hybridization of 

threats focusing on the information and technological aspects, has been explored. The 

importance is proven rapid adaptation of the private, the state sector and the public to new 

challenges and information-technological progress as a necessary condition for "survival" 

in the modern realities of the global information struggle;  

- determination of the key components of France's information security policy at 

the regulatory and institutional levels in the areas of combating disinformation and cyber 

attacks. Based on this, conclusions are proposed for improving Ukraine's information 

security policy as one of the necessary conditions for victory over Russia.  

The practical significance of the study results lies in their applicability for 

subsequent scientific investigations, particularly within the context of information 

security policy and the European integration movement of Ukraine. 

Certainly, the results of the thesis can be directly applicable and beneficial to the 

activities of diplomatic institutions and the Ministry of Foreign Affairs of Ukraine, in 

particular in the line of cooperation with international organisations, alliances and other 

partners. They can also become important sources of information for governmental, 

political and public institutions whose area of responsibility is strategic planning of 

national security and defence. Thus, the findings of the study hold significant relevance 

for enhancement of Ukraine's Cyber Security Strategy and Information Security Doctrine.  

In addition, the results can be used by Ukrainian media and fact-checking 

organisations to adopt the experience of France, in particular, the private, the state sector, 

and the public to improve their work in the fight against disinformation and destructive 

external information influence. 

Keywords: information security, disinformation, cyberspace, hybrid warfare, 

France, European Union, NATO, Ukraine, Great Britain, Germany, Russia, cyber attack, 
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national security, mass media, international organisations, international political 

transformations. 
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"1�@C=BC20==O 281>@C B5<8 48A5@B0FV9=>3> 4>A;V465==O 287A0K0єFPEO 

7DBEF0AAO@ DB?V VAHBD@0JV?AB3B CDBEFBDG O> B4AB3B 7 CB?V2 35BCB?VF8KAB3B 

CDBF8EFBOAAO @V6A0DB4A8I 0>FBDV2 01B WI @V6A0DB4AB3B ECV2DB1VFA8JF20. �B>D5@0, 

EFDV@>0 F5IAB?B3V70JVO EGK0EAB3B 68FFO, 7DBEF0AAO DB?V A5HV78KAB3B CDBEFBDG 

FD0AEHBD@GNFP E8EF5@G @V6A0DB4A8I 2V4ABE8A 7 4540?V 1V?PL8@ GI8?B@ 4B 

VAHBD@0JV?AB-F5IAB?B3VKAB3B 0EC5>FG. *5 EFBEGєFPEO V 7@VA 2 >BAJ5CJVW 

A0JVBA0?PABW 157C5>8 3 45D6028 EPB3B4AV DB1?OFP >?NKB28? 0>J5AF A0 71V?PL5AAV 

2?0EAB3B VAHBD@0JV?AB3B CBF5AJV0?G O> B4AB3B 7 3B?B2A8I K8AA8>V2 G 2V4EFBN20AAV 

A0JVBA0?PA8I VAF5D5EV2 A0 @V6A0DB4AV? 0D5AV.  

�81VD F5@8 4BE?V465AAO MB4B CB?VF8>8 VAHBD@0JV?ABW 157C5>8 (D0AJG7P>BW 

$5ECG1?V>8 287A0K0єFPEO F0>B6 F8@, MB E2VF EPB3B4AV EF0є 2E5 1V?PL 

VAHBD@0JV?A8@, AV6 J5 1G?B D0AVL5. *5 CBE8?5AAO V CD8725?B 4B FB3B, MB 

VAHBD@0JV?AV «@9O78» @B6GFP F5C5D 4VOF8 E0@BEFV?AB, 2V4VD202L8EP 2V4 HV78KABW 

D50?PABEFV, MB1 EVOF8 457VAHBD@0JVN. !0D07V VAHBD@0JV?AB@G CDBEFBDG A5 CBFDV1A0 

AVO>0 70KVC>0 70 HV78KA5 F0 2VDFG0?PA5, O> J5 1G?B D0AVL5. &5C5D J5 A5 FV?P>8 

2?0EF82VEFP D5?V3VW, V45B?B3VW, ?VF5D0FGD8, 0 27030?V 2EPB3B 68FFO. 

�>FG0?PAVEFP 4BE?V465AAO CDB1?5@8 VAHBD@0JV?ABW 157C5>8 G EGK0EA8I 

@V6A0DB4A8I 2V4ABE8A0I, 7B>D5@0 A0 A0JVBA0?PAB@G F0 A0445D602AB@G DV2AOI, 

28>?8>0є CV428M5A8? VAF5D5E 1030FPBI 70DG1V6A8I A0G>B2JV2, 0 E0@5: �6. !0O, $. 

�D@VFV460, �. +BA30, �. �B?>5D0 F0 �. �N42V30,  . �V1VJ>V, $.,0HD0AE>V, �. 

�D>2V??8 V �. $BAH5?P4F0, �. �0AK52E>V F0 �. �B?0DV>0, #. #B@5D0AJ520, �. %F5?A0. 

*V 4BE?V4A8>8 CD8E2OF8?8 E2BW CD0JV 282K5AAN F0>8I >BAJ5CJV? O> «@9O>0 E8?0», 

«DB7G@A0 E8?0» F0 DB?V VAHBD@0JVW 2 J8I A0G>B28I >BAJ5CJVOI. ">DV@ JPB3B, 2BA8 

4BE?V46G20?8 H5AB@5A VAHBD@0JV?ABW 2V?A8 F0 >V15D2V?A8, >V15DF5DBD87@G, 0 F0>B6 

7A0KAG G203G CD84V?O?8 4BE?V465AAN 457VAHBD@0JVW, H5?>V2, CDBC030A48 O> 

5?5@5AFV2 EGK0EAB3B VAHBD@0JV?AB3B CDBF81BDEF20. �03B@V D57G?PF0F8 4BE?V465AP 

F0 28EAB2>8 H0IV2JV2 1G?8 2D0IB20AV 2 48E5DF0JV?AV? DB1BFV.  
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�G>9OAB2BW F0 �. �0GF0D0, #. �V?5AKG>0, �. �0DB2EP>BW, ". �B1D60AEP>BW,  . 

�0CVFBA5A>0, �. �VC>0A0,  . $86>B20, !. #VCK5A>B, ". �0CBDB65JP F0 VA., 

DB7>D820NFP F5BD5F8KAV F0 CD0>F8KAV 0EC5>F8 @V6A0DB4AB3B VAHBD@0JV?AB3B 

CDBF81BDEF20.  
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VAHBD@0JV?ABW 157C5>8, O>0 74V?EANєFPEO A0 45D602AB@G DV2AV, CBFD51Gє 

>B@C?5>EAB3B 0A0?V7G 7 28>BD8EF0AAO@ O> F5BD5F8KAB-@5FB4B?B3VKA8I 

A0CD0JN20AP, F0> V 0A0?V7G CD0>F8KAB3B 28@VDG CB?VF8>8 VAHBD@0JV?ABW 157C5>8, 

MB D50?V7GєFPEO (D0AJG7P>BN $5ECG1?V>BN. $57G?PF0F8 4BE?V465AAO є 206?828@8 

2 CDBJ5EV HBD@G20AAO, DB728F>G F0 D50?V70JVW 7B2AVLAPBW CB?VF8>8 '>D0WA8 2 G@B20I 

CB2AB@0ELF01ABW 2V?A8 7 $BEVєN, O>0 2>?NK0є 2 E515 V 0>F82A5 VAHBD@0JV?A5 F0 

>V15DCDBF81BDEF2B. �2060є@B, MB 4BE?V465AAO F0>B6 є 206?828@ 2 >BAF5>EFV 

HBD@G20AAO V 70I8EFG '>D0WABN 2?0EAB3B VAHBD@0JV?AB3B EG25D5AVF5FG.  

�2’O7>: @>1>B8 7 =0C:>28<8 ?@>3@0<0<8, ?;0=0<8, B5<0<8. �8E5DF0JVO 

28>BA0A0 2 D0@>0I �B@C?5>EABV̈ A0G>B2BV̈ CDB3D0@8 �8V̈2EP>B3B A0JVBA0?PAB3B 

GAV25DE8F5FG V@5AV &0D0E0 ,52K5A>0 « B45DAV70JVO EGECV?PAB3B DB728F>G '>D0V̈A8 

2 G@B20I E2VFB28I CDBJ5EV2 3?B10?V70JVV̈», 70F25D465ABV̈ �K5ABN $04BN 

'AV25DE8F5FG, CDBFB>B? № 13 2V4 20 K5D2AO 2011 DB>G, V A0G>B2B-4BE?V4ABV̈ F5@8 

�AEF8FGFG @V6A0DB4A8I 2V4ABE8A �8V̈2EP>B3B A0JVBA0?PAB3B GAV25DE8F5FG V@5AV 

&0D0E0 ,52K5A>0 «'>D0V̈A0 2 CDBJ5EV FD0AEHBD@0JVV̈ E2VFB2B3B CBDO4>G» (16�(048-

05). ' @560I 707A0K5ABV̈ F5@8 48E5DF0JV?A0 DB1BF0 2V4CB2V40є A0CDO@G A0G>B2BV̈ 

4VO?PABEFV >0H54D8 @V6A0DB4A8I @54V0>B@GAV>0JV? F0 >B@GAV>0F82A8I F5IAB?B3V? 

O> EFDG>FGDAB3B CV4DB74V?G !02K0?PAB-A0G>B2B3B VAEF8FGFG @V6A0DB4A8I 2V4ABE8A 

�8V̈2EP>B3B A0JVBA0?PAB3B GAV25DE8F5FG V@5AV &0D0E0 ,52K5A>0 «�EF0AB2?5AAO 

A0E?V4>V2 D5>BAHV3GD0JVV̈ ECV22V4ABL5AAO E8? A0 FD0AEHBD@0JVN E2VFB2B3B 

CBDO4>G». 
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 5B0: 287A0K8F8 EGFAVEFP, >B@C?5>EAB DB73?OAGF8 F0 CDB25EF8 0A0?V7 

CB?VF8>8 VAHBD@0JV?ABW 157C5>8 (D0AJVW O> A52V49є@AB3B 5?5@5AF0 

7030?PABє2DBC5?EP>BW 0DIVF5>FGD8 157C5>8 2 G@B20I @V6A0DB4AB-CB?VF8KA8I 

FD0AEHBD@0JV?, 7B>D5@0 CV4 K0E DBEV?EP>BW 71DB?ABW 03D5EVW CDBF8 '>D0WA8. *5 40EFP 

@B6?82VEFP 4BE?V48F8 DB?P (D0AJVW G CB1G4B2V 7030?PABє2DBC5?EP>BW CB?VF8>8 

CDBF84VW 45EFDG>F82A8@ 7B2AVLAV@ 2C?820@, MB ECDO@B20AV A0 I0BF870JVN F0 

DG?AG20AAO 2AGFDVLAPBCB?VF8KA8I CDBJ5EV2 G Є2DBCV F0 є4ABEFV Є2DBC5?EP>B3B 

%BN7G. 
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70240==O:   
1) B>D5E?8F8 0>FG0?PA8? EF0A F5BD5F8KA8I F0 @5FB4B?B3VKA8I CV4IB4V2 4B 

282K5AAO >BAJ5CFV2 «VAHBD@0JV?A5 EGECV?PEF2B», «VAHBD@0JV?A0  157C5>0», 

«VAHBD@0JV?A0 BC5D0JVO»; 

2) 287A0K8F8 K8AA8>8, MB HBD@GNFP HD0AJG7P>G 2AGFDVLAPB- V 

7B2AVLAPBCB?VF8KAG EFD0F53VN 2 EH5DV VAHBD@0JV?ABW 157C5>8; 

3) DB7>D8F8 EGFAVEFP 7030?PABє2DBC5?EP>8I F0 є2DB0F?0AF8KA8I 157C5>B28I 

CB?VF8> O> BEAB28 HBD@G20AAO CB?VF8>8 VAHBD@0JV?ABW 157C5>8 (D0AJG7P>BW 

$5ECG1?V>8; 

4) 28O28F8 F0 BI0D0>F5D87G20F8 VAEF8FGJV?AV F0 ABD@0F82AV 70E048 CB?VF8>8 

VAHBD@0JV?ABW 157C5>8 #9OFBW $5ECG1?V>8 F0 287A0K8F8 WI 270є@B729O7B> 7 

7030?PABє2DBC5?EP>BN CB?VF8>BN VAHBD@0JV?ABW 157C5>8; 

5) B>D5E?8F8 EFD0F53VKA8? F0 F0>F8KA8? 28@VD8 DB728F>G 157C5>B2BW CB?VF8>8 

(D0AJVW 2 VAHBD@0JV?AV? EH5DV; 

6) 70CDBCBAG20F8, A0 BEAB2V HD0AJG7P>B3B 4BE2V4G, L?OI8 24BE>BA0?5AAO 

CB?VF8>8 '>D0WA8 2 EH5DV VAHBD@0JV8̆ABV̈ 157C5>8 F0 70?GK5AAO >B@GAV>0F82A8I V 

VAAB20JV8̆A8I VAEFDG@5AFV2 4?O V̈V̈ D50?V70JVW. 

�3V4AB V7 707A0K5ABN @5FBN V 70240AAO@8 >1’є:B>< 4>A;V465==O є E8EF5@0 

@V6A0DB4A8I 2V4ABE8A G Є2DBCV, 7B>D5@0 WW VAHBD@0JV?A0 E>?04B20 O> A52V49є@A8? 

5?5@5AF 7B2AVLAPBW CB?VF8>8 45D6028, 0 ?@54<5B>< 4>A;V465==O є CB?VF8>0 
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VAHBD@0JV?ABW 157C5>8 (D0AJVW 2 G@B20I @V6A0DB4AB-CB?VF8KA8I FD0AEHBD@0JV?, 

A0E0@C5D54 2 >BAF5>EFV DBEV?EP>BW CB2AB@0ELF01ABW 03D5EVW. 

)DBAB?B3VKAV D0@>8 48E5DF0JV?AB3B 4BE?V465AAO BIBC?NNFP C5DVB4 2017 3 

2024 DD., MB 71V30єFPEO 7 K0EB@ CD57845AFEP>BW >045AJVW �.  0>DBA0. 

 5B>48 4>A;V465==O. �?O 28DVL5AAO 70240AP, CBEF02?5A8I G 48E5DF0JVW, 
28>BD8EF0AB 7030?PABA0G>B2V F0 EC5JV0?PAV @5FB48. �B>D5@0, VAB>@8G=88̆ <5B>4 1G2 

28>BD8EF0A8? 4?O 0A0?V7G 7@VA F5IAB?B3V8̆ CB?VF8>8 VAHBD@0JV?ABW 157C5>8 G 

>BAF5>EFV 72'O7>G @8AG?B3B, EPB3B45AAO V @08̆1GFAPB3B, 7@VA CB?VF8>8 VAHBD@0JV?ABW 

157C5>8 (D0AJVW, Є%, �5?8>BW �D8F0AVW F0 !V@5KK8A8; AB@C:BC@=>-

DC=:FV>=0;ь=89 @5FB4 3 4?O 4BE?V465AAO AB2VFAVI F5IAB?B3V8̆ 2C?82G O> JV?VEABV̈ 

E8EF5@8, G D0@>0I O>BV̈ >B6A0 F5IAB?B3VO, O>0 є V̈V̈ EFDG>FGDA8@ 5?5@5AFB@, 28>BAGє 

287A0K5AV HGA>JVV̈ (DB?V), MB ECDO@B20AV A0 704B2B?5AAO 2V4CB2V4A8I CBFD51 

CB?VF8KABV̈ E8EF5@8 7 GD0IG20AAO@ JV?VEABEFV BEF0AAPBV̈ F0 V̈V̈ 270є@B4VV̈ V7 7B2AVLAV@ 

E5D54B28M5@; :><?0@0B82=89 @5FB4 3 4?O CBDV2AOAAO CB?VF8> VAHBD@0JV?ABW 

157C5>8 (D0AJVW, Є%, !�&", �5?8>BW �D8F0AVW, !V@5KK8A8 F0 28B>D5@?5AAO 

>?NKB28I ECV?PA8I I0D0>F5D8EF8>, 0 F0>B6 DB7DB1>8 D5>B@5A40JV? 4?O WI 

G4BE>BA0?5AAO. 

 5B>4 A8AB5<=>3> 0=0;V7C 1G2 28>BD8EF0A8? CV4 K0E DB73?O4G CB?VF8>8 
VAHBD@0JV?ABW 157C5>8 (D0AJVW 2 >BAF5>EFV 4BE?V465AAO WW ABD@0F82A8I, 

VAEF8FGJV?A8I E>?04B28I K0EF8A. %8=B57 28>BD8EFB2G202EO 4?O 28B>D5@?5AAO 

>?NKB28I I0D0>F5DA8I D8E, 70>BAB@VDABEF5? CB?VF8>8 VAHBD@0JV?ABW 157C5>8 

(D0AJG7P>BW $5ECG1?V>8.  5B>4 V=4C:FVW 1G2 70EFBEB20A8? 4?O 0A0?V7G 

VAHBD@0JV?ABW CB?VF8>8 (D0AJVW, �5?8>BW �D8F0AVW, Є% F0 !V@5KK8A8 L?OIB@ 

DB73?O4G WI >?NKB28I E>?04B28I.  5B>4 0=0;>3VW L8DB>B 70EFBEB2G202EO CV4 K0E 

0A0?V7G CB?VF8>8 VAHBD@0JV?ABW 157C5>8 (D0AJVW K5D57 CBDV2AO?PAG CD87@G CB?VF8> 

Є%, !V@5KK8A8 F0 �5?8>BW �D8F0AVW.  5B>4 V25=B-0=0;V7C 402 7@B3G CB10K8F8 F0 
CDB0A0?V7G20F8 CD8K8A8, IV4 CB4V? F0 A0E?V4>8 VAHBD@0JV?AB3B 2C?82G A0 

EBJV0?PAB-CB?VF8KAV CB4VW G (D0AJVW. 

%5D54 EC5JV0?PA8I @5FB4V2, 28>BD8EF0A8I G 40AB@G 4BE?V465AAV, E?V4 

2V47A0K8F8 <5B>4 3@C?C20==O. � 4BCB@B3BN APB3B 1G?B 73DGCB20AB VAHBD@0JVN 
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CDB >?NKB2V >V15D0F0>8 F0 457VAHBD@0JV?AV >0@C0AVW, O>V 74V?EAN20?0 $BEVO CDBF8 

(D0AJVW, '>D0WA8, !V@5KK8A8 F0 �5?8>BW �D8F0AVW. &0>B6 1G?B 28>BD8EF0AB 

3@0DVG=89 <5B>4 7B1D065AAO D57G?PF0FV2 EBJBC8FG20AP 3DB@04EP>BW 4G@>8 F0 

>?NKB28I >V?P>VEA8I CB>07A8>V2, O>V I0D0>F5D87GNFP EH5DG VAHBD@0JV?ABW 157C5>8. 

!0C:>20 3V?>B570: (D0AJVO 281G4B2Gє 2?0EAG A0JVBA0?PAG E8EF5@G 
VAHBD@0JV?ABW 157C5>8 7 GD0IG20AAO@ 7030?PABє2DBC5?EP>8I VAF5D5EV2. (D0AJVO 

CD03A5 70?8L0F8EO >?NKB28@ 3D02J5@ G 287A0K5AAV >?NKB28I A0CDO@V2 F0 

VAEFDG@5AFV2 VAHBD@0JV?ABW 157C5>8 A0E0@C5D54 >D0WA Є2DBC5?EP>B3B %BN7G. 

!0C:>20 =>287=0 4>A;V465==O CB?O30є G 3?81B>B@G 0A0?V7V CB?VF8>8 

VAHBD@0JV?ABW 157C5>8 (D0AJVW G EGK0EA8I @V6A0DB4A8I 2V4ABE8A0I. �8E5DF0JV?A0 

DB1BF0 DB73?O40є 0>FG0?PAV F5A45AJVW F5BDVW F0 CD0>F8>8 7B2AVLAPBW F0 157C5>B2BW 

4VO?PABEFV A0 F?V DBEV?EP>BW 703DB78 A0 є2DBC5?EP>B@G >BAF8A5AFV. �B>D5@0, ?45FPEO 

CDB 4BE?V465AAO ABD@0F82A8I F0 VAEF8FGJV?A8I BEAB2 CB?VF8>8 VAHBD@0JV?ABW 

157C5>8 (D0AJVW 2 EGK0EA8I G@B20I, DB73?O4 WI G 270є@B729O7>G 7 >BA>D5FA8@8 

CD8>?040@8 703DB7 F0 28>?8>V2 VAHBD@0JV?AV? 157C5JV (D0AJG7P>BW $5ECG1?V>8.  

�DV@ FB3B, A0G>B20 AB287A0 CB?O30є 2 4BE?V465AAV C8F0AP VAHBD@0JV?ABW 

157C5>8 A5 7 F5IAVKAB3B CB3?O4G, 0 7 GD0IG20AAO@ K8E?5AA8I CB?VF8KA8I, EBJV0?PAB-

5>BAB@VKA8I V @V6A0DB4A8I K8AA8>V2. &0>, 4BE?V465AB O> D503G20?0 E8EF5@0 

VAHBD@0JV?ABW 157C5>8 (D0AJVW 2 G@B20I E>?04A8I CB?VF8KA8I CDBJ5EV2, 7B>D5@0 

281BDK8I F0 FD0AEHBD@0JVW 35BCB?VF8KAB3B CBDO4>G, O> JO E8EF5@0 040CFGєFPEO 4B 

F5IAB?B3VKAB3B CDB3D5EG V O> 2BA0 D503Gє A0 DBEV?EP>G EFD0F53VN 3V1D84ABW 2V?A8. 

�0 D57G?PF0F0@8 48E5DF0JV?ABW DB1BF8 EHBD@G?PB20AB 02FBDEP>V BEAB2AV 

CB?B65AAO, O>V @VEFOFP 5?5@5AF8 A0G>B2BW AB287A8 F0 28ABEOFPEO A0 70I8EF. 

"EAB2A8@8 7 A8I є F0>V:  

GC9DL9:  

- >B@C?5>EAB 4BE?V465AB A0 EGK0EAB@G 5F0CV CB?VF8>G VAHBD@0JV?ABW 157C5>8 

(D0AJVW O> G WW 2AGFDVLAPB@G A0JVBA0?PAB@G 28@VDV, F0> V 2 >BAF5>EFV ?V45DEF20 

(D0AJVW 2 Є% F0 JV?5ECDO@B20ABW EFD0F53VW BHVJV?AB3B #0D860 7 CBE8?5AAO 2?0EABW 

35BCB?VF8KABW DB?V; 
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- E8EF5@0F87B20AB G CD8>?04AB@G 28@VDV BEB1?82BEFV F0 >?NKB2V E>?04B2V 

CB?VF8>8 VAHBD@0JV?ABW 157C5>8 (D0AJVW O> A01BDG CV4IB4V2 F0 CD0>F8>, O>V @B6GFP 

1GF8 28>BD8EF0AV '>D0WABN 4?O 7@VJA5AAO 2?0EABW VAHBD@0JV?ABW 157C5>8, 7B>D5@0 

2 >BAF5>EFV CB2AB@0ELF01ABW 03D5EVW $BEVW. &0>B6 284V?5AB FV A0CDO@8 ECV2CD0JV 

@V6 42B@0 45D6020@8, O>V @B6GFP 1GF8 A0?1V?PL C5DEC5>F82A8@8 4?O '>D0WA8 

MB4B CBE8?5AAO E2B3B VAHBD@0JV?AB-F5IAB?B3VKAB3B CBF5AJV0?G; 

- @5FB4B@ >B@C0D0F82AB3B 0A0?V7G CDB2545AB CBDV2AOAAO 0>FG0?PA8I CB?VF8> 

VAHBD@0JV?ABW 157C5>8 ?V45DV2 Є2DBC8 3 (D0AJVW, !V@5KK8A8 F0 �5?8>BW �D8F0AVW, 

MB 4B72B?8?B 28B>D5@8F8 >?NKB2V «C?NE8» F0 «@VAGE8» CV4IB4V2 J8I 45D602, MB 

E2BєN K5D3BN 4B72B?8?B 7DB18F8 A5B1IV4AV 28EAB2>8 4?O G4BE>BA0?5AAO CB?VF8>8 

VAHBD@0JV?ABW 157C5>8 '>D0WA8. 

G8BE>BA4?9AB: 

- DB7G@VAAO 45D602ABW CB?VF8>8 (D0AJVW G EH5DV A0JVBA0?PABW 157C5>8, 

7B>D5@0 HB>GE A0 VAHBD@0JV?AV? E>?04B2V? 4B72B?82 CB>D0M8F8 A0G>B2G 

«2V7G0?V70JVN» F0>BW CB?VF8>8 O> E>?04ABW, >B@C?5>EABW E8EF5@8, O>0 BC8D0єFPEO A0 

28>BD8EF0AAO (D0AJVєN «DB7G@ABW E8?8» O> >?NKB2B3B H0>FBDG A0DBMG20AAO 

2?0EAB3B 35BCB?VF8KAB3B 2C?82G; 

- DB7G@VAAO EC5J8HV>8 E8AIDBAV70JVW CB?VF8> VAHBD@0JV?ABW 157C5>8 

A0JVBA0?PAB3B 0>FBD0-K?5A0 Є% F0 157CBE5D54APB Є2DBC5?EP>B3B %BN7G O> 

BD30AV70JVW. !0 CD8>?04V (D0AJVW CDB45@BAEFDB20AB CDBJ5E C0D0?5?PAB3B 

E>BBD48AB20AB3B DGIG A0JVBA0?PA8I CB?VF8> F0 є2DBC5?EP>BW EFD0F53VW; 

- 0A0?V7 CB?VF8>8 VAHBD@0JV?ABW 157C5>8 (D0AJVW O> E>?04ABW E8EF5@8 

EG19є>FV2, O>V 2>?NK0NFP O> 45D602G, F0> V CD820FA8I 0>FBDV2, 3DB@04EP>VEFP, 

7B>D5@0 H0>FK5>VA3B2V BD30AV70JVW F0 � �. *5 4B72B?8?B DB73?OAGF8 VAHBD@0JV?AG 

157C5>G O> >B@C?5>EAG 5>BE8EF5@G. 

A45G?B CB84?ьLB7B DB;6<F>G:  

- 4BE?V465AAO CB?VF8>8 VAHBD@0JV?ABW 157C5>8 A0 A04A0JVBA0?PAB@G F0 

A0JVBA0?PAB@G DV2AOI, V 2EF0AB2?5AB, MB 2 G@B20I CB3?81?5AAO VAF53D0JVW 

2E5D548AV Є2DBC5?EP>B3B %BN7G 206?82BN є ECV2CD0JO F0 @0>E8@0?PA0 
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>BBD48A0JVO 7GE8?P A0JVBA0?PA8I 45D602 F0 A04A0JVBA0?PA8I VAEF8FGJV? 704?O 

5H5>F82ABW CDBF84VW EGK0EA8@ VAHBD@0JV?A8@ 28>?8>0@;  

- 4BE?V465AAO 7B2AVLAPBW CB?VF8>8 (D0AJVW, G K0EF8AV WW VAHBD@0JV?AB3B 

A0CB2A5AAO, 2 G@B20I FD0AEHBD@0JVW E8EF5@8 @V6A0DB4A8I 2V4ABE8A, 7B>D5@0 

7DBEF0AAO@ DV2AO 3V1D84870JVW 703DB7 7 0>J5AFB@ A0 VAHBD@0JV?AB-F5IAB?B3VKAG 

E>?04B2G. �B2545AB 206?82VEFP L284>BW 040CF0JVW 45D6028, CD820FAB3B E5>FBDG F0 

3DB@04EP>BEFV 4B AB28I 28>?8>V2 F0 VAHBD@0JV?AB-F5IAB?B3VKAB3B CBEFGCG O> 

A5B1IV4ABW G@B28 «286820AAO» 2 EGK0EA8I D50?VOI 3?B10?PAB3B VAHBD@0JV?AB3B 

CDBF81BDEF20;  

- 287A0K5AAO >?NKB28I >B@CBA5AFV2 CB?VF8>8 VAHBD@0JV?ABW 157C5>8 (D0AJVW 

A0 ABD@0F82AB-CD02B2B@G F0 VAEF8FGJV?AB@G DV2AOI 2 EH5D0I CDBF84VW 

457VAHBD@0JVW F0 >V15D0F0>0@. !0 BEAB2V JPB3B 70CDBCBAB20AB 28EAB2>8 4?O 

G4BE>BA0?5AAO CB?VF8>8 VAHBD@0JV?ABW 157C5>8 '>D0WA8 O> B4AVєW 7 A5B1IV4A8I 

G@B2 C5D5@B38 G DBEV?EP>B-G>D0WAEP>V? 2V?AV.  

"45@60=V @57C;ьB0B8 <>6CBь 7=09B8 A2>є ?@0:B8G=5 70AB>AC20==O 2 

A0G>B28I 4BE?V465AAOI EGK0EABW CB?VF8>8 VAHBD@0JV?ABW 157C5>8. *5 4BE?V465AAO 

@B65 1GF8 206?828@ 4?O CB>D0M5AAO DB7G@VAAO CDBJ5EV2 3?B10?V70JVW, 2C?82G 

VAHBD@0JV?A8I F5IAB?B3V? F0 DB728F>G VAHBD@0JV?AB3B EGECV?PEF20. $B7G@VAAO EGFV 

BC5D0JV? 2C?82G F0 BEB1?82BEF5? DB728F>G @54V0CDBEFBDG є >?NKB28@ 5?5@5AFB@ 

4?O 1G4V2A8JF20 EFD0F53VKABW VAHBD@0JV?ABW EFV?>BEFV 45D6028 F0 70CB1V30AAO 

D50?V70JVW @0ELF01A8I 457VAHBD@0JV?A8I >0@C0AV? 2 WW VAHBD@0JV?AB@G CDBEFBDV. 

�8EAB2>8 70 D57G?PF0F0@8 3?81B>B3B 282K5AAO F5@8 є >BD8EABN BEAB2BN 4?O 

CB40?PL8I 4BE?V465AP V @B6GFP 1GF8 2D0IB20AV G 4VO?PABEFV 48C?B@0F8KA8I 

GEF0AB2 F0  VAVEF5DEF20 70>BD4BAA8I ECD02 '>D0WA8 G ECV2CD0JV 7 @V6A0DB4A8@8 

BD30AV70JVO@8, 0?POAE0@8 F0 C0DFA5D0@8. &0>B6 2BA8 @B6GFP EF0F8 206?828@ 

465D5?B@ VAHBD@0JVW 4?O GDO4B28I, CB?VF8KA8I F0 3DB@04EP>8I VAEF8FGJV?, 

70?AOF8I EFD0F53VKA8@ C?0AG20AAO@ A0JVBA0?PABW 157C5>8 F0 B1BDBA8, V 1GF8 

2D0IB20AV G CDBJ5EV 24BE>BA0?5AAO %FD0F53VW >V15D157C5>8 F0 �B>FD8A8 

VAHBD@0JV?ABW 157C5>8 '>D0WA8. 
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">DV@ JPB3B, D57G?PF0F8 @B6GFP 1GF8 28>BD8EF0AV G>D0WAEP>8@8 @54V0 F0 

H0>FK5>VA3B28@8 BD30AV70JVO@8 4?O 27OFFO A0 B71DBєAAO 4BE2V4G (D0AJVW, 7B>D5@0 

45D6028, CD820FAB3B E5>FBDG, 3DB@04EP>BEFV 4?O G4BE>BA0?5AAO 2?0EABW DB1BF8 

MB4B 1BDBFP18 7 457VAHBD@0JVєN.  

�?@>10FVO @57C;ьB0BV2 4>A;V465==O. "EAB2AV D57G?PF0F8 A0G>B2B3B 
4BE?V465AAO 1G?8 28E2VF?5AV A0 @V6A0DB4A8I A0G>B2B-CD0>F8KA8I >BAH5D5AJVOI. 

� E0@5: @V6A0DB4AV? A0G>B2B-CD0>F8KAV? >BAH5D5AJVW EFG45AFV2, 0ECVD0AFV2 V 

@B?B48I 2K5A8I «�>FG0?PAV CDB1?5@8 @V6A0DB4A8I 2V4ABE8A 2021» (28 6B2FAO 

2021D., @. �8W2); @V6A0DB4AV? A0G>B2B-CD0>F8KAV? >BAH5D5AJVW EFG45AFV2, 

0ECVD0AFV2 V @B?B48I 2K5A8I «,52K5A>V2EP>0 25EA0 2021» (29 15D57AO 2021D., @. 

�8W2); @V6A0DB4AV? A0G>B2B-CD0>F8KAV? VAF5DA5F->BAH5D5AJVW «%GK0EAV 703DB78 

3?B10?PAV? F0 D53VBA0?PAV? 157C5JV» (29 6B2FAO 2023 D., @. "45E0); @V6A0DB4AV? 

A0G>B2B-CD0>F8KAV? >BAH5D5AJVW EFG45AFV2, 0ECVD0AFV2 V @B?B48I 2K5A8I 

«�>FG0?PAV CDB1?5@8 @V6A0DB4A8I 2V4ABE8A 2023» (1 3DG4AO 2023 D., @. �8W2); VI 

@V6A0DB4AV? A0G>B2B-CD0>F8KAV? >BAH5D5AJVW «Current challenges of science and 

education» (12-14 ?NFB3B 2024 D., @. �5D?VA, !V@5KK8A0); III @V6A0DB4AV? A0G>B2B-

CD0>F8KAV? >BAH5D5AJVW «Science and society: modern trends in a changing world» (19-

21 ?NFB3B 2024 D., @. �V45AP, �2EFDVO). 

#C1;V:0FVW. �0 D57G?PF0F0@8 4BE?V465AAO BCG1?V>B20AB 11 A0G>B28I CD0JP, 0 

E0@5: 5 A0G>B28I EF0F5?, 7 O>8I 4 EF0FFV 3 G H0IB28I 2840AAOI '>D0WA8, 1 EF0FFO 3 2 

VAB75@AB@G A0G>B2B@G 2840AAV, 6 CG1?V>0JV8̆, O>V 4B40F>B2B 2V4B1D060NFP A0G>B2V 

D57G?PF0F8 48E5DF0JV?AB3B 4BE?V465AAO. 

%B@C:BC@0 48A5@B0FVW. �8E5DF0JV?A5 4BE?V465AAO E>?040єFPEO 7 C5D5?V>G 
G@B2A8I E>BDBK5AP, 2EFGCG, FDPBI DB74V?V2 F0 28EAB2>V2 4B A8I, 7030?PA8I 

28EAB2>V2, EC8E>G 28>BD8EF0A8I 465D5? F0 4B40F>V2. �030?PA8? B1EO3 48E5DF0JVẄ 3 

225 EFBDVAB>. "1EO3 BEAB2AB3B F5>EFG 3 162 EFBDVA>8. %C8EB> 28>BD8EF0A8I 465D5? 

2>?NK0є 333 A0?@5AG20AAO. 
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$"���� 1 

&�"$�&�+!� &�  �&"�"�"��+!� ��%��� �"%�����!!/ 
#"��&��� �!("$ �*��!"� ���#��� 

 

1.1. &5>@5B8:>-<5B>4>;>3VG=V ?V4E>48 4> 282G5==O V=D>@<0FV9=>W 157?5:8 2 
<V6=0@>4=V9 ?>;VB8G=V9 =0CFV 

 

� BEF0AAV DB>8 VAF5AE82AVEFP 35A5DG20AAO F0 ECB6820AAO VAHBD@0JVW 7A0KAB 

7DBE?0 G 2EVI EH5D0I EGECV?PAB3B 68FFO, 2>?NK0NK8 A0G>B2B-F5IAVKAG, EBJV0?PAG, 

CB?VF8KAG F0 5>BAB@VKAG. #DBJ5E8 71BDG, A0>BC8K5AAO, C5D5DB1>8 F0 

DB7CB2EN465AAO VAHBD@0JVW A0D07V @0>E8@0?PAB VAF53DB20AV 2 DB1BFG CD0>F8KAB 

GEVI EG19є>FV2 E8EF5@8 @V6A0DB4A8I 2V4ABE8A, O> A0JVBA0?PA8I 45D602, 

@V6A0DB4A8I VAF53D0JV?A8I GF2BD5AP, F0> V 1V7A5EG, 3DB@04EP>B3B E5>FBDG, O>V 

CBK8A0NFP 2V4V3D020F8 4540?V 1V?PLG DB?P 2 @V6A0DB4AB@G 68FFV. *O F5A45AJVO @0є 

E2BW D878>8, 0465 VAHBD@0JVO 2B?B4Vє CBFG6A8@ 45EF01V?V7GNK8@ CBF5AJV0?B@ 

K5D57 E2BW @0?65 A5B1@565AV @B6?82BEFV 2C?82G A0 VA482V4GG@V2 V EGECV?PEF2B 

7030?B@. �BE?V465AAO, CDB2545A5 World Economic Forum CB>07Gє, MB E2VF A0D07V 

DB7JVANє 457VAHBD@0JVN, 735A5DB20AG «LFGKA8@ VAF5?5>FB@» F0 >V15D0F0>8 B4A8@ 

V7 5-F8 3?B10?PA8I FBC-D878>V2 4?O E2VFB2B3B DB728F>G. ">DV@ JPB3B, G65 EPB3B4AV 

E2VFB20 3DB@04EP>VEFP A07820є 457VAHBD@0JVN F0 A570I8M5AVEFP 2 >V15DCDBEFBDV 

B4A8@ 7 FBC-10 3?B10?PA8I D878>V2 2 >BDBF>BEFDB>B2V? F0 4B23BEFDB>B2V? 

C5DEC5>F820I (482. �B40FB> �). 

'DO48 >V?P>BI >D0WA, 2>?NK0NK8 Є%, 287A0NFP, MB H5?>B2V AB28A8 EF0NFP 

2E5 1V?PLBN 703DB7BN 2 G@B20I 4B@VAG20AAO J8HDB28I C?0FHBD@ F0 AB28I @54V0. 

�D0WA8 Є% 4BIB4OFP 28EAB2>G, MB DB7CB2EN465AAO 457VAHBD@0JVW @B65 CV4VD20F8 

?53VF8@AVEFP AB28I GDO4V2, ECDB2B>G20F8 @0EB2V CDBF5EF8 F0 F5DBD8EF8KAV 0>JVW. !0 

4G@>G 3B?B28 World Economic Forum %004VW �0IV4V, EFDV@>8? DVEF «E8AF5F8KAB3B 

VAF5?5>FG» CV4 K0E 281BDK8I >0@C0AV? @B65 EF0F8 ECD026APBN 281GIB2BN 

EG@VLLN 2 VAHBD@0JV?AB@G E5D54B28MV (The Global Risks. Report 2024, 2024, E. 7).  
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�VDFG0?V70JVO EGECV?PAB-CB?VF8KA8I 2V4ABE8A 157EG@AV2AB EF0?0 B4A8@ V7 

@530FD5A4V2 3?B10?PAB3B DB728F>G, CBDO4 7 F0>8@8 FD5A40@8 O> 3?B10?V70JVO, 

45@B>D0F870JVO, VAF53D0JVO, 0 F0>B6, O> 2V47A0K0NFP A0G>B2JV, 7A865AAO EFGC5AO 

70I8M5ABEFV ?N4EF20, 2VDFG0?V70JVO EGECV?PAB-CB?VF8KA8I 2V4ABE8A, >D870 

VAEF8FGFG 3?B10?PAB3B ?V45DEF20, 7@VA0 CB?VF8KABW EFDG>FGD8 E2VFG, GAV25DE0?V70JVO 

@V3D0JV?A8I CBFB>V2, C5D5@VM5AAO J5AFDG E2VFB2B3B DB728F>G, VA25DEVO 

HGA40@5AF0?PA8I JVAABEF5? FBMB. %2BєN K5D3BN F0>V «VAHBD@0JV?AV» @530FD5A48 

3?B10?PAB3B DB728F>G O> C5D5IV4 4B VAHBD@0JV?AB3B EGECV?PEF20, >V15DA5F8KA0 

D52B?NJVO, 7DBEF0AAO DB?V @5D56528I EFDG>FGD F0 VALV, 74V?EANNFP 7A0KA8? 2C?82 

A0 @530FD5A48 E2VFB2BW CB?VF8>8 (�BCC5?P & #0DIB@KG>, 2022, E. 10-15). 

%0@5 FB@G 28A8>0NFP F0>V AB2V >BAJ5CJVW O> «>V15D157C5>0» F0 «VAHBD@0JV?A0 

157C5>0», 0>FG0?PAVEFP 4BE?V465AAO O>8I FV?P>8 7DBEF0є (�E@0??B2, 2016, E. 32-33). 

%PB3B4AV VAHBD@0JV?A0 157C5>0 EF0є >?NKB28@ H0>FBDB@ GECVLAB3B 

74V?EA5AAO 7B2AVLAPBCB?VF8KABW EFD0F53VW 45D6028 F0 70157C5K5AAO 157C5>8 

45D6028 2V4 7B2AVLAVI 703DB7 7030?B@, 2EF0AB2?NNK8 AB2V BDVєAF8D8 WW 

7B2AVLAPBCB?VF8KABW CB254VA>8, FD0AEHBD@GNK8 728KAV >D8F5DVW BJVA>8 DB?V F0 

ECV22V4ABL5AAO 2V?EP>B2BW @B3GFABEFV F0 CB?VF8KA8I @B6?82BEF5? G D50?V70JVW 

35BCB?VF8KA8I VAF5D5EV2, 7VF>A5AAO O>8I C5D5F2BDNє VAHBD@0JV?A5 CDBF81BDEF2B 70 

?V45DEF2B 2 VAHBD@0JV?AV? 2V?AV. ' 72'O7>G 7 J8@ VAHBD@0JV?AG 157C5>G F5C5D 

DB73?O40NFP O> B>D5@8? F0 >?NKB28? 5?5@5AF A0JVBA0?PABW 157C5>8 

(�B?JVIB2EP>8?, 2020, E. 281-288).  

-B 6 4B 45HVAVJV? CBAOFFO «VAHBD@0JV?A0 157C5>0», FB FGF 107B28@ є 

287A0K5AAO, 2EF0AB2?5A5 %FD0F53VєN VAHBD@0JV?ABW 157C5>8 '>D0WA8, 70F25D465ABW 

G>07B@ #D57845AF0 '>D0WA8 2V4 28 3DG4AO 2021 DB>G. �BA0 287A0K0є VAHBD@0JV?AG 

157C5>G O> «E>?04B2G K0EF8AG A0JVBA0?PABW 157C5>8 '>D0WA8, EF0A 70I8M5ABEFV 

45D602AB3B EG25D5AVF5FG, F5D8FBDV0?PABW JV?VEABEFV, 45@B>D0F8KAB3B 

>BAEF8FGJV?AB3B GEFDBN, VAF5D5EV2 ?N48A8 F0 45D6028, 70 O>B3B 2 CBFDV1AV? @VDV 

70157C5KGNFPEO CD020 V E2B1B48 ?N48A8 A0 DB1BFG 7 VAHBD@0JVєN, 4BEFGC 4B 

4BEFB2VDABW F0 B1'є>F82ABW VAHBD@0JVW, VEAGє 5H5>F82A0 E8EF5@0 70I8EFG V CDBF84VW 

A0A5E5AAN L>B48 K5D57 CBL8D5AAO A530F82A8I VAHBD@0JV?A8I 2C?82V2, 7B>D5@0 
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E>BBD48AB20A5 CBL8D5AAO A54BEFB2VDABW VAHBD@0JVW, 45EFDG>F82ABW CDBC030A48, 

VAL8I VAHBD@0JV?A8I BC5D0JV?, A5E0A>JVBAB20A5 DB7CB2EN465AAO, 28>BD8EF0AAO ? 

CBDGL5AAO JV?VEABEFV VAHBD@0JVW 7 B1@565A8@ 4BEFGCB@». &0>5 287A0K5AAO 

45@BAEFDGє, MB 45D6020 DB73?O40є VAHBD@0JV?AG 157C5>G O> >B@C?5>EAG E8EF5@G, 

45 є @VEJ5 O> «F5IAVKA8@» 0EC5>F0@, 7B>D5@0 ?45FPEO CDB 70I8M5AVEFP E8EF5@, F0> V 

«A0D0F82A8@» 3 >B?8 ?45FPEO CDB CBL8D5AAO A54BEFB2VDABW VAHBD@0JVW (#DB 

DVL5AAO $048 A0JVBA0?PABW 157C5>8 V B1BDBA8 '>D0WA8 2V4 15 6B2FAO 2021 DB>G 

«#DB %FD0F53VN VAHBD@0JV?ABW 157C5>8», 2021). 

/>MB G>D0WAEP>0 45D6020 DB73?O40є «VAHBD@0JV?AG 157C5>G» O> EF0A, FB 

Є2DBC5?EP>8? %BN7 0>J5AFGє A0 CDBJ5EV. &0>, Є2DBC5?EP>5 035AFEF2B 7 @5D5652BW 

F0 VAHBD@0JV?ABW 157C5>8 (ENISA), O>5 є >?NKB28@ BD30AB@ Є%, 2V4CB2V40?PA8@ 70 

VAHBD@0JV?AG 157C5>G BD30AV70JVW, 287A0K0є «VAHBD@0JV?AG 157C5>G» O> 70I8EF 

VAHBD@0JVW F0 VAHBD@0JV?A8I E8EF5@ 2V4 A502FBD87B20AB3B 4BEFGCG, 28>BD8EF0AAO, 

DB7>D8FFO, CBDGL5AP, @B48HV>0JVW K8 7A8M5AAO, CB>?8>0A8@ 70157C5K8F8 

>BAHV45AJV?AVEFP, JV?VEAVEFP F0 4BEFGCAVEFP VAHBD@0JVW F0 VAHBD@0JV?A8I E8EF5@. 

/> @8 10K8@B, 45HVAVJVO ENISA @0є 1V?PL CD8>?04A8? I0D0>F5D V 7BE5D5465A0 A0 

>BA>D5FA8I 4VOI («INFOSEC», 1. 4.). &B@G FGF 206?828@ є CBEFGCB20 E8AIDBAV70JVO 

F?G@0K5AAO CBAOFFO «VAHBD@0JV?A0 157C5>0» 2 >BAF5>EFV DGIG '>D0WA8 4B A01GFFO 

K?5AEF20 2 Є2DBC5?EP>B@G %BN7V.  

%IB65 «VAHBD@0JV?AG 157C5>G» FD0>FGє V "D30AV70JVO "19є4A0A8I !0JV? 

(""!). �B>D5@0, 2BA0 287A0K0є F0>G 157C5>G O> 48EJ8C?VAG D878>-@5A546@5AFG, 

O>0 EFBEGєFPEO 70I8EFG >BAHV45AJV?ABEFV, JV?VEABEFV F0 4BEFGCABEFV VAHBD@0JVW, 0 

F0>B6 E8EF5@, O>V WW 715DV30NFP, B1DB1?ONFP V C5D540NFP. �07A0K8@B, MB E0@5 

JV?VEAVEFP, >BAHV45AJV?AVEFP F0 4BEFGCAVEFP VAHBD@0JVW 287A0K0NFPEO @V6A0DB4ABN 

ECV?PABFBN, A0 CD8>?04V Є% F0 ""!, O> 3B?B2A0 JV?P VAHBD@0JV?ABW 157C5>8, 0 E0@0 

6 VAHBD@0JV?A0 157C5>0 F?G@0K8FPEO E0@5 O> A01VD VAEFDG@5AFV2, 70EB1V2 70I8EFG 

(Information Security Policy Directive for the United Nations Secretariat, 2013).  

�0G2068@B, MB 0A0?B3VKA5 287A0K5AAO «VAHBD@0JV?ABW 157C5>8» 70>DVC?5A5 G 

70>BAB402EF2V CDB2V4ABW 45D6028 E2VFG 3 %CB?GK5A8I ,F0FV2 �@5D8>8 (%,�), O>0 

F56 0>J5AFGє A0 CD8>?04AV?, CD0>F8KAV? EGFABEFV JPB3B CBAOFFO («Information 
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security», 1. 4.). !0 F0>B@G I0D0>F5DV «VAHBD@0JV?ABW 157C5>8» 0>J5AFGNFP V 25?8>V 

CD820FAV VAHBD@0JV?AV >B@C0AVW. �B>D5@0, B4AV 7 A0?1V?PL8I VAHBD@0JV?A8I 

>B@C0AV? E2VFG Microsoft F0 CISCO CDO@B 287A0K0NFP «VAHBD@0JV?AG 157C5>G» O> 

A01VD VAEFDG@5AFV2 F0 CDBJ5EV2, EF2BD5A8I V 704VOA8I 4?O 70I8EFG KGF?82BW 

VAHBD@0JVW 2V4 @B48HV>0JV?, WW CBDGL5AP, 7A8M5AAO F0 2V4EF565AAO. ">DV@ JPB3B, 

>B@C0AVO 284V?Oє BEAB2AV F8C8 VAHBD@0JV?ABW 157C5>8: 

- 70I8EF CDB3D0@AB3B 70157C5K5AAO, 7B>D5@0 251 F0 @B1V?PA8I 4B40F>V2, 0 

F0>B6 VAF5DH5?EV2 CDB3D0@G20AAO CDB3D0@. *O DB1BF0 C5D5410K0є CBLG> 

2D07?82BEF5?, O>V @B6GFP 1GF8 28>BD8EF0AV I0>5D0@8 4?O 7?0@G20AAO 4B40F>V2, F0 

WI GEGA5AAO (API); 

- 70I8EF «I@0D», 2 O>8I 715DV30єFPEO VAHBD@0JVO. �45FPEO CDB 70I8EF 

2VDFG0?PAB3B ECV?PAB3B CDBEFBDG, 2 O>B@G C0DFA5D8 K8 ECV2DB1VFA8>8 B4AVєW 

>B@C0AVW ECV?PAB CD0JNNFP 7 B4A8@8 ? F8@8 6 J8HDB28@8 VAEFDG@5AF0@8; 

- >D8CFB3D0HVO, 7B>D5@0 28>BD8EF0AAO L8HDG20AAO 4?O 70I8EFG VAHBD@0JVW. 

#D8>?04B@ F0>B3B F8CG VAHBD@0JV?ABW 157C5>8 є J8HDB28? CV4C8E, O>8? 

28>BD8EFB2GєFPEO 4?O 02FBD87B20AB3B F0 >BAHV45AJV?AB3B 2IB4G >BD8EFG20KV2 4B 

E8EF5@8; 

- VAHD0EFDG>FGD0 VAHBD@0JV?ABW 157C5>8 2>?NK0є DB1BFG A04 70I8EFB@ 

2AGFDVLAPBW F0 7B2AVLAPBW @5D56V, F5IAVKA8I ?01BD0FBDV?, 40F0-J5AFDV2, E5D25DV2; 

- D503G20AAO A0 VAJ845AF8. *5? F8C VAHBD@0JV?ABW 157C5>8 C5D5410K0є 

@BAVFBD8A3 F0 2V4EF56G20AAO CBF5AJV?AB L>V4?828I 4V?, FB1FB H0>F8KAB J5 DB1BF0 

A04 CD525AJVєN A5157C5KA8I I0>5DEP>8I 4V?; 

- @5A546@5AF 2D07?82BEF5? C5D5410K0є BJVA>G 2D07?82BEF5? CDB3D0@AB3B 

70157C5K5AAO F0 EF2BD5AAO 5H5>F82AB3B C?0AG WI @VAV@V70JVW K8 GEGA5AAO ("What Is 

Information Security?", 1. 4.). 

#BCD8 BK5284AG «1V7A5EB2G» ECDO@B20AVEFP 287A0K5AAO F0 F8CB?B3V70JVW, 0 

F0>B6 0>J5AF 40AB3B 4BE?V465AAO A0 «45D602AV?» HBD@V «VAHBD@0JV?ABW 157C5>8», 

DB7G@VAAO CB3?O4G CD820FAB3B E5>FBDG A0 F0>G 157C5>G є HGA40@5AF0?PA8@ 2 

EGK0EA8I D50?VOI. �465 EPB3B4AVLAO VAHBD@0JV?A0 157C5>0 45D6028 3 J5 265 A5 
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FV?P>8 157C5>0 45D602A8I VAHBD@0JV?A8I E8EF5@ F0 157CBE5D54APB VAHBD@0JVW, 0 

E>?04A0 5>BE8EF5@0, O>0 2>?NK0є O> 45D602G, F0> V DV7AV EH5D8 EGECV?PEF20. 

-B4B G>D0WAEP>BW A0G>B2BW L>B?8, FB A0G>B25JP �. �GD>B2EP>8? 287A0K0є 

A0JVBA0?PAG VAHBD@0JV?AG 157C5>G 2 '>D0WAV O> >B@C?5>E EBJV0?PA8I 2V4ABE8A, MB 

EFBEGNFPEO 70I8EFG >D8F8KAB 206?828I VAF5D5EV2 3DB@04OA F0 >D0WA8 2V4 

CBF5AJV?A8I F0 D50?PA8I 703DB7 2 VAHBD@0JV?AB@G CDBEFBDV. *V 2V4ABE8A8 A5B1IV4AV 

4?O 70157C5K5AAO 70I8EFG V DB728F>G 4GIB2A8I V @0F5DV0?PA8I JVAABEF5? A0JVW, 0 

F0>B6 4?O CDB3D5E82AB3B DB728F>G '>D0WA8. *5? 70I8EF V DB728FB> 287A0K0NFPEO 

5H5>F82ABN VAHBD@0JV?ABN CB?VF8>BN, 30D0AFVO@8, BIBDBABN, B1BDBABN V 

70I8EFB@ A0JVBA0?PA8I VAF5D5EV2 >D0WA8 (�GD>B2EP>8?, 2004). 

�V4CB2V4AB 4B 287A0K5AAO �. �G>'OAB2BW F0 �. �0GF0D0, VAHBD@0JV?A0 157C5>0 

3 J5 EF0A 70I8M5ABEFV VAHBD@0JV?AB3B E5D54B28M0 EGECV?PEF20, O>8? 70157C5KGє 

?B3B HBD@G20AAO, 28>BD8EF0AAO F0 DB728FB> A0 >BD8EFP 3DB@04OA, BD30AV70JV? V 

45D6028. �AHBD@0JV?A5 E5D54B28M5, MB BIBC?Nє EH5DG 4VO?PABEFV GK0EA8>V2 

VAHBD@0JV?A8I 2V4ABE8A, DB73?O40єFPEO O> >B@C?5>EA0 E8EF5@0, O>0 2>?NK0є 2 E515 

EF2BD5AAO V DB7CB2EN465AAO VAHBD@0JVW, HBD@G20AAO VAHBD@0JV?A8I D5EGDEV2, 

ECB6820AAO VAHBD@0JVW, 0 F0>B6 70157C5KG20?PAV 5?5@5AF8, F0>V O> VAHBD@0JV?AV 

E8EF5@8 F0 F5IAB?B3VW, O>V 30D0AFGNFP A54BFBD>0AVEFP VAHBD@0JVW 3 VAHBD@0JV?ABW 

157C5>8 (�G>'OAB20 & �0GF0D, 2013, E. 97-101). 

%2BєN K5D3BN #. �V?5AKG> BI0D0>F5D87G202 VAHBD@0JV?AG 157C5>G O> EF0A 

70I8M5ABEFV VAHBD@0JV?AB3B E5D54B28M0 EGECV?PEF20, ECDO@B20A8? A0 

70157C5K5AAO ?B3B HBD@G20AAO, 28>BD8EF0AAO V DB728FB> 2 VAF5D5E0I BEB18, 

EGECV?PEF20 V 45D6028. *O >0F53BDVO 2>?NK0є DV7AB@0AVFAV BD30AV70JV?AV, EBJV0?PAB-

5>BAB@VKAV F0 CD02B2V @5I0AV7@8, ECDO@B20AV A0 CV4FD8@>G EF0?B3B DB728F>G 

EGECV?PEF20 V 45D6028.  

#. �V?5AKG> 22060є, MB 157C5>0 2 VAHBD@0JV?AV? EH5DV C5D5410K0є A87>G 

70IB4V2. � E0@5: 

- 70157C5K5AAO VAHBD@0JV?AB3B EG25D5AVF5FG; 

- G4BE>BA0?5AAO 45D602AB3B D53G?N20AAO L?OIB@ EF2BD5AAO HVA0AEB28I V 

CD02B28I G@B2 4?O 28DB1?5AAO F0 70EFBEG20AAO EGK0EA8I F5IAB?B3V?; 
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- 70157C5K5AAO 4BEFGCG 4B CG1?VKABW VAHBD@0JVW; 

- DB728FB> 45D602ABW VAHBD@0JV?ABW VAHD0EFDG>FGD8, V 2B4ABK0E 70CB1V30AAO 

E202V?PAB@G 2FDGK0AAN BD30AV2 2?048 G HGA>JVBAG20AAO � �; 

- 70I8EF A0JVBA0?PAB3B VAHBCDBEFBDG; 

- 70CB1V30AAO @BABCB?VW 45D6028 2 VAHBD@0JV?AV? EH5DV (�V?5AKG>, 2018). 

">D5@B E?V4 A03B?BE8F8 A0 206?82BEFV DB7@56G20AAO CBAOFP «VAHBD@0JV?A0 

157C5>0» F0 «>B@GAV>0F82A0 157C5>0». "EF0AAO DB7G@VєFPEO EGK0EA8@8 

4BE?V4A8>0@8 O> 157C5>0 ?N48A8 2 VAHBD@0JV?AG 5CBIG, 45 F5IAB?B3VW K0EFB-3GEFB 

703DB6GNFP ?N48AV F0 WW CE8IVJV. %PB3B4AV >?NKB28@ C8F0AAO@ >B@GAV>0F82ABW 

157C5>8 є 70I8EF 2V4 457VAHBD@0JVW, O>0 CD03A5 I0BF87G20F8 E2V4B@VEFP ECB6820KV2 

VAHBD@0JVW 704?O EF2BD5AAO ECD8OF?82B3B �DGAFG 4?O CBL8D5AAO C52A8I A0D0F82V2.  

%0@5 0>J5AFG20AAO A0 3G@0AVF0DAB@G 28@VDV 2C?82G VAHBD@0JV?AB3B 

E5D54B28M0 2V4DV7AOє CBAOFFO «>B@GAV>0F82ABW 157C5>8» 2V4 CBAOFFO 

«VAHBD@0JV?A0 157C5>0», O>5 @0є 1V?PL F5IAVKA8? «CD8E@0>», 7B>D5@0 107B2BN 

E>?04B2BN O>B3B є CBAOFFO «>V15D157C5>0» O> 70I8M5AVEFP VAHBD@0JV?AB-

F5IAB?B3VKA8I E8EF5@ (�0A8?5A>B, !5EF5DO> & �DVAKG>, 2018, E. 171-187). 

&0>B6 B>D5@B 2V47A0K8@B DV7A8JN 45HVAVJV? «VAHBD@0JV?A0 157C5>0» F0 

«>V15D157C5>0». &0>, 73V4AB �0>BAG '>D0WA8 «#DB BEAB2AV 70E048 70157C5K5AAO 

>V15D157C5>8 '>D0WA8», >V15D157C5>0 287A0K0єFPEO O> «70I8M5AVEFP 68FFє2B 

206?828I VAF5D5EV2 ?N48A8 V 3DB@04OA8A0, EGECV?PEF20 F0 45D6028 CV4 K0E 

28>BD8EF0AAO >V15DCDBEFBDG, 70 O>BW 70157C5KGNFPEO EF0?8? DB728FB> 

VAHBD@0JV?AB3B EGECV?PEF20 F0 J8HDB2B3B >B@GAV>0F82AB3B E5D54B28M0, E2BєK0EA5 

28O2?5AAO, 70CB1V30AAO V A5?FD0?V70JVO D50?PA8I V CBF5AJV?A8I 703DB7 A0JVBA0?PAV? 

157C5JV '>D0WA8 G >V15DCDBEFBDV». �06?828@ 4?O DB7G@VAAO E0@5 EGFABEFV 

CD8EF02>8 «>V15D» є 287A0K5AAO 70>BAB@ B19є>FV2 >V15D70I8EFG 3 J5, 7B>D5@0:  

 >B@GAV>0JV?AV E8EF5@8 BD30AV2 45D602ABW 2?048 F0 @VEJ52B3B 

E0@B2DO4G20AAO;  

 >D8F8KA0 VAHBD@0JV?A0 VAHD0EFDG>FGD0; 

 E8EF5@8 5?5>FDBAAB3B 4B>G@5AFBB1V3G F0 GDO4G20AAO.  
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&B1FB, @B65@B 7DB18F8 28EAB2B>, MB 70>BAB402EF2B '>D0WA8 287A0K0є 

>V15D157C5>G 2E5 6 1V?PL O> BC8E «F5IAVKABW» 70I8M5ABEFV, 45 G HB>GEV E0@V 

E8EF5@8, VAHD0EFDG>FGD0, CDB3D0@A5 70157C5K5AAO, 2 FB? K0E O> 287A0K5AAO 

VAHBD@0JV?ABW 157C5>8 є 7A0KAB L8DL8@ F0 0>J5AFB20A5 A5 FV?P>8 A0 F5IAVKAV? 

K0EF8AV, 0?5 ? A0 7@VEFV VAHBD@0JVW (#DB BEAB2AV 70E048 70157C5K5AAO >V15D157C5>8 

'>D0WA8, 2017). 

&0>B6 A0 «F5IAVKAV?» 70I8M5ABEFV 0>J5AFGє G203G Є2DBC5?EP>8? %BN7 G 

E2Bє@G 287A0K5AAV «>V15D157C5>8». &0>, G K8AAB@G �>FV CDB >V15D157C5>G 2V4 2019 

DB>G Є% 287A0K82 >V15D157C5>G O> A01VD 70IB4V2, A5B1IV4A8I 4?O 70I8EFG @5D56V F0 

VAHBD@0JV?A8I E8EF5@, >BD8EFG20KV2 F0>8I E8EF5@ F0 VAL8I BEV1, O>V 7VF>AG?8EO 7 

>V15D703DB70@8 (Papakonstantinou, 2022). /> @8 10K8@B, JO 45HVAVJVO є 2G6KBN 2V4 

28M5707A0K5AB3B 287A0K5AAO Є% CBAOFFO «VAHBD@0JV?A0 157C5>0», MB E2V4K8FP CDB 

ECV?PA5 DB7G@VAAO @56 CBAOFP 2 �8є20 F0 �DNEE5?O. �07A0K8@B, MB F0>8? CV4IV4 

>BAFD0EFGє 7 DB7@56G20AAO@, O>5 FD048JV?AB 28>BD8EFB2GNFP 25?8>V CD820FAV 

VAHBD@0JV?AV >B@C0AVW. �B>D5@0, 2BA8 DB73?O40NFP «>V15D157C5>G» O> L8DL5 

CBAOFFO, AV6 «VAHBD@0JV?A0 157C5>0», 0>J5AFGNK8 A0 FB@G, MB «VAHBD@0JV?A0 

157C5>0» є 28>?NKAB BC8EB@ CDBJ5EV2, EF2BD5A8I 4?O 70I8EFG 40A8I ("What Is 

Information Security?", 1. 4.). 

&0>B6 206?828@ є 0>J5AFG20AAO A0 CBAOFFV «VAHBD@0JV?A8? EG25D5AVF5F 

45D6028». #BCD8 F5, MB JO 45HVAVJVO 1G?0 2EF0AB2?5A0 �0>BAB@ '>D0WA8 «#DB 

!0JVBA0?PAG CDB3D0@G VAHBD@0F870JVW» 1998 DB>G, JO >0F53BDVO 265 A5 7304GєFPEO 2 

BAB2?5AV? 25DEVW 70>BAB402EF20 3 �0>BAV '>D0WA8 «#DB !0JVBA0?PAG CDB3D0@G 

VAHBD@0F870JVW» 2V4 1 3DG4AO 2022 DB>G. �V4CB2V4AB 4B 287A0K5AAO VAHBD@0JV?AB3B 

EG25D5AVF5FG, J5 є 25DIB25AEF2B 45D6028 2 VAHBD@0JV?AV? EH5DV A0 E2BW? F5D8FBDVW 

F0 @B6?82VEFP A04020F8 B1'є>F82AG VAHBD@0JVN CDB 2AGFDVLAN F0 7B2AVLAN 

CB?VF8>G 45D6028 A570?56AB F0 157C5D5L>B4AB. !02VFP 70 G@B28 2FD0F8 K8AABEFV 

70>BAG, J5? CD8AJ8C @B65 1GF8 287A0A8? O> >?NKB28? 4?O 70157C5K5AAO 

A570?56ABEFV F0 5H5>F82AB3B HGA>JVBAG20AAO VAHBD@0JV?ABW EH5D8 45D6028. 

�06?82B 707A0K8F8, MB 25DIB25AEF2B 45D6028 2 VAHBD@0JV?AV? EH5DV C5D5410K0є 

D53G?N20AAO VAHBD@0JV?ABW 4VO?PABEFV 7 @5FBN 70157C5K5AAO 157C5>8 V 70I8EFG 
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VAF5D5EV2 45D6028, CD02 F0 VAF5D5EV2, 68FFO F0 74BDB2'O ?N48A8 L?OIB@ 

2EF0AB2?5AAO 70>BAB402KB3B >BAFDB?N, G@B2 ?VJ5A7G20AAO F0 VAL8I @5I0AV7@V2 

D53G?N20AAO F0>BW 4VO?PABEFV (�BABA5A>B, �4BDB2>B & �BDB?PB20, 2023, E. 244-

250). 

�8F0?EP>8? 4BE?V4A8> �5AEOA �BA3 287A0K02 «VAHBD@0JV?A8? EG25D5AVF5F 

45D6028» O> 25DIB25AEF2B 45D6028 G 2EF0AB2?5AAV F0 D50?V70JVW VAHBD@0JV?ABW 

CB?VF8>8 F0 VAHBD@0JV?AB3B CBDO4>G 2 45D602V, 70157C5K5AAV CD02B2BW DV2ABEFV 

45D602 F0 A570?56ABEFV 2V4 7B2AVLAPB3B >BAFDB?N CDBJ5EV2 EF2BD5AAO F0 

28>BD8EF0AAO VAHBD@0JVW (Kong, 2005, E. 119-135). !0 A0L CB3?O4, 2 EGK0EA8I 

VAHBD@0JV?A8I D50?VOI, 4?O O>8I CD8F0@0AAV 2E5CDBA8>AVEFP VAHBD@0JVW, 

I0BF8KAVEFP VAHBD@0JV?A8I CDBJ5EV2, 70157C5K8F8 A570?56AVEFP 2V4 7B2AVLAPB3B 

>BAFDB?N, CDB O>G C8L5 �5AEOA �BA3, є A04728K0?AB E>?04AB. "EB1?82B J5 

EFBEGєFPEO 45D602 �0IB4G 7 WI 45@B>D0F8KA8@8, ?V15D0?PA8@8 @B45?O@8 DB728F>G 

EGECV?PEF20, 45 VAHBD@0JV?AV CDBJ5E8 A5 >BAFDB?NNFPEO 2 F0>8? ECBEV1, O> J5 

CD8F0@0AAB FBF0?VF0DA8@ 01B 02FBD8F0DA8@ 45D6020@.  

�BAEFDG>F82AVL8@ F0 1V?PL 040CFB20A8@ 4B EGK0EA8I D50?V? VAHBD@0JV?ABW 

4B18 є 287A0K5AAO G>D0WAEP>B3B 4BE?V4A8>0 �. #B?52B3B. �B>D5@0, 2VA 287A0K82 

«VAHBD@0JV?A8? >B@CBA5AF A0JVBA0?PAB3B EG25D5AVF5FG» O> CD02B F0 740FAVEFP 

45D6028 287A0K0F8 F0 V@C?5@5AFG20F8 VAHBD@0JV?AG CB?VF8>G, 30D0AFG20F8 

VAHBD@0JV?AG 157C5>G F0 4VOF8 O> DV2A8? EG19є>F @V6A0DB4AB3B VAHBD@0JV?AB3B 

B1@VAG. &0>8? «VAHBD@0JV?A8? EG25D5AVF5F» @0є 107G20F8EO A0 70>BAV F0 1D0F8 4B 

G2038 10?0AE VAF5D5EV2 3DB@04OA, 45D6028 F0 EGECV?PEF20 (#B?528?, 2018, E. 136-

144). �AL0 G>D0WAEP>0 4BE?V4A8JO ". %B?B4>0 DB73?O40є «VAHBD@0JV?A8? 

EG25D5AVF5F 45D6028» O> 2?0EF82VEFP 45D602ABW 2?048, MB CB?O30є G WW 25DIB25AEF2V, 

E0@BEFV?ABEFV, CB2ABFV V A5CB4V?PABEFV 2 VAHBD@0JV?AB@G CDBEFBDV '>D0WA8, 

DV2ABCD02ABEFV F0 A570?56ABEFV G 2V4ABE8A0I 7 VAL8@8 45D6020@8 G 3?B10?PAB@G 

VAHBD@0JV?AB@G CDBEFBDV (%B?B4>0, 2020, E. 80-87).  

">D5@B 2V47A0K8@B F5D@VA «VAHBD@0JV?A5 EGECV?PEF2B», O>8? є 7A0KAB 

L8DL8@ 2V4 287A0K5AAO «VAHBD@0JV?A8? EG25D5AVF5F 45D6028» V E2V4K8FP CDB 

EGK0EA8? EF0A VAHBD@0JV?A8I 2V4ABE8A F0 CDBJ5EV2, 45 >?NKB2G DB?P 3D0NFP A5 
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FV?P>8 45D6028, 0?5 ? A545D602AV EG19є>F8. &5D@VA «VAHBD@0JV?A5 EGECV?PEF2B» 1G2 

22545A8? A0G>B2J5@ .. )0OLV 7 &B>V?EP>B3B F5IAB?B3VKAB3B VAEF8FGFG 2 1970 DBJV. 

� C5DLB@G 287A0K5AAV, J5 EGECV?PEF2B, 45 CDBJ5E >B@C'NF5D870JVW 70157C5KGє 

4BEFGC ?N4EF20 4B A04V?A8I 465D5? VAHBD@0JVW F0 ECD8Oє 28EB>B@G DV2AN 

02FB@0F870JVW 28DB1A8JF20. �8DB1A8JF2B VAHBD@0JV?AB3B CDB4G>FG 22060?BEO 

>0F0?V70FBDB@ DB728F>G BE2VF8 F0, 2V4CB2V4AB, DB728F>G EGECV?PEF20 (�V?BGEB2, 

2013, E. 60-68). 

�AL8? OCBAEP>8? A0G>B25JP �.  0EG40 287A0K82 E2BN >BAJ5CJVN 

VAHBD@0JV?AB3B EGECV?PEF20, O>5, 70 ?B3B 4G@>BN, 2V4DV7AOєFPEO 2V4EGFAVEFN 

>?0EB28I >BAH?V>FV2. �VA 284V?Oє BEB1?82VEFP VAHBD@0JV?AB3B EGECV?PEF20 G K0EV, 

MB ECD8Oє 71V?PL5AAN 7A0K5AAO >G?PFGDAB3B 4B72V??O. �0 �.  0EG4BN, 

VAHBD@0JV?A5 EGECV?PEF2B ECD8Oє FD0AEHBD@0JVW EGFABEFV BEB18EFBEFV F0 

28A8>A5AAN AB2B3B F8CG 3 2V4 Homo sapiens 4B Homo intelligens. � JPB@G >BAF5>EFV 

BEAB2A8@ 284B@ 4VO?PABEFV 4?O ?N48A8 EF0є VAF5?5>FG0?PA0 EH5D0 (Masuda, 

1985, E. 479-494). 

/> 707A0K0є %. �0A8?5A>B, F5D@VA «VAHBD@0JV?A5 EGECV?PEF2B» C5D54GEV@ є 

3G@0AVF0DABN >BAJ5CJVєN, O>0 287A0K0є O>VEAV FD0AEHBD@0JVW 2 EGECV?PEF2V. *V 

FD0AEHBD@0JVW 2>?NK0NFP C5D5@VM5AAO 0>J5AFV2 7 28DB1A8KBW A0 A528DB1A8KG 

EH5DG, 7@VAG I0D0>F5DG VAHBD@0JV?A8I CBFB>V2 F0 52B?NJVN 3DGCB28I F0 

VA482V4G0?PA8I V45AF8KABEF5?. )BK0 DB728FB> VAHBD@0JV?AB->B@GAV>0JV?A8I 

F5IAB?B3V? F56 206?828?, G2030 45D602ABW CB?VF8>8 VAHBD@0JV?AB DB728A5A8I 

>D0WA 265 FD820?8? K0E 7BE5D546GєFPEO A0 DB7DB1JV 4B>FD8A0?PA8I CV4IB4V2. *V 

CV4IB48 CD87A0K5AV 4?O 2V4EF565AAO F0, 70 @B6?82BEFV, >BAFDB?N20AAO EGECV?PA8I 

7@VA, MB 28A8>0NFP 2A0E?V4B> 2CDB20465AAO VAHBD@0JV?A8I F5IAB?B3V? 

(C. �0A8?5A>B, 2013, E. 64-76).  

#B25DF0NK8EP 4B CBAOFFO «VAHBD@0JV?A0 157C5>0», E?V4 707A0K8F8, MB 

EGFAVEFP ?B3B H5AB@5AG 7A0KABN @VDBN 287A0K0єFPEO K5D57 CD87@G BJVA>8 

VAHBD@0JV?A8I 703DB7 F0 D878>V2, O>V 2>07GNFPEO 2 A0JVBA0?PA8I 4B>FD8A0?PA8I 

4B>G@5AF0I. ' �B>FD8AV VAHBD@0JV?ABW 157C5>8 '>D0WA8, O>0 1G?0 C5D53?OAGF0 G 
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2017 DBJV, 287A0K5AB A87>G D50?PA8I 703DB7 A0JVBA0?PAV? 157C5JV '>D0WA8 2 

VAHBD@0JV?AV? EH5DV. %5D54 A8I: 

1) CDB2545AAO EC5JV0?PA8I VAHBD@0JV?A8I BC5D0JV?, ECDO@B20A8I A0 

CV4D82 B1BDBAB740FABEFV, 45@BD0?V70JVN BEB1B2B3B E>?04G �1DB?A8I %8? '>D0WA8 

F0 VAL8I 2V?EP>B28I HBD@G20AP, ECD8OAAO 5>EFD5@VEFEP>8@ CDBO20@, DB7C0?N20AAO 

C0AVKA8I A0EFDBW2, 703BEFD5AAO F0 45EF01V?V70JVO EGECV?PAB-CB?VF8KABW F0 

EBJV0?PAB-5>BAB@VKABW E8FG0JVW, 0 F0>B6 DB7C0?N20AAO @V65FAVKA8I F0 

@V6>BAH5EV?A8I >BAH?V>FV2 2 '>D0WAV; 

2) CDB2545AAO 45D602BN-03D5EBDB@ EC5JV0?PA8I VAHBD@0JV?A8I BC5D0JV? 

2 VAL8I 45D6020I 7 @5FBN HBD@G20AAO A530F82AB3B V@V46G '>D0WA8 G E2VFV; 

3) VAHBD@0JV?A0 5>EC0AEVO 45D6028-03D5EBD0 F0 CV4>BAFDB?PA8I W? 

EFDG>FGD, 7B>D5@0 L?OIB@ DB7L8D5AAO 2?0EABW VAHBD@0JV?ABW VAHD0EFDG>FGD8 A0 

F5D8FBDVW '>D0WA8 F0 2 VAL8I 45D6020I; 

4) VAHBD@0JV?A5 4B@VAG20AAO 45D6028-03D5EBD0 A0 F8@K0EB2B B>GCB20A8I 

F5D8FBDVOI; 

5) A54BEF0FAV? DB728FB> A0JVBA0?PABW VAHBD@0JV?ABW VAHD0EFDG>FGD8, MB 

B1@56Gє @B6?82BEFV '>D0WA8 5H5>F82AB CDBF84VOF8 VAHBD@0JV?AV? 03D5EVW; 

6) A55H5>F82AVEFP 45D602ABW VAHBD@0JV?ABW CB?VF8>8, A54BE>BA0?VEFP 

70>BAB402EF20 MB4B D53G?N20AAO EGECV?PA8I 2V4ABE8A 2 VAHBD@0JV?AV? EH5DV, 

A5287A0K5AVEFP EFD0F53VKAB3B A0D0F82G F0 A87P>8? DV25AP @54V0>G?PFGD8 

EGECV?PEF20; 

7) CBL8D5AAO 70>?8>V2 4B D048>0?PA8I 4V?, CDBC030A40 H545D0?V7@G F0 

E5C0D0F87@G 2 '>D0WAV (#DB DVL5AAO $048 A0JVBA0?PABW 157C5>8 V B1BDBA8 '>D0WA8 

2V4 29 3DG4AO 2016 DB>G «#DB �B>FD8AG VAHBD@0JV?ABW 157C5>8 '>D0WA8», 2017).  

%FD0F53VO A0JVBA0?PABW 157C5>8 '>D0WA8 0>FG0?PAV 703DB78 A0JVBA0?PAV? 

157C5JV 2 VAHBD@0JV?AV? EH5DV 287A0K0є F0>8@ K8AB@: 

1) DB7DB1>0 E8EF5@ B71DBєAP A0 BEAB2V VAHBD@0JV?A8I F5IAB?B3V?; 

2) CBL8D5AAO F5DBD87@G F0 7?BK8AABEFV 2 >V15DCDBEFBDV; 

3) CBE8?5AAO 1BDBFP18 70 E2VFB25 ?V45DEF2B @V6 %,� F0 �8F0є@ 7 

28>BD8EF0AAO@ VAHBD@0JV?AB-CE8IB?B3VKA8I F0 >V15D70EB1V2; 
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4) 28>BD8EF0AAO $BEVєN VAHBD@0JV?ABW 71DBW 2 D0@>0I EFD0F53VW 3V1D84ABW 

2V?A8; 

5) CBE8?5AAO >V15D703DB7 2 >D8F8KAV? VAHD0EFDG>FGDV; 

6) 2V4FV> H0IV2JV2, 7B>D5@0 2 EH5DV VAHBD@0JV?ABW 157C5>8. 

*V 0EC5>F8 EF0NFP >?NKB28@8 CV4 K0E HBD@G?N20AAO EFD0F53VKA8I 70IB4V2 

4?O 70157C5K5AAO A0JVBA0?PABW 157C5>8 2 VAHBD@0JV?AV? EH5DV (#DB DVL5AAO $048 

A0JVBA0?PABW 157C5>8 V B1BDBA8 '>D0WA8 2V4 14 25D5EAO 2020 DB>G «#DB %FD0F53VN 

A0JVBA0?PABW 157C5>8 '>D0WA8», 2020). 

' EGK0EAB@G CB?VF8KAB@G V EBJV0?PAB-5>BAB@VKAB@G >BAF5>EFV A01G20є 4540?V 

1V?PLB3B 7A0K5AAO F0>B6 CDB1?5@0 A0DBEF0AAO CDBF8DVK @V6 CBFD51BN G 

DB7L8D5AAV 2V?PAB3B B1@VAG VAHBD@0JVєN F0 206?82VEFN 715D565AAO B1@565AP A0 

WW CBL8D5AAO. $B7L8D5AAO EBJV0?PABW 2V4>D8FBEFV, VAF5AE8HV>0JVO B1@VAG 

VAHBD@0JVєN F0 L8DB>5 28>BD8EF0AAO AB2VFAVI F5IAB?B3V? 71BDG F0 B1DB1>8 

VAHBD@0JVW EF2BDNNFP C5D54G@B28 4?O @B6?828I CBDGL5AP MB4B VAHBD@0JVW F0 WW 

>BD8EFG20KV2. &B@G 206?82B, MB1 2V4>D8FVEFP VAHBD@0JVW EGCDB2B46G20?0EO 

4BFD8@0AAO@ CD02 ?N48A8, EBJV0?PA8I V >BAEF8FGJV?A8I ABD@, MB EFBEGNFPEO 

70I8EFG B1@565AB3B 4BEFGCG 4B VAHBD@0JVW. 

' J8I G@B20I >B6A0 45D6020 01B 3DGC0 45D602 HBD@Gє 2?0EAG EFD0F53VN 

MB4B CB254VA>8 2 >V15DCDBEFBDV F0 DB7DB1?Oє 2AGFDVLAN F0 7B2AVLAN CB?VF8>G 

VAHBD@0JV?ABW 157C5>8, O>0 2V4CB2V40є EGK0EA8@ G@B20@ DB728F>G VAHBD@0JV?AB-

>B@GAV>0JV?A8I F5IAB?B3V? (��&). !0CD8>?04, 2 Є2DBCV ECBEF5DV30єFPEO CBLG> 

10?0AEG @V6 45D602A8@ VAF5D5EB@ F0 70I8EFB@ CD02 ?N48A8 F0 1V7A5EG 2V4 

A04@VDAB3B 2FDGK0AAO (#0D0IBAEP>8?, 2015).  

�8IB4OK8 7 JPB3B, 45D602A0 CB?VF8>0 VAHBD@0JV?ABW 157C5>8 CB28AA0 1GF8 

DB73?OAGF0 O> B1'є>F82A0 E>?04B20 A0JVBA0?PABW 157C5>8, 0 F0>B6 O> K0EF8A0 

7030?PABW CB?VF8>8, MB �DGAFGєFPEO A0 A0JVBA0?PA8I VAF5D5E0I. &0>0 CB?VF8>0 @0є 

2D0IB2G20F8 10?0AE @V6 45D602A8@ >BAFDB?5@ V 70I8EFB@ BEAB2A8I CD02 F0 E2B1B4 

3DB@04OA. �0EFBEG20AAO CD02B28I 45@B>D0F8KA8I CD8AJ8CV2 є >?NKB28@ G 

DB7DB1JV F0 2CDB20465AAV 45D602ABW VAHBD@0JV?ABW CB?VF8>8. 
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%F2BD5AAO G@B2 4?O VAHBD@0JV?ABW 4VO?PABEFV CB28AAB 30D0AFG20F8 

4BFD8@0AAO CD8AJ8CV2 E2B1B48 28E?B2?5AAO CB3?O4V2 V C5D5>BA0AP, E2B1B48 

CBL8D5AAO, B1@VAG F0 BFD8@0AAO VAHBD@0JVW, CD020 A0 VAHBD@0JVN, 2V4>D8FBEFV F0 

4BEFGCABEFV VAHBD@0JVW, 4BEFB2VDABEFV V CB2ABF8 VAHBD@0JVW, 0 F0>B6 70I8M5ABEFV 

BEB18 2V4 2FDGK0AAO 2 WW BEB18EF5 F0 EV@5?A5 68FFO. �0157C5K5AAO 157C5>8 CDBJ5EV2 

B1@VAG VAHBD@0JVєN @0є 206?825 7A0K5AAO 4?O B>D5@BW >D0WA8 F0 @V6A0DB4AB3B 

ECV2FB20D8EF20 7030?B@. &0>8? CV4IV4 4B72B?Oє DB73?O40F8 VAHBD@0JV?AG 157C5>G O> 

EFV?>8? F0 157C5KA8? EF0A 2EVєW EBJV0?PABW E8EF5@8, MB 30D0AFGє 5H5>F82A5 

HGA>JVBAG20AAO F0 DB728FB> O> VAHBD@0JV?ABW EH5D8, F0> V EGECV?PEF20 2 JV?B@G 

(�BABA5A>B, �4BDB2>B & �BDB?PB20, 2023, E. 244-250). 

&0>B6 206?82B, MB1 JO CB?VF8>0 2D0IB2G20?0 A0JVBA0?PA5 F0 @V6A0DB4A5 

CD02B. �BA0 @0є 1GF8 D50?V7B20A0 K5D57 DB7DB1>G F0 2CDB20465AAO 2V4CB2V4A8I 

A0JVBA0?PA8I 4B>FD8A, EFD0F53V? F0 CDB3D0@, MB 2V4CB2V40NFP CD8AJ8C0@ V ABD@0@, 

70>DVC?5A8@ G A0JVBA0?PAB@G F0 @V6A0DB4AB@G CD02V (�BA40D, 2014, E. 68-75).  

"K5284AB, MB VAHBD@0JV?A0 157C5>0 є A5 FV?P>8 E>?04B2BN A0JVBA0?PABW 

157C5>8, 0?5 ? 157CBE5D54AV@ 1078EB@ @V6A0DB4ABW 157C5>8. /> @8 10K8@B, 

DB7DB1>0 F0 DB7L8D5AAO 0DE5A0?G VAHBD@0JV?AB-F5IAB?B3VKABW F0 VAHBD@0JV?AB-

CE8IB?B3VKABW 71DBW, O>G @8 @B65@B ECBEF5DV30F8 EPB3B4AV, 7G@B2?Nє 7@VA8 10?0AEG 

E8? 2 E8EF5@V @V6A0DB4A8I 2V4ABE8A, 0 F0>B6 CDB2B>Gє EF0A CBEFV?AB3B >BAH?V>FG 

45D602, EF2BDNNK8 703DB78 O> A0JVBA0?PAV?, F0> V 3?B10?PAV? 157C5JV.  

#5D5IV4 4B VAHBD@0JV?AB3B EGECV?PEF20, 3?B10?V70JVO, F0 L284>8? DB728FB> 

C5D54B28I F5IAB?B3V? 7A0KAB 2C?8AG?8 A0 EFD0F53VW 2545AAO 2V?A8 F0 7@VAG E8EF5@8 

@V6A0DB4ABW 157C5>8. #D8AJ8C8, D5EGDE8 V VAEFDG@5AF8 2BєAAB3B >BAH?V>FG 

2V4KGFAB FD0AEHBD@G20?8EO. � EGK0EAB@G E2VFV >V15DA5F8KA8? CDBEFVD 4540?V 

K0EFVL5 28>BD8EFB2GєFPEO 4?O CDB2545AAO DV7AB@0AVFA8I VAHBD@0JV?A8I BC5D0JV?, 

BIBC?NNK8 L8DB>8? EC5>FD 4V?: 2V4 >D04V6>8 JVAABW VAHBD@0JVW 4B 0>FV2 

>V15DF5DBD87@G (�GD6V?, 2018, E. 16-26). 

%GK0EAV 28>?8>8 V 703DB78 4?O 3?B10?PABW VAHBD@0JV?ABW 157C5>8 EF2BD8?8 

A5B1IV4AVEFP C5D5BE@8E?5AAO >BAJ5CJV? F0 CD0>F8KA8I CV4IB4V2 4B @V6A0DB4AB3B 

ECV2DB1VFA8JF20 2 EH5DV VAHBD@0JV?ABW 157C5>8. �?O 70157C5K5AAO 157C5>8 V 
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EF01V?PABEFV G EGK0EAB@G E2VFV A5B1IV4AB GI20?8F8 є48AV CD028?0, CD8AJ8C8 F0 

ABD@8 2V4CB2V40?PABEFV. ""! 28EFGC0є GAV25DE0?PABN F0 GAV>0?PABN C?0FHBD@BN 

4?O 70>DVC?5AAO CB78F82A8I F5A45AJV? G DB71G4B2V E8EF5@8 @V6A0DB4ABW 

VAHBD@0JV?ABW 157C5>8.  

""! CD8E2OKGє E2BN 4VO?PAVEFP DB7DB1JV @V6A0DB4AB-CD02B2B3B HGA40@5AFG 

F0 GEF0AB2?5AAN CB?B65AP 7 @5FBN CDBF84VW A570>BAAB@G 28>BD8EF0AAN 

BD30AV7B20ABN 7?BK8AAVEFN V F5DBD8EF8KA8@8 G3DGCG20AAO@8 A0G>B2B-

F5IAB?B3VKAB3B CDB3D5EG. #8F0AAO 70157C5K5AAO VAHBD@0JV?ABW 157C5>8 G >BAF5>EFV 

DB728F>G EF0?B3B 3?B10?PAB3B VAHBD@0JV?AB3B EGECV?PEF20 є A0D07V 206?828@ V 

F0>B6 є E>?04B2BN K0EF8ABN DB1BF8 A87>8 EC5JV0?V7B20A8I GEF0AB2 ""! 

((DB?B20, 2018). 

#DB1?5@8 @V6A0DB4ABW VAHBD@0JV?ABW 157C5>8 C5DVB48KAB B13B2BDN20?8EO 

A0 �5A5D0?PAV? �E0@1?5W ""!. !B2V @V6A0DB4AV 4B>G@5AF8 DB7DB1?O?8EO A0 BEAB2V 

D57B?NJV?, 7B>D5@0 «$B?P A0G>8 V F5IAV>8 2 >BAF5>EFV @V6A0DB4ABW 157C5>8 V 

DB771DBєAAO» V «�BEO3A5AAO G EH5DV VAHBD@0F870JVW V F5?5>B@GAV>0JVW 2 >BAF5>EFV 

@V6A0DB4ABW 157C5>8». � J8I 4B>G@5AF0I 28E2VF?N20?8EO C8F0AAO 28>BD8EF0AAO 

EGK0EA8I F5IAB?B3V? O> G J82V?PA8I, F0> V G 2V?EP>B28I EH5D0I, @B45DAV70JVW 

B71DBєAP 70 4BCB@B3BN 4BEO3A5AP A0G>8 V F5IAV>8, 0 F0>B6 206?82VEFP CDBF84VW 

45EFDG>F82A8@ VAHBD@0JV?A8@ 2C?820@ (�BCV?>0, 2020, E. 102-109). 

�3V4AB 7 287A0K5AAO@ ""!, «@V6A0DB4A0 VAHBD@0JV?A0 157C5>0» є EF0AB@ 

@V6A0DB4A8I 2V4ABE8A, O>8? C5D5410K0є 2V4EGFAVEFP CBDGL5AP E2VFB2BW 

EF01V?PABEFV F0 703DB78 157C5JV 45D602 V E2VFB2V? ECV?PABFV 2 VAHBD@0JV?AB@G 

CDBEFBDV (Kavanagh, 2017). 

' 72'O7>G 7 CBL8D5AAO@ VAHBD@0JV?A8I CD02BCBDGL5AP 2 2019 DBJV 

�5A5D0?PA0 �E0@1?5O ""! GI20?8?0 D57B?NJVN CV4 A072BN «�0BIBK5AAO 

2V4CB2V40?PABW CB254VA>8 45D602 2 >V15DCDBEFBDV 2 >BAF5>EFV @V6A0DB4ABW 

157C5>8». � JPB@G 4B>G@5AFV 287A0K0єFPEO A5B1IV4AVEFP EF2BD5AAO 157C5KAB3B, 

2V4>D8FB3B, 4BEFGCAB3B, EF01V?PAB3B F0 @8DAB3B VAHBD@0JV?AB->B@GAV>0JV?AB3B 

E5D54B28M0. $57B?NJVO F0>B6 70>?8>0є 4B 2EF0AB2?5AAO 2V4CB2V40?PA8I 2V4ABE8A 

@V6 45D6020@8, DB7L8D5AAO @B6?82BEF5? GDO4V2 4?O ECV2CD0JV F0 CDBEG20AAO 
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EGK0EA8I F5IAB?B3V?, MB ECD8OF8@GFP 7@5AL5AAN @B6?82BEF5? 0>F82V70JVW 

>BAH?V>FV2. 

&0>B6 206?828@ >DB>B@ 2 EH5DV @V6A0DB4ABW VAHBD@0JV?ABW 157C5>8 є 

EF2BD5AAO CV4 53V4BN ""! �DGC8 28EB>B3B DV2AO 7 C8F0AP 703DB7, 28>?8>V2 V 7@VA. 

*O VAVJV0F820 E2V4K8FP CDB 1060AAO ECV?PABF8 45D602 5H5>F82AB D503G20F8 A0 

EGK0EAV 28>?8>8 V 703DB78 2 VAHBD@0JV?AB@G CDBEFBDV. �DV@ FB3B, 45D6028 

CDBD0IB2GNFP 20DV0AF HBD@G20AAO ECV?PAB3B F0 є48AB3B >BBD48A0JV?AB3B J5AFDG 

""! 7 CDBF84VW F5DBD87@G V >B@VEVW MB4B E2VFB1G4V2A8JF20. *5 E2V4K8FP CDB 

CBFD51G G >B@C?5>EAB@G CV4IB4V 4B 28DVL5AAO CDB1?5@ 157C5>8 F0 EF01V?PABEFV 2 

E2VFV, 2D0IB2GNK8 EGK0EAV F5A45AJVW V 28>?8>8, CB2'O70AV 7 VAHBD@0JV?A8@ 

CDBEFBDB@ (�BABA5A>B, �4BDB2>B & �BDB?PB20, 2023, E. 244-250). 

�AL8@ 206?828@ >DB>B@ G DB728F>G 70IB4V2 7 CDBF84VW 

>V15DCD02BCBDGL5AAO@, 0?5 265 A0 DV2AV Є2DBC8, є �BA25AJVO CDB 

>V15D7?BK8AAVEFP, CD8?AOF0 $04BN Є2DBC8 G 2001 DBJV F0 D0F8HV>B20A0 '>D0WABN 7 

25D5EAO 2005 DB>G. *O >BA25AJVO ECDO@B20A0 A0 1BDBFP1G 7 DV7AB@0AVFA8@8 

>V15D7?BK8A0@8 F0 287A0K0є EF0A40DF8 F0 CDBJ54GD8 4?O @V6A0DB4AB3B 

ECV2DB1VFA8JF20 2 JV? EH5DV. �B>D5@0, JO >BA25AJVO 70>DVC8?0 A0 ABD@0F82AB@G 

DV2AV 107B2V JV?V VAHBD@0JV?ABW 157C5>8, CV4FD8@0AV @V6A0DB4A8@ ECV2FB20D8EF2B@, 

0 E0@5 70I8EFG JV?VEABEFV, >BAHV45AJV?ABEFV F0 4BEFGCABEFV  VAHBD@0JVW (Convention 

on cybercrime, 2022; �G1B2 & "6520A, 2012).  

%?V4 2V47A0K8F8, MB DB728FB> V 2CDB20465AAO CB4V1A8I ABD@0F82A8I 0>FV2 є 

206?828@ 5F0CB@ 2 70157C5K5AAV VAHBD@0JV?ABW 157C5>8, BE>V?P>8 2BA8 ECD8ONFP 

>BBD48A0JVW 7GE8?P >D0WA 4?O CDBF84VW >V15D703DB70@. �D0IB2GNK8 CBEFV?AV 

F5IAB?B3VKAV 7@VA8 F0 7DBEF0AAO >V?P>BEFV >V15D7?BK8AV2, @V6A0DB4A5 

ECV2DB1VFA8JF2B G JPB@G A0CDO@>G A01G20є 4540?V 1V?PLBW 0>FG0?PABEFV. 

!0 DV2AV Є2DBC5?EP>B3B %BN7G CB?VF8>0 VAHBD@0JV?ABW 157C5>8 D50?V7GєFPEO 

70EAB20A8@ G 2004 DBJV Є2DBC5?EP>8@ 035AFEF2B@ 7 @5D5652BW F0 VAHBD@0JV?ABW 

157C5>8 (ENISA). ' 2012 DBJV J5 035AFEF2B BCG1?V>G20?B B3?O4 CV4 A072BN 

«!0JVBA0?PAV EFD0F53VW >V15D157C5>8: #D0>F8KA8? CBEV1A8> 7 DB728F>G F0 

28>BA0AAO», 2 O>B@G 1G?B 2V47A0K5AB, MB 2 A0JVBA0?PA8I EFD0F53VOI 2V4EGFAє 
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7030?PABCD8?AOF5 F0 B4AB7A0KA5 287A0K5AAO >0F53BDVW «>V15D157C5>0» (�B230AP, 

2017). ">DV@ JPB3B, 2 2013 DBJV 2 EFDG>FGDV Є2DBCB?0 (Є2DBC5?EP>B3B 

CB?VJ5?EP>B3B BHVEG) 1G2 EF2BD5A8? Є2DBC5?EP>8? J5AFD 1BDBFP18 7 

>V15D7?BK8AAVEFN. 'E2V4B@82L8 206?82VEFP 70157C5K5AAO J8HDB2BW 157C5>8 O> 

A52V4'є@ABW E>?04B2BW E8EF5@8 A0JVBA0?PABW 157C5>8, 1030FB >D0WA E2VFG DB7CBK0?8 

2CDB20465AAO 2AGFDVLAPB45D602A8I 70IB4V2 7 VAHBD@0JV?ABW 157C5>8. *V 70IB48 

2>?NK0NFP G E515 DB7DB1>G F0 24BE>BA0?5AAO A0JVBA0?PAB3B 70>BAB402EF20 2 JV? 

EH5DV, 0 F0>B6 EF2BD5AAO EC5JV0?V7B20A8I BD30AV2, 2V4CB2V40?PA8I 70 157C5>G 2 

>V15DCDBEFBDV (�B?JVIB2EP>8?, 2020, E. 281-288). 

�5DGNFPEO 2BA8 G E2BW? DB1BFV CD8AJ8C0@8, 70>?045A8@8 42B@0 

BEAB2BCB?B6A8@8 E8EF5@A8@8 EFD0F53VO@8 Є% 2 EH5DV 157C5>8. �45FPEO CDB 

CD8?AOFG G 2016 DBJV �?B10?PAG EFD0F53VN 7B2AVLAPBW F0 157C5>B2BW CB?VF8>8 Є%, 

O>0 287A0K0є HGA40@5AF0?PAV JV?V, 70240AAO, CD8AJ8C8 F0 JVAABEFV J8I CB?VF8> (A 

Global Strategy for the European Union’s Foreign And Security Policy, 2016), 0 F0>B6 

BCG1?V>B20AG 2 2020 DBJV Є2DB>B@VEVєN �V15DEFD0F53VN Є%, O>0 >BAJ5AFDGєFPEO 

157CBE5D54APB A0 CB?VF8JV 70I8EFG Є% 2 >V15DCDBEFBDV (The EU’s Cybersecurity 

Strategy for the Digital Decade, 2020). 

"EB1?82B 206?82BN є DB?P VAHBD@0JV?ABW E>?04B2BW 2 EGK0EA8I 3V1D84A8I 

>BAH?V>F0I, BE>V?P>8 2BA0 28EFGC0є A5 ?8L5 O> 70EV1 CD8>D8FFO, 0?5 V O> VAEFDG@5AF 

CDO@B3B 2C?82G A0 EGCDBF82A8>0. !0CD8>?04, !�&" 2>07Gє A0 F5, MB 4BEO3A5AAO 

$BEVєN E2BWI JV?5? G �D8@G 2 2014 DBJV 1G?B D57G?PF0FB@ 270є@B4VW DV7AB@0AVFA8I 

H0>FBDV2, F0>8I O> 4VW DBEV?EP>B3B EC5JA07G, 0>F82ABEFV @VEJ528I 71DB?A8I 3DGC, 

5>BAB@VKA8? F8E>, VAHBD@0JV?A0 2V?A0 F0 DB7CB2EN465AAO 457VAHBD@0JVW, 0 F0>B6 

28>BD8EF0AAO EBJV0?PAB-CB?VF8KABW CB?OD870JVW (Bilal, 2021). 

&0>, �. �BD1G?VA 2>07Gє, MB GECVI G 3V1D84AV? 2V?AV 70?568FP 2V4 28>BD8EF0AAO 

>B@C?5>EG H0>FBDV2, 2>?NK0NK8 EFD0F53VW V F0>F8>8, VAHBD@0JV?A8? 2C?82 F0 

E2BєK0EAG HV78KAG D50?V70JVN EF2BD5ABW ECD8OF?82BW E8FG0JVW. !0CD8>?04, 

A570>BAA0 0A5>EVO �D8@G 1G?0 240?BN 7024O>8 FD820?V? VAHBD@0JV?AV? F0 

CB?VF8KAV? CV43BFB2JV, 0 F0>B6 2?GKAB B1D0AB@G @B@5AFG 4?O WW D50?V70JVW. *5 

2>?NK0?B 2 E515 BE?01?5AAO J5AFD0?PABW 2?048, 7@VA8 2?048, 7DBEF0AAO 
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EGC5D5KABEF5? @V6 J5AFDB@ V D53VBA0@8, A5704B2V?PA8? EF0A G>D0WAEP>8I 

157C5>B28I EFDG>FGD, 0AF03BAV7@ @V6 E8?B28@8 EFDG>FGD0@8 F0 0>F82AG 

VAHBD@0JV?AB-CDBC030A48EFEP>G DB1BFG (�BD1G?VA, 2014, E. 5-12). 

�D0IB2GNK8 2>070AV BEB1?82BEFV EGK0EABW 3V1D84ABW 2V?A8, !�&" 0>F82AB 

CD0JNє A04 EF2BD5AAO@ F0 DB728F>B@ VAEF8FGJV?, O>V 1 2D0IB2G20?8 G E2BW? DB1BFV 

D50?VW EPB3B45AAO. &0>, �?POAE EF2BD82 G 45D6020I-K?5A0I F0>V J5AFD8 O> 

1030FBA0JVBA0?PAV VAEF8FGF8 4?O DB7DB1>8 EFD0F53V? J8HDB2BW 157C5>8, 

24BE>BA0?5AAO @V645D602ABW ECV2CD0JV, 2CDB20465AAO F5BD5F8KA8I DB7DB1B> G 

CD0>F8>G CDBF84VW J8HDB28@ 703DB70@ F0 4?O B1@VAG 4BE2V4B@ 70I8EFG VAHBD@0JVW 

@V6 >D0WA0@8-C0DFA5D0@8 F0 >D0WA0@8-K?5A0@8. !0D07V *5AFD >V15D157C5>8 !�&" 

7A0IB48FPEO 2 �EFBAVW V A5 2IB48FP 4B EFDG>FGD8 71DB?A8I HBD@G20AP !�&". �B3B 

4VO?PAVEFP HVA0AEGєFPEO 45D6020@8-ECBAEBD0@8 F0 K?5A0@8 #V2AVKAB0F?0AF8KAB3B 

0?POAEG (�BABA5A>B, !B2V>B20 & �BC8JP>0, 2021, E. 353-358). 

">D5@B E?V4 2V47A0K8F8 4VO?PAVEFP $048 Є2DBC8, O>0 7BE5D546GєFPEO A5 A0 

«F5IAVKAV?» E>?04B2V? VAHBD@0JV?ABW 157C5>8, 0 A0 3G@0AVF0DAV? >B@CBA5AFV. 

�B>D5@0, E0@5 $040 Є2DBC8 �5>?0D0JVєN CDB 70EB18 @0EB2BW VAHBD@0JVW F0 CD020 

?N48A8 2V4 1970 DB>G EF2BD8?0 B4AG V7 107B28I HGA40@5AF0?PA8I D0@B> 4?O DB1BF8 

@54V0 O> 70EB1G VAHBD@G20AAO A0E5?5AAO. �B>D5@0, B4A8@ V7 107B28I CD8AJ8CV2 

�5>?0D0JVW є CB2030 4B CD820FABEFV BEV1, O>0 CB28AA0 70157C5KG20F8EO L?OIB@ 

@VAV@V70JVW 45D602BN B1EO3V2 CD820FABW VAHBD@0JVW 4?O 71BDG 2 1078 40A8I, 0 FV 

B1EO38, O>V 2E5 6 718D0NFPEO, CB28AAV 1GF8 70I8M5AV 2V4 A570>BAAB3B CBL8D5AAO.  

">DV@ JPB3B, 2 EGK0EAV? E8EF5@V @V6A0DB4A8I 2V4ABE8A $040 Є2DBC8 2V4V3D0є 

206?82G DB?P >BAFDB?5D0 70>BAB402K8I VAVJV0F82 2 VAHBD@0JV?AV? EH5DV, O>V 

CDB4G>GNFPEO 45D6020@8-K?5A0@8 Є2DBC8, DB1BF8 WI 2AGFDVLAVI VAEF8FGJV?, 

2V4CB2V40?PA8I 70 VAHBD@0JVN F0 CD020 ?N48A8. +0EFB E0@5 @BAVFBD8A3B20 DB1BF0 

BD30AV70JVW 4B72B?Oє 70CB1V3F8 CD8?AOFFN ABD@0F82AB-CD02B28I 0>FV2, O>V 

CB3VDLGNFP VAHBD@0JV?AG 70I8M5AVEFP 3DB@04OA 01B ECD8ONFP A5CDBCBDJV?AB@G 

28>BD8EF0AAN C5DEBA0?PA8I 40A8I CBEF02?5A8@ 70>BAA8@ JV?O@ FVєW K8 VALBW 

45D6028. *5 4B72B?Oє A0@ 3B2BD8F8 CDB 206?82G DB?P $048 Є2DBC8 O> A03?O40K0 70 
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ABD@0F82A8@ 28@VDB@ 70157C5K5AAO VAHBD@0JV?ABW 157C5>8 F0 E2B1B48 2 Є2DBCV 

(Danylenko & Shustenko, 2020, E. 133-146). 

"D30AV70JVO 7 157C5>8 F0 ECV2DB1VFA8JF20 2 Є2DBCV ("�%Є) 2V4V3D0є 206?82G 

DB?P G 7@VJA5AAV >V15D157C5>8 F0 157C5>8 VAHBD@0JV?AB->B@GAV>0JV?A8I 

F5IAB?B3V?, ECD8ONK8 7A865AAN D878>V2 28A8>A5AAO >BAH?V>FV2 @V6 45D6020@8 

K5D57 28>BD8EF0AAO VAHBD@0JV?A8I F5IAB?B3V?. "D30AV70JVO HB>GEGєFPEO A0 FB@G, 

MB1 D53VBA0?PAV 3DGC8 GDO4B28I 5>EC5DFV2 D50?V7B2G20?8 2V4CB2V4AV 48D5>F828 

""!. �?NKB28@ 0EC5>FB@ є CD0>F8KA0 D50?V70JVO 48D5>F82 F0 ECV?PA8I CV4IB4V2 4B 

>V15D157C5>8. ' 2011 DBJV 2 �2EFDVW 2V41G?0EO >BAH5D5AJVO «�030?PA8? CV4IV4 4B 

>V15D157C5>8: 287A0K5AAO @0?1GFAPBW DB?V "�%Є», O>0 1G?0 ECDO@B20A0 A0 

DB7DB1>G ECV?PAB3B CV4IB4G BD30AV70JVW 4B CDB1?5@ >V15D157C5>8. ' 2013 DBJV 

"�%Є CD8?AO?0 VAAB20JV?AV D5>B@5A40JVW MB4B 7@VJA5AAO 4B2VD8 2 EH5DV 

>V15D157C5>8. *V D5>B@5A40JVW C5D5410K0?8 270є@B4VN 7 CD820FA8@8 >B@C0AVO@8 F0 

CDB20?45D0@8 VAHD0EFDG>FGD8, ECDO@B20AG A0 CV428M5AAO CDB7BDBEFV F0 

70157C5K5AAO 157C5>8 2 D53VBAV, 0 F0>B6 DB728FB> ECV?PA8I CV4IB4V2 4B GCD02?VAAO 

>V15D157C5>BN («Emerging Practices in Cybersecurity-Related Public-Private 

Partnerships and Collaboration in OSCE participating States», 2023). 

!5B1IV4AB 707A0K8F8, MB A04V?AVEFP F0 157C5>0 VAHBD@0JV?AB-

F5?5>B@GAV>0JV?A8I @5D56 F0 VAHBD@0JV?A8I E8EF5@ 157CBE5D54APB 287A0K0NFP 

EF0?8? DB728FB> >D0WA F0 WI A0JVBA0?PAG 157C5>G. "K5284AB, MB DB?P VAHBD@0JV?ABW 

157C5>8 F0 WW EF0FGE G E8EF5@V A0JVBA0?PABW 157C5>8 F0>B6 287A0K0NFPEO FVEABN 

270є@B4VєN A0JVBA0?PABW VAHBD@0JV?ABW CB?VF8>8 F0 CB?VF8>8 70157C5K5AAO 

A0JVBA0?PABW 157C5>8 K5D57 E8EF5@G VAHBD@0JV?ABW 157C5>8. *5 є 206?82BN 

?0A>BN, O>0 B1'є4AGє 2EV BEAB2AV >B@CBA5AF8 A0JVBA0?PABW CB?VF8>8 2 є48AG 

E8EF5@G. 

 #DBF5, A5 FV?P>8 A0JVBA0?PA8@ F0 @V6A0DB4A8@ DV2AO@8 I0D0>F5D87GNFPEO 

EGK0EAV VAHBD@0JV?AV CDBJ5E8. �0CDB20465AAO AB2VFAVI VAHBD@0JV?AB-

>B@GAV>0JV?A8I F5IAB?B3V? (��&)  EF2BDNє AB2G E8FG0JVN 2 EBJV0?PAV? >B@GAV>0JVW 

F0 @V6A0DB4A8I 2V4ABE8A0I. �2'O7B>, >B@C'NF5D870JVO F0 VALV F5IAB?B3VW 7A0KAB 

CD8E>BD8?8 CBFB>8 VAHBD@0JVW, E2BєN K5D3BN CD8E>BD82L8 EGK0EA8? ECBEV1 68FFO. 
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�CDB20465AAO ��& 4B72B?Oє 3B2BD8F8 CDB HBD@G20AAO є48AB3B 3?B10?PAB3B 

CDBEFBDG F0 K0EG, MB EF0є 3B?B2ABN B7A0>BN 3?B10?PAB3B VAHBD@0JV?AB3B 

EGECV?PEF20 (�518>, ,5D3VA & �53F5DPB20, 2006). 

�CDB20465AAO @G?PF8@54V?A8I ��& CD8725?B 4B EF2BD5AAO VAHBD@0JV?A8I 

EGC5D@03VEFD0?5?, MB CD54EF02?ONFP EB1BN VAF53D0?PAV >B@C?5>E8 3?B10?PA8I, 

@V6A0DB4A8I, A0JVBA0?PA8I V ?B>0?PA8I @5D56 EGCGFA8>B2BW, >015?PABW F0 A075@ABW 

>B@GAV>0JVW, O>V 107GNFPEO A0 5?5@5AF0I F0 D5EGDE0I VAHBD@0JV?ABW 

VAHD0EFDG>FGD8. �B E>?04G JVєW VAHD0EFDG>FGD8 2IB4OFP >B@C'NF5D8 7 

@G?PF8@54V?A8@8 4B40F>0@8, 1078 40A8I, 2V45BV3D8, EFV?PA8>B28? 729O7B>, 

CDB3D0@G20AAO FBMB. 

�AHBD@0F870JVO EF0є 4B@VAGNKBN I0D0>F5D8EF8>BN EGK0EABEFV. �V4CB2V4AB, 

DV25AP DB728F>G EGECV?PEF20 287A0K0єFPEO EPB3B4AV DV2A5@ CDBJ5EV2 VAHBD@0F870JVW. 

 V6 DB728A5A8@ E2VFB@ V E2VFB@, MB DB72820єFPEO, GF2BDNєFPEO «J8HDB28? 

DB7D82». &0>8@ K8AB@, CB?VF8KA5 ?V45DEF2B G E2VFV C5D5410K0є F0>B6 VAHBD@0JV?A5 

?V45DEF2B, ?V45DEF2B 2 VAHBD@0JV?A8I F5IAB?B3VOI. /> CD028?B, 1030FB 02FBDV2 

707A0K0NFP, MB EPB3B4AV VAHBD@0JVO F0 VAHBD@0JV?AV F5IAB?B3VW 28EFGC0NFP G DB?V 

206?82BW E>?04B2BW 3 «EG>GCABW @B3GFABEFV» 45D6028. �0 �.  BD35AF0G, E2VFB20 

CB?VF8>0 є 1BDBFP1BN 70 2?04G (Morgenthau, 1948). #B>07A8>0@8 VAHBD@0JV?ABW 

E8?8 45D6028 є A0O2AVEFP/2V4EGFAVEFP A0 WW F5D8FBDVW 25?8>8I 107 40A8I (715DV30AAO 

VAHBD@0JVW), EGC5D>B@C'NF5DV2 (B1DB1>0 40A8I), 0 F0>B6 >BD5A528I E5D25DV2 F0 

4BEFGCG 4B L8DB>BE@G3B2B3B �AF5DA5FG (C5D540K0 VAHBD@0JVW). 

�B4ABK0E �AF5DA5F A5 є A570?56A8@ 035AFB@ 7@VA, O>8? 287A0K0є >?NKB2V 

I0D0>F5D8EF8>8 EGK0EAB3B EGECV?PEF20 F0 E2VFB2BW CB?VF8>8. /> V 1G4P-O>0 VAL0 

F5IAB?B3VO, �AF5DA5F 2C8E0A8? G L8DL8? EBJV0?PA8?, CB?VF8KA8?, 5>BAB@VKA8? 

>BAF5>EF V KGF?828? 4B CDBJ5EV2,  MB 2V41G20NFPEO A0 EGECV?PAB@G F0 

@V6A0DB4AB@G DV2AOI. ' EH5DV @V6A0DB4ABW CB?VF8>8 2C?82 VAHBD@0JV?ABW 

3?B10?V70JVW @B65 1GF8 E8EF5@0F87B20AB F0>: 

- 7DBEF0є 7A0K8@VEFP VAHBD@0JVW F0 7A0AP, GA0E?V4B> KB3B 5>BAB@VKA8? 

DB728FB> 1V?PLBN @VDBN, AV6 D0AVL5, 70?568FP 2V4 V45? F0 7A0AP, 0 45D6028,  A0 
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F5D8FBDVW O>8I DB7F0LB20AV J5AFD8 VAAB20JV? F0 28EB>BF5IAB?B3VKA8I 28DB1A8JF2, 

CBE8?NNFP E2V? 2C?82 A0 @V6A0DB4AV? 0D5AV; 

- DB7@820NFPEO >BD4BA8 @V6 @V6A0DB4ABN F0 2AGFDVLAPBN CB?VF8>BN, @V6 

2V?EP>B2BN F0 J82V?PABN EH5D0@8, @V645D602AV >BD4BA8 EF0NFP 1V?PL KVF>8@8, MB 

ECD8Oє «DB7@820AAN» 45D602AB3B EG25D5AVF5FG, CDBF5 E8?PAV 45D6028 715DV30NFP 

CBF5AJV0? 2C?82G G 3?B10?PAV? VAHBD@0JV?AV? EH5DV; 

- DB72820єFPEO «48HG7VO 2?048» G E2VFB2V? CB?VF8JV, 2A0E?V4B> KB3B 

A545D602AV 0>FBD8 (7B>D5@0 1V7A5E->B@C0AVW, A5GDO4B2V BD30AV70JVW, 4BE?V4A8JP>V 

VAEF8FGJVW, 0 F0>B6 B>D5@V ?N48) EF0NFP K0EF8ABN @V6A0DB4A8I 2V4ABE8A;  

- EF8E>0NFPEO K0E F0 CDBEFVD 3 2 G@B20I 3?B10?PABW VAHBD@0F870JVW 7@VA8, 

2>?NKAB 7 @V6A0DB4AB-CB?VF8KA8@8 CDBJ5E0@8, DB72820NFPEO L284L5, V A8@8 

E>?04AB >5DG20F8; 

- 7@VANєFPEO CD8DB40 2?048 G E2VFB2V? CB?VF8JV, 2V41G20єFPEO DB7L8D5AAO 

CG1?VKABW EH5D8, HBD@GNFPEO FD0AEA0JVBA0?PAV DGI8, BD30AV7B20AV 70 @5D5652BN 

B7A0>BN, >BAFDB?P 70 VAHBD@0JVєN, 7A0AAO@8, 2VDG20AAO@8 F0 V45O@8 CBK8A0є 

DB73?O40F8EO O> 206?828? >B@CBA5AF >BAFDB?N A04 @0F5DV0?PA8@8 D5EGDE0@8: ��& 

4B72B?ONFP A0>BC8KG20F8 VAHBD@0JVN F0 FD0AEHBD@G20F8 WW G 7A0AAO, MB є 

D5EGDEB@ 2?048; 

- 2 G@B20I 2V4EGFABEFV 7030?PABCD8?AOF8I CD028? 270є@B4VW 70CGE>0NFPEO 

A0JVBA0?PAV, 0 A5 @V6A0DB4AV VAVJV0F828, MB EF2BDNє 01B 6 703BEFDNє D878>8 F0 

703DB78 4?O @V6A0DB4ABW VAHBD@0JV?ABW 157C5>8. 

!0 4G@>G 4BE?V4A8>0 B. �518>0, HBD@G20AAO 3?B10?PAB3B VAHBD@0JV?AB3B 

EGECV?PEF20 EF2BDNє B1'є>F82AV C5D54G@B28 4?O DB71G4B28 3?B10?PABW 45D6028 F0 

3?B10?PAB3B 3DB@04OAEP>B3B EGECV?PEF20. *V EFDG>FGD8 4540?V 1V?PL5 2C?820NFP A0 

DB728FB> A0JVBA0?PA8I 45D602, A0JVBA0?PA8I @B45?5? 3DB@04OAEP>B3B EGECV?PEF20 

F0 A0JVBA0?PA8I E8EF5@ EBJV0?PABW >B@GAV>0JVW. %GK0EAV D50?VW VAHBD@0JV?AB-

>B@GAV>0JV?AB3B E2VFG 28@030NFP CBE8?5AAO 1BDBFP18 45D602-A0JV? F0 

A0JVBA0?PA8I 3DB@04OAEP>8I EFDG>FGD CDBF8 02FBD8F0DA8I F5A45AJV? 3?B10?PABW 

45D6028 V 3?B10?PAB3B GDO4G. ' 729O7>G 7 K8@ CBEF0є 206?825 C8F0AAO 3 O> 
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70157C5K8F8 5H5>F82A8? 70I8EF A0JVBA0?PABW EBJVB>G?PFGDABW E8EF5@8, 7B>D5@0 

A0JVBA0?PABW E8EF5@8 EBJV0?PA8I >B@GAV>0JV? (�518>, 2011, E. 41-49). 

/> @8 10K8@B, EGK0EAV VAHBD@0JV?AV 2V4ABE8A8, 7B>D5@0 WI 157C5>B20 

E>?04B20, є B19є>FB@ DB73?O4G A0 3-I 107B28I DV2AOI: A0JVBA0?PAB@G, @V6A0DB4AB@G 

F0 3?B10?PAB@G. &0>8? CV4IV4 E2V4K8FP CDB HGA40@5AF0?PAG 7A0K8@VEFP 

VAHBD@0JV?ABW >B@CBA5AF8 2 EGK0EA8I @V6A0DB4A8I 2V4ABE8A0I, O>0 EPB3B4AV A5 

FV?P>8 є B4AVєN 7 >?NKB28I I0D0>F5DA8I D8E E2VFB2BW CB?VF8>8, 0?5 ? є WW 

E8EF5@BGF2BDNNK8@ K8AA8>B@.  

 

1.2. %B0= @>7@>1:8 =0C:>2>W ?@>1;5<8 B0 465@5;ь=>-4>:C<5=B0;ь=0 1070 
4>A;V465==O 

 

%GK0EA0 J8HDB20 D52B?NJVO FBD>0єFPEO 2EVI EH5D 68FFO EGECV?PEF20 V 

45D6028. %8EF5@0 @V6A0DB4A8I 2V4ABE8A EF0є J8HDB2BN, CD8KB@G G AV? 

HBD@GNFPEO DV7AV >?0EF5D8 K8 CV4E8EF5@8, E5D54 O>8I 3 E8EF5@0 2V4ABE8A 7 C8F0AP 

70157C5K5AAO VAHBD@0JV?ABW 157C5>8 (Brooke, 2016, E. 29-53). 

 B6A0 CB3B48F8EP 7 F8@, MB J8HDB2V F5IAB?B3VW 4?O EGK0EA8I @V6A0DB4A8I 

2V4ABE8A 2V4V3D0NFP FG E0@G DB?P, MB ? O45DAV F5IAB?B3VW 4?O 4DG3BW CB?B28A8 XX 

EFB?VFFO. *8HDB28? CDBEFVD є CB?5@ 35BCB?VF8KA8I CDBF8DVK, FB@G 4BEFGC 4B 

C5D54B28I J8HDB28I F5IAB?B3V? 287A0K0є @B6?82BEFV 45D6028 A0 @V6A0DB4AV? 

0D5AV V EC5>FD 4BEFGCA8I 7B2AVLAPBCB?VF8KA8I @B6?82BEF5?, 0 F0>B6 DV25AP 

5>BAB@VKAB3B DB728F>G. #D8 JPB@G, O> 707A0K0NFP 4BE?V4A8>8, ?V45DEF2B G 30?G7V 

J8HDB28I F5IAB?B3V? є 70CBDG>BN ?V45DEF20 G E2VFB2V? CB?VF8JV XXI EFB?VFFO 

(Cahyadi & Magda, 2021). 

%GK0EAV @V6A0DB4AV 2V4ABE8A8 C5D5?L?8 2 5CBIG, >B?8 270є@B4VN @V6 

>D0WA0@8, CDB>EV-3DGC0@8 K8 >BD8EFG20K0@8 G >V15DCDBEFBDV A5B1IV4AB D53G?N20F8 

J8HDB28@8 CD028?0@8 A0 >LF0?F /?F8AEP>B-#BFE40@EP>8I G3B4 F0 CDB2545AAO 

C52A8I @56 G 28>BD8EF0AAV �AF5DA5FG.  

!0E0@C5D54, F0>V CD028?0 CBFDV1AV 4?O 70157C5K5AAO EF01V?PAB3B DB728F>G 

VAHBD@0JV?AB3B E5D54B28M0, MB BEB1?82B 70FD51G20A5 2 EGK0EA8I G@B20I 
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7DBEF0AAO >V?P>BEFV F0 @0ELF01V2 J8HDB28I 703DB7, 1V?PL0 K0EF8A0 7 O>8I @0є 

FD0AE>BD4BAA8? I0D0>F5D. !0?1V?PLG A5157C5>G EPB3B4AV CD54EF02?Oє 2V?EP>B2B-

CB?VF8KA8? 28@VD 703DB7 VAHBD@0JV?AV? 157C5JV. %F0?0 BK5284ABN «3BA>0 J8HDB28I 

B71DBєAP», 4B O>BW 70?GK0єFPEO 4540?V 1V?PL5 45D602. #B4VW, MB 2V41G20NFPEO 

EPB3B4AV G E2VFV, E2V4K0FP CDB F5A45AJVN CBE8?5AAO VAHBD@0JV?AB3B CDBF8EFBOAAO 

@V6 CDB2V4A8@8 45D6020@8. �5D6028 2E5 K0EFVL5 28>BD8EFB2GNFP ��& O> 70EB18 

45EFDG>F82AB3B 2C?82G A0 VAHBD@0JV?AG VAHD0EFDG>FGDG F0 EGECV?PAG E2V4B@VEFP 

CDBF82A8>0. "EB1?82G A5157C5>G EF0AB2?OFP 0F0>8 A0 B1'є>F8 >D8F8KABW 

VAHBD@0JV?ABW VAHD0EFDG>FGD8 (Palma, 2024). 

!0 EPB3B4AV VAF5AE82AVEFP VAHBD@0JV?AB3B CDBF8EFBOAAO 4BEO3?0 CV>B28I 

7A0K5AP G 2EPB@G E2VFV, 0 BEB1?82B CVE?O CBK0F>G DBEV?EP>B-G>D0WAEP>BW 2V?A8. %0@5 

$BEVO є B4A8@ V7 E2VFB28I ?V45DV2 7 45EFDG>F82AB3B 28>BD8EF0AAO VAHBD@0JV?A8I 

F5IAB?B3V? 4?O 2C?82G A0 VAL8I EG19є>FV2 @V6A0DB4A8I 2V4ABE8A (Paul & Matthews, 

2016; The Kremlin’s Efforts to Covertly Spread Disinformation in Latin America, 2023; 

Kayali & Calcutt, 2023). 

#BF5AJV0? J8HDB28I F5IAB?B3V? F0>B6 4540?V 0>F82AVL5 70EFBEB2GєFPEO 

F5DBD8EF8KA8@8 F0 5>EFD5@VEFEP>8@8 BD30AV70JVO@8, 7?BK8AJO@8 F0 VAL8@8 

7?B2@8EA8>0@8 4?O 4BEO3A5AAO E2BWI CDBF8CD02A8I JV?5?. "EB1?82B3B DB7@0IG 

A01G?B L0ID0?EF2B 7 28>BD8EF0AAO@ ��&, 7 O>8@8 EF8>0єFPEO 1V?PLVEFP 

>BD8EFG20KV2 @B1V?PAB3B 72'O7>G F0 @5D56V �AF5DA5F. *V CB3DB78 F0>B6 @0NFP 

FD0AE>BD4BAA8? I0D0>F5D V 70KVC0NFP GEV 45D6028 (Cybersecurity and New 

Technologies, 2023). 

%GK0EA0 E8EF5@0 @V6A0DB4A8I 2V4ABE8A C5D51G20є G FD820NKB@G CDBJ5EV 

35BCB?VF8KA8I, CB?VF8KA8I, 5>BAB@VKA8I F0 EBJV0?PA8I FD0AEHBD@0JV?, O>V 

I0D0>F5D87GNFPEO 703BEFD5ABN >BAH?V>FAVEFN, I0BF870JVєN E8EF5@8 @V6A0DB4A8I 

2V4ABE8A, 71V?PL5AAO@ DB?V A545D602A8I EG19є>FV2 F0 CDB>EV-0>FBDV2, DG?AG20AAO@ 

E8EF5@8 @V6A0DB4AB3B CD020 O> D53G?NNKB3B VAEFDG@5AFG 2 @V6A0DB4A8I 

2V4ABE8A0I, 0 F0>B6 2E5 0>F82AVL8@ 28>BD8EF0AAO@ «DB7G@ABW E8?8» O> >B@1VA0JVW 

«@9O>BW» F0 «6BDEF>BW» E8?. %PB3B4AV A0 CD8>?04V 03D5EVW $BEVW CDBF8 '>D0WA8 KVF>B 

CDBEF56GєFPEO >D0I E8EF5@8 3?B10?PABW F0 є2DBC5?EP>BW 157C5>8, EHBD@B20ABW 
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CVE?O �DG3BW E2VFB2BW 2V?A8. #BDGL5AAO $BEVєN 107B28I ABD@ F0 CD8AJ8CV2 

@V6A0DB4AB3B CD020, 7B>D5@0 %F0FGFG ""!, �5?PEVAEP>B3B 70>?NKAB3B 0>FG, 2 

CBє4A0AAV 7 @B6?82VEFN $BEVєN LFGKAB 1?B>G20F8 @V6A0DB4AV @5I0AV7@8 

D503G20AAO L?OIB@ 28>BD8EF0AAO CD020 25FB 2 $04V 157C5>8 ""!, E2V4K0FP CDB 

CBFD51G C5D5BE@8E?5AAO EGK0EABW @V6A0DB4ABW E8EF5@8 157C5>8. �465 A0O2A0 

E8EF5@0, EHBD@B20A0 @0?65 100 DB>V2 FB@G, G65 A5 40є 2V4CB2V4V A0 VEAGNKV 

28>?8>8, 0 >BAFGD8 AB2BW E8EF5@8 2E5 M5 A5 EHBD@B20AV (Horbulin, 2017). 

%PB3B4AV @8 @B65@B ECBEF5DV30F8 FDPBIE>?04B2G FD0AEHBD@0JVN EGK0EABW 

CB?VF8KABW BD30AV70JVW E2VFG, O>0 2>?NK0є FD0AEHBD@0JVN: 

- �5EFH0?PEP>BW @B45?V, B1G@B2?5AG 3?B10?V70JVєN; 

- EGK0EABW @V6A0DB4ABW E8EF5@8, B1G@B2?5AG CDBJ5E0@8 

VAF53D0JVW/457VAF53D0JVW; 

- CB?VF8KA8I E8EF5@ B>D5@8I >D0WA, B1G@B2?5AG 45@B>D0F870JVєN (�BCC5?P 

& #0DIB@KG>, 2022, E. 10-15). 

&0>B6 4?O E8EF5@8 @V6A0DB4A8I 2V4ABE8A 2 CDBJ5EV WW FD0AEHBD@0JVW 4540?V 

1V?PL I0D0>F5DABN EF0є 3V1D84870JVO 2V4ABE8A, 7@VM5AAO WI 2 A0CDO@>G 0E8@5FDVW, 

MB 7A0IB48FP E2Bє A0?OE>D02VL5 2V4B1D065AAO G EGK0EAB@G H5AB@5AV «3V1D84ABW 

2V?A8» O> AB2B3B 284G 3?B10?PAB3B CDBF8EFBOAAO. %0@5 EGK0EA5 DB7G@VAAO JPB3B 

H5AB@5AG A0?>D0M5, A0 A0LG 4G@>G, 2V4B1D065A5 G 287A0K5AAV  V6A0DB4AB3B 

VAEF8FGFG EFD0F53VKA8I 4BE?V465AP, BCG1?V>B20AB3B 2 72VFV Military Balance 2V4 2015 

DB>G. #DB0A0?V7G202L8 CB4VW 2014 DB>G, 0 E0@5 A570>BAAG 0A5>EVN $BEVєN 

CV2BEFDB20 �D8@ F0 2FBD3A5AAO G EIV4AV B1?0EFV '>D0WA8, 0A0?VF8>8 287A0K8?8 

«3V1D84AG 2V?AG» O> «28>BD8EF0AAO 2V?EP>B28I F0 A52V?EP>B28I 70EB1V2 2 

VAF53DB20AV? >0@C0AVW, MB EF2BD5AV 7 @5FBN «7482G20AAO» CDBF82A8>0, 70IBC?5AAO 

VAVJV0F828 V BFD8@0AAO CE8IB?B3VKABW F0 HV78KABW C5D52038 L?OIB@ 28>BD8EF0AAO 

70EB1V2 48C?B@0FVW, CDB2545AAO E>?04A8I V L284>8I VAHBD@0JV?A8I F0 

>V15DBC5D0JV?, 2V?EP>B28I V EC5JV0?PA8I BC5D0JV?, 0 F0>B6 5>BAB@VKAB3B F8E>G» 

(Witner, 2020, E. 7-15). 

*V>028@ F0>B6 є 287A0K5AAO «3V1D84ABW 2V?A8», 70CDBCBAB20A5 

#V2AVKAB0F?0AF8KA8@ 0?POAEB@ A0 BEAB2V 0A0?V7G 4V? $BEVW 2 '>D0WAV 7 2014 DB>G. 
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&0>, !�&" 287A0K0є «3V1D84AG 2V?AG» O> 28>BD8EF0AAO 2V?EP>B28I F0 A5 

2V?EP>B28I, CD8IB20A8I F0 2V4>D8F8I 70EB1V2 (7B>D5@0, 457VAHBD@0JVN, >V15D0F0>8, 

5>BAB@VKA8? F8E> FBMB) 4?O DB7@8FFO >BD4BAV2 @V6 2V?ABN V @8DB@, CBDB465AAO 

EG@AV2G 2 E2V4B@BEFV JV?PB28I 3DGC A0E5?5AAO, 45EF01V?V70JVW V CV4D82G EGECV?PABW 

E8EF5@8. �8IB4OK8 7 JPB3B DB7G@VAAO «3V1D84ABW 2V?A8», !�&" F0>B6 45F0?V7Gє 

E0@5 VAHBD@0JV?AV 0EC5>F8 F0>BW EFD0F53VW. %5D54 A8I BEB1?82B JV>028@ є CBAOFFO 

«2BDB6BW VAHBD@0JV?ABW 4VO?PABEFV» O> L8DB>8? EC5>FD E>BBD48AB20A8I 4V?, 

A0CD02?5A8I A0 EVOAAO A54B2VD8 V @0AVCG?OJVN 3DB@04EP>BN 4G@>BN. �B F0>8I 4V? 

2V4ABEOFPEO 457VAHBD@0JVO, CDBC030A40, @0AVCG?N20AAO A0 DV2AV A0D0F82V2, 

EBJV0?PA8? VA68AVD8A3 FBMB (NATO’s approach to countering disinformation, 2023). 

�BE?V4A8> 7 !BD253VW �. ). �0D?E5A CDB2V2 0A0?V7 MBDVKA8I 72VFV2 15 

EC5JE?G61 G 11 70IV4A8I >D0WA0I 70 C5DVB4 2014-2018 DB>V2 F0 28O282 L8DB>8? 

EC5>FD VAEFDG@5AFV2 F0 @5FB4V2, O>V 28>BD8EFB2Gє DBEV?EP>8? D568@ 4?O CB?VF8>B-

VAHBD@0JV?AB3B 2C?82G. $57G?PF0F8 4BE?V465AAO 2>07GNFP A0 F5, MB $BEVO 

A0@030єFPEO A0?0>F82AVL5 2C?820F8 A0 є2DBC5?EP>G CB?VF8>G F0 CDBJ5E8 CD8?AOFFO 

DVL5AP, C5D525DLGNK8 A02VFP �8F0? F0 VALV >D0WA8. �VW $BEVW A0JV?5AV A0 FD8 

EFD0F53VKAV JV?V: 70157C5K5AAO 157C5>8 E2B3B D568@G, GFD8@0AAO 2C?82G 2 >B?8LAVI 

D04OAEP>8I D5ECG1?V>0I F0 715D565AAO EF0FGEG E2VFB2BW 45D6028. 

�B23BEFDB>B20 @5F0 CV4D82ABW 4VO?PABEFV $BEVW CB?O30є G CBE?01?5AAV !�&" 

F0 Є%. �D5@?P 28>BD8EFB2Gє CV4IV4 «divide et impera», 28>BD8EFB2GNK8 DV7AV 

VAEFDG@5AF8 2C?82G. !0E5?5AAO BEAB2A8@ K8AB@ BIBC?NєFPEO K5D57 FD048JV?AV 

@54V0 F0 EBJV0?PAV @5D56V.  5AL8A8, 1V65AJV F0 5>EFD5@VEF8 28>BD8EFB2GNFPEO 4?O 

EF2BD5AAO EBJV0?PAB3B A0CDG65AAO. ' E2BWI 7GE8??OI $BEVO 28>BD8EFB2Gє 

DB730?G65AG @5D56G CB?VF8KA8I EBN7A8>V2 F0 3DB@04EP>8I BD30AV70JV?, O>V 

ECBF2BDNNFP D50?PAVEFP F0 4BCB@030NFP C5D5C8E0F8 VEFBDVN 4?O ?53VF8@V70JVW 

E2B3B D568@G F0 48E>D548F0JVW VAL8I >D0WA (Karlsen, 2019). 

%PB3B4AV A0 CD8>?04V 2V?A8 '>D0WA8 F0 $BEVW O> 157CBE5D54APB >BAH?V>FG 42BI 

45D602, F0> V 5?5@5AFG 35BCB?VF8KAB3B CDBF8EFBOAAO 45D602 �0IB4G 7V EIV4A8@8 

02FB>D0FVO@8, @8 @B65@B KVF>B CDBEF568F8 >?NKB2V BEB1?82BEFV EGK0EABW 

«3V1D84ABW 2V?A8». %5D54 F0>8I BEB1?82BEF5? E?V4 2V4@VF8F8 @0>E8@0?PAB L8DB>8? 
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0DE5A0? VAEFDG@5AFV2 F0 @5FB4V2, O>V BIBC?NNFP CB?VF8KAG, 5>BAB@VKAG, 2V?EP>B2G, 

>G?PFGDAG, VAHBD@0JV?AG, F5IAB?B3VKAG F0 VALV C?BM8A8. !0D07V 45D6028 F0 

A545D602AV EG19є>F8 A0@030NFPEO 2V4EFBOF8 2?0EAV VAF5D5E8, 4BEO3AGF8 

CBEF02?5A8I JV?5? A0 @V6A0DB4AV? 0D5AV, LG>0NK8 A0?>D0MG >B@1VA0JVN 

DV7ABC?0AB28I 70IB4V2, CBK8A0NK8 2V4 157CBE5D54APB 2V?EP>B28I 4V?, 5>BAB@VKA8I 

0>JV?, 7025DLGNK8 >V15D0F0>0@8 F0 >0@C0AVO@8 457VAHBD@0JVW. (0>F8KAB @8 

@B65@B 3B2BD8F8 CDB «3V1D84AG 2V?AG» O> >BAJ5CJVN, @0>E8@0?PAB 

270є@BCB29O70AG 7 >BAJ5CJVєN «DB7G@ABW E8?8», 4?O O>BW 3V1D84A8? HBD@0F 

CDBF8EFBOAAO є V450?PA8@ E5D54B28M5@ 4?O D50?V70JVW (Kofman & Rojansky, 2015). 

"4A8@ V7 >?NKB28I 70EB1V2, O>8? 28>BD8EFB2GєFPEO EPB3B4AV 2 D0@>0I 

3V1D84A8I CDBF8EFBOAP, є VAHBD@0JVO. #D8K8ABN є CD8E>BD5AAO F5IAB?B3V70JVW 

EGK0EAB3B E2VFB2B3B EGECV?PEF20, 71V?PL5AAO DB?V >B@GAV>0JV?, 7B>D5@0 @5D56V 

�AF5DA5F, F0 740FAVEFP VAHBD@0JVW 1GF8 5?5@5AFB@, O>8? A0?>D0M5 CDBA8>0є 2 

E5D54B28M5 CDBF82A8>0. �?O DB7G@VAAO, 73V4AB 4BE?V465AAO Telecommunication 

Development Sector (ITU-D), EF0AB@ A0 2023 DV> >BD8EFG20K0@8 �AF5DA5FG є 5,4 @?D4. 

?N45?, MB EF0AB28FP 67% 2EPB3B A0E5?5AAO E2VFG. ' 2005 DBJV K0EF>0 >BD8EFG20KV2 

3?B10?PABW @5D56V EF0AB28?0 16% (482. �B40FB> �) («Statistics», 1. 4.). �?B10?V70JVO 

E2VFG, 7@5AL5AAO 10D9єDV2 G 270є@B4VW ?N45?, 45D602, 1V7A5EG, F0 C5D52060AAO 

?V15D0?PA8I CV4IB4V2 4B D53G?N20AAO VAHBCDBEFBDG 2 45D6020I �0IB4G EF2BD8?8 

V450?PAV G@B28 «A570I8M5ABEFV» 70IV4A8I A0JVBA0?PA8I VAHBD@0JV?A8I E8EF5@, 

K8@ >BD8EFGNFPEO E2VFB2V 02FB>D0FVW, F0>V O> $BEVO F0 �8F0?. 

�B>D5@0, $BEVO, K8є EGECV?PEF2B є 7A0KAB 70>D8FVL8@, AV6 EGECV?PEF2B �0IB4G, 

CV4 K0E 2V?A8 7 '>D0WABN 0>F82AB 28>BD8EFB2Gє JN «2V4>D8FVEFP» 70IV4AB3B 

CDBEFBDG 4?O CDB2545AAO 2?0EA8I 457VAHBD@0JV?A8I >0@C0AV?. (0>F8KAB 2V?A0 

'>D0WA8 F0 $BEVW A0D07V 45@BAEFDGє 2D07?82VEFP «VAHBD@0JV?AB 2V4>D8F8I 

EGECV?PEF2» 2 G@B20I CB2ABJVAAB3B >BAH?V>FG. �B4ABK0E «VAHBD@0JV?AB 70>D8F5 

EGECV?PEF2B», O>8@ є DBEV?EP>5, @5AL KGF?825 4B 2BDB68I VAHBD@0JV?A8I >0@C0AV?, 

0465 28>BD8EFB2Gє A87>G B1@56G20?PA8I 70IB4V2, F0>8I O> J5A7GD0, 28>BD8EF0AAO 

H0єD2B?G 4?O 1?B>G20AAO VAHBD@0JVW, CBE8?5AAO EF565AAO 70 2?0EA8@ 

VAHBCDBEFBDB@ (W. Kong & Marler, 2022). 
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�07A0K8@B, MB 70IV4A0 @B45?P 45@B>D0FVW, O>0 ECD8?@0єFPEO $BEVєN O> 

KGF?820 4B 2C?82G, E0@0 BC8A8?0EO 2 E8FG0JVW FD0AEHBD@0JVW CV4 2C?82B@ 

VAHBD@0JV?ABW 4B18, 7B>D5@0 CBO28 AB28I @54V0. &D820є CDBJ5E HBD@G20AAO 

45@B>D0FV?, BDVєAFB20A8I A0 >B@GAV>0JVN F0 2VDFG0?V70JVN CB?VF8KAB3B CDBEFBDG F0 

4VO?PABEFV 3DB@04OA8A0, 0 @V6A0DB4A0 0D5A0 EF0?0 CB?5@ VAHBD@0JV?ABW 1BDBFP18 

70 45@B>D0FVN. �0 F0>8I G@B2 70?8L0єFPEO 2V4>D8F8@ C8F0AAO, A0E>V?P>8 2 F0>V? 

45@B>D0FVW 3DB@04OA8A O>VEAB CBVAHBD@B20A8?, MB1 CD8?@0F8 E2V4B@V F0 

>BAEFDG>F82AV DVL5AAO 2 45@B>D0F8KAB@G CDBJ5EV E2BєW 45D6028, MB E2BєN K5D3BN 

0>FG0?V7Gє CBFD51G CB>D0M5AAO VAHBD@0JV?ABW 3D0@BFABEFV 3DB@04OA (�0A8?5A>B, 

2021, E. 90-105). "K5284AB, MB F0>V FD0AEHBD@0JVW 45@B>D0FVW F0 206?82VEFP 

«B71DBєAAO» ?N45? O>VEA8@8 A028>0@8 4?O 1BDBFP18 7 457VAHBD@0JVєN G E2BW? 

3B?B2V M5 1V?PL5 0>FG0?V7GNFPEO, >B?8 $BEVO E8EF5@AB F5EFGє VAHBD@0JV?AG 

157C5>G �0IB4G E2BєN EFD0F53VєN 3V1D84ABW 2V?A8.  

&0>B6 206?828@ 4?O DB7G@VAAO @VEJO VAHBD@0JV?ABW E>?04B2BW 2 >BAF5>EFV 

EGK0EA8I 3V1D84A8I 703DB7 є GE2V4B@?5AAO 71V?PL5AAO DB?V EBJ@5D56 O> CDBEFBDG 

CDBF8EFBOAAO. $B728FB> F5IAB?B3V? @0AVCG?OJVW, 7B>D5@0 ?45FPEO CDB EF2BD5AAO 

H5?>B28I EFBDVAB>, HGA>JVBAG20AAO @5D56V «1BFV2» F0 «FDB?V2», 4B72B?Oє 45D6020@ 

F0 A545D602A8@ 0>FBD0@ EVOF8 VAHBD@0JV?A8? I0BE, ECDO@B2G20F8 3DB@04EP>G 

4G@>G G 283V4AB@G 4?O A8I A0CDO@>G. � G@B20I 45@B>D0F8KA8I ?V15D0?PA8I 

EGECV?PEF2 J5 EF2BDNє 157CBE5D54AN 703DB7G 45EF01V?V70JVW CB?VF8>B-EBJV0?PABW 

E8FG0JVW F0 CBF5AJV?AB 7@VA8 >BAHV3GD0JVW 2?048 (Nissen, 2016). 

"4A8@ V7 >?NKB28I VAEFDG@5AFV2 4?O @0AVCG?N20AAO 2 VAHBCDBEFBDV 

FD048JV?AB є 457VAHBD@0JVO, CV4 O>BN @8 DB7G@Vє@B B@0A?82G 01B A54BEFB2VDAG 

VAHBD@0JVN, O>0 CBL8D5A0 JV?5ECDO@B20AB 7 @5FBN @0AVCG?N20AAO 4G@>BN V 4VO@8 

VAL8I ?N45? (NATO’s approach to countering disinformation, 2023). �B>D5@0, 

206?82BN I0D0>F5D8EF8>BN F0>BW 457VAHBD@0JVW є WW VAEF8FGJVBA0?PAVEFP, FB1FB 

457VAHBD@0JVO, O>0 28DB1?OєFPEO V CBL8DNєFPEO A0 70@B2?5AAO DBEV?EP>BW 45D6028. 

%. �0A8?5A>B G DB1BFV «�AEF8FGJVBA0?PAVEFP 457VAHBD@0JVW F0 E8@5FD8KA0 CDBF84VO 

WW 45EFDG>F82AB@G 2C?82G» CV4>D5E?Nє, MB BEB1?82VEFN 457VAHBD@0JVW є WW 

3AGK>VEFP. !0 4G@>G 4BE?V4A8>0, 45D6020-VAHBD@0JV?A8? 03D5EBD BC5D0F82AB 
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C5D5A0CD02?Oє E2BN CDBC030A4G, 7B>D5@0 7@VANє F5@8 F0 @5E546V, 2B4ABK0E 

715DV30NK8 BEAB2A8? A0D0F82, MB F0>B6 EF2BDNє 4B40F>B2V 703DB78 4?O 

VAHBD@0JV?ABW 157C5>8 (%5D3V? �0A8?5A>B, 2020, E. 17-19). &0>0 740FAVEFP 

457VAHBD@0JVW GE>?04ANє CDBJ5E WW V45AF8HV>0JVW, 7B>D5@0 WW >?NKB2B3B A0D0F82G, 0 

BF65 GE>?04ANє CDBJ5E HBD@G20AAO VAEF8FGJVBA0?PABW CDBF84VW. 

"K5284AB, MB G J8I B1EF028A0I A0 C5DL8? C?0A 28IB48FP CBAOFFO 

VAHBD@0JV?ABW 157C5>8 O> 70CB1V6A8>0 2V4 VAHBD@0JV?AB3B L>V4?82B3B 2FDGK0AAO. 

�EF0AB2?5AAO JPB3B 70CB1V6A8>0 @B6?825 FV?P>8 K5D57 D50?V70JVN >B@C?5>EABW 

CB?VF8>8 VAHBD@0JV?ABW 157C5>8. �0DFB CV4>D5E?8F8, MB BEAB2AV F5BDVW MB4B 

CB?VF8>8 VAHBD@0JV?ABW 157C5>8 G @V6A0DB4A8I 2V4ABE8A0I 28E2VF?5AB G CD0JOI 

�6. !0O, $. �D@VFV460, �. �0??0DBFFV, �. +BA30, �. �B?>5D0 F0 �. �N42V30,  . 

�V1VJ>V, $. ,0HD0AE>V, �. �D>2V??8 V �. $BAH5?P4F0, �. �0AK52E>V F0 �. �B?0DV>0, 

#. #B@5D0AJ520, �. %F5?A0, ..  0D7G>V F0 ". '?Pє. 

&0>, �6. !0? C5DL8@ 22V2 2 A0G>B28? B1V3 CBAOFFO «@9O>BW E8?8», O>0 

2>?NK0є 2 E515 F0>B6 VAHBD@0JV?AV 0EC5>F8 2C?82G A0 EG19є>FV2 @V6A0DB4A8I 

2V4ABE8A. !0 4G@>G A0G>B2JO, «@9O>0 E8?0» H0>F8KAB B7A0K0є 740FAVEFP, CBF5AJV0? 

45D6028 4BEO30F8 E2BWI JV?5? G 270є@B4VW 7 VAL8@8 EG19є>F0@8 @V6A0DB4A8I 

2V4ABE8A A5 L?OIB@ «6BDEF>BW E8?8», 7B>D5@0 2V?EP>B28I 4V?, 5>BAB@VKA8I E0A>JV? 

FBMB, 0 L?OIB@ C5D5>BAG20AAO. !0 CD8>?04V %,� F0 WI 35BCB?VF8KAB3B DB728F>G 

CVE?O 70>VAK5AAO )B?B4ABW 2V?A8 �6. !0? 45@BAEFDGє, MB «@9O>0 E8?0» 2 G@B20I 

DG?AG20AAO 1VCB?ODABW «6BDEF>BW» E8EF5@8 є 5H5>F82A8@ VAEFDG@5AFB@ 4?O %,� 

G 70I8EFV E2BWI A0JVBA0?PA8I VAF5D5EV2 F0 CBL8D5AAO E2B3B 2C?82G (Nye, 1991).  

!0 4G@>G A0G>B2JO, %,� 2 CDBJ5EV 70157C5K5AAO E2BWI 35BCB?VF8KA8I 

VAF5D5EV2 A5B1IV4AB 2CDB2048F8 F0> 720AG «VAHBD@0JV?AG C0D0EB?N», O>0 

CB?O30F8@5 2 G73B465AB@G B1@VAV VAHBD@0JVєN 4?O A0?03B465AAO @V6A0DB4ABW 

ECV2CD0JV V CV4FD8@>8 @8DG. �AHBD@0JV?AB-F5IAB?B3VKA0 C5D52030 %,�, A0 

C5D5>BA0AAO �6. !0O, 4B72B?8FP EF2BD8F8 5H5>F82AG 3?B10?PAG 45@B>D0F8KAG 

E8EF5@G, 2 O>V? �0L8A3FBA 28EFGC8FP ?V45DB@ V 45 %,� 7@B6GFP 28>BD8EFB2G20F8 

VAHBD@0JVN 4?O 4BCB@B38 EBN7A8>0@, CBC5D5465AAO @V6A0DB4A8I >BAH?V>FV2, O>V 

A5 2V4CB2V40NFP VAF5D5E0@ �@5D8>8 (Nye, 2004). 
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%GK0EA8? DB728FB> @5D56V �AF5DA5F F0 C5D54B28I F5IAB?B3V? CD872V2 4B 

28A8>A5AAO AB2B3B J8HDB2B3B E5D54B28M0, G O>B@G J8HDB20 48C?B@0FVO EF0є 

A5B1IV4A8@ VAEFDG@5AFB@ 4?O 74V?EA5AAO @V6A0DB4A8I 2V4ABE8A 70 4BCB@B3BN 

VAHBD@0JV?A8I F5IAB?B3V?. �0D07 ECV?>G20AAO 2 @0E-@54V0 F0 2 VAF5DA5F-CDBEFBDV 

EF0?B 728K0?A8@ O28M5@ 4?O EGK0EAB3B A0E5?5AAO, MB DB18FP BEB1?82B 0>FG0?PA8@ 

28>BD8EF0AAO AB28I F5IAB?B3V? G 48C?B@0F8KA8I CD0>F8>0I. ' E2VFV 

VAHBD@0JV?AB3B 2C?82G «@'O>0 E8?0» 22060єFPEO >?NKB28@ 5?5@5AFB@ G 

@V6A0DB4AB@G >BAF5>EFV. �BA0 107GєFPEO A0 >B@GAV>0F82A8I @B6?82BEFOI F0 

2V4DV7AOєFPEO 2V4 «6BDEF>BW E8?8», MB 2>?NK0є 2 E515 2V?EP>B2G K8 5>BAB@VKAG 

CBFG6AVEFP. %FD0F53VO «@'O>BW E8?8» 28>BD8EFB2Gє D5EGDE8 �AF5DA5FG, 0 J8HDB20 

48C?B@0FVO GECVLAB 70EFBEB2Gє «@'O>G E8?G» K5D57 EBJV0?PAV @5D56V O> CBFG6A8? 

VAEFDG@5AF >B@GAV>0JVW 7 JV?PB2BN 0G48FBDVєN 3 EBJV0?PAV @54V0 O> VAEFDG@5AF 

«@'O>BW E8?8 2.0» (Háberová, 2019; Dzitac, 2023). 

%BJV0?PAV @5D56V 28EFGC0NFP O> C?0FHBD@0 4?O 1G4V2A8JF20 EBJV0?PA8I 

2V4ABE8A, 2C?820NK8 A0 DB728FB> 3?B10?PABW ECV?PABF8 F0 HBD@GNK8 E@0>8 F0 

CDVBD8F5F8. "4A0>, 206?82B 2D0IB2G20F8 ? A530F82AV F5A45AJVW G DB728F>G 

3?B10?PA8I F5IAB?B3V?, 7B>D5@0 G @5D56V. �8A8>A5AAO VAHBD@0JV?A8I F0 

@5D56528I >BAH?V>FV2 ECD8K8A5A5 CBL8D5AAO@ A54BEFB2VDABW, A87P>BW O>BEFV K8 

G@8EAB A5CD02482BW VAHBD@0JVW. ' JPB@G >BAF5>EFV J8HDB20 48C?B@0FVO @B65 1GF8 

28>BD8EF0A0 4?O CB?53L5AAO >B@GAV>0JVW @V6 GDO4B@ F0 3DB@04OA0@8, 

28>BD8EFB2GNK8 ��&, @54V0C?0FHBD@8, 1?B38 F0 EBJV0?PAV @5D56V. 

�030?B@ 465D5?0 «@9O>BW E8?8» @B6A0 G@B2AB CB4V?8F8 A0 2 2848: 

@V6A0DB4AV F0 2AGFDVLAV.  V6A0DB4A8@8 465D5?0@8 F0>BW E8?8 є:  

 CB2030 4B @V6A0DB4AB3B CD020, VAEF8FGJV?, @V6A0DB4A8I 4B3B2BDV2 F0 

7B1B29O70AP 2 D0@>0I 0?POAEV2; 

 0>J5AF A0 @G?PF8?0F5D0?V7@V;  

 3BFB2AVEFP CB65DF2G20F8 >BDBF>BEFDB>B28@8 A0JVBA0?PA8@8 VAF5D5E0@8 

704?O 4BEO3A5AAO 7030?PAB3B 1?030; 

 ?V15D0?PA0 ECDO@B20AVEFP 7B2AVLAPB5>BAB@VKABW CB?VF8>8.  

-B 6 4B 2AGFDVLAVI 465D5?, FB FGF ?45FPEO CDB: 
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 >G?PFGDG (CD8201?828? B1D07 68FFO, E2B1B40, FB?5D0AFAVEFP, @B6?82BEFV 

4?O E0@BD50?V70JVW FBMB); 

 CB?VF8KAV VAEF8FGJVW (45@B>D0FVO, >BAEF8FGJVBA0?V7@, C?ND0?V7@/?V15D0?V7@, 

5H5>F82AB HGA>JVBAGNK0 45D602A0 1NDB>D0FVO (Gallarotti, 2015, E. 245-281). 

�B4ABK0E �6. !0? A03B?BLG202, MB 28>BD8EF0AAO@ 28>?NKAB «@9O>BW E8?8» 

A5@B6?82B 4BEO3AGF8 GEVI JV?5? 7B2AVLAPBW CB?VF8>8 %,�. &B@G >D8F8KABN є 

>B@1VA0JVO «@9O>BW» F0 «6BDEF>BW» E8?, E8@1VB7 A0?>D0M8I 5?5@5AFV2 O>8I 

A0G>B25JP 287A0K02 O> «DB7G@AG E8?G». �BA0 @0є BC8D0F8EO A0 A0?>D0MV A0410AAO 

EGK0EABEFV, 7B>D5@0 VAAB20JV?AB-F5IAB?B3VKA8? F0 A0G>B2B-BE2VFAV? CBF5AJV0?8, 

VAAB20JV?AG 48C?B@0FVN V 28EB>V F5IAB?B3VW G 2V?EP>B2V? ECD02V. � 4BE?V465AAV 

�@5D8>0AEP>B3B J5AFDG EFD0F53VKA8I V @V6A0DB4A8I 4BE?V465AP «�V?PL DB7G@A0, 

1V?PL 157C5KA0 �@5D8>0» (2006), CV43BFB2?5AB3B �6. !0є@, $. �D@VFV465@, 

A03B?BL5AB, MB A5B1IV4AVEFP 28>BD8EF0AAO «DB7G@ABW E8?8» є A0E?V4>B@ 

28K5DC0AAO CBF5AJV0?G CB?VF8>8, O>0 BC8D0єFPEO 28>?NKAB A0 «@9O>G» K8 

«6BDEF>G» E8?8. !0 4G@>G 4BE?V4A8>V2, 240?5 CBє4A0AAO A0?>D0M8I CV4IB4V2 F0 

CD0>F8> B1BI >BAJ5CJV? 4B72B?8FP %,� CB25DAGF8 EB1V EF0FGE 3?B10?PAB3B 

VAF5?5>FG0?PAB3B ?V45D0 (Nye, Cohen & Armitage, 2007).  

#DBF5, �6. !0? F0 $. �D@VFV46 A03B?BLG20?8, MB CD0>F8KA5 2FV?5AAO 2?04BN 

%CB?GK5A8I ,F0FV2 �@5D8>8 >BAJ5CJVW «DB7G@ABW E8?8» @0є A87>G CDB1?5@, E5D54 

O>8I CDB1?5@8 >BBC5D0JVW 7 A5GDO4B28@8 EG19є>F0@8 @V6A0DB4A8I 2V4ABE8A, 

7BE5D5465AAO HVA0AEG20AAO A0 F8I A0CDO@>0I, O>V 40NFP L284>8? D57G?PF0F, KB3B 

K0EFB A5@B6?82B 4BEO3AGF8 @5FB40@8 «DB7G@ABW E8?8», A54BEF0FAV? DV25AP 

2V?EP>B2B-J82V?PAB3B ECV2DB1VFA8JF20, DB7C8?5AAO D5EGDEV2 «@9O>BW E8?8» A0 

1030FBEFBDBAAV F0 A5GDO4B2V HBD@0F8 FBMB (Nye & Armitage, 2007). 

�06?828? 2A5EB> G DB728FB> >BAJ5CJVW «DB7G@ABW E8?8» 2AVE A0G>B25JP �. 

+BA3. �VA EF25D46Gє, MB CBCD8 F5, MB «DB7G@A0 E8?0» є E2BєDV4A8@ E8@1VB7B@ 

«6BDEF>BW» F0 «@9O>BW» E8?, 2BA0 2E5 6 @0є FO6VF8 4B 48C?B@0FVW F0 @8DA8I ECBEB1V2 

4BEO3A5AAO E2BWI 7B2AVLAPBCB?VF8KA8I JV?5?. �V?EP>B28? H0>FBD @B65 1GF8 

>?NKB28@ FV?P>8 FB4V, >B?8 2EV VALV VAEFDG@5AF8 F0 @5FB48 28K5DC0?8 E515 V A5 
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70?8L0єFPEO VALB3B 281BDG, >DV@ 28>BD8EF0AAO 2V?EP>B2BW >B@CBA5AF8 (Chong, 

2015, E. 233-244). 

&0>B6 E?V4 DB73?OAGF8 A0G>B28? 4BDB1B> 4BE?V4A8>0 �. �0??0DBFFV, O>8? 

7A0KAG G203G CD84V?O2 4BE?V465AAN H5AB@5AG «DB7G@ABW E8?8». �B>D5@0, 2 DB1BFV 

«�BE@BCB?VF8KA0 E8?0 2 @V6A0DB4A8I 2V4ABE8A0I»: E8AF57 D50?V7@G, 

A5B?V15D0?V7@G F0 >BAEFDG>F82V7@G» 2VA A03B?BLG202, MB G@B2BN 5H5>F82ABW 

7B2AVLAPBCB?VF8KABW EFD0F53VW 45D6028 @0є 1GF8 CBє4A0AAO 3 E>?04B28I: 

1) @9O>5 DB7L8D5AAO CD02 F0 @B6?82BEF5? (CBFD510 G 71V?PL5AAV 2C?82G 

45D6028 K5D57 CV428M5AAO DV2AO 28>BD8EF0AAO «@9O>BW E8?8», 7B>D5@0 

L?OIB@ 71V?PL5AAO 28>BD8EF0AAO VAHBD@0JVW O> 70EB1G 2C?82G); 

2) 6BDEF>5 B1@565AAO (7 G@B2BN GA8>A5AAO A04@VDAB3B CB>?040AAO A04V? A0 

«6BDEF>G E8?G», MB 2 CV4EG@>G CD872B48FP 4B A530F82A8I A0E?V4>V2 4?O FB3B, 

IFB WW 28>BD8EFB2Gє); 

3) 710?0AEB20A0 >B@1VA0JVO «@9O>BW E8?8» F0 «6BDEF>BW E8?8» (Gallarotti, 2010). 

*V>028@ є A0G>B28? 2A5EB> 0@5D8>0AEP>8I 4BE?V4A8>V2 �. �B?>5D0 F0 �. 

�N42V30, 7B>D5@0 70CDBCBAB20A0 A8@8 >BAJ5CJVO «3BEFDBW E8?8» O> E2BєDV4AB3B 

02FBD8F0DAB3B 0AF8CB40 «DB7G@ABW E8?8». *O >BAJ5CJVO, CDB45@BAEFDB20A0 

A0G>B2JO@8 A0 CD8>?04V �8F0N, C5D5410K0є, MB 35BCB?VF8KAV VAF5D5E8 

70157C5KGNFPEO L?OIB@ 28>BD8EF0AAO @0AVCG?OJV?, 457VAHBD@0JVW, FBK>B28I 

VAHBD@0JV?A8I BC5D0JV? (Walker, Kalathil & Ludwig, 2018). /> @8 10K8@B A0 

CD8>?04V F0>8I 45D602 O> �8F0?, $BEVO, �D0A F0 �!�$, A0 EPB3B4AV >BAJ5CJVO 

«3BEFDBW E8?8» 0>F82AB 28>BD8EFB2GєFPEO 02FBD8F0DA8@8 F0 FBF0?VF0DA8@8 

45D6020@8 V G65 є 157CBE5D54APBN 703DB7BN 3?B10?PAV? 157C5JV.  

-B 6 4B 157CBE5D54APB VAHBD@0JV?AB3B 0EC5>FG, 7B>D5@0 CBAOFP 

VAHBD@0JV?ABW 157C5>8, CB?VF8>8 VAHBD@0JV?ABW 157C5>8, VAHBD@0JV?A8I 2V?A, FB 

E?V4 28B>D5@8F8 A0G>B2G 4G@>G  . �V1VJ>V. �B>D5@0, G 4BE?V465AAV «-B F0>5 

VAHBD@0JV?A0 2V?A0?» (1995) 2VA 284V?82 BEAB2AV C0D0@5FD8 VAHBD@0JV?ABW 2V?A8, 

F0>V O> VAHBD@0JV?AB DB72V4G20?PAV BC5D0JVW, 5?5>FDBAA0 F0 CE8IB?B3VKA0 1BDBFP10, 

I0>5DEP>V ? >V15D0F0>8, @5D56525 CDBF81BDEF2B F0 VAHBD@0JV?A8? F5DBD87@ 

(Libicki, 1995). $B728AG2 F5BDVN VAHBD@0JV?A8I 2V?A 4BE?V4A8> $. ,0HD0AE>V, O>8? 
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287A0K82 JV?V VAHBD@0JV?A8I 2V?A A0 EFD0F53VKAB@G F0 BC5D0F82AB@G DV2AOI. ' 

C5DLB@G 28C04>G ?45FPEO CDB 2C?82 A0 E8EF5@G CD8?AOFFO DVL5AP CDBF82A8>0, G 

4DG3B@G 3 EF2BD5AAO C5D5L>B4 4?O CDBF82A8>0, 7B>D5@0 CBDGL5AAO >BBD48A0JVW, 

7A865AAO 5H5>F82ABEFV ?B3B 4V?. &0>B6 $. ,0HD0AE>V A03B?BLG202, MB 

VAHBD@0JV?A0 2V?A0 70 E2BєN CD8DB4BN є A04728K0?AB E>?04ABN, 0465 G AV? 

DB7@8F5 CBAOFFO >B@10F0AFV2, 2BDB3GNK8I EFBDVA, 70EB1V2 GD065AAO, MB DB18FP 

VAHBD@0JV?AG 2V?AG A04728K0?AB E>?04A8@ >BAJ5CFB@ 4?O E8EF5@0F870JVW 

(Szafranski, 1995).  

�BE?V4A8>8 O. (DV4@0A, �. �015DAV>, �6. #V5DE G E2BW? CD0JV «�V1D84AV 

>BAH?V>F8 ? VAHBD@0JV?A0 2V?A0: AB2V OD?8>8, EF0D0 CB?VF8>0» 0>J5AFGNFP A0 

206?82BEFV >BAFDB?N 70 CBL8D5AAO@ VAHBD@0JVW 2 G@B20I @0ELF01AB3B 

28>BD8EF0AAO VAHBD@0JV?AB3B CDBEFBDG 4?O 74V?EA5AAO 3V1D84A8I 0F0>. !0G>B2JV 

A03B?BE8?8, MB CBCD8 F5, MB O28M0 457VAHBD@0JVW F0 CDBC030A48 A5 є AB28@8 4?O 

E2VFB2BW ECV?PABF8 V VEFBDVO WI 28>BD8EF0AAO EO30є F8EOK DB>V2, CDBF5 EGK0EA8? 

DB728FB> VAHBD@0JV?A8I F5IAB?B3V? 4B72B?Oє 0>FBD0@ @V6A0DB4A8I 2V4ABE8A 

CBL8DN20F8 A5CD02482G VAHBD@0JVN 7A0KAB L284L5 V 7V 7A0KAB 1V?PL8@ 

BIBC?5AAO@ ECB6820KV2 F0>BW VAHBD@0JVW. *5 A0BKAB 45@BAEFDGєFPEO 2 CD0JV A0 

CD8>?04V EFD0F53VW 3V1D84ABW 2V?A8 $BEVW F0 4VO?PABEFV «�E?0@EP>BW 45D6028», O>V 

28>BD8EFB2GNFP VAHBCDBEFVD O> 4?O CDBEG20AAO 2?0EA8I VAF5D5EV2 F0 A0D0F82V2, F0> 

V 4?O 25D1G20AAO ?BO?PA8I 4B E515 BEV1 (Friedman, 2019). 

�57CBE5D54APB >V15DCDBEFVD O> B48A 7 28@VDV2 VAHBD@0JV?ABW 2V?A8 

4BE?V46G20?8 0@5D8>0AEP>V A0G>B2JV �. �D>2V??0 V �. $BAH5?P4F. �BA8 287A0K8?8 

>V15D2V?AG O> 2V?EP>B2G BC5D0JVN, MB 2545FPEO 2V4CB2V4AB 4B VAHBD@0JV?A8I 

CD8AJ8CV2. �W JV?P 3 DG?AG20AAO VAHBD@0JV?A8I @5D56 F0 >BAFDB?P 70 CBFB>0@8 

VAHBD@0JVW. �B4ABK0E 2BA8 48H5D5AJVN20?8 CBAOFFO «>V15D2V?A0» F0 «@5D56520 

2V?A0», BEF0AAN 7 O>8I �. �D>2V??0 V �. $BAH5?P4F 287A0K0?8 O> ECDB18 

@B48HV>G20F8 7 4BCB@B3BN VAHBD@0JV?A8I, CB?VF8KA8I, >G?PFGDA8I F0 >V15D70EB1V2 

E8EF5@G 7A0AP A0E5?5AAO EGCDBF82A8>0 CDB E2BN V45AF8KAVEFP F0 7A0K5AAO 2 E2VFV. 

(0>F8KAB «@5D56520 2V?A0», 70 287A0K5AAO@ A0G>B2JV2, є L8DL8@ CBAOFFO@, AV6 
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«>V15D2V?A0», O>0 є FV?P>8 B4A8@ V7 5?5@5AFV2 EGK0EA8I 2V?A (Arquilla & Ronfeldt, 

1997, E. 24-60). 

*V>028@ G >BAF5>EFV >V15D2V?A8 F0 28>BD8EF0AAO >V15DCDBEFBDG 4?O 2545AAO 

EC5JV0?PA8I BC5D0JV? є CD0JO «�V15D2V?A0 F0 �V15DF5DBD87@» �. �0AK52E>V F0 �. 

�B?0DV>0. !0G>B2JV 4BE?V48?8 H5AB@5A >V15DF5DBD87@G O> CB?VF8KAB @BF82B20A8I 

0F0> CDBF8 VAHBD@0JV?A8I E8EF5@ F0 107 40A8I. �BA8 A03B?BLGNFP, MB 65DF2BN 

F0>8I 0F0> C5D5206AB є J82V?PA5 A0E5?5AAO (Janczewski & Colarik, 2008). %?V4 

707A0K8F8, MB EPB3B4AV >BAJ5CJVO >V15DF5DBD87@G є A04728K0?AB 0>FG0?PABN, 0465 

J5? VAEFDG@5AF A0D07V @0EB2B 28>BD8EFB2GєFPEO 45D602A8@8 0>FBD0@8, 

I0>5DEP>8@8 3DGC0@8, >D8@VA0?PA8@ E2VFB@ O> 2 >BD8E?828I JV?OI 2?0EAB3B 

71030K5AAO, F0> V 4?O 2V4EFBN20AAO A0JVBA0?PA8I VAF5D5EV2, 45EF01V?V70JVW E8FG0JVW 

2 JV?PB2V? 45D602V. 

�06?828@ є A0G>B2B-CG1?VJ8EF8KA8? 4BDB1B> #. #B@5D0AJ520, O>8? G E2BW? 

CD0JV «*5 A5 CDBC030A40. #B4BDB6 A0 2V?AG CDBF8 D50?PABEFV» 4BE?V482 DV7AV 

VAEFDG@5AF8, @5FB48, CD8?B@8 F0 F0>F8>8 VAHBD@0JV?AB3B @0AVCG?N20AAO @0EB2BN 

E2V4B@VEFN O> 0EC5>F8 EGK0EABW VAHBD@0JV?ABW 2V?A8 @V6 45D6020@8 F0 2V?A8 

45D6028 CDBF8 2?0EAB3B A0E5?5AAO. �2FBD E>BAJ5AFDG202 E2BN G203G A0 H5AB@5AV 

CDBC030A48 F0 FB3B, O> 2BA0 EF0?0 CB2ABJVAABN VA4GEFDVєN 02FBD8F0DA8I 45D602. 

&0>, 7 4BCB@B3BN H5?>V2, 457VAHBD@0JVW, VAHBD@0JV?AB-CE8IB?B3VKA8I BC5D0JV?, 

>V15D0F0>, «H01D8> FDB??V2» EGK0EAV 02FBD8F0DAV 45D6028 BFD8@0?8 @B6?82VEFP 

5H5>F82AB CBL8DN20F8 2?0EAV A0D0F828 O> G 2?0EAB@G VAHBCDBEFBDV, F0> V 2 

VAHBCDBEFBDV EGEV4AVI 45D602. %F2BD5AAO CBFDV1AB3B B1D07G D50?PABEFV 4B72B?Oє 

F0>8@ 45D6020@ EHBD@G20F8 A5B1IV4AV G@B28 4?O A0EFGCA8I 2V?EP>B28I, CB?VF8>B-

5>BAB@VKA8I 4V? (#B@5D0AJ52, 2020). 

�06?828@ 2 >BAF5>EFV 4BE?V465AAO 457VAHBD@0JVW є A0G>B2V CD0JV �. %F5?A0, 

2 O>8I 2VA 7BE5D546G202EO A0 282K5AAV >B3AVF82A8I 2V?A. �I @5F0, 73V4AB �. %F5?A0, 

CB?O30є G 2C?82V A0 ?N45?, O>V CD8?@0NFP >?NKB2V DVL5AAO 2 45D602V L?OIB@ 

70157C5K5AAO F0>BW ?N48A8 457VAHBD@0JVєN 01B EGFFє2B 28>D82?5A8@8 H0>F0@8.  

/> A0E?V4B>, F0>0 BEB10 CD8?@0є 702V4B@B A55H5>F82A5 DVL5AAO, 0465 2BAB 

107GєFPEO A0 HV>F82AV? D50?PABEFV, O>0 A5 @0є 729O7>G 7 VEAGNKBN D50?PAVEFN. 
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�B4ABK0E A0G>B25JP A03B?BLG202, MB 2 EGK0EAB@G E2VFV >B3AVF82AV BC5D0JVW EF0є 

CDB2B48F8 7A0KAB E>?04AVL5, 0465 VAHBD@0JV?AB-F5IAB?B3VKA8? CBF5AJV0? 

@V6A0DB4A8I 0>FBDV2 CBEFV?AB 71V?PLGєFPEO, MB EF2BDNє FDG4ABMV CD8 A0@030AAV 

2BDB6BW EFBDBA8 2C?8AGF8 A0 E8EF5@G CD8?AOFFO DVL5AP 2 VALV? 45D602V (Stein, 

1995). 

!5 @B6A0 A5 2V47A0K8F8 CDB3D5E82A5 4BE?V465AAO VAHBD@0JV?AB3B 2C?82G 

HD0AJG7P>8I A0G>B2JV2 ..  0D7G>V F0 ". '?Pє. !0 CD8>?04V CB4V? �D01EP>BW 25EA8 

2BA8 7B1D078?8 VAHBD@0JV?A8? 2C?82, O>8? 74V?EAN202EO K5D57 EBJ@5D56V, A0 

«2VDFG0?PAG >B?5>F82AG E2V4B@VEFP» GK0EA8>V2 D52B?NJV?A8I CB4V?. (0>F8KAB 

B19є>FB@ VAHBD@0JV?AB3B 2C?82G 1G?8 A5 >BA>D5FAV BEB18 K8 VAEF8FGJVW, 0 

A0E5?5AAO O> >B?5>F82A0 B48A8JO, MB 7D5LFBN CD8725?B 4B 7@VA8 D568@V2 2 

45>V?P>BI >D0WA0I L?OIB@ A5 BD30AV7B20AB3B F0 >5DB20AB3B CDBF5EFG, 0 I0BF8KAB3B, 

VAHBD@0JV?AB VAECVDB20AB3B DGIG @0E. *VAAVEFP JPB3B 4BE?V465AAO CB?O30є 2 FB@G, 

MB 2BAB OE>D02B 45@BAEFDGє 25?8K57A8? CBF5AJV0? EBJ@5D56 O> @0?40AK8>G 

VAHBD@0JV?A8I BC5D0JV? F0 VAHBD@0JV?ABW >BBC5D0JVW (Marzouki & Oullier, 2012). 

�030?B@ @5D56525 EGECV?PEF2B O> AB28? F8C 3DB@04OAEP>B3B EGECV?PEF20 

7G@B28?B 28A8>A5AAO 7A0KA8I EBJV0?PAB-CB?VF8KA8I DGIV2, VAECVDB20A8I 

EBJV0?PA8@8 @5D560@8. &5C5D �AF5DA5F E?G3Gє A5 FV?P>8 @0?40AK8>B@ 4?O 

D503G20AAO A0 C52AV @5E546V, 0?5 ? 28EFGC0є VAEFDG@5AFB@ D52B?NJV?ABW 4VW, >B?8 

G@B2A8? 02FBD >BAF5AFG, 7B>D5@0 6GDA0?VEF, @B65 70CGEF8F8 JV?>B@ HV78KAV 

EBJV0?PAB-CB?VF8KAV CDBJ5E8, 28>BD8EF02L8 F0>V 2V4B@V C?0FHBD@8 O> Facebook K8 

X. *5, 7B>D5@0, 1G?B OE>D02B CDB45@BAEFDB20AB A0 CD8>?04V '>D0WA8 CV4 K0E CB4V? 

$52B?NJVW 3V4ABEFV, >B?8 0>F82AVEFP G>D0WAJV2 2 EBJ@5D560I ECD8O?0 DB73BDF0AAN 

CDBF5EFG (%5D3V? �0A8?5A>B, 2014, E. 49-61). &0>0 F5A45AJVO DB728F>G @5D5652B3B 

VAHBD@0JV?AB3B EGECV?PEF20 CV4F25D46Gє F57G, MB EPB3B4AV O4DB 35A5DG20AAO 

3DB@04EP>BW 4G@>8 2 CB?VF8KAB@G 68FFV >D0WA8 C5D5IB48FP 2V4 FD048JV?A8I � � 

(&�, 3075F8 FBMB) 4B 2VDFG0?PAB3B E5D54B28M0, 7B>D5@0 EBJV0?PA8I @5D56, V 

3B?B2A8@ 35A5D0FBDB@ JVєW 4G@>8 EF0є 157CBE5D54APB EBJVG@->BD8EFG20K �AF5DA5FG 

(%. �0A8?5A>B & #DB>BC5A>B, 2011, E. 96-102). 
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' XXI EFB?VFFV VAHBD@0JVO 28EFGC0є 287A0K0?PA8@ H0>FBDB@ CDB3D5EG 

EGECV?PEF20. #D8AJ8C8 2V?PAB3B B1@VAG VAHBD@0JVєN F0 2V4>D8FBEFV VAHBD@0JV?A8I 

E8EF5@ 22060NFPEO BEAB2BCB?B6A8@8 4?O VAHBD@0JV?AB3B EGECV?PEF20. %GK0EAV 

F5IAB?B3VW 2 EH5DV VAHBD@0JVW F0 >B@GAV>0JV? 2V4>D820NFP AB2V @B6?82BEFV 4?O 

L8DB>B3B CBL8D5AAO F0 B1@VAG VAHBD@0JVєN. $5F5?PA0 VAHBD@0JV?A0 CB?VF8>0 EF0є 

A52V4'є@ABN E>?04B2BN E8EF5@8 GCD02?VAAO 70 G@B2 C5D5IB4G 2V4 VA4GEFDV0?PAB3B 

4B VAHBD@0JV?AB3B EGECV?PEF20. 

#V4 K0E 0A0?V7G 28>?8>V2, CB2'O70A8I V7 HBD@G20AAO@ 3?B10?PAB3B 

VAHBD@0JV?AB3B EGECV?PEF20, BEAB2ABN C5D54G@B2BN є KVF>5 287A0K5AAO F0 

@5FB4B?B3VKA8? DB73?O4 CBAOFFO VAHBD@0JV?AB3B EGECV?PEF20, ?B3B EFDG>FGD8 F0 

E8EF5@8 EBJV0?PABW >B@GAV>0JVW. 

�82K5AAO C8F0AP EF0AB2?5AAO F0 DB728F>G VAHBD@0JV?AB3B EGECV?PEF20 

74V?EAN20?BEO A87>BN 2K5A8I O> G 2VFK87AOAB@G, F0> V 2 70>BD4BAAB@G A0G>B2B@G 

E5D54B28MV. %5D54 F0>8I 4BE?V4A8>V2 @B6A0 2>070F8: %. �0A8?5A>0, �. �G1B20,  . 

"6520A0, �. �DVEFB2G, �. �0>G@5A>0, �. �5??0, �. �5D57B25JP, ". �V?BGEB20, �. 

�5D1G, �. �V445AE0, ". �D8J5A>0, �. �0A8?POA0, ". �7PB10AO,  . �0EF5?PE0, �. 

�BDBF>B20, �6. �B>>0, !. �NF>B,  .  0>?N5A0, (.  0I?GC0, �.  5?NIVA0, �6. 

 V?FBA0, !. &>0K52G, �. &BHH?5D0, .. )015D@0E0, #. )V@0A5A0, �. (VDEB20 F0 

VAL8I. 

*V 4BE?V4A8>8 7DB18?8 7A0KA8? 2A5EB> G DB7G@VAAO F0 0A0?V7 DV7A8I 0EC5>FV2 

VAHBD@0JV?AB3B EGECV?PEF20, 28E2VF?NNK8 ?B3B >?NKB2V I0D0>F5D8EF8>8 F0 2C?82 

A0 EGK0EA5 EGECV?PEF2B. �IAV DB1BF8 20DVNNFPEO 2V4 EBJVB?B3VKA8I, HV?BEBHEP>8I 4B 

F5IAB?B3VKA8I F0 5>BAB@VKA8I CV4IB4V2, ECD8ONK8 DB7L8D5AAN 7A0AP G JV? EH5DV. 

�B CD8>?04G, >BAJ5CJVO �. �5??0 22060єFPEO >?0E8KABN F5BDVєN 

CBEFVA4GEFDV0?PAB3B EGECV?PEF20, 2 O>V? 2V47A0K0єFPEO, MB BEAB2BN CD8AJ8CG JPB3B 

EGECV?PEF20 є F5BD5F8KAV 7A0AAO. &0>, WI @B6A0 28>BD8EFB2G20F8 4?O AB28I 

28A0IB4V2, 70CDB20465AAO GAV>0?PA8I 0A0?VF8KA8I @5FB4V2, BJVA>8 2FD0F B>D5@B3B 

CB?VF8KAB3B >GDEG. &B@G, 28>BD8EFB2GNK8 F5D@VA «VAHBD@0JV?A5 EGECV?PEF2B», 

E?V4 0>J5AFG20F8 G203G A0 CDVBD8F5FABEFV >B@GAV>0F82AB3B >B@CBA5AF0 2 

VAHD0EFDG>FGDA8I F0 EBJV0?PA8I 72'O7>0I (Duff, 1998, E. 373-455). 
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%GK0EAV >BAJ5CJVW VAHBD@0JV?AB3B EGECV?PEF20, DB7DB1?5AV 2K5A8@8, F0>8@8 

O> �6. �5AV35D, �. �6578AEP>8?,  . �0EF5?PE,  .  0>?N5A, �.  0EG40, �6. !5?E1VF, 

�. &BHH?5D, #. �DG>5D F0 VALV, DB73?O40NFPEO 1V?PLVEFN 4BE?V4A8>V2 O> AB20 F0 

2V4ABEAB E0@BEFV?A0 EF04VO DB728F>G EGECV?PEF20. *O EF04VO I0D0>F5D87GєFPEO 

VAHBD@0JV?ABN E>?04B2BN J82V?V70JV?A8I 7@VA. 

�?2VA &BHH?5D, 0@5D8>0AEP>8? A0G>B25JP, G E2BW? >BAJ5CJVW VAHBD@0JV?AB3B 

EGECV?PEF20, O>G 28>?02 G FD8?B3VW «,B> @0?1GFAPB3B», «&D5FO I28?O» F0 

« 5F0@BDHB78 2?048», 2>07Gє, MB VAHBD@0JV?A5 EGECV?PEF2B O2?Oє EB1BN 

01EB?NFAB AB2G EF04VN EGECV?PAB3B DB728F>G. ' E2BWI CD0JOI 2VA E8EF5@0F87G202 

7@VA8, MB 2V41G20NFPEO G CDBJ5EV DB728F>G J82V?V70JVW CV4 K0E VAHBD@0JV?ABW 5CBI8. 

�. &BHH?5D CB4V?Oє 25EP CDBJ5E 52B?NJVW ?N4EP>BW J82V?V70JVW A0 FD8 BEAB2AV 

H078: 

1. %V?PEP>B3BECB40DEP>0 H070, O>G 2VA A07820є «C5DLBN I28?5N». 

2. �A4GEFDV0?PA0 H070, 2V4B@0 O> «4DG30 I28?O». 

3. (070 «FD5FPBW I28?V», MB I0D0>F5D87Gє VAHBD@0JV?AG 5CBIG. 

�B6A0 7 J8I H07 @0є E2BW GAV>0?PAV BEB1?82BEFV F0 2C?82 A0 DB728FB> 

EGECV?PEF20, 0 H070 «FD5FPBW I28?V» 287A0K0єFPEO O> >?NKB20 4?O HBD@G20AAO 

VAHBD@0JV?AB3B EGECV?PEF20 (Toffler, 1. 4.). 

#D8IV4 «FD5FPBW I28?V» 2V47A0K82EO CBL8D5AAO@ «A5@0EB28I» 70EB1V2 

@0EB2BW VAHBD@0JVW. ' 1970-I DB>0I ECBEF5DV302EO 70A5C04 1030FBF8D06A8I 3075F F0 

6GDA0?V2 G 25?8>8I @VEF0I, 0 71V?PL8?0EO >V?P>VEFP @VAV-6GDA0?V2, ECDO@B20A8I A0 

704B2B?5AAO 2G7P>8I BEB18EF8I VAF5D5EV2. �. &BHH?5D 28E?B2?Nє 4G@>G, MB 

«45@0E8HV>0JVO 70EB1V2 @0EB2BW >B@GAV>0JVW» F0>B6 2C?820є A0 EFDG>FGDG A0L8I 

4G@B>. �0@VEFP 4B238I V 72'O7A8I V45? 4540?V K0EFVL5 EGECV?PEF2G CDBCBAGNFP 

>BDBF>V @B4G?PAV B1D078 VAHBD@0JVW, F0>V O> D5>?0@0, F5BDVW, GD82>8 AB28A V VAL5 

(&BHH?5D, 2007). 

&0>B6 JV>02BN 4?O DB7G@VAAO 35A578 V 5F0CV2 DB728F>G VAHBD@0JV?AB3B 

EGECV?PEF20 є A0G>B28? 4BDB1B> HV?BEBH0 F0 5>BAB@VEF0 #. �DG>5D0. &0>, G E2BW? 

DB1BFV «�8>?8>8 4?O @5A546@5AFG G 21 EFB?VFFV» 2VA 284V?82 4 VAHBD@0JV?AV 

D52B?NJVW, O>V C5D568?B ?N4EF2B:  
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1. #5DL0 D52B?NJVO 2V41G?0EO 7 28A8>A5AAO@ C8EP@0 CD81?87AB 5-6 F8EOK 

DB>V2 FB@G V I0D0>F5D87G20?0EO CBO2BN @B6?82BEFV C5D540KV VAHBD@0JVW K5D57 

HV78KA8? ABEV? G HBD@V C8EP@0. 

2. �DG30 D52B?NJVO 2V41G?0EO 7 28A0?45AAO@ >A838 CD81?87AB 2 14 EFB?VFFV 

4B A.5. *5? C5DVB4 I0D0>F5D87G202EO CBO2BN @B6?82BEFV C5D540KV 7A0KA8I B1EO3V2 

VAHBD@0JVW 01B 6 715D565AAO WW. 

3. �8A0?45AAO 4DG>0DEP>B3B 25DEF0FG �B30AA5EB@ �GF5A15D3B@ 2 15 EFB?VFFV 

A0LBW 5D8, MB 7G@B28?B @0EB2VEFP C5D540KV VAHBD@0JVW K5D57 HV78KA8? ABEV?. /> 

A0E?V4B>, G E2VFV 2V41G2EO 1G@ >A83B4DG>G20AAO, 79O28?8EP � � FBMB. 

4. %GK0EA8? F5IAB?B3VKA8? C5DVB4, DB7CBK0F8? G 1950-I DB>0I 7 CBO2BN 

>B@C9NF5DG. ' J5? 65 C5DVB4 79O28?0EP @5D560 �AF5DA5F V >B@GAV>0JVO @V6 ?N4P@8 

EF0?0 2E5CDBA8>ABN. 

&0>B6 #. �DG>5D CDB3AB7G202, MB E2VF G65 2 CDBJ5EV A0EFGCABW 3 5-BW 

D52B?NJVW, O>0  A0 2V4@VAG 2V4 CBC5D54AVI A5 >BAJ5AFDG20F8@5FPEO A0 D52B?NJVW 

70EB1V2 C5D540KV VAHBD@0JVW, F5IAB?B3V?. !0 4G@>G HV?BEBH0, D52B?NJVO 

VAHBD@0JV?AB3B EGECV?PEF20 CDB?O30F8@5 2 EH5DV >BAJ5CFV2 V DB7CBKA5 48E>GEVN 

CDB E0@G EGFP VAHBD@0JVW (Drucker, 2001). 

*5? CV4IV4 #. �DG>5D0 OE>D02B 45@BAEFDGє A5 FV?P>8 52B?NJVN EBJV0?PAB3B 

7A0K5AAO VAHBD@0JVW F0 >B@GAV>0JVW O> 70EB1G WW C5D540KV, 0?5 ? 2VI8 DB728F>G 

VAHBD@0JV?AB3B EGECV?PEF20, 0465 E0@5 DB728FB> 70EB1V2 >B@GAV>0JVW 4B72B?Oє 

3B2BD8F8 EPB3B4AV CDB CBO2G F0>B3B CBAOFFO O> VAHBD@0JV?A5 EGECV?PEF2B. �B FB3B 

6 ?B3B CDB3AB7 @0?1GFAPBW I28?V G65 EPB3B4AV @0є B7A0>8 D50?V70JVW, 0465 DB728FB> 

F0>8I F5IAB?B3V? O> «LFGKA8? VAF5?5>F», EFDV@>0 «VAF5DA5F870JVO E2VFG», CV4@VA0 

«D50?PABN» D50?PAVEFN 2VDFG0?PABN E2V4K0FP CDB C5D5BE@8E?5AAO EGFABEFV 

EGK0EAB3B E2VFG >B@GAV>0JV? F0 VAHBD@0JVW. 

�?O 1030FPBI A0G>B2JV2, O>V 282K0NFP A0E?V4>8 VAHBD@0JV?ABW D52B?NJVW F0 

CD8IB4G VAHBD@0JV?AB3B EGECV?PEF20, I0D0>F5DA5 CD03A5AAO A040F8 @0>E8@0?PAB 

45F0?V7B20A5 287A0K5AAO E0@B3B CBAOFFO. �BE?V4A8> VAHBD@0JV?AB3B F0 

3?B10?PAB3B EGECV?PEF20 �. �518> F25D48FP, MB VAHBD@0JVO F5C5D є B4A8@ 7 

«A0?206?82VL8I EGECV?PA8I D5EGDEV2», 0 EH5D0 VAHBD@0JV?ABW 5>BAB@V>8 3 
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>?NKB2BN 30?G77N EGECV?PABW 4VO?PABEFV. �. �518> 287A0K0є J5? E5>FBD O> 3B?B2A8? 

DGLV?A8? H0>FBD 4?O A0G>B2B-F5IAVKAB3B, EBJV0?PAB-5>BAB@VKAB3B V >G?PFGDAB-

BE2VFAPB3B CDB3D5EG (�0?5DV? �518>, 2011, E. 41-49). 

�030?B@ F5D@VA «VAHBD@0JV?A5 EGECV?PEF2B» 28A8> V 1G2 28>BD8EF0A8? 

CD54EF02A8>0@8 DV7A8I A0G>, F0>8@8 O> A. &GD5A, #. %5D20A-,D0?15D, M. 

#BAOFB2EP>8?, M. )BD>I0?@5D, .. )015D@0E, H. �G@0A, M.  0>?N5A, �. �5??, �. 

&BHH?5D, �.  0EG40, 4?O I0D0>F5D8EF8>8 BEB1?82B3B F8CG CBEFVA4GEFDV0?PAB3B 

EGECV?PEF20. "EAB2ABN G@B2BN HBD@G20AAO JPB3B EGECV?PEF20 2BA8 22060?8 

DB728FB> CBFG6A8I V 28EB>BF5IAB?B3VKA8I 3?B10?PA8I VAHBD@0JV?A8I @5D56.  

�K5AV, F0>V O> �. �5?? V �. &BHH?5D, 4BE?V46G20?8 2C?82 VAHBD@0JVW F0 

VAHBD@0F870JVW A0 EGECV?PEF2B V CDBJ5E C5D5IB4G 2V4 VA4GEFDV0?PAB3B 4B 

VAHBD@0JV?AB3B EGECV?PEF20.  .  0>?N5A CDB3AB7G202 EF0AB2?5AAO 3?B10?PAB3B 

VAHBD@0JV?AB3B EGECV?PEF20 G 283?O4V «3?B10?PAB3B E5?0», 45 3?B10?PA0 ECV?PABF0 

2C?820є A0 4VW GDO4V2 V @V6A0DB4A8I VAEF8FGJV? K5D57 70EB18 @0EB2BW >B@GAV>0JVW 

(�0?5DV? �518>, 2005; �518>, ,5D3VA & �53F5DPB20, 2006). 

%2VFB25 A0G>B25 ECV2FB20D8EF2B 0>F82AB 48E>GFGє CDB V45B?B3VKAV 0EC5>F8 

EF0AB2?5AAO VAHBD@0JV?AB3B EGECV?PEF20, A5 FV?P>8 2 >BAF5>EFV HBD@G20AAO 

«3?B10?PAB3B E5?0», 0?5 V 2 D0@>0I GF2BD5AAO 3?B10?PAB3B GDO4G. ' EH5DV 

VAHBD@0JVW F0 >G?PFGD8, 70 �. ,8??5DB@, J5 28O2?OєFPEO K5D57 D50?V70JVN >BAJ5CJV? 

@54V0-V@C5DV0?V7@G F0 >G?PFGDAB3B V@C5DV0?V7@G. � JVєW FBK>8 7BDG VAHBD@0JV?AB-

>B@GAV>0JV?A0 4VO?PAVEFP, >BAFDB?PB20A0 FD0AEA0JVBA0?PA8@8 >BDCBD0JVO@8 (40?V 

3 &!�), CD872B48FP 4B A530F82A8I E8EF5@A8I O28M 2 3?B10?PAV? VAHBD@0JV?AB-

>G?PFGDAV? EH5DV. %?V4 707A0K8F8, MB A0G>B25JP �6. &B@?VAEBA A5 73B45A 7 

B4AB7A0KAVEFN V45B?B3VKA8I 2C?82V2 @54V0-V@C5DV0?V7@G. 

)BK0 4BE?V4A8>8 2 JV?B@G B4AB3B?BEAV 2 FB@G, MB >0F53BDVO VAHBD@0JVW є 

>?NKB2BN G 287A0K5AAV VAHBD@0JV?AB3B EGECV?PEF20, 287A0K5AAO CBAOFFO 

«VAHBD@0JV?A5 EGECV?PEF2B», 70 45O>8@8 2K5A8@8, VEFBFAB 2V4DV7AONFPEO. &0>, 

7A0@5A8F8? VEC0AEP>8? EBJVB?B3  . �0EF5?PE CV4 VAHBD@0JV?A8@ EGECV?PEF2B@ 

DB7G@Vє F5 EGECV?PEF2B, O>5 EHBD@B20A5 70 @5D5652BN B7A0>BN, V 2 O>B@G 3B?B2AG 

DB?P 2V4V3D0є CD8A0?56AVEFP 4B FVєW K8 VALBW @5D56V 3 F0>BW, A0CD8>?04, O> @5D56V 
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&!� K8 � �. �?B10?PA0 VAHBD@0JV?A0 @5D560 HBD@Gє AB2G BD30AV70JV?AG 

EFDG>FGDG VAHBD@0JV?A8I CDBJ5EV2 V CBFB>V2, O>V 7@VANNFP VALV VEAGNKV EBJV0?PAV 

EFDG>FGD8, C5D5F2BDNNK8 WI G @5D5652V.  . �0EF5?PE 22060є, MB A0 EPB3B4AV 

EHBD@G20?0EO >G?PFGD0 @5D5652B3B EGECV?PEF20, MB 28EFGC0є >0F0?V70FBDB@ 

5>BAB@VKABW, VAHBD@0JV?ABW F0 >G?PFGDABW 3?B10?V70JVW.  . �0EF5?PE CB>07Gє, MB 

@5D56525 EGECV?PEF2B 2>?NK0є 45D6028, 0?5 A5 B1@56GєFPEO A8@8 V CD54EF02?Oє 

EB1BN ECV?PAVEFP 28MB3B CBDO4>G. ' E2BW? >A87V « 5D56525 EGECV?PEF2B» �0EF5?PE 

EF25D46Gє, MB 2?040 A04 CBFB>0@8 VAHBD@0JVW @5AL 7A0KGM0, AV6 2?040 CBFB>V2 

VAHBD@0JVW (Castells, 2010). 

%BJVB?B38 �. �5?? F0 �. &GD5A G 4BE?V465AAV CBEFVA4GEFDV0?PAB3B EBJVG@G 

A0CB?O30?8 A0 F57V, MB CBFB>8 VAHBD@0JVW FD0AEHBD@G20?8 VA4GEFDV0?PA5 

EGECV?PEF2B (Bell, 1976; Touraine, 1971). !0 4G@>G 4BE?V4A8>0 � � �. ,8??5D0, 

O>8?, O> V �0EF5?PE, 4BFD8@GєFPEO A5B@0D>E8EFEP>8I CB3?O4V2, 2 VAHBD@0JV?AB@G 

EGECV?PEF2V 3B?B2AG DB?P 2V4V3D0NFP >0CVF0?VEF8KAV 2V4ABE8A8. %0@0 6 VAHBD@0JVO 

EF0є 5>BAB@VKA8@ FB20DB@, 0 &!� BFD8@GNFP @B6?82BEFV 5>EC?G0F0JVW 

E?01BDB728A5A8I 2 5>BAB@VKAB@G C?0AV 45D602. &5BD5F8KA5 BE@8E?5AAO F0 

E8EF5@0F870JVO DV7A8I >BAJ5CJV? VAHBD@0JV?AB3B EGECV?PEF20 CD54EF02?5AB G 

DB1BFV (. �51EF5D0 «&5BDVW VAHBD@0JV?AB3B EGECV?PEF20» (Webster, 2013). 

&. (DV4@0A G >A87V «�5>EGE V B?82>B25 45D52B», A0C8E0AV? G 1999 D., 

CV4>D5E?Nє 270є@B72'O7B> @V6 DB728F>B@ �AF5DA5FG F0 CDBJ5E0@8 3?B10?V70JVW 

(T. Friedman, 1999). #V7AVL5, 2005 D., G E2BW? >A87V «%2VF C?0E>8?: >BDBF>0 VEFBDVO 

))� EFB?VFFO» 2VA EF25D46Gє, MB �AF5DA5F F0 VALV VAHBD@0JV?AV F5IAB?B3VW 7DB18?8 

A0E «EGEV40@8», 21820NFP 35B3D0HVN, 2V4EF0AP F0 @B2G (T. Friedman, 2007). !0 ?B3B 

4G@>G, 2E5 F5, MB EPB3B4AV DB7G@VєFPEO CV4 3?B10?V70JVєN: 2V?PA8? B1@VA FB20D0@8, 

>0CVF0?0@8, DB1BKBN E8?BN, A572060NK8 A0 2V4EF0AV F0 45D602AV >BD4BA8, A5 1G?B 

1 @B6?828@ 157 B1@VAG VAHBD@0JVєN, 7A0AAO@8 F0 V45O@8.  

#B3B46GNK8EP V7 4B>070@8 &. (DV4@0A0, A5 @B6A0 A5 2V47A0K8F8, MB 

DB728FB> �AF5DA5FG 06 AVO> A5 FO3A5 70 EB1BN 3B@B35AV70JVN F0 GAV25DE0?V70JVN 

E2VFG, 0 F0>B6 A5 28DVLGє CDB1?5@G >BAH?V>FABEFV, 2?0EF82BW @V6A0DB4AV? E8EF5@V. 

�V4CB2V44N A0 EFDV@>5 7DBEF0AAO B1EO3G E2VFB2BW VAHBD@0JVW F0 3?B10?V70JV?AV 
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CDBJ5E8 є E53@5AF0JVO F0 @0D3VA0?V70JVO EGECV?PEF20. �5D602AV 35B3D0HVKAV 

DB7@56G20AAO 4BCB2ANNFP AB2V VAHBD@0JV?AV >BD4BA8. $B728FB> �AF5DA5FG 

EF2BDNє AB2V ?VAVW A5DV2ABEFV @V6 «VAHB1030F8@8» F0 «VAHB1V4A8@8», MB CBDB46Gє 

EGC5D5KABEFV A0 @V6A0DB4AV? CB?VF8KAV? 0D5AV. � E0@5 @B20 ?45 CDB CDB1?5@G 

«J8HDB2B3B DB7D82G», MB 7A0?L?0 E2Bє 2V4B1D065AAO 2 ">VA02EP>V? I0DFVW 

VAHBD@0JV?AB3B EGECV?PEF20, CV4C8E0ABW 45D6020@8 G7 22 ?8CAO 2000 DB>G, 2 O>V? 

70>?8>0?BEO 7DB18F8 2E5 @B6?825, MB1 >B6A0 ?N48A0 @0?0 @B6?82VEFP 4BEFGCG 4B 

VAHBD@0JV?A8I F0 >B@GAV>0JV?A8I @5D56. &0>B6 JO I0DFVO 4020?0 E2Bє 287A0K5AAO 

«VAHBD@0JV?AB@G EGECV?PEF2G» O> EGECV?PEF20, 5>BAB@V>0 O>B3B 70EAB20A0 A0 

VAHBD@0JV?A8I F5IAB?B3VOI V O>0 BD30AV7B20A0 F0>8@ K8AB@, MB1 ?N48A0 F0 

ECV?PABF0 @B3?8 E515 O>A0?>D0M5 D50?V7G20F8 (Okinawa Charter on Global 

Information Society, 2000).   

�VFK87AOA0 A0G>B20 L>B?0 CB?VF8KA8I 4BE?V465AP 45F0?PAB 4BE?V46Gє 

H5AB@5A VAHBD@0JV?ABW 157C5>8 F0 VAHBD@0JV?AB3B EGECV?PEF20, 7B>D5@0 2 

>BAF5>EFV 0>F82AB3B 28>BD8EF0AAO VAHBCDBEFBDG 4?O CDBF81BDEF20 DV7A8I 45D602 

E2VFG. �B>D5@0, E?V4 2V47A0K8F8 A0G>B2V CD0JV F0>8I A0G>B2JV2 O>  . "6520A, ". 

�B230AP, �. .EP>V2, �. �G1B2, ". �GD10A, ". �8F28A5A>B, ". (DB?B20, %. 

�0A8?5A>B, !. #VCK5A>B, �. #BK5CJB2, �. �G>9OAB20 F0 �. �0GF0D, #. �V?5AKG>.  

!0G>B2V CD0JV  . "6520A0 22060NFPEO B4A8@8 7 >?NKB28I G 282K5AAV C8F0AP 

VAHBD@0JV?ABW 157C5>8 2 G>D0WAEP>V? A0G>B2V? 4G@JV. �B>D5@0, 4BE?V4A8> 287A0K02 

157C5>B2G CB?VF8>G CDB2V4ABW >D0WA8 E2VFG O> CBє4A0AAO ?V15D0?PAB-45@B>D0F8KABW 

F0 >BAE5D20F82AB-D5ECG1?V>0AEP>BW V45B?B3VW. &0>B6  . "6520A A03B?BLG202, MB 

EPB3B4AV CB?VF8>8 VAHBD@0JV?ABW 157C5>8 DB728A5A8I 45D602, 7B>D5@0 %,�, 2E5 

1V?PL5 @V?VF0D87GNFPEO, MB CD872B48FP 4B WI 0>F82AVLB3B 28>BD8EF0AAO 2 G@B20I 

3V1D84A8I 2V?A ("6520A, 2010, E. 20-25). 

&0>B6 20DFB 2V47A0K8F8 2A5EB>  . "6520A0 2 4BE?V465AAO >B@GAV>0JV?, 

7B>D5@0 28>BD8EF0AAO EFD0F53VKA8I A0D0F82V2 O> VAEFDG@5AFV2 2C?82G. #V4 A8@8 

A0G>B25JP DB7G@Vє 70EB18, O>V 28>BD8EFB2GNFP CB?VF8KAV 0>FBD8, MB1 EHBD@G20F8 

E5AE8 F0 7A0K5AAO «25?8>BW CB?VF8>8». &B1FB 7 4BCB@B3BN F0>8I A0D0F82V2 45D6028, 

>BDCBD0JVW, 3DB@04EP>V BD30AV70JVW 0DF8>G?NNFP E5D54B28MG E2BN E8EF5@G F0 A01VD 
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JVAABEF5?. !0 4G@>G  . "6520A0, CDB2V4AV A0D0F828 CBL8DNNFPEO >?NKB28@8 

@54V0 (mainstream media), O>V 28>BD8EFB2GNFP C5D54GEV@ A0D0F828 4?O D50?V70JVW 

(HD5?@VA3G), «B>D5E?5AAO CDVBD8F5FV2» (CD0?@VA3G) F0 2EF0AB2?5AAO «CBDO4>G 

45AAB3B» (agenda setting) ("6520A, 2016). 

#8F0AAO 45D602AB3B EG25D5AVF5FG, 7B>D5@0 VAHBD@0JV?AB3B ?B3B 28@VDG, 

282K02 ". �B230AP. !0 ?B3B 4G@>G, 2 G@B20I 3?B10?V70JVW, EFDV@>BW VAHBD@0F870JVW 

F0 F5IAB?B3V70JVW E2VFG VAEF8FGF 45D602AB3B EG25D5AVF5FG CBFD51Gє 040CF0JVW 4B 

EGK0EA8I D50?V?. ' JPB@G >BAF5>EFV 206?828@ EF0є DB728FB> 45D602BN EBJV0?PA8I 

VAHBD@0JV?A8I >B@GAV>0JV?, A0E0@C5D54 F8I, MB 281G4B2GNFPEO A0 107V 

5?5>FDBAA8I F5IAB?B3V?, O>V 70157C5KGNFP B1V3 5-D5EGDEV2 V є E0@V CB EB1V B>D5@BN 

@5D565N. �B4ABK0E 45D6020 7B1B29O70A0 CB410F8 CDB VAHBD@0JV?AG 157C5>G F0>BW 

VAHD0EFDG>FGD8 F0 >B@GAV>0JVW, MB EF0є B4A8@ 7 BEAB2A8I WW 70240AP 2 D0@>0I 

70157C5K5AAO 45D602AB3B VAHBD@0JV?AB3B EG25D5AVF5FG (�B230AP, 2014, E. 102-112). 

&0>B6 20DFB 2V47A0K8F8 A0CD0JN20AAO ". �GD10A0, O>8? E>BAJ5AFDG202 E2BN 

A0G>B2G 4VO?PAVEFP A0 4BE?V465AAV H5AB@5AG VAHBD@0JV?A8I 2V?A. �B>D5@0, 

4BE?V4A8> A03B?BLGє A0 >?NKB2V? DB?V VAHBD@0JV?AB3B CDBEFBDG G EGK0EAB@G 

CDBF81BDEF2V 45D602. &0>, ". �GD10A 4BE?V482 VEFBDVN VAHBD@0JV?A8I 2V?A, 

287A0K82 EGK0EAV EFD0F53VW, F0>F8>8 F0 CD8?B@8 WW 2545AAO. �07A0K8@B, MB 4BE?V4A8> 

F0>B6 A03B?BE82 A0 BEB1?82V? DB?V EBJV0?PA8I @5D56 G EFDG>FGDV EGK0EABW 

3V1D84ABW 2V?A8. %0@5 2BA8 K0EFB-3GEFB EF0NFP CB?5@ 1BN @V6 2BDB3GNK8@8 

EFBDBA0@8, 7B>D5@0 L?OIB@ 28>BD8EF0AAO @54V0-2VDGEV2 O> VAHBD@0JV?ABW 71DBW 

(�GD10A, 2016). 

 �03B@8@8 є 4BE?V465AAO ". �8F28A5A>0, CD8E2OK5AV F5BD5F8>B-

@5FB4B?B3VKA8@ 70E040@ EC5JV0?PA8I VAHBD@0JV?A8I BC5D0JV? F0 

CDBC030A48EFEP>8I >0@C0AV? G EGK0EAB@G E2VFV. !0G>B25JP CV4>D5E?Nє, MB 

BEAB2BN F5BDVW VAHBD@0JV?ABW 157C5>8 2 K0EF8AV CBє4A0AAO 7 F5BDVєN «@9O>BW E8?8» 

є EFD0F53VO A5CDO@8I 4V?, O>0, 7B>D5@0, CB2`O70A0 7 28>BD8EF0AAO@ CB?VF8KA8I, 

CE8IB?B3VKA8I F0 VAHBD@0JV?A8I 70EB1V2 F8E>G A0 EGCDBF82A8>0. *V 4VW 4VNFP 

CB2V?PAVL5, 0?5 E8EF5@AB CV4D820NFP 157C5>G BCBA5AF0. &0>B6 ". �8F28A5A>B 

28B>D5@82 F8C8 CDBC030A48EFEP>8I F5IAB?B3V? 2 VAHBD@0JV?A8I BC5D0JVOI, E5D54 
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O>8I «@9O>V» (A5 EGC5D5K0FP E8EF5@V EF0?8I GEF0AB2B> EGECV?PEF20) F0 «6BDEF>V» 

(C5D5410K0NFP >0D48A0?PAG @B48HV>0JVN/DG?AG20AAO A0O2A8I GEF0AB2B>). 

�8IB4OK8 7 JPB3B 02FBD 284V?O2 EC5JV0?PAV VAHBD@0JV?AV BC5D0JVW CDBF8 ?V45DV2 

45D602, BC5D0JVW, ECDO@B20AV A0 45EF01V?V70JVN E8FG0JVW 2 >D0WAV, F0 BC5D0JVW CDBF8 

3DB@04EP>8I ?V45DV2 (�8F28A5A>B, 2003). 

!0 CD8>?04V DBEV?EP>B3B CDBC030A48EFEP>B3B � � Russia Today 4BE?V4A8>8 �. 

.EP>V2, !. �0DCKG> F0 %. )B@8K 45@BAEFDGNFP, O> �D5@?P 28>BD8EFB2Gє @54V0 G 

2545AAV 3V1D84ABW 2V?A8 CDBF8 �0IB4G. �B>D5@0, A0G>B2JV A03B?BLGNFP, MB A0 

BC5D0JV?AB@G DV2AV JV??N @54V0 CDBC030A48 $BEVW є A5 EFV?P>8 A0@030AAO 

C5D5>BA0F8 JV?PB2G 0G48FBDVN 2 E2BW? CD02BFV K8 ECBAG>0F8 WW 4B C52A8I 4V?, O> 

EF2BD8F8 E8FG0JVN VAHBD@0JV?ABW DB73G1?5ABEFV 2 VAHBCDBEFBDV, E8FG0JVN, >B?8 

JV?PB20 0G48FBDVO CBEFV?AB EG@AV20єFPEO 2 4BEFB2VDABEFV VAHBD@0JVW, O>G BFD8@Gє. 

&0>B6 �. .EP>V2, !. �0DCKG> F0 %. )B@8K CV4>D5E?NNFP, MB 4VO?PAVEFP F0>B3B 

@54V0 KVF>B CDB48>FB20A0 70240AAO@8 EFD0F53VW 3V1D84ABW 2V?A8 $BEVW CDBF8 '>D0WA8 

F0 �0IB4G, FB1FB 1G4P-O>V 7@VA8 2 >BAHV3GD0JVW, VAF5AE82ABEFV F0 A0CD02?5ABEFV 

EFD0F53VW 7A0IB4OFP E2Bє @8FFє25 2V4B1D065AAO 2 040CF0JVW @54V?ABW DB1BF8 (Yuskiv, 

Karpchuk & Khomych, 2021, E. 235-258). 

�B4ABK0E, A0 4G@>G 4BE?V4A8>V2 �. .EP>V20 F0 !. �0DCKG>, '>D0WA0 є FV?P>8 

«45@BAEFD0JV?A8@ 5>ECBA0FB@» CBF5AJV0?G $BEVW 2 K0EF8AV 2545AAO 3V1D84ABW 2V?A8, 

7B>D5@0 D50?V70JVW WW VAHBD@0JV?ABW >B@CBA5AF8. &0>, �D5@?P, 28>BD8EFB2GNK8 

VAHBD@0JV?AV CD82B48 F0 VAHBD@0JV?A8? EGCDB2V4, 28IB48FP 40?5>B 70 @56V 

'>D0WA8, C5D5F2BDNNK8 ?B>0?PAG EFD0F53VN 3V1D84ABW 2V?A8 G 3?B10?PAG. �?O 

EF2BD5AAO A0D0F82V2, O>V 2V4CB2V40NFP JV?O@ EFD0F53VW $(, 28>BD8EFB2GNFPEO 

EGK0EAV @54V0VAEFDG@5AF8 F0 @5FB48, E5D54 O>8I B4A8@ V7 3B?B2A8I є 35A5DG20AAO 

>V?P>BI 20DV0AFV2 «D50?PABEFV», O>V @0NFP 70C?GF0F8 ECB6820K0 VAHBD@0JVW 

(�0DCKG> & .EP>V2, 2022, E. 71-85). 

�BE?V465AAO@ VAHBD@0JV?ABW 157C5>8 2 >BAF5>EFV 3?B10?PA8I 35BCB?VF8KA8I 

CDBJ5EV2, 7B>D5@0 ?B3B >V15D E>?04B2BW, 2V47A0K82EO �. �G1B2. ' E2BW? A0G>B2V? 

CD0JV «�V15DCDBEFVD O> AB28? 28@VD 35BCB?VF8KAB3B EGC5DA8JF20» (2014), 2VA 

4BE?V482 35A57G A0G>B2BW 4G@>8 MB4B 282K5AAO CBAOFFO >V15DCDBEFBDG 2 >BAF5>EFV 
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35BCB?VF8>8. &0>B6 7A0KAG G203G 2 CD0JV 1G?B CD84V?5AB 4BE?V465AAN CBAOFFO 

«>V15D@B3GFABEFV» V ?B3B ECV22V4ABL5AAO 7 E8EF5@BN A0JVBA0?PABW 157C5>8 

45D6028. &0>B6 �. �G1B2 0>J5AFGє A0 206?82BEFV 2V4EFBN20AAO A0JVBA0?PA8I 

VAF5D5EV2 45D6028 2 >V15DCDBEFBDV O> M5 B4AB3B 28@VDG 35BCB?VF8KAB3B 

CDBF81BDEF20. �B>D5@0, 4?O JPB3B 4BE?V4A8> A02V2 CD8>?04 CDBF8EFBOAAO %,� F0 

�8F0N, 45 >V15DA5F8KA0 E>?04B20 є B4A8@ V7 >?NKB28I E5>FBDV2 CDBF81BDEF20 

(�G1B2, 2014). 

&0>B6 �. �G1B2 G E2BWI DB1BF0I 0>J5AFGє A0 FD820NKB@G CDBJ5EV 

FD0AEHBD@0JVV̈ @5FB4V2 VAHBD@0JV?AB3B 2C?82G 2 G@B20I F5IAB?B3VKABW 52B?NJVW. 

#D8>?04B@ @B65 EF0F8 >?0E8KA5 «CD8IB20A5 @B2?5AAO», O>5 D0AVL5 1G?B @B6?82B 

CBE?GI0F8 70 4BCB@B3BN «CVD0FEP>B3B D04VB» EPB3B4AV 70@VANєFPEO @V6A0DB4A8@8 

EBJV0?PA8@8 C?0FHBD@0@8. (0>F8KAB DV7AV BA?0?A C?0FHBD@8, F0>V O> WikiLeaks, 

Telegram, X FBMB, EF0?8 70@VABN 4?O CD5E8 O> BEAB2AB3B @0?40AK8>0 CBL8D5AAO 

457VAHBD@0JVW. �0 1V?PL5, AB2V @0?40AK8>8 @0NFP 7A0KAB 1V?PL5 BIBC?5AAO, 0 

4BEFGC 4B A8I @0>E8@0?PAB ECDBM5A8? (�G1B2, 2019). 

%?V4 725DAGF8 G203G A0 4BE?V465AAO %. �0A8?5A>0 >BAJ5CJVW «DB7G@ABW E8?8» 

2 >BAF5>EFV CDBF8EFBOAAO '>D0WA8 F0 $BEVW. �B>D5@0, 4?O DB7DB1>8 G>D0WAEP>BW 25DEVW 

EFD0F53VW %. �0A8?5A>B F0 3DGC0 4BE?V4A8>V2 28>BD8EFB2GNFP VAF53D0F82A8? CV4IV4, 

O>8? BIBC?Nє 270є@B4VN EBJV0?PABW HV?BEBHVW, VEFBDVW, CB?VFB?B3VW, VAHBD@0JVB?B3VW, 

EBJVB?B3VW, CE8IB?B3VW FBMB. !0G>B25JP A03B?BLGє, MB B4A8@ V7 4Vє28I 5?5@5AFV2 

«DB7G@ABW E8?8» G CDBF84VW V45B?B3VW «DGEE>B3B @8D0» F0 45EFDG>F82A8@ 2C?820@ 

VAHBD@0JV?AB-CE8IB?B3VKABW 03D5EVW $BEVW є G>D0WAB7A02K0 >B@C5F5AFAVEFP. %0@5 

FB@G 2D0IG20AAO 4Vє2BEFV G>D0WAB7A02KBW >B@C5F5AFABEFV A0L8I 3DB@04OA є B4A8@ 

V7 >?NKB28I H0>FBDV2 EFD0F53VW C5D5@B38 2 VAHBD@0JV?AV? 2V?AV 7 $BEVєN 

(%. �0A8?5A>B, �25D'OAB20, �BDBC0є20 & �DB1BF5A>B, 2022, E. 43-53). 

">D5@B E?V4 284V?8F8 A0G>B28? 4BDB1B> !. #VCK5A>B, O>0 4BE?V46Gє 

EC5J8HV>G D50?V70JVW CB?VF8>8 @V6A0DB4A8I 0>FBDV2 G VAHBD@0JV?AB@G CDBEFBDV, 

7B>D5@0 O28M5 J8HDB2BW 48C?B@0FVW. &0>, 4BE?V4A8JO A03B?BLGє, MB DB728FB> 

VAHBD@0JV?AB->B@GAV>0JV?A8I F5IAB?B3V? 7@VA82 E0@G EGFAVEFP >B@GAV>0JVW 

7B2AVLAPBW CB?VF8>8.  B6?82VEFP BFD8@0AAO VAHBD@0JV?AB3B HV415>G C5D5F2BD8?0 
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>B@GAV>0JVN 45D602 7 EGECV?PEF2B@ 2 VAF5D0>F82AG >B@GAV>0JVN, 45 EGECV?PEF2B A5 

FV?P>8 ECB6820є V D503Gє, 0?5 ? 2EFGC0є G 270є@B4VN 7 >B@GAV>0FBDB@. &B@G !. 

#VCK5A>B A03B?BLGє, MB 28EB>8? DV25AP >B@GAV>0JV?A8I A028KB> 2 48C?B@0F8KA8I 

CD54EF02A8JF20I, 2B?B4VAAO EGK0EA8@8 VAHBD@0JV?A8@8 F5IAB?B3VO@8, WI 240?5 

28>BD8EF0AAO 2 J8HDB2V? 48C?B@0FVW є A5B1IV4ABN G@B2BN 5H5>F82ABW 

7B2AVLAPBCB?VF8KABW 4VO?PABEFV 45D602. !0 CD8>?040I %,� F0 Є% !. #VCK5A>B 

45@BAEFDGє A0E>V?P>8 5H5>F82ABN @B65 1GF8 J8HDB20 48C?B@0FVO G 3?B10?PAB@G 

CDBEG20AAV CB78F82AB3B B1D07G 45D602 F0 1?B>V2, MB 157G@B2AB EF2BDNє 

ECD8OF?82V G@B28 4?O D50?V70JVW 7B2AVLAPBCB?VF8KAB3B 2C?82G 707A0K5A8I 0>FBDV2 

A0 @V6A0DB4A5 E5D54B28M5 (Pipchenko, 2020, E. 19-26). 

/28M5 457VAHBD@0JVW F0 CDBC030A48, @56V @V6 J8@8 CBAOFFO@8 G E2BWI CD0JOI 

0>F82AB 4BE?V46Gє �. #BK5CJB2. �0 E?B20@8 A0G>B2JO, 457VAHBD@0JVO O> E8EF5@A8? 

VAEFDG@5AF0DV? є EGK0EAVL8@ 28A0IB4B@, AV6 CDBC030A40, O>0 4B «7VCEG20AAO» WW 

FBF0?VF0DA8@8 D568@0@8 1G?0 4B2B?V CBK5EA8@ F5D@VAB@. &0>, CDBC030A40 1G?0 

CB2'O70A0 7 $8@EP>BN >GDVєN, 45 2BA0 0EBJVN20?0EO 7 @VEVBA5DEP>BN DB1BFBN 7 

DB7CB2EN465AAO 2VD8. «%PB3B4AV CDBC030A40 CVL?0 2 FVAP, A5N CD8EFB?AV ?N48 A5 

70?@0NFPEO, 4?O A8I CD84G@0?8 F5C5D AB28? F5D@VA 3 EFD0F53VKAV >B@GAV>0JVW», – 

A03B?BLGє #BK5CJB2 (#BK5CJB2, 2019). 

">D5@B E?V4 2V47A0K8F8 A0G>B2V A0CD0JN20AAO ". (DB?B2BW, O>0 7A0KAG G203G 

CD84V?Oє @V6A0DB4AB@G ECV2DB1VFA8JF2G 2 30?G7V 70157C5K5AAO VAHBD@0JV?ABW 

157C5>8. �BE?V4A8JO 2 E2BWI DB1BF0I 0>J5AFGє A0 A04A0JVBA0?PA8I HBD@0F0I 

70157C5K5AAO VAHBD@0JV?ABW 157C5>8, DB7DB1>8 WW F5BD5F8>B-@5FB4B?B3VKABW BEAB28. 

�45FPEO CDB F0>V EFDG>FGD8 O> ""!, !�&" F0 Є%. !0 4G@>G ". (DB?B2BW, 

FD0AE>BD4BAA8? I0D0>F5D 703DB7 VAHBD@0JV?AV? 157C5JV 7G@B2?Nє A5B1IV4AVEFP 

>BBC5D0JVW @V6A0DB4A8I GDO4B28I V A5GDO4B28I EFDG>FGD O> A5B1IV4ABW G@B28 4?O 

@VAV@V70JVW L>B48 2V4 F0>8I 703DB7 (". (DB?B20, 2019, E. 123-136).  

-B4B 465D5?PABW 1078 4BE?V465AAO, FB WW 5@CVD8KAG BEAB2G E>?0?8:  

- ABD@0F82AV 0>F8 (D0AJVW, !V@5KK8A8 F0 �5?8>BW �D8F0AVW, Є2DBC5?EP>B3B 

%BN7G, !�&", VAL8I @V6A0DB4A8I BD30AV70JV?, O>V D53?0@5AFGNFP EH5DG 
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VAHBD@0JV?ABW 157C5>8, 7B>D5@0 �>F CDB J8HDB2V CBE?G38 (DSA), �5>?0D0JVO 

�?5K?V, �5>?0D0JVW 70 CV4EG@>0@8 E0@VFV2 !�&" FBMB;  

- >BAJ5CFG0?PAV 4B>G@5AF8, A0CD8>?04 !0JVBA0?PA0 EFD0F53VO VAHBD@0JV?ABW 

157C5>8 (D0AJVW (2015 DB>G),  V6A0DB4A0 EFD0F53VO (D0AJVW 2 30?G7V VAHBD@0JV?A8I 

F5IAB?B3V? (2017 DB>G), O>V HBD@GNFP 2V7VN EFD0F53VW VAHBD@0JV?ABW 157C5>8, 

7B>D5@0 EFD0F53VW >V15D157C5>8, VAHBD@0JV?ABW 157C5>8 28M5707A0K5A8I EG19є>FV2; 

- EF0F8EF8KAV 40AV, MB EFBEGNFPEO BJVA>8 DV2AO J8HDB2V70JVW 45D602, WI 

>V15D70I8M5ABEFV, 0 F0>B6 40AV EBJBC8FG20AP 3DB@04EP>BW 4G@>8 2 C8F0AAOI 

>V15D157C5>8 F0 1BDBFP18 7 457VAHBD@0JVєN. 

 �V?PLG K0EF8AG 465D5?PABW 1078 E>?040NFP 4B>G@5AF8 0A3?V?EP>BN F0 

HD0AJG7P>BN @B20@8: ?45FPEO CDB A0JVBA0?PAV F0 @V6A0DB4AV 4B>G@5AF8, O>V 

D53G?NNFP 157C5>B2G VAHBD@0JV?AG 157C5>G.  

#V4EG@B2GNK8, E?V4 707A0K8F8, MB F5BD5F8KAV F0 @5FB4B?B3VKAV 70E048 

VAHBD@0JV?ABW 157C5>8 G DV7A8I WW 28@VD0I F0 >BAHV3GD0JVOI 0>F82AB 4BE?V46GNFPEO 

G>D0WAEP>BN F0 70>BD4BAA8@8 A0G>B28@8 L>B?0@8. #5D@0A5AFA0 7@VAAVEFP 

VAHBD@0JV?A8I CDBJ5EV2 G E2VFV, CBO20 AB28I F5IAB?B3V?, MB H0>F8KAB E2V4K8FP CDB 

157@56A8? CBF5AJV0? DBEFG VAHBD@0JV?ABW >B@CBA5AF8 @V6A0DB4A8I 2V4ABE8A, 

7G@B2?NNFP CBFD51G G CBEFV?AB@G BE@8E?5AAV F0 C5D5BE@8E?5AAV DB?V F0 2C?82G 

VAHBD@0JVW A0 E8EF5@G @V6A0DB4A8I 2V4ABE8A F0 @V6A0DB4AG E8EF5@G 157C5>8 

7B>D5@0. 

 

 

�8A=>2:8 4> $>74V;C 1 
 

' EGK0EAB@G E2VFV VAHBD@0JV?A0 157C5>0 EF0?0 A5B1IV4ABN G@B2BN 4?O 

70I8EFG VAF5D5EV2 ?N48A8 F0 EBJVG@G 2 DV7A8I EH5D0I, F0>8I O> 5>BAB@V>0, B1BDBA0, 

CB?VF8>0 F0 EBJV0?PA0 EH5D0. �03DB78 F0 A5157C5>8, MB VEAGNFP G EGK0EAB@G E2VFV, 

@0NFP VAHBD@0JV?A8? I0D0>F5D V @B6GFP 2C?820F8 A0 ?N45? K5D57 DV7AV >0A0?8 

VAHBD@0JVW. 
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"4A8@ 7 >?NKB28I 0EC5>FV2 VAHBD@0JV?ABW 157C5>8 є >B@C'NF5DA0 157C5>0, 

O>0 2>?NK0є 70IB48 MB4B 70I8EFG B1?04A0AAO F0 VAHBD@0JVW 2V4 EF8IV?A8I ?8I, 0 

F0>B6 2V4 G@8EA8I 01B 28C04>B28I CBL>B465AP. %BJV0?PAB-VAHBD@0JV?A0 157C5>0 

є VAL8@ 206?828@ 0EC5>FB@, BE>V?P>8 1030FB F5IAB35AA8I 703DB7 CB2'O70AV 7 

CB@8?>0@8 G C5D540KV VAHBD@0JVW 2 EBJV0?PA8I 2V4ABE8A0I.    

 �0157C5K5AAO VAHBD@0JV?ABW 157C5>8 A5@B6?825 157 CB>D0M5AAO O>BEFV 

«?N4EP>B3B H0>FBDG» 2 F5IAB35AA8I EFDG>FGD0I. 'K0EFP 45D6028 G HBD@G20AAV 

3?B10?PABW VAHBD@0JV?ABW є4ABEFV @0є 25?8>5 7A0K5AAO 4?O EBJV0?PAB3B DB728F>G. 

 !0 CD0>F8JV VAHBD@0JV?A0 4VO?PAVEFP C5D5410K0є 1BDBFP1G 7 VAHBD@0JV?A8@ 

701DG4A5AAO@ 4B2>V??O F0 A54BCGM5AAO 28>BD8EF0AAO VAHBD@0JVW G CDBF8CD02A8I 

JV?OI. �DBEF0NK0 DB?P VAHBD@0JVW G EGECV?PEF2V CV4>D5E?Nє 0>FG0?PAVEFP CDB1?5@ 

VAHBD@0JV?ABW 157C5>8.          

 #B@8?>8 F0 A5FBKABEFV 2 VAHBD@0JV?A8I E8EF5@0I @B6GFP EF2BD8F8 703DB7G 

4?O 5>BAB@VKABW, EBJV0?PABW F0 5>B?B3VKABW EFV?>BEFV. �AHBD@0JVO EF0?0 >?NKB28@ 

D5EGDEB@ EGECV?PAB3B 68FFO, V A5C5D5D2A8? DB728FB> VAHBD@0JV?A8I F5IAB?B3V? 

DB18FP VAHBD@0JV?AG 157C5>G 4540?V 206?82VLBN.     

 #DB3D5E G EH5DV VAHBD@0JV?A8I F5IAB?B3V? EF2BDNє O> AB2V @B6?82BEFV, F0> V 

AB2V 703DB78, 7 O>8@8 CBFDV1AB 5H5>F82AB 2CBD0F8EO. %8EF5@8 VAHBD@0JV?ABW 

157C5>8 28EFGC0NFP O> >?NKB28? 5?5@5AF G 70157C5K5AAV VAHBD@0JV?ABW C5D52038 

F0 70I8EFV 2V4 D878>V2 V 703DB7. 
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$"���� 2 

#"��&��� �!("$ �*��!"� ���#��� ($�!*��: ("$ '��!!/ &� 
$������*�/ �� ' "�  ��!�$"�!"-#"��&�+!�) 

&$�!%("$ �*�� 

 

2.1. #>;VB8:>-?@02>2V 70A048 Є2@>?59Aь:>3> %>N7C 7 @53C;N20==O V=D>AD5@8 

O: >A=>20 ?>;VB8:8 V=D>@<0FV9=>W 157?5:8 (@0=FVW 

 

%2V? CBK0FB> VAHBD@0JV?A0 CB?VF8>0 Є2DBC5?EP>B3B %BN7G 15D5 7 

BCG1?V>B20AB3B 2 1994 DBJV 72VFG «Є2DBC0 V 3?B10?PA5 VAHBD@0JV8̆A5 EGECV?PEF2B. 

$5>B@5A40JVV̈ Є2DBC58̆EP>V8̆ $04V», O>8? 1G2 CV43BFB2?5A8? A0 70@B2?5AAO 

Є2DBC5?EP>BW $048  0DFVAB@ �0A35@0AB@, A0 FB? K0E >B@VE0DB@ Є2DB>B@VEVW 7 

C8F0AP 2AGFDVLAPB3B D8A>G F0 CDB@8E?B2BEFV (Bruggemann, 2010, E. 5-22). 

' JPB@G 72VFV KVF>B A03B?BLGєFPEO, MB 2 3?B10?PAB@G EGECV?PEF2V A0EF0?0 

«�AHBD@0JV?A0 5D0» V Є2DBC5?EP>8? %BN7 @0є 040CFG20F8 E2BN CB?VF8>G 4B AB2BW 

D50?PABEFV, MB1 A5 2FD0F8F8 E2BN >BA>GD5AFAG C5D5203G. �?O JPB3B 2 72VFV 

CDBCBAGєFPEO >BA>D5FA8? «#?0A �V?». �VA C5D5410K02 ECD8OAAO ?V15D0?V70JVW 2 

VAHBD@0JV?AV?, F5?5>B@GAV>0JV?AV? F0 F5IAB?B3VKAV? EH5D0I; EF2BD5AAO A0 DV2AV Є% 

ECV?PABW D53G?OFBDABW D0@>8, O>0 1 EF0?0 BEAB2BN 4?O 1G4V2A8JF20 є2DBC5?EP>B3B 

VAHBD@0JV?AB3B D8A>G. �B4ABK0E G 72VFV A03B?BLGєFPEO, MB є2DBC5?EP>V 45D6028 

@0NFP 2V4@B28F8EO 2V4 @BABCB?VW 45D6028 2 VAHBD@0JV?AV? EH5DV F0 2V440F8 D8AB> 

VAHBD@0JV?A8I CBE?G3 CB2AVEFN G DG>8 CD820FAB3B E5>FBDG (Bangemann, 1995). 

"C5D0F82AVEFP EF2BD5AAO F0>8I 4B>G@5AFV2 CBOEANєFPEO F8@, MB є2DBC5?EP>5 

EGECV?PEF2B A0 FB? K0E 3BEFDB CBFD51G20?B DVL5AP CDB1?5@, ECD8K8A5A8I DV7>8@ 

DB728F>B@ CBEFVA4GEFDV0?PAB3B EGECV?PEF20. "EAB2AV V45W 4B>G@5AFG 1G?8 

ECDO@B20AV A0 EF2BD5AAO VAHBD@0JV?AB3B EGECV?PEF20 A0 70E040I CDBJ5EG 

є2DBC5?EP>BW VAF53D0JVW 4?O 70157C5K5AAO 5>BAB@VKABW EF01V?PABEFV >D0WA Є2DBC8; 

A040AAO @B6?82BEF5? 4?O 2V?PAB3B 4BEFGCG 4B 3?B10?PA8I @5D56, 0 F0>B6 

28DVL5AAO 0>FG0?PA8I EBJV0?PA8I CDB1?5@. 
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' 1994 DBJV Є2DBC5?EP>0 >B@VEVO CD8?AO?0 M5 B48A 206?828? CDB3D0@A8? 

4B>G@5AF CV4 A072BN «,?OI Є2DBC8 4B VAHBD@0JV?AB3B EGECV?PEF20». ' JPB@G 

4B>G@5AFV 1G?8 287A0K5AV BEAB2AV CD8AJ8C8 DB728F>G VAHBD@0JV?AB3B EGECV?PEF20, 

E5D54 O>8I 206?828@8 1G?8 30D0AFVO 2V?PAB3B 4BEFGCG 4B VAHBD@0JV?A8I E8EF5@, 

HBD@G20AAO ECV?PABW >B?5>F82ABW 4G@>8 2 є2DBC5?EP>V? ECV?PABFV MB4B DB728F>G 

VAHBD@0JV?AB3B EGECV?PEF20, DB7DB1>0 >BAJ5CJVW VAHBD@0JV?ABW CB?VF8>8 Є% F0 

ECD8OAAO DB728F>G є2DBC5?EP>BW V45AF8KABEFV (�є?BGEB20, 1. 4., E. 45-54). 

�65 A0EFGCAB3B DB>G Є% C5D5?LB2 4B >BA>D5FA8I D53G?OFBDA8I DVL5AP, >B?8 

CD8?AO2 G 6B2FAV 1995 DB>G �8D5>F82G CDB 70I8EF 40A8I (95/46/EC) 3 

D52B?NJV?AB3B 4B>G@5AFG, O>8@ 1?B> H0>F8KAB 287A0202 A0EF0AAO AB2BW 

VAHBD@0JV?ABW D50?PABEFV, 2 O>V? 40AV CBFD51GNFP 4B40F>B2B3B 70I8EFG. �8D5>F820 

2EF0AB2?N20?0 KVF>V CD8AJ8C8 70I8EFG 40A8I, 7B>D5@0 CDB7BDVEFP, CV472VFAVEFP F0 

CDBCBDJV?AVEFP, 0 F0>B6 287A0K0?0 28AOF>B2V 28C04>8, >B?8 C5DEBA0?PAV 40AV @B3?8 

1GF8 C5D540AV 157 2V4B@0 WI 2?0EA8>0 (Directive 95/46/EC of the European Parliament 

and of the Council of 24 October 1995 on the protection of individuals with regard to the 

processing of personal data and on the free movement of such data, 1995). (0>F8KAB JO 

D53G?OFBDA0 D0@>0 1G?0 107B2BN 4?O EH5D8 70I8EFG 40A8I 4B 2018 DB>G, >B?8 A01G2 

K8AABEFV �030?PA8? D53?0@5AF 70I8EFG 40A8I (General Data Protection Regulation 3 

GDPR), CD8?AOF8? 2 2016 DBJV. �VA CV4E8?82 VEAGNK5 D53G?N20AAO F0 040CFG202 

?B3B 4B EGK0EA8I VAHBD@0JV?A8I F0 F5IAB?B3VKA8I D50?V? («General Data Protection 

Regulation», 1. 4.) 

�57CBE5D54APB 4B EF2BD5AAO EC5JV0?V7B20A8I VAEF8FGJV?A8I 1078EV2 2?0EABW 

CB?VF8>8 VAHBD@0JV?ABW 157C5>8, 7B>D5@0 2 K0EF8AV 70I8EFG 2?0EAB3B 

>V15DCDBEFBDG, Є% C5D5?LB2 G 2004 DBJV. &0>, D53?0@5AFB@ 2V4 10 15D57AO 2004 

DB>G 1G?B EF2BD5AB �35AFEF2B 7 >V15D157C5>8 Є2DBC5?EP>B3B %BN7G (European 

Union Agency for Cybersecurity 4  ENISA). �B EPB3B4AV J5 BEAB2A8? BD30A Є%, O>8? 

2V4CB2V40є 70 C8F0AAO >V15D157C5>8, 2>?NK0NK8 O> F5IAVKA8? 0EC5>F, F0> V 

>BBD48A0JVN E8? F0 D5EGDEV2, VAHBD@G20AAO A0E5?5AAO («About ENISA - The 

European Union Agency for Cybersecurity», 1. 4.; Evaluation of the EU decentralised 

agencies in 2009, 2009). 
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 5FBN EF2BD5AAO �35AFEF20 1G?B CV428M5AAO 740FABEFV Є% CDBF84VOF8 

703DB70@ VAHBD@0JV?ABW 157C5>8 F0 D503G20F8 A0 0F0>8 2 J8HDB2B@G CDBEFBDV. 

#BK0F>B28? $53?0@5AF 2V4 2004 DB>G 1G?B 4BCB2A5AB $53?0@5AFB@ 2013 DB>G, O>8? 

287A0K0є C5D54 035AFEF2B@ F0>V 70240AAO:  

 CV4FD8@>0 28EB>B3B DV2AO 5>EC5DF878; 

 4BCB@B30 BD30A0@ Є% G HBD@G?N20AAV CB?VF8>8 MB4B @5D5652BW F0 

VAHBD@0JV?ABW 157C5>8; 

 ECD8OAAO BD30A0@ V >D0WA0@-K?5A0@ Є% G 28>BA0AAV CB?VF8>8, A5B1IV4ABW 4?O 

2V4CB2V4ABEFV 28@B30@ 4B @5D5652BW F0 VAHBD@0JV?ABW 157C5>8 2 @560I 

є2DBC5?EP>B3B 70>BAB402EF20; 

 CV4FD8@>0 Є% F0 >D0WA-K?5AV2 G CV428M5AAV 740FABEFV F0 3BFB2ABEFV 4B 

70CB1V30AAO, 28O2?5AAO F0 D503G20AAO A0 CDB1?5@8 F0 VAJ845AF8, CB2'O70AV 7 

VAHBD@0JV?ABN 157C5>BN; 

 0>F82A0 270є@B4VO 7 CD54EF02A8>0@8 3DB@04EP>B3B V CD820FAB3B E5>FBDV2 

(Regulation (EU) No 526/2013 of the European Parliament and of the Council of 

21 May 2013 concerning the European Union Agency for Network and 

Information Security (ENISA) and repealing Regulation (EC) No 460/2004 Text 

with EEA relevance, 2013).  

�07A0K8@B, MB G 2019 DBJV 7 CD8?AOFFO@ �>FG CDB >V15D157C5>G Є% @0A40F 

ENISA 1G?B DB7L8D5AB M5 1V?PL5. �V4FB4V F0 4B EPB3B4AV 035AFEF2B F0>B6 

2V4CB2V40є 70 CV43BFB2>G 7030?PABє2DBC5?EP>8I G@B2 E5DF8HV>0JVW VAHBD@0JV?AB-

>B@GAV>0JV?A8I CDB4G>FV2, CDBJ5EV2 F0 E5D2VEV2. $0AVL5 CB4V1A0 E5DF8HV>0JVO 

CDB2B48?0EP 28>?NKAB A0 A0JVBA0?PAB@G DV2AV, 0 ECV2CD0JO @V6 45D6020@8 A0 DV2AV 

Є% B1@56G20?0EP 28>?NKAB >BBD48A0JVєN («The EU Cybersecurity Act», 2019). 

' 2013 DBJV 1G?0 BCD8?N4A5A0 %FD0F53VO >V15D157C5>8 Є%, O>0 287A0K8?0 

CDVBD8F5F8 2 EH5DV >V15D157C5>8, E5D54 O>8I 7@VJA5AAO EFV?>BEFV >V15DCDBEFBDG, 

1BDBFP10 7 >V15D7?BK8AAVEFN, DB7DB1>0 EFD0F53VW J8HDB2BW 157C5>8 A0 BEAB2V 

«�030?PABW 157C5>B2BW F0 B1BDBAABW CB?VF8>8», CB?VCL5AAO J8HDB2BW 

VAHD0EFDG>FGD8 F0 CV4FD8@>0 є2DBC5?EP>8I JVAABEF5?. *5? 4B>G@5AF F0>B6 EF02 

B4A8@ V7 1078EA8I G 4VO?PABEFV 035AFEF20 ENISA («Joint communication to the 
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European Parliament, the Council, the European Economic and Social Committee and 

the Committee of the Regions Cybersecurity strategy of the European Union: an Open, 

Safe and Secure Cyberspace Cybersecurity Strategy of the European Union: An Open, 

Safe and Secure Cyberspace», 2013). %?V4 707A0K8F8, MB 7 2007 DB>G ENISA CV4FD8@Gє 

CDBє>F8 ECV2CD0JV @V6 >D0WA0@8-K?5A0@8 Є% G EH5DV VAHBD@0JV?ABW 157C5>8. 

!0CD8>?04, ENISA CV4FD8@0?0 CDBє>F @V6 �B?30DVєN F0 '3BDM8ABN MB4B 

EF2BD5AAO 1B?30DEP>BW 3DGC8 D503G20AAO A0 >V15DVAJ845AF8 (CERT), CDBє>F @V6 

CERT-FI ((VA?OA4VO) F0 CSIR/MERAKA (#V245AAB-�HD8>0AEP>0 $5ECG1?V>0) MB4B 

ECV2CD0JV F0 B1@VAG 4BE2V4B@ G EH5DV >V15D157C5>8, 0 F0>B6 VAVJV0F82G 7V EF2BD5AAO 

#V245AAB-�HD8>0AEP>BV̈ 3DGC8 L284>B3B D503G20AAO (Computer Security Incident 

Response Team). 

"4A8@ V7 25>FBDV2 DB1BF8 ENISA є DB71G4B20 C0DFA5DEF20 1V7A5EG V 45D6028, 

7B>D5@0 G HVA0AEB2B@G E5>FBDV. �45FPEO C5D54GEV@ CDB B1@VA VAHBD@0JVєN CDB 

>V15D7?BK8A8 70 CBE5D54A8JF20 *5AFDV2 HVA0AEB2BV̈ VAHBD@0JVV̈ F0 0A0?V7G (FI-ISAC). 

%5D54 4BEO3A5AP 035AFEF20 A0 JPB@G A0CDO@V 3 EF2BD5AAO E8EF5@8, 740FABW 28O2?OF8 

D878>8 VAHBD@0JV?ABW 157C5>8 (Emerging and Future Risks); 70EAG20AAO (BDG@G 7 

157C5>B28I C8F0AP F0 70CGE> DB1BF8 5>EC5DFA8I >B@0A4, O>V EC5JV0?V7GNFPEO A0 

BJVAJV F0 0A0?V7V VAHBD@0JV?A8I 28>?8>V2 F0 703DB7 («General Report», 2008). 

� 2010 DB>G ENISA >B6AV 420 DB>8 CDB2B48FP 2 @560I Є% F0 Є2DBC5?EP>BW 

0EBJV0JVW 2V?PABW FBD3V2?V (40?V 3 Є��&) є2DBC5?EP>V A02K0AAO «�V15D Є2DBC0». #V4 

K0E J8I A02K0AP 2V4CD0JPB2GєFPEO D503G20AAO A0 VAJ845AF8 2 >V15DCDBEFBDV, O>V 

2C?820NFP A0 EH5DG CG1?VKAB3B F0 CD820FAB3B E5>FBDV2 («ENISA meets cyber-experts 

to plan Cyber Europe 2018», 2017). 

ENISA 0>F82AB CD0JNє F0>B6 4?O 70I8EFG CB?VF8KA8I CDBJ5EV2 G Є2DBCV. &0>, 

4?O 70I8EFG є2DBC5?EP>8I 281BDV2 2019 DB>G 035AFEF2B BCD8?N4A8?B >5DV2A8JF2B 

4?O >D0WA-K?5AV2, MB1 70157C5K8F8 A0?56A8? DV25AP F5IAVKABW 157C5>8. *5 

>5DV2A8JF2B @0є D5>B@5A40JV?A8? I0D0>F5D V 2>?NK0є 0A0?V7 >BA>D5FA8I 28C04>V2 

703DB7 5?5>FBD0?PA8@ E8EF5@0@ (Compendium on Cyber Security of Election 

Technology, 2018). !5B1IV4AVEFP F0>8I 4V? ENISA 28>?8>0?8 CB2V4B@?5AAO CDB 

2FDGK0AAO G CD57845AFEP>V 281BD8 2 %,� 2016 DB>G 7 1B>G $BEVW, 0 F0>B6 G 281BD8 
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G (D0AJVW G 2017 DBJV. #V4 «2FDGK0AAO@» Є2DBC5?EP>0 >B@VEVO DB7G@Vє DV7AB@0AVFAV 

4VW, 2>?NK0NK8 7?0@ CBLFB28I E>D8APB>, B120?5AAO 251E0?FV2 70 4BCB@B3BN DDoS 

0F0>, 2FDGK0AAO 2 5?5>FBD0?PAV E8EF5@8 V HVA0AEG20AAO CB?VF8KA8I E8? (European 

Cybersecurity Journal: strategic perspectives on cybersecurity management and public 

policies, 2017). 

�AEF8FGJV?AG CV4FD8@>G ENISA F0 7030?B@ є2DBC5?EP>BW CB?VF8>8 

VAHBD@0JV?ABW 157C5>8 F0>B6 A040є EF2BD5A8? G 2013 DBJV *5AFD >V15D7?BK8AABEFV 

Є2DBCB?G (Europol’s Cybercrime Centre 3 EC3), BEAB2ABN HGA>JVєN O>B3B є 

1BDBFP10 7 FD0AE>BD4BAA8@8 >V15D7?BK8A0@8. �B>D5@0, 2 D0@>0I APB3B 45D6028-

K?5A8 Є% @B6GFP B1@VAN20F8EO VAHBD@0JVєN CDB >V15D703DB78 F0 D878>8, 

>BBD48AG20F8 2?0EAV 4VW 2 >V15DCDBEFBDV, 0 F0>B6 28>BD8EFB2G20F8 EC3 O> 

@0?40AK8> 4?O ECV2CD0JV 7 1V7A5EB@ F0 3DB@04EP>VEFN G CDBF84VW >V15D28>?8>0@ 

(«EU cybersecurity initiatives: working towards a more secure online environment», 

2017). 

%GFFє2V >BD5>F828 G є2DBC5?EP>G CB?VF8>G VAHBD@0JV?ABW 157C5>8 2A5E?0 

71DB?A0 03D5EVO $BEVW CDBF8 '>D0WA8, DB7CBK0F0 G 2014 DBJV. �8>BD8EF0AAO �D5@?5@ 

VAEFDG@5AFV2 CDBC030A48, 457VAHBD@0JVW, >V15D0F0> O> CDBF8 '>D0WA8, F0> V CDBF8 

>B?5>F82AB3B �0IB4G, 7@GE8?B Є% 040CFG20F8 2?0EAG CB?VF8>G VAHB157C5>8 4B 

AB28I 28>?8>V2.  

"4A8@ V7 C5DL8I DVL5AP A0 JPB@G A0CDO@>G EF0?B EF2BD5AAO G 2015 DBJV 

"C5D0F82ABW DB1BKBW 3DGC8 7V EFD0F53VKA8I >B@GAV>0JV? (East StratCom Task Force, 

40?V East StratCom). �W EF2BD5AAO 1G?B C5D5410K5AB 28EAB2>0@8 Є2DBC5?EP>BW $048 

2V4 15D57AO 2015 DB>G, 2 O>8I CDBF84VO 457VAHBD@0JVW 7 1B>G $BEVW 1G?0 287A0K5A0 

B4A8@ V7 CDVBD8F5FV2 CB?VF8>8 Є% («European Council meeting (19 and 20 March 

2015) 3 Conclusions», 2015).  

#?0A 4V? MB4B EFD0F53VKA8I >B@GAV>0JV?, DB7DB1?5A8? G K5D2AV 2015 DB>G A0 

28>BA0AAO 15D57A528I 28EAB2>V2 Є2DB>B@VEVW, 287A0K82 BEAB2AV A0CDO@>8 

4VO?PABEFV 4?O East StratCom: 

 CV428M5AAO CBF5AJV0?G Є% G EH5DV EFD0F53VKA8I >B@GAV>0JV?; 

 DB728FB> C0DFA5DEP>8I 72'O7>V2 F0 DB7L8D5AAO @B6?82BEF5? 270є@B4VW; 
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 74V?EA5AAO >B@GAV>0JV?A8I 70IB4V2 70 CDB3D0@0@8 Є%, GCD02?VAAO CDBє>F0@8 

F0 0>F82ABEFO@8 2 @560I >D0WA %IV4AB3B C0DFA5DEF20; 

 70I8EF E2B1B48 � � F0 E2B1B48 28E?B2?5AAO; 

 70CDB20465AAO VAVJV0F82 3DB@04OAEP>BW 48C?B@0FVW; 

 DB728FB> CDBH5EV?AB3B CBF5AJV0?G 6GDA0?VEFV2 F0 VAL8I CD54EF02A8>V2 

@54V0; 

 CV4FD8@>0 C?ND0?V7@G 2 DBEV?EP>B@B2AB@G @54V0CDBEFBDV; 

 ECV2CD0JO 7 3DB@04OAEP>8@ EGECV?PEF2B@; 

 CV428M5AAO DV2AO B1V7A0ABEFV, DB728FB> >D8F8KAB3B @8E?5AAO F0 CV4FD8@>0 

@54V03D0@BFABEFV; 

 7@VJA5AAO ECV2CD0JV @V6 >D0WA0@8-K?5A0@8 G EH5DV 70>BAB402KB3B 

D53G?N20AAO @54V0CDBEFBDG («Action plan on strategic communications», 2015). 

*O 3DGC0 707A0K5A0 F0>B6 2 VAL8I 4B>G@5AF0I, 7B>D5@0 G D57B?NJVW 

Є2DBC0D?0@5AFG, CD8E2OK5AV? CDBF84VW CDBC030A4V FD5FVI EFBDVA («European 

Parliament resolution of 23 November 2016 on EU strategic communication to counteract 

propaganda against it by third parties», 2016). ' FV? E0@V? D57B?NJVW DBEV?EP>V 

GEF0AB28 F0 � �, F0>V O> Sputnik, $BEEBFDG4A8K5EF2B, $GEE>8? @8D, 0 F0>B6 45D602AV 

� �, 1G?8 287A0K5AV O> BEAB2AV 465D5?0 CDBC030A48 F0 457VAHBD@0JVW.   

"EAB2A8@8 VAEFDG@5AF0@8 East StratCom є 270є@B4VO 7 CD5EBN, >B@GAV>0JVW G 

@5D56V �AF5DA5F, A0C8E0AAO EF0F5? F0 EF2BD5AAO 0G4VB2V7G0?PA8I @0F5DV0?V2 

(«Strategic communications», 1. 4.). East StratCom 70?@0єFPEO @BAVFBD8A3B@ 

CDBGDO4B28I DBEV?EP>8I � � V A040є ECDBEFG20AAO, O>MB J5 A5B1IV4AB, 

E8EF5@0F87GNK8 2EV 28C04>8. �AHBD@0JVO, O>G 3BFGє East StratCom, K0EFB J8FGєFPEO 

2 DV7A8I � �, 7B>D5@0 The Guardian, Welt, Zeit, Independent, USA Today FBMB 

(«EUvsDisinfo», 1. 4.). 

)BK0 CBK0F>B2B East StratCom 1G2 70EAB20A8? 4?O 1BDBFP18 7 DBEV?EP>BN 

457VAHBD@0JVєN, A0D07V CV4DB74V? EF02 206?82BN EFDG>FGDBN 4?O CDBEG20AAO 

>B@GAV>0JV? Є2DBC5?EP>B3B %BN7G G >D0WA0I %IV4AB3B C0DFA5DEF20 F0 CV4FD8@>8 

A570?56A8I � �. � 6B2FAV 2019 DB>G 1G?B CDB2545AB BJVA>G 5H5>F82ABEFV DB1BF8 

2V4B@EF20. �0 CV4D0IGA>0@8, 3DGC0 BCG1?V>G20?0 CBA04 6500 28C04>V2 ECDBEFG20AAO 
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AB28A A0 CBA04 20 @B20I («EUvsDisinfo: how to debunk over 6,500 disinformation 

cases in four years?», 2019). 

!0EFGCA5 BAB2?5AAO є2DBC5?EP>BW E8EF5@8 VAHBD@0JV?ABW 157C5>8 2>?NK0?B 

2 E515 CV43BFB2>G F0 BCD8?N4A5AAO Є2DB>B@VEVєN G >2VFAV 2016 DB>G %CV?PAB3B 

C?0AG 7 CDBF84VW 3V1D84A8@ 0F0>0@. ' 4B>G@5AFV 707A0K0єFPEO, MB 28A8>?0 AB20 

703DB70 3V1D84A8I 0F0> G >D0WA0I %IV4AB3B F0 #V245AAB3B C0DFA5DEF2, G 28DVL5AAV 

O>BW Є% @0є 28EFGC8F8 CBE5D54A8>B@. !0CD8>?04, G C?0AV 2V4CB2V4V A0 3V1D84AV 

703DB78 70 2016 DV> G DB74V?V EFD0F53VKA8I >B@GAV>0JV? 707A0K0єFPEO CDB B4AG V7 

F0>8I 703DB7 3 F0D35FB20AV >0@C0AVW, ECDO@B20AV A0 EBJV0?PAG 45EF01V?V70JVN («Joint 

communication to the European Parliament and the Council. Joint Framework on 

countering hybrid threats a European Union response», 2016).  

' 4B>G@5AFV 28E2VF?5AB M5 B48A 206?828? 0EC5>F 3 2CDB20465AAO E8EF5@8 

@BAVFBD8A3G 70 CB2V4B@?5AAO@8 2 �AF5DA5FV. �B>D5@0, C?0A D5>B@5A4Gє CB3?818F8 

ECV2CD0JN 7 �DGC0@8 CDBF84VW 703DB70@ >B@C'NF5DABW 157C5>8 (CSIRTs), O>V 1G?8 

GF2BD5AV 2V4CB2V4AB 4B �8D5>F828 Є% 2016 DB>G CDB 70IB48 MB4B CV428M5AAO DV2AO 

@5D5652BW F0 VAHBD@0JV?ABW 157C5>8 2 Є% (DIRECTIVE (EU) 2016/1148 OF THE 

EUROPEAN PARLIAMENT AND OF THE COUNCIL of 6 July 2016 concerning 

measures for a high common level of security of network and information systems across 

the Union, 2016). �3V4AB 7 FVєN 6 �8D5>F82BN 1G?B 70EAB20AB �DGCG 270є@B4VW G 

EH5DV 157C5>8 @5D56V F0 VAHBD@0JVW, O>0 CD87A0K5A0 4?O >BBD48A0JVW 4V? G 

>V15DCDBEFBDV @V6 >D0WA0@8, 2>?NK0NK8 270є@B4VN 7 CSIRTs F0 ECD8OAAO B1@VAG 

VAHBD@0JVєN @V6 CD54EF02A8>0@8 2V4CB2V4A8I @VAVEF5DEF2 («NIS Cooperation 

Group», 2023). �3V4AB 7V %CV?PA8@ C?0AB@ 7 CDBF84VW 3V1D84A8@ 0F0>0@, CV7AVL5 1G?B 

70EAB20AB *5AFD C5D54B28I F5IAB?B3V? G CDBF84VW 3V1D84A8@ 703DB70@, O>8? FVEAB 

270є@B4Vє 7 !�&" (A5B1IV4AVEFP F0>BW ECV2CD0JV 2V47A0K5A0 G C?0AV B>D5@B). 

�030?B@, A0 BEAB2V JPB3B C?0AG @B6A0 284V?8F8 420 BEAB2AV A0CDO@>8 

4VO?PABEFV Є% G EGK0EAV? VAHBD@0JV?AV? CB?VF8JV:  

 EFD0F53VKAV >B@GAV>0JVW F0 1BDBFP10 7 457VAHBD@0JVєN; 

 >V15D157C5>0. 
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&B3B 6 2016 DB>G Є% CD8?AO2 2?0EAG �?B10?PAG EFD0F53VN 7B2AVLAPBW F0 

157C5>B2BW CB?VF8>8, 45 VAHBD@0JV?AV? 157C5JV 2V42B48?BEP KV?PA5 @VEJ5. &0>, 

EFD0F53VO 2>07Gє, MB B4A8@ V7 >?NKB28I H0>FBDV2 DB728F>G Є% @0є EF0F8 

70157C5K5AAO 2V?PAB3B DGIG VAHBD@0JVW, 3B?B2A8@ 4?O KB3B є 2V?PA8? F0 157C5KA8? 

�AF5DA5F. &0>B6 2 EFD0F53VW 707A0K0єFPEO, MB Є2DBEBN7 CB28A5A 1GF8 702648 

3BFB28@ CD8?F8 A0 4BCB@B3G 45D6020@-K?5A0@, O>V EF8>AG?8EP 7 157CBE5D54AV@8 

>V15D703DB70@8, ECD8OF8 DB728F>G VAHBD@0JV?A8I F5IAB?B3V? 7 2D0IG20AAO@ 

206?82BEFV 715D565AAO CD820FABEFV >BD8EFG20KV2, 0 F0>B6 VAVJVN20F8 ECV2CD0JN 

2E5D548AV Є% 2 C8F0AAOI >V15D157C5>8. ">D5@8@ A0CDO@>B@ DB1BF8 Є%, 73V4AB 

4B>G@5AFG, @0є EF0F8 CB3?81?5AAO ECV2CD0JV 7 %,� F0 !�&" G EH5DV >V15D157C5>8. 

">DV@ A04A0JVBA0?PAB3B F0 A0JVBA0?PAB3B DV2AV2, Є% 0>J5AFGє 2 EFD0F53VW A0 

206?82BEFV >BBC5D0JVW 7 1V7A5EB@ F0 3DB@04EP>VEFN G CDBF84VW >V15D703DB70@ 

(Convention on cybercrime, 2022). *V JV?V F0 CD8AJ8C8 73B4B@, 2 2020 DBJV, 1G?8 

45F0?V7B20AV F0 DB7L8D5AV 2 BCG1?V>B20AV? Є2DB>B@VEVєN �V15DEFD0F53VW Є%, O>0 

>BAJ5AFDGєFPEO 157CBE5D54APB A0 CB?VF8JV 70I8EFG Є% 2 >V15DCDBEFBDV (�G1B2 & 

"6520A, 2012). 

' >2VFAV 2018 DB>G Є% BCD8?N4A82 «#B2V4B@?5AAO MB4B 1BDBFP18 7 

457VAHBD@0JVєN 2 �AF5DA5FV», CV43BFB2?5A5 A0 BEAB2V 3DB@04EP>8I BC8FG20AP F0 

4BE?V465AP 2V4 Eurobarometer. ' JPB@G 4B>G@5AFV A03B?BLGєFPEO, MB �AF5DA5F 

A01G20є 4540?V 1V?PLB3B 7A0K5AAO O> 465D5?B AB28A. �B4ABK0E 2V47A0K0єFPEO 

CBEFV?A5 7DBEF0AAO >V?P>BEFV 457VAHBD@0JVW 2V4 DV7A8I 2AGFDVLAVI F0 7B2AVLAVI 

0>FBDV2, MB CBDGLGє 45@B>D0F8KAV CD8AJ8C8 F0 B1@56Gє 740FAVEFP є2DBC5?EP>B3B 

A0E5?5AAO 74V?EAN20F8 E2V4B@8? 281VD. %0@0 6 457VAHBD@0JVO DB73?O40єFPEO O> 

E>?04B20 3V1D84ABW 2V?A8, 0 >0@C0AVW 457VAHBD@0JVW 7 $BEVW 3 O> BEAB2A0 703DB70. 

"4AV 7 @B6?828I A0E?V4>V2 457VAHBD@0JVW CDBO2?ONFPEO 2 7A865AAV 4B2VD8 4B A0G>8 

F0 5@CVD8KA8I 4B>07V2 («COMMUNICATION FROM THE COMMISSION TO THE 

EUROPEAN PARLIAMENT, THE COUNCIL, THE EUROPEAN ECONOMIC AND 

SOCIAL COMMITTEE AND THE COMMITTEE OF THE REGIONS Tackling online 

disinformation: a European Approach», 2018). 
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!0C5D54B4AV є2DBC5?EP>8I 281BDV2, G 2018 DBJV, 1G?B F0>B6 CD8?AOFB M5 

B48A 206?828? 4B>G@5AF 3 «�2545AAO CD028? 1BDBFP18 7 457VAHBD@0JVєN». *5 

C5DL8? 28C04B>, >B?8 CD54EF02A8>8 1V7A5EG 28DVL8?8 4B1DB2V?PAB 2CDB2048F8 

EF0A40DF8 E0@BD53G?N20AAO 7 @5FBN CDBF84VW 457VAHBD@0JVW. *5? 4B>G@5AF 1G2 

EF2BD5A8? 4?O 28>BA0AAO 70240AP, 287A0K5A8I G «#B2V4B@?5AAV CDB 1BDBFP1G 7 

457VAHBD@0JVєN 2 �AF5DA5FV» 2018 DB>G. #DB7BDVEFP D5>?0@A8I CB?VF8KA8I 

>0@C0AV?, CD8C8A5AAO 4VW H5?>B28I B1?V>B28I 70C8EV2 F0 45@BA5F870JVO 4?O 

CBL8DN20KV2 457VAHBD@0JVW 1G?8 B1D0AV O> BEAB2AV @5FB48. Facebook, Google, 

Twitter, Mozilla F0 VALV C?0FHBD@8 CD8є4A0?8EO 4B JVєW VAVJV0F828. #V7AVL5 

GK0EA8>8 A04020?8 72VF8 Є2DBC5?EP>V? >B@VEVW MB4B 28C04>V2 457VAHBD@0JVW F0 

701?B>B20A8I 0>0GAFV2. 

%F0AB@ A0 EPB3B4AV Є2DBC5?EP>8? %BN7 G ECV2CD0JV 7 CD820FA8@ E5>FBDB@ 

DB7DB18?8 V 2CDB2048?8 G65 BAB2?5AG 25DEVN «�2545AAO CD028? 1BDBFP18 7 

457VAHBD@0JVєN», O>0 1G?0 CD575AFB20A0 Є2DB>B@VEVєN G 2022 DBJV V G65 CV4C8E0A0 

34 25?8>8@8 >B@C0AVO@8, E5D54 O>8I Google, Adobe F0 TikTok. �BA0 2D0IB2Gє 4BE2V4, 

BFD8@0A8? CV4 K0E CDBF84VW DBEV?EP>V? 457VAHBD@0JV?AV? @0L8AV, F0 2D0IB2Gє 

VAHBD@0JV?AV 28>?8>8 F0 703DB78, O>V EF2BD8?0 4?O E2VFG C0A45@VO COVID-19. %5D54 

AB2B22545AP: 2CDB20465AAO VAEFDG@5AFV2 CB7102?5AAO 4BIB4V2 F8I, IFB CBL8DNє 

457VAHBD@0JVN 2 EBJ@5D560I, CV4FD8@>0 H0>F-K5>8A3B28I VAVJV0F82, 70157C5K5AAO 

CDB7BDBEFV CB?VF8KABW D5>?0@8 F0 CBE8?5AAO 70I8EFG ECB6820KV2 VAHBD@0JVW.  

'7030?PANNK8, @B6A0 284V?8F8 F0>V >?NKB2V CD8AJ8C8, O>V B19є4AGNFP 

ABD@0F82AB-CD02B2V 0>F8 Є2DBEBN7G, MB EFBEGNFPEO CDBF84VW 457VAHBD@0JVW: 

 CB?VCL5AAO 70I8EFG C5DEBA0?PA8I 40A8I; 

 >BAFDB?P CB?VF8KABW D5>?0@8 L?OIB@ CG1?V>0JVW VAHBD@0JVW MB4B 

70@B2A8>V2; 

 EF2BD5AAO @5D56V H0>F-K5>5DV2; 

 B1@VA 4BE2V4B@ G 1BDBFP1V V7 CBL8D5AAO@ 457VAHBD@0JVW;  

 CDB7BDVEFP VAF5DA5F-C?0FHBD@;  

 CV4FD8@>0 CDBH5EV?ABW F0 O>VEABW 6GDA0?VEF8>8 (%. �0A8?5A>B & (GDE0?, 

2020, E. 25-30). 
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�AEF8FGJV?AB D50?V70JVN «�2545AAO CD028? 1BDBFP18 7 457VAHBD@0JVєN» 

70157C5KGNFP *5AFD CDB7BDBEFV F0 $B1BK0 3DGC0, 70240AAO O>8I CB?O30є G 

@BAVFBD8A3G 5H5>F82ABEFV 2CDB20465AAO CD028? F0 040CF0JVO WI G 2V4CB2V4ABEFV 4B 

EGK0EA8I F5A45AJV? G E2VFV VAHBD@0JV?A8I F5IAB?B3V? («The 2022 Code of Practice 

on Disinformation», 2022). 

� @5FBN 2FV?5AAO CB?B65AP «#B2V4B@?5AAO 2018 DB>G» Є2DBC5?EP>0 >B@VEVO 

F0>B6 70CDB2048?0 !03?O4B28? J5AFD 70 EBJV0?PA8@8 @5D560@8 (SOMA). *5? J5AFD 

є C?0FHBD@BN 4?O @BAVFBD8A3G � � F0 28O2?5AAO 457VAHBD@0JVW. �G4P-O>0 BEB10 K8 

BD30AV70JVO 2 Є% @B65 CD8є4A0F8EO 4B JPB3B J5AFDG, K8O 4VO?PAVEFP ECDO@B20A0 A0 

C5D52VD>G 4BEFB2VDABEFV H0>FV2. #?0FHBD@0 A040є DV7AB@0AVFAV F5IAB?B3VKAV 

VAEFDG@5AF8 V @B6?82VEFP B1@VAN20F8EO VAHBD@0JVєN MB4B 28C04>V2 

457VAHBD@0JVW. "EAB2AV 70240AAO JVєW BD30AV70JVW 2>?NK0NFP @BAVFBD8A3, A040AAO 

BE2VFAVI CBE?G3, 5>EC5DFAV D5>B@5A40JVW, BJVA>G D57G?PF0FV2 V >BBD48A0JVN 7GE8?P 

(«SOMA - About us», 2024). 

Є2DBC5?EP>0 >B@VEVO 7DB18?0 >?NKB28? >DB> G D0@>0I EFD0F53VW CDBF84VW 

457VAHBD@0JVW, CD8?AO2L8 G 3DG4AV 2018 DB>G «#?0A 4V? CDBF8 457VAHBD@0JVW» 

(«JOINT COMMUNICATION TO THE EUROPEAN PARLIAMENT, THE 

EUROPEAN COUNCIL, THE COUNCIL, THE EUROPEAN ECONOMIC AND 

SOCIAL COMMITTEE AND THE COMMITTEE OF THE REGIONS Report on the 

implementation of the Action Plan Against Disinformation», 2019). #?0A 287A0K0є 

457VAHBD@0JVN O> VAHBD@0JVN, O>0 є 4BE8FP A5CD02482BN 01B ECBF2BD5ABN V 

DB7CB2EN46GєFPEO 7 @5FBN BFD8@0AAO 5>BAB@VKABW 283B48 01B A02@8EAB3B 

22545AAO 3DB@04EP>BEFV 2 B@0AG, MB @B65 70240F8 L>B48 EGECV?PEF2G. "EB1?828? 

0>J5AF G #?0AV DB18FPEO A0 703DB70I 4?O 45@B>D0F8KA8I CDBJ5EV2. «#?0A 4V? CDBF8 

457VAHBD@0JVW» 287A0є 1BDBFP1G 7 3V1D84A8@8 703DB70@8, 2>?NK0NK8 EFD0F53VKAV 

>B@GAV>0JVW, O> B48A V7 CDVBD8F5FV2 G EH5DV 70157C5K5AAO 157C5>8. � F5>EFV 

2>07GєFPEO A0 IV@VKAG 0F0>G 2 %B?E15DV O> A0 CD8>?04 3V1D84ABW 703DB78, MB 

CV4>D5E?Nє A5B1IV4AVEFP 1030FBDV2A52BW 157C5>B2BW CB?VF8>8 2 >BAF5>EFV DBEV?EP>BW 

703DB78. #?0A DB18FP 0>J5AF A0 DB1BFV East StratCom F0 Є2DBC5?EP>BW E?G618 

7B2AVLAPBW 4VW 2 EIV4AB@G A0CDO@>G 2 D0@>0I EFD0F53VW 1BDBFP18 7 3V1D84ABN 
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2V?ABN, 45 457VAHBD@0JV?AV >0@C0AVW CB2'O70AV 7 >V15D0F0>0@8 F0 CDBA8>A5AAO@ G 

>B@C'NF5DAV @5D56V. 

' «#?0AV 4V? CDBF8 457VAHBD@0JVW» 2>07GєFPEO, MB 2C5DL5 703DB70 

457VAHBD@0JVW 7 DBEV?EP>B3B 1B>G 2 BA?0?A-E5D54B28MV 7'O28?0EO G 2015 DBJV. !02VFP 

O>MB Є2DBC5?EP>0 >B@VEVO 287A0є, MB >0@C0AVW 457VAHBD@0JVW CDB2B4OFP CBA04 

FD84JOFP >D0WA, $BEVO 28EFGC0є ?V45DB@ 2 JPB@G A0CDO@V, A040NK8 2EV@ VAL8@ 

@B6?82VEFP 27OF8 A0 70@VF>G WW GECVLA8? 4BE2V4. �3V4AB 7 «#?0AB@ 4V? CDBF8 

457VAHBD@0JVW», >D0WA8-K?5A8 F0 VAEF8FGF8 Є% CB28AAV 1D0F8 GK0EFP G DV7A8I 

0EC5>F0I ECV?PABW DB1BF8, F0>8I O> CDBF84VO 3V1D84A8@ 703DB70@, >V15D703DB70@, 

DB72V4>0 F0 EFD0F53VKAV >B@GAV>0JVW, 70I8EF 40A8I, 157C5>0 281BDV2 F0 270є@B4VO 7V 

� �. �030?B@ CDBCBAB20AV 70IB48 #?0AG 4V? 107GNFPEO A0 4-I BEAB2A8I CD8AJ8C0I:  

 CV428M5AAO 740FABEFV Є% 28O2?OF8 F0 ECDBEFB2G20F8 457VAHBD@0JVN; 

 7@VJA5AAO @B6?82BEF5? ECV?PAB3B D503G20AAO A0 A5157C5>8; 

 @B1V?V70JVO CD820FAB3B E5>FBD0;  

 VAHBD@G20AAO 3DB@04OA F0 CV428M5AAO EFV?>BEFV A0E5?5AAO 4B 703DB7. 

#?0A C5D5410K0є 2CDB20465AAO 2EVI A5B1IV4A8I 70IB4V2 4B FD02A528I 281BDV2 

4B Є2DBC0D?0@5AFG 2019 DB>G. %0@5 JV 281BD8 CB28AAV 1G?8 EF0F8 «?0>@GEB28@ 

C0CVDJ5@» ECDB@B6ABEF5? Є% 7 CDBF84VW 457VAHBD@0JVW. 

' D0@>0I CV43BFB2>8 4B J8I 281BDV2 G ?NFB@G 2019 DB>G $040 Є2DBC5?EP>B3B 

%BN7G BCG1?V>G20?0 DVL5AAO, 2 O>B@G 28E2VF?5AB 206?82VEFP 70CB1V30AAO 

>V15D703DB70@ 7 @5FBN 70157C5K5AAO K5EA8I F0 CDB7BD8I 281BDV2. �B>G@5AF 

287A0K0є 206?82VEFP CDB2545AAO F86AO @54V03D0@BFABEFV C5D54 281BD0@8, 0 F0>B6 

A03B?BLGє A0 A5B1IV4ABEFV ECV2CD0JV 7 G7 F0 !�&" G CDBF84VW 457VAHBD@0JVW 

(«Securing free and fair European elections: Council adopts conclusions», 2019). ' 

K5D2AV 2019 DB>G, CVE?O 281BDV2, 1G2 BCG1?V>B20A8? 72VF CDB 28>BA0AAO #?0AG 4V? 

(«JOINT COMMUNICATION TO THE EUROPEAN PARLIAMENT, THE 

EUROPEAN COUNCIL, THE COUNCIL, THE EUROPEAN ECONOMIC AND 

SOCIAL COMMITTEE AND THE COMMITTEE OF THE REGIONS Report on the 

implementation of the Action Plan Against Disinformation», 2019). *5? 4B>G@5AF EF02 
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CV4EG@>B28@ 4?O 2EPB3B CDBJ5EG DB728F>G E8EF5@8 EFD0F53VKA8I >B@GAV>0JV? F0 

1BDBFP18 7 457VAHBD@0JVєN CV4 K0E є2DBC5?EP>8I 281BDV2.  

� 4B>G@5AFV 0>J5AFGєFPEO, MB 268FV 70IB48 C5D54 є2DBC5?EP>8@8 281BD0@8 

4?O CDBF84VW 457VAHBD@0JVW 28O28?8EO 5H5>F82A8@8. � EVKAO CB K5D25AP East 

StratCom 28O282 F0 ECDBEFG202 1000 28C04>V2 457VAHBD@0JVW, MB 242VKV 1V?PL5, AV6 

G CBDV2AOAAV 7 0A0?B3VKA8@ C5DVB4B@ CBC5D54APB3B DB>G. #BCD8 F5, MB East 

StratCom A5 28O282 70>BD4BAA8I 457VAHBD@0JV?A8I >0@C0AV?, ECDO@B20A8I A0 

є2DBC5?EP>V 281BD8, 72VF 2>07Gє A0 0>F82AVEFP 457VAHBD@0JVW 7 1B>G $BEVW. ' 72VFV 

707A0K0єFPEO CDB 22545AG 2 15D57AV 2019 DB>G «%8EF5@G L284>B3B D503G20AAO», 

CD87A0K5AG 4?O BC5D0F82ABW 270є@B4VW 7 G7, !�&" F0 BA?0?A-C?0FHBD@0@8 MB4B 

28O2?5AAO 28C04>V2 457VAHBD@0JVW. !0D07V JO E8EF5@0 28>BD8EFB2GєFPEO 4?O 

28O2?5AAO A5CD02482BW VAHBD@0JVW, MB CBL8DNєFPEO 2 �AF5DA5FV MB4B 

>BDBA02VDGEG, 7B>D5@0 A5CD028?PA8I @5FB4V2 ?V>G20AAO, O>V @B6GFP CD8725EF8 4B 

E5D?B7A8I A0E?V4>V2 4?O 74BDB2'O (Stolton, 2020). 

�?NKB28? 0>J5AF DB18FPEO A0 CDBF84VW 457VAHBD@0JVW F0 H5?>0@, JV??N O>8I 

є 48E>D548F0JVO є2DBC5?EP>8I VAEF8FGJV? F0 7030?B@ EFD0F53V? Є% F0 ?B3B 45D602-

K?5AV2 MB4B CDBF84VW COVID-19. �B>D5@0, 70 BJVA>BN Є2DBC5?EP>BW E?G618 

7B2AVLAVI ECD02, F0>V @V6A0DB4AV 0>FBD8 O> $BEVO F0 �8F0? 28>BD8EFB2GNFP 4?O 

F0>BW L>V4?82BW 4VO?PABEFV 45D602AV � � F0 EBJV0?PAV @5D56V, 7B>D5@0 X, Facebook 

F0 VALV. %?V4 707A0K8F8, MB D57G?PF0FB@ F0>8I 4V? є A5 FV?P>8 VAHBD@0JV?A0 

457BDVєAF0JVO 3DB@04OA 45D602-K?5AV2 Є%, 0?5 ? 35A5DG20AAO 3?B10?PAB3B B1D07G 

45D602 �0IB4G O> «ECB2A5A8I 2AGFDVLAVI >BAH?V>FV2» F0 «I0BF8KA8I». #DBF84VO 

Є% A0 JPB@G A0CDO@V є A5 FV?P>8 K0EF8ABN >B@C?5>EABW DB1BF8 7 CV4FD8@>8 

VAHBD@0JV?ABW 3V3VєA8 2 є2DBC5?EP>B@G VAHBD@0JV?AB@G CDBEFBDV, 0?5 ? 

7BE5D5465A0 A0 70I8EFV 70IV4A8I ?V15D0?PAB-45@B>D0F8KA8I JVAABEF5? F0 

EFD0F53VKABW CD8201?82BEFV Є% O> GECVLABW @B45?V >B?5>F82ABW ECV2CD0JV 

(Danylenko & Fursai, 2022, E. 19-45). 

&0>B6, 73V4AB 7V 72VFB@, Google 2682 70IB4V2 MB4B 1V?PL AV6 130 F8E. 

є2DBC5?EP>8I 0>0GAFV2, MB4B O>8I 1G?B 70HV>EB20AB CBDGL5AAO CD028? DB7@VM5AAO 

D5>?0@8. Facebook 70HV>EG202 1,2 @?A F0>8I 28C04>V2 V 701?B>G202 2,2 @?D4 
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H5?>B28I 0>0GAFV2, 0 F0>B6 C5D5L>B4602 DB1BFV 1,5 F8E. A5є2DBC5?EP>8I F0 658 

є2DBC5?EP>8I EFBDVAB>, 3DGC F0 0>0GAFV2, A0JV?5A8I A0 є2DBC5?JV2, F0 CV428M82 

CDB7BDVEFP D5>?0@A8I >0@C0AV?. %BJ@5D560 X 2V4I8?8?0 CBA04 16 F8E. D5>?0@A8I 

B3B?BL5AP, A0JV?5A8I A0 3DB@04OA Є2DBC5?EP>B3B %BN7G (The EU’s Cybersecurity 

Strategy for the Digital Decade, 2020).  

%5D54 VAL8I VAVJV0F82, O>V @0NFP CV4FD8@>G Є% G CDBF84VW 457VAHBD@0JVW, E?V4 

2V47A0K8F8 SOMA F0  V6A0DB4AG @5D56G C5D52VD>8 H0>FV2 (International Fact-

Checking Network), O>0 A5MB402AB DB7CBK0?0 DB1BFG є2DBC5?EP>B3B 2V44V?5AAO. 

&0>B6 E?V4 2V4@VF8F8 EF2BD5AAO Є2DBEBN7B@ E8EF5@8 L284>B3B BCB2VM5AAO (RAS), 

O>0 CD54EF02?Oє EB1BN >?NKB28? 5?5@5AF 7030?PAB3B CV4IB4G Є% 4B CDBF84VW 

457VAHBD@0JVW. *O E8EF5@0 є >BA>D5FABN D50?V70JVєN B4AB3B 7 KBF8DPBI BEAB2A8I 

A0CDO@>V2, 287A0K5A8I G «#?0AV CDBF84VW 457VAHBD@0JVW», MB 1G2 70F25D465A8? 

Є2DBC5?EP>BN $04BN G 3DG4AV 2018 DB>G. RAS 3 J5 J8HDB20 C?0FHBD@0, O>0 A040є 

@B6?82VEFP K?5A0@ Є% B13B2BDN20F8 28C04>8 457VAHBD@0JVW, D503G20F8 A0 A8I F0 

270є@B4VOF8 7 CD54EF02A8>0@8 2?048 >B6ABW >D0WA8 («Factsheet: Rapid Alert System», 

2019). 

�5770C5D5KAB D52B?NJV?A8@ >DB>B@ Є% G 2CDB20465AAV 2?0EABW CB?VF8>8 

VAHBD@0JV?ABW 157C5>8 EF0?B CD8?AOFFO G 2022 DBJV �>FG CDB J8HDB2V CBE?G38 

(Digital Services Act 3 DSA). �B3B BEAB2A0 @5F0: 70157C5K5AAO 4?O 2?0EA8I 3DB@04OA 

1V?PL 157C5KAB3B J8HDB2B3B CDBEFBDG L?OIB@ EG2BDVLB3B D53G?N20AAO DB1BF8 

VAHBD@0JV?AB-F5IAB?B3VKA8I >B@C0AV?, F0>8I O> Google, Facebook K8 TikTok. 

�B>D5@0, F5C5D >B@C0AVW, O>V @0NFP MB@VEOKAG 0G48FBDVN G MBA0?@5AL5 45 @?A 

>BD8EFG20KV2, 7B1B29O70AV CBE8?N20F8 >BAFDB?P 70 CBL8D5AAO@ 457VAHBD@0JVW, 

@B28 2BDB6A5KV 01B CDBC030A48 F5DBD87@G. �0 A528>BA0AAO J8I 7B1B29O70AP 

>B@C0AVW D878>GNFP BFD8@0F8 LFD0H G DB7@VDV 6% 7030?PAB3B E2VFB2B3B 4BIB4G 01B 

6 WI 4VO?PAVEFP @B65 1GF8 27030?V 701BDBA5A0 2 Є%. '65 7 ?NFB3B 2024 DB>G JV 

7B1B29O70AAO CBL8DNNFPEO  A0 >B@C0AVW 7 @5ALBN 70 45 @?A >BD8EFG20KV2 

0G48FBDVєN.  

�B FB3B 6 >B@C0AVW F5C5D 7B1B29O70AV 7DB18F8 CG1?VKABN VAHBD@0JVN CDB F5, 

O> 2BA8 F5IAVKAB CDBF84VNFP 457VAHBD@0JVW, A04020F8 4BEFGC A570?56A8@ 
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0G48FBD0@ 4?O C5D52VD>8 E2BєW DB1BF8. %5D54 AB2B22545AP F0>B6 70CDB20465AAO 

@5I0AV7@G 2V4@B28 >BD8EFG20K0 2V4 28>BD8EF0AAO EBJ@5D565N 0?3BD8F@G 

D5>B@5A40JV?, 70EAB20AB@G A0 BJVAJV D5?V3V?A8I, CB?VF8KA8I 2CB4B10AP K8 A0 

BEAB2V D0E8 (Freedman, 2023). 

%?V4 707A0K8F8, MB Є2DB>B@VEVO G65 704VNє @5I0AV7@8 DSA A0 CD0>F8JV. 

�B>D5@0, G 2023 DBJV 70CGM5AB HBD@0?PAG CDBJ54GDG BJVA>8 4V? EBJ@5D56V X MB4B 

1BDBFP18 7 457VAHBD@0JVєN F0 CBL8D5AAO A5?530?PAB3B >BAF5AFG. &0>, CBC5D54AV 

28EAB2>8 E2V4K0FP, MB EBJ@5D560 A5 74V?EA8?0 B1B29O7>B28I >DB>V2 7 2840?5AAO 

A570>BAAB3B 2 Є% >BAF5AFG DGIG )� �%, 0 F0>B6 @0є CDB1?5@8 V7 70157C5K5AAO@ 

CDB7BDBEFV 2?0EABW DB1BF8 («Commission opens formal proceedings against X under 

the Digital Services Act», 2023). ' D07V 4B2545AAO CDB28A8 EBJ@5D56V 703DB6Gє 

701BDBA0 DB1BF8 G 2EVI 45D6020I-K?5A0I Є% (O'Carroll, 2023). 

#V4E8?Nє DSA CD8?AOF8? FB3B 6 DB>G �>F CDB J8HDB2V D8A>8 (Digital Markets 

Act 3 DMA). �0 4BCB@B3BN JPB3B 4B>G@5AFG Є% C?0AGє 70157C5K8F8 DV2AV F0 

ECD0254?82V G@B28 4?O DB728F>G VAAB20JV? F0 >BA>GD5AFBECDB@B6ABEFV K5D57 

D53G?N20AAO F0> 720A8I «1D0@A8>V2» (gatekeepers), FB1FB BA?0?A-C?0FHBD@, O>V 

EF0?8 BEAB2A8@ >0A0?B@ 4?O E2BWI 1V7A5E->BD8EFG20KV2 2 BIBC?5AAV ECB6820KV2. 

*5? A01VD CD028? H0>F8KAB DB7@56B2Gє, MB 4B72B?5AB V MB 701BDBA5AB DB18F8 

«1D0@A8>0@» EFBEB2AB D5>?0@A8I CBE?G3, CBLG>B28I E8EF5@. !0CD8>?04, 

«1D0@A8>8» 1G4GFP 7B1B29O70AV GFD8@0F8EP 2V4 A040AAO CD5H5D5AJV? 2?0EA8@ 

CDB4G>F0@ C5D54 CB4V1A8@8 >BA>GDGNK8@8 CDB4G>F0@8, A04020F8 @B6?82VEFP 

2840?8F8 CBC5D54APB 2EF0AB2?5AAV 70EFBEGA>8 K8 7DB18F8 F0D35FB20AG D5>?0@G 

CDB7BDBN F0 A5 CBL8DN20F8 WW A0 4VF5? («�>F CDB J8HDB2V CBE?G38 (DSA) F0 �>F 

CDB J8HDB2V D8A>8 (DMA): AB2V CV4IB48 Є% 4B D53G?N20AAO �AF5DA5F-

CBE5D54A8>V2», 2022). 

/> @8 10K8@B, Є% 240?BEO DB71G4G20F8 CBFG6A8? @5I0AV7@ VAHBD@0JV?ABW 

4VO?PABEFV, MB CV4>DVC?NєFPEO EFD0F53VKA8@8 4B>G@5AF0@8, F0>8@8 O> «#?0A 4V? 7 

1BDBFP18 7 457VAHBD@0JVєN» F0 «�2545AAO CD028? MB4B CDBF84VW 457VAHBD@0JVW». 

�'O28?8EO AB2V @V6GDO4B2V F0 A5GDO4B2V GEF0AB28, F0>V O> SOMA, RAS V *5AFD 
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C5D54B28I F5IAB?B3V?, O>V ECDB@B6AV 26820F8 70IB48 4?O VAHBD@0JV?AB3B 70I8EFG. 

East StratCom GECVLAB 28O2?Oє 7A0KAG >V?P>VEFP 28C04>V2 457VAHBD@0JVW.  

&0>B6 Є% D50?V7Gє E2BN CB?VF8>G 2 EH5D0I VAHBD@0JVW F0 >B@GAV>0JV? K5D57 

EC5JV0?V7B20AV EFDG>FGD8, F0>V O> Є2DBC5?EP>0 $040, �5A5D0?PA8? �8D5>FBD0F 7 

VAHBD@0JV?AB3B EGECV?PEF20, Є2DBC5?EP>0 >B@VEVO, (BDG@ VAHBD@0JV?AB3B 

EGECV?PEF20 Є%, �5A5D0?PA8? �8D5>FBD0F 7 BE2VF8 F0 >G?PFGD8, 0 F0>B6 K5D57 

EC5JV0?V7B20AV VAHBD@0JV?AV J5AFD8 O> G >D0WA0I-K?5A0I BD30AV70JVW, F0> V CB70 WW 

@560@8. Є% @0є E2V? D53G?PB20A8? VAHBD@0JV?A8? CDBEFVD, O>8? 2 BEAB2AB@G 

A0CB2ANєFPEO >BAF5AFB@ A0JVBA0?PA8I � �, MB 4VNFP O> A0JVBA0?PAB, F0> V A0 

7030?PABє2DBC5?EP>B@G DV2AV, 0 F0>B6 @0F5DV0?0@8, DB7@VM5A8@8 G EBJV0?PA8I 

@5D560I. #DBF5, B>DV@ D53G?N20AAO VAHBD@0JV?AB3B CDBEFBDG 2 @560I є48ABW 

0G4VB2V7G0?PABW CB?VF8>8, Є% CDB2B48FP 70IB48 2 VAHBD@0JV?AB@G CDBEFBDV 7 @5FBN 

70157C5K5AAO 157C5>8 E2BWI 3DB@04OA V CV4FD8@>8 ?V15D0?PAB-45@B>D0F8KA8I 

JVAABEF5?. *5 BIBC?Nє 4VO?PAVEFP F5DBD8EF8KA8I BD30AV70JV?, 0 F0>B6 2AGFDVLAV F0 

7B2AVLAV 703DB78 7 1B>G VAL8I >D0WA F0 CB?VF8KA8I E8?. 

"4A0>, D57G?PF0F8 28@030NFP B1'є>F82ABW BJVA>8, BE>V?P>8 CD54EF02A8>8 

1V7A5EG F0 BD30AV2 Є% BJVANNFP 5H5>F82AVEFP AB2BW E8EF5@8 ECV2CD0JV CB-DV7AB@G. 

�B?B2A0 @5F0 3 EF2BD5AAO E8EF5@8 70I8EFG є2DBC5?EP>8I 3DB@04OA F0 45@B>D0FVW 

2V4 457VAHBD@0JVW 3 1G?0 4BEO3AGF0, CDBF5 206?82B CDB25EF8 >D8F8KA8? 0A0?V7 

BFD8@0A8I D57G?PF0FV2.  

(BA4 �0DA53V CDB2B48FP BJVA>G 70IB4V2 7 1BDBFP18 7 457VAHBD@0JVєN 2 

D0@>0I E2BєW CDB3D0@8 C0DFA5DEF20 7 CDBF84VW >0@C0AVO@ MB4B 2C?82G («Countering 

Influence Operations», 2024). �BE?V465AAO (BA4G ECDO@B20AV A0 DB7DB1>G 

D5>B@5A40JV? 7 VAHBD@0JV?ABW CB?VF8>8, 282K5AAO CD8AJ8CV2 BC5D0JV? 7 2C?82G F0 

7@VJA5AAO C0DFA5DEF20 7 GDO4B28@8 F0 A5GDO4B28@8 GEF0AB20@8. ' FD02AV 2018 

DB>G, C5D54 281BD0@8 2 Є2DBC0D?0@5AF, (BA4 BCD8?N4A82 4BE?V465AAO MB4B 

DBEV?EP>B3B 2FDGK0AAO F0 D50>JVW Є2DBC8 A0 H5?>B2V AB28A8 F0 >V15D0F0>8 (Brattberg 

& Maurer, 2018). ' 4BE?V465AAV 0>J5AFGєFPEO G2030 A0 FB@G, MB 281BDKG E8EF5@G 

E?V4 DB73?O40F8 O> >D8F8KAG VAHD0EFDG>FGDG, 0 F0>B6 28E2VF?5AV C'OFP 28C04>V2 

DBEV?EP>B3B 2C?82G A0 281BD8 2 DV7A8I >D0WA0I. �BE?V465AAO 2>07Gє A0 DV7AV DV2AV 
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2C?82G, F0>V O> HBD@G20AAO C5D5203 281BDJV2, 2C?82 A0 CDBJ5E 3B?BEG20AAO F0 O2>G 

281BDJV2. "1'є>F0@8 2C?82G є � �, EBJV0?PAV @5D56V, 1078 40A8I, >0A0?8 C5D540KV, 

BD30AV70JVW F0 2V4CB2V40?PAV BEB18. �BE?V465AAO F0>B6 A03B?BLGє A0 FB@G, MB 

E8EF5@0 >V15D157C5>8 CB28AA0 1GF8 DB7DB1?5A0 70 GK0EFN GDO4B28I F0 A5GDO4B28I 

BD30AV70JV?, ECDO@B20A0 A0 JV A0CDO@>8. %GK0EA0 E8EF5@0 VAHBD@0JV?ABW 157C5>8 

Є% 4B72B?Oє 26820F8 JV 70IB48, GA8>0NK8 A5B1IV4ABEFV 2V4@B2?OF8EO 2V4 

5?5>FDBAA8I ABEVW2, O> J5 EF0?BEO G !V45D?0A40I, >B?8 CV4 K0E C0D?0@5AFEP>8I 

281BDV2, O>V 1G?8 CDB2545AV 2 15D57AV 2017 DB>G, 281BDKV >B@VEVW, CB1BNNK8EP 0F0> 

I0>5DV2, CV4D0IB2G20?8 D57G?PF0F8 3B?BEG20AAO 2DGKAG (Chan, 2017). 

' 15D57AV 2020 DB>G (BA4 �0DA53V F0>B6 28CGEF82 4BE?V465AAO MB4B 

5H5>F82ABEFV «�2545AAO CD028? 1BDBFP18 7 457VAHBD@0JVєN», BCG1?V>B20A5 

Є2DBEBN7B@ G 2018 DBJV (Pamment, 2020). ' APB@G CB2V4B@?OєFPEO, MB J5? 

4B>G@5AF CD82V2 4B A5B4AB7A0KA8I D57G?PF0FV2, FB@G A5 2EV GK0EA8>8 70?8L8?8EO 

A8@8 704B2B?5AV, 0 4B2VD0 @V6 GDO40@8, CV4CD8є@EF20@8, 3DB@04OAEP>8@ F0 

A0G>B28@ FB20D8EF20@8 A5 1G?0 DB71G4B20A0. 

�BEO3AGFV CB78F82AV 5H5>F8 A5 28@030?8 7A0KA8I 7GE8?P. %5D54 A8I: 

DB7CV7A020AAO F0 71VD CB?VF8KABW D5>?0@8 7 40A8@8 CDB >0@C0AVW; 2V4>D8FVEFP 40A8I; 

DB7CV7A020AAO A5FBKABW VAHBD@0JVW; DB728FB> CD0>F8>8 7 C5D52VD>8 H0>FV2; 

CV43BFB2>0 6GDA0?VEFV2 70 CDB3D0@0@8 >B@5DJV?A8I C?0FHBD@; CV428M5AAO 

@54V03D0@BFABEFV 7024O>8 4VO?PABEFV C?0FHBD@. 

(BA4  0DL0??0 F0>B6 4BE?V46G202 JN F5@G. �VA CDBCBAGє 45EOFP 

CD8AJ8CV2, O>V E?V4 CD8?AOF8 є2DBC5?JO@ 4?O 1BDBFP18 7 VAHBD@0JV?A8@8 

703DB70@8:  

 CBE8?5AAO 270є@B4VW 7 !�&" 4?O DB7DB1>8 70IB4V2 MB4B ECV?PABW CDBF84VW 

VAB75@AB@G 2FDGK0AAN;  

 70I8EF CD8AJ8CV2 F0 VAEF8FGFV2 45@B>D0FVW, 70?GK5AAO 3DB@04OA 4B GK0EFV G 

CB?VF8KAB@G CDBJ5EV;  

 CBE8?5AAO 70IB4V2 CDBF84VW VAHBD@0JV?A8@ 703DB70@;  
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 CV428M5AAO CDB7BDBEFV F0 CV472VFABEFV 2 VAHBD@0JV?AB-F5IAB?B3VKAB@G 

E5>FBDV, 0?5 70 B1B29O7>B2BW G@B28 715D565AAO 0ABAV@ABEFV 40A8I CDB 

>BD8EFG20KV2;  

 CB3?81?5AAO 270є@B4VW 7 CD820FA8@ E5>FBDB@;  

 CBE8?5AAO >BAFDB?N A04 HVA0AEB2BN 0>F82AVEFN F0 70CB1V30AAO 

ECBAEBDG20AAN BC5D0JV? 457VAHBD@0JVW 2 Є2DBCV;  

 >BAFDB?P 70 VAB75@A8@ VA25EFG20AAO@ G >D8F8KAV E5>FBD8 є2DBC5?EP>BW 

5>BAB@V>8;  

 CV4FD8@>0 @VEJ528I F0 A570?56A8I � �;  

 VAHBD@G20AAO A0E5?5AAO CDB VAB75@A5 2FDGK0AAO; 

 45CB?VF870JVO CV4IB4G 1BDBFP18 7 VAB75@A8@ 2FDGK0AAO@ (Berzina, 

Kovalčíková & Salvo, 2019).  

!5 E?V4 701G20F8 CDB >B3AVF82AG EFV?>VEFP, FB1FB 740FAVEFP A0E5?5AAO 

>D8F8KAB V 3D0@BFAB ECD8?@0F8 VAHBD@0JVN. �3V4AB 4BE?V465AAO Eurobarometer, 

CDB2545AB3B G 2022 DBJV, FV?P>8 2/3 A0E5?5AAO Є% 22060NFP, MB 740FAV DB7CV7A0F8 

457VAHBD@0JVN (482. �B40FB> �). &D048JV?AV � � F0>B6 C5D56820NFP >D87G 4B2VD8 

ECB6820KV2 K5D57 70E8??O H5?>V2 3 F0>, 45D602A5 F5?510K5AAO F0 D04VBEF0AJVW 

>BD8EFGNFPEO A0?1V?PLBN 4B2VDBN є2DBC5?JV2 E5D54 VAL8I � �, 0?5 2B4ABK0E W@ 

4B2VDONFP FV?P>8 CB?B28A0 є2DBC5?JV2 (482. �B40FB> �) («Media & News Survey 

2022», 2022). 

' >BAF5>EFV JPB3B 206?82B 2V47A0K8F8, MB K5D57 28O2?5AAO F0 ECDBEFG20AAO 

457VAHBD@0JVW A0E5?5AAN F0 CV428M5AAO @54V03D0@BFABEFV @B6A0 EHBD@G20F8 

740FAVEFP E0@BEFV?AB 2V4B>D5@?N20F8 CD02482V AB28A8 2V4 I81A8I. �B4ABK0E A5 

E?V4 CDB2B48F8 48>F0FBDEP>G CB?VF8>G V 701BDBAOF8 1G4P-O>V VAHBD@0JV?AV >0A0?8, 

BE>V?P>8 J5 CV4D820є 4B2VDG 4B 2?048, O>MB A5 ?45FPEO CDB 5>EFD5AV 70IB48. #BFV> 

VAHBD@0JVW @0є 1GF8 2V4>D8F8@, 0?5 2BA0 2EO @0є CDBIB48F8 C5D52VD>G A0 

CD02482VEFP G EFDG>FGD0I Є% F0 157CBE5D54APB E0@8@8 3DB@04OA0@8. �?O Є% 

4B238? K0E VEAG20?8 703DB78 7 1B>G DBEV?EP>8I GDO4B28I � �, C5DL 70 2E5, >0A0?G 

Russia Today. #DBF5 G JV? EH5DV BJVA>0 D57G?PF0FV2 3 4G65 E>?04A8? CDBJ5E. #B>8 

MB @B6A0 EC8D0F8EO ?8L5 A0 BC8FG20AAO F0 >V?P>VEFP 28O2?5A8I 28C04>V2 
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457VAHBD@0JVW. !0D07V @B2?5AAO >0A0?G Russia Today A0 F5D8FBDVW Є% B1@565A5 2 

D0@>0I 2V4CB2V4AB3B E0A>JV?AB3B D568@G ЄDBEBN7G MB4B $BEVW 70 WW CDBF8CD02AV 

VAHBD@0JV?AV BC5D0JVW, ECDO@B20AV A0 45EF01V?V70JVN E8FG0JVW 2 Є2DBCV. 

/> 707A0K0єFPEO G 72VF0I, 4?O Є% 28A8>0?8 E>?04AV E8FG0JVW 7 DBEV?EP>8@ 

VAHBD@0JV?A8@ 2C?82B@: A570>BAA0 0A5>EVO �D8@G, A02K0AAO !�&" G 45D6020I 

�0?FVW, «ECD020 %>D8C0?V2», @V3D0JV?A0 >D870, >0F0EFDBH0 MH17. �024O>8 A8@ 

@B6A0 40F8 BJVA>G 5H5>F82ABEFV EFD0F53VKA8I >B@GAV>0JV? Є% F0 ?B3B 740FABEFV 

2V4CB2V40F8 A0 703DB78 («CHAPTER 3 HEARTS AND MINDS: Enhancing societal 

resilience against disinformation», 2019). 

�030?B@ @5I0AV7@8 DB1BF8 2 VAHBD@0JV?AB@G CDBEFBDV 28EB>BDB728A5AV 2 Є%, 

CDBF5 WIAO 5H5>F82AVEFP @B3?0 1 7DBEF8 70 1V?PL J5AFD0?V7B20ABW >BBD48A0JVW 3 

A0D07V VAVJV0F828 @0NFP E8FG0F82A8? I0D0>F5D. �V4CB2V4AB 4B JPB3B 70>BAB402KB 

CB1G4B20A0 V E8EF5@0 VAHBD@0JV?ABW 157C5>8 3 2BA0 ECDO@B20A0 A0 70I8EF 281BDV2 

F0 45@B>D0FVW, MB A5 2V4CB2V40є GEV@ CBFD510@ G 4B23BEFDB>B2V? EFD0F53VW. �B>D5@0, 

B48A V7 H0>FBDV2, O>8? 284B7@VANє EFD0F53VKAG 2V7VN DB728F>G CB?VF8>8 

VAHBD@0JV?ABW 157C5>8 Є%, є CB2AB@0ELF01A5 2FBD3A5AAO $BEVW 2 '>D0WAG F0 

71V?PL5AAO @0ELF01V2 3V1D84ABW 2V?A8 �D5@?O CDBF8 �0IB4G.  

�D0IB2GNK8 J5 F0 15DGK8 4B G2038 є2DBVAF53D0JV?A8? CBEFGC '>D0WA8, 

206?828@ 2 >BAF5>EFV DGIG '>D0WA8 4B K?5AEF20 2 Є% є 0>J5AFG20AAO A0 

VAHBD@0JV?AV? 157C5JV O> B4AVєW 7 107B28I EH5D ECV2CD0JV. '65 EPB3B4AV J5 @B6A0 

2V4B1D078F8 L?OIB@ 24BE>BA0?5AAO '3B48 CDB 0EBJV0JVN, CV4C8E0ABW 2 2014 DBJV, 

MB 7G@B2?Nє CBFD51Gє WW 040CF0JVW 4B EGK0EA8I 28>?8>V2 F0 703DB7. 

 

 

2.2. �57?5:>20 ?>;VB8:0 !�&" 2 AD5@V ?@>B84VW 45AB@C:B82=><C 

V=D>@<0FV9=><C 2?;82C 

 

�V15D703DB78 4?O 157C5>8 �?POAEG є E>?04A8@8 F0 DG?AV2A8@8, V 2BA8 EF0NFP 

2E5 1V?PL CBL8D5A8@8. �V15DCDBEFVD 702648 є 0D5ABN 1BDBFP18 V MB45AAB @8 

EF0є@B E2V4>0@8 7?B2@8EA8I >V15DCB4V?, CBK8A0NK8 2V4 CDBEF8I 0F0> 4B 
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F5IAB?B3VKAB 28LG>0A8I. !�&" F0 WW K?5A8 0>F82AB CBE8?NNFP 740FAVEFP �?POAEG 

28O2?OF8, 70CB1V30F8 F0 D503G20F8 A0 7?B2@8EAG >V15D4VO?PAVEFP. "D30AV70JVO 

DB73?O40є >V15D70I8EF O> >?NKB28? 5?5@5AF 4?O 28>BA0AAO FDPBI BEAB2A8I 70240AP. 

� E0@5: 

1) B1BDBA0 F0 EFD8@G20AAO; 

2) 70CB1V30AAO V 2D53G?N20AAO DV7AB@0AVFA8I >D87; 

3) 70157C5K5AAO ECV?PABW 157C5>8.  

�?POAE CD03A5 1GF8 3BFB28@ 70I8M0F8 E2BW @5D56V F0 BC5D0JVW 2V4 4540?V 

E>?04AVL8I >V15D703DB7, 7 O>8@8 2VA EF8>0єFPEO. 

�C5DL5 #V2AVKAB0F?0AF8KA8? 0?POAE CB78JVBAG202 C8F0AAO >V15D70I8EFG O> 

B48A 7 A0CDO@>V2 E2BєW DB1BF8 A0 E0@VFV �?POAEG 2 #D07V 2 2002 DBJV. *5 1G?B 

7G@B2?5AB DV7>8@ 703BEFD5AAO@ @V6A0DB4ABW E8FG0JVW, 28>?8>0ABW CB4VO@8 11 

25D5EAO 2001 DB>G, >B?8 F5DBD8EF8 G3DGCB20AAO «�?P-�0W40» 0F0>G20?8 �E5E2VFAV? 

FBD3B28? J5AFD 2 !PN-�BD>G (%,�). !5B1IV4AVEFP CBE8?5AAO 157C5>B2BW E>?04B2BW 

!�&", 7B>D5@0 740FABEFV �?POAEG CDBF84VOF8 >V15D703DB70@, 1G?0 

1570?PF5DA0F82ABN 2 AB28I G@B20I («Prague Summit Declaration», 2002). '65 2 

D0@>0I E0@VFG 2006 DB>G 2 $87V EBN7A8>8 A03B?BE8?8, MB 70I8EF VAHBD@0JV?A8I 

E8EF5@ CBFD51Gє CV4E8?5AAO. #DBF5, JV 420 E0@VF8 EF0?8 FV?P>8 CBK0F>B@ 

45>?0DG20AAO �?POAEB@ 0>J5AFG A0 >V15D70I8EFV («Riga Summit Declaration», 2006).  

�57CBE5D54APB 4B E8EF5@0F870JVW JVєW DB1BF8 EBN7A8>8 C5D5?L?8 2 EVKAV 2008 

DB>G, >B?8 2BA8 2C5DL5 70F25D48?8 #B?VF8>G MB4B >V15D70I8EFG. �V15D0F0>8 A0 

45D602AV F0 CD820FAV GEF0AB28 �EFBAVW 2 2007 DBJV ?8L5 CBECD8O?8 0>F82V70JVW 

DB1BF8 2 JPB@G A0CDO@>G. 

'65 2 2010 DBJV A0 E0@VFV 2 �VE01BAV �?POAE CD8?AO2 %FD0F53VKAG >BAJ5CJVN, 

O>0 2C5DL5 287A0K8?0, MB >V15D0F0>8 @B6GFP 4BEO3F8 CBDB3G, O>8? 703DB6Gє 

A0JVBA0?PAB@G F0 є2DB0F?0AF8KAB@G CDBJ2VF0AAN, 157C5JV F0 EF01V?PABEFV. &0>B6, 

2 D0@>0I E0@VFG EBN7A8>8 !�&" CV4>D5E?8?8 E2V? A0@VD G4BE>BA0?8F8 EFD0F53VKA5 

C0DFA5DEF2B 7 Є%. %FD0F53VKA0 >BAJ5CJVO 2010 DB>G 7B1B2'O70?0 �?POAE 1V?PL FVEAB 

ECV2CD0JN20F8 7 VAL8@8 @V6A0DB4A8@8 BD30AV70JVO@8 G 70CB1V30AAV >D870@, 

2D53G?N20AAV >BAH?V>FV2 F0 EF01V?V70JVW E8FG0JV? CVE?O 70>VAK5AAO >BAH?V>FV2. 
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�B65A A0EFGCA8? E0@VF !�&" M5 1V?PL5 71030KG202 JN ECV2CD0JN («Lisbon 

Summit Declaration», 2010). 

' >2VFAV 2012 DB>G >V15D70I8EF 1G?B 2>?NK5AB 4B CDBJ5EG B1BDBAAB3B 

C?0AG20AAO !�&". �V4CB2V4AV 28@B38 4B >V15D70I8EFG 1G?B 287A0K5AB F0 

CDVBD8F57B20AB 2 CDBJ5EV B1BDBAAB3B C?0AG20AAO («Strategic Concept 2010», 2010). 

�06?828@ 4?O C5D5BE@8E?5AAO >V15D70I8EFG A0 DV2AV !�&" EF02 E0@VF 2 '5?PEV 2 

2014 DBJV (Larsen, 2014). %0@5 FB4V >V15D70I8EF 1G?B 287A0AB K0EF8ABN BEAB2AB3B 

70240AAO !�&" MB4B >B?5>F82ABW B1BDBA8, MB B7A0K0є, MB >V15D0F0>0 @B65 1GF8 

CV4EF02BN 4?O 70EFBEG20AAO %F0FFV 5 GEF0AB2KB3B 4B3B2BDG !�&". %BN7A8>8 

F0>B6 287A0?8, MB @V6A0DB4A5 CD02B 70EFBEB2GєFPEO 2 >V15DCDBEFBDV («Collective 

defence and Article 5», 2023). 

$B1BF0 !�&" A0 A0CDO@>G >V15D157C5>8 A5 B1@56GєFPEO 

2AGFDVLAPB1?B>B28@8 CDBJ5E0@8. ' 25D5EAV 2014 DB>G !�&" 70CGEF8?0 VAVJV0F82G 

«#DB@8E?B25 >V15DC0DFA5DEF2B !�&"» (NATO Industry Cyber Partnership (NICP) 

4?O CBE8?5AAO ECV2CD0JV 7 CD820FA8@ E5>FBDB@ MB4B >V15D703DB7 V 28>?8>V2. NICP 

287A0є 206?82VEFP ECV2CD0JV 7 30?G7528@8 C0DFA5D0@8, MB1 �?POAE @V3 4BEO3F8 

E2BWI JV?5? >V15D70I8EFG («NATO launches Industry Cyber Partnership», 2014). 

-B4B ABD@0F82AB3B D53G?N20AAO, FB EPB3B4AV >?NKB28@ 4B>G@5AFB@, O>8? 

287A0K0є EFD0F53VN >V15D70I8EFG !�&" є CD8?AOF0 A0 E0@VFV 2 �DNEE5?V 2 2021 DBJV 

«�B@C?5>EA0 CB?VF8>0 >V15D70I8EFG» (Comprehensive Cyber Defence Policy) 4?O 

CV4FD8@>8 FDPBI BEAB2A8I 70240AP !�&", 0 F0>B6 ?B3B 7030?PABW CB78JVW 

EFD8@G20AAO F0 B1BDBA8. �B>D5@0, 73V4AB JVєW CB?VF8>8, !�&" @0є 0>F82AB 

EFD8@G20F8, 70I8M0F8EO F0 CDBF84VOF8 CB2AB@G EC5>FDG >V15D703DB7 G 1G4P-O>8? 

K0E 3 G @8DA8? K0E, G >D87V F0 >BAH?V>FV 3 A0 CB?VF8KAB@G, 2V?EP>B2B@G F0 

F5IAVKAB@G DV2AOI. +?5A8 �?POAEG 287A0?8, MB 2C?82 7A0KABW 7?B2@8EABW EG>GCABW 

>V15D0>F82ABEFV 70 C52A8I B1EF028A @B65 DB73?O40F8EO O> 71DB?A8? A0C04. +?5A8 

�?POAEG F0>B6 CB3B48?8EO L8DL5 28>BD8EFB2G20F8 !�&" O> C?0FHBD@G 4?O 

CB?VF8KA8I >BAEG?PF0JV? @V6 K?5A0@8 �?POAEG, CB4V?ONK8 70A5CB>BєAAO MB4B 

7?B2@8EABW >V15D0>F82ABEFV F0 B1@VANNK8EP A0JVBA0?PA8@8 CV4IB40@8 F0 

2V4CB2V4O@8, 0 F0>B6 DB73?O40NK8 @B6?82V >B?5>F82AV 2V4CB2V4V.  
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�0 BEF0AAV DB>8 !�&" F0 Є% M5 1V?PL5 DB7L8D8?8 E2BN ECV2CD0JN, 

7BE5D5482L8 G203G A0 >BA>D5FA8I D57G?PF0F0I F0 CV428M5AAV 157C5>8 3DB@04OA 

є2DBC5?EP>8I >D0WA. �06?82VEFP JPB3B GAV>0?PAB3B F0 206?82B3B C0DFA5DEF20 M5 

1V?PLBN @VDBN 1G?0 2V47A0K5A0 A0 �DNEE5?PEP>B@G E0@VFV, 45, B>DV@ 28M5 

707A0K5AB3B, ?V45D8 >D0WA �?POAEG CB>070?8 >BA>D5FAV D57G?PF0F8 ECV?PA8I 4V? 

MB4B 3V1D84A8I 703DB7 F0 703DB7 G >V15CDBEFBDV, EFD0F53VKA8I >B@GAV>0JV? F0 

BC5D0F82AB3B C?0AG20AAO. �G?8 CDB45@BAEFDB20AV F0>B6 D57G?PF0F8 ECV?PABW 

4VO?PABEFV 7 F0>8I A0CDO@>V2 O> CDB2545AAO 4BE?V465AP F0 A02K0AP, 1BDBFP10 7 

F5DBD87@B@ F0 B1BDBA0, 0 F0>B6 CV428M5AAO @B6?82BEF5? G EH5DV 157C5>8. 

%F2BD5AAO 7?03B465A8I, 270є@B4BCB2ANNK8I F0 BC5D0F82AB EG@VEA8I B1BDBAA8I 

@B6?82BEF5? 70?8L0єFPEO >?NKB28@ A0CDO@B@ ECV?PA8I 7GE8?P 42BI BD30AV70JV?, 

ECDO@B20A8I A0 CV428M5AAO 157C5>8. Є%, O> V D0AVL5, є GAV>0?PA8@ F0 

A0?206?82VL8@ C0DFA5DB@ !�&". %FD0F53VKA5 C0DFA5DEF2B !�&" F0 Є% є 

A04728K0?AB 206?828@ 4?O 157C5>8 F0 CDBJ2VF0AAO є2DBC5?EP>8I >D0WA F0 

є2DB0F?0AF8KAB3B D53VBAG («Brussels Summit Communiqué», 2021). 

&0>B6 EBN7A8>8 CD0JNNFP A04 F8@, MB1 CBE8?8F8 >V15D70I8EF A5 FV?P>8 

�?POAEG, 0?5 ? ?B3B 45D602-K?5AV2. !0 E0@VFV G �V?PANEV 2 2023 DBJV !�&" F0>B6 

70CGEF8?0 VAVJV0F82G «%CDB@B6AVEFP CV4FD8@>8 2VDFG0?PA8I >V15DVAJ845AFV2» 

(VCISC) 4?O CV4FD8@>8 A0JVBA0?PA8I 7GE8?P V7 CB@9O>L5AAO A0E?V4>V2 G 2V4CB2V4P 

A0 7A0KAV 7?B2@8EAV >V15D0>F82ABEFV. !0 FB@G 6 E0@VFV K?5A8 �?POAEG GI20?8?8 

AB2G >BAJ5CJVN, O>0 0>J5AFGє 206?82VEFP 2A5E>G >V15D70I8EFG G 7030?PAG EFD0F53VN 

EFD8@G20AAO F0 B1BDBA8 !�&". *O >BAJ5CJVO 4B40F>B2B VAF53DGє FD8 DV2AV 

>V15D70I8EFG 2 !�&" 3 CB?VF8KA8?, 2V?EP>B28? V F5IAVKA8?. �DV@ FB3B, 2BA0 

C5D5410K0є 270є@B4VN 7 CD820FA8@ E5>FBDB@ G 28C04>0I, >B?8 J5 A5B1IV4AB 

(«Vilnius Summit Communiqué», 2023). 

%PB3B4AV >?NKB2BN VAEF8FGJVєN !�&" 2 C8F0AAV >V15D157C5>8 є *5AFD 

>V15D157C5>8 !�&", DB7F0LB20A8? 2  BAEV (�5?P3VO). �?POAE EF2BD82 J5AFD G 2018 

DBJV 7 @5FBN 70I8EFG 2?0EABW @5D56V, 70157C5KGNK8 J5AFD0?V7B20AG F0 JV?B4B1B2G 

CV4FD8@>G 7 >V15D70I8EFG. *O 740FAVEFP CBEFV?AB DB72820єFPEO, 2D0IB2GNK8 L284>V 
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7@VA8 G EH5DV 703DB7 V F5IAB?B3VKAB3B E5D54B28M0 («New leader for NATO's Cyber 

Security Centre», 2023). 

&0>B6 2  BAEV 2 2018 DBJV �?POAE 2V4>D82 *5AFD BC5D0JV? 2 >V15DCDBEFBDV 

(Cyberspace Operations Centre). *5AFD A040є 2V?EP>B28@ >B@0A48D0@ CV4FD8@>G 2 

E8FG0JV?AV? B1V7A0ABEFV 4?O VAHBD@G20AAO CDB BC5D0JVW F0 @VEVW �?POAEG. �VA F0>B6 

>BBD48AGє BC5D0F82AG 4VO?PAVEFP !�&" 2 >V15DCDBEFBDV, 70157C5KGNK8 E2B1B4G 4V? 

G JV? EH5DV F0 DB1?OK8 BC5D0JVW 1V?PL EFV?>8@8 4B >V15D703DB7. *5AFD F0>B6 

70157C5KGє E8FG0JV?AG B1V7A0AVEFP V >BBD48AGє BC5D0F82AG 4VO?PAVEFP !�&" 2 

>V15DCDBEFBDV. &0>B6 2 E8EF5@V !�&" CD0JNNFP EC5JV0?V7B20AV �DGC8 L284>B3B 

>V15DD503G20AAO, O>V 7A0IB4OFPEO G JV?B4B1B2V? 3BFB2ABEFV, MB1 2 D07V A5B1IV4ABEFV 

4BCB@B3F8 K?5A0@ �?POAEG («Cyber defence», 2023). 

!�&" 28>BD8EFB2Gє DV7AB@0AVFAV VAEFDG@5AF8 4?O CB?VCL5AAO E8FG0JV?ABW 

B1V7A0ABEFV F0 CV4FD8@>8 B1@VAG VAHBD@0JVєN @V6 45D602A8@8 BD30A0@8 

>V15D70I8EFG 2 45D6020I !�&". %C5JV0?PA8?  5@BD0A4G@ CDB 270є@BDB7G@VAAO 

2EF0AB2?Nє @5I0AV7@8 B1@VAG DV7AB@0AVFABN VAHBD@0JVєN, CB2'O70ABN 7 

>V15D70I8EFB@, V A040є 4BCB@B3G 4?O CB>D0M5AAO 70CB1V30AAO >V15DVAJ845AF0@, 

EFV?>BEFV F0 @B6?82BEF5? D503G20AAO («NATO Agency, Oracle sign cyber information 

sharing agreement», 2019). 

&0>B6 2 EFDG>FGDV !�&" HGA>JVBAGє A87>0 0A0?VF8KA8I GEF0AB2, JV??N O>8I 

є 4BE?V465AAO VEAGNK8I >V15D28>?8>V2 F0 703DB7, 0 F0>B6 DB7DB1>0 DVL5AP 4?O WI 

GEGA5AAO. %5D54 F0>8I GEF0AB2:  

-  �BBC5D0F82A8? J5AFD C5D54B2B3B 4BE2V4G >V15D70I8EFG !�&" (CCDCOE) G 

&0??VAAV (�EFBAVO) 3 0>D548FB20A8? 1030FBA0JVBA0?PA8? V @V648EJ8C?VA0DA8? 

J5AFD >V15D70I8EFG. *5? J5AFD EC5JV0?V7GєFPEO 2 C8F0AAOI BE2VF8 MB4B 

>V15D70I8EFG, A0 >BAEG?PF0JVOI, 282K5AAV BFD8@0AB3B 4BE2V4G, 0 F0>B6 A0 

4BE?V465AAOI V DB7DB1>0I 2 JV? EH5DV. %?V4 707A0K8F8, MB 2 CCDCOE HGA>JVBAGє 

«>V15DCB?V3BA» A0 BEAB2V 0C0D0FAB-CDB3D0@A8I >B@C?5>EV2 !�&" Cyber Range 

CR14 V 5EFBAEP>B3B Cyber Range CR14. �B3B 70240AAO 3 DB7DB1>0 AB28I 

F5IAB?B3VKA8I F0 VAHBD@0JV?A8I DVL5AP 4?O 70I8EFG VAHBE8EF5@ !�&" F0 

71V?PL5AAO >V15DCBF5AJV0?G �?POAEG 4?O CDB2545AAO 2?0EA8I >V15DBC5D0JV?.
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- �>045@VO 72'O7>G F0 VAHBD@0JVW !�&" (NCI) 2 "5?D0EV (#BDFG30?VO) 

70157C5KGє CV43BFB2>G C5DEBA0?G >D0WA-K?5AV2 (0 F0>B6 >D0WA, MB A5 2IB4OFP 4B 

!�&") 7 5>EC?G0F0JVW F0 B1E?G3B2G20AAO E8EF5@ 72'O7>G F0 VAHBD@0JVW !�&". 

- ,>B?0 !�&" 2 "15D0@@5D30G (!V@5KK8A0), MB CDB2B48FP DV7AV FD5AVA38 F0 

A02K0AAO 7 >V15D70I8EFG. 

- �B?546 7 C8F0AP B1BDBA8 !�&" 2 $8@V CD0JNє A04 HBD@G20AAO@ 

EFD0F53VKABW 2V7VW MB4B 2V?EP>B2B-CB?VF8KA8I C8F0AP, 7B>D5@0 V MB4B C8F0AP 

>V15D70I8EFG («Cyber defence», 2023). 

">D5@B E?V4 2V47A0K8F8 2C?82 CB2AB@0ELF01AB3B 2FBD3A5AAO $BEVW 2 '>D0WAG 

O> B48A V7 H0>FBDV2 C5D5BE@8E?5AAO �?POAEB@ 2?0EABW >V15DCB?VF8>8. *5 

C5D5BE@8E?5AAO 7A0?L?B E2Bє 2V4B1D065AAO 2 CD8?AOFB@G A0 E0@VFV !�&" 2 

 04D84V 2 K5D2AV 2022 DB>G %FD0F53VKAB3B >BAJ5CFG (Strategic Concept). *5? 

4B>G@5AF 287A0K0є $BEVN A0?1V?PLBN 703DB7BN 157C5JV !�&". �B>D5@0, 

707A0K0єFPEO, MB �D5@?P 0>F82AB 28>BD8EFB2Gє >V15DCDBEFVD 4?O 0F0> A0 

VAHBD@0JV?AV E8EF5@8 45D602-K?5AV2 !�&" («NATO 2030 and the new Strategic 

Concept», 2022). 

' 2V4CB2V4P !�&" CDB3B?BE8?B >GDE A0 J8HDB2G FD0AEHBD@0JVN, 040CF0JVN 

>B@0A4ABW EFDG>FGD8 !�&" 4B VAHBD@0JV?ABW 5D8 F0 CBE8?5AAO >V15D70I8EFG, 

@5D56 F0 VAHD0EFDG>FGD8. �B>D5@0, ?45FPEO CDB CV4FD8@>G VAAB20JV? F0 71V?PL5AAO 

VA25EF8JV? G DB728FB> AB28I F0 D52B?NJV?A8I F5IAB?B3V?, MB1 715D53F8 

270є@BEG@VEAVEFP V 2V?EP>B2G C5D5203G >D0WA-K?5AV2 �?POAEG. &0>B6 ?45FPEO CDB 

ECV?PAG DB1BFG F0 VAF53D0JVN AB28I F5IAB?B3V?, ECV2CD0JN 7 CD820FA8@ E5>FBDB@, 

70I8EF VAAB20JV?A8I 5>BE8EF5@, HBD@G20AAO EF0A40DFV2 F0 4BFD8@0AAO CD8AJ8CV2, 

O>V 2V4B1D060NFP 45@B>D0F8KAV JVAABEFV F0 CD020 ?N48A8 («NATO 2022: Strategic 

Concept», 2022). 

�V4 CBK0F>G E2B3B EF0AB2?5AAO G 1949 DBJV !�&" CBEFV?AB 2545 1BDBFP1G 7 

457VAHBD@0JVєN, O>0 є A52V49є@ABN E>?04B2BN EFD0F53V? F0 MB45AA8I BC5D0JV? 

BD30AV70JVW. !�&" DB73?O40є 457VAHBD@0JVN O> A02@8EA5 EF2BD5AAO F0 CBL8D5AAO 

A5CD02482BW K8 ECBF2BD5ABW VAHBD@0JVW 7 @5FBN 22545AAO 2 B@0AG. &5D@VA 

«457VAHBD@0JVO» 28>BD8EFB2GєFPEO 4?O BIBC?5AAO DV7AB@0AVFA8I F0>F8>, @5FB4V2 V 
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CDBJ54GD, O>V 2V4B@V O> «2BDB60 VAHBD@0JV?A0 4VO?PAVEFP». *O 4VO?PAVEFP A0JV?5A0 

A0 71V?PL5AAO DB71V6ABEF5? GE5D548AV >D0WA-K?5AV2 !�&", 0 F0>B6 A0 BE?01?5AAO 

�?POAEG 2 JV?B@G (Paul & Matthews, 2016). 

�VO?PAVEFP �?POAEG CB CDBF84VW 457VAHBD@0JVW 2>?NK0є A87>G BC5D0JV?. � 

E0@5: @BAVFBD8A3 � �, 0A0?V7 VAHBD@0JV?AB3B CDBEFBDG F0 0>F82AG >B@GAV>0JVN. ' 

2019 DBJV !�&" 70F25D48?B BAB2?5A8? V E8EF5@0F87B20A8? A01VD JV?5? F0 70IB4V2 

4?O 1BDBFP18 7 457VAHBD@0JVєN. &0>, A0CD8>?04, 2V4CB2V4P A0 457VAHBD@0JVN MB4B 

COVID-19 1G?0 28>?045A0 2 #?0AV 4V?, BCG1?V>B20AB@G �5A5D0?PA8@ E5>D5F0D5@ 

4?O K?5AV2 �?POAEG. *5? C?0A 1G2 ECDO@B20A8? A0 B1'є4A0AAO 7GE8?P G CDBF84VW 

2BDB6V? 457VAHBD@0JVW A02>B?B COVID-19, MB E2B3B K0EG BIBC8?0 25EP 

VAHBD@0JV?A8? CDBEFVD (Chłoń, 2022). 

' 2021 DBJV 1G2 DB7DB1?5A8? VAEFDG@5AF0DV? !�&" 4?O CDBF84VW 2BDB6V? 

VAHBD@0JV?AV? 4VO?PABEFV, O>8? 4BFD8@GєFPEO 42BI BEAB2A8I E>?04B28I: 270є@B4VO 

F0 DB7G@VAAO. *5? VAEFDG@5AF0DV? 4BCB@030є K?5A0@ �?POAEG BJVA8F8 2BDB6G 

VAHBD@0JV?AG 4VO?PAVEFP, 2>?NKAB 7 457VAHBD@0JVєN, F0 287A0K8F8 L?OI8 4V?. �DV@ 

FB3B, !�&" D53G?ODAB 1D8HVA3Gє K?5AV2 A0 2V?EP>B2B-CB?VF8KA8I >B@VF5F0I MB4B 

DBEV?EP>BW F0 VALBW 457VAHBD@0JV?ABW 4VO?PABEFV. 

�?O GECVLAB3B CDBF8EFBOAAO 457VAHBD@0JVW 206?82B @0F8 3?81B>5 DB7G@VAAO 

VAHBD@0JV?AB3B E5D54B28M0. � JVєN @5FBN �?POAE CBEFV?AB 2V4E?V4>B2Gє F0 

0A0?V7Gє VAHBD@0JVN, CB2'O70AG 7 ?B3B 4VO?PAVEFN, 2V4EF56Gє F0 28O2?Oє 465D5?0 

457VAHBD@0JVW, 0A0?V7Gє 2BDB6V A0D0F828. #BF5AJV0? !�&" 2 BJVAJV 

VAHBD@0JV?AB3B E5D54B28M0 107GєFPEO A0 74V1ABEFOI F0 CDBH5EVBA0?V7@V H0IV2JV2, 

28>BD8EF0AAV 2V4F2BDN20A8I CDBJ5EV2 F0 F5IAB?B3V?, O>V ECDO@B20AV A0 

28>BD8EF0AAO 7030?PAB4BEFGCABW VAHBD@0JVW 4?O C?0AG20AAO CB2V4B@?5AP, 0 F0>B6 

HBD@G20AAO 045>20FABW D50>JVW A0 VAHBD@0JV?AV 703DB78. ">DV@ 0A0?V7G 

457VAHBD@0JVW, J5? CBF5AJV0? 4B72B?Oє !�&" BJVAN20F8 5H5>F82AVEFP E2BWI 

CG1?VKA8I CB2V4B@?5AP. $53G?ODA8? @BAVFBD8A3 F0 0A0?V7 � � є B4A8@ V7 70EB1V2, 

O>8@ �?POAE 24BE>BA0?Nє E2Bє DB7G@VAAO VAHBD@0JV?AB3B E5D54B28M0. *5? 

CBF5AJV0? 4B72B?Oє !�&" A5 ?8L5 0A0?V7G20F8 457VAHBD@0JVN, 0?5 ? BJVAN20F8 

5H5>F82AVEFP CG1?VKA8I CB2V4B@?5AP. #BEFV?A8? @BAVFBD8A3 F0 0A0?V7 � � 3 B48A 
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V7 VAEFDG@5AFV2, 7024O>8 O>B@G !�&" CB>D0MGє E2Bє DB7G@VAAO VAHBD@0JV?AB3B 

E5D54B28M0 (Paul & Matthews, 2016). 

"4A8@ 7 5H5>F82A8I 70EB1V2 CDBF84VW 457VAHBD@0JVW 4?O !�&" 3 D53G?ODA8? 

B1@VA VAHBD@0JVєN. ,?OIB@ 2V4>D8F8I, CDB7BD8I F0 KVF>8I CG1?VKA8I CB2V4B@?5AP 

�?POAE @B65 E2BєK0EAB DB7>D820F8 CBF5AJV?AG F0 H0>F8KAG 457VAHBD@0JVN, 

C5D5410K0F8 457VAHBD@0JV?AV A0D0F828 F0 70CB1V30F8 WI CBL8D5AAN. !�&" 

0>F82AB >B@GAV>Gє 7 3DB@04EP>VEFN K5D57 DV7AB@0AVFAV >0A0?8, 2>?NKAB 7 

EBJV0?PA8@8 @5D560@8, 72'O7>0@8 7 6GDA0?VEF0@8 F0 2?0EA8@ BHVJV?A8@ E0?FB@. 

�?POAE EG2BDB 4BFD8@GєFPEO CD8AJ8CG CDB7BDBEFV F0 D53G?ODAB CG1?V>Gє 

VAHBD@0JVN CDB E2BN 4VO?PAVEFP. !0CD8>?04, 3D0HV> A02K0AP !�&" F0 WW >D0WA-

K?5AV2 CG1?V>GєFPEO 70740?53V4P (Exercises & Training, 1. 4.). &0>, G !�&" 1G?B 

70CGM5AB VAHBD@0JV?AG VAVJV0F82G MB4B DB72VAKG20AAO DBEV?EP>BW 457VAHBD@0JVW 

«%CDBEFG20AAO DBEV?EP>BW 457VAHBD@0JVW MB4B !�&"». �EO VAHBD@0JVO CBEFV?AB 

BAB2?NєFPEO F0 CG1?V>GєFPEO A0 BHVJV?AB@G E0?FV !�&" KBF8D@0 @B20@8, 7B>D5@0 

V DBEV?EP>BN («�VEF02?5AAO 7 D50?PA8@8 H0>F0@8: %CDBEFG20AAO DBEV?EP>BW 

457VAHBD@0JVW MB4B !�&"», 2024). 

&0>B6 !�&" D50?V7Gє EC5JV0?PAV >B@GAV>0JV?AV VAVJV0F828 4?O CD825DA5AAO 

G2038 0G48FBDVW, O>0 A5 EI8?PA0 2V4E?V4>B2G20F8 4VO?PAVEFP �?POAEG. &0>, G @560I 

>0@C0AVW «�0I8EF8 @0?1GFAє» !�&" 270є@B4Vє 7 @B?B48@8 «>BAF5AF-F2BDJO@8», 

A040NK8 W@ @B6?82VEFP CB1G20F8 70 ?0LFGA>0@8 LF01->20DF8D8, CBECV?>G20F8EO 7 

5>EC5DF0@8 F0 4V7A0F8EO 7 C5DL8I 2GEF CDB 4VO?PAVEFP BD30AV70JVW. �B@GAV>0JV?AV 

>0@C0AVW 2V4V3D0NFP 206?82G, O>MB A5 >?NKB2G DB?P G 28O2?5AAV 457VAHBD@0JVW 

(«Protect The Future», 2024). 

!0 4B40FB> 4B J8HDB28I F0 @54V?A8I CB2V4B@?5AP, !�&" 2545 CDO@G 

270є@B4VN 7 CD54EF02A8>0@8 >D0WA-K?5AV2 !�&" F0 >D0WA0@8-C0DFA5D0@8 (157 

K?5AEF20 2 !�&") 7 @5FBN CB>D0M5AAO DB7G@VAAO 3DB@04EP>VEFN @5F8, JV?5? F0 

CB?VF8>8 4VO?PABEFV �?POAEG. "D30AV70JVO 0>F82AB ECV2CD0JNє 7 Є% 4?O 

28>BD8EF0AAO C5D5203 %8EF5@8 L284>B3B BCB2VM5AAO Є%, DB7DB1?5ABW 4?O CDBF84VW 

457VAHBD@0JVW. 'ECVI >B?5>F82AB3B B1BDBAAB3B EBN7G !�&" A0CDO@G 70?568FP 2V4 

E8?8 F0 DVLGKBEFV >D0WA-K?5AV2 F0 EBN7A8>V2. �G4P-O>V ECDB18 @0AVCG?N20AAO K8 
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2FDGK0AAO 2 VAB75@AG VAHBD@0JVN 7 @5FBN CBE?01?5AAO EBN7A8>V2 !�&", 0, BF65, 

7A865AAO 740FABEFV �?POAEG 70I8M0F8 E2BWI K?5AV2, є 25?8>8@ 28>?8>B@ 4?O 

�?POAEG (Chłoń, 2022). 

 �FV@, A5 482?OK8EP A0 5H5>F82AG CB?VF8>G VAHBD@0JV?ABW F0 >V15D157C5>8 

!�&" V >D0WA Є%, $BEVO CBE8?Nє >0@C0AVW 7 457VAHBD@0JVW. � FD02AO 2022 DB>G V 4B 

EPB3B4AV $BEVO CDB2B48FP G >D0WA0I Є2DBC8, 7B>D5@0 '>D0WAV, !V@5KK8AV, (D0AJVW, 

�5?8>V? �D8F0AVW, �F0?VW, 45D6020I �0?FVW @0ELF01AG 457VAHBD@0JV?AG >0@C0AVN, 

O>0 @0є A072G Doppelgänger (7 AV@. 3 «42V?A8>»). �W JV?P 3 48E>D548F0JVO '>D0WA8 2 

BK0I WW є2DBC5?EP>8I C0DFA5DV2 V, O> A0E?V4B>, 7A865AAO DV2AO CV4FD8@>8 �8є20 G 

?B3B CDBF84VW DBEV?EP>V? 03D5EVW (Alaphilippe, Machado, Raquel & Poldi, 2022). 

 �?NKB28? VAHBD@0JV?A8? @5FB4, O>8?  BE>20 28>BD8EFB2Gє 4?O JPB3B, 3 

EF2BD5AAO H5?>B28I >?BAV2 251E0?FV2 02FBD8F5FA8I 2840AP >D0WA Є2DBC8. 

�0HV>EB20AB G65 O> @VAV@G@ 18 E0?FV2->?BAV2 F0>8I 2840AP, O> Bild (!V@5KK8A0), 

20minutes ((D0AJVO), Ansa (�F0?VO), The Guardian (�5?8>0 �D8F0AVO), $��-'>D0WA0 

('>D0WA0). �?O VAHBD@0JV?ABW CV4FD8@>8 F0>8I >?BAV2, $BEVO K5D57 F0>V EFDG>FGD8 

O> Struktura F0 Social Media Agency EF2BD8?0 @5D56G H5?>B28I 0>>0GAFV2 2 

Facebook, Instagram F0 X, JV??N O>8I 1G?B CBL8D5AAO >BAF5AFG 7 H5?>B28I «E0?FV2-

>?BAV2» V, O> CV4EG@B>, 71V?PL5AAO WI BIBC?5AAO F0 VAHBD@0JV?AB3B 2C?82G. &0>B6 

$BEVO EF2BDNє @5D56G H5?>B28I GDO4B28I EFBDVAB> (2>?NKAB 7V EFBDVA>BN !�&"), 

CDBDBEV?EP>8I F0 0AF8G>D0WAEP>8I 251E0?FV2 («Doppelganger operation», 2023). 

 �07A0?0 457VAHBD@0JV?ABW 0F0>8 ? VAHBD@0JV?A0 E8EF5@0 (D0AJVW. &0>, 2 K5D2AV 

2023 DB>G HD0AJG7P>8? BD30A CDBF84VW VAB75@AB@G 2C?82G Viginum 28O282 2BDB6G 

VAHBD@0JV?AG >0@C0AVN «Doppelgänger», O>0 �DGAFGєFPEO A0 EF2BD5AAV >?BAV2 

E0?FV2 � � F0 GDO4B28I BD30AV2. �B>D5@0, 1G?B «>?BAB20AB» 251EFBDVA>G 

 VAVEF5DEF20 Є2DBC8 F0 70>BD4BAA8I ECD02 (D0AJVW. &0>, A0 APB@G 1G?B 

BCG1?V>B20AB H5?>B25 >B@NAV>5, 2 O>B@G 707A0K0?BEP, MB (D0AJVO 225?0 F0> 720A8? 

«157C5>B28? CB40FB>» A0 7A0KAG >V?P>VEFP FD0A70>JV?, ECDO@B20A8I A0 HVA0AEB2G 

CV4FD8@>G '>D0WA8. ' F0>8? ECBEV1 �D5@?P A0@0302EO 7A878F8 DV25AP CV4FD8@>8 

'>D0WA8 HD0AJG7P>8@ EGECV?PEF2B@ (RRN. A complex and persistent information 

manipulation campaign, 2023). 
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 10 ?NFB3B 2023 DB>G 35A5D0?PA8? E5>D5F0D !�&" ЄAE %FB?F5A15D3, 3B?B20 

Є2DBC5?EP>BW D048 ,0D?P  VL5?P F0 3B?B20 Є2DBC5?EP>BW >B@VEVW 'DEG?0 HBA 45D 

�O?єA CV4C8E0?8 ECV?PAG 45>?0D0JVN 7V 7@VJA5AAO ECV2DB1VFA8JF20, 7B>D5@0 4?O 

FB3B, MB1 CDBF8EFBOF8 703DB70@ 7 1B>G $BEVW. ' ECV?PAV? 45>?0D0JVW �8F0? F0>B6 

A0720A8? 28>?8>B@ 4?O 157C5>8. ЄAE %FB?F5A15D3 CV4>D5E?Nє, MB AB20 45>?0D0JVO 

7A0@5AGє FVEAVLG ECV2CD0JN @V6 !�&" F0 VAEF8FGF0@8 Є%. �B FB3B 6 AB20 

45>?0D0JVO 2023 DB>G DB73?O40є C8F0AAO MB4B 7B2AVLAPBW CB?VF8>8, DB728F>G 

>BE@VKA8I CDB3D0@ F0 70I8EFG 2V4 457VAHBD@0JVW («Joint press conference by NATO 

Secretary General Jens Stoltenberg, President of the European Council Charles Michel 

and President of the European Commission, Ursula von der Leyen», 2023; «NATO and 

European Union leadership sign third joint declaration», 2023). 

&0>, @8 10K8@B, MB �0IV4 CB28A5A DB7DB18F8 CBE?V4B2AG, >B@C?5>EAG F0 

E>BBD48AB20AG EFD0F53VN 4?O 5H5>F82ABW 2V4CB2V4V A0 DBEV?EP>G 457VAHBD@0JVN. 

�D0WA8 CB28AAV CB2AVEFN 28>BD8EF0F8 CBF5AJV0? !�&", IBK0 A0JVBA0?PAV 

2V4@VAABEFV G VEFBDVW, D53VBA0?PAV? 157C5JV, 1030FEF2V, BE2VFV, O>BEFV @54V0, 

CB?VF8KAV? F0 CD02B2V? >G?PFGDV, 0 F0>B6 G CBFBKAB@G EF0AV 2V4ABE8A 7 $BEVєN 

@B6GFP 2C?820F8 A0 CV4IB48 DV7A8I >D0WA. #D0>F8>0 D503G20AAO A0 457VAHBD@0JVN 

265 VEAGє V K0EF>B2B GECVLA0 2 B>D5@8I >D0WA0I F0 є2DB0F?0AF8KA8I VAEF8FGJVOI, 

0?5 2BA0 M5 A5 C5D5F2BD5A0 A0 ECV?PAG CB?VF8>G K8 EFD0F53VN. !0JVBA0?PAV 

CB?VF8KAV 45>?0D0JVW F0 G73B465AV C?0A8 4V? A5 702648 28>BAGNFPEO CB2AVEFN 

(Chłoń, 2022). 

#DBF84VO 457VAHBD@0JVW EF0є 1V?PL 0>FG0?PABN 2 Є%, V J5 2V4B1D060єFPEO 2 

Є2DBC5?EP>B@G C?0AV 4V? 4?O 45@B>D0FVW F0 AB28I CD028?0I 4?O J8HDB28I CBE?G3. 

�>F CDB J8HDB2V CBE?G38 (DSA) 287A0K0є AB2V CD028?0 4?O BA?0?A-C?0FHBD@ V 

2EF0AB2?Nє B1B2'O7>8, O>V є 1V?PL 28@B3?828@8, AV6 CBC5D54AV 4B1DB2V?PAV 

7B1B2'O70AAO. DSA C5D5410K0є ECV2CD0JN C?0FHBD@ 7 A570?56A8@8 4BE?V4A8>0@8, 

B1B2'O7>B2V >BAEG?PF0JVW 7 3DB@04EP>VEFN, VAEF8FGF 4B2VD5A8I VAHBD@0FBDV2 V 

EF2BD5AAO EC5JV0?PA8I BD30AV2 4?O 28DVL5AAO C8F0AP. &0>B6 C5D5410K5AB 

2EF0AB2?5AAO EC5JV0?PABW D048 VAHBD@0JV?A8I CBE?G3 4?O >BBD48A0JVW 70IB4V2 
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A0JVBA0?PA8I >BBD48A0FBDV2 J8HDB28I CBE?G3 («The Digital Services Act (DSA)», 1. 

4.).  

� >BAF5>EFV EPB3B4AVLAPBW 157C5>B2BW E8FG0JVW 206?82B 707A0K8F8, MB 

FD048JV?AV 703DB78 70?8L0NFPEO CDVBD8F5FB@, V >B?5>F82A0 B1BDBA0 70?8L0єFPEO 

BEAB2ABN @VEVєN !�&". "4A0>, 7 GD0IG20AAO@ 52B?NJVW 703DB7, AB28I D878>V2, 

F0>8I O> 457VAHBD@0JVO, E?V4 CD84V?OF8 A0?56AG G203G. 'K0EA8>8 C5D53B2BDV2 MB4B 

AB2BW %FD0F53VKABW >BAJ5CJVW !�&" CB28AAV DB7DB18F8 CB2A8? EC5>FD VAEFDG@5AFV2 

4?O A5?FD0?V70JVW J8I AB28I 703DB7 (Chłoń, 2022). 

�?O 70157C5K5AAO 5H5>F82ABW 2V4CB2V4V A0 457VAHBD@0JVN, GK0EA8>8 @0NFP 

1GF8 3AGK>8@8 CV4 K0E DB7DB1>8 >BAFD70IB4V2, BE>V?P>8 703DB78 CBEFV?AB 

7@VANNFPEO. �?NKB28@ 70240AAO@ є 70157C5K5AAO 3DB@04OAEP>BW EFV?>BEFV, 

A0EFGC0?PABW V B1BDBAABW ECDB@B6ABEFV, 0 F0>B6 @VAV@V70JVO 2V4@VAABEF5? 2 

CV4IB40I >D0WA-K?5AV2 4B CDBF84VW 457VAHBD@0JVW. 

"EAB2AV D5>B@5A40JVW 4?O !�&" F0 VAL8I BD30AV70JV? F0>V: 

1. �DB@04OAEP>0 EFV?>VEFP: 7BE5D5465AAO A0 CV428M5AAV B1V7A0ABEFV 

3DB@04OA MB4B 457VAHBD@0JVW, A040AAO BE2VFAVI D5EGDEV2 V A02K0AAO 4?O 28O2?5AAO 

F0 CDBF84VW 457VAHBD@0JVW. $B728FB> @54V03D0@BFABEFV E5D54 3DB@04OA є 206?828@ 

5?5@5AFB@. 

2. %CDB@B6AVEFP 2V4CB2V40F8 A0EFGC0?PAB V B1BDBAAB: 7@VJA5AAO 

>V15DECDB@B6ABEF5? F0 740FABEFV D503G20F8 A0 >V15D703DB78, 2>?NKAB 7 

457VAHBD@0JVєN. $B7DB1>0 F0 24BE>BA0?5AAO F5IAVKA8I VAEFDG@5AFV2 4?O 

28O2?5AAO F0 0A0?V7G 457VAHBD@0JVW. 

3.  VAV@V70JVO 2V4@VAABEF5?: ECV2CD0JO @V6 >D0WA0@8-K?5A0@8 !�&" F0 

>D0WA0@8 Є% 4?O 28DB1?5AAO є48ABW EFD0F53VW CDBF84VW 457VAHBD@0JVW. $53G?ODAV 

>BAEG?PF0JVW F0 B1@VA 4BE2V4B@ @B6GFP ECD8OF8 EF2BD5AAN є48ABW ?VAVW 4V?. 

4.  V6A0DB4A0 ECV2CD0JO: CBE8?5AAO ECV2CD0JV 7 VAL8@8 @V6A0DB4A8@8 

BD30AV70JVO@8 F0 C0DFA5D0@8 4?O B1@VAG VAHBD@0JVєN, >BBD48A0JVW >BAFD70IB4V2 V 

ECV?PABW D50>JVW A0 457VAHBD@0JVN.  

�07A0K5A0 28M5 EFD0F53VO @0є 70157C5K8F8 1V?PL 5H5>F82A8? F0 

>BBD48AB20A8? CV4IV4 4?O CDBF84VW 457VAHBD@0JVW. !�&" F0 Є%, O> @V6A0DB4AV 
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BD30AV70JVW, @B6GFP 2V4V3D020F8 206?82G DB?P G CDBF84VW 457VAHBD@0JVW, V J5 @0є 

1GF8 2V4B1D065AB 2 WIAVI EFD0F53VOI F0 CB?VF8>0I.  

">DV@ A5B1IV4ABEFV CDBF8EFBOF8 DBEV?EP>8@ 3V1D84A8@ 703DB70@, !�&" 

F0>B6 BEB1?82G G203G @0є CD84V?OF8 2AGFDVLAV? 73GDFB20ABEFV 1?B>G O> H0>FBDG 

EF01V?PABEFV 2 є2DB0F?0AF8KAB@G CDBEFBDV. ' JPB@G >BAF5>EFV K8 A5 >?NKB28@ 

A0D07V є BCD0JN20AAO �?POAEB@ EJ5A0DVW2 2?0EAB3B DB728F>G 70 G@B2 ?@B2VDAB3B 

28IB4G 7 !�&" %CB?GK5A8I ,F0FV2 �@5D8>8 CVE?O C5D5@B38 �. &D0@C0. #DB 

28EB>G ?@B2VDAVEFP F0>B3B DB728F>G CB4V? 3B2BD8FP >B?8LAV? CB@VKA8> CD57845AF0 

%,� 7 C8F0AP A0JVBA0?PABW 157C5>8 �. �B?FBA, O>8? B1V?@02 JN CBE04G 2 C5DVB4 

CD57845AFEF20 �. &D0@C0. �0 ?B3B E?B20@8, 5>E-CD57845AF %,�, G D07V E2B3B 

B1D0AAO 24DG35 BKV?PA8>B@ %,�, «ECDB1Gє 28?F8 7 !�&"», 0 E0@5 !�&" «1G45 G 

7A0KAV? A5157C5JV» G 729O7>G 7 F0>8@ DVL5AAO@ (Sciutto, 2024). �0DFB 707A0K8F8, MB 

28IV4 7 !�&" A5 є AB2BN V45єN �. &D0@C0 3 M5 G 2018 DBJV, 1G2L8 CD57845AFB@ 

%,�, 2VA 0>F82AB B13B2BDN202 7V E2BєN >B@0A4BN F0>G @B6?82VEFP O> 2V4CB2V4P 

A0 A54BEF0FAє HVA0AEG20AAO VAL8@8 45D6020@8-K?5A0@8 !�&" 2?0EAB3B 

B1BDBAAB3B DB728F>G (Barnes & Cooper, 2019).  

�D0IB2GNK8 J5 F0 A0O2AV EF0F8EF8KAV BC8FG20AAO, O>V 45@BAEFDGNFP 

5?5>FBD0?PAG C5D5203G �. &D0@C0 A04 �. �0?45AB@ (Wren & Allison, 2024), E?V4 

DB73?O40F8 ?@B2VDAVEFP 28IB4G ,F0FV2 7 �?POAEG O> E5D?B7A8? D878>, D50?V70JVO 

O>B3B 740FA0 EF2BD8F8 E8EF5@AV 703DB78 4?O 157C5>8 є2DB0F?0AF8KAB3B CDBEFBDG. 

�?O DB7G@VAAO, K0EF>0 0@5D8>0AEP>B3B HVA0AEG20AAO 2V?EP>B2B3B, J82V?PAB3B F0 

VA25EF8JV?AB3B 1N465FV2 !�&" EF0AB28FP CBA04 16%, MB є A0?28M8@ CB>07A8>B@ 

E5D54 GEVI 45D602-K?5AV2 �?POAEG («Funding NATO», 2024).  

&0>B6 %,� 157EG@AV2AB є A0?CBFG6AVLBN 2V?EP>B2BN B48A8J5N �?POAEG, 

0465 2V?EP>B28? 1N465F ,F0FV2 G 2023 DBJV E>?02 @0?65 877 @?D4 4B?0DV2, MB є 

A0?28M8@ CB>07A8>B@ G E2VFV V EF0AB28FP 3,5% ��#. �B4ABK0E A0?1V?PLV 

є2DBC5?EP>V 45D6028-K?5A8 !�&" 3 �5?8>0 �D8F0AVO, (D0AJVO F0 !V@5KK8A0 3 

D07B@ 28FD0F8?8 2 2023 DBJV A0 B1BDBAG 178 @?D4 4B?0DV2, MB @0?65 2 5 D07V2 

@5AL5 28FD0F %,� («Military Spending by Country», 2024).  &0>B6, >DV@ 28FD0F A0 

B1BDBAG, E?V4 725DAGF8 G203G A0 CD8EGFAVEFP 0@5D8>0AEP>8I 2V?EP>B28I G Є2DBCV O> 
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70EV1 EFD8@G20AAO $BEVW F0 O> 30D0AFVN 157C5>8 C0DFA5DV2, 0 F0>B6 ?V45DEF2B %,� 

G CV4FD8@JV '>D0WA8 O> 35BCB?VF8KAB3B HBDCBEFG B1BDBA8 Є2DBC8. 'EV JV H0>FBD8 

KVF>B 45@BAEFDGNFP, MB 1G4P-O>8? DGI %,� 2 A0CDO@>G 2V4 !�&" EF0A5 

5>78EF5AJV?A8@ 28>?8>B@ 4?O VEAG20AAO 1?B>G F0 157C5>8 Є2DBC8 7B>D5@0. 

'7030?PANNK8, @B6A0 3B2BD8F8 CDB D50?PAV D878>8 28IB4G %,� 7 !�&", 

MB A0C52A5 CD872545 4B E5D?B7A8I A0E?V4>V2 4?O Є2DBC8. � E0@5: 

1. �A865AAO B1BDBAB740FABEFV: %,� DB1?OFP B48A 7 A0?1V?PL8I 2A5E>V2 4B 

B1BDBAAB3B CBF5AJV0?G !�&". �I 2V4EGFAVEFP @B65 CD8725EF8 4B 7A865AAO 

740FABEFV �?POAEG CDBF8EFBOF8 703DB70@. 

2. #BE?01?5AAO B1'є4A0ABW CV4FD8@>8: 7 28IB4B@ %,� @B65 CBDGL8F8EO 

2AGFDVLAO EB?V40DAVEFP !�&", MB CBE?018FP 740FAVEFP �?POAEG D503G20F8 A0 

703DB78 F0 >BAH?V>F8. 

3. �1V?PL5AAO 2C?82G $BEVW: CBE?01?5AAO !�&" @B65 EF2BD8F8 CDBEFVD 4?O 

7DBEF0AAO 2C?82G $BEVW 2 Є2DBCV F0 71V?PL5AAO 703DB78 4?O 157C5>8 D53VBAG. 

4. �0A5CB>BєAAO E5D54 K?5AV2 �?POAEG: 28IV4 %,� @B65 28>?8>0F8 A5ECB>V? 

E5D54 VAL8I >D0WA-K?5AV2 !�&", O>V DB7D0IB2GNFP A0 0@5D8>0AEP>G CV4FD8@>G G 

28C04>G 703DB78, BEB1?82B 2 G@B20I 0>F82ABW H078 DBEV?EP>BW 03D5EVW CDBF8 

'>D0WA8. 

 �@B2VDAVEFP F0>B3B DB728F>G CB4V? 0>FG0?V7Gє A5B1IV4AVEFP CBE8?5AAO 

35BCB?VF8KABW F0 157C5>B2BW EG19є>FABEFV Є2DBC8 O> >B@C5AE0FBDAB3B H0>FBDG G 

28C04>G 28IB4G %,� 7 !�&". �V45DEF2B G JPB@G CDBJ5EV G65 45@BAEFDGє #0D86, 

O>8? CD03A5 C5D5IBC8F8 5EF0H5FG G �0L8A3FBA0 F0 EF0F8 AB28@ V45?A8@ 

157C5>B28@ ?V45DB@ Є2DBC8. �B>D5@0, CV4 K0E 2V78FG G �8F0? 2 >2VFAV 2023 DB>G �. 

 0>DBA A03B?BE82, MB Є2DBC0 @0є GA8>0F8 A04@VDABW 70?56ABEFV 2V4 %,� F0 

CD03AGF8 74B1GFFO EFD0F53VKABW 02FBAB@ABEFV 2 35BCB?VF8KAV? C?BM8AV (Anderlini & 

Caulcutt, 2023).  

 #DBF5EFG20F8 JN 02FBAB@AVEFP є2DBC5?JV A0 KB?V 7 (D0AJVєN @0NFP 7@B3G 

G65 70D07 2 >BAF5>EFV CV4FD8@>8 '>D0WA8 G 2V418FFV A5N 03D5EVW $BEVW. &0>, 

30?P@G20AAO CDBJ5EG 284V?5AAO '>D0WAV 60 @?D4 4B?0DV2 2V?EP>B2BW 4BCB@B38 %,� 

CD8E>BD8?B DB1BFG Є2DBC8 7 A0DBMG20AAO 2?0EAB3B 2V?EP>B2B3B CBF5AJV0?G F0 
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71V?PL5AAO E2BєW K0EF>8 G 2V?EP>B2V? CV4FD8@JV '>D0WA8. �B>D5@0, 45D6028 

«�5?@0DEP>B3B FD8>GFA8>0» 3 (D0AJVO, !V@5KK8A0 F0 #B?PM0 3 G65 4B@B28?8EO 

CDB ECV?PA5 71V?PL5AAO 28DB1A8JF20 71DBW 4?O CBFD51 '>D0WA8 O> 2V4CB2V4P A0 

CDB1?5@8 7 A040AAO@ 71DBW %CB?GK5A8@8 ,F0F0@8 (Moulson & Gera, 2024).  

 -B4B DB?V (D0AJVW, FB WW 71V?PL5AAO @B65 @0F8 1030FB 206?828I C5D5203 A5 

FV?P>8 4?O K?5AV2 �?POAEG, 0?5 ? 4?O GEVєW Є2DBC8. !0E0@C5D54 J5 71V?PL5AAO E2B3B 

2A5E>G G 2V?EP>B2V BC5D0JVW, 0465 (D0AJVO @0є B48A 7 A0?1V?PL8I CBF5AJV0?V2 F0 

4BE2V4 G JV? EH5DV E5D54 >D0WA-K?5AV2 �?POAEG.  

&0>B6 (D0AJVO 2V4B@0 E2BW@ 28EB>8@ DV2A5@ F5IAB?B3VKAB3B DB728F>G G 

DV7A8I EH5D0I, 7B>D5@0 2 B1BDBAAV? CDB@8E?B2BEFV, CDBF84VW 457VAHBD@0JVW F0 

DB728F>G «LFGKAB3B VAF5?5>FG». 'DO4 >D0WA8 402AB 287A0K82 JV A0CDO@>8 O> 

CDVBD8F5FAV V 4B>?040є 7A0KA8I 7GE8?P F0 VA25EFGє >BLF8 G DB728FB> 2V4CB2V4A8I 

F5IAB?B3V? F0 VAAB20JV?. ' EH5DV B1BDBAABW CDB@8E?B2BEFV (D0AJVO 28DB1?Oє 

28EB>BO>VEAG 2V?EP>B2G F5IAV>G F0 71DBN, 0 F0>B6 ?VF0>8, F0A>8, >BD01?V F0 VAL5 

2V?EP>B25 B1?04A0AAO. �W B1BDBAAV F5IAB?B3VW L8DB>B 287A0AV CB70 @560@8 >D0WA8. 

-B4B CDBF84VW 457VAHBD@0JVW, (D0AJVO 0>F82AB DB72820є @5FB48 F0 F5IAB?B3VW, 

7B>D5@0 V «LFGKA8? VAF5?5>F», 4?O 28O2?5AAO F0 1BDBFP18 7 A54BEFB2VDABN 

VAHBD@0JVєN F0 >V15D703DB70@8.  

"F65, 4BE2V4 #9OFBW $5ECG1?V>8 @B65 CBECD8OF8 2CDB20465AAN AB2VFAVI 

F5IAB?B3V? F0 VAAB20JV? G 2V?EP>B2V? EH5DV !�&", 0 E0@0 45D6020 @B65 JV?>B@ 

2CBD0F8EO 7 DB??N ?V45D0 E5D54 VAL8I >D0WA Є2DBC8 2 JPB@G A0CDO@V. 

&B@G '>D0WAV E?V4 @0>E8@0?PAB 28>BD8EFB2G20F8 A0O2AV 2 !�&" @B6?82BEFV 

4?O CBE8?5AAO 2?0EABW ECDB@B6ABEFV 70I8M0F8 E515 2 VAHBD@0JV?AB@G CDBEFBDV. 

$B1BF0 G JPB@G A0CDO@V G65 2545FPEO. &0>, G 2023 DBJV '>D0WA0 BHVJV?AB 

CD8є4A0?0EO 4B �BBC5D0F82AB3B J5AFDG C5D54B2B3B 4BE2V4G >V15D70I8EFG !�&" 

(«'>D0WA0 BHVJV?AB CD8є4A0?0EO 4B *5AFDG >V15D70I8EFG !�&"», 2023), MB 

4B72B?8FP A0?03B48F8 1V?PL FVEAG ECV2CD0JN 7 C0DFA5D0@8 7 �?POAEG F0 

B1@VAN20F8EO 4BE2V4B@ D503G20AAO F0 CDBF84VW >V15D703DB70@. &0>5 

ECV2DB1VFA8JF2B >D8F8KAB 206?825 2 G@B20I CB2AB@0ELF01ABW 03D5EVW $BEVW CDBF8 
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'>D0WA8 F0 A57@VAAB3B >GDEG '>D0WA8 A0 74B1GFFO K?5AEF20 2 

#V2AVKAB0F?0AF8KAB@G 0?POAEV.  

 
 

2.3. "A>1;82>ABV B0 V<?;5<5=B0FVO =0FV>=0;ь=8E <>45;59 ?>;VB8:8 

V=D>@<0FV9=>W 157?5:8 2 Є2@>?V 
 

#DB2V4AV 45D6028 Є2DBC8, O>V @0NFP 7A0KA8? 2C?82 A0 @V6A0DB4AV 2V4ABE8A8 

F0 2EF0AB2?NNFP EF0A40DF8 CB254VA>8 45D602 G DV7A8I EH5D0I, 0>F82AB 254GFP 

CB?VF8>G 2 30?G7V VAHBD@0JV?ABW 157C5>8. �D0IB2GNK8 E8EF5@0F8KA8? 

VAHBD@0JV?A8? F8E> 7 1B>G $BEVW, 70157C5K5AAO VAHBD@0JV?ABW 157C5>8 є 

EFD0F53VKA8@ 70240AAO@ 4?O >B6ABW >D0WA8 Є2DBC8. �B4ABK0E є2DBC5?EP>V 45D6028 

26820NFP 70IB4V2 4?O 70I8EFG E2B3B 2AGFDVLAPB3B VAHBD@0JV?AB3B CDBEFBDG 2V4 

A530F82AB3B 2FDGK0AAO 7 1B>G $BEVW. 

� G@B20I EGK0EAB3B DB728F>G VAHBD@0JV?AB3B EGECV?PEF20, 45 CDB2545AAO 

5H5>F82ABW VAHBD@0JV?ABW CB?VF8>8 є 206?828@ 70240AAO@ 4?O 2EVI >D0WA, O>V 

CD84V?ONFP G203G E2BW? VAHBD@0JV?AV? 157C5JV, 28A8>0є A5B1IV4AVEFP DB7>D8F8 WW 

7@VEF, EGFAVEFP F0 BEB1?82BEFV CDB2545AAO, 27O2L8 70 BEAB2G 4BE2V4 CDB2V4A8I >D0WA 

E2VFG. *5 A5B1IV4AB 4?O 282K5AAO A0?>D0M8I CD0>F8> F0 DB7DB1>8 5H5>F82A8I 

@5I0AV7@V2 70157C5K5AAO VAHBD@0JV?ABW 157C5>8 2 '>D0WAV. 

 5FBN 40AB3B DB74V?G є 45F0?PA5 4BE?V465AAO CDVBD8F5FA8I A0CDO@>V2 

CB?VF8>8 VAHBD@0JV?ABW 157C5>8 F0 @5I0AV7@V2 WI 2CDB20465AAO A0 A0JVBA0?PAB@G 

DV2AV, 7B>D5@0 A0 CD8>?04V 4BE2V4G !V@5KK8A8 F0 �5?8>BW �D8F0AVW. 

#V4 K0E 281BDG J8I >D0WA 4?O 45F0?PAVLB3B 4BE?V465AAO @8 EC8D0?8EO 

A0E0@C5D54 A0 �A45>E 3?B10?PABW CBFG6ABEFV (GPI), O>8? 1G2 DB7DB1?5A8? Pareto 

Economics. GPI 3 J5 VA45>E, O>8? CD54EF02?Oє D5?F8A3 >D0WA A0 BEAB2V WI 

45F0?V7B20AB3B 0A0?V7G V O>8? @VEF8FP A87>G CB>07A8>V2, 7B>D5@0 BJVA>G 

ECB6820JP>B3B D8A>G >D0WA, 2V?EP>B2G F0 F5IAB?B3VKAG CBFG6AVEFP, 35BEFD0F53VKA5 

CB78JVN20AAO, A0O2AVEFP E8EF5@BGF2BDNNK8I CD8DB4AVI D5EGDEV2 F0 HVA0AEB2G 

E8?G. �2060єFPEO, MB GPI є A0?1V?PL CB2A8@ V 0>FG0?PA8@ 0A0?V7B@ 3?B10?V7B20ABW 
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E8?8 >D0WA8, O>8? @B6A0 28>BD8EFB2G20F8 4?O CDB3AB7G20AAO @0?1GFAPB3B 

DB728F>G >D0WA V D53VBAV2. �VA CD87A0K5A8? 4?O A040AAO 4BCB@B38 VA25EFBD0@, 

>B@C0AVO@ F0 CB?VF8>0@ G 2V4EF565AAV F0 DB7G@VAAV 48A0@V>8 E2VFB2BW 2?048 2 

D50?PAB@G K0EV («Pareto Economics: About us», 2024). �V4CB2V4AB 4B �A45>EG 

3?B10?PABW CBFG6ABEFV, F0>V >D0WA8 O> (D0AJVO, !V@5KK8A0 F0 �5?8>0 �D8F0AVO G 

2023 DBJV G2V?L?8 G FBC-10 >D0WA E2VFG 7 A0?28M8@ CB>07A8>B@ GPI («Global Power 

Index 2023 Report», 2024). 

%?V4 2V47A0K8F8 ? BCG1?V>B20A5 G 25D5EAV 2022 DB>G 4BE?V465AAO J5AFDG 

�5?H5D0 CD8 �0D20D4EP>B@G GAV25DE8F5FV. �0 ?B3B D57G?PF0F0@8 1G?B 

E8EF5@0F87B20AB >D0WA8 2V4CB2V4AB 4B !0JVBA0?PAB3B VA45>EG >V15DCBFG6ABEFV 

(NCPI). ' CDB@V6B> 7 2020 CB 2022 DB>8 NCPI 0>G@G?N202 2 EB1V CDB0A0?V7B20AV 

DB7@B28 F0 4510F8 @V6 CB?VF8>0@8, 0>045@VKA8@8 >B?0@8 F0 5>EC5DF0@8 30?G7V 

CDB@8E?B2BEFV MB4B >BAJ5CJVW >V15DCBFG6ABEFV F0 FB3B, O> 45D6028 @B6GFP V 

1G4GFP 40?V 28>BD8EFB2G20F8 E2BW @B6?82BEFV 4?O CV428M5AAO 7030?PABW 740FABEFV 

4BEO30F8 A0JVBA0?PA8I JV?5?. �8>BD8EF0AAO >V15DCBFG6ABEFV 45D6028 28@030є 

7030?PABA0JVBA0?PAB3B CV4IB4G. !0JVBA0?PAV GDO48 CB28AAV 1GF8 EFGD1B20AV A5 

?8L5 45EFDG>F82A8@8 BC5D0JVO@8, LC83GAEF2B@ 01B CV428M5AAO@ E2BєW 

>V15DEFV?>BEFV, 0 ? 7GE8??O@8 VAL8I 45D602 MB4B EF565AAO, >BAFDB?N VAHBD@0JVW, 

F5IAB?B3VKABW >BA>GD5AJVW, HVA0AEB28I @BF82V2 V HBD@G20AAO FB3B, MB є 

CD8?AOFA8@ V @B6?828@ 70 4BCB@B3BN ABD@ V EF0A40DFV2. �V4CB2V4AB 4B NCPI, G 

2020 DBJV (D0AJVO, !V@5KK8A0 F0 �5?8>0 �D8F0AVO 70?@0NFP CDB2V4AV CB78JVW. ' 

2022 DBJV JO F5A45AJVO 70?8L0єFPEO A57@VAABN 4?O (D0AJVW F0 �5?8>BW �D8F0AVW 

(Voo, J., Hemani, I., & Cassidy, D., 2022). 

%FDG>FGD0, O>G 70157C5KGє NCPI, є F0>BN, MB 4B72B?Oє A0@ B1D0F8 >D0WAG 4?O 

4BE?V465AAO F0 DB73?OAGF8 1V?PL CB2A8? EC5>FD 28>?8>V2 V 703DB7, 0 F0>B6 

5H5>F82A8I CD0>F8> F0 F5A45AJV?. "19є4A0AAO O> O>VEA8I, F0> V >V?P>VEA8I @B45?5? 

V7 1V?PL AV6 1000 VEAGNK8@8 465D5?0@8 40A8I V 29 VA48>0FBD0@8 4?O 28@VDN20AAO 

ECDB@B6ABEFV 45D6028 є >B@C?5>EA8@ V O2?Oє EB1BN O>VEA8? F0 1V?PL FBKA8? 

CB>07A8> >V15DCBFG6ABEFV >B6ABW >D0WA8. 
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�5DGNK8EP EGK0EA8@8 F5A45AJVO@8 F0 28M5 707A0K5A8@8 @5FD8KA8@8 

E8EF5@0@8, 4BE?V465AAO@8, D5?F8A3B@ �A45>EG 3?B10?PABW CBFG6ABEFV (GPI) F0 

!0JVBA0?PA8@ VA45>EB@ >V15DCBFG6ABEFV (NCPI), @8 B1D0?8 42V >D0WA8 Є2DBC8 4?O 

0A0?V7G F0 CBDV2AOAAO, 0 E0@5 !V@5KK8AG F0 �5?8>G �D8F0AVN, O>V 1G4GFP 45F0?PAVL5 

4BE?V465AB 2 JPB@G CV4DB74V?V. 

%PB3B4AV (545D0F82A0 $5ECG1?V>0 !V@5KK8A0, O> V CD0>F8KAB 2EV 45D6028 Є%, 

EF8>0єFPEO V7 EGFFє28@8 28>?8>0@8 VAHBD@0JV?AV? 157C5JV. *V 28>?8>8 @0NFP 

F5A45AJVN 4B FD0AEHBD@0JVW 2 157CBE5D54AV 703DB78 A0JVBA0?PAV? 157C5JV 

!V@5KK8A8, O>V H545D0?PA8? GDO4 A5 @B65 V3ABDG20F8. &0>, 72VF CDB EF0A 

>V15D157C5>8 2 !V@5KK8AV 70 2023 DV>, CV43BFB2?5A8? (545D0?PA8@ 2V4B@EF2B@ 7 

VAHBD@0JV?ABW 157C5>8 (BSI), E2V4K8FP CDB F5, MB 703DB78 2 >V15DCDBEFBDV є 

A04728K0?AB E>?04A8@8. �B>D5@0, 2 2023 DBJV BSI HV>EG20?B MB4AO CBA04 250 F8E. 

AB28I 20DV0AFV2 L>V4?82B3B CDB3D0@AB3B 70157C5K5AAO (#�), 0 F0>B6 MB@VEOJO 

CBA04 2 F8E. 2D07?82BEF5? 2 #�, 15% 7 O>8I 1G?8 >D8F8KA8@8. �DV@ FB3B, 2V4B@EF2B 

MB4AO HV>EG20?B CBA04 21 F8E. VAHV>B20A8I IT-E8EF5@ 45D602AB3B F0 CD820FAB3B 

E5>FBDG («The State of IT Security in Germany in 2023 at a Glance», 2023). *5 2>07Gє 

A0 CBEFV?A5 7DBEF0AAO DV2AO >V15D703DB7 F0 A5B1IV4AVEFP 0>F82A8I 70IB4V2 4?O 

70I8EFG VAHBD@0JV?ABW VAHD0EFDG>FGD8 F0 70157C5K5AAO >V15D157C5>8 («The State of 

IT Security in Germany», 2023). 

�B>D5@0, CDB3D0@8-28@030KV 70?8L0NFPEO A0?1V?PLBN 703DB7BN 2 EH5DV 

>V15D0F0>. &0>, 2 2023 DBJV MB@VEOJO D5єEFDG20?BEP MBA0?@5AL5 2 0F0>8 7 

4BCB@B3BN CDB3D0@-28@030KV2 A0 D5EGDE8 @VEJ52B3B E0@B2DO4G20AAO F0 ?B>0?PAB3B 

1V7A5EG (482. �B40FB> �) («The State of IT Security in Germany in 2023 at a Glance», 

2023). BSI 28O2?Oє 7@VA8 2 I0D0>F5DV 0F0>: F5C5D G J5AFDV G2038 C5D5206AB 265 A5 

25?8>V >B@C0AVW 7 25?8>8@8 HVA0AEB28@8 D575D20@8, 0 K0EFVL5 @0?V F0 E5D54AV 

CV4CD8є@EF20, GEF0AB28 @VEJ52B3B E0@B2DO4G20AAO F0 @GAVJ8C0?PAV BD30AV70JVW. ' 

72VFV 707A0K5AB, MB GECVLAV >V15D0F0>8 A0 BD30A8 @VEJ52B3B E0@B2DO4G20AAO F0 

@GAVJ8C0?PAV CV4CD8є@EF20 @B6GFP 157CBE5D54APB 2C?820F8 A0 3DB@04OA, 7B>D5@0 

CD872B48F8 4B F8@K0EB2BW A54BEFGCABEFV EBJV0?PA8I E5D2VEV2 01B CBFD0C?OAAO 

BEB18EF8I 40A8I G DG>8 7?B2@8EA8>V2.  
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&0>, A0CD8>VAJV 6B2FAO 2023 DB>G A52V4B@0 I0>5DEP>0 3DGC0 0F0>G20?0 

VAHD0EFDG>FGDG CDB20?45D0 IT-CBE?G3 Südwestfalen IT, O>8? BC5DGє 2 70IV4AV? 

!V@5KK8AV. -B1 GA5@B6?828F8 DB7CB2EN465AAO L>V4?82B3B CDB3D0@AB3B 

70157C5K5AAO 2 >?VєAFEP>V E8EF5@8, CDB20?45D 7@GL5A8? 1G2 2V4>?NK8F8 4BEFGC 4B 

@5D56V 4?O CBA04 70 @GAVJ8C0?VF5FV2, 7B>D5@0 A0 F5D8FBDVW 75@?V #V2AVKA8? $5?A 3 

�5EFH0?VO. �A0E?V4B> JPB3B A87>0 @GAVJ8C0?VF5FV2 7GC8A8?8 A040AAO CBE?G3 4?O 

3DB@04OA, 7B>D5@0 @VEFB �V35A 7GC8A8?B CD8?B@ GEVI 3DB@04OA, 0 1V?PLVEFP BA?0?A 

CBE?G3 1G?8 701?B>B20AV 4?O >BD8EFG20KV2. #B>07B2B, MB 0F0>0 1G?0 74V?EA5A0 2 

KGF?828? 4?O @GAVJ8C0?VF5FV2 C5DVB4 3 E0@5 A0CD8>VAJV @VEOJO BD30A8 @VEJ52B3B 

E0@B2DO4G20AAO !V@5KK8A8 70>D820NFP 2?0EAV HVA0AEB2V FD0A70>JVW (Antoniuk, 

2023). 

�DV@ JPB3B, BSI 2V47A0K0є, MB >V15D7?BK8AAVEFP EF0є 4540?V 1V?PL 

CDBH5EV?ABN, 28>BD8EFB2GNK8 >BAJ5CJVN DB7CB4V?G CD0JV, 7DBEF0NKG CBFD51G 2 

A040AAV CBE?G3 V FVEAG @5D56G @V6 A0JVBA0?PA8@8 F0 30?G7528@8 >BD4BA0@8. �7 

70EFBEG20AAO@ CV4IB4G «>V15D7?BK8AAVEFP O> CBE?G30» >V15D7?BK8AJV 4VNFP K8@D07 

1V?PL CDBH5EV?AB, BE>V?P>8 EC5JV0?V70JVO A0 >BA>D5FA8I CBE?G30I 4B72B?Oє W@ 

JV?5ECDO@B20AB DB7DB1?OF8 F0 2CDB2046G20F8 E2BW  «CBE?G38».  

&0>B6 BSI 707A0K0є, MB GD07?82BEFV CDB3D0@AB3B 70157C5K5AAO 7A0IB4OFPEO 

A0 KGF?82B@G DV2AV. *V GD07?82BEFV K0EFB E?G3GNFP FBK>BN 2IB4G 4?O 

>V15D7?BK8AJV2 G CDBJ5EV >B@CDB@5F0JVW E8EF5@ F0 @5D56. -B4AO 2 E5D54APB@G 

D5єEFDGєFPEO @0?65 70 AB28I GD07?82BEF5? G CDB3D0@AB@G 70157C5K5AAV, MB A0 

K25DFP C5D528MGє CBC5D54AV? 72VFA8? C5DVB4. �DBEF0є A5 ?8L5 >V?P>VEFP, 0 ? 

CBF5AJV?A8? A530F82A8? 2C?82 J8I GD07?82BEF5?, CD81?87AB >B6A0 LBEF0 7 O>8I 

>?0E8HV>GєFPEO O> >D8F8KA0.  

">D5@B BSI 0>J5AFGє G203G A0 D878>0I, O>V EF2BDNє DB728FB> F5IAB?B3V? 

35A5D0F82AB3B LFGKAB3B VAF5?5>FG (,�), 7B>D5@0 F0>8I E5D2VEV2 O> ChatGPT, Bard V 

LlaMa. &0>V CDBEFV 2 >BD8EFG20AAV VAEFDG@5AF8 2V4>D8?8 @B6?82BEFV 4?O 

28>BD8EF0AAO ,� 2 L8DB>8I EH5D0I, 7B>D5@0 V 2 @5AL F5IAVKAB BDVєAFB20A8I 

>BD8EFG20KV2. "4A0>, D07B@ V7 J8@ 28A8>0є 703DB70 WI 28>BD8EF0AAO 7V 7?BK8AABN 

@5FBN. !0CD8>?04, VAEFDG@5AF8 ,� @B6GFP EF2BDN20F8 4540?V 1V?PL 02F5AF8KAV 
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48CH5?>8, GE>?04ANNK8 WI 28O2?5AAO («The State of IT Security in Germany», 2023). 

/E>D028@ CD8>?04B@ 28>BD8EF0AAO ,� 2 F0>8I JV?OI є EF2BD5AAO F0 CBL8D5AAO 2 

?8EFBC04V 2023 DB>G A52V4B@8@8 7?B2@8EA8>0@8 2V45B 48CH5?>G >0AJ?5D0 

!V@5KK8A8 "?0H0 ,B?PJ0. !0 JPB@G 2V45B 2VA A0K51FB B3B?BLGє CDB DVL5AAO 

701BDBA8F8 AV@5JP>G A0JVBA0?VEF8KAG C0DFVN «�?PF5DA0F820 4?O !V@5KK8A8» 

(AfD). *V??N JVєW CG1?V>0JVW 1G?0 45EF01V?V70JVO EBJV0?PAB-CB?VF8KABW E8FG0JVW 2 

!V@5KK8AV F0 48E>D548F0JVO E0@B3B >0AJ?5D0 F0 ?B3B GDO4G («Deepfake video of 

German chancellor sparks angry reaction», 2023). 

&0>B6 ,� @B65 CV428M8F8 DV25AP D50?VEF8KABEFV HVL8A3B28I 5?5>FDBAA8I 

?8EFV2, ECD8OF8 >0@C0AVO@ 457VAHBD@0JVW 2 EBJV0?PA8I @5D560I 01B EF2BDN20F8 

L>V4?828? CDB3D0@A8? >B4. �B4ABK0E E0@ LFGKA8? VAF5?5>F @B65 EF0F8 B1'є>FB@ 

0F0>8 F0 28>BD8EFB2G20F8EO 4?O A5E0A>JVBAB20A8I JV?5?, MB EF2BDNє GAV>0?PAV 

28>?8>8 4?O >B@C0AV? V GDO4B28I EFDG>FGD («The State of IT Security in Germany», 

2023). 

"K5284AB, MB F0>V F5A45AJVW 2 AV@5JP>B@G >V15DCDBEFBDV 157CBE5D54APB A0 

EB1V 2V4KG20є EGECV?PEF2B. �B>D5@0, 73V4AB 7 4BE?V465AAO@ @V6A0DB4ABW EFD0IB2BW 

>B@C0AVW Hiscox, CDB2545AB3B 2 2023 DBJV, 58% AV@5JP>8I >B@C0AV? 707A020?8 

@8AG?B3B DB>G B4AVєW 01B 45>V?P>BI I0>5DEP>8I 0F0>, MB A0 12 2V4EBF>B28I CGA>FV2 

1V?PL5, AV6 G 2022 DBJV. �?87P>B 43% J8I >B@C0AV? 2V4KG20?8 HVA0AEB2V FDG4ABMV 

K5D57 2BDB6V >V15D4VW, 7B>D5@0 WI >BLF8 C5D52B48?8EO A0 D0IGA>8 7?B2@8EA8>V2 

(«Survey finds more than 50% of German companies victim of cyberattacks», 2023). 

�5DF20@8 >V15D0F0> EF0NFP F0>B6 CDBEFV 3DB@04OA8 !V@5KK8A8. �B>D5@0, 

CB>07B28@ є >5?E >V15D0F0>8 A0 IT-E8EF5@G 'AV25DE8F5FEP>BW ?V>0DAV 2 

�NEE5?P4BDHV 2 2020 DBJV. #0D0?V7G20AAO 5?5>FDBAA8I E5D2VEV2 ?V>0DAV 7@GE8?B WW 

C5DEBA0? 7GC8A8F8 CD8?AOFFO 28>?8>V2 A0 A040AAO A52V4>?04ABW 4BCB@B38, 0 F0>B6 

D5єEFD0JVN AB28I C0JVєAFV2, O>V 725DAG?8EO 70 A52V4>?04ABN 4BCB@B3BN. �A0E?V4B> 

F0>8I 4V? B4A0 7 3DB@04OAB> ($!, O>0 CBFD51G20?0 A52V4>?04ABW 4BCB@B38, 1G?0 

C5D5A0CD02?5A0 4B VALBW ?V>0DAV, O>0 7A0IB48?0EO 70 32 >@ 2V4 'AV25DE8F5FEP>BW 

>?VAV>8. /> A0E?V4B>, 2FD0F0 4BDB3BJVAAB3B K0EG 4?O A040AAO 4BCB@B38 CD8725?0 4B 

E@5DFV JVєW ?N48A8. *5? CD8>?04 OE>D02B 45@BAEFDGє A0E>V?P>8 DG?AV2A8@8 
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@B6GFP 1GF8 >V15D0F0>8 A0 EBJV0?PAG VAHD0EFDG>FGDG 4?O C5D5EVKA8I 3DB@04OA 

(Silomon, 2020). 

-5 B4A8@ H0>FBDB@, O>8? I0D0>F5D87Gє EGK0EAG VAHBD@0JV?AG E8FG0JVN 2 

($!, є 2C?82 DBEV?EP>BW 7030D1A8JP>BW 2V?A8 CDBF8 '>D0WA8 A0 E8EF5@G 

VAHBD@0JV?AB-F5IAB?B3VKABW 157C5>8 !V@5KK8A8. �0DFB 2V47A0K8F8, MB DDoS-

0F0>8, O>V 1G?8 CDB2545AV CDBDBEV?EP>8@8 0>F82VEF0@8 V 70D5єEFDB20AV BSI, CB>8 MB 

@0?65 A5 70240?8 7A0KABW L>B48. /> CD8>?04 @B6A0 A025EF8 @8AG?BDVKAG DDoS-

>V15D0F0>G CDBDBEV?EP>BW 3DGC8 Killnet A0 E0?F8 GDO4B28I EFDG>FGD, 05DBCBDFV2, 

10A>V2. �F0>0 1G?0 2V4CB2V44N A0 DVL5AAO H545D0?PAB3B GDO4G A040F8 '>D0WAV 

F0A>8 Leopard. !572060NK8 A0 @0EB20AVEFP F0 E>?04AVEFP 0F0>8, 2BA0 7@B3?0 2A5EF8 

71V? G DB1BFG D5EGDEV2 FV?P>8 A0 >V?P>0 3B48A, MB A5 EF2BD8?B >D8F8KA8I E8EF5@A8I 

CDB1?5@ 4?O !V@5KK8A8 (482. �B40FB> �) (CONSTANTINESCU, 2023). 

!0D07V BSI >?0E8HV>Gє C5D5206AG 1V?PLVEFP VAHBD@0JV?A8I VAJ845AFV2 7 1B>G 

$BEVW O> CDBC030A4G, ECDO@B20AG A0 EF2BD5AAO A5287A0K5ABEFV F0 CV4D82 4B2VD8 4B 

45D602A8I VAEF8FGJV? («The State of IT Security in Germany», 2023). #D8>?04B@ 

F0>BW 457VAHBD@0JV?ABW, CDBC030A48EFEP>BW BC5D0JVW 1G?0 >0@C0AVO «Doppelgänger» 

2 EBJ@5D56V X, O>0 CDB2B48?0EO 7 3DG4AO 2023 DB>G CB EVK5AP 2024 DB>G. �B>D5@0, 

CDBDBEV?EP>V 1BFBH5D@8 EF2BD8?8 CBA04 50 F8E. H5?>B28I 0>>0GAFV2, O>V 

CBL8DN20?8 A5CD02482G VAHBD@0JVN CDB 4BCB@B3G '>D0WAV F0 >D8F8>G20?8 

BHVJV?A8? �5D?VA 70 CV4FD8@>G '>D0WA8. *V??N JVєW >0@C0AVW 1G2 7D82 AV@5JP>BW 

4BCB@B38 F0 45EF01V?V70JVO E8FG0JVO 2 E0@V? !V@5KK8AV (482. �B40FB> �) (Conolly, 

2024). 

' EGECV?PEF2V, O>5 4540?V 1V?PL C5D5C?5F5A5 @5D565N, A5 @B65 VEAG20F8 

01EB?NFAB3B 70I8EFG 2V4 0F0> A0 �&-VAHD0EFDG>FGD8 F0 CD8EFDBW, MB 

28>BD8EFB2GNFP CDB3D0@A5 70157C5K5AAO. "4A0>, A0?>D0M8@ 70EB1B@ 70I8EFG 2V4 

F0>8I 0F0> є >V15DEFV?>VEFP, O>0 C5D5410K0є CV428M5AAO EFV?>BEFV �& V 740FAVEFP 

1V?PL 5H5>F82AB CDBF8EFBOF8 0F0>0@. -B1 7DB18F8 �&-E8EF5@8 1V?PL EFV?>8@8 F0 

2V41820F8 0F0>8, 0 F0>B6 CB@'O>LG20F8 A0E?V4>8 GECVLA8I 0F0>, A5B1IV4AV 

>20?VHV>B20AV 5>EC5DF8 7 157C5>8. #DBH5EVBA0?V70JVO 2 EH5DV >V15D70I8EFG, K5D57 

EF0A40DF870JVN, J5AFD0?V70JVN F0 02FB@0F870JVN, 2V4V3D0є >?NKB2G DB?P G 
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CV428M5AAV 70I8EFG. �5D6020 F0 3DB@04OAEP>5 EGECV?PEF2B A5 є 15770I8EA8@8 C5D54 

DV7AB@0AVFA8@8 >V15D703DB70@8, 0?5 7@B6GFP GECVLAB CDBF8EFBOF8 W@ 7024O>8 

CV4FD8@JV (545D0?PAB3B 2V4B@EF20 7 VAHBD@0JV?ABW 157C5>8 (BSI) («The State of IT 

Security in Germany», 2023). 

/>MB 3B2BD8F8 157CBE5D54APB CDB D53G?N20AAO !V@5KK8ABN CDBF84VW 

VAHBD@0JV?A8@ 703DB70@, FB 107B28@ 70>BAB402K8@ VAEFDG@5AFB@ 1BDBFP18 

H545D0?PAB3B GDO4G 7 457VAHBD@0JVєN є CD8?AOF8? G 2017 DBJV «�0>BA CDB 70I8EF 

CD02 G @5D56V» (Netzwerkdurchsetzungsgesetz 3 NetzDG), O>8? M5 F0>B6 A07820NFP 

«�0>BA CDB Facebook». �VA 2EF0AB2?Nє KVF>8? @5I0AV7@ 2840?5AAO 7 EBJ@5D56 

H5?>B28I AB28A F0 VALB3B A570>BAAB3B >BAF5AFG. �45FPEO CDB @0F5DV0?8, O>V 

@VEFOFP @B2G A5A028EFV, 70>?8>0NFP 4B A0E8??O. �B>D5@0, F0>V EBJ@5D56V O> 

Facebook, Google, Instagram 7B1B29O70AV CD81D0F8 F0>8? >BAF5AF CDBFO3B@ 24 3B48A 

7 @B@5AFG CB40AAO E>0D38 >BD8EFG20K5@. *5 CD028?B F0>B6 CBL8D5AB A0 

EBJ@5D56G Telegram. ' 28C04>G, O>MB A570>BAAVEFP >BAF5AFG A5 є BK5284ABN, 

EBJV0?PAV? @5D56V A040єFPEO 7 4AV2 A0 CDB2545AAO DB7E?V4G20AAO F0 2840?5AAO ?B3B. 

!528>BA0AAO J8I 28@B3 @B65 CD8725EF8 4B A0>?045AAO LFD0HG A0 EBJV0?PAG 

@5D56G A0 EG@G 4B 50 @?A є2DB («Act to Improve Enforcement of the Law in Social 

Networks (Network Enforcement Act)», 2017). 

#BE8?Nє J5? 70>BA  V675@5?PA0 G3B40 CDB @54V0, O>G CV4C8E0?8 G >2VFAV 2020 

DB>G BKV?PA8>8 GEVI 75@5?P ($!. �BA0 2EF0AB2?Nє KVF>G D53G?OFBDAG D0@>G 4?O 

EH5D8 F5?5@B2?5AAO, >?NKB28@ CD8AJ8CB@ O>BW є C?ND0?V7@ 4G@B> F0 2V4>D8FVEFP, 

4BEFGCAVEFP D8A>G. � AV?, 7B>D5@0, A03B?BLGєFPEO A0 DV2A8I @B6?82BEFOI 4?O 

DB1BF8 3DB@04EP>8I V CD820FA8I @54V0, 2EF0AB2?NєFPEO @5I0AV7@ 1BDBFP18 7 

H5?>0@8 FBMB. *5? 4B>G@5AF є 206?828@ M5 ? FB@G, MB EH5D0 ?VJ5A7G20AAO @54V0 

G !V@5KK8AV 45J5AFD0?V7B20A0, MB 28>?8>0AB H545D0F82A8@ GEFDBє@ 45D6028 3 2 

>B6ABW 75@?V @B6GFP 1GF8 E2BW CD028?0. %0@5 FB@G 2>D0? 206?82BN є >BBD48A0JVO 

F0 E8AIDBAV70JVO CD028? @V6 DV7A8@8 75@?O@8, MB 4B72B?8FP EF2BD8F8 

GAVHV>B20A8? CV4IV4 4B 1BDBFP18 7 VAHBD@0JV?A8@8 703DB70@8 («Interstate Media 

Treaty (Medienstaatsvertrag)», 2020). 
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�B40F>B28@ ND848KA8@ VAEFDG@5AFB@ є 28>BD8EF0AAO EF0FFV �D8@VA0?PAB3B 

>B45>EG, ECDO@B20ABW CDBF8 DB7C0?N20AAO A5A028EFV. *O EF0FFO 4B72B?Oє EG48F8 

F8I, IFB CBL8DNє 457VAHBD@0JVN F0 0AF8E5@VF87@, 2D0IB2GNK8 F0>B6 70C5D5K5AAO 

�B?B>BEFG («Strafgesetzbuch», 1. 4.). 

�AL8@ 206?828@ 4B>G@5AFB@ є CD8?AOF8? G 3DG4AV 2022 DB>G 70>BA, O>8? 

2CDB2046Gє Є2DBC5?EP>G 48D5>F82G CDB 70I8EF 28>D820KV2 (Є% 2019/1937 3 

«�8D5>F820 CDB 28>D820KV» F0  MB EFBEGєFPEO 70I8EFG 28>D820KV2 

(«WHISTLEBLOWING: THE GERMAN PARLIAMENT PASSES THE 

WHISTLEBLOWER PROTECTION ACT», 2022). #DBF5, 45O>V BD30AV70JVW 28A5E?8 

ECD02G 4B EG4G CVE?O FB3B, O> H545D0?PA8? C0D?0@5AF !V@5KK8A8 2 K5D2AV @8AG?B3B 

DB>G,  2 D0@>0I D5HBD@8 �0>BAG CDB 70I8EF >BAEF8FGJVW, 402 4B72V? GEV@ 

EC5JE?G610@ 28>BD8EFB2G20F8 LC83GAEP>5 CDB3D0@A5 70157C5K5AAO 4?O 

2FBD3A5AAO 2 E@0DFHBA8 F0 >B@C'NF5D8 (Biselli, 2023). *5 4B72B?8?B W@ 70C8EG20F8 

70L8HDB20AV CB2V4B@?5AAO F0 472VA>8 K5D57 CBCG?ODAV @5E5A465D8, F0>V O> Signal, 

Telegram, WhatsApp V VALV, MB @B65 EGC5D5K8F8 70I8EFG VAHBD@0FBDV2. 

-B4B >V15D157C5>8, FB A0?AB2VL8@ 107B28@ A0 EPB3B4AV D53G?NNK8@ 

4B>G@5AFB@ 2 ($! є �>F IT-157C5>8 EH5D8 (German IT Security Act 2.0), CD8?AOF8? 

2 FD02AV 2021 DB>G. �VA CV4E8?Nє F0 4BCB@030є BSI 2 D50?V70JVW CB?VF8>8 

VAHBD@0JV?ABW 157C5>8. �B>D5@0, 2VA DB7L8D82 @B6?82BEFV BSI 7 @BAVFBD8A3G 

H545D0?PA8I VAHBD@0JV?A8I E8EF5@ A0 CD54@5F WI 2D07?82BEFV. &0>B6 BD30AV70JVO 

BFD8@0?0 HGA>JVN 70I8EFG ECB6820KV2, MB B7A0K0є C5D5F2BD5AAO BSI 2 A570?56A8?, 

>BAEG?PF0F82A8? BD30A 4?O 1V7A5EG F0 3DB@04EP>BEFV G C8F0AAOI IT-157C5>8 

(«Second act on increasing the security of IT systems (German IT Security Act 2.0)», 

2021). 

German IT Security Act 2.0 F0>B6 ECDO@B20A8? A0 CBE8?5AAO DB1BF8  157C5>8 

�&-E8EF5@ F0 30D@BAV70JVN VAL8I 70>BAV2 4?O CDBF84VW CBEFV?AB 7DBEF0NKB@G 

?0A4L0HFG J8HDB28I 703DB7, F0>8I O> 0F0>8 CDB3D0@-28@030KV2. �VA 2EF0AB2?Nє 

KVF>V 28@B38 4B H545D0?PA8I BD30AV2 F0 CD820FA8I >B@C0AV? MB4B 70I8EFG E2BWI IT-

@5D56, 70I8EFG >BAHV45AJV?ABW VAHBD@0JVW ECB6820KV2. "4A0>, >B@C0AVO@ V 

BD30AV70JVO@ @B65 1GF8 206>B 28>BAG20F8 J5? >B@C?5>E CD028? V 28@B3 
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>V15D157C5>8. ,FD0H8 70 CBDGL5AAO @B6GFP EO30F8 4B 20 @?A є2DB 01B 4% DVKAB3B 

E2VFB2B3B B1BDBFG. !5MB402AB F0>8? LFD0H 1G2 A0>?045A8? A0 H&M 2 DB7@VDV 35 

@?A є2DB 70 A570>BAAG B1DB1>G >BAHV45AJV?A8I 40A8I ECV2DB1VFA8>V2 (Chin, 2023). 

/> 265 1G?B 707A0K5AB 28M5, >?NKB28@ 45D602A8@ BD30AB@, 2V4CB2V40?PA8@ 

70 VAHBD@0JV?AG 157C5>G !V@5KK8A8, є (545D0?PA5 2V4B@EF2B 7 VAHBD@0JV?ABW 

157C5>8 (BSI), O>5 1G?B EF2BD5AB G 1991 DBJV. �BAB 2V4CB2V40є 70 70157C5K5AAO 

VAHBD@0JV?ABW 157C5>8 45D6028 F0 1V7A5EG. � 7 CD8?AOFFO@ German IT Security Act 

2.0 BSI F0>B6 EF0?B 2V4CB2V40?PA8@ 70 70I8EF CD02 ECB6820KV2 J8HDB2BW CDB4G>JVW, 

MB H0>F8KAB GAV25DE0?V7G20?B 2V4B@EF2B.  

">DV@ JPB3B, (545D0?PA5 2V4B@EF2B 7 VAHBD@0JV?ABW 157C5>8 2B?B4Vє 

>B@C5F5AJVєN 4?O 0G48FG >B@C0AV?, O>V B1E?G3B2GNFP 45D602AV IT-E8EF5@8. ' 

F0>8? ECBEV1 H545D0?PA8? GDO4 EF2BDNє 4B40F>B28? VAEFDG@5AF HV?PFD0JVW DB1BF8 

>V15D157C5>B28I BD30AV70JV? A0 CD54@5F WI O>BEFV A040AAO CBE?G3 7 CB>D0M5AAO 

70I8EFG 45D602A8I IT-@5D56.  

!0 F?V 03D5EVW $BEVW CDBF8 '>D0WA8 4B40F>B2BN 7BABN 2V4CB2V40?PABEFV BSI 

EF02 0A0?V7 VAHBD@0JV?AB3B CDBEFBDG MB4B A0O2ABEFV 703DB7 F0 D878>V2 2A0E?V4B> 

DBEV?EP>BW CV4D82ABW 4VO?PABEFV. ' D07V 28O2?5AAO F0>8I BSI A040є 45D602A8@ F0 

CD820FA8@ BD30AV70JVO@ D5>B@5A40JVW MB4B FB3B, O> G157C5K8F8 E515 2 

>V15DCDBEFBDV. ">DV@ JPB3B, G EIB68I E8FG0JVOI BSI CB>?040єFPEO A0 @V62V4B@KG 

ECV2CD0JN F0 @V6A0DB4A5 C0DFA5DEF2B («Timeline», 2022). 

�ALBN 206?82BN VAEF8FGJVєN є !0JVBA0?PA8? J5AFD >V15DD503G20AAO (Cyber-

AZ), 70EAB20A8? 2 2011 DBJV. (0>F8KAB J5? J5AFD є >BBD48A0JV?ABN C?0FHBD@BN 

4?O GEVI H545D0?PA8I VAEF8FGJV?, O>V 2V4CB2V40NFP 70 >V15D157C5>G, 45 2BA8 @B6GFP 

B1@VAN20F8EO VAHBD@0JVєN CDB >V15D703DB78 F0, O> A0E?V4B>, CD525AF82AB 

CDBF84VOF8 W@ («The National Cyber Response Centre», 1. 4.).  

&0>B6 2 H545D0?PAV? E8EF5@V HGA>JVBAGNFP EC5JV0?PAV �B@0A48 D503G20AAO 

A0 >V15D703DB78 (CERT-Bund), O>V 2 D568@V 24/7 2V4EF56GNFP E8FG0JVN 2 

>V15DCDBEFBDV, 74V?EANNFP C5DLG HV>E0JVN >V15DVAJ845AFV2 F0 BC5D0F82AB 

C5D540NFP VAHBD@0JVN BSI F0 VAL8@ 2V4CB2V40?PA8@ H545D0?PA8@ VAEF8FGJVO@ 

(«Germany (DE)», 2021). 
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">D5@B E?V4 2V47A0K8F8, MB 70 @V?VF0DAG E>?04B2G >V15D157C5>8 !V@5KK8A8 

2V4CB2V40NFP �1DB?AV E8?8 ($! (�GA45E25D) V  VAVEF5DEF2B B1BDBA8, O>V E2BєN 

K5D3BN FVEAB ECV2CD0JNNFP 7V E2BW@8 EBN7A8>0@8, F0>8@8 O> *5AFD C5D54B2B3B 

4BE2V4G ECV?PAB3B >V15D70I8EFG !�&" (NATO Cooperative Cyber Defense Centre of 

Excellence) («Federal Office for Information Security», 1. 4.). 

-B4B BC5D0F82ABW 1BDBFP18 7 0>F0@8 457VAHBD@0JVW 01B CBL8D5AAO@ @B28 

2BDB6A5KV A0 VAEF8FGJV?AB@G DV2AV 2 !V@5KK8AV 4Vє H545D0?PA0 DB1BK0 3DGC0, 

70240AAO O>BW 3 1BDBFP10 7 @B2BN A5A028EFV 2 EBJ@5D560I. "C5D0F82A0 3DGC0 

L284>B DB7DB18?0 4B1DB2V?PAV 7B1B2'O70AAO 4?O DV7A8I EBJV0?PA8I @5D56, F0>8I O> 

Facebook, Google, X, Microsoft, O>V CD8є4A0?8EO 4B %CV?PAB3B �B45>EG CB254VA>8. 

*5? �B45>E 70>?8>0є C?0FHBD@8 26820F8 70IB4V2 4?O D503G20AAO A0 CB2V4B@?5AAO 

CDB A5A028EFP CDBFO3B@ 24 3B48A (Jankowicz & Pierson, 2020).  

�0DFB 70G2068F8, MB H545D0?PA8? GDO4 !V@5KK8A8 G ECV2CD0JV 7 CD820FA8@ 

E5>FBDB@ F0 3DB@04EP>VEFN DB728AG2 DB730?G65AG @5D56G H0>FK5>VA3B28I 

BD30AV70JV?, CB>?8>0A8I CDBF84VOF8 457VAHBD@0JVW F0 ECDBEFB2G20F8 H5?>8. %5D54 

F0>8I BD30AV70JV? 20DFB 284V?8F8:  

- CORRECTIV 3 B4A0 7 CDB2V4A8I AV@5JP>8I >B@C0AV? 7 C5D52VD>8 H0>FV2, 

O>0 CBє4AGє DB7>D8FFO H5?>V2 V7 6GDA0?VEFEP>8@8 DB7E?V4G20AAO@8. �B@C0AVO 

CV4C8E0?0 �B45>E CD8AJ8CV2  V6A0DB4ABW @5D56V C5D52VD>8 H0>FV2 (IFCN) 

(«Commit to transparency 4 sign up for the International Fact-Checking Network's code 

of principles», 2024). � @B@5AFG 70EAG20AAO G 2014 DBJV CORRECTIV BFD8@0?0 CBA04 

30 A03BDB4 70 28EB>BO>VEAG 6GDA0?VEFEP>G DB1BFG («CORRECTIV - Über uns», 1. 4.); 

- DPA-FACTCHECKING 3 J5 CV4DB74V? C5D52VD>8 H0>FV2 CDB2V4AB3B 

VAHBD@0JV?AB3B 035AFEF20 !V@5KK8A8 Deutsche Presse-Agentur (DPA). �B?B2A0 @5F0 

DPA-FACTCHECKING 3 ECD8OAAO 2CDB20465AAN 6GDA0?VEFEP>B3B HBD@0FG 

C5D52VD>8 H0>FV2 O> @5FB4G CDBF84VW 45EF01V?V7GNK8@ EGECV?PA8@ CB4VO@. &0>B6 

DPA-FACTCHECKING @0є A570?56AG D540>JV?AG >B@0A4G, O>0 CDBH5EV?AB 

C5D52VDOє H0>F8, 0A0?V7GNK8 @B6?82V A5CD02482V F25D465AAO. $540>JVO E0@0 

CD8?@0є DVL5AAO CDB CG1?V>0JVN 3 157 D540>FBDEP>B3B 2C?82G 77B2AV. DPA-

FACTCHECKING F0>B6 є C5D52VD5A8@ CV4C8E0AFB@ �B45>EG CD8AJ8CV2 IFCN, MB 
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2>07Gє A0 28EB>V EF0A40DF8 2V44V?G DPA G 30?G7V C5D52VD>8 H0>FV2 V DB7>D8FFN 

VAHBD@0JV?A8I @VHV2 («Faktencheck bei dpa», 1. 4.). 

- ARD-Faktenfinder є CV4DB74V?B@ AV@5JP>B3B 3DB@04EP>B3B @B2A8>0 ARD 7 

C5D52VD>8 H0>FV2. )BK0 2VA A5 є K?5AB@  V6A0DB4ABW @5D56V H0>FK5>5DV2 IFCN, 

7030?B@ CV4DB74V? 4BFD8@GєFPEO 28EB>8I EF0A40DFV2 V CG1?V>Gє @0F5DV0?8 CDB 

457VAHBD@0JV?AV A0D0F828 2 !V@5KK8AV («ARD-FAKTENFINDER», 1. 4.);  

- BR24 #Faktenfuchs 3 CV4DB74V? C5D52VD>8 H0>FV2 1020DEP>B3B 3DB@04EP>B3B 

@B2A8>0 BR, O>8? F0>B6 є K?5AB@  V6A0DB4ABW @5D56V H0>FK5>5DV2 (IFCN) 

(«#FAKTENFUCHS», 1. 4.); 

- AFP 3 Faktencheck 107GєFPEO 2 �2EFDVW, 0?5 F0>B6 DB72VAKGє 457VAHBD@0JVN, 

O>0 CBL8DNєFPEO 2 !V@5KK8AV. AFP 3 Faktencheck F0>B6 є K?5AB@  V6A0DB4ABW 

@5D56V H0>FK5>5DV2 (IFCN) F0 @0є AV@5JP>B@B2A8? CV4DB74V? C5D52VD>8 H0>FV2 G 

HD0AJG7P>B@G VAHBD@0JV?AB@G 035AFEF2V AFP («AFP Faktencheck», 1. 4.). 

&0>B6 2 !V@5KK8AV VEAGNFP EC5JV0?V7B20AV BD30AV70JVW, O>V 282K0NFP O28M5 

457VAHBD@0JVW, 28B>D5@?NNK8 >?NKB2V FD5A48 F0 VAHBD@0JV?AV 703DB78, 28>?8>8, 

O>V EFBOFP C5D54 !V@5KK8ABN. �B>D5@0, E?V4 2V47A0K8F8: 

- CeMAS  3 J5AFD @BAVFBD8A3G, 0A0?V7G F0 EFD0F53VW, O>8? B19є4AGє 

@V648EJ8C?VA0DAG 5>EC5DF87G MB4B V45B?B3V? 7@B28, 457VAHBD@0JVW, 0AF8E5@VF87@G 

F0 CD02B3B 5>EFD5@V7@G. *O A5>B@5DJV?A0 BD30AV70JVO 0>F82AB EF568FP 70 

0>FG0?PA8@8 CB4VO@8 2 DV7A8I F5@0F8KA8I EH5D0I 2 D568@V BA?0?A, 

28>BD8EFB2GNK8 E8EF5@0F8KA8? @BAVFBD8A3 J5AFD0?PA8I J8HDB28I C?0FHBD@ 7 

4BCB@B3BN EGK0EA8I @5FB4V2 4BE?V465AP.  5F0 CeMAS 3 A04020F8 VAAB20JV?A8? 

0A0?V7 F0 D5>B@5A40JVW 4?O CB40?PL8I 4V?. "D30AV70JVO F0>B6 A040є >BAEG?PF0JVW 

CD54EF02A8>0@ 3DB@04OAEP>B3B EGECV?PEF20, � � F0 CB?VF8>8, ECD8ONK8 CD8?AOFFN 

B1�DGAFB20A8I DVL5AP. �D0IB2GNK8 E2BN 5>EC5DF87G, CeMAS 28>BAGє 206?82G 

DB?P G 1BDBFP1V 7 DV7A8@8 HBD@0@8 A530F82AB3B 2C?82G 2 BA?0?A-E5D54B28MV 

(«About CeMAS», 1. 4.); 

- ISD Germany 3 �AEF8FGF EFD0F53VKAB3B 4V0?B3G 3 A570?56A0 A5>B@5DJV?A0 

BD30AV70JVO, O>0 70?@0єFPEO 70I8EFB@ CD02 ?N48A8 F0 CDBF84VєN F5A45AJVW 

7DBEF0AAO CB?OD870JVW, 5>EFD5@V7@G F0 457VAHBD@0JVW 2 GEPB@G E2VFV. �AEF8FGF 
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0A0?V7Gє EBJV0?PAV F0 CB?VF8KAV F5A45AJVW 2 AV@5JP>B@B2AB@G E2VFV 7 3?B10?PABW 

FBK>8 7BDG, 7BE5D546GNK8EP A0 «0A0?V7V, CBD040I, 4VOI» («ISD Geschichte», 1. 4.); 

- NEWSGUARD GERMANY є AV@5JP>8@ CV4DB74V?B@ >B@C0AVW NewsGuard, 

O>0 2B?B4Vє 6GDA0?VEFEP>8@ F0 F5IAB?B3VKA8@ VAEFDG@5AF0DVє@ 4?O BJVA>8 4B2VD8 

4B AB28AA8I F0 VAHBD@0JV?A8I 251E0?FV2. *O BD30AV70JVO F0>B6 2V4EF56Gє 

457VAHBD@0JVN 2 �AF5DA5FV, CD0JNNK8 2 >V?P>BI >D0WA0I («About NewsGuard», 1. 4.).

 /> @8 10K8@B, (545D0F82A0 $5ECG1?V>0 !V@5KK8A0 @0є DB728AGFG 

ABD@0F82AG F0 VAEF8FGJV?AG 107G 2 C8F0AAOI CDBF84VW >V15D28>?8>0@ F0 

457VAHBD@0JVW. �B4ABK0E B4A0 7 CDB2V4A8I CB78JV? ($! G Є2DBCV, ?V45DEF2B 

�5D?VAG G 7030?PABє2DBC5?EP>V? EFD0F53VW 7 CV4FD8@>8 '>D0WA8 G 2V?AV 7 $BEVєN 

DB1?OFP !V@5KK8AG B4AVєN 7 >?NKB28I JV?5? 2BDB68I VAHBD@0JV?A8I >0@C0AV? 

�D5@?O, MB 7B1B29O7Gє BHVJV?A8? �5D?VA CBEFV?AB 24BE>BA0?N20F8 E2BN E8EF5@G 

VAHBD@0JV?ABW 157C5>8 F0 LG>0F8 AB2V DVL5AAO O> 4?O B1BDBA8, F0> V 4?O 

>BAFD0F0>G20?PA8I 4V? MB4B VAHBD@0JV?A8I 03D5EBDV2. 

�5?8>0 �D8F0AVO, O> V  !V@5KK8A0 F0 1030FB VAL8I 45D602 Є2DBC8, EF8>0єFPEO 

7 CDB1?5@BN CBL8D5AAO H5?>B28I AB28A V 457VAHBD@0JVW. �3V4AB 7 4BE?V465AAO@, 

CDB2545A8@ 1D8F0AEP>8@ @54V0 035AFEF2B@ Newsworks, 8 7 10 @5L>0AJV2 �5?8>BW 

�D8F0AVW EF8>0NFPEO 7 H5?>B28@8 AB28A0@8 MB4AO, 0 CBA04 CB?B28A0 (52%) 

7V7A0єFPEO, MB 1G?0 22545A0 2 B@0AG IBK0 1 B48A D07. 9% D5ECBA45AFV2 EF25D46GNFP, 

MB AV>B?8 A5 1G?8 B1@0AGFV H5?>B28@8 AB28A0@8 (482. �B40FB> �). �06?82B, MB 

>B65A 10-8? D5ECBA45AF A5 C5D52VDOє A04V?AVEFP BA?0?A->BAF5AFG, V J5 A5 @B65 A5 

FGD1G20F8, BEB1?82B 7 GD0IG20AAO@ 703DB78, O>G EF0AB2?OFP H5?>B2V AB28A8.  

-B4B @5FB4V2 C5D52VD>8 VAHBD@0JVW, @0?65 CB?B28A0 D5ECBA45AFV2 (46%) 

A0@030NFPEO 7A0?F8 EIB6V EF0FFV 2 @54V0CDBEFBDV, 35% 3 725DF0NFP G203G A0 

02FBD8F5FAVEFP 2840AAO, V ?8L5 31% 3 LG>0NFP VALV B7A0>8 4BEFB2VDAB3B 

CB2V4B@?5AAO AB28A, A0CD8>?04 V@9O 02FBD0 AB28A8 01B CBCG?ODAVEFP AB28AAB3B 

2840AAO.  *5 CV4>D5E?Nє 206?82VEFP @54V0 1D5A4V2 F0 4B2VD8 4B A8I 2 BK0I 

ECB6820KV2 («Study: Over 80% of people in the UK regularly come across fake news», 

2022). 
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�V4CB2V4AB 4B BHVJV?ABW EF0F8EF8>8, CV43BFB2?5ABW GDO4B@ �5?8>BW �D8F0AVW 

G 2023 DBJV MB4B E8FG0JVW 7 >V15D157C5>BN, CD81?87AB FD5F8A0 >B@C0AV? (32%) V 

K25DFP 1?03B4V?A8I BD30AV70JV? (24%) EF8>0?8EO 7 CBDGL5AAO@ >V15D157C5>8 01B 

0F0>0@8 70 BEF0AAV 12 @VEOJV2 (482. �B40FB> Є). �5?8>V CV4CD8є@EF20 A0?K0EFVL5 

HV>EGNFP >V15DCBDGL5AAO K8 >V15D0F0>8 CDBF8 A8I, AV6 @0?V CV4CD8є@EF20 3 J5 

EF01V?PA0 E8FG0JVO, O> CB>07Gє MBDVKA5 BC8FG20AAO. �?03B4V?AV BD30AV70JVW 7 

28EB>8@ DV2A5@ 4BIB4G (56% 7 F8I, K8W 4BIB48 EF0AB2?OFP 500 F8E. HGAFV2 EF5D?VA3V2 

01B 1V?PL5) F0 7 4G65 28EB>8@8 4BIB40@8 (76% F8I, IFB @0є 5 @?A HGAFV2 EF5D?VA3V2 

01B 1V?PL5) F0>B6 @0NFP 7A0KAB 1V?PLG ?@B2VDAVEFP D5єEFDG20F8 1G4P-O>V 

CBDGL5AAO K8 >V15D0F0>8.  

-B4B K0EFBF8 >V15DCBDGL5AP F0 >V15D0F0>, FB 4BE?V465AAO CB>07Gє, MB 70 

CBC5D54AV 12 @VEOJV2 4 7 10-F8 CV4CD8є@EF2 (40%) V F0>0 6 K0EF>0 1?03B4V?A8I 

BD30AV70JV? (38%) 707A020?8 0F0> D07 A0 @VEOJP 01B K0EFVL5, 0 C9OF0 K0EF8A0 

CV4CD8є@EF2 (21%), 1?03B4V?A8I BD30AV70JV? (19%) EF8>0NFPEO 7 CBDGL5AAO@8 K8 

A0C040@8 CD8A0?@AV D07 A0 F8645AP. "EF0AAV 3 DB>8 EF01V?PA0 >B65A FD5FV? 1V7A5E 

EF8>02EO 7 >V15D0F0>0@8 V >B6A0 K5F25DF0 1?03B4V?A0 BD30AV70JVO (482. �B40FB> �) 

(«Cyber security breaches survey 2023», 2023). 

/> CB>07Gє 4BE2V4 �5?8>BW �D8F0AVW 2 >BAF5>EFV CDBF84VW >V15D703DB70@, F0>V 

>V15D0F0>8 @B6GFP @0F8 >0F0EFDBHVKAV A0E?V4>8. !0CD8>?04, 2 ?8CAV 2017 DB>G 

1D8F0AEP>0 >B@C0AVO 7 DB74DV1AB3B CDB406G 5?5>FDB- F0 F5?5>B@-B1?04A0AAO 

Dixons Carphone (EGK0EA0 A0720 3 Currys) 707A0?0 CBFG6ABW >V15D0F0>8, 2A0E?V4B> 

O>BW I0>5D8 BFD8@0?8 A5E0A>JVBAB20A8? 4BEFGC 4B 1?87P>B 10 @?A C5DEBA0?PA8I 

40A8I V @0?65 6 @?A C?0FV6A8I >0DFB> 1D8F0AJV2. %5D54 40A8I, 4B O>8I BFD8@0?8 

4BEFGC I0>5D8: CDV728M5 F0 V@9O CB>GCJV2, WI HV78KA0 04D5E0 CDB6820AAO, AB@5D8 

>D548FA8I >0DFB> FBMB. /> 73B4B@ CDB45@BAEFDG20?B DB7E?V4G20AAO 2?048 

�D8F0AVW, >B@C0AVO A5 CD84V?O?0 4BEF0FAPBW G2038 CBE8?5AAN 2?0EAB3B >V15D70I8EFG 

V A5 GEG20?0 VEAGNKV GD07?82BEFV 2 E2BWI IT-E8EF5@0I (Chin, 2024). 

">DV@ JVєW 0F0>8, 7 2015 DB>G �5?8>0 �D8F0AVO CV44020?0EP E8EF5@A8@ 

>V15D0F0>0@ A0 VAHBD@0JV?AV D5EGDE8 CB?VF8>V2, 45D602A8I F0 CD820FA8I 

VAEF8FGJV?, O>V 74V?EAN202 «*5AFD 18» (545D0?PABW E?G618 157C5>8 $BEVW. � D0@>0I 
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A5W $BEVO 28>BD8EFB2G20?0 VAEFDG@5AF8 HVL8A3G, 7?0@G E0?FV2, 28>D045AAO 

>BAHV45AJV?ABW VAHBD@0JVW 7 JV??N CDBA8>A5AAO 2 CB?VF8KAG E8EF5@G �5?8>BW 

�D8F0AVW. �A0E?V4B> J8I 0F0> DBEV?EP>0 EFBDBA0 BFD8@0?0 4BEFGC 4B 7A0KAB3B 

B1EO3G >BAHV45AJV?ABW VAHBD@0JVW, 7B>D5@0 FBD3V25?PA8I 4B>G@5AFV2 %,� F0 

�5?8>BW �D8F0AVW, O>V 73B4B@ «7?820?0» 2 VAHBCDBEFVD 4?O EBJV0?PAB-CB?VF8KAB3B 

F8E>G A0 1D8F0AEP>G 2?04G F0 7030?B@ 45EF01V?V70JVW E8FG0JVW G %CB?GK5AB@G 

�BDB?V2EF2V (482. �B40FB> �) («UK exposes attempted Russian cyber interference in 

politics and democratic processes», 2023). 

$B7G@VNK8 2EN E>?04AVEFP A0E?V4>V2 A55H5>F82ABW CB?VF8>8 VAHBD@0JV?ABW 

157C5>8, �5?8>0 �D8F0AVO 0>F82AB CDB4B26Gє DB7DB1>G F0 24BE>BA0?5AAO 

>B@C?5>EG 70IB4V2 MB4B CDBF84VW 703DB70@ 2 VAHBD@0JV?AB@G E5D54B28MV F0 

CBE8?5AAN E2BєW VAEF8FGJV?ABW ECDB@B6ABEFV G EH5DV 70I8EFG VAHBD@0JV?ABW 

157C5>8. -5 2 2011 DBJV A0  NAI5AEP>V? >BAH5D5AJVW 7 157C5>8 3?020 (BDVA "HVE0 

'. )5?3 70O282, MB �5?8>0 �D8F0AVO @0є A0@VD 0>F82AB ECD8OF8 CBLG>G 2V4CB2V45? 

A0 3?B10?PAV >V15D703DB78 V 7 JVєN @5FBN ECV2CD0JN20F8@5 7 EBN7A8>0@8 G 

�0L8A3FBAV, �5D?VAV, #0D86V F0 �0A15DDV (Hague, 2011). 

!0JVBA0?PA0 >V15DEFD0F53VO, CD8?AOF0 G 2022 DBJV, є 107B28@ ABD@0F82A8@ 

4B>G@5AFB@ �5?8>BW �D8F0AVW, O>8? 287A0K0є BEAB28 CB?VF8>8 VAHBD@0JV?ABW 

157C5>8 %CB?GK5AB3B �BDB?V2EF20. �07A0K5A8? EFD0F53VKA8? 4B>G@5AF 2EF0AB2?Nє 

>?NKB2V A0CDO@>8 F0 70240AAO 4?O DB1BF8 G >V15DCDBEFBDV 7 @5FBN 70157C5K5AAO 

157C5>8 F0 70I8EFG A0JVBA0?PA8I VAF5D5EV2. 

�C5DL5 A0JVBA0?PAG >V15DEFD0F53VN 1G?B CD8?AOFB G ?8EFBC04V 2011 DB>G, V 

>B6AV 5 DB>V2 EFD0F53VO BAB2?NєFPEO 2V4CB2V4AB 4B E2VFB28I F5A45AJV? F0 703DB7 

(«Cyber Security Strategy», 2011). �0DFB 707A0K8F8, MB >B6A0 >V15DEFD0F53VO 

287A0K0є >V15D0F0>8 O> A0?1V?PLG 703DB7G A0JVBA0?PAV? 157C5JV G 2EVI WW 0EC5>F0I, 

2>?NKAB 7 5>BAB@V>BN («National Cyber Security Strategy 2016 to 2021», 2016). ' 

4B>G@5AFV 2V4 2016 DB>G EHBD@G?PB20AB 0@1VFAG @5FG 3 7DB18F8 �5?8>G �D8F0AVN 

A52D07?82BN MB4B EGK0EA8I 703DB7 G J8HDB2B@G E5D54B28MV, 0 1D8F0AEP>V 

VAVJV0F828 3 @B45??N 4?O 3?B10?PA8I 7GE8?P 7 >V15D70I8EFG. 
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"EAB2A8? 25>FBD DB1BF8, O>8? 287A0K5A8? G BAB2?5AV? EFD0F53VW 2022 DB>G, 

CV4>D5E?Nє A0@VD %CB?GK5AB3B �BDB?V2EF20 70?8L0F8EO CDB2V4ABN 

>V15D45D602BN, 45@B>D0F8KABN F0 2V4CB2V40?PABN. %CDO@B20AVEFP A0 70I8EF F0 

CDBEG20AAO 2?0EA8I VAF5D5EV2 G >V15DCDBEFBDV 287A0K0єFPEO O> >?NKB28? 

>B@CBA5AF 4BEO3A5AAO A0JVBA0?PA8I JV?5?. *5 @B65 @VEF8F8 70IB48 MB4B 

>V15D157C5>8, CBE8?5AAO >V15D2V?EP>B28I @B6?82BEF5?, 70I8EFG >D8F8KABW 

VAHD0EFDG>FGD8 F0 D503G20AAO A0 >V15D703DB78. *V JV?V 2V4B1D060NFP EFD0F53VKAV 

CDVBD8F5F8 4?O DB728F>G F0 157C5>8 >D0WA8, 2D0IB2GNK8 EGK0EAV F5IAB?B3VKAV, 

5>BAB@VKAV F0 35BCB?VF8KAV 28>?8>8. %5D54 A8I F0>V:  

1. �57C5>0 F0 EFV?>VEFP 

 EF2BD5AAO 1V?PL 157C5KABW F0 EFV?>BW A0JVW, BDVєAFB20ABW A0 CV43BFB2>G 4B 

AB28I 703DB7 V D878>V2; 

 28>BD8EF0AAO >V15D@B6?82BEF5? 4?O 70I8EFG 3DB@04OA 2V4 7?BK8AABEFV, 

L0ID0?EF20 F0 45D602A8I 703DB7. 

2. *8HDB20 5>BAB@V>0 

 DB728FB> VAAB20JV?ABW F0 CDBJ2VF0NKBW J8HDB2BW 5>BAB@V>8; 

 DB7CB4V? @B6?82BEF5? 1V?PL DV2AB@VDAB CB 2EV? >D0WAV F0 E5D54 DV7AB@0AVFAB3B 

A0E5?5AAO. 

3. !0G>B2B-F5IAVKA0 A0445D6020 

 EF0AB2?5AAO A0G>B2B-F5IAVKABW A0445D6028, MB 28>BD8EFB2Gє 

FD0AEHBD@0JV?AV F5IAB?B3VW; 

 CV4FD8@>0 DB728F>G 1V?PL 5>B?B3VKAB3B F0 74BDB2B3B EGECV?PEF20. 

4. �?B10?PA8? 2C?82 F0 C0DFA5DEF2B 

 7@VJA5AAO 2C?82G A0 3?B10?PAV? 0D5AV; 

 0>F82A0 GK0EFP G HBD@G20AAV @0?1GFAVI @56 2V4>D8FB3B F0 EF01V?PAB3B 

@V6A0DB4AB3B CBDO4>G; 

 715D565AAO E2B1B48 4V? G >V15DCDBEFBDV («National Cyber Strategy 2022», 

2022). 

%FD0F53VO VAHBD@0JV?ABW 157C5>8, CD8?AOF0 G 2022 DBJV, �DGAFGєFPEO A0 

25?8>B@G CDB3D5EV, 4BEO3AGFB@G 2 D0@>0I !0JVBA0?PABW EFD0F53VW >V15D157C5>8 70 
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C5DVB4 2016-2021 DB>V2. � VAF53DB20AB@G B3?O4V JVєW EFD0F53VW 28>?045AB C'OFP 

«C5DLBK5D3B28I 4V?», O>V �5?8>0 �D8F0AVO 28>BD8EFB2Gє O> BEAB2AV JV?V 

EFD0F53VKAB3B C?0AG. �BA8 287A0K0NFP A0CDO@ V BD30AV70JVN >BA>D5FA8I 4V?, O>8I 

>D0WA0 @0є A0@VD 4BEO3F8 4B 2025 DB>G:  

- 7@VJA5AAO >V15DA5F8KABW 5>BE8EF5@8 %CB?GK5AB3B �BDB?V2EF20, VA25EF8JVW 

2 ?N45? V CV43BFB2>G >20?VHV>B20A8I >04DV2, CB3?81?5AAO C0DFA5DEP>8I 2V4ABE8A 

@V6 GDO4B@, A0G>B28@8 >B?0@8 F0 30?G77N; 

- CB1G4B20 G %CB?GK5AB@G �BDB?V2EF2V EFV?>BW V CDBJ2VF0NKBW J8HDB2BW 

5>BAB@V>8, 7A865AAO >V15DD878>V2, MB 4B72B?8FP >B@C0AVO@ BFD8@G20F8 

@0>E8@0?PAV 5>BAB@VKAV 283B48 2V4 28>BD8EF0AAO J8HDB28I F5IAB?B3V?, 

CV428M5AAO 157C5>8 3DB@04OA 2 VAF5DA5FV V 7@VJA5AAO WI 2C52A5ABEFV 2 70I8M5ABEFV 

WI C5DEBA0?PA8I 40A8I; 

- 4BEO3A5AAO ?V45DEF20 2 30?G7V F5IAB?B3V?, 68FFє2B 206?828I 4?O 

>V15D45D6028, A0DBMG20AAO CDB@8E?B2B3B CBF5AJV0?G F0 DB7DB1>0 @5I0AV7@V2, MB 

70157C5KGNFP 4BEFGC 4B @0?1GFAVI F5IAB?B3V?; 

- 7@VJA5AAO E2VFB2B3B ?V45DEF20 F0 2C?82G %CB?GK5AB3B �BDB?V2EF20 7 @5FBN 

HBD@G20AAO 1V?PL A04V?AB3B F0 2V4>D8FB3B @V6A0DB4AB3B CBDO4>G, ECV2CD0JO 7 

GDO4B28@8 F0 30?G7528@8 C0DFA5D0@8, B1@VA 4BE2V4B@ V 7A0AAO@8, A0 O>V EC8D0єFPEO 

>V15DCBFG6AVEFP %CB?GK5AB3B �BDB?V2EF20; 

- 28O2?5AAO, 457BD30AV70JVO F0 EFD8@G20AAO EGCDBF82A8>V2 7 @5FBN 

7@VJA5AAO 157C5>8 %CB?GK5AB3B �BDB?V2EF20 2 >V15DCDBEFBDV F0 1V?PL >B@C?5>EA5, 

>D50F82A5 F0 DGF8AA5 28>BD8EF0AAO 2EPB3B EC5>FDG 2065?V2, A0O2A8I G 

DB7CBDO465AAV %CB?GK5AB3B �BDB?V2EF20 («National Cyber Strategy 2022: Policy 

Paper», 2022). 

-B4B 1BDBFP18 7 457VAHBD@0JVєN F0 H5?>0@8, FB FGF �5?8>0 �D8F0AVO DB18FP 

0>J5AF A0 DB728F>G @54V03D0@BFABEFV E5D54 A0E5?5AAO. &0>, 73V4AB %FD0F53VW BA?0?A 

@54V03D0@BFABEFV, CD8?AOFBW 1D8F0AEP>8@ GDO4B@ 2 2021 DBJV, EC5JV0?PA5 A02K0AAO 

@5FB40@ F0 VAEFDG@5AF0@ DB72VAKG20AAO H5?>V2 CDB?4GFP 2K8F5?V F0 VALV 

CD0JV2A8>8  BE2VFAPBW EH5D8, O>V 73B4B@ 7@B6GFP C5D540F8 JV 7A0AAO @B?B4LB@G 

CB>B?VAAN, O>5 є A0?1V?PL 2D07?828@ 4B 457VAHBD@0JVW. #BFD510 2 F0>V? EFD0F53VW 
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28>?8>0A0 F8@, MB 73V4AB EBJBC8FG20AAO Ofcom, 40% 4BDBE?B3B A0E5?5AAO �5?8>BW 

�D8F0AVW A5 2B?B4Vє A028>0@8 4?O DB7CV7A020AAO H5?>V2. -5 3VDL0 E8FG0JVO 7 4VFP@8 

2V>B@ 4B 15 DB>V2. �D8F0AEP>8? GDO4 210K0є, MB EFD0F53VKA8@ DVL5AAO@ JVєW 

CDB1?5@8, B>DV@ 157CBE5D54APB DB1BF8 7 BA?0?A-C?0FHBD@0@8, 45 79O2?ONFPEO 

H5?>8, є DB728FB> G 4VF5? >D8F8KAB3B @8E?5AAO O> >?NKB2B3B HV?PFD0 2V4 

CDBC030A48 («Minister launches new strategy to fight online disinformation», 2021). 

-B4B 157CBE5D54APB3B D53G?N20AAO EH5D8 CBL8D5AAO VAHBD@0JVW BA?0?A F0 

1BDBFP18 7 457VAHBD@0JVєN, FB FGF >?NKB28@ є �0>BA �5?8>BW �D8F0AVW CDB BA?0?A 

157C5>G (Online Safety Bill), O>8? 1G2 CD8?AOF8? G 2023 DBJV. �VA CBE8?Nє 

2V4CB2V40?PAVEFP 25?8>8I VAHBD@0JV?A8I C?0FHBD@, F0>8I O> Google, X, Facebook, 

TikTok FBMB, 70 CBL8D5AAO A5CD02482B3B 01B L>V4?82B3B >BAF5AFG.  

">DV@ BK5284A8I «C?NEV2», 7B>D5@0 CD8@GE >B@C0AV?-04@VAVEFD0FBDV2 F0>8I 

C?0FHBD@ 2840?OF8 L>V4?828? >BAF5AF (CBDAB3D0HVO, H5?>8, CDBC030A40, >BAF5AF 

7 @B2BN 2BDB6A5KV, 7B1D065AAO 7AGM0AP A04 ?N4P@8 F0 F20D8A0@8 FBMB), 70>BA 

@VEF8FP V A87>G >BAFDB25DEV?A8I CB78JV?. &0>, 2VA 7B1B29O7Gє >B@C0AVW-

04@VAVEFD0FBD8 @5E5A465DV2, F0>8I O> Facebook Messenger, WhatsApp, Viber FBMB, 

VAEC5>FG20F8 70L8HDB20AV CD820FAV CB2V4B@?5AAO >BD8EFG20KV2 A0 CD54@5F 

28O2?5AAO >BAF5AFG 7 6BDEFB>8@ CB2B465AAO@ 7 4VFP@8. &0>0 28@B30 70>BAG 

EF028FP C8F0AAO CDB 715D565AAO CD820FABEFV >BD8EFG20KV2, A0 KB@G A03B?BLGNFP 

>B@C0AVW. !87>0 >B@C0AV? G65 70O28?8, MB 2BA8 D04L5 CB>8AGFP D8AB> �5?8>BW 

�D8F0AVW, AV6 7@VAOFP 2?0EAG CB?VF8>G >BAHV45AJV?ABEFV.  

�B4ABK0E 70 E8EF5@AV CBDGL5AAO 28@B3 Online Safety Bill 25?8>8@ >B@C0AVO@ 

703DB6Gє LFD0H G DB7@VDV 10% WI 3?B10?PAB3B 4BIB4G 01B HV>EB20A8? LFD0H G 

DB7@VDV 18 @?A HGAFV2 EF5D?VA3V2. �0 1V?PL5, >5DV2A8JF2B >B@C0AV?-04@VAVEFD0FBDV2 

BA?0?A- C?0FHBD@ @B65 1GF8 G29O7A5A5 70 BEB1?82B 7A0KAV CBDGL5AAO 28@B3 

1D8F0AEP>B3B 70>BAG (Rahman-Jones & Vallance, 2023). 

�?NKB2BN VAEF8FGJVєN %CB?GK5AB3B �BDB?V2EF20 7 C8F0AP 70157C5K5AAO 

VAHBD@0JV?ABW 157C5>8, 7B>D5@0 28@VDG >V15D157C5>8, є !0JVBA0?PA8? J5AFD 

>V15D157C5>8 (NCSC), 3B?B2ABN JV??N O>B3B є >V15D70I8EF >D8F8KAB 206?828I 4?O 

�D8F0AVW EG19є>FV2 O> 45D602ABW, F0> V CD820FABW HBD@ 2?0EABEFV. NCSC 1G2 
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70EAB20A8? 2 2016 DBJV F0 @0є E2BN LF01->20DF8DG 2 �BA4BAV («National Cyber 

Strategy 2022: Policy Paper», 2022; «About the NCSC», 1. 4.). 

 *5AFD B19є4AGє 2 EB1V 4BE2V4 F0>8I BD30AV70JV?: 

- CESG (Communications-Electronics Security Group) 3 A0JVBA0?PA8? 

F5IAVKA8? BD30A 7 C8F0AP 70157C5K5AAO 157C5>8 VAHBD@0JVW GDO4G �5?8>BW �D8F0AVW. 

�B3B 3B?B2A0 HGA>JVO CB?O30є 2 >BAEG?PFG20AAV BD30AV70JV? MB4B @5FB4V2 70I8EFG 

WIAPBW VAHBD@0JVW F0 VAHBD@0JV?A8I E8EF5@ 2V4 EGK0EA8I 703DB7. CESG 2V4B@8? 

E2BW@ 5>EC5DFA8@ CV4IB4B@ 4B >V15D157C5>8 F0 28>BD8EFB2Gє E2V? F5IAVKA8? 4BE2V4 

4?O A040AAO CBD04 F0 D5>B@5A40JV? MB4B 70I8EFG VAHBD@0JVW 2 GDO4B28I F0 

>B@5DJV?A8I E5>FBD0I («CESG», 1. 4.); 

- CERT-UK (Computer Emergency Response Team 3 UK) 3 J5 A0JVBA0?PA0 

>B@0A40 D503G20AAO A0 >B@C'NF5DAV A04728K0?AV E8FG0JVW G �5?8>V? �D8F0AVW. 

"EAB2AV HGA>JVW CERT-UK 2>?NK0NFP GCD02?VAAO A0JVBA0?PA8@8 VAJ845AF0@8 

>V15D157C5>8 F0 3BFB2AVEFP 4B D503G20AAO A0 A8I. *O >B@0A40 70157C5KGє 

>BBD48A0JVN F0 270є@B4VN @V6 DV7A8@8 EG1'є>F0@8 G 28C04>G >V15D0F0> K8 VAL8I 

A04728K0?A8I CB4V? 2 VAHBD@0JV?AV? EH5DV. CERT-UK ECDO@B20A0 A0 L284>G F0 

5H5>F82AG CDBF84VN >V15D703DB70@ F0 A040AAO CV4FD8@>8 BD30AV70JVO@ F0 GDO4B28@ 

EFDG>FGD0@ G D503G20AAV A0 >V15DVAJ845AF8 («UK launches first national CERT», 

2014); 

- *5AFDG 70I8EFG A0JVBA0?PABW VAHD0EFDG>FGD8, O>8? G 15D57AV 2023 DB>G 

EF02 !0JVBA0?PA8@ BD30AB@ 70I8EFG F0 157C5>8 (NPSA) («National Protective Security 

Authority», 1. 4.). 

%5D54 BEAB2A8I HGA>JV? NCSC E?V4 2V47A0K8F8 F0>V: 

- 70157C5K5AAO є48ABW FBK>8 >BAF0>FG 4?O DV7A8I EG1'є>FV2, F0>8I O> @0?V V 

E5D54AV CV4CD8є@EF20, 25?8>V BD30AV70JVW, 45D602AV GEF0AB28, 3DB@04EP>VEFP V 

45C0DF0@5AF8; 

- ECV2CD0JO 7 VAL8@8 CD02BBIBDBAA8@8 BD30A0@8, B1BDBAA8@8 BD30A0@8, 

DB72V4G20?PA8@8 E?G610@8 F0 E?G610@8 157C5>8 �5?8>BW �D8F0AVW, 0 F0>B6 7 

@V6A0DB4A8@8 C0DFA5D0@8 («About the NCSC», 1. 4.). 



 115 

"4A8@ V7 AB28I A0CDO@>V2 DB1BF8 NCSC EF0?B 4BE?V465AAO @B6?828I 

A0E?V4>V2 DB728F>G F5IAB?B3V? «LFGKAB3B VAF5?5>FG» F0 WI 2C?82G A0 >V15D157C5>G 

�5?8>BW �D8F0AVW. �3V4AB BJVA>8 !0JVBA0?PAB3B J5AFDG >V15D157C5>8, BCG1?V>B20ABW 

2 EVKAV 2024 DB>G, «LFGKA8? VAF5?5>F» A0?V@B2VDAVL5 71V?PL8FP >V?P>VEFP F0 

CBFG6AVEFP >V15D0F0> 2 A0?1?86KV 2 DB>8. "4AVєN 7 CD8K8A JPB3B є F5, MB 45D602AV 

F0 A545D602AV EG19є>F8, O>V E8EF5@0F8KAB EF2BDNNFP 703DB78 2 >V15DCDBEFBDV, G65 

0>F82AB 28>BD8EFB2GNFP ,� G 2?0EA8I BC5D0JVOI. &0>B6 G JPB@G >BAF5>EFV NCSC 

A07820є 2025 DV> C5D5?B@A8@, 0465 4B JPB3B DB>G, 70 BJVA>BN J5AFDG, 6B45A 

EG19є>F A5 7@B65 28>BD8EF0F8 ,� 4?O A04E>?04ABW, >B@C?5>EABW >V15D0F0>8, CDBF5 

G65 2 2025 DBJV V CVE?O APB3B DB728FB> F5IAB?B3V? G65 7@B65 40F8 >BD8EFG20K0@ ,� 

EGFFє2G C5D5203G CV4 K0E >V15DBC5D0JV? («The near-term impact of AI on the cyber 

threat», 2024). 

&0>B6 2 EFDG>FGDV VAEF8FGJV? >V15D157C5>8 �5?8>BW �D8F0AVW 20DFB 725DAGF8 

G203G A0 !0JVBA0?PAV E8?8 >V15D157C5>8 (The National Cyber Force, NCF) O> 

VAEF8FGJVN, O>0 157CBE5D54APB CDBF84Vє >V15D0F0>0@. �0EAB20A0 G 2020 DBJV, 

BD30AV70JVO  2V4CB2V40є 70 CDB2545AAO BC5D0JV? G >V15DCDBEFBDV, ECDO@B20A8I A0 

CDBF84VN, CV4D82, BE?01?5AAO F0 1BDBFP1G 7 4VO@8 F8I, IFB @B65 70240F8 L>B48 

%CB?GK5AB@G �BDB?V2EF2G 01B ?B3B EBN7A8>0@, 7 @5FBN 7@VJA5AAO 157C5>8 >D0WA8, 

0 F0>B6 70I8EFG F0 CDBEG20AAO VAF5D5EV2 %CB?GK5AB3B �BDB?V2EF20 2E5D548AV >D0WA8 

F0 70 WW @560@8. �B E>?04G NCF 2IB48FP C5DEBA0? E8? B1BDBA8 F0 DB72V4>8 

CD81?87AB 2 DV2AB@G ECV22V4ABL5AAV, MB 4B72B?Oє B1'є4A0F8 WIAV? 4BE2V4, D5EGDE8 

F0 CB2AB2065AAO 2 D0@>0I є48ABW EFDG>FGD8.  

NCF 70157C5KGNFP 4BEO3A5AAO 28EB>8I D57G?PF0FV2 4VO?PABEFV 2 VAF5D5E0I 

A0JVBA0?PABW 157C5>8, F0>8I O> ECD8OAAO B1BDBAV, CV428M5AAO 5>BAB@VKAB3B 

1?03BCB?GKKO %CB?GK5AB3B �BDB?V2EF20 F0 70CB1V30AAO E5D?B7A8@ 7?BK8A0@. 

�VO?PAVEFP NCF BIBC?Nє L8DB>8? 4V0C07BA 70IB4V2 3 2V4 F0>F8KA8I 4V? 4B 

EFD0F53VKA8I 70IB4V2 1BDBFP18 O> 7 45D602A8@8, F0> V 7 A545D602A8@8 EG1'є>F0@8. 

�IAO 4VO?PAVEFP CB4V?OєFPEO A0 FD8 BEAB2AV >0F53BDVW:  

1) CDBF84VO 703DB70@ 7 1B>G F5DBD8EFV2, 7?BK8AJV2 F0 45D602, O>V 

28>BD8EFB2GNFP �AF5DA5F 4?O CDB2545AAO FD0AE>BD4BAA8I BC5D0JV? 7 @5FBN 
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70CB4VOAAO L>B48 %CB?GK5AB@G �BDB?V2EF2G F0 VAL8@ 45@B>D0F8KA8@ 

EGECV?PEF20@;  

2) CDBF84VO 703DB70@ CBDGL5AAO >BAHV45AJV?ABEFV, JV?VEABEFV F0 4BEFGCABEFV 

40A8I F0 CBE?G3 G >V15DCDBEFBDV;  

3) CV4FD8@>0 1D8F0AEP>8I B1BDBAA8I BC5D0JV? F0 4BCB@B30 G 74V?EA5AAV 

7B2AVLAPBW CB?VF8>8 %CB?GK5AB3B �BDB?V2EF20 (A0CD8>?04, D503G20AAO A0 

3G@0AVF0DAV >D878 7 @5FBN 70I8EFG J82V?PAB3B A0E5?5AAO).  

"C5D0JVW NCF @B6GFP 28>BD8EFB2G20F8EO 4?O 2C?82G A0 B>D5@8I ?N45? F0 

3DGC, CV4D82G BA?0?AB28I F0 >B@GAV>0JV?A8I E8EF5@ F0 CBDGL5AAO 

HGA>JVBA0?PABEFV HV78KA8I E8EF5@. *5? 284 4VO?PABEFV K0EFB A07820NFP 

A0EFGC0?PA8@8 >V15DBC5D0JVO@8 («National Cyber Strategy 2022», 2022). 

�B CD8>?04G, *5AFD GDO4B2B3B 729O7>G �5?8>BW �D8F0AVW (GCHQ) 2C5DL5 

CV4F25D482 H0>F CDB2545AAO A0EFGC0?PA8I >V15DBC5D0JV? EC5JV0?VEF0@8 NCF. 

#BCD8 F5, MB G 72VFV GCHQ A5 1G?B GFBKA5AB, CDBF8 >B3B E0@5 1G?8 CDB2545AV 

BC5D0JVW, CDBF5 G 2V4B@EF2V A03B?BE8?8, MB NCF CV4FD8@Gє 2V?EP>B2V BC5D0JVW CDBF8 

F5DBD8EF8KA8I G3DGCB20AP, 0 F0>B6 74V?EANє >BAFD70IB48 CDBF8 2BDB68I 

457VAHBD@0JV?A8I >0@C0AV?, JV??N O>8I є 2FDGK0AAO 2 45@B>D0F8KA8? CDBJ5E 

2E5D548AV �D8F0AVW. -B4B A5A0720A8I JV?5? BC5D0JV?, FB FGF 20DFB 0>J5AFG20F8 

G203G, MB GCHQ 284V?8?0 �D0A F0 $BEVN O> 45D6028, O>V D53G?ODAB CDB2B4OFP 

BC5D0JVW 7 CBL8D5AAO 457VAHBD@0JVW.  

� >BAF5>EFV JPB3B 48D5>FBD *5AFDG GDO4B2B3B 729O7>G �5?8>BW �D8F0AVW 

�65D5@V (?5@VA3 70O282: «-B1 EF0F8 ECD024V 2V4CB2V40?PABN >V15D45D602BN G 

E2VFV, MB EF0є 2E5 1V?PL A5EF01V?PA8@ V 270є@BCB29O70A8@, 45D6028 CB28AAV @0F8 

@B6?82VEFP 7@030F8EO F0 >BA>GDG20F8 7 EGCDBF82A8>0@8 2 >V15DCDBEFBDV». *5 

E2V4K8FP CDB 3BFB2AVEFP �BA4BA0 A5 FV?P>8 70I8M0F8 2?0EA8? VAHBD@0JV?A8? 

CDBEFVD 2V4 7B2AVLAVI F0 2AGFDVLAVI 703DB7, 0?5 ? 0F0>G20F8 CD525AF82AB 2BDB6V 

VAHBD@0JV?AV E8?8 (Gooding, 2023). 

%?V4 707A0K8F8, MB BC5D0JVW NCF 74V?EANNFPEO 2V4CB2V4AB 4B 

7030?PAB287A0A8I CD02B28I ABD@, 2>?NKAB 7 �0>BAB@ 1994 DB>G CDB DB72V4G20?PAV 

E?G618 F0 �0>BAB@ 2016 DB>G CDB D53G?N20AAO CB2AB2065AP E?V4K8I BD30AV2. 
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%CB?GK5A5 �BDB?V2EF2B D0AVL5 KVF>B 70O2?O?B, MB 2BAB DB7DB1?Oє F0 DB73BDF0є 

@B6?82BEFV 2V4CB2V4AB 4B @V6A0DB4AB3B CD020. �VO?PAVEFP NCF CV4?O30є 

70F25D465AAN A0 @VAVEF5DEP>B@G DV2AV, EG4B2B@G F0 C0D?0@5AFEP>B@G A03?O4G, 

FB@G 1D8F0AEP>8? D568@ GCD02?VAAO >V15DBC5D0JVO@8 3 B48A V7 A0?EG2BDVL8I G 

E2VFV («National Cyber Strategy 2022», 2022). 

' E5DCAV 2019 DB>G G 1D8F0AEP>8I � � 1G?B BCD8?N4A5AB 40AV CDB 

EC5JV0?PA8? CV4DB74V? 1D8F0AEP>BW 0D@VW, 4B 70240AP O>B3B G2V?L?0 1BDBFP10 7 

3V1D84A8@8 703DB70@8 F0 >V15D0F0>0@8, O>V CBIB4OFP 2V4 DV7A8I F5DBD8EF8KA8I 

G3DGCB20AP. �VO?PAVEFP AB2B3B CV4DB74V?G EC5JV0?PA8I >V15DBC5D0JV?, 01B 6-BW 

�82V7VW (6 Div), 28IB48FP 70 @56V 728K0?A8I >V15DBC5D0JV? G 2V?EP>B2B@G >BAF5>EFV 

V 7BE5D546GєFPEO A0 CB2ABJVAAV? «VAHBD@0JV?AV? 2V?AV» 2 EBJV0?PA8I @5D560I. � FGF 

BEAB2A8@ EGCDBF82A8>B@ є $BEVO, O>0 C5D5F2BD8?0 CBL8D5AAO H5?>B28I AB28A V 

CB?VF8KABW CDBC030A48 K5D57 BEAB2AV EBJV0?PAV @54V0-C?0FHBD@8 A0 EFD0F53VKA8? 

5?5@5AF A0JVBA0?PABW 157C5>8. 

*5? AB28? >V15D2V44V? 2>?NK0є 5>EC5DFV2 7 VEAGNK8I CV4DB74V?V2 EC5JA07G 7 

E8?PA8@8 >V15DA028K>0@8, B1'є4AGє D5EGDE8 A0O2A8I CV4DB74V?V2, 7B>D5@0 1-W F0 11-

W 1D8304 729O7>G F0 1-W 1D83048 ECBEF5D565AAO F0 DB72V4>8. &GF 28>BD8EFB2GєFPEO 

CBє4A0AAO E8? EC5JV0?PAB3B CD87A0K5AAO F0 DB72V4G20?PA8I D5EGDEV2, ECDO@B20A8I 

A0 DB728FB> 0F0> 2 >V15DCDBEFBDV. ">DV@ FB3B, 6 Div F0>B6 DB7L8DNє E2BN @5D56G, 

A0@030NK8EP 70?GK8F8 AB25 CB>B?VAAO H0IV2JV2 2 EH5DV EBJV0?PA8I @54V0 (Doffman, 

2019). 

-5 B4AVєN BD30AV70JVєN, O>0 70?@0єFPEO CDBF84VєN >V15D7?BK8A0@, є 

!0JVBA0?PA0 @5D560 CD02BBIBDBAA8I BD30AV2 1BDBFP18 7 >V15D7?BK8AAVEFN (Law 

Enforcement’s National Cyber Crime Network). %F2BD5A0 2 C5DVB4 4VW !0JVBA0?PABW 

EFD0F53VW >V15D157C5>8 201632021 DB>G, BD30AV70JVO DB7DB18?0 C?0A8 

CB2AB@0ELF01AB3B >B@C?5>EAB3B D503G20AAO A0 >V15D7?BK8A8 V 3BFB20 4B 

DB73BDF0AAO 70IB4V2 D503G20AAO A0 BEAB2V DB72V4G20?PA8I 40A8I G 2V4CB2V4P A0 

1G4P-O>V HBD@8 >V15D0F0>, O>V A0JV?5AV CDBF8 ?N45?, BD30AV70JV? F0 JV?8I E5>FBDV2. 

*5 A0JVBA0?PA0 E8EF5@0, MB 4Vє A0 A0JVBA0?PAB@G, D53VBA0?PAB@G F0 @VEJ52B@G 

DV2AOI. ' WW 70240AAO 2IB4OFP A040AAO CV4FD8@>8 CBEFD0640?8@, A040AAO 4BCB@B38 
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ND848KA8@ F0 HV78KA8@ BEB10@ G 70157C5K5AAV E2BєW 157C5>8 F0 740FABEFV 4B 

L284>B3B 2V4AB2?5AAO, 0 F0>B6 CV428M5AAO 4Vє2BEFV >D8@VA0?PAB3B CD02BEG44O 

MB4B 7?BK8AJV2.  

!0JVBA0?PA8? CV4DB74V? 1BDBFP18 7 >V15D7?BK8AAVEFN (NCCU) G EFDG>FGDV 

!0JVBA0?PAB3B 035AFEF20 1BDBFP18 7V 7?BK8AAVEFN (NCA) 28EFGC0є G DB?V 

A0JVBA0?PAB3B >5DV2A8>0 F0 >BBD48A0FBD0 4VO?PABEFV 7 D503G20AAO A0 >V15D7?BK8A8. 

�VA EC8D0єFPEO A0 CV4FD8@>G @5D56V EC5JV0?V7B20A8I D53VBA0?PA8I CV4DB74V?V2 7 

1BDBFP18 7 >V15D7?BK8AAVEFN (RCCU), EF2BD5A8I G >B6AB@G 7 9-F8 CB?VJ5?EP>8I 

F5D8FBDV0?PA8I B>DG3V2 �A3?VW F0 '5?PEG, F0 4Vє G C0DFA5DEF2V 7 >B?530@8 7V %?G61 

CB?VJVW ,BF?0A4VW F0 #V2AVKABW �D?0A4VW, CV4DB74V?B@ CB 1BDBFP1V 7 

>V15D7?BK8AAVEFN %?G618 CB?VJVW �BA4BA0. �B @5D56V F0>B6 2IB4OFP 

EC5JV0?V7B20AV @VEJ52V CV4DB74V?8 1BDBFP18 7 >V15D7?BK8AAVEFN (LCCU), O>V є G 

E>?04V >B6ABW 7 43 CB?VJ5?EP>8I E?G61, 4VO?PAVEFP O>8I E8AIDBAV7Gє D53VBA0?PA8? 

>BBD48A0FBD. *V D53VBA0?PAV F0 @VEJ52V CV4DB74V?8 GCB2AB2065AV 74V?EAN20F8 

DB7E?V4G20AAO F0 C5D5E?V4G20AAO CD02BCBDGLA8>V2, 4BCB@030F8 >B@C0AVO@ F0 

CBF5DCV?8@ 70I8M0F8 E515 2V4 >V15D0F0>, 0 F0>B6 ECV?PAB 7 C0DFA5D0@8 70CB1V30F8 

70?GK5AAN 2D07?828I BEV1 4B 7?BK8AABW >V15D4VO?PABEFV. 

#Bє4AGNK8 E8EF5@8 7 VAAB20JV?A8@8 @B6?82BEFO@8 >D8@VA0?VEF8KABW 

5>EC5DF878, DB72V4>8 F0 B1@VAG 40A8@8, �5?8>0 �D8F0AVO EF2BDNє є48AG 

C?0FHBD@G, O>0 B19є4A0є GEV D53VBA0?PAV F0 A0JVBA0?PAV BD30A8 G EH5DV 

>V15D157C5>8. *O C?0FHBD@0 A040є A0JVBA0?PA8@ F0 D53VBA0?PA8@ CV4DB74V?0@ 

4BEFGC 4B 2EVI EC5JV0?V7B20A8I 28EB>BF5IAB?B3VKA8I 70EB1V2 F0 VAEFDG@5AFV2, MB 

C5D51G20NFP G DB7DB1JV. %5D54 @B6?82BEF5? 3 5H5>F82A5 ECV2DB1VFA8JF2B 7 

C0DFA5D0@8 2 EFDG>FGD0I 157C5>8 F0 DB72V4>8, 7B>D5@0 G EH5DV D503G20AAO A0 

7@VL0AV >D8@VA0?PAV 45D602AV 703DB78. �5DGNK8EP CD8AJ8CB@ «EF2BD8F8 B48A D07 

V A0702648, DB7DB18F8 A0JVBA0?PA8? DV25AP A0 >BD8EFP 2EVєW @5D56V 1BDBFP18 7 

>V15D7?BK8AAVEFN», �5?8>0 �D8F0AVO A040є 4BEFGC @VEJ528@ CV4DB74V?0@ 7 1BDBFP18 

7 >V15D7?BK8AAVEFN K5D57 D53VBA0?PA8I >BBD48A0FBDV2. *5? >B@C?5>EA8? CV4IV4 

265 70157C5KGє 7A0KAB 5H5>F82AVLG D50>JVN A0 >V15D703DB78. 
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 5D560 CD02BBIBDBAA8I BD30AV2, MB 1BD5FPEO 7 >V15D7?BK8AAVEFN, 

CDB4B268FP ECD8OF8 7@VJA5AAN >D8@VA0?PAB-CD02B28I 70IB4V2 CDBF8 

>V15D7?BK8AABEFV A0 DV7A8I DV2AOI 3 @V6A0DB4AB@G, A0JVBA0?PAB@G, D53VBA0?PAB@G 

F0 @VEJ52B@G. ">DV@ JPB3B, 1G4GFP 28>BD8EFB2G20F8EP DV7AB@0AVFAV 45EFDG>F82AV 

@5FB48, F0>V O>: 

 DB7DB1>0 EC5JV0?V7B20A8I 28EB>BF5IAB?B3VKA8I DB72V4G20?PA8I F0 

45EFDG>F82A8I >V15D@B6?82BEF5?; 

 28>BD8EF0AAO L8DB>BW @V6A0DB4ABW @5D56V NCA 4?O CV4FD8@>8 70IB4V2, 

CDB2545A8I C0DFA5DEP>8@8 >D0WA0@8, L?OIB@ A040AAO DB72V4G20?PA8I 40A8I 

F0 H0>F8KABW VAHBD@0JVW; 

 C5D5L>B460AAO BFD8@0AAN >D8@VA0?PA8@8 G3DGCB20AAO@8 CD81GF>G 2V4 

WIAPBW 4VO?PABEFV L?OIB@ CB7102?5AAO WI @B6?82BEFV >BD8EFG20F8EO 

>D8@VA0?PA8@8 D8A>B28@8 >0A0?0@8 F0 4BCB@V6A8@8 E5D2VE0@8; 

 70I8EF >D0WA 2V4 >V15D7?BK8AV2 L?OIB@ CBDGL5AAO HGA>JVBA0?PABEFV F0 

DG?AG20AAO VAHD0EFDG>FGD8, O>G 28>BD8EFB2GNFP 4?O 74V?EA5AAO 

>V15D7?BK8AV2; 

 >BAHVE>0JVO >D8CFB20?NF8 F0 VAL8I 0>F82V2, O>V є 4BIB40@8 2V4 >V15D7?BK8AV2 

(«National Cyber Strategy 2022», 2022). 

� BEF0AAV DB>8 GDO4 �5?8>BW �D8F0AVW 0>F82AB 2CDB2046Gє VAVJV0F828 7 

>V15D157C5>8, MB ECDO@B20AV A0 CV428M5AAO >V15D3V3VєA8 F0 CDBF84VN 

>V15D703DB70@. %5D54 J8I VAVJV0F82 20DFB 284V?8F8 «�AEFDG>JVN 7 10 >DB>V2», Cyber 

Essentials F0 CISP, MB @VEFOFP BEAB2AV 70IB48, O>V DV7AV BD30AV70JVW @B6GFP 26820F8 

4?O 70I8EFG E2BєW >V15DA5F8KABW 157C5>8. Industry 100 3 VAVJV0F820, O>0 ECD8Oє 

270є@B4VW @V6 3DB@04EP>VEFN F0 CD820FA8@ E5>FBDB@ 4?O 28DVL5AAO CDB1?5@ F0 

28>?8>V2 G EH5DV >V15D157C5>8. Exercise in a Box 3 J5 BA?0?A-VAEFDG@5AF, 

CD87A0K5A8? 4?O 287A0K5AAO 3BFB2ABEFV F0 EFV?>BEFV BD30AV70JV? 4B >V15D0F0>. �VA 

F0>B6 4B72B?Oє CD0>F8>G20F8 D503G20AAO 2 157C5KAB@G BFBK5AAV. 

�D0IB2GNK8 EPB3B4AVLAV D50?VW, A04728K0?AB 206?82B, MB1 O> H0IV2JV 7 

157C5>8, F0> V 728K0?AV >BD8EFG20KV CDBIB48?8 A02K0AAO 7 >V15D157C5>8. 'DO4 

�5?8>BW �D8F0AVW 70CGEF82 4BEF0FAPB 5H5>F82A8I F0 DB1BK8I VAVJV0F82 F0 DB7DB182 
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VAEFDG>JVW 4?O A040AAO 4BCB@B38 B>D5@8@ BEB10@ V BD30AV70JVO@ G 70I8EFV WIAPBW 

>V15D157C5>8 2 �AF5DA5FV (482. �B40FB> �) (Odebade & Benkhelifa, 1. 4.).  

�8E>GDE, O>8? 28>BD8EFB2Gє �BA4BA MB4B CDBF84VW A54BEFB2VDAV? VAHBD@0JVW 

G FD048JV?A8I F0 EBJV0?PA8I @54V0, 4BCB@030є �5?8>V? �D8F0AVW B1'є4A0F8 A02>B?B 

E515 EBN7A8>V2 A0 3?B10?PAB@G DV2AV (%,�, �0A04G, �2EFD0?VN F0 VA.) G D0@>0I 

VAVJV0F82 V7 70I8EFG ?V15D0?PAB3B E2VFB2B3B CBDO4>G. &0>V >DB>8 2V4CB2V40NFP >GDEG 

�BA4BA0 A0 «�?B10?PAG �D8F0AVN», 740FAG, 70 704G@B@ «1D5>78F5DV2», 70157C5K8F8 

%CB?GK5AB@G �BDB?V2EF2G CDB2V4AV @V6A0DB4AV CB78JVW CB70 @560@8 Є% («Global 

Britain in a Competitive Age: the Integrated Review of Security, Defence, Development 

and Foreign Policy», 2021). 

!B28? CD5@9єD-@VAVEFD �D8F0AVW $VLV %GA0>, BK5284AB, CDB4B268FP ?VAVN 

CBC5D54APB3B GDO4G MB4B D53G?N20AAO VAHBD@0JV?AB3B >BAF5AFG F0 70IB4V2 7 

CBE8?5AAO >V15D157C5>8 �D8F0AVW F0 WW EFD0F53VKA8I C0DFA5DV2. &0>, A0CD8>?04, 12 

EVKAO 2023 DB>G �5?8>0 �D8F0AVO F0 '>D0WA0 CV4C8E0?8 '3B4G CDB ECV2DB1VFA8JF2B 

G EH5DV 157C5>8. "EAB2AV CB?B65AAO 4B>G@5AFG EFBEGNFPEO ECV2CD0JV @V6 B1B@0 

>D0WA0@8 7 2CDB20465AAO 70IB4V2 4?O EFD8@G20AAO VAHBD@0JV?ABW 03D5EVW F0 

DB7>D8FFO 457VAHBD@0JVW, ECD8OAAO B1@VAG DB72V4G20?PA8@8 40A8@8 F0 

A0CD0JN20AAO ECV?PAB3B CDBFB>B?G EFD8@G20AAO F0 D503G20AAO A0 >V15D0F0>8 7 

1B>G $(, 0 F0>B6 CV428M5AAO @54V03D0@BFABEFV E5D54 3DB@04OA («'3B40 CDB 

ECV2DB1VFA8JF2B G EH5DV 157C5>8 @V6 '>D0WABN F0 %CB?GK5A8@ �BDB?V2EF2B@ 

�5?8>BW �D8F0AVW V #V2AVKABW �D?0A4VW», 2024). 

�A0KA0 G2030 CD84V?OєFPEO V D53G?N20AAN EH5D8 DB728F>G F0 28>BD8EF0AAO 

F5IAB?B3VW «LFGKAB3B VAF5?5>FG». ' ?8EFBC04V 2023 DB>G �5?8>0 �D8F0AVO, %,�, 

Є% F0 �8F0?, 0 F0>B6 M5 25 45D602 E2VFG CV4C8E0?8 C5DLG 45>?0D0JVN CDB 

A5157C5>G ,�. �D0WA8-CV4C8E0AF8 CB3B48?8EO 7 F8@, MB ,� EF0AB28FP CBF5AJV?AG 

A5157C5>G 4?O ?N4EF20. �204JOFP 2VEV@ >D0WA CV4C8E0?8 �5>?0D0JVN �?5FK?V CV4 K0E 

E0@VFG 7 157C5>8 >V15DCDBEFBDG, O>8? 1G?B CDB2545AB 2 �BA4BAV. '3B40 C5D5410K0є 

ECV?PAV 4BE?V465AAO 2 30?G7V >V15D157C5>8, A02VFP 70 G@B28 >BA>GD5AJVW @V6 %,� 

F0 �5?8>BN �D8F0AVєN 70 ?V45DEF2B 2 JV? 30?G7V. ">DV@ JPB3B, 45>?0D0JVO 287A0K0є 

157C5KA5, ?N48ABJ5AFD8KA5 F0 2V4CB2V40?PA5 28>BD8EF0AAO ,� O> 107B28? 
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CD8AJ8C DB728F>G V 28>BD8EF0AAO F5IAB?B3VW. �?O JPB3B 45D6028 270є@B4VOF8@GFP 

7 1V7A5EB@, A0G>B28@ E5D54B28M5@, 3DB@04EP>VEFN, 0 E0@ CDBJ5E DB728F>G 

F5IAB?B3VW @0є 1GF8 CDB7BD8@ F0 VA>?N782A8@ («The Bletchley Declaration by 

Countries Attending the AI Safety Summit, 1-2 November 2023», 2023). 

' 3DG4AV 2023 DB>G, 2 1D8F0AEP>B@G � � 1G?B BCG1?V>B20AB VAHBD@0JVN CDB 

A0@VD8 GDO4G >D0WA8 DB7DB18F8 «A04V?AV @5I0AV7@8», MB1 7GC8A8F8 CBL8D5AAO 

457VAHBD@0JVW 70 4BCB@B3BN ,� 265 4B CBK0F>G A0EFGCA8I 7030?PA8I 281BDV2, 

CDB2545AAO O>8I 70C?0AB20A5 A5 CV7AVL5 EVKAO 2025 DB>G (Landi, 2023). 

/> @8 @B65@B ECBEF5DV30F8, CBCD8 A0O2AVEFP 4B2B?V DB730?G65ABW @5D56V 

45D602A8I VAEF8FGJV? 4?O 1BDBFP18 7 >V15D703DB70@8 F0 457VAHBD@0JVєN, 0 F0>B6 

DB728AGFG ABD@0F82AB-CD02B2G 107G MB4B D53G?N20AAO J8I EH5D, �5D?VA F0 �BA4BA  

CDB4B26GNFP CD0JN20F8 A04 040CF0JVєN CB?VF8>8 VAHBD@0JV?ABW 157C5>8 4B 

EGK0EA8I VAHBD@0JV?AB-F5IAB?B3VKA8? D50?V?. �B>D5@0, B4A8@ V7 >?NKB28I DGLVW2 

CDBJ5EG 040CF0JVW є 03D5EVO $BEVW CDBF8 '>D0WA8, 0>F82A5 28>BD8EF0AAO �D5@?5@ 

VAHBD@0JV?AB3B CDBEFBDG 4?O CDB2545AAO E2BWI >V15DBC5D0JV? F0 

CDBC030A48EFEP>8I >0@C0AV?. �DV@ FB3B, �5?8>0 �D8F0AVO F0 !V@5KK8A0 ECV?PAB 

CD0JNNFP A04 GA5@B6?82?5AAO@ 28>BD8EF0AAO EGK0EA8I F5IAB?B3V?, 7B>D5@0 ,� 

2 EF2BD5AAV F0 CDBEG20AAV 2BDB68I VAHBD@0JV?A8I BC5D0JV?, JV??N O>8I є 

45EF01V?V70JVO EBJV0?PAB-CB?VF8KABW E8FG0JVW 2 Є2DBCV. �07A0K8@B, MB G 

24BE>BA0?5AAV 157C5>B2BW VAHBD@0JV?ABW CB?VF8>8 B1842V 45D6028 0>F82AB 

ECV2CD0JNNFP 7 (D0AJVєN, 28EFGC0NK8 є48A8@ HDBAFB@ G 1BDBFP1V 7 

457VAHBD@0JV?A8@8 A0D0F820@8 F0 >V15D0F0>0@8.  

 

 

�8A=>2:8 4> $>74V;C 2 
 

�AHBD@0JV?A0 157C5>0 EF0?0 >D8F8KA8@ 0EC5>FB@ O> A0JVBA0?PABW, F0> V 

@V6A0DB4ABW 157C5>8 2 EGK0EAB@G J8HDB2B@G E2VFV. �W 7A0K5AAO 7DBE?B K5D57 

DB728FB> VAHBD@0JV?A8I F5IAB?B3V?, 71V?PL5AAO >V?P>BEFV 40A8I, MB 

B1DB1?ONFPEO, V 7030?PA8? 2C?82 J8HDB2B3B E5D54B28M0 A0 2EV EH5D8 68FFO. 
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%5D54 >?NKB28I 0EC5>FV2 VAHBD@0JV?ABW 157C5>8 A0 DV2AV A0JVBA0?PABW CB?VF8>8 

@B6A0 28B>D5@8F8 F0>V: 

- >V15D70I8EF 3 70I8EF VAHBD@0JV?A8I E8EF5@ F0 @5D56 2V4 >V15D0F0>, MB є 

C5DLBK5D3B28@ 70240AAO@ A0JVBA0?PABW VAHBD@0JV?ABW 157C5>8. $B728FB> F0 

2CDB20465AAO 5H5>F82A8I >V15D70I8EA8I EFD0F53V? EF0NFP >D8F8KA8@8 4?O 

70CB1V30AAO >V15D703DB70@; 

- ?53VE?OJVO F0 D53G?N20AAO 3 DB7DB1>0 F0 CD8?AOFFO 70>BAV2 F0 CB?VF8>, MB 

D53G?NNFP B1DB1>G, 715DV30AAO F0 C5D540KG VAHBD@0JVW, ECD8Oє EF2BD5AAN 

CD02B2BW 1078 4?O VAHBD@0JV?ABW 157C5>8. *5 @VEF8FP 2 EB1V 70IB48 MB4B 

>BAHV45AJV?ABEFV, 4BEFGCG F0 >0DAB3B C5D5E?V4G20AAO 70 CBDGL5AAO CD028?; 

- 3DB@04OAEP>0 B1V7A0AVEFP 3 CV428M5AAO B1V7A0ABEFV 3DB@04OA MB4B 

VAHBD@0JV?A8I 703DB7 F0 >V15D157C5>8 2V4V3D0є 206?82G DB?P G 28O2?5AAV F0 

70CB1V30AAV EBJV0?PA8@ VA65A5DA8@ 0F0>0@ F0 457VAHBD@0JVW. 

%5D54 >?NKB28I 0EC5>FV2 VAHBD@0JV?ABW 157C5>8 A0 DV2AV @V6A0DB4ABW 

CB?VF8>8 @B6A0 284V?8F8: 

- @V6A0DB4A5 ECV2DB1VFA8JF2B 3 7030?PAV EF0A40DF8 F0 @5I0AV7@8 

ECV2DB1VFA8JF20 2 30?G7V >V15D157C5>8 ECD8ONFP B1@VAG VAHBD@0JVєN F0 

ECV?PA8@ 70IB40@ CDBF84VW >V15D703DB70@ @V6 >D0WA0@8; 

- >V15D48C?B@0FVO 3 EF0AB2?5AAO 48C?B@0F8KA8I 2V4ABE8A 2 >V15DCDBEFBDV EF0є 

206?828@ 0EC5>FB@ @V6A0DB4A8I 2V4ABE8A. $B7DB1>0 @V6A0DB4A8I ABD@ F0 

CD028? 4?O >V15DCDBEFBDG @B65 ECD8OF8 GA8>A5AAN >BAH?V>FV2; 

- @V6A0DB4AV BD30AV70JVW 3 BD30AV70JVW, F0>V O> Є%, !�&" F0 ""! 2V4V3D0NFP 

>?NKB2G DB?P G HBD@G20AAV @V6A0DB4A8I EF0A40DFV2 MB4B VAHBD@0JV?ABW 

157C5>8 F0 ECD8ONFP DB7DB1JV ECV?PA8I EFD0F53V?. 

� EGK0EA8I G@B20I DB7DB1>0 F0 DB7L8D5AAO 0DE5A0?G VAHBD@0JV?AB-

F5IAB?B3VKABW F0 VAHBD@0JV?AB-CE8IB?B3VKABW 71DBW 7G@B2?Nє 7@VA8 10?0AEG E8? G 

@V6A0DB4A8I 2V4ABE8A0I, HBD@GNK8 703DB78 A0JVBA0?PAV? F0 3?B10?PAV? 157C5JV, 

C5D5L>B460NK8 D50?V70JVW O> 7B2AVLAPBCB?VF8KA8I, F0> V 2AGFDVLAVI VAF5D5EV2 

45D602, F0 WI EF0?B3B DB728F>G. 
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' F0>8I G@B20I VAHBD@0JV?A0 157C5>0 EF0є >?NKB28@ K8AA8>B@ GECVLAB3B 

74V?EA5AAO 7B2AVLAPBCB?VF8KABW EFD0F53VW 45D6028 F0 70157C5K5AAO 157C5>8 

45D6028 2V4 7B2AVLAVI 703DB7 7030?B@, 2EF0AB2?NNK8 AB2V BDVєAF8D8 WW 

7B2AVLAPBCB?VF8KABW CB254VA>8, FD0AEHBD@GNK8 728KAV >D8F5DVW BJVA>8 DB?V F0 

ECV22V4ABL5AAO 2V?EP>B2BW @B3GFABEFV F0 CB?VF8KA8I @B6?82BEF5? G D50?V70JVW A0 

E2VFB2V? 0D5AV 35BCB?VF8KA8I VAF5D5EV2, 7VF>A5AAO O>8I C5D5F2BDNє VAHBD@0JV?A5 

CDBF81BDEF2B 70 ?V45DEF2B A0 VAHBD@0JV?AG 2V?AG. 
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$"���� 3 

�!("$ �*��!�� #$"%&�$ ($�!*'�Ь�"� $�%#'����� � 

�"!&��%&� Є�$"#��%Ь��) ���#��"��) �!�*��&�� 

 

3.1. !>@<0B82=V B0 V=AB8BCFV9=V :>=BC@8 157?5:>2>W ?>;VB8:8 (@0=FVW 2 
є2@>?59Aь:><C V=D>@<0FV9=><C ?@>AB>@V 

 

�AHBD@0JV?A0 157C5>0 @0є 25?8>5 7A0K5AAO G 70157C5K5AAV 70I8EFG 

>BAHV45AJV?ABEFV, JV?VEABEFV F0 4BEFGCABEFV VAHBD@0JVW. ' >BAF5>EFV 45D6028 J5 

EF0є >D8F8KA8@ 5?5@5AFB@ A0JVBA0?PABW 157C5>8 2 K0EF8AV 70I8EFG 2V4 7B2AVLAVI F0 

2AGFDVLAVI 703DB7. �AHBD@0JV?A0 157C5>0 є C5D54G@B2BN 4?O 5H5>F82AB3B 

HGA>JVBAG20AAO GDO4B28I GEF0AB2, CV4CD8є@EF2 F0 VAL8I BD30AV70JV?, 0 F0>B6 4?O 

70CB1V30AAO >V15D0F0>0@, 28FB>0@ VAHBD@0JVW F0 VAL8@ HBD@0@ >V15D703DB7. �DV@ 

FB3B, VAHBD@0JV?A0 157C5>0 206?820 4?O 715D565AAO 4B2VD8 3DB@04EP>BEFV 4B 

VAEF8FGFV2 45D6028 F0 CV4FD8@>8 EGECV?PEF20 7030?B@. �0157C5K5AAO A04V?ABW F0 

157C5KABW VAHBD@0JV?ABW VAHD0EFDG>FGD8 є >?NKB28@ 0EC5>FB@ EGK0EAB3B 

GCD02?VAAO F0 HGA>JVBAG20AAO DV7A8I EH5D 68FFє4VO?PABEFV. �D0IB2GNK8 

206?82VEFP F0 CDVBD8F5FAVEFP DB728F>G 40A8I A0CDO@>V2, GDO4 (D0AJVW 0>F82AB 

A0DBMGє «VAHBD@0JV?AV @9O78» 7 @5FBN A01GFFO EF0FGEG B4AB3B 7 ?V45DV2 2 

VAHBD@0JV?AV? EH5DV A0 35BCB?VF8KAV? 0D5AV. 

%PB3B4AV @8 @B65@B ECBEF5DV30F8, O> G >V15DCDBEFBDV DB72820єFPEO AB20 

DG?AV2A0 CD0>F8>0: 28>BD8EF0AAO �AF5DA5FG G 7?BK8AA8I JV?OI (>V15D7?BK8AAVEFP), 

7B>D5@0 F5DBD8EF8KA8I; CBL8D5AAO I81ABW VAHBD@0JVW F0 @0AVCG?N20AAO; 

LC83GAEF2B 2 CB?VF8KA8I 01B 5>BAB@VKA8I JV?OI; 0F0>8 A0 >D8F8KAG 

VAHD0EFDG>FGDG (FD0AECBDF, 5A5D35F8>0, 72'O7B> FBMB) G JV?OI E01BF06G.  

!0JVBA0?PA0 EFD0F53VO VAHBD@0JV?ABW 157C5>8 (D0AJVW, O>0 1G?0 CD8?AOF0 2 

2015 DBJV, I0D0>F5D87Gє >V15D0F0>8, MB 28IB4OFP 2V4 45D602A8I K8 A545D602A8I 

3DGC F0>8@ K8AB@:  

- A5 70?560FP 2V4 >BD4BAV2 F0 2V4EF0A5?;  
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- E>?04AB 2V4EF56GNFPEO (7?BK8AJV K0EFB 28>BD8EFB2GNFP G E2BWI JV?OI 

CDB@V6AV E8EF5@8 3 1BFA5F8 K8 CDB>EV);  

- 2V4ABEAB CDBEFV G 74V?EA5AAV F0 CB2'O70AV 4?O 7?BK8AJO 7 A57A0KA8@8 

28FD0F0@8 F0 D878>B@. �V15D0F0>8 ECDO@B20AV A0 F5, MB1 CBEF028F8 CV4 703DB7G 

157C5D51V?AG DB1BFG VAHBD@0JV?A8I E8EF5@ F0 E8EF5@ 72'O7>G, MB 

28>BD8EFB2GNFPEO A0E5?5AAO@, CV4CD8є@EF20@8 F0 04@VAVEFD0F82A8@8 

EFDG>FGD0@8, 0 F0>B6 HV78KAG JV?VEAVEFP VAHD0EFDG>FGD8, O>0 @0є >?NKB25 

7A0K5AAO 4?O 157C5>8 45D6028.  

�V15D157C5>0 @VEF8FP 2EV 4VW, O>V @B6GFP 1GF8 28>BD8EF0AV 4?O 70I8EFG 2V4 J8I 

0F0>. #BEFV?A5 CV428M5AAO DV2AO F0 VAF5AE82ABEFV >V15D0F0> 7@GE8?B BEF0AAV@8 

DB>0@8 1V?PLVEFP DB728A5A8I >D0WA 7@VJAN20F8 E2BN 740FAVEFP CDBF8EFBOF8 W@ F0 

70F25D48F8 A0JVBA0?PAV EFD0F53VW 2 30?G7V >V15D157C5>8. 

�AHBD@0JV?A0 CB?VF8>0 157C5>8 (D0AJVW ECDO@B20A0 A0 70I8EF 

VAHBD@0JV?AB3B CDBEFBDG >D0WA8. (D0AJVO 287A0є 206?82VEFP 740FABEFV 45D6028 

E0@BEFV?AB CD8?@0F8 DVL5AAO F0 26820F8 70IB4V2 MB4B 70I8EFG A0JVBA0?PABW 

157C5>8 2 G@B20I 3?B10?PABW J8HDB2BW F0 VAHBD@0JV?ABW EH5D. #B?VF8>0 

0>J5AFGєFPEO A0 JV?OI >V15D157C5>8, 7B>D5@0 A0 70I8EFV VAHBD@0JV?ABW 

VAHD0EFDG>FGD8 2V4 >V15D703DB7, O>V @B6GFP EF0AB28F8 A5157C5>G >D8F8KA8@ 

EH5D0@ HGA>JVBAG20AAO 45D6028. &0>0 EFD0F53VO 287A0K0є >BA>D5FAV 70IB48 F0 

CDVBD8F5F8 4?O 70157C5K5AAO 157C5>8 2 J8HDB2B@G E5D54B28MV >D0WA8 (French 

National Digital Security Strategy, 2015). 

�B CDVBD8F5FV2 VAHBD@0JV?ABW 157C5>8 (D0AJVW A0?568FP CBAOFFO «J8HDB28? 

EG25D5AVF5F», MB 2 40AB@G >BAF5>EFV 287A0K0єFPEO O> 740FAVEFP 45D6028 CD8?@0F8 

02FBAB@AV DVL5AAO F0 26820F8 70I8EA8I 70IB4V2 7 @5FBN 70157C5K5AAO A0JVBA0?PABW 

157C5>8 2 G@B20I 3?B10?V70JVW F0 VAHBD@0F870JVW EGECV?PEF20. &0>B6 25?8>0 G2030 

CD84V?OєFPEO 70I8EFG VAHBD@0JV?ABW VAHD0EFDG>FGD8 F0 VAHBD@0JV?AB3B 

E5D54B28M0 >D0WA8. *5 206?82B G 729O7>G 7 CBEFV?A8@ 2C?82B@ 45EFDG>F82ABW 

CDBDBEV?EP>BW CDBC030A48 V A5 FV?P>8 A0 VAHBD@0JV?A8? CDBEFVD 45D6028 F0 

@0AVCG?N20AAO@ 7B2AVLAV@8 E8?0@8 @0EB2BN E2V4B@VEFN HD0AJG7P>BW 

3DB@04EP>BEFV.  
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#D8>?04B@ @B65 1GF8 >0@C0AVO 7 457VAHBD@0JVW, A0D0F828 O>BW ?L?8 7 

�75D10?460AG, 0 @5FBN 1G?B CV4VD20F8 740FAVEFP (D0AJVW CDB25EF8 "?V@CV?EP>V V3D8 

2 2024 DBJV. �0@C0AVO CDB2B48?0EO 7 26 CB 27 ?8CAO 2023 DB>G 2 EBJV0?PAV? @5D56V 

X 7 CBE8?0AAO@8 A0 CD57845AFEP>G C0DFVN �75D10?460AG. �0 D57G?PF0F0@8 

DB7E?V4G20AAO, HD0AJG7P>8? BD30A CDBF84VW VAB75@AB@G 2C?82G Viginum 28O282, MB 

EG19є>F8, 1?87P>V 4B �75D10?460AG, 4VO?8 7 @5FBN 70240F8 L>B48 D5CGF0JVW (D0AJVW 

L?OIB@ WW 728AG20K5AAO G A5ECDB@B6ABEFV CDB25EF8 "?V@CV?EP>V F0 #0D0?V@CV?EP>V 

V3D8 G 2024 DBJV. �0@C0AVO, O>0 2>?NK0?0 HBFB3D0HVW F0 2V45B 7VF>A5AP @V6 

HD0AJG7P>BN CB?VJVєN F0 CDBF5EFG20?PA8>0@8, O>V 10K8?8 @V?P?BA8 ?N45?, 

CDBIB48?0 CV4 30E?B@ #boycottparis2024.  

' >BAF5>EFV JPB3B E?V4 707A0K8F8, MB 2V4ABE8A8 @V6 #0D865@ V �0>G 1G?8 

A0CDG65A8@8 2 BEF0AAV @VEOJV V CB3VDL8?8EO CVE?O FB3B, O> �0>G 27O2 CV4 >BAFDB?P 

D53VBA !03VDAB3B �0D010IG. #V4 K0E >0@C0AVW (D0AJVO A5B4ABD07B2B >D8F8>G20?0 

075D10?460AEP>G 2?04G 70 1?B>G20AAO �0K8AEP>B3B >BD84BDG, >?NKB2BW 4BDB38, O>0 

79є4AGє �VD@5AVN 7V ECVDA8@ 0A>?02B@ !03VDAB3B �0D010IG («French report flags 

Azeri-linked disinformation campaign targeting 2024 Olympics», 2023). 

%5D54 BEAB2A8I D878>V2 4?O VAHBD@0JV?ABW 157C5>8 #9OFBW $5ECG1?V>8 E?V4 

284V?8F8 >V15D703DB78. *5 CBOEANєFPEO F8@, MB >V15D7?BK8AAVEFP, VAF5DA5F-

LC83GAEF2B F0 I0>5DEP>V 0F0>8 A0 VAHD0EFDG>FGDAV B1'є>F8 DB73?O40NFPEO O> 

CBF5AJV?AV 703DB78 4?O >D8F8KAB 206?828I EH5D 68FFє4VO?PABEFV >D0WA8. 

#D8>?04B@ F0>BW 0F0>8 A0 >D8F8KAB 206?82V 1078 40A8I @B65 E?G3G20F8 >V15D0F0>0, 

74V?EA5A0 2 ?NFB@G 2023 DB>G CDBF8 @548KA8I 70>?04V2 F0 ?01BD0FBDV? (D0AJVW, O>V 

28>BD8EFB2G20?8 CDB3D0@A5 70157C5K5AAO >B@C0AVW Dedalus. /> A0E?V4B>, I0>5D8 

BFD8@0?8 4BEFGC 4B CBA04 500 F8E. @548KA8I ECD02 3DB@04OA (D0AJVW, 7B>D5@0 4B 

BEB18EF8I 40A8I C0JVєAFV2, WI 04D5E, F5?5HBAA8I AB@5DV2, V@5??V2, CBLFB28I 04D5E, 

AB@5DV2 EBJV0?PAB3B 70I8EFG, VAHBD@0JVW CDB F8C >DB2V, D57G?PF0FV2 F5EFV2 A0 

28O2?5AAO COVID-19 FBMB. !572060NK8 A0 F5, MB >B@C0AVO Dedalus 1G?0 

BLFD0HB20A0 70 A54BFD8@0AAO є2DBC5?EP>8I CB?B65AP GDPR CDB 70I8EF 40A8I, J5 

A5 7AV@0є C8F0AAO CDB 2D07?82VEFP >D8F8KABW VAHD0EFDG>FGD8, 7B>D5@0 @548KA8I 

107 40A8I, 4?O 7B2AVLAPB3B I0>5DEP>B3B 2FDGK0AAO (Chin, 2024b). 
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$B7G@VAAO >D8F8KABEFV >V15D703DB7 VEAGє ? A0 EGECV?PAB@G DV2AV 3 BC8FG20AAO 

Ipsos, CDB2545A5 G 2022 DBJV, CB>070?B, MB 66% HD0AJG7V2 70A5CB>BєAV, MB 7A0KA8? 

O45DA8? 01B CDB@8E?B28? F5IAB35AA8? VAJ845AF @B65 FD0C8F8EO G (D0AJVW E0@5 

K5D57 >V15D0F0>G A0 >D8F8KAG VAHD0EFDG>FGDG. �V?PL5 CB?B28A8 BC8F0A8I 

22060NFP D50?PABN 703DB7G C5D51BW2 5A5D3BCBEF0K0AAO, CDB1?5@8 7 A040AAO@ 

04@VAVEFD0F82A8I CBE?G3 E0@5 K5D57 7?BK8AAV 4VW 2 >V15DCDBEFBDV (�B40FB> �). 

�B4ABK0E 4BE?V465AAO CB>070?B, MB 48% 3DB@04OA (D0AJVW 265 707A0?8 I0>5DEP>8I 

0F0>, 0 31% 3 707A0?8 GECVLA8I >V15D0F0>. #DB1?5@BN є ? F5, MB 1V?PL5 CB?B28A8 

68F5?V2 (D0AJVW 22060NFP E515 E?01>B CBVAHBD@B20A8@8 MB4B FB3B, O> WI 

VAHBD@0JVO 70I8M5A0 2 �AF5DA5FV (482. �B40FB> �). �B4ABK0E HD0AJG7P>5 

EGECV?PEF2B @0є 4G65 A87P>8? DV25AP 4B2VD8 4B EBJ@5D56 F0 CBLG>B28I E8EF5@ 2 

�AF5DA5FV (482. �B40FB> �) («82% of French people say they are worried about the global 

risks of cyber-attacks», 2022). 

">DV@ JPB3B, 707A0K5A0 28M5 !0JVBA0?PA0 EFD0F53VO VAHBD@0JV?ABW 157C5>8 

287A0K0є L?OI8 DB728F>G V CD0>F8>8 70157C5K5AAO VAHBD@0JV?ABW 157C5>8 2 

45D602V. *O EFD0F53VO 1G?0 CD87A0K5A0 4?O EGCDB2B4G EGECV?PEF20 >D0WA8 G 

C5D5IV4AB@G CDBJ5EV 4B 28>BD8EF0AAO J8HDB28I F5IAB?B3V?, 0 F0>B6 4?O 70I8EFG 

2V4 AB28I 28>?8>V2 F0 703DB7, CB2'O70A8I V7 7@VABN G 28>BD8EF0AAV J8I F5IAB?B3V?. 

' JV? %FD0F53VW 284V?5AB 5 25>FBDV2 4VO?PABEFV:  

 30D0AFG20AAO EG25D5AVF5FG 45D6028; 

 GECVLA5 D503G20AAO A0 7?B2@8EAV 4VW 2 >B@C'NF5DA8I E8EF5@0I F0 @5D560I; 

 VAHBD@G20AAO L8DB>B3B 7030?G; 

 C5D5F2BD5AAO VAHBD@0JV?ABW 157C5>8 A0 >BA>GD5AFAG C5D5203G HD0AJG7P>8I 

CV4CD8є@EF2; 

 CV428M5AAO 2C?82G (D0AJVW A0 @V6A0DB4AV? 0D5AV («La France et la 

cybersécurité», 2022). 

*N EFD0F53VN 4BCB2A8?8:  

-  V6A0DB4A0 EFD0F53VO (D0AJVW 2 30?G7V VAHBD@0JV?A8I F5IAB?B3V?, O>0 1G?0 

CD575AFB20A0 @VAVEFDB@ Є2DBC8 F0 70>BD4BAA8I ECD02 A0CD8>VAJV 2017 DB>G. ' AV? 

G7030?PA5AB 2EV EFD0F53VKAV JV?V, O>V (D0AJVO CV4FD8@Gє 2 30?G7V VAHBD@0JV?A8I 



 128 

F5IAB?B3V? G FDPBI BEAB2A8I EH5D0I: GCD02?VAAO, 5>BAB@V>0 F0 157C5>0 («Stratégie 

internationale de la France pour le numérique», 2015). 

- %FD0F53VKA8? B3?O4 7 C8F0AP >V15D70I8EFG (�V?0 >A830) 3 B3?O4, E>?045A8? 

�5A5D0?PA8@ E5>D5F0D5@ 7 C8F0AP B1BDBA8 F0 A0JVBA0?PABW 157C5>8 70 4BDGK5AAO@ 

#D5@'єD-@VAVEFD0, 1G2 CD54EF02?5A8? A0 CBK0F>G 2018 DB>G. �VA, E5D54 VALB3B, 

287A0K0є 4B>FD8AG GCD02?VAAO >D870@8 2 EH5DV >V15D157C5>8, 0 F0>B6 DB7'OEANє JV?V 

A0JVBA0?PABW EFD0F53VW 2 30?G7V >V15D70I8EFG, CV4F25D46Gє 5H5>F82AVEFP 

HD0AJG7P>BW @B45?V F0 CB>?040є BEAB2AG 2V4CB2V40?PAVEFP G JV? 30?G7V A0 45D602G 

(«Revue stratégique de cyberdéfense», 2018). 

">D5@B E?V4 2V47A0K8F8 2V7VBA5DEP>8? I0D0>F5D VALB3B 107B2B3B 4B>G@5AFG 

(D0AJG7P>BW $5ECG1?V>8, O>8? 287A0K0є 10K5AAO #0D865@ CDBJ5EV2 2 >V15DCDBEFBDV 

3 2V4CB2V4P (D0AJVW A0 D57B?NJVN �5A0E0@1?5W ""! 73/27 «$B728FB> 2 EH5D0I 

VAHBD@0JVW F0 F5?5>B@GAV>0JV? 2 >BAF5>EFV @V6A0DB4ABW 157C5>8» F0 D57B?NJVN 

73/266 «#DBEG20AAO 2V4CB2V40?PABW CB254VA>8 45D602 2 >V15DCDBEFBDV 2 >BAF5>EFV 

@V6A0DB4ABW 157C5>8».  

�3V4AB 7 JVєN 2V4CB2V44N, (D0AJVO A5 210K0є CBFD518 2 EF2BD5AAV ND848KAB 

7B1B29O7GNKB3B @V6A0DB4AB3B VAEFDG@5AFG 4?O D53G?N20AAO CDBJ5EV2 2 

>V15DCDBEFBDV. &0>B6 #0D86 A0CB?O30є A0 70EFBEG20AAV @V6A0DB4AB3B 

3G@0AVF0DAB3B CD020 CD8 CDB2545AAV >V15DBC5D0JV? 2 G@B20I 71DB?A8I >BAH?V>FV2. 

�B>D5@0, @V6A0DB4AV 0>FBD8, O>V CDB2B4OFP F0>V BC5D0JVW, A0 4G@>G (D0AJVW, 

7B1B29O70AV DB7DV7AOF8 2V?EP>B2V F0 A52V?EP>B2V B19є>F8 F0 4BFD8@G20F8EO CD8AJ8CG 

3G@0AABEFV (2V4@B20 2V4 0F0> J82V?PABW VAHD0EFDG>FGD8). �07B2BN V45єN 2V7VW 

(D0AJVW є 70157C5K5AAO 4?O ?N45? 2 �AF5DA5FV 4BFD8@0AAO CD02 F0 E2B1B4 FVєN K8 

VALBN @VDBN, O> G D50?PAB@G HV78KAB@G E2VFV («France9s response to Resolution 73/27 

and Resolution 73/266», 2019). 

�AHBD@0JV?AV F5IAB?B3VW 4540?V 3?81L5 CDBA8>0NFP G EGECV?PAV EH5D8, MB 

ECD8K8AOє 7A0KA5 7DBEF0AAO DV7AB3B DB4G >V15D703DB7. &5C5D GD07?82VEFP K8 

70I8M5AVEFP VAHD0EFDG>FGD8 ��&, @B6?82VEFP 28FB>G 40A8I EF0є G@B2BN 

A54DG6APB3B K8 2V425DFB 2BDB6B3B VAHBD@0JV?AB3B 2C?82G A0 VAL8I EG1'є>FV2 

@V6A0DB4AB-CD02B28I 2V4ABE8A. ' 72'O7>G 7 J8@ A0 A0?1?86KG C5DEC5>F82G CV4 
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CBFD518 >V15D157C5>8 (D0AJVW 70>?045AB 4B40F>B2V 1N465FAV 0E83AG20AAO, 0 F0>B6 

71V?PL5AB K8E5?PAVEFP EC5JV0?V7B20A8I >04DV2. /> 28C?820є 7 BEF0AAPB3B «�0>BAG 

CDB 2BєAA5 C?0AG20AAO», 4B 2025 DB>G A0 J8HDB2G B1BDBAG #9OFBW $5ECG1?V>8 1G45 

284V?5AB 1,6 @?D4 є2DB (G C5DVB4 201432019 DD. J5? CB>07A8> E>?0402 1 @?D4); 

>V?P>VEFP «>V15DH0IV2JV2» G E8EF5@V  VAVEF5DEF20 71DB?A8I E8? 7DBEF5 CD81?87AB 7 

2,5 4B 4 F8E. BEV1. "EAB2A8@ D5J8CVєAFB@ EF0A5 >B@0A4G20AAO COMCYBER, 

(CBEF02?5A5 G CDO@5 CV4CBDO4>G20AAO A0K0?PA8>G �5A5D0?PAB3B LF01G), 0 F0>B6 

7B2AVLAO DB72V4>0 (DGSE) F0 �B?B2A5 GCD02?VAAO B71DBєAP (DGA) («POUR UNE 

COORDINATION DE LA CYBERDÉFENSE PLUS OFFENSIVE DANS LA LOI DE 

PROGRAMMATION MILITAIRE 2024-2030», 1. 4.). 

">DV@ JPB3B, G 2021 DBJV CD57845AF (D0AJVW B3B?BE82 CDB C?0A8 284V?5AAO 

500 @?A є2DB HVA0AEB2BW CV4FD8@>8 45D602A8@ GEF0AB20@ F0 CD820FA8@ 

CV4CD8є@EF20@ 4?O CB>D0M5AAO 2?0EABW >V15D157C5>8. *N CV4FD8@>G F0>B6 

C?0AGєFPEO 28>BD8EFB2G20F8 4?O DB7DB1>8 EGK0EA8I DVL5AP CDBF84VW >V15D703DB70@ 

(Nussbaum, 2021). 

$B1?OFPEO >DB>8 A07GEFDVK VAAB20JV?A8@ CV4CD8є@EF20@. �?040 DB7D0IB2Gє 

28>BD8EF0F8 CBF5AJV0? @0?40AK8>0 «French Tech», O>8? B1'є4AGє HD0AJG7P>V 

EF0DF0C8 (7B>D5@0 ? G EH5DV ��&): G 2017 DBJV �.  0>DBA CBB1VJO2 2>?0EF8 2 ?B3B 

DB728FB> 5 @?D4 є2DB A0 3 DB>8; 4?O A5W 6 1G2 CB1G4B20A8? B48A V7 A0?1V?PL8I G 

E2VFV 1V7A5E-VA>G10FBDV2 «Station F». &0>B6 70 GK0EFN #D57845AF0 (D0AJVW EF2BD5AB 

MBDVKAG >BAH5D5AJVN «(D0AJG7P>8? J8HDB28? 45AP», O>0 @0є A0 @5FV B1'є4A0F8 

CV4CD8є@JV2, CDB3D0@VEFV2, IT-6GDA0?VEFV2, FBMB (Rolland, 2019). � G ?8EFBC04V 2019 

DB>G GDO4 CV4C8E02 FD8DVKA8? C0>F CDB CB3?81?5AAO >V15DECV2CD0JV 7 ?V45D0@8 

A0JVBA0?PAB3B 2V?EP>B2B-CDB@8E?B2B3B >B@C?5>EG 4 Airbus, Dassault, Thales, 

Naval Group F0 VAL8@8 (Filippone, 2019). 

�A0>B2BN CB4VєN EF0?B CD8?AOFFO G 2021 DBJV %FD0F53VW >V15D157C5>8 (D0AJVW 

A0 2021-2025 DB>8, O>0 F5C5D H0>F8KAB є 107B28@ 4B>G@5AFB@ 4?O C?0AG20AAO 

CB?VF8>8 45D6028 G >V15DCDBEFBDV. �BA0 C5D5410K0є 71V?PL5AAO 4B 2025 DB>G 

4BIB4V2 HD0AJG7P>8I >B@C0AV?, O>V EC5JV0?V7GNFPEO A0 >V15D70I8EFV, 4B 25 @?D4 

є2DB A0 DV> (G 2019 DBJV J5? CB>07A8> EF0AB282 7,3 @?D4 є2DB). #?0AGєFPEO F0>B6 
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242VKV 71V?PL8F8 >V?P>VEFP >V15DH0IV2JV2 3 4B 75 F8E. F0 EF2BD8F8 G (D0AJVW O> 

@VAV@G@ 3 >B@C0AVW-«є48ABDB38» G EH5DV >V15D157C5>8 (EF0DF0C8, O>V 70 >BDBF>8? 

CDB@V6B> K0EG 4BEO3?8 >0CVF0?V70JVW G CBA04 1 @?D4 4B?0DV2) (Hentzen, 2021). 

'65 A0 28>BA0AAO JVєW EFD0F53VW 2 ?NFB@G 2022 DB>G 2 #0D86V 1G?B 2V4>D8FB 

�V15D>0@CGE (Campus Cyber). �VA B19є4A02 @0?65 1700 EC5JV0?VEFV2 >V15D157C5>8 7 

45D602ABW F0 CD820FABW EH5D, A0G>B2B3B E5D54B28M0 («Campus Cyber», 1. 4.). �I 

>?NKB25 70240AAO 3 DB7DB1>0 F0 2CDB20465AAO AB28I DVL5AP 7 CBE8?5AAO 

>V15D157C5>8. �?040 (D0AJVW DB7D0IB2Gє, MB B19є4A0AAO 7GE8?P 45D6028 F0 

CD820FAB3B E5>FBDG 4B72B?8FP 7DB18F8 (D0AJVN B4A8@ V7 ?V45DV2 Є2DBC8 2 

5H5>F82ABEFV CDBF84VW >V15D703DB70@ («France launches «cyber city» to pool resources 

for better digital security», 2022). 

!0 F5IAVKAB@G F0 BC5D0F82AB@G DV2AV 5H5>F82ABEFV HD0AJG7P>BW E8EF5@8 

VAHBD@0JV?ABW 157C5>8 ECD8Oє A87>0 VAEF8FGJV?, E5D54 O>8I 20DFB 284V?8F8:  

-  (D0AJG7P>5 035AFEF2B 157C5>8 VAHBD@0JV?A8I E8EF5@ (ANSSI), O>5 1G?B 

EF2BD5AB G 2009 DBJV.  �35AFEF2B є A0JVBA0?PA8@ BD30AB@, O>8? 2V4CB2V40є 70 

>V15D157C5>G, 70CB1V30AAO (G FB@G K8E?V 7 ABD@0F82AB-CD02B2BW FBK>8 7BDG) F0 

D503G20AAO A0 IT-VAJ845AF8 2 E8EF5@0I EFD0F53VKAB 206?828I GEF0AB2. ">DV@ JPB3B, 

�35AFEF2B 2V4CD0JPB2Gє GCD02?VAAO G >D87B28I E8FG0JVOI A0 A0JVBA0?PAB@G DV2AV. 

� 035AFEF2V CD0JNє 600 BEV1 V ?B3B LF0F CDB4B26Gє 7DBEF0F8 («Agence nationale de 

la sécurité des systèmes d'information», 2024). 

-   VAVEF5DEF2B 71DB?A8I E8? 28>BAGє CB42V?AG @VEVN V7 70I8EFG @5D56, MB 

70157C5KGNFP ?B3B 4VO?PAVEFP, F0 7 VAF53D0JVW J8HDB2BW CDBF84VW G 2V?EP>B2V BC5D0JVW. 

� @5FBN CV4FD8@>8 4VO?PABEFV @VAVEF5DEF20 A0 CBK0F>G 2017 DB>G GDO4 (D0AJVW 

EF2BD82 ,F01 >V15D70I8EFG (COMCYBER), C5D540A8? CV4 >B@0A4G20AAO 

A0K0?PA8>0 LF01G B71DBєA8I E8? («Le commandement de la cyberdéfense 

(COMCYBER)», 1. 4.). 

-   VAVEF5DEF2B 2AGFDVLAVI ECD02 2545 1BDBFP1G 7 GEV@0 HBD@0@8 

>V15D7?BK8AABEFV, ECDO@B20ABW CDBF8 A0JVBA0?PA8I GEF0AB2 F0 VAF5D5EV2, EG1'є>FV2 

3BECB40DN20AAO F0 HV78KA8I BEV1. �?O JPB3B @VAVEF5DEF2B BC8D0єFPEO A0 J5AFD0?PAV 

E?G618 F0 F5D8FBDV0?PAV @5D56V A0JVBA0?PABW CB?VJVW, A0JVBA0?PABW 60A40D@5DVW F0 
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E8? 2AGFDVLAPBW 157C5>8. �@ 4BDGK5AB 2545AAO E?V4KBW 4VO?PABEFV 7 @5FBN 

28O2?5AAO F0 CD8FO3A5AAO 4B 2V4CB2V40?PABEFV >V15D7?B2@8EA8>V2. *V E?G618 F0>B6 

15DGFP GK0EFP G CDBHV?0>F8KAV? F0 VAHBD@0JV?AV? DB1BFV 7 2V4CB2V4A8@8 

>0F53BDVO@8 3DB@04OA («Sur internet», 1. 4.). 

-B4B  VAVEF5DEF20 2AGFDVLAVI ECD02 (D0AJVW F0 ?B3B 4VO?PABEFV 7 CDBF84VW 

>V15D703DB70@, JV>02BN є DB1BF0 F0> 720A8I >V15DC0FDG?PA8I 3 EC5JV0?VEFV2 7 

>V15D157C5>8. &0> G 2022 DBJV �.  0>DBA 70O282 CDB EF2BD5AAO CD8  VAVEF5DEF2V 

EC5JV0?PABW L>B?8 7 CV43BFB2>8 H0IV2JV2 4?O CDBF84VW >V15D0F0>0@, 0 F0>B6 CDB 

EF2BD5AAO 1500 CBE04 >V15DC0FDG?PA8I. �024O>8 J8@ >DB>0@ #D57845AF (D0AJVW 

C?0AGє EF2BD8F8 CB2ABJVAA8? H0IB28? >?0E EC5JV0?VEFV2, MB 4B72B?8FP 7A0KAB 

CBE8?8F8 >V15D157C5>G 45D6028. ">DV@ JPB3B, 2 D0@>0I JVєW 6 DB1BF8 7 

>V15DD5HBD@8  VAVEF5DEF20 2AGFDVLAVI ECD02 C?0AGєFPEO EF2BD8F8 «30DOKG ?VAVN», 

CB472BA82L8 A0 O>G ?N48, O>V CBEFD0640?8 2V4 4V? 7?B2@8EA8>V2 2 >V15DCDBEFBDV, 

7@B6GFP BFD8@0F8 >BAEG?PF0JVN MB4B FB3B, O> W@ 4VOF8 2 WI >BA>D5FAV? E8FG0JVW. 

&0>8? CV4IV4 E2V4K8FP CDB A0@030AAO �.  0>DBA0 EF2BD8F8 F0>G E8EF5@G 

VAHBD@0JV?ABW 157C5>8 (D0AJVW, O>0 1 2D0IB2G20?0 O> 206?82VEFP 70I8M5ABEFV 

45D602A8I VAHBD@0JV?A8I E8EF5@, F0> V 1G?0 1 5H5>F82A8@ M8FB@ 4?O 

157CBE5D54APB 3DB@04OA (D0AJG7P>BW $5ECG1?V>8 («' (D0AJVW A015DGFP 4B40F>B2B 

1500 «>V15DC0FDG?PA8I», 2022). 

/> @8 265 707A0K0?8 D0AVL5, E5D54 EFD0F53VKA8I D878>V2 VAHBD@0JV?ABW 

157C5>8 2 (D0AJVW 28B>D5@?NєFPEO >V15DF5DBD87@, BE>V?P>8 K5D57 251E0?F8 

D50?V7GєFPEO CDBC030A40 F5DBD87@G, 74V?EANNFPEO CE8IB?B3VKAV 2C?828 A0 

HD0AJG7P>5 EGECV?PEF2B, CDB2B48FPEO 25D1G20AAO CD8I8?PA8>V2 F5DBD8EF8KA8I 

BD30AV70JV?, 2545FPEO CBLG> HVA0AEB28I D5EGDEV2 V C?0AGNFPEO F5DBD8EF8KAV 0>JVW. 

(0IV2JV CV4>D5E?NNFP, MB F5DBD8EF8 0>F82AB CBL8DNNFP 45EFDG>F82AG 

VAHBD@0JVN K5D57 @0E-@54V0, O>0 45F0?PAB 28E2VF?Nє F5D0>F8, E8FG0JVW 7 

70IBC?5AAO@ 70DGKA8>V2, D50>JVN 2?048 A0 70O28 F5DBD8EF8KA8I G3DGCB20AP, G 

F0>8? ECBEV1 71V?PLGNK8 B1EO3 A530F82AB3B >BAF5AFG F0 CV4E8?NNK8 CD8EGFAVEFP 

F5DBD8EF8KA8I 3DGC 2 VAHBD@0JV?AB@G E5D54B28MV >D0WA8.  
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"4A8@ V7 CD8>?04V2 28>BD8EF0AAO F5DBD8EF0@8 >V15DVAEFDG@5AFV2 4?O 0F0>8 

A0 (D0AJVN EF0?0 @0EB20A0 >V15D0F0>0 A0 E0?F8 2V4B@8I HD0AJG7P>8I @54V0, E5D54 

O>8I Le Parisien, Marianne F0 20 Minutes, O>0 1G?0 74V?EA5A0 2 EVKAV 2015 DB>G. �0 

40A8@8 HD0AJG7P>8I 2V?EP>B28I, 70 JVєN 0F0>BN EFBO?8 «VE?0@VEFEP>V I0>5D8», 0, 

7030?B@, WI JV??N 1G?B 1?87P>B 20 F8E. HD0AJG7P>8I 251E0?FV2. �07A0K0єFPEO, MB 

0F0>0 1G?0 CDB2545A0 A0 F?V 2L0AG20AAO (D0AJVєN 65DF2 F5DBD8EF8KA8I A0C04V2 G 

#0D86V, O>V 2V41G?8EP 7-9 EVKAO 2015 DB>G (Rawlinson, 2015). 

�B FB3B 6 5>EC5DF8 G 30?G7V VAHBD@0JV?ABW F0 >V15D157C5>8 (D0AJVW 2>07GNFP 

A5 ?8L5 A0 7B2AVLAV K8AA8>8 2C?82G A0 VAHBD@0JV?AG VAHD0EFDG>FGDG, 0?5 F0>B6 

A0 45EFDG>F82AG 4VO?PAVEFP F0>8I EG1'є>FV2, O> H01D8>8 «1BFV2» F0 «FDB?V2», 

CDBC030A4G F0 3V1D84AG 2V?AG. �BA8 D5>B@5A4GNFP GDO4B28@ 035AJVO@ (D0AJVW 

EF2BD8F8 J5AFD0?V7B20A8? BD30A, O>8? 70?@0F8@5FPEO 1BDBFP1BN 7 «H5?>B28@8» 

AB28A0@8, CDB2B48F8@5 ECDBEFG20AAO F0 CBC5D5460F8@5 CBL8D5AAO 

@0AVCG?OF82A8I CB2V4B@?5AP 2 VAHBD@0JV?AB@G CDBEFBDV 45D6028 (Robin, 2023). 

#D8>?04B@ F0>BW 2BDB6BW 457VAHBD@0JV?ABW 4VO?PABEFV @B65 E?G3G20F8 

EC5JBC5D0JVO $BEVW 2 D0@>0I VAHBD@0JV?ABW >0@C0AVW «Doppelgänger», O>0 1G?0 

CDB2545A0 2 2023 DBJV. � D0@>0I A5W CDB>D5@?V2EP>V 3DGC8 EF2BDN20?8 H5?>B2V >BCVW 

E0?FV2 2V4B@8I HD0AJG7P>8I � �, GDO4B28I D5EGDEV2 F0 CBL8DN20?8 H5?>B28? 

>BAF5AF, DB7@VM5A8? A0 J8I E0?F0I, 7 4BCB@B3BN @5D56V 1BFV2 G F0>8I EBJV0?PA8I 

@5D560I O> Facebook F0 X. %5D54 2840AP, >BCVW E0?FV2 O>8I 1G?B EF2BD5AB, F0>V 

2V4B@V @54V0 O> Le Parisien, Le Figaro, Le Monde, 20 Minutes, 0 F0>B6 E0?F 

 VAVEF5DEF20 Є2DBC8 F0 70>BD4BAA8I ECD02 (D0AJVW. �07A0K8@B, MB HD0AJG7P>0 

2?040 28O28?0, MB 4?O CBL8D5AAO 457VAHBD@0JVW 28>BD8EFB2G20?8EP F0>B6 

BHVJV?AV D5EGDE8 CBEB?PEF20 $BEVW G (D0AJVW, 0 F0>B6 EFBDVA>8 DBEV?EP>8I 

>G?PFGDA8I J5AFDV2. 

�0 E?B20@8 D5KA8>0  VAVEF5DEF20 Є2DBC8 V 70>BD4BAA8I ECD02 (D0AJVW �AA8-

�?5D �560A4D: «& JO >0@C0AVO 45@BAEFDGє 3V1D84AG EFD0F53VN $BEVW, ECDO@B20AG 

A0 CV4D82 45@B>D0F8KAB3B CDBJ5EG F0 HD0AJG7P>8I 45@B>D0F8KA8I VAEF8FGJV?. *V 

4VW A53V4AV CBEFV?AB3B K?5A0 $048 �57C5>8 ""!» (Dönmez, 2023). 



 133 

!5 @B6A0 A5 73040F8 BEAB2AV VAEF8FGJVW 7 CDBF84VW 457VAHBD@0JVW G (D0AJVW. 

%?V4 2V4@VF8F8 2V44V? J8HDB28I DB7E?V4G20AP Agence France Presse (AFP), 

70EAB20A8? G 2017 DBJV, O>8? 7 K0EB@ DB728AG2EO G A0?1V?PLG 2 E2VFV @5D56G 

6GDA0?VEFV2-H0>FK5>5DV2. �0D07 G AFP CD0JNє CBA04 140 H0>FK5>5DV2 A0 5 

>BAF8A5AF0I, O>V BIBC?NNFP 1V?PL5 30 >D0WA V 28>BD8EFB2GNFP 24 @B28. *V 

H0>FK5>5D8 CBEFV?AB 270є@B4VNFP 7 VAL8@8 6GDA0?VEF0@8 2 @5D56V AFP. 

!0CD8>?04, G 2022 DBJV 1G?B CDB2545AB CBA04 1236 H0>FK5>V2, 2>?NK0NK8 

A5GC5D5465AV, 4840>F8KAV V 465D5?PAV DB7E?V4G20AAO DV7AB@0AVFA8I HBD@0FV2, 

7B>D5@0 HBFB3D0HVW, 2V45B F0 VAL8I 465D5?, 2 D57G?PF0FV O>8I 1G?B 28O2?5AB 

2VDGEA8? >BAF5>EF, MB EFBEG202EO 2V?A8 2 '>D0WAV F0 VAL8I CB4V? («AFP Factuel», 

2024). 

!5 @5AL 206?82G DB?P 2V4V3D0є 'CD02?VAAO 7 D53G?N20AAO 0G4VB2V7G0?PA8I 

F0 J8HDB28I >B@GAV>0JV? (ARCOM), O>5 1G?B EF2BD5A5 G 2022 DBJV L?OIB@ 

B1'є4A0AAO �8MBW D048 0G4VB2V7G0?G (CSA) V �8MB3B BD30AG 7 DB7CB2EN465AAO 

VAHBD@0JVW F0 70I8EFG CD02 2 �AF5DA5FV (HADOPI). 'CD02?VAAO 74V?EANє DB7CB4V? 

?VJ5A7V?, 70157C5KGє 4BFD8@0AAO CD02 02FBDV2 F0 28>BA0AAO 70>BAB402EF20, 7B>D5@0 

70>BAV2, ECDO@B20A8I A0 1BDBFP1G 7 @0AVCG?N20AAO@ VAHBD@0JVєN, 

A5A028EA8JP>8@ 2@VEFB@, 7@VJA5AAO@ CD8AJ8CV2 $5ECG1?V>8 V CDBF84VєN 

A0E8?PEF2G CDBF8 6VAB>. &0>B6 1G?B 70CDBCBAB20AB, MB1 ARCOM EF02 BEAB2BN 

4?O BA?0?A-C?0FHBD@ 7 @5FBN 2CDB20465AAO �>FG CDB J8HDB2V CBE?G38 (DSA) G 

(D0AJVW («ARCOM», 2024). 

$040 6GDA0?VEFEP>BW 5F8>8 F0 CBE5D54A8JF20 (CDJM) 28EFGC0є CBE5D54A8>B@ 

@V6 6GDA0?VEF0@8, @54V0, VAHBD@0JV?A8@8 035AFEF20@8 F0 3DB@04EP>VEFN G 2EVI 

C8F0AAOI, CB2'O70A8I 7 6GDA0?VEFEP>BN 5F8>BN, 2>?NKAB 7 4BEFB2VDAVEFN H0>FV2. �W 

K?5A8 CB4V?ONFPEO A0 FD8 >B?53VW, O>V CBDV2AG CD54EF02?5AV 2 >5DV2A8I BD30A0I: 

6GDA0?VEF8, � � F0 3DB@04EP>VEFP. &0>, 1G4P-O>8? 3DB@04OA8A @B65 725DAGF8EO 4B 

$048 CDJM, O>0 GI20?Nє DVL5AAO A570?56AB 2V4 CB?VF8KA8I K8 5>BAB@VKA8I 

2C?82V2 («CONSEIL DE DÉONTOLOGIE JOURNALISTIQUE ET DE 

MÉDIATION», 2024). 
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!5GDO4B20 BD30AV70JVO « V6 DO4>0@8» (Entre les lignes) CD54EF02?Oє EB1BN 

0EBJV0JVN VAHBD@0JV?ABW F0 @54V03D0@BFABEFV (IML), O>0 1G?0 70EAB20A0 M5 G 2010 

DBJV 6GDA0?VEF0@8 Agence France-Presse F0 Reuters. �EBJV0JVO CB>?040єFPEO A0 

@5D56G 7 CBA04 200 6GDA0?VEFV2-2B?BAF5DV2 4?O CDB2545AAO E5@VA0DV2 G (D0AJVW F0 

70 >BD4BAB@. -BDB>G « V6 DO4>0@8» CDB2B48FP >V?P>0 EBF5AP 2BD>LBCV2, 2 O>8I 

15DGFP GK0EFP F8EOKV @B?B48I ?N45? («ASSOCIATION D9ÉDUCATION AUX 

MÉDIAS ET À L9INFORMATION», 2024). 

(BA4 �5>0DF0 (Fondation Descartes)  3 J5 A570?56A8? 1030FB48EJ8C?VA0DA8? 

4BE?V4A8JP>8? VAEF8FGF, MB EC5JV0?V7GєFPEO A0 C8F0AAOI, CB2'O70A8I 7 VAHBD@0JVєN 

F0 CG1?VKA8@8 4510F0@8 2 5CBIG �AF5DA5FG F0 EBJV0?PA8I @5D56. (BA4 @0є 

2AGFDVLAN >B@0A4G, O>0 CDB2B48FP 4BE?V465AAO 4?O 1V?PL 3?81B>B3B DB7G@VAAO 

CDBJ5EV2 28DB1A8JF20, DB7CB2EN465AAO F0 BFD8@0AAO VAHBD@0JVW («Fondation 

Descartes», 2024). 

�06?825 @VEJ5 2 70157C5K5AAV VAHBD@0JV?ABW 157C5>8 F0 CBC5D5465AAV 

457VAHBD@0JV?A8I 2C?82V2 G HD0AJG7P>B@G @54V0CDBEFBDV CBEV40є  V6A0DB4A0 

H0>FK5>VA3B20 @5D560 (IFCN). %C8EB> K?5AV2 IFCN G (D0AJVW, B>DV@ AFP Factuel, 

2>?NK0є F0>V BD30AV70JVW: 

- 20 Minutes Fake off, O>0 є 4BKVDAPBN >B@C0AVєN 157>BLFB2ABW MB45AABW 

3075F8 20 Minutes; 

- Check News/Libération, CB29O70A0 7 ?V2BJ5AFD8EFEP>BN MB45AABN 3075FBN 

Libération; 

- France 24 Observers, MB CD8>DVC?5A0 4B 70>BD4BAAB3B 3DB@04EP>B3B 

F5?5>0A0?G France 24; 

- Franceinfo.fr, CB29O70A8? 7 45D602A8@ D04VB>BAEBDJVG@B@ Radio France; 

- Les Décodeurs/Le Monde, CD8є4A0A8? 4B CDB2V4ABW MB45AABW 3075F8 Le 

Monde; 

- Les Surligneurs, A5GDO4B20 BD30AV70JVO, MB EC5JV0?V7GєFPEO A0 >BD5>JVW 

70>BAG; 
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- Les Vérificateurs/LCI-TF1, 0HV?V?B20A8? 7 CD820FA8@ F5?5>0A0?B@ TF1 F0 

?B3B 4BKVDAPBN >B@C0AVєN AB28A («DISINFORMATION LANDSCAPE IN 

FRANCE», 2023). 

 &0>B6 E?V4 73040F8 CDB Viginum 3 J5 HD0AJG7P>8? EC5JV0?PA8? 45D602A8? 

BD30A CDBF84VW VAB75@AB@G 2C?82G, MB 4Vє 2V4 ?8CAO 2021 DB>G CV4 53V4BN 

�5A5D0?PAB3B E5>D5F0DV0FG 7 C8F0AP B1BDBA8 F0 A0JVBA0?PABW 157C5>8 (SGDSN). 

"EAB2A0 @5F0 Viginum CB?O30є G 28O2?5AAV F0 F8CB?B3V70JVW CV4B7DV?B3B 

DB7CB2EN465AAO B@0A?82B3B K8 2BDB6B3B >BAF5AFG A0 J8HDB28I C?0FHBD@0I, O>5 

@B65 EFBEG20F8EO VAB75@A8I 0>FBDV2, MB @0NFP A0@VD 70240F8 L>B48 (D0AJVW F0 WW 

VAF5D5E0@. �06?82BN BEB1?82VEFN Viginum є A0O2AVEFP 5F8KAB3B V A0G>B2B3B 

>B@VF5FG, O>8? 4BFD8@GєFPEO EG2BD8I ABD@ 70>BAB402EF20 («Service de vigilance et 

protection contre les ingérences numériques étrangères», 2022). 

%5D54 CD8>?04V2 5H5>F82ABW DB1BF8 Viginum EF0?B 28O2?5AAO 2 ?NFB@G JPB3B 

DB>G B7A0> CV43BFB2>8 AB2BW DBEV?EP>BW 457VAHBD@0JV?ABW >0@C0AVW, O>0 @0є A072G 

«Portal Kombat». %CDO@B20A0 CDBF8 !V@5KK8A8, (D0AJVW, #B?PMV F0 VAL8I 

є2DBC5?EP>8I 45D602, 2BA0 C5D5410K0?0 EF2BD5AAO A0 HV>F82A8I 251E0?F0I 

H5?>B2B3B >BAF5AFG, O>8? 73B4B@ @02 1GF8 CBL8D5A8? DBEV?EP>8@8 1BF0@8 2 

EBJ@5D560I. �?O JPB3B $BEVO EF2BD8?0 197 E0?FV2 HD0AJG7P>BN, AV@5JP>BN, 

CB?PEP>BN F0 0A3?V?EP>BN @B20@8. #BCD8 F5, MB 7A0KA0 K0EF8A0 J8I E0?FV2 @0є 

A87P>8? FD0HV> 2V42V4G20AP, 0?5, 70 BJVA>BN Viginum, 2 1G4P-O>8? @B@5AF JV 

EFBDVA>8 @B6GFP 1GF8 0>F82B20AV $BEVєN 4?O HBDEG20AAO CBL8D5AAO 

457VAHBD@0JVW. *5 BEB1?82B 0>FG0?PAB 2 G@B20I CV43BFB2>8 є2DBC5?EP>8I >D0WA 4B 

281BDV2 2 Є2DBC0D?0@5AF, O>V 70C?0AB20AV A0 K5D25AP 2024 DB>G («France uncovers a 

vast Russian disinformation campaign in Europe», 2024). 

�AL8? GECVLA8? >5?E DB1BF8 Viginum EFBEGєFPEO 28O2?5AAO F0 D503G20AAO A0 

DBEV?EP>G 457VAHBD@0JV?AG >0@C0AVN «Doppelgänger», 70CGM5AG $BEVєN G 2022 DBJV 

4?O 45EF01V?V70JVW EBJV0?PAB-CB?VF8KABW E8FG0JVW 2 >D0WA0I �0IB4G. &0>, A0 F?V 

CBE8?5AAO 71DB?AB3B >BAH?V>FG @V6 �7D0W?5@ F0 #0?5EF8ABN G 2023 DBJV $BEVO 

VAHBD@0JV?AB 0F0>G20?0 (D0AJVN L?OIB@ @0EB20AB3B DB7CB2EN465AAO 3D0HVFV 7V 

7B1D065AAO@ 7VDB> �02840 A0 1G4V2?OI G #0D86V. �0 D57G?PF0F0@8 DB7E?V4G20AAO 
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Viginum, 2V4CB2V40?PABN 70 JV 0>JVW є $BEVO, O>0 CG1?V>G20?0 HBFB3D0HV? 3D0HVFV F0 

CBL8DN20?0 WI 2 EBJV0?PA8I @5D560I. �B>D5@0, 1G?B 28O2?5AB @5D56G 7 CBA04 1000 

1BFV2 2 EBJ@5D56V X, O>V 7DB18?8 CBA04 2500 CG1?V>0JV? 7 F53B@ #StarsOfDavid. 

#D02BBIBDBAA8@8 BD30A0@8 (D0AJVW 1G?B 70FD8@0AB 4 BEV1, 7 O>8I 2-є 3DB@04OA 

 B?4B28, 70 CV4B7DBN G DB7CB2EN465AAV CBA04 250 3D0HVFV 7VDB> �02840. &0>V 4VW 

@B6GFP DB7C0?8F8 702BDGL5AAO G (D0AJVW A0 F?V EC?5E>G 0AF8E5@VFEP>8I 4V? 7 

CBK0F>G 2V?A8 �7D0W?N F0 )� �%. 

 VAVEF5DEF2B 70>BD4BAA8I ECD02 (D0AJVW 28E?B28?B 60?P F0 70EG465AAO 

F0>8I 4V?, 287A02L8 WI «J8HDB28@ 2FDGK0AAO@ CDBF8 (D0AJVW».  �% 22060є J5 

ECDB1BN $BEVW 28>BD8EFB2G20F8 «@V6A0DB4AG >D87G» 4?O DB7C0?N20AAO 

A0CDG65ABEFV F0 2A5E5AAO C?GF0A8A8 2E5D548AV >D0WA8 (Caulcutt, 2023). 

"4A0>, (D0AJVO 2545 0>F82AG DB1BFG G 1BDBFP1V 7 457VAHBD@0JVєN F0 

A040AAO@ B1'є>F82ABW VAHBD@0JVW 3DB@04EP>BEFV A0 F?V 2V?A8 @V6 �7D0W?5@ F0 

#0?5EF8ABN.  #DBJ5E 28O2?5AAO F0 DB7>D8FFO H5?>V2 2>?NK0є DB1BFG H0>FK5>5DV2, 

0A0?V7 @54V?A8I 465D5? F0 ECV2CD0JN 7 @V6A0DB4A8@8 C0DFA5D0@8. &0>, A0CD8>?04 

5>EC5DF8 AFP 28O2?ONFP A87>G 457VAHBD@0JV?A8I A0D0F82V2 G 28E2VF?5AAV 

2V?EP>B28I 4V? 7 1B>G �7D0W?N F0 #0?5EF8A8. �V45B @0EB28I D0>5FA8I G40DV2 CB 

#0?5EF8AV, O>5 A5MB402AB 1G?B DB7CB2EN465AB, 28O28?BEO H0?PL828@, 7 

28>BD8EF0AAO@ 0AV@0JV?A8I >04DV2 7 2V45B3D8 Arma 3 («Video game clips 

misleadingly shared amid Israel-Hamas war», 2023). 

(D0AJVN A5 B@8AG?0 I28?O 457VAHBD@0JVW, MB BIBC8?0 A5MB402AB Є2DBCG G 

72'O7>G 7 C0A45@VєN COVID-19, 2V?ABN 2 '>D0WAV, 703BEFD5AAO@ >BAH?V>FG @V6 

�7D0W?5@ F0 #0?5EF8ABN, 7@VA0@8 >?V@0FG FBMB. �>FBD8 457VAHBD@0JVW L284>B 

C5D5IB4OFP 2V4 B4AVєW F5@8 4B VALBW, D503GNK8 A0 DB73BDF0AAO A0JVBA0?PA8I F0 

@V6A0DB4A8I >D87. !0CD8>?04, >D870 «6B2F8I 68?5FV2» EF0?0 C52A8@ 

>0F0?V70FBDB@ 4?O CB?OD870JVW 3DB@04EP>BW 4G@>8. 

� H5AB@5AB@ «6B2F8I 68?5FV2» (D0AJVO 2C5DL5 7VF>AG?0EO A0CD8>VAJV 2018 

DB>G. �B JPB3B DGIG 2IB48?8 C5D5206AB CDBEFV @5L>0AJV (D0AJVW F0 3DB@04OA8 V7 

@0F5DV0?PA8@ EF0AB@ A86K8@ 70 E5D54AV? >?0E. #D82B4B@ 4B CDBF5EFV2 EF02 DV7>8? 

DVEF JVA A0 C0?82B G 729O7>G 7V 71V?PL5AAO@ 0>J87G. "4A0> DGI «6B2F8I 68?5FV2» 
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4BE8FP L284>B 7@VA82 25>FBD 7 CDBF84VW A0@VD0@ GDO4G CV428M8F8 0>J878 A0 

15A78A, 4875?PA5 C0?PA5 F0 @0EF8?B A0 28@B3G CDBF5EFG20?PA8>V2 CV428M8F8 

>GCV25?PAG ECDB@B6AVEFP E5D54APB3B >?0EG F0 4V?L?B A02VFP 4B ECDB1 2V4EF02>8 

K8AAB3B #D57845AF0 �.  0>DBA0, D5?F8A3 O>B3B 707A02 A530F82A8I A0E?V4>V2 

2A0E?V4B> CDBF5EFV2. �5O>V 4BE?V4A8>8 CD8CGE>0NFP, MB CDBF5EF8 HD0AJG7V2 

CD54EF02?ONFP EB1BN AVMB VAL5, O> V?NEFD0JVN B4AVєW 7 3?B10?PA8I >D87 

?V15D0?PABV̈ 45@B>D0FVV̈, ?B>0?PA8@8 CDBO20@8 O>BV̈ є CD02V E8?8 2 '3BDM8AV F0 

#B?PMV, �D5>7VF G �5?8>V8̆ �D8F0AVV̈, CBCG?VEF8 2 �D5JVV̈, �F0?VV̈ F0 �2EFDVV̈ (Schifrin, 

2017). 

/>MB CB4828F8EO A0 J5? H5AB@5A 7 BD30AV70JV?ABW F0 F5IAVKABW EFBDVA, FB 

@B6A0 CB@VF8F8, MB DGI «6B2F8I 68?5FV2» DB728202EO CB4V1AB 4B 0CDB1B20ABW 

EI5@8 «0D01EP>BW 25EA8» 2011 DB>G. � E0@5 28>BD8EF0AAO H?5L@B1V2, EBJV0?PA8I 

@5D56, @VF8A3V2, O>V CDBIB4OFP B4ABK0EAB 2 DV7A8I @VEJOI. ' (D0AJVW 4BEV 

DB7E?V4GNFP @B6?82G CD8K5FAVEFP $BEVW 4B BD30AV70JVW 0>JV? CDBF5EFG «6B2F8I 

68?5FV2». *8@ C8F0AAO@ 70?@0єFPEO �5A5D0?PA8? E5>D5F0DV0F 7 B1BDBA8 F0 

A0JVBA0?PABW 157C5>8 3 @V62V4B@K0 EFDG>FGD0, O>0 CV472VFA0 CD5@'єD-@VAVEFDG. 

+5D57 CB2V4B@?5AAO CDB K8E?5AAV H5?>B2V 0>0GAF8 2 EBJV0?PA8I @5D560I, O>V 1G?8 

28>BD8EF0AV 4?O CV4FD8@>8 45@BAEFD0AFV2, CBK0?BEO DB7E?V4G20AAO. $0AVL5 

1D8F0AEP>0 3075F0 Times, CBE8?0NK8EP A0 4BE?V465AAO >B@C0AVW New Knowledge, 

CB2V4B@8?0 CDB F8EOKV 0>0GAFV2, BEB1?82B 2 EBJ@5D56V X, O>V 28E?B2?N20?8 

CV4FD8@>G «6B2F8@ 68?5F0@». �BE?V4A8>8 A5 28>?NK0NFP, MB JV 0>0GAF8 @B6GFP 

1GF8 CB2'O70AV 7 $BEVєN («' (D0AJVW 282K0NFP CD8K5FAVEFP $( 4B DGIG «�B2FV 

68?5F8», 2018). 

�GDA0?VEF G>D0WAEP>B3B 2840AAO «'>D0WAEP>0 CD0240» "?5>EV? �D0FGM0> 

22060є, MB $BEVO 28>BD8EFB2G20?0 H5?>B2V 0>0GAF8. !0 ?B3B 4G@>G, 3B?B2ABN 

@5FBN VAHBD@0JV?ABW EC5JBC5D0JVW 4?O �D5@?O 1G?B:      

-  G D0@>0I CV43BFB2>8 28O28F8 L?OI8 DB7CB2EN465AAO VAHBD@0JVW. �06?82B 

7A0F8, MB є A0?1V?PL 5H5>F82A8@ 4?O CBL8D5AAO CDBC030A48 F0 H5?>V2. $BEVOA8 

@0?8 7@B3G 7A0?F8 E?01>V ?0A>8 G>D0WAEP>B3B VAHBD@0JV?AB3B CDBEFBDG 



 138 

28>BD8EFB2GNK8 «"HVJV?A8? @0AVH5EF» 2V4 «6B2F8I 68?5FV2» F0 EF25D48F8EO, O>8@ 

K8AB@ � � 7A0IB4OFP F0 CBL8DNNFP VAHBD@0JVN; 

-  CB2A5 01B K0EF>B25 CDB2545AAO @54V0-BC5D0JVW. +0EF8A0 3DB@04OA '>D0WA8, 

MB «VAHV>G20?8EP» JVєN VAHBD@0JVєN, 1G?8 2C52A5AV G 1060AAV @VF8A3G20?PA8>V2 

28IB4G (D0AJVW 7 Є% F0 !�&". !0E?V4>0@8 JPB3B EF0?0 ECBF2BD5A0 4G@>0 2 3B?B20I 

G>D0WAJV2 CDB F5, MB HD0AJG7P>B@G A0E5?5AAN AV18FB A01D84?B, MB WI >D0WA0 є 

K?5AB@ @V645D602A8I B19є4A0AP. !0EFGCA8@ >DB>B@ є CBL8D5AAO F578: «!0MB 

'>D0WAV CD8є4AG20F8EO 4B !�&" F0 Є%, O>MB HD0AJG7P>V 3DB@04OA8 IBKGFP 

28IB48F8 72V4F8?» (�8E5?PB2 & �BD4GA, 2019). 

(D0AJVO 7VF>AG?0EO 7 E5D?B7A8@8 28>?8>0@8 2 EH5DV 457VAHBD@0JVW F0 

@0AVCG?OJVW A54BEFB2VDABN VAHBD@0JVN CV4 K0E DGIG «6B2F8I 68?5FV2». �?040 F0 

VALV EG1'є>F8 70EFBEB2G20?8 DV7AB@0AVFAV 70IB48 4?O 1BDBFP18 7 J8@ O28M5@. 

!0JVBA0?PAV F0 @V6A0DB4AV H0>FK5>5DEP>V BD30AV70JVW 282K0?8 DB7CB2EN465AAO 

VAHBD@0JVW F0 C5D52VDO?8 WW A0 4BEFB2VDAVEFP. $5F5?PA8? 0A0?V7 F0 CG1?V>0JVW 

H0>FK5>V2 4BCB@030?8 DB7>D820F8 A5CD02482V F25D465AAO. (D0AJG7P>V 2?04AV 

EFDG>FGD8 F0 CD54EF02A8JF20 A0@030?8EO 0>F82AB ECV?>G20F8EO 7 3DB@04EP>VEFN 

K5D57 BHVJV?AV 70O28, CD5E>BAH5D5AJVW F0 VALV >B@GAV>0JV?AV >0A0?8 4?O CBOEA5AAO 

E8FG0JVW F0 DB7'OEA5AAO CD02482BW VAHBD@0JVW. %CV2CD0JO 7 @54V0 F0 EBJV0?PA8@8 

C?0FHBD@0@8 1G?0 A52V49є@ABN K0EF8ABN CDBJ5EG. �0?GK5AAO @V6A0DB4A8I 

C0DFA5DV2 F0 EF5?>IB?45DV2 4?O 28O2?5AAO F0 CD8C8A5AAO DB7CB2EN465AAO 

457VAHBD@0JVW 2 @5D56V 4BCB@030?B 5H5>F82AB >BAFDB?N20F8 VAHBD@0JV?A5 

E5D54B28M5. 

�G?B CDB2545AB A87>G VAHBD@0JV?A8I >0@C0AV?, ECDO@B20A8I A0 CV428M5AAO 

DV2AO 3D0@BFABEFV 3DB@04EP>BEFV MB4B @5FB4V2 457VAHBD@0JVW F0 @0AVCG?OJVW, MB V 

EF0?B >?NKB28@ 0EC5>FB@ 2V4CB2V4V A0 J5 O28M5. �EV JV 70IB48 1G?8 ECDO@B20AV A0 

CV4FD8@>G B1'є>F82ABW F0 CD02482BW VAHBD@0JVW, O>0 є 206?82BN 4?O 70157C5K5AAO 

EF01V?PABEFV F0 B1'є>F82ABEFV 2 EGECV?PEF2V. 

�AL8@ HGA40@5AF0?PA8@ 28>?8>B@ 4?O VAHBD@0JV?ABW 157C5>8 (D0AJVW, O>0 

7@GE8?0 040CFB2G20F8 2?0EAG CB?VF8>G 4B AB28I D50?V?, EF0?0 C0A45@VO COVID-19. 

�030FB A0D0F82V2, CB29O70A8I V7 JVєN >D87BN, 1G?8 0AF820>J8A0?PA8@8 F0 
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>BAECVDB?B3VKA8@8, 0 E0@0 6 457VAHBD@0JVO CDB COVID-19 EC8D0?0EO A0 

0AF8E8EF5@A8? 48E>GDE. !0CD8>?04, >V?P>0 CD54EF02A8>V2 � � 7 DGIG «6B2F8I 

68?5FV2» EF0?8 DB7CB2EN46G20K0@8 457VAHBD@0JVW CDB C0A45@VN 

(«DISINFORMATION LANDSCAPE IN FRANCE», 2023). 

�57VAHBD@0JVO A02>B?B C0A45@VW COVID-19 C?02AB C5D5FV>0?0 2 

457VAHBD@0JVN A02>B?B 20>J8A0JVW CDBF8 COVID-19 3 «20>J8AB45@VN». 

«�0>J8AB45@VO» 28EFGC8?0 O> AB28? 5F0C 1030FBEFGC5A52B3B VAHBD@0JV?AB3B 

CDBF8EFBOAAO, MB, A0 A0L CB3?O4, E?V4 DB73?O40F8 O> K5D3B28? >DB> G 3?B10?PAV? 

>B3AVF82AV? 2V?AV (Danylenko & Fursai, 2022, E. 19-45). &0>, GDO4 (D0AJVW 728AG20F82 

$BEVN 2 CBL8D5AAV D07B@ V7 20>J8ABN E2BєW «CDBC030A48 F0 03D5E82ABW 48C?B@0FVW» 

(«France Slams Russia's Sputnik Vaccine as «Propaganda» Tool», 2021). �.  0>DBA 

707A0K82, MB K5D57 C0A45@VN >BDBA02VDGEG V ECDB18 $BEVW F0 �8F0N CB?VF8KAB 

2C?8AGF8 A0 CBEF0K0AAO 20>J8A, є2DBC5?EP>V >D0WA8 BC8A8?8EO A0 CBDB7V E2VFB2BW 

2V?A8 AB2B3B F8CG («Covid-19 : le vaccin, un nouvel enjeu de pouvoir à l'échelle 

mondiale», 2021).  

%0@5 4?O CDBF84VW 7B2AVLAPB@G VAHBD@0JV?AB@G 2FDGK0AAN 704?O 

45EF01V?V70JVW (D0AJVW G 2021 DBJV �.  0>DBA B3B?BE82 CDB EF2BD5AAO EC5JV0?PAB3B 

BD30AG 4?O 1BDBFP18 7 VAB75@A8@ 2FDGK0AAO@ Viginum, O>8? BHVJV?AB 70CD0JN202 2 

6B2FAV 2022 DB>G. �A0IB4OK8EP 2 CDO@B@G CV4CBDO4>G20AAV GDO4G (D0AJVW, BHVE 

BC8D0єFPEO A0 VAHBD@0JVN DB72V4B>, @54V0 F0 D53G?OFBDV2 (Laudrain, 2021). 

�024O>8 F0>8@ 4VO@ 3DB@04OAEP>5 EGECV?PEF2B EPB3B4AV 45@BAEFDGє C52A8? 

DV25AP VAHBD@0JV?ABW EFV?>BEFV. *5 CV4F25D46GєFPEO, A0CD8>?04, A525?8>8@ 

2C?82B@ 28FB>V2 VAHBD@0JVW CDB �.  0>DBA0 A0 EGECV?PAG CB78JVN. (D0AJVO @0є 

DB728A5AG @5D56G H0IV2JV2 7 C5D52VD>8 H0>FV2 F0 DV7AB@0AVFAV VAVJV0F828 7 

@54V03D0@BFABEFV. �?5 @8 IBFV?8 1 70>J5AFG20F8 G203G F0 45F0?PAVL5 DB73?OAGF8 

>V?P>0 70>BAV2, ECDO@B20A8I A0 040CF0JVN 2V4CB2V4V A0 457VAHBD@0JVN, O>8@8 

EPB3B4AV 0>F82AB CBE?G3B2GєFPEO (D0AJVO. 

&0>, A0CD8>?04, 73V4AB V7 �0>BAB@ CDB E2B1B4G CD5E8 2V4 29 ?8CAO 1881 DB>G 

2 (D0AJVW, O>8? 287A0K0є CD020 F0 B1B2'O7>8 � �, GEF0AB2?5A0 70>BAB402K0 1070 4?O 

D53G?N20AAO CG1?V>0JV?, CG1?VKA8I CB2V4B@?5AP, IB>VA3G F0 2G?8KABW FBD3V2?V. 
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#V7AVL5 J5? 70>BA 1G2 DB7L8D5A8? CBAOFFO@8 CD02BCBDGL5AAO, A0>?5C V D0E8EFEP>V 

70O28. %CBK0F>G 2VA C5D5410K02 2V4CB2V40?PAVEFP 70 «A5CD02482V AB28A8» (73V4AB 7V 

EF0FF5N 27), 0?5 DV4>B 28>BD8EFB2GєFPEO G 729O7>G 7 B1GD5AAO@8 MB4B @B6?82BEFV 

B1@565AAO E2B1B48 E?B20. #BAOFFO «A5CD024828I AB28A», O>V 70728K0? 28ABEOFPEO 

A0 EG4B28? DB73?O4, @VEF8FP CBDGL5AAO 70>BAB402EF20 CDB HBA4B28? D8AB> (73V4AB 

7V EF0FF5N L. 465-1 �0?NFAB-HVA0AEB2B3B >B45>EG) F0 K5EABEFV 3B?BEG20AAO (73V4AB 

7V EF0FF5N L. 97 �81BDKB3B >B45>EG) («Loi du 29 juillet 1881 sur la liberté de la presse», 

1. 4.). 

�V4CB2V4AB 4B �0>BAG № 2004-575 2V4 21 K5D2AO 2004 DB>G CDB 4B2VDG 4B 

J8HDB2BW 5>BAB@V>8, 2?0EA8>8 CG1?VKA8I BA?0?A-VAHBD@0JV?A8I E?G61 @0NFP 

C52AV B1B2'O7>8, 2 D0@>0I O>8I 2BA8 @B6GFP 1GF8 CD8FO3AGFV 4B 2V4CB2V40?PABEFV 70 

A5740FAVEFP 2840?8F8 A570>BAA8? >BAF5AF («Loi n° 2004-575 du 21 juin 2004 pour la 

confiance dans l'économie numérique (1)»., 2004). 

�3V4AB V7 �0>BAB@ № 2010-1 2V4 4 EVKAO 2010 DB>G CDB BIBDBAG F0є@A8JV 

6GDA0?VEFEP>8I 465D5?, CBDGL5AAO F0є@A8JV 465D5? @B6?825 ?8L5 G 28C04>0I, 

>B?8 VEAGє C5D5206A8? EGECV?PA8? VAF5D5E V 70EFBEG20AAO 70IB4V2 є EG2BDB 

A5B1IV4A8@ F0 CDBCBDJV?A8@ 70>BAAV? @5FV, O>G EF02?OFP C5D54 EB1BN («Loi n° 

2010-1 du 4 janvier 2010 relative à la protection du secret des sources des journalistes 

(1)», 2010).  

�3V4AB V7 �0>BAB@ № 2018-1202 2V4 22 3DG4AO 2018 DB>G CDB @0AVCG?N20AAO 

VAHBD@0JVєN, ECDO@B20A8@ A0 70I8EF 45@B>D0FVW 2V4 A5CD02482BW VAHBD@0JVW, O>0 

@B65 2C?8AGF8 A0 K5EAVEFP 3B?BEG20AAO, C?0FHBD@8, O>V 2V42V4GNFP 1V?PL5 5 @?A 

GAV>0?PA8I 2V42V4G20KV2 A0 @VEOJP 01B BFD8@GNFP 100 є2DB 157 GD0IG20AAO CB40F>V2 

70 D5>?0@AG >0@C0AVN 70 >B6AG CG1?V>0JVN, CB2'O70AG 7 48E>GEVєN 7030?PAB3B 

VAF5D5EG, CV4C040NFP CV4 ?B3B 4VN. #DBFO3B@ 3-I @VEOJV2 C5D54 A0JVBA0?PA8@8 

281BD0@8 @B65 1GF8 70CGM5A5 ECDBM5A5 EG4B25 CDB20465AAO 4?O L284>B3B 

CD8C8A5AAO FD0AE?OJVW CG1?V>0JVW. $VL5AAO MB4B I0D0>F5DG VAHBD@0JVW F0 

@B6?82BEFV WW 2840?5AAO @0є 1GF8 GI20?5AB F8@K0EB28@ EG445N CDBFO3B@ 48 3B48A. 

�0>BA C5D5410K0є B1B2'O7B> ECV2CD0JV 7 C?0FHBD@0@8 («Loi n° 2018-1202 du 22 

décembre 2018 relative à la lutte contre la manipulation de l'information», 2018). �AL8? 
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70>BA, O>8? 20DFB 73040F8, 3 �0>BA № 2022-401 2V4 21 15D57AO 2022 DB>G, 

ECDO@B20A8? A0 CB?VCL5AAO 70I8EFG VAHBD@0FBDV2 («Loi n° 2022-401 du 21 mars 

2022 visant à améliorer la protection des lanceurs d'alerte», 2022). 

">D5@B E?V4 707A0K8F8, MB 2 >2VFAV 2023 DB>G A01G?8 K8AABEFV 7@VA8 2 

%FD0IB28? >B45>E (D0AJVW, O>V A040NFP 3DB@04OA0@ $5ECG1?V>8 4B40F>B28? 70I8EF 

2V4 A0E?V4>V2 >V15D0F0>. �B>D5@0, F5C5D 65DF28 >V15D0F0> @B6GFP CDBFO3B@ 72 3B48A 

CB40F8 E>0D3G, CVE?O DB73?O4G O>BW GCB2AB2065A8@8 BD30A0@8 2?048, CBF5DCV?8? 

7@B65 CD5F5A4G20F8 A0 EFD0IB2G 28C?0FG (Apostle & Kawkabani, 2023). 

(D0AJVO 0>F82AB 2545 CB?VF8>G G EH5DV VAHBD@0JV?ABW 157C5>8, CD84V?ONK8 

25?8>G G203G 70IB40@ MB4B 70I8EFG 2V4 >V15D703DB7, 1BDBFP18 7 457VAHBD@0JVєN F0 

VAL8@8 28>?8>0@8, CB2'O70A8@8 7 J8HDB28@ E5D54B28M5@. #9OF0 $5ECG1?V>0 

CD8?@0є 70>BA8 F0 EFD0F53VW, ECDO@B20AV A0 7@VJA5AAO WW VAHBD@0JV?ABW 157C5>8 F0 

70I8EF 2V4 EGK0EA8I >V15D703DB7, 2D0IB2GNK8 D50?VW EPB3B45AAO. 

 

3.2. �?;82 ?>;VB8:8 V=D>@<0FV9=>W 157?5:8 (@0=FVW =0 157?5:>2C A8BC0FVN 2  

Є2@>?V B0 A2VBV 
 

�@VJA5AAO EFD0F53VKABW EF01V?PABEFV F0 @V6A0DB4ABW 157C5>8 G >V15DCDBEFBDV 

є B4A8@ V7 CDVBD8F5FV2 (D0AJG7P>BW $5ECG1?V>8.  VAVEF5DEF2B 70>BD4BAA8I ECD02 

(D0AJVW >BBD48AGє 4VO?PAVEFP G EH5DV «>V15D48C?B@0FVW». *O DB1BF0 CDB2B48FPEO G 

є2DBC5?EP>8I F0 @V6A0DB4A8I 28@VD0I.  

' D0@>0I Є% (D0AJVO 2V4EFBNє CD8AJ8C «EFD0F53VKABW A570?56ABEFV Є% G 

30?G7V VAHBD@0JV?A8I F5IAB?B3V?», O>0 є 70CBDG>BN >B?5>F82ABW ECDB@B6ABEFV 

(D0AJVW 4B VAVJV0F828 F0 4V?. *O EFD0F53VO 1G4GєFPEO 70 FDPB@0 A0CDO@>0@8: 

-  &5IAB?B3VKA8? 0EC5>F: CDB@8E?B20 CB?VF8>0 Є% ECDO@B20A0 A0 DB728FB> 

CBF5AJV0?G 2 EH5DV AB2VFAVI A0G>B28I 4BE?V465AP F0 DB7DB1B> 4?O 2CDB20465AAO 

F5IAB?B3V? F0 E?G61 70157C5K5AAO J8HDB2BW 157C5>8. $B7DB1>0 J8HDB28I 

>B@CBA5AFV2 7 GD0IG20AAO@ >D8F5DVN 157C5>8 4B72B?8FP F0>B6 70157C5K8F8 

>BA>GD5AFAG C5D5203G є2DBC5?EP>8I FB20DV2 F0 CBE?G3; 
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-  !BD@0F82AB-CD02B28? 0EC5>F: 7B2AVLAPBCB?VF8KAV EFD0F53VW Є% 

2EF0AB2?NNFP ABD@8, O>V 2D0IB2GNFP 28@B38 >BA>GD5AFBECDB@B6ABEFV F0 

C5DEC5>F828 J8HDB28I F5IAB?B3V?. �06?82B CV4>D5E?8F8, MB 2B4ABK0E A5 

CBDGLGNFPEO CD8AJ8C8 70I8EFG 3DB@04OA, >B@C0AV? F0 45D602-K?5AV2, V 

2D0IB2GNFPEO 7030?PAV JVAABEFV F0 CD8AJ8C8, O>V ECV?PAV 7 #'OFBN $5ECG1?V>BN. 

%5D54 J8I CD8AJ8CV2 3 70157C5K5AAO CD020 A0 >BAHV45AJV?AVEFP, 70I8EF 

C5DEBA0?PA8I 40A8I F0 >D8F8KABW VAHD0EFDG>FGD8; 

-  �@VJA5AAO CBF5AJV0?G: Є% CB>?8>0A8? 2V4V3D020F8 206?82G DB?P G 

70BIBK5AAV F0 CV4FD8@JV DB728F>G @B6?82BEF5? MB4B 70157C5K5AAO >V15D70I8EFG 

45D602A8I F0 CD820FA8I EFDG>FGD G 45D6020I-K?5A0I F0 2 E0@8I є2DBC5?EP>8I 

BD30AV70JVOI. �VA F0>B6 @B65 ECD8OF8 2 EH5DV CV43BFB2>8 F0 A02K0AAO L?OIB@ 

A0?03B465AAO ECV?PABW 4VO?PABEFV F0 GEGA5AAO 4G1?N20AAO VAEFDG@5AFV2. 

�DV@ J8I 0EC5>FV2, A0 C5D5>BA0AAO (D0AJVW, A5B1IV4AB 7@VJA8F8 BC5D0F82AG 

ECV2CD0JN @V6 45D6020@8-K?5A0@8 Є%. �W @5FBN @0є EF0F8 EF2BD5AAO G @0ELF010I 

Є2DBC8 @0?40AK8>V2 4?O B1@VAG F5IAVKABN VAHBD@0JVєN CDB 703DB78, MB 4B72B?8FP 

CBC5D5460F8 >V15D0F0>8 F0 BC5D0F82AB D503G20F8 A0 A8I. %F2BD5AAO G 2017 DBJV 

@5I0AV7@G ECV?PAB3B 48C?B@0F8KAB3B D503G20AAO Є% A0 7?B2@8EAV 4VW G 

>B@C'NF5DA8I E8EF5@0I F0 @5D560I («�B@C?5>E 70IB4V2 >V15D48C?B@0FVW») 

CB2AVEFN 2C8EGєFPEO G EFD0F53VN 7@VJA5AAO ECV2DB1VFA8JF20 («La France et la 

cybersécurité», 2022). 

&0>5 0>J5AFG20AAO (D0AJVW A0 206?82BEFV CBE8?5AAO EFD0F53VKABW 

A570?56ABEFV Є% G EH5DV VAHBD@0JV?ABW 157C5>8 є K0EF8ABN EFD0F53VW �.  0>DBA0 7 

157C5>B2B3B CBE8?5AAO Є2DBC8 F0 7A865AAO WW 70?56ABEFV G 70I8EFV E2BєW 157C5>8 

2V4 %,� F0 1?B>G !�&". !0 4G@>G #D57845AF0 (D0AJVW, A04@VDA0 70?56AVEFP Є% 

2V4 70B>50AEP>B3B C0DFA5D0, O>8? 70 G@B2 VEAG20AAO «H5AB@5AG &D0@C0» EF02 

7A0KAB @5AL CDB3AB7B20A8@ 4?O EBN7A8>V2 F0 EF2BDNє EFD0F53VKAV D878>8 4?O 

157C5>8 Є2DBC8. "EB1?82B J5 CV4>D5E?8?B CB2AB@0ELF01A5 2FBD3A5AAO $BEVW 2 

'>D0WAG, DB7CBK0F5 2 ?NFB@G 2022 DB>G, O>5 OE>D02B CDB45@BAEFDG20?B 2V?EP>B2G 

F0 157C5>B2G A53BFB2AVEFP Є2DBC8 4B FD820?B3B 2BєAAB3B CDBF8EFBOAAO.  
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« 8 1V?PL5 A5 @B65@B CB>?040F8EO A0 F5, MB VALV 3B4GNFP A0E, CV>?GNFPEO 

CDB A0E, VAHBD@GNFP A0E, HVA0AEGNFP.  8 A5 @B65@B CB>?040F8EO A0 F5, MB VALV 

70I8EFOFP A0E, K8 FB A0 EGLV, A0 @BDV, CV4 2B4BN, G CB2VFDV, G >BE@BEV K8 

>V15DCDBEFBDV. ' JPB@G 2V4ABL5AAV A0L0 є2DBC5?EP>0 B1BDBA0 CB28AA0 7DB18F8 

AB28? >DB> 2C5D54», 3 A03B?BE82 �.  0>DBA 2 15D57AV 2022 DB>G G F5?5725DA5AAV 4B 

3DB@04OA (D0AJVW (Willsher, 2022). 

�>F82ABN F0 CD8AJ8CB2BN F0>B6 є 2V7VBA5DEP>0 CB78JVO (D0AJVW A0 

3?B10?PAB@G DV2AV. &0>, #0D87P>8? 70>?8> 4B 4B2VD8 F0 157C5>8 G >V15DCDBEFBDV, 

BCD8?N4A5A8? (D0AJVєN A0 #0D87P>B@G HBDG@V E2VFG 12 ?8EFBC040 2018 DB>G, 

E2V4K8FP CDB 0>F82AG DB?P (D0AJVW G EF2BD5AAV 157C5KAB3B, EF01V?PAB3B F0 

2V4>D8FB3B >V15DCDBEFBDG. *O CB?VF8KA0 45>?0D0JVO 28EB>B3B DV2AO 7A0@5AGє EB1BN 

CB40?PLG @B1V?V70JVN 7GE8?P MB4B 70157C5K5AAO EF01V?PABEFV G >V15DCDBEFBDV. 

�5>?0D0JVO, O>0 107GєFPEO A0 9-F8 CD8AJ8C0I F0 7030?PA8I JVAABEFOI, ECDO@B20A0 

A0 C5D5F2BD5AAO >V15DCDBEFBDG G 2V?PA8?, 157C5KA8? F0 2V4>D8F8? CDBEFVD, 0 F0>B6 

C5D5410K0є 0>F82AG 270є@B4VN O> A0JVBA0?PA8I, F0> V @V6A0DB4A8I 0>FBDV2, 1V7A5EG, 

3DB@04EP>BEFV 4?O 70157C5K5AAO 107B28I 45@B>D0F8KA8I JVAABEF5? 2 

>V15DCDBEFBDV.  

�2FBD8 #0D87P>B3B 70>?8>G 7B1B2'O7GNFPEO 25EF8 ECV?PAG DB1BFG 7 @5FBN 

70157C5K5AAO: 

- 70I8EFG B>D5@8I BEV1 F0 A0?206?82VL8I B1'є>FV2 VAHD0EFDG>FGD8 2V4 

7?B2@8EABW >V15D4VO?PABEFV; 

- 70I8EFG JV?VEABEFV F0 4BEFGCABEFV �AF5DA5FG; 

- 70CB1V30AAO >V15D2FDGK0AAN, ECDO@B20AB@G A0 45EF01V?V70JVN 281BDK8I 

CDBJ5EV2; 

- 70I8EFG VAF5?5>FG0?PABW 2?0EABEFV 70 G@B2 >V15D703DB7; 

- C5D5L>B460AAO CBL8D5AAN L>V4?828I >B@C'NF5DA8I CDB3D0@ F0 @5FB4V2; 

- CV428M5AAO 157C5>8 J8HDB2BW CDB4G>JVW F0 J8HDB28I CBE?G3; 

- CB>D0M5AAO 7030?PABW >B@C'NF5DABW 3V3VєA8; 

- C5D5L>B460AAO 74V?EA5AAN 4V? MB4B >V15DD503G20AAO 7 1B>G A545D602A8I 

EG1'є>FV2, 2>?NKAB 7 CD820FA8@ 25>FBDB@; 
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- CB>D0M5AAO @V6A0DB4A8I ABD@ 2V4CB2V40?PABW CB254VA>8 F0 CBE8?5AAO 

70IB4V2 MB4B 7@VJA5AAO 4B2VD8. 

&5>EF CV4FD8@0?8 CBA04 1200 EG1'є>FV2, 7B>D5@0 81 45D6020, 36 45D602A8I 

VAEF8FGJV? F0 BD30AV2 @VEJ52B3B E0@B2DO4G20AAO, 390 BD30AV70JV? F0 CD54EF02A8>V2 

3DB@04EP>B3B E5>FBDG F0 706 CD820FA8I >B@C0AV?. �07A0K8@B, MB 2 2021 DBJV 4B 

70>?8>G CD8є4A0?8EO %,� F0 Є%, MB 7DB18?B VAVJV0F82G B4AVєN 7 107B28I 4?O 2EVєW 

E2VFB2BW 3DB@04EP>BEFV («Paris Call», 2024). 

�E5BEO6A8? I0D0>F5D #0D87P>B3B 70>?8>G A03B?BLGє A0 A5B1IV4ABEFV 

1030FBEFBDBAAPB3B CV4IB4G 4?O 28DB1?5AAO EF0A40DFV2 F0 A0?56ABW CD0>F8>8, MB1 

A04V?AB F0 157C5KAB 28>BD8EFB2G20F8 @B6?82BEFV, O>V 2V4>D820є J8HDB20 

D52B?NJVO. (D0AJVO @0є A0@VD D07B@ 7 VAL8@8 45D602A8@8 C0DFA5D0@8, CD820FA8@ 

E5>FBDB@ F0 3DB@04EP>VEFN 282K0F8 C8F0AAO CDB DB?P F0 BEB1?82G 2V4CB2V40?PAVEFP 

CD820FA8I GK0EA8>V2 G 7@VJA5AAV EF01V?PABEFV F0 @V6A0DB4ABW 157C5>8 

>V15DCDBEFBDG («Cybersécurité: Appel de Paris du 12 novembre 2018 pour la confiance 

et la sécurité dans le cyberespace», 2018). 

�V48DGNKG CB78JVN G C8F0AAV >V15D157C5>8 (D0AJVO 45@BAEFDGє F0>B6 2 

VAL8I @V6A0DB4A8I HBD@0F0I. �B>D5@0, 2 >2VFAV 2019 DB>G A0 E0@VFV G7 (D0AJVO 

EF0?0 B4A8@ V7 02FBDV2 VAVJV0F828 Cyber Norm. �BA0 2EF0AB2?Nє G7030?PA5AV 

CD8AJ8C8 F0 CD028?0, O>V D53G?NNFP CB254VA>G 45D602 G >V15DCDBEFBDV 7 @5FBN 

70157C5K5AAO >V15D157C5>8 F0 EF01V?PABEFV. �45FPEO CDB 70I8EF >D8F8KABW 

VAHD0EFDG>FGD8, 2V4CB2V40?PA5 28>BD8EF0AAO >V15D71DBW, ECV2CD0JN 2 DB7E?V4G20AAV 

>V15D0F0>, VAHBD@0JV?AG 157C5>G F0 70I8EF CD02 ?N48A8 G >V15DCDBEFBDV.   

">DV@ JPB3B, 73V4AB 7 VAVJV0F82BN Cyber Norm, WW GK0EA8>8 7B1B29O7GNFPEO: 

- ECD8OF8 0>F82AB@G F0 DB7L8D5AB@G B1@VAG VAHBD@0JVєN 2E5D548AV >D0WA8 

F0 @V6 >D0WA0@8 Є%; 

- B1@VAN20F8EO 4BE2V4B@ F0 A0?>D0M8@8 CD0>F8>0@8, O>V 1G4GFP 287A0K5AV 

2 D57G?PF0FV JPB3B CDBJ5EG, 7 L8DB>8@ >B?B@ 45D602 F0 VAL8@8 70JV>02?5A8@8 

EFBDBA0@8; 

- 270є@B4VOF8 7 VAL8@8 45D6020@8 7 @5FBN WI 70?GK5AAO 4B ECV?PA8I 7GE8?P 

7 A02K0AAO, ECV2CD0JV, CDB7BDBEFV F0 7@VJA5AAO 4B2VD8; 
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- 0>F82AB ECV2CD0JN20F8 7 @5FBN ECD8OAAO DB728F>G @B6?82BEF5? 

C0DFA5DV2 4?O 2CDB20465AAO 28M573040A8I ABD@ CB254VA>8 V D5>B@5A40JV? («Cyber 

Norm Initiative: Synthesis of Lessons Learned and Best Practices», 2019). 

6 >2VFAO 2019 DB>G @VAVEFD8 70>BD4BAA8I ECD02 >D0WA «�5?8>BW EV@>8» 

28EFGC8?8 A0 7GEFDVKV 2 �VA0DV 7 VAVJV0F82BN MB4B ABD@, MB 70EFBEB2GNFPEO 4B 

>V15DCDBEFBDG. !BD@8, 28>?045AV G JPB@G 4B>G@5AFV, 1G?8 7451V?PLB3B DB7DB1?5AV 

3DGCBN GDO4B28I 5>EC5DFV2 ""! V є B4AVєN 7V E>?04B28I @V6A0DB4ABW E8EF5@8 

70157C5K5AAO EF01V?PABEFV G >V15DCDBEFBDV. �D0WA8 G7  @0NFP A0@VD CDB4B26G20F8 

JN DB1BFG F0 G73B46G20F8 E2BW CB78JVW MB4B L8DB>B3B EC5>FDG 206?828I 

D5>B@5A40JV? G 30?G7V >V15D157C5>8 («Communiqué des ministres des affaires 

étrangères du G7 sur leurs convergences de vue en matière de politique étrangère, le 6 

avril 2019», 2019). 

*O VAVJV0F820 70>DVC?Nє G65 A0CD0JPB20AV (D0AJVєN 2 D0@>0I ""! V45W MB4B 

CB>D0M5AAO >V15D157C5>8 2 3?B10?PAB@G CDBEFBDV. �B>D5@0, 2 D0@>0I ""! 7 2004 

DB>G 6 3DGC GDO4B28I 5>EC5DFV2 (GGE) V DB1BK0 3DGC0 2V4>D8FB3B E>?04G, 2 O>V? 

(D0AJVO 1D0?0 0>F82AG GK0EFP, 7BE5D548?8EO A0 C8F0AAOI @V6A0DB4ABW 

>V15D157C5>8 F0 7DB18?8 @B6?828@ CDBEG20AAO 48E>GEV? MB4B 70EFBEG20AAO 

@V6A0DB4AB3B CD020 MB4B >V15DCDBEFBDG. �G?B EF2BD5AB AB2G DB1BKG 3DGCG 

2V4>D8FB3B E>?04G A0 C5DVB4 2021-2025 DB>V2, G O>V? (D0AJVO 15D5 0>F82AG GK0EFP, 

MB1 70I8EF8F8 E2Bє 10K5AAO @V6A0DB4AB3B D53G?N20AAO >V15DCDBEFBDG, 7B>D5@0 

CDBEG20AAO CD8AJ8CV2 #0D87P>B3B 70>?8>G. �DV@ FB3B, 7VF>AG2L8EP V7 7DBEF0AAO@ 

703DB7 V D878>V2 A5EF01V?PABEFV 2 >V15DCDBEFBDV, (D0AJVO D07B@ V7 54 VAL8@8 

45D6020@8 F0 Є% ECD8ONFP EF2BD5AAN #DB3D0@8 4V? MB4B >V15D157C5>8, @5FBN 

O>BW є CV428M5AAO 7030?PAB3B DV2AO >V15D157C5>8, CV4FD8@>0 7GE8?P 45D602 7 

DB71G4B28 2?0EAB3B >V15DCBF5AJV0?G F0 DB728FB> C0DFA5DEF20 «45D6020 3 

CD820FA8? E5>FBD 3 3DB@04EP>VEFP».  

' D0@>0I !�&" 7 VAVJV0F828 (D0AJVW 28 45D602 CD8?AO?8 A0 20DL02EP>B@G 

E0@VFV 2 K5D2AV 2016 DB>G «�B1B2'O70AAO 7 >V15D70I8EFG». ' APB@G >V15DCDBEFVD 1G2 

287A0A8? 7BABN 2545AAO BC5D0JV?, MB 7B1B2'O7Gє !�&" 70I8M0F8 E515 2 
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>V15DCDBEFBDV F0> E0@B, O> A0 EGIB4B?V, G CB2VFDV F0 A0 2B4V («La France et la 

cybersécurité», 2022). 

�B>D5@0, 70 VAVJV0F828 (D0AJVW >V15D157C5>G 287A0K5AB B4A8@ V7 CDVBD8F5FV2 

!�&" F0 GI20?5AB C5D5?V> >BA>D5FA8I >DB>V2 4?O CB1G4B28 5H5>F82AB3B 

>V15D70I8EFG �?POAEG. %5D54 F0>8I >DB>V2:  

- DB7DB1>0 A0?CB2AVLB3B EC5>FDG @B6?82BEF5? 4?O 70I8EFG A0JVBA0?PA8I 

VAHD0EFDG>FGD V @5D56;  

- 284V?5AAO A5B1IV4A8I D5EGDEV2 A0 A0JVBA0?PAB@G DV2AV 4?O 7@VJA5AAO 

@B6?82BEF5? >V15D70I8EFG;  

- CBE8?5AAO 270є@B4VW @V6 2V4CB2V4A8@8 A0JVBA0?PA8@8 70JV>02?5A8@8 

EFBDBA0@8 >V15D70I8EFG;  

- B1@VA VAHBD@0JVєN F0 BJVA>0@8 MB4B >V15D703DB7;  

- CB>D0M5AAO A028KB> F0 B1V7A0ABEFV E5D54 GEVI 70JV>02?5A8I EFBDVA G EH5DV 

B1BDBA8 A0 A0JVBA0?PAB@G DV2AV: 2V4 >V15D3V3VєA8 4B A0?E>?04AVLB3B F0 

A04V?AB3B >V15D70I8EFG;  

- ECD8OAAO >V15DA02K0AAN, FD5AG20AAN, 0 F0>B6 CB>D0M5AAN A02K0?PA8I 

70>?04V2 4?O 7@VJA5AAO 4B2VD8 F0 7A0AP 2 �?POAEV;  

- CD8E>BD5AAO 28>BA0AAO G73B465A8I 7B1B29O70AP MB4B >V15D70I8EFG («Cyber 

Defence Pledge», 2016). 

&0>B6 E?V4 707A0K8F8, MB G FD02AV 2018 DB>G G (D0AJVW 2V41G?0EO C5DL0 2 

VEFBDVW >BAH5D5AJVO Cyber Defence Pledge Conference, CD8E2OK5A0 7B1B2'O70AAN 7 

>V15D70I8EFG («La France et la cybersécurité», 2022). 

!0 DV2AV "D30AV70JVW 5>BAB@VKAB3B ECV2DB1VFA8JF20 F0 DB728F>G "�%$ G 2018 

DBJV (D0AJVO VAVJVN20?0 MBDVKA8? �?B10?PA8? HBDG@ 7 J8HDB2BW 157C5>8 4?O 

5>BAB@VKAB3B CDBJ2VF0AAO (40?V 3 �?B10?PA8? HBDG@), ECDO@B20A8? A0 CDBEG20AAO 

CB78JVW (D0AJVW CDB F5, MB CD820FA8? E5>FBD 2V4V3D0є 7A0KAG DB?P G 157C5JV F0 

EF01V?PABEFV >V15DCDBEFBDG. -BDVKAB �?B10?PA8? HBDG@ CDB2B48FP F5@0F8KAV 

70IB48, D57G?PF0F8 O>8I 2C?820NFP A0 @V6A0DB4AV B13B2BD5AAO G 30?G7V CG1?VKABW 

CB?VF8>8 F0 @B6GFP ECD8OF8 DB728F>G 0A0?VF8KABW DB1BF8, HBD@G20AAN CD8AJ8CV2 

F0 D5>B@5A40JV? G @V6A0DB4AV? CB?VF8JV, O> G "�%$, F0> V A0 VAL8I @V6A0DB4A8I 
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HBDG@0I. �0DFB CV4>D5E?8F8, MB G 2023 DBJV HBDG@ 2V41G2EO E0@5 G #0D86V («The 

Global Forum on Digital Security for Prosperity», 1. 4.). 

�>F82ABN є 4VO?PAVEFP (D0AJVW V 2 VAL8I HBD@0F0I, CB>?8>0A8I 70157C5K8F8 

A5 FV?P>8 CB>D0M5AAO >V15D157C5>8 @V6 45D6020@8, 0?5 ? A0 3?B10?PAB@G DV2AV. 

�B>D5@0, G 2019 DBJV (D0AJVO CD8є4A0?0EO 4B !B2BW �5?0A4VW G 70CGE>G 

�D0?EFK5DKEP>B3B 70>?8>G 4B ?V>2V40JVW F5DBD8EF8KAB3B F0 A0E8?PA8JP>B3B 

5>EFD5@VEFEP>B3B >BAF5AFG 2 �AF5DA5FV («Déclaration conjointe du président de la 

République française Emmanuel Macron et de la Première ministre de Nouvelle-Zélande 

Jacinda Ardern à l9occasion du Sommet de l9Appel de Christchurch 2022», 2022). 

L’Appel de Christchurch 3 J5 ECV?PABF0 CBA04 130 GDO4V2, CBEF0K0?PA8>V2 BA?0?A-

CBE?G3 V BD30AV70JV? 3DB@04OAEP>B3B EGECV?PEF20, O>V 4VNFP D07B@, MB1 ?V>2V4G20F8 

F5DBD8EF8KA8? V A0E8?PA8JP>8? 5>EFD5@VEFEP>8? >BAF5AF 2 �AF5DA5FV («The 

Christchurch Call», 2024). 

&0>B6 G ?NFB@G 2024 DB>G (D0AJVO D07B@ 7 �5?8>BN �D8F0AVєN F0 %,� 

EF0?0 B4AVєN 7 VAVJV0FBDB> CV4C8E0AAO 35 45D6020@8 F0 45>V?P>B@0 

FD0AEA0JVBA0?PA8@8 >BDCBD0JVO@8, E5D54 O>8I Google, Microsoft F0 Meta, 

45>?0D0JVW MB4B 1BDBFP18 7 A570>BAA8@ 28>BD8EF0AAO@ >V15DLC83GAEP>8I 

VAEFDG@5AFV2, 7B>D5@0 ?45FPEO CDB 70EB18 CDBE?GIB2G20AAO F5?5HBAA8I DB7@B2 F0 

48EF0AJV?AB3B GCD02?VAAO 2V45B>0@5D0@8 F0 @V>DBHBA0@8. &0>, CV4C8E0AF8 

4B@B28?8EP 28>BD8EFB2G20F8 JV VAEFDG@5AF8 2V4CB2V40?PAB F0 2 70>BAA8? ECBEV1, 0 

F0>B6 281G4G20F8 CDB7BD8? B1@VA VAHBD@0JVєN CDB F0>V VAEFDG@5AF8 7 CD820FA8@8 

>B@C0AVO@8. "4A8@ V7 K8AA8>V2, O>8? 7G@B282 VAVJVN20AAO CV4C8E0AAO JVєW 

45>?0D0JVW EF02 >5?E 28>BD8EF0AAO 45D602A8@8 F0 A545D602A8@8 0>FBD0@8 

V7D0W?PEP>B3B LC83GAEP>B3B CDB3D0@AB3B 70157C5K5AAO Pegasus, O>5 4B72B?O?B 

A5CB@VFAB CDBA8>0F8 2 @B1V?PAV F5?5HBA8 F0 2V4EF56G20F8 0>F82AVEFP WI 

>BD8EFG20KV2 («Britain, France lead 35 nation agreement on controlling spyware, 

mercenary hackers», 2024).  

-B4B A0JVBA0?PAB3B DV2AO, FB A0D07V GDO4B@ (D0AJVW B13B2BDNєFPEO 

70>BAB402K0 VAVJV0F820, O>0 1G45 ECDO@B20A0 A0 2CDB20465AAO 206?82B3B 

ABD@0F82AB3B 4B>G@5AFG 4?O >D0WA Є%, O>8? @VEF8F8@5 2 EB1V 2A5E5AAO AB28I 
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CDBCB78JV? MB4B J8HDB2B3B L0ID0?EF20, >V15DLCVBA06G, 70I8EFG 4VF5?, B1@565AP 

4?O � � F0 C5D5IB4G 4B «I@0DA8I» F5IAB?B3V?.  

�0>BABCDBє>F, ECDO@B20A8? A0 70I8EF V D53G?N20AAO J8HDB2B3B CDBEFBDG 

(Loi visant à sécuriser et réguler l’espace numérique 3 SREN) @VEF8FP CB?B65AAO CDB 

V@C?5@5AF0JVN є2DBC5?EP>8I �>FV2 CDB J8HDB2V CBE?G38 F0 J8HDB2V D8A>8 2 

CBє4A0AAV 7 @V6C0DFV?A8@8 CDBCB78JVO@8 MB4B 70I8EFG A5CB2AB?VFAVI 2V4 4BEFGCG 

4B BA?0?A-CBDAB3D0HVW F0 7@VJA5AAO J8HDB2B3B EG25D5AVF5FG. 

 VAVEFD J8HDB28I F5IAB?B3V? (D0AJVW �0A-!B5?P �0DDB, O>8? V CD54EF02?O2 

70>BABCDBє>F, CV4>D5E?82, MB J5? ABD@0F82A8? 4B>G@5AF 1G2 A0C8E0A8? F0>8@ 

K8AB@, MB1 2EV CB?B65AAO 2V4CB2V40?8 K8AAB@G D53G?N20AAN 2C?82G 2 EBJV0?PA8I 

@5D560I. �0A-!B5?P �0DDB CDBCBAGє 70CDB2048F8 HV?PFD CDBF8 L0ID0?EF20 4?O 

1BDBFP18 7 «@0HVєN 157 K5EFV, O>0 [&] C5D5F2BD8?0 A0LV C?0AL5F8 F0 E@0DFHBA8 A0 

AB2G F5D8FBDVN 4?O D5>5FG» (Hartmann, 2023). 

*5? HV?PFD @0є 70CB1V3F8, E5D54 VALB3B, BA?0?A-L0ID0?EF2G, O>5 є 4BEF0FAPB 

CBL8D5A8@ G (D0AJVW. &0>, 4?O CD8>?04G, G ?NFB@G 2024 DB>G 42V EFD0IB2V >B@C0AVW 

(D0AJVW  Viamedis F0 Almerys 707A0?8 CBFG6ABW >V15D0F0>8, 2A0E?V4B> O>BW 

7?B2@8EA8>8 BFD8@0?8 4BEFGC 4B C5DEBA0?PA8I 40A8I HD0AJG7V2, 7B>D5@0 

VAHBD@0JVW CDB 40FG A0DB465AAO, AB@5D EBJV0?PAB3B EFD0IG20AAO FBMB. �0 BJVA>BN 

(D0AJG7P>B3B 2V4B@EF20 V7 70I8EFG 40A8I CNIL, 65DF20@8 JVєW 0F0>8 EF0?8 CBA04 33 

@?A 3DB@04OA (D0AJVW, MB EF0AB28FP @0?65 CB?B28AG A0E5?5AAO >D0WA8. &0>B6 F0@ 

A03B?BE8?8, MB JO VAHBD@0JVO F5C5D @B65 1GF8 28>BD8EF0A0 7?B2@8EA8>0@8 4?O 

BA?0?A-L0ID0?EF20, 7B>D5@0 DB7E8?>8 HVL8A3B28I ?8EFV2 (Duboust, 2024). 

�0 1V?PL5, AB28? 70>BABCDBє>F C5D5410K0є A040AAO ?VJ5A7VW HD0AJG7P>B@G 

BD30AG, MB D53G?Nє 0G4VB2V7G0?PAV F0 J8HDB2V >B@GAV>0JVW (ARCOM) 7 @5FBN 

45VA45>EG20F8 CBDAB3D0HVKAV 251E0?F8, O>V A5 2V4CB2V40NFP AB28@ 28@B30@ 

C5D52VD>8 2V>G. �0DDB F0>B6 IBK5 GCB2AB2068F8 ARCOM, HD0AJG7P>8? 

@54V0D53G?OFBD, CD87GC8A8F8 4BEFGC 4B 251E0?FV2, O>V CBFD0C8?8 CV4 E0A>JVW Є%, 

CDO@B CBE8?0NK8EP A0 0HV?V?B20AV 7  BE>2BN 2840AAO Russia Today France F0 

Sputnik. *V � � 1G?8 701BDBA5AV A0 CBK0F>G 03D5EVW $BEVW CDBF8 '>D0WA8, BE>V?P>8 WI 

22060?8 DGCBDB@ �D5@?O, 0?5 W@ 24020?BEO @VEOJO@8 B1IB48F8 E0A>JVW. �?O 
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@VAVEFD0 J8HDB28I F5IAB?B3V? A0@VD CB?O30є 2 FB@G, MB1 40F8 ARCOM @B6?82VEFP 

«5H5>F82AB F0 L284>B CDBF84VOF8 CDBC030A4V 2BDB3V2 45@B>D0FVW». �0>BABCDBє>F 

287A0K0є ARCOM >BBD48A0FBDB@ J8HDB28I CBE?G3, A0JVBA0?PA8@ BD30AB@, O>8? 

70157C5KG20F8@5 4BFD8@0AAO �0>BAG CDB J8HDB2V CBE?G38 F0 2V4CB2V40F8@5 70 

A03?O4 70 2V4CB2V4AVEFN J8HDB28I >B@C0AV?, DB7F0LB20A8I G (D0AJVW («Le 

Règlement européen sur les services numériques (DSA): protéger les droits des citoyens 

sur internet», 2023). 

(D0AJVO 4B>?040є 7A0KA8I 7GE8?P MB4B DB728F>G V 28>BD8EF0AAO F5IAB?B3VW 

«LFGKAB3B VAF5?5>FG», MB1 EF0F8 J5AFDB@ Є% 2 30?G7V ,�. '65 70D07 (D0AJVO є 

B4AVєN 7 45D602-?V45DB> G DB728F>G ,� 3 F0>, G 2020 DBJV 1G?B CB40AB 278 70O2B> 

A0 BFD8@0AAO C0F5AFG A0 F5IAB?B3VW, CB29O70AV 7V «LFGKA8@ VAF5?5>FB@», MB є 3-@ 

CB>07A8>B@ G Є2DBCV (482. �B40FB> �) («Annual patent applications related to artificial 

intelligence», 1. 4.). 

#V4 K0E >BAH5D5AJVW Viva Tech #D57845AF >D0WA8 �.  0>DBA, 3B?B20  VAHVAG 

�DNAB �5  5D F0 @VAVEFD J8HDB28I F5IAB?B3V? �0A-!B5?P �0DDB 28E?B28?8 

CV4FD8@>G ,�-30?G7V. «/ 4G@0N, MB @8 AB@5D B48A [G EH5DV «LFGKAB3B VAF5?5>FG»] 

G >BAF8A5AF0?PAV? Є2DBCV, V A0@ CBFDV1AB CD8E>BD8F8EO», 3 70O282  0>DBA. �VA 

4B402, MB (D0AJVO @0є A0@VD «VA25EFG20F8 O> 1B652V?PA0» G A02K0AAO F0 

4BE?V465AAO. !0 ?B3B 4G@>G, (D0AJVO ECB4V20єFPEO 2 A0?1?86KB@G @0?1GFAPB@G 

A074B3A0F8 >BA>GD5AFV2 G EH5DV DB728F>G ,�, 7B>D5@0 L?OIB@ EF2BD5AAO >V?P>BI 

«25?8>8I 3?B10?PA8I 3D02JV2. «#B2VDF5 @5AV, J5 OEAB, MB %,� AB@5D B48A. � A5 

40D@0, FB@G MB J5 25?8K57A8? 2AGFDVLAV? D8AB>. / IBKG, MB1 @8 E>BDBF8?8 DB7D82 

F0 VA25EFG20?8, DB72820?8EO F0 CD8E>BDN20?8EO A01030FB L284L5», 3 707A0K82 

#D57845AF (Kharpal, 2023). 

%5D54 BEAB2A8I VAVJV0F82 (D0AJVW G JPB@G A0CDO@>G є: 

- %FD0F53VO DB728F>G «LFGKAB3B VAF5?5>FG», O>G CD575AFB20AB G 2018 DBJV. 

%FD0F53VO ECDO@B20A0 A0 70157C5K5AAO FB3B, MB1 (D0AJVO 70?@0?0 287A0K0?PA5 

CB?B65AAO 2 30?G7V ,� O> 7 F5IAB?B3VKAB3B, F0> V 7 5F8KAB3B CB3?O4G («LA 

STRATÉGIE NATIONALE POUR L'INTELLIGENCE ARTIFICIELLE», 2018); 
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- #0D87P>0 EFD0F53VO 7V «LFGKAB3B VAF5?5>FG», O>0 CB>?8>0A0 DB72820F8 

5>BE8EF5@G ,� G #0D86V F0 EF2BDN20F8 ECD8OF?82V G@B28 4?O EF0DF0CV2 V 25?8>8I 

F5IAB?B3VKA8I >B@C0AV? G JV? 30?G7V («MANIFESTE POUR UNE ÉTHIQUE DU 

NUMÉRIQUE», 2021); 

- %F2BD5AAO �B@VF5FG 5F8>8 7V «LFGKAB3B VAF5?5>FG» (CNPEN), @5FBN O>B3B 

є DB7DB1>0 D5>B@5A40JV? F0 287A0K5AAO CD8AJ8CV2 4?O 5H5>F82AB3B F0 5F8KAB3B 

28>BD8EF0AAO J8I F5IAB?B3V? (Rinke, 2023). 

' 30?G7V ,� (D0AJVO B19є4AGє 7GE8??O 7 VAL8@8 >D0WA0@8 Є%, CD03AGK8 

70157C5K8F8 EF0?8? DB728FB> JVєW 30?G7V A0 >BD8EFP EGECV?PEF20. !V@5KK8A0, 

(D0AJVO F0 �F0?VO 4BEO3?8 G3B48 MB4B @0?1GFAPB3B D53G?N20AAO ,�. 'DO48 FDPBI 

>D0WA CV4FD8@0?8 B1B2'O7>B25 E0@BD53G?N20AAO K5D57 >B45>E8 CB254VA>8 4?O 

107B28I @B45?5? ,�. ' �5D?VAV, #0D86V F0 $8@V 22060NFP, MB D878>8, O>V 2?0EF82V 

E8EF5@0@ ,�, CB2'O70AV 7 WI 70EFBEG20AAO@, 0 A5 7 E0@BN F5IAB?B3VєN. �3V4AB 7 

C?0AB@ GDO4V2 FDPBI >D0WA, @0?V V 25?8>V CBEF0K0?PA8>8 F5IAB?B3V? ,� 2 Є%, O>V 

4B1DB2V?PAB 15DGFP A0 E515 G@B28 є2DBC5?JV2, 7B1B2'O70AV WI 28>BAG20F8. &B@G 

CD028?0 CB254VA>8 F0 CDB7BDBEFV @0NFP 1GF8 B1B2'O7>B28@8 4?O 2EVI, 22060NFP 

2BA8. /> ?45FPEO G 4B>G@5AFV, A0 CBK0F>B2B@G 5F0CV A5 C5D5410K0єFPEO 

70CDB20465AAO 1G4P-O>8I E0A>JV?, ?8L5 B1B2'O7>B25 E0@BD53G?N20AAO. "4A0>, 

O>MB 7 K0EB@ 1G4GFP 28O2?5AV CBDGL5AAO >B45>EG CB254VA>8, FB @B65 1GF8 

EF2BD5A0 E8EF5@0 E0A>JV?. #0D86, $8@ F0 �5D?VA CD8CGE>0NFP, MB A040?V >BAFDB?P 

70 4BFD8@0AAO@ EF0A40DFV2 74V?EAN20F8@5 C52A8? є2DBC5?EP>8? BD30A. 

 VAVEF5DEF2B 5>BAB@V>8 !V@5KK8A8, MB 70?@0єFPEO JVєN F5@BN ECV?PAB 7 

 VAVEF5DEF2B@ J8HDB28I F5IAB?B3V? ($!, 70O28?B, MB 45D6028 CB28AAV 

D53G?N20F8 A5 E0@ ,�, 0 ?B3B 70EFBEG20AAO.  VAVEFD J8HDB28I F5IAB?B3V? (B?P>5D 

�VEEVA3 70O282, MB 2VA 4G65 D048? FB@G, MB #0D86 V �5D?VA A0 B4AV? I28?V. «/>MB 

@8 IBK5@B 3D0F8 G 28MV? ?V7V E2VFB2B3B ,�, A0@ CBFDV1AB D53G?N20F8 CDB3D0@8, MB 

28IB4OFP A0 D8AB>, 0 A5 E0@G F5IAB?B3VN», 3 E>0702 2VA (Piquard, 2024). 

">DV@ JPB3B, (D0AJVO 0>F82AB 28EFGC0є 70 @V6A0DB4A5 D53G?N20AAO EH5D8 

DB728F>G F0 28>BD8EF0AAO F5IAB?B3VW «LFGKAB3B VAF5?5>FG». �B>D5@0, (D0AJVO 

EF0?0 B4A8@ V7 DB7DB1A8>V2 �5>?0D0JVW �?5FK?V 7 157C5>8 28>BD8EF0AAO ,�, 
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CV4C8E0ABW 2 ?8EFBC04V 2023 DB>G 28 45D6020@8 F0 Є2DBC5?EP>8@ %BN7B@. �W 

>?NKB20 JV?P 3 7DB18F8 DB728FB> F5IAB?B3VW CDB7BD8@, CV472VFA8@ F0 

EF0A40DF87B20A8@, 018 @VAV@V7G20F8 1G4P-O>V D878>8 28>BD8EF0AAO F5IAB?B3VW G 

2BDB68I JV?OI. �B4ABK0E (D0AJVO F0 CV4C8E0AF8 A0CB?O30NFP A0 FVEAV? ECV2CD0JV 

1V7A5EG, 45D602 F0 3DB@04EP>BEFV G JPB@G C8F0AAV («The Bletchley Declaration by 

Countries Attending the AI Safety Summit, 1-2 November 2023», 2023). 

�07A0K8@B, MB G JPB@G C8F0AAV (D0AJVO @0є BEB1?82G CB78JVN, O>0 

>BAFD0EFGє 7 1030FP@0 є2DBC5?EP>8@8 C0DFA5D0@8. !0CD8>?04, CV4FD8@0A8? $04BN 

Є% �>F CDB «LFGKA8? VAF5?5>F» (Artificial Intelligence Act), O>8? A0D07V 

DB73?O40єFPEO Є2DBC0D?0@5AFB@, EF02 «O1?G>B@ DB71D0FG» @V6 #0D865@ F0 

�DNEE5?5@. $53G?OFBDA0 D0@>0, O>G CDBCBAGє J5? 0>F, C5D5410K0є 6BDEF>8? 

>BAFDB?P 70 DB728F>B@ JVєW F5IAB?B3VW, 7B>D5@0 A040AAO DB7DB1A8>0@8 ,� 

VAHBD@0JVW CDB E2BN DB1BFG >BAFDB?NNK8@ BD30A0@ Є% 3 �35AFEF2G «LFGKAB3B 

VAF5?5>FG», O>5 C5D5410K0єFPEO EF2BD8F8 J8@ 0>FB@. (D0AJVO, O> B4A0 7 45D602-

?V45DV2 G DB728F>G F5IAB?B3VW, O>0 7A0KAG G203G CD84V?Oє CV4FD8@JV EF0DF0CV2 2 EH5DV 

,�, CD03A5 715D53F8 >BA>GD5AFAG C5D5203G HD0AJG7P>8I >B@C0AV? V GA8>AGF8 

D878>G CBFD0C?OAAO KGF?82BW VAHBD@0JVW 2 DG>8 >BA>GD5AFV2. )BK0 EFBDBA0@ 2E5 6 

240?BEO 4BEO3F8 >B@CDB@VEG V (D0AJVO CB3B48?0EO CV4FD8@0F8 Artificial Intelligence 

Act, CDBF5 C8F0AAO DB1BF8 HD0AJG7P>8I >B@C0AV?-DB7DB1A8>V2 ,� 2 AB28I 

є2DBC5?EP>8I D53G?OFBDA8I G@B20I 2E5 M5 70?8L0єFPEO 7A0KABN @VDBN 2V4>D8F8@ 

(Piquard, 2024). 

&0>B6 A5 @B6A0 A5 2V4@VF8F8 0>F82AG DB1BFG (D0AJVW MB4B CDBF84VW 

457VAHBD@0JVW G @54V0CDBEFBDV. "D30AV70JVO «$5CBDF5D8 157 >BD4BAV2» (Reporters 

sans frontières) F0 WW C0DFA5D8 Agence France Presse (AFP), Є2DBC5?EP>0 @B2A0 ECV?>0 

(l'Union européenne de radio-télévision) F0 �?B10?PA0 @5D560 D540>FBDV2 (Global 

Editors Network) 70CGEF8?8 VAVJV0F82G E0@BD53G?N20AAO � �, ECDO@B20AG A0 

1BDBFP1G 7 457VAHBD@0JVєN 2 �AF5DA5FV CV4 A072BN «�AVJV0F820 6GDA0?VEFEP>BW 

4B2VD8» (Journalism Trust Initiative).   

«�AVJV0F82G 6GDA0?VEFEP>BW 4B2VD8» 1G?B EF2BD5AB 4?O ECD8OAAO 

6GDA0?VEF8JV L?OIB@ 4BFD8@0AAO G73B465AB3B A01BDG EF0A40DFV2 4B2VD8 F0 
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CDB7BDBEFV. $50?V70JVO VAVJV0F828 2V41G20єFPEO 70 4BCB@B3BN F0> 720AB3B 

Є2DBC5?EP>B3B J5AFDG EF0A40DF870JVW (Comité européen de normalisation), O>8? 

EF2BD5AB G 2018 DBJV 4?O 2EVI EF5?>IB?45DV2, A0CD8>?04 � �, CDBH5EV?A8I 0EBJV0JV? 

V ECV?B>, E0@BD53G?NNK8I BD30AV70JV?, F0>8I O> CD5ED048 F0 D53G?OFBDAV BD30A8, 0 

F0>B6 J8HDB2V C?0FHBD@8, D5>?0@B402JV F0 CD54EF02A8>8 VAF5D5EV2 ECB6820KV2. � 

VAHBD@0JV?AB@G CDBEFBDV, 2 O>B@G A5CD024820 VAHBD@0JVO J8D>G?Nє L284L5, 0AV6 

4BEFB2VDAV AB28A8, 70I8EF 6GDA0?VEF8>8 28@030є 7@VA8F8 JN F5A45AJVN, A0402L8 

D50?PAG C5D5203G 2EV@ F8@, IFB CDB4G>Gє CD02482V AB28A8 F0 VAHBD@0JVN, 

A570?56AB 2V4 WI EF0FGEG («RSF et ses partenaires dévoilent la «Journalism Trust 

Initiative (JTI)», un dispositif innovant contre la désinformation», 1. 4.). 

">DV@ JPB3B, HD0AJG7P>V @54V0 0>F82AB CD0JNNFP A04 2?0EABN 

«E0@BHV?PFD0JVєN». &GF CB>07B28@ є >5?E 7 2023 DB>G, >B?8 6GDA0?VEFG 

HD0AJG7P>B3B >0A0?G BFM TV 1G?8 28EGAGFV CV4B7D8 G 2FDGK0AAV 2 AB28AA8? 

D540>JV?A8? CDBJ5E. �GDA0?VEF FD0AE?N202 >BDBF>V D5CBDF06V CDB ECVDAV C8F0AAO 

@V6A0DB4A8I 2V4ABE8A, O>V 28IB48?8 2 5HVD CD81?87AB B 2-? 3B48AV ABKV F0 @0?8 

A87P>V D5?F8A38 3?O40JP>BW 0G48FBDVW. !B28AAV EN65F8 1G?8 ECDO@B20AV A0 

ECD8OAAO VAF5D5E0@  0DB>>B F0 EG40AEP>B3B ?V45D0 )5@5FFV, 0 F0>B6 A0 

CD8A865AAO �0F0DG. *V 2V45B 1G?8 A530?AB 28?GK5AV, 0 F0>B6 CBL8D5AV 2 

EBJV0?PA8I @5D560I, 7B>D5@0 2 X, 7 2V4CB2V4A8@ ECDBEFG20AAO@ 

(«DISINFORMATION LANDSCAPE IN FRANCE», 2023). 

' JPB@G >BA>D5FAB@G 28C04>G BEAB2A8@ VAEFDG@5AFB@ 1BDBFP18 7 

457VAHBD@0JVєN F0 GA5@B6?82?5AAO@ CB4V1A8I 28C04>V2 2 @0?1GFAPB@G EF0?0 

2AGFDVLAO DB1BF0 BMF TV 7 DB7E?V4G20AAO VAJ845AFG F0 CBE8?5AAO D540>JV?AB3B 

>BAFDB?N 70 CG1?V>0JVєN VAHBD@0JVW. *5 206?828? >5?E, O>8? 45@BAEFDGє, MB 

5H5>F82A0 1BDBFP10 7 457VAHBD@0JVєN @B6?820 A5 FV?P>8 70 G@B28 28>BD8EF0AAO 

VEAGNK8I 45D602A8I @5I0AV7@V2, 0?5 ? 7 28>BD8EF0AAO@ 2AGFDVLAVI D5EGDEV2 

VAHBD@0JV?A8I >B@C0AV? 4?O HV?PFD0JVW VAHBD@0JVW (Ganguly & Conn, 2023). 

/> @8 10K8@B, (D0AJVO 70 CD57845AFEF20 �.  0>DBA0 28EFGC0є B4A8@ 7 

VAVJV0FBDV2 A87>8 @V6A0DB4A8I CDBє>FV2, JV??N O>8I є CBE8?5AAO 3?B10?PABW 

VAHBD@0JV?ABW F0 >V15D157C5>8, 7B>D5@0 2 K0EF8AV CDBF84VW >V15D0F0>0@ F0 
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457VAHBD@0JVW, 0 F0>B6 MB4B D503G20AAO A0 AB2VFAV F5IAB?B3VKAV 28>?8>8, F0>V O> 

F5IAB?B3VO «LFGKAB3B VAF5?5>FG». �B4ABK0E @8 @B65@B 7DB18F8 28EAB2B>, MB 

(D0AJVO A5 FV?P>8 VAVJVNє 7@VA8, 0?5 ? 28E?B2?Nє 3BFB2AVEFP 1GF8 3?B10?PA8@ F0 

є2DBC5?EP>8@ ?V45DB@ G JV? EH5DV. #V4�DGAFO@ 4?O JPB3B є O> GECVI8 F5IAB?B3VKA8I 

>B@C0AV? (D0AJVW, F0> V 2V7VO #D57845AF0 (D0AJVW 7V 71V?PL5AAO 35BCB?VF8KABW 2038 

(D0AJVW G E2VFV F0 Є2DBC8 7030?B@.   

 

 

3.3.  #5@A?5:B828 V<?;5<5=B0FVW ':@0W=>N 4>A2V4C (@0=FVW C @50;V70FVW 

157?5:>2>W V=D>@<0FV9=>W ?>;VB8:8 

 

 #B?VF8>0 VAHBD@0JV?ABW 157C5>8 (D0AJVW 107GєFPEO A0 DB728AGFV? E8EF5@V 

ABD@0F82AB-CD02B28I 4B>G@5AFV2, O>V WW D53G?NNFP, DB730?G65ABW @5D56V 

45D602A8I VAEF8FGJV?, ECV2CD0JV 7 CD820FA8@ E5>FBDB@ F0 3DB@04EP>VEFN. 

#D8>?048 GECVLAB3B D503G20AAO JVєW E8EF5@8 A0 D878>8, 28>?8>8 F0 703DB78 

VAHBD@0JV?AV? 157C5JV (D0AJVW E2V4K0FP CDB 4BEF0FAPB 28EB>G 5H5>F82AVEFP 

HD0AJG7P>BW VAHBD@0JV?ABW @B45?V. *5 0>FG0?V7Gє C8F0AAO 28>BD8EF0AAO 

A0?>D0M8I VAEFDG@5AFV2, @5FB4V2 F0 CD0>F8>, O>V 70EFBEB2Gє #0D86 G D0@>0I 

2?0EABW CB?VF8>8 VAHBD@0JV?ABW 157C5>8. "EB1?82B J5 0>FG0?PAB 4?O '>D0WA8, O>0 

B>DV@ 2BєAABW CDBF84VW DBEV?EP>V? 71DB?AV? 03D5EVW, MB4AO CDBF8EFBWFP 

VAHBD@0JV?A8@ BC5D0JVO@, O>V CDB2B48FP �D5@?P CDBF8 G>D0WAEP>BW 45D6028 F0 WW 

3DB@04OA.  

 %F0F8EF8KA8@ E2V4K5AAO@ 206?82BEFV 28>BD8EF0AAO HD0AJG7P>B3B 4BE2V4G G 

CDBF84VW VAHBD@0JV?A8@ 703DB70@ F0 CB>D0M5AAV @54V03D0@BFABEFV є BC8FG20AAO, 

CDB2545A5 InMind 2 2023 DBJV A0 70@B2?5AAO �35AFEF20 USAID. �3V4AB 7 ?B3B 

D57G?PF0F0@8, @0?65 CB?B28A0 G>D0WAJV2 VAFGWF82AB BJVANє CD02482VEFP AB28A, 

FB1FB A5 C5D52VDOє 4B40F>B2B BFD8@0AG VAHBD@0JVN. &0>B6 64% G>D0WAJV2 A02VFP 

A5 7A0NFP CDB VEAG20AAO H0>FK5>VA3B28I E5D2VEV2, MB E2V4K8FP CDB >D8F8KAG 

E8FG0JVN 7 DV2A5@ @54V03D0@BFABEFV G>D0WAEP>B3B EGECV?PEF20. �B4ABK0E 2E5 M5 8% 
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G>D0WAJV2 >BD8EFGNFPEO DBEV?EP>8@8 @54V0 4?O BFD8@0AAO AB28AABW VAHBD@0JVW 

(«'>D0WAEP>V @54V0, EF02?5AAO F0 4B2VD0 G 2023 D»., 2023). 

 �D0IB2GNK8 CBC5D54AV? 0A0?V7 BEB1?82BEF5? CB?VF8>8 VAHBD@0JV?ABW 

157C5>8 (D0AJVW, @8 28B>D5@8?8 >V?P>0 >?NKB28I EH5D, 45 4BE2V4 (D0AJVW A5 FV?P>8 

0>FG0?PA8?, 0?5 ? ECD024V @B65 1GF8 28>BD8EF0A8? '>D0WABN G CD0>F8KAV? 

C?BM8AV, 0 E0@5:  

- VAEF8FGJV?A5 CBE8?5AAO 1BDBFP18 7 >V15D703DB70@8 F0 457VAHBD@0JVєN; 

- 70?GK5AAO CD820FAB3B E5>FBDG F0 3DB@04EP>BEFV 4B D50?V70JVW CB?VF8>8 

>V15D70I8EFG 45D6028; 

- 28>BD8EF0AAO EGK0EA8I F5IAB?B3V?, 7B>D5@0 «LFGKAB3B VAF5?5>FG», 4?O 

1BDBFP18 7 H5?>0@8; 

- ECV2CD0JO G CDBF84VW 457VAHBD@0JVW 7 CDB2V4A8@8 FD0AEA0JVBA0?PA8@8 

VAHBD@0JV?AB-F5IAB?B3VKA8@8 >B@C0AVO@8, F0>8@8 O> Google, Meta, X FBMB;  

- 2EF0AB2?5AAO 2AGFDVLAPB3B 457VAHBD@0JV?AB3B HV?PFD0 2 G>D0WAEP>8I 

@54V0; 

- 1BDBFP10 7 457VAHBD@0JVєN 2 EFD0F53VKA8I 4?O VAF5D5EV2 45D6028 D53VBA0I.  

�A0?V7GNK8 VAEF8FGJV?A5 CBE8?5AAO 1BDBFP18 7 >V15D703DB70@8 F0 

457VAHBD@0JVєN O> CBF5AJV?AG EH5DG 70CB78K5AAO '>D0WABN HD0AJG7P>B3B 4BE2V4G, 

206?82B 0>J5AFG20F8 G203G A0 BJVAJV DB1BF8 HD0AJG7P>B3B �35AFEF20 157C5>8 

VAHBD@0JV?A8I E8EF5@ (ANSSI). %0@5 JO HD0AJG7P>0 VAEF8FGJVO 2V4CB2V40є 70 

DB7DB1>G F0 2CDB20465AAO CB?VF8>8 >V15D157C5>8 (D0AJVW, 70157C5KGє >BBD48A0JVN 

DV7A8I 45D602A8I 2V4B@EF2 G CDBF84VW >V15D28>?8>0@, 0 F0>B6 157CBE5D54APB 

BJVANє D878>8 F0 CDBF84Vє >V15D703DB70@. �06?82B CV4>D5E?8F8, MB ANSSI 

>BAJ5AFDGєFPEO A5 FV?P>8 A0 70I8EFV 45D602AB3B E5>FBDG, 0?5 ? 2V4CB2V40є 70 70I8EF 

>D8F8KABW CD820FABW >V15DVAHD0EFDG>FGD8. ">DV@ JPB3B, 035AFEF2B CDBCBAGє E2BN 

5>EC5DF87G 1V7A5EG F0 3DB@04EP>BEFV, F0 A040є A0 D53G?ODAV? BEAB2V, 0 A5 FV?P>8 G 

CD829O7JV 4B >BA>D5FAB3B >V15DVAJ845AFG, DVL5AAO 4?O CB>D0M5AAO 2?0EAB3B 

70I8EFG («What we do (ANSSI)», 2022). *5 є B4AVєN 7 BEB1?82BEF5? HD0AJG7P>B3B 

CV4IB4G 4B 70157C5K5AAO 2?0EABW >V15D157C5>8 3 ECD8?AOFFO 45D602ABW F0 CD820FABW 

EH5D O> є48ABW J8HDB2BW 5>BE8EF5@8, O>0 CBFD51Gє >B@C?5>EABW EFD0F53VW 70I8EFG 
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2V4 7B2AVLAVI >V15D703DB7. %0@5 6 035AFEF2B ANSSI 287A0K5AB O> J5AFD0?PA5 F0 

>?NKB25 2V4B@EF2B, O>5 2V4CB2V40є 70 >V15D70I8EF F0>BW 5>BE8EF5@8. 

*5 45MB >BAFD0EFGє 7 CV4IB4B@ '>D0WA8 4B DB71G4B28 E8EF5@8 >V15D70I8EFG 

EGECV?PEF20 O> ECV?PABF8 45D6028, 1V7A5EG F0 3DB@04EP>BEFV. &0>, 2 '>D0WAV 

HGA>JVBAGNFP >V?P>0 EC5JV0?PA8I 45D602A8I 2V4B@EF2, O>V 2V4CB2V40NFP 70 

>V15D157C5>G, E5D54 O>8I:  

- �5D602A0 E?G610 EC5JV0?PAB3B 729O7>G F0 70I8EFG VAHBD@0JVW 

(�5D6EC5J729O7>G), O>0 2V4CB2V40є 70 70I8EF 45D602A8I VAHBD@0JV?A8I E8EF5@ 

L?OIB@ 287A0K5AAO 2V4CB2V4ABEFV VAHBD@0JV?A8I F0 F5?5>B@GAV>0JV?A8I E8EF5@, 

O>V 28>BD8EFB2GNFPEO 45D602A8@8 EFDG>FGD0@8 2 E2BW? DB1BFV, 28@B30@ 4B 

157C5>8, 2EF0AB2?5A8I 45D602BN («�5D602A0 E?G610 EC5JV0?PAB3B 729O7>G F0 

70I8EFG VAHBD@0JVW '>D0WA8», 1. 4.). � EFDG>FGDV E?G618 F0>B6 CD0JNє 'DO4B20 

>B@0A40 D503G20AAO A0 >B@C9NF5DAV A04728K0?AV CB4VW '>D0WA8 (CERT-UA), O>0 

2 BC5D0F82AB@G D568@V 0A0?V7Gє >V15DVAJ845AF8 F0 A040є D5>B@5A40JVW MB4B 

D503G20AAO A0 A8I («About CERT-UA», 1. 4.). 

- !0JVBA0?PA8? >BBD48A0JV?A8? J5AFD >V15D157C5>8 (!�*�) CD8 $04V 

A0JVBA0?PABW 157C5>8 F0 B1BDBA8 '>D0WA8. *5? BD30A 2V4CB2V40є 70 >BBD48A0JVN 

DV7A8I 45D602A8I 157C5>B28I BD30AV2, O>V 410NFP CDB >V15D70I8EF 45D6028 (#DB 

!0JVBA0?PA8? >BBD48A0JV?A8? J5AFD >V15D157C5>8, 2016);  

- "D30A8 >V15D157C5>8 E5>FBDG B1BDBA8. �45FPEO CDB �V15DCB?VJVN G E>?04V 

!0JVBA0?PABW #B?VJVW '>D0WA8, �5C0DF0@5AF >V15D157C5>8 %?G618 157C5>8 

'>D0WA8, 0 F0>B6 >V15D45C0DF0@5AF8 VAL8I 157C5>B28I 2V4B@EF2.  

�B4ABK0E, CBCD8 A0O2AVEFP !�*� O> 3B?B2AB3B >BBD48AGNKB3B BD30AG 2 

EH5DV >V15D157C5>8, VAEF8FGJV?A8? DV25AP CB?VF8>8 VAHBD@0JV?ABW 157C5>8 '>D0WA8 

45@BAEFDGє 2V4EGFAVEFP DB73?O4G 45D602BN >V15D157C5>8 '>D0WA8 O> >B@C?5>EABW 

E8EF5@8, O>0 @VEF8FP 45D602A8?, CD820FA8? F0 3DB@04EP>8? E5>FBD8. *5 E2BєN 

K5D3BN OE>D02B >BAFD0EFGє 7 CV4IB4B@ (D0AJVW, O>0 A5 FV?P>8 HBD@Gє F0 DB72820є 

E8EF5@G >V15D157C5>8 G 2EV? DV7AB@0AVFABEFV WW 0>FBDV2, 0?5 ? EF2BD8?0 є48A8? 

J5AFD0?PA8? 2V4CB2V40?PA8? BD30A 3 ANSSI. &B@G, A0 A0LG 4G@>G, 4?O '>D0WA8 

CBF5AJV?AB C5DEC5>F82A8@ є 28>BD8EF0AAO 4BE2V4G (D0AJVW E0@5 7 VAEF8FGJV?ABW 
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J5AFD0?V70JVW CB?VF8>8 VAHBD@0JV?ABW 157C5>8, MB @B3?B 1 CV428M8F8 5H5>F82AVEFP 

CDBF84VW >V15D703DB70@. 

&8@ C0K5 ANSSI @0є 7A0KA8? GECVLA8? 4BE2V4 1BDBFP18 7 >V15D28>?8>0@8 F0 

703DB70@8, BEB1?82B 2 G@B20I E>?04A8I CB?VF8KA8I CDBJ5EV2. &0>, G FD02AV 2017 

DB>G A0C5D54B4AV 281BDV2 #D57845AF0 (D0AJVW, 2V41G2EO 28FV> ?8EFG20AAO >B@0A48 

�.  0>DBA0, F0> 720A8? >5?E Macron Leaks (1G?B 28>D045AB 8̆ BCD8?N4A5AB A0 

HBDG@V 4Chan 9 3V30108̆FV2 H08̆?V2 F0 21 F8E. 5?5>FDBAA8I ?8EFV2)  (482. �B40FB> �). 

�?5>FDBAAV ?8EF8 L284>B CBL8D8?8EP 70 4BCB@B3BN CDBFD0@CV2EP>8I F0 

CDBDBEV?EP>8I 0>0GAFV2 G EBJV0?PA8I @5D560I, 0 F0>B6 70 CV4FD8@>8 Wikileaks. 

"EB1?82VEFN JPB3B 2FBD3A5AAO 2 >0@C0AVN EF0?B 22545AAO 45>V?P>BI CV4DB1?5A8I 

5?5>FDBAA8I ?8EFV2 7V E>0A40?PA8@ 7@VEFB@ 2 7030?PAG @0EG 5?5>FDBAA8I ?8EFV2, 2 

O>8I @VEF8?8EO 728K0?AV B1@VA8 CB2V4B@?5AAO@8 («DISINFORMATION 

LANDSCAPE IN FRANCE», 2023). 

$503GNK8 A0 F0>8? 28FV> CD820FABW VAHBD@0JVW �.  0>DBA 4BDGK82 ANSSI 

DB7E?V4G20F8 J5? >V15DVAJ845AF. �07A0K8@B, MB 704VOAAO JVєW BD30AV70JVW @B6?825 

70 G@B28, MB >V15D0F0>0 1G?0 @0EB20ABN V F5IAVKAB E>?04ABN. ">DV@ JPB3B, 281BDK0 

>B@VEVO (D0AJVW G >BBD48A0JVW 7 ANSSI 70>?8>0?0 A0JVBA0?PAV @54V0 F0 EGECV?PEF2B 

A5 4B2VDOF8 VAHBD@0JVW 7 A5BHVJV?A8I 465D5? 7 @5FBN 70CB1V30AAO CB40?PLB3B 

CBL8D5AAO A5CD02482BW VAHBD@0JVW F0 45EF01V?V70JVW CB?VF8KA8I CDBJ5EV2 2 >D0WAV. 

�81BDK0 >B@VEVO (D0AJVW 70CDB2048?0 «1?5>0GF» VAHBD@0JVW C5D54281BDKBW 3BA>8 

70 45AP F0 K0EF>B2B G 45AP 281BDV2. �024O>8 4VO@ ANSSI F0 28EAB2>0@, O>V 2>070?8 

A0 CD8K5FAVEFP $BEVW, (D0AJVW 240?BEP ?B>0?V7G20F8 703DB7G 28FB>G, 

GA5@B6?8282L8 ?B3B CBF5AJV?A8? >0F0EFDBHVKA8? 2C?82 A0 EBJV0?PAB-CB?VF8KAG 

E8FG0JVN 2 45D602V (Sotto & Leicester, 2017). 

!0C5D54B4AV 281BDV2 #D57845AF0 (D0AJVW G 2022 DBJV ANSSI CV4>?NK0?BEP 4B 

C5D52VD>8 CBIB465AAO H5?>V2, 7B>D5@0 0>J5AFB@ 2 WW DB1BFV EF0?0 CBL8D5A0 

VAHBD@0JVO MB4B C?0AV2 28>BD8EF0AAO 2?04BN (D0AJVW EC5JV0?PAB3B 5?5>FDBAAB3B 

GEF0F>G20AAO 4?O 3B?BEG20AAO Dominion, O>5 G 2020 DBJV �. &D0@C A07202 B4AVєN 7 

BEAB2 «H0?PE8HV>0JVW 0@5D8>0AEP>8I 281BDV2». *5 7@GE8?B ANSSI 2>BFD5 A03040F8, 

MB >B6A0 5?5>FDBAA0 E8EF5@0, O>0 28>BD8EFB2GєFPEO 45D602BN CV4 K0E 281BDV2, 
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CDBIB48FP F5EFG20AAO F0 E5DF8HV>0JVN ANSSI, 0 157CBE5D54APB GEF0F>G20AAO 

Dominion 27030?V A5 C?0AG20?BEO 4?O 28>BD8EF0AAO CV4 K0E 281BDV2 2022 DB>G 

(Holroyd, 2022). 

�E5 J5 2>07Gє A0 F5, MB HD0AJG7P>V 281BD8 2022 DB>G 1G?8 EGCDB2B465AV 

0>F82A8@ >BAFDB?5@ H0>FV2, MB1 70157C5K8F8 4BEFB2VDAVEFP VAHBD@0JVW 2 

VAHBD@0JV?AB@G CDBEFBDV F0 70CB1V3F8 CBL8D5AAN 457VAHBD@0JVW 

(«DISINFORMATION LANDSCAPE IN FRANCE», 2023). 

&0>B6 JV>028@ є >5?E CDBF84VW (D0AJVW 0F0JV CDBDBEV?EP>BW I0>5DEP>BW 3DGC8 

A0 E0?F8 !0JVBA0?PABW 0E0@1?5W F0 %5A0FG (D0AJVW G 2023 DBJV. �024O>8 5H5>F82A8@ 

4VO@ ANSSI 240?BEP @VAV@V7G20F8 71BW 2 DB1BFV E0?FV2 F0 A5 4BCGEF8F8 28FB>G 

VAHBD@0JVW. �V4D07G CVE?O JPB3B (D0AJVO EI20?8?0 284V?5AAO CDBFO3B@ 2024-2030 

DB>V2 4 @?D4 є2DB A0 CBE8?5AAO >V15D70I8EFG (D0AJVW, 0 F0>B6 DB7L8D8?0 

CB2AB2065AAO ANSSI MB4B 71BDG F5IAVKA8I 40A8I FD0HV>G F0 DB1BF8 E5D25DV2 (482. 

�B40FB> �) («Russian hackers strike French National Assembly website», 2023). 

�06?828@, A0 A0LG 4G@>G, F0>B6 є 70CB78K5AAO 4BE2V4G HD0AJG7P>B3B 

2V4B@EF20 7 CDBF84VW VAB75@AB@G 2FDGK0AAN Viginum. *O EFDG>FGD0, EF2BD5A0 G 2021 

DBJV, FV?P>8 70 BEF0AAV? DV> 28O28?0 42V 25?8>V @V6A0DB4AV 457VAHBD@0JV?AV >0@C0AVW 

$BEVW CDBF8 �0IB4G, E5D54 O>8I «Portal Kombat» F0 «Doppelgänger». �I JV??N 1G?0 

45EF01V?V70JVO E8FG0JVW 2 45D6020I �0IB4G, 7B>D5@0 (D0AJVW, 7 JV??N 7A878F8 DV25AP 

CV4FD8@>8 '>D0WA8 G 2V418FFV CB2AB@0ELF01ABW 03D5EVW $( («France uncovers 

Russia's disinformation campaign justifying war in Ukraine», 2024). 

#B>07B28@ є F5, MB Viginum CD0JNє A5 FV?P>8 A04 0A0?V7B@ HD0AJG7P>B3B 

VAHBCDBEFBDG, 0?5 ? 4BE?V46Gє 3?B10?PA5 VAHBCB?5 4?O 28O2?5AAO VAHBD@0JV?A8I 

BC5D0JV?, O>V CBF5AJV?AB 703DB6GNFP VAHBD@0JV?AV? 157C5JV (D0AJVW.  

*5? 4BE2V4 @B65 1GF8 28>BD8EF0A8? *5AFDB@ CDBF84VW 457VAHBD@0JVW 4?O 

CB>D0M5AAO 2?0EABW 4VO?PABEFV 7 28O2?5AAO 457VAHBD@0JV?A8I BC5D0JV? A0 

@V6A0DB4AB@G DV2AV. *5 4B72B?8FP 45D602V >D0M5 DB7G@VF8 @V6A0DB4A5 

VAHBD@0JV?A5 E5D54B28M5 F0 2V4CB2V4AB DB7DB18F8 E8EF5@G D503G20AAO A0 28>?8>8.   

�AEF8FGJV?A5 CBE8?5AAO CB?VF8>8 >V15D70I8EFG F0>B6 0>FG0?V7Gє C8F0AAO 

70?GK5AAO 1V7A5EG, 3DB@04EP>BEFV, 7B>D5@0 A0G>B2JV2, 4B DB728F>G E8EF5@8 
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>V15DB1BDBA8 45D6028. #BCD8 A0O2AG 2 '>D0WAV >BBD48A0JVN 45D6028 F0 1V7A5EG G 

CDBF84VW >V15D703DB70@, 2V4EGFAV? @5I0AV7@ B19є4A0ABW DB1BF8 45D602AB3B F0 

CD820FAB3B E5>FBDV2 7 CB>D0M5AAO >V15D157C5>8 EGECV?PEF20. !0 2V4@VAG 2V4 

'>D0WA8, (D0AJVO CD84V?Oє 7A0KAG G203G CB1G4B2V F0>8I @5I0AV7@V2. &0>, G 2022 

DBJV (D0AJVO 2V4>D8?0 2 #0D86V >V15DI01 «>V15D>0@C0GE», O>8? B19є4AGє CBA04 

1700 H0IV2JV2 G EH5DV >V15D157C5>8 7 45D602AB3B F0 CD820FAB3B E5>FBDV2, V 

BEAB2ABN JV??N DB1BF8 O>8I є DB7DB1>0 DVL5AAO 4?O CB>D0M5AAO >V15D70I8EFG O> 

45D602A8I E8EF5@, F0> V VAHBD@0JV?A8I E8EF5@ 1V7A5EG («France launches «cyber 

city» to pool resources for better digital security», 2022). 

�V4>D8FFO «>V15D>0@CGEG» є K0EF8ABN EFD0F53VW �.  0>DBA0 7 CBE8?5AAO 

>V15D70I8EFG (D0AJVW, CDB O>G 1G?B B3B?BL5AB 2 2021 DBJV. �BA0 C5D5410K0є 

284V?5AAO CBA04 1 @?D4 є2DB A0 CV4FD8@>G 45D602A8I CDB3D0@ F0 CD820FA8I 

>B@C0AV?, O>V ECDO@B20AV A0 >V15D70I8EF (D0AJVW. �B>D5@0, 7024O>8 J8@ VA25EF8JVO@ 

#0D86 C?0AGє 71V?PL8F8 4BIB48 >B@C0AV?, O>V EC5JV0?V7GNFPEO A0 >V15D157C5JV, 

2FD8KV 3 4B 25 @?D4 є2DB 2 2025 DBJV 7 7,9 @?D4 є2DB 2 2019 DBJV, F0 71V?PL8F8 242VKV 

>V?P>VEFP DB1BK8I @VEJP 2 EH5DV >V15D157C5>8. ">DV@ JPB3B, 2 D0@>0I JVєW EFD0F53VW 

(D0AJVO 284V?8FP 500 @?A є2DB A0G>B28@ GEF0AB20@ F0 1V7A5EG A0 DB7DB1>G AB28I 

DVL5AP 4?O CB>D0M5AAO >V15D157C5>8 («Macron announces €1bn security package after 

cyberattacks on French hospitals», 2021). 

"4A8@ V7 >?NKB28I G ECV2CD0JV '>D0WA8 F0 (D0AJVW 2 >BAF5>EFV CDBF84VW 

457VAHBD@0JVW @0є EF0F8 C8F0AAO 28>BD8EF0AAO EGK0EA8I F5IAB?B3V? 4?O 1BDBFP18 

7 H5?>0@8, BEB1?82B J5 EFBEGєFPEO 28>BD8EF0AAO «LFGKAB3B VAF5?5>FG». ' JV? 

EH5DV A0?JV>02VL8@ 4?O '>D0WA8 є DB728FB> �8MBN VA65A5DABN L>B?BN (D0AJVW 

EURECOM F0 HD0AJG7P>8@ �AEF8FGFB@ 282K5AAO V >BBD48A0JVW @G78>8 F0 0>GEF8>8 

(IRCAM) CDBє>FG DeTOX. %GFP CDBє>FG CB?O30є G EF2BD5AAV F5IAVKAB3B VAEFDG@5AFG 

A0 BEAB2V F5IAB?B3VW ,�, O>8? 28O2?OF8@5 4VCH5?>8, MB BEB1?82B 0>FG0?PAB 2 

G@B20I CBEFV?AB3B CB>D0M5AAO @B6?82BEF5? «LFGKAB3B VAF5?5>FG» F2BD8F8 4540?V 

1V?PL 4BEFB2VDAV 4VCH5?>8.  

*5? CDBє>F >BAJ5AFDG20F8@5FPEO A0 ECDBEFG20AAV H5?>V2 MB4B CB?VF8KA8I 

?V45DV2 F0 >?NKB28I 2V?EP>B28I BEV1 (D0AJVW. �B>D5@0, «LFGKA8? VAF5?5>F» 
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FD5AG20F8@GFP 7 4BCB@B3BN 70C8EV2 3B?BEG ?V45DV2 (D0AJVW, MB1 ,� G @0?1GFAPB@G 

7@V3 28>BD8EF0F8 JN 107G 4?O C5D52VD>8 4VCH5?>V2. �?NKB20 JV?P CDBє>FG 3 

EF2BD8F8 F5IAVKA8? VAEFDG@5AF, O>8? 2 02FB@0F8KAB@G D568@V 28O2?OF8@5 4VCH5?> 

157 CBFD518 3?81B>B3B 0A0?V7G >BAF5AFG H0>FK5>VA3B28@8 C?0FHBD@0@8 («DeTOX: 

A french-funded project on deepfake detection targeting important civilian and military 

personalities in France», 2023). 

&0>8? 4BE2V4 BEB1?82B 0>FG0?PA8? 4?O '>D0WA8, 0465 45D6020 2 G@B20I 

3V1D84ABW 2V?A8 $BEVW A0 CBEFV?AV? BEAB2V EF8>0єFPEO 7 28>BD8EF0AAO@ �D5@?5@ 

4VCH5?>V2 2V?EP>B2B-CB?VF8KAB3B >5DV2A8JF20 '>D0WA8 4?O EVOAAO I0BEG F0 

45EF01V?V70JVW E8FG0JVW 2 45D602V. 

!0?1V?PL CB>07B28@ A5402AV@ >5?EB@ 28>BD8EF0AAO F0>B3B 

28EB>BF5IAB?B3VKAB3B VAHBD@0JV?AB3B H5?>G EF0?B CBL8D5AAO 2 VAF5DA5FV 2BE5A8-

278@>G 2023 DB>G E5DVW 2V45B- F0 0G4VBDB?8>V2, 45 A0 FB? K0E �B?B2AB>B@0A4G20K 

�1DB?A8I %8? '>D0WA8 �0?5DV? �0?G6A8? AV18FB 70>?8>0є 2V?EP>B28I 70IBC8F8 

2?04G 2 '>D0WAV, >D8F8>Gє #D57845AF0 '>D0WA8 �B?B48@8D0 �5?5AEP>B3B F0 

DB7CB2V40є CDB 3?81B>8? DB7>B? G 2BєAAB-CB?VF8KAB@G >5DV2A8JF2V 45D6028. 

'>D0WAEP>0 A570?56A0 0A0?VF8KA0 C?0FHBD@0 «�B>E +5>» G D0@>0I E2B3B CDBє>FG 

«�B>E +5>» F0 G ECV2CD0JV 7 EBJ@5D565N Facebook C5D52VD8?0 2V4CB2V4AV @0F5DV0?8 

F0 CV4F25D48?0, MB J5 4VCH5?>, EF2BD5A8? 4?O 45EF01V?V70JVW E8FG0JVW 2 '>D0WAV 

(«����"(���: �0?5DV? �0?G6A8? 70C8E02 725DA5AAO, 45 A0>07Gє 2V?EP>B28@ 

CB>8AGF8 7BAG 1B?B28I 4V? F0 70IBC?N20F8 2?04G», 2023; «����"(���: �0?5DV? 

�0?G6A8? EF2BD82 C5F8JVN CDB @B1V?V70JVN 45CGF0FV2 �5DIB2ABW $048», 2023). 

�A0?B3VKA8? CD8>?04 28>BD8EF0AAO ,� 4?O EF2BD5AAO 4VCH5?>V2 CDBF8 

?V45DV2 '>D0WA8 $BEVO CDB45@BAEFDG20?0 A0 CBK0F>G CB2AB@0ELF01AB3B 

2FBD3A5AAO. &0>, 2 15D57AV 2022 DB>G DBEV?EP>V 1BFBH5D@8 0>F82AB CBL8DN20?8 

725DA5AAO #D57845AF0 '>D0WA8 �B?B48@8D0 �5?5AEP>B3B, 45 2VA AV18FB 70O2?Oє CDB 

«>0CVFG?OJVN '>D0WA8» F0 70>?8>0є G>D0WAEP>G 0D@VN «E>?0EF8 71DBN». �?O 

EF2BD5AAO JPB3B 2V45B F0>B6 1G?0 28>BD8EF0A0 F5IAB?B3VO 4VCH5?>G. �B3B F2BDJV 

ECB4V20?8EO G F0>8? ECBEV1 45EF01V?V7G20F8 E8FG0JVN 2 '>D0WAV, CBEVOF8 I0BE V, O> 
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A0E?V4B>, 7?0@0F8 B1BDBAB740FAVEFP 45D6028 («Deepfake video of Volodymyr 

Zelensky surrendering surfaces on social media", 2022).  

#BCD8 F5, MB DB1BF0 H0>FK5>VA3B2BW C?0FHBD@8 4B72B?8?0 AV25?N20F8 

VAHBD@0JV?AV 703DB78 2V4 F0>8I 2>84V2, 0>FG0?PA8@ 70?8L0єFPEO 282545AAO VEFBDV? 

F0>8I >5?EV2 A0 @V6A0DB4A8? DV25AP, 0465 F0> @8 CB>D0M8@B B1V7A0AVEFP E2VFB2BW 

ECV?PABF8 7 H0>F0@8 VAHBD@0JV?AB3B F5DBDG $BEVW F0 CBECD8Oє@B 24BE>BA0?5AAN 

H0>FK5>VA3B28I VAEFDG@5AFV2 C0DFA5DV2, O>V 28>BD8EFB2GNFPEO 4?O 1BDBFP18 7 

DBEV?EP>BN CDBC030A4BN. %0@5 FB@G 206?828@ є CB3?81?5AAO ECV2CD0JV 7 

(D0AJVєN F0 є2DBC5?EP>8@8 CDBє>F0@8 2 K0EF8AV 28>BD8EF0AAO EGK0EA8I 

F5IAB?B3V? 4?O 1BDBFP18 7 457VAHBD@0JVєN O> @0?40AK8>G 4?O 270є@B283V4AB3B 

B1@VAG 4BE2V4G.  

&0>B6 JV>028? є VAL8? HD0AJG7P>8? 4BE2V4 7 28>BD8EF0AAO ,� 4?O CDBF84VW 

457VAHBD@0JVW. &0>, 035AFEF2B AFP F0 �8M0 ABD@0?PA0 L>B?0  (Ecole Normale 

Supérieure Paris-Saclay), B48A 7 A0?2V4B@VL8I @0F5@0F8KA8I A02K0?PAB-A0G>B28I 

70>?04V2 (D0AJVW, є C0DFA5D0@8 є2DBC5?EP>B3B CDBє>FG «vera.ai» (VERification 

Assisted by Artificial Intelligence). �0EAB20A8? 2 2022 DBJV, CDBє>F C5D5410K0є 

EF2BD5AAO A0 BEAB2V F5IAB?B3VW «LFGKAB3B VAF5?5>FG» 5H5>F82A8I VAEFDG@5AFV2 4?O 

1BDBFP18 7 457VAHBD@0JVєN. �B>D5@0, 7 4BCB@B3BN F0>8I VAEFDG@5AFV2 6GDA0?VEF8, 

4BE?V4A8>8, DB7E?V4G20KV F0 3DB@04EP>VEFP 7@B6GFP C5D52VDOF8 0G4VB, 2V45B F0 

F5>EFB2G VAHBD@0JVN A0 CD54@5F A0O2ABEFV H5?>V2 01B A54BEFB2VDABW VAHBD@0JVW.  

#DBє>F 2E5 M5 7A0IB48FPEO A0 D0AAVI 5F0C0I DB728F>G, CDBF5 ?B3B 

F5IAB?B3VKA0 CDB3D5E82AVEFP F0 CBFG6A0 C0DFA5DEP>0 1070 (C0DFA5D0@8 CDBє>FG, 

B>DV@ AFP, є F0>V CBFG6AV є2DBC5?EP>V VAHBD@0JV?AV 035AFEF20, A0G>B2V GEF0AB28, 

B19є4A0AAO O> EBU, Deutsche Welle, EU Disinfo Lab) є C5DEC5>F82A8@ @0?40AK8>B@ 

4?O G>D0WAEP>8I @54V0 («vera.ai», 1. 4.). "EB1?82B J5 0>FG0?V7GєFPEO F8@, MB 

G>D0WAEP>8? VAHBCDBEFVD A5B4ABD07B2B 0F0>GєFPEO VAHBD@0JV?A8@8 2>840@8 F0 

H5?>0@8, O>V CBFD51GNFP F5IAB?B3VKABW B1DB1>8 4?O WI ECDBEFG20AAO.  

�ALBN 206?82BN EH5DBN 4?O B1@VAG 4BE2V4B@ 2 CDBF84VW 457VAHBD@0JVW @0є 

EF0F8 ECV2CD0JO 7 FD0AEA0JVBA0?PA8@8 VAHBD@0JV?A8@8 >BDCBD0JVO@8 Facebook, X, 

Google F0 VAL8@8, 45 (D0AJVO @0є K8@0?B GECVLA8I >5?EV2 >BBC5D0JVW 704?O 
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CDBF84VW H5?>0@. "4A8@ V7 A0?>D0M8I CD8>?04V2 JPB3B EF0?0 ECV2CD0JO 8 3B?B2A8I 

HD0AJG7P>8I @54V0 (France Télévisions, Le Monde, Agence France Presse, L'Express, 

France 24 The Observers, 20 Minutes BFM-TV F0 Libération) 7 Facebook F0 Google 

A0C5D54B4AV CD57845AFEP>8I 281BDV2 G (D0AJVW 2 2017 DBJV.  

�B>D5@0, >BD8EFG20K0@ Facebook 1G?0 A040A0 @B6?82VEFP 2V4@VK0F8 

EG@AV2A8? >BAF5AF, O>8? EFBEGєFPEO 281BDV2. #VE?O JPB3B 28M5707A0K5AV @54V0 

C5D52VDO?8 J5? >BAF5AF V O>MB O> @VAV@G@ 2 @54V0D5EGDE8 CV4F25D46G20?8 ?B3B 

H5?>B2VEFP, Facebook 2V4@VK02 J5? >BAF5AF O> EG@AV2A8?.  

-B 6 4B ECV2CD0JV 7 Google, FB 45C0DF0@5AF >B@C0AVW, O>8? 2V4CB2V40є 70 

AB28A8, Google News Lab F0 HD0AJG7P>V @54V0 70CGEF8?8 CDBє>F CrossCheck. �B3B 

JV??N EF0?0 C5D52VD>0 AB28A A0 A0O2AVEFP H5?>V2, A5CD02482BW VAHBD@0JVW F0 

CDBC030A48 («Facebook, Google partner with French media to combat «fake news», 

2017). $57G?PF0F0@8 DB1BF8 @B3?8 E>BD8EF0F8EO HD0AJG7P>V � � CV4 K0E CV43BFB2>8 

2?0EA8I AB28AA8I @0F5DV0?V2. ">DV@ JPB3B, D57G?PF0F8 >DBEK5>VA3G CG1?V>G20?8EP 

G 1?B7V CDBє>FG (Dieudonné, 2017). 

'>D0WA0 G65 @0є GECVLA8? 4BE2V4 7 Facebook MB4B 28>D8FFO H5?>V2, 7B>D5@0 

F0>BN 4VO?PAVEFN G ECV2CD0JV 7 EBJ@5D565N 70?@0єFPEO A5CD81GF>B20 BD30AV70JVO 

«�B>E '>D0WA0» (.. �0A8?5A>B, 2020). #DBF5, F0>5 ECV2DB1VFA8JF2B, A0 2V4@VAG 2V4 

4BE2V4G (D0AJVW, A5 A01G?B E8EF5@ABEFV, O>0 G CDBF84VW 457VAHBD@0JVW є >?NKB2BN, 

0465 E0@5 VAHBD@0JV?AV @0?40AK8>8 EBJ@5D56 є BEAB2A8@ CDBEFBDB@ 

CDBC030A48EFEP>8I F0 457VAHBD@0JV?A8I >0@C0AV? $BEVW.  

�?O CD8>?04G, DBEV?EP>V 3D02JV >B@C9NF5DABW 3D8 Minecraft, O>BN 2B?B4Vє 

3?B10?PA0 VAHBD@0JV?AB-F5IAB?B3VKA0 >B@C0AVO Microsoft, 28>BD8EF0?8 

@B6?82BEFV 3D8 4?O 2V4F2BD5AAO 18F28 70 %B?540D, O>0 FD820?0 7 E5DCAO 2022 DB>G 

4B EVKAO 2023 DB>G, EF2BD82L8 CB2ABJVAA8? CDBC030A48EFEP>8? >BAF5AF, 7 O>8@ 

@B3?8 B7A0?B@8F8EO 3D02JV Minecraft 7V 2EPB3B E2VFG (Myers & Browning, 2023). �0 

G@B28 A0?03B465ABW ECV2CD0JV '>D0WA8 F0 Microsoft 2 C8F0AAV CDBF84VW 

457VAHBD@0JVW F0>8? >BAF5AF @V3 18 1GF8 BC5D0F82AB CD81D0A8? 7 3D8, 0 3D02JV, O>V 

?B3B EF2BD8?8, 701?B>B20AV. 
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�AL8@ CB>07B28@ CD8>?04B@ є 28>BD8EF0AAO EBJ@5D56 Facebook V X 4?O 

CBL8D5AAO A5CD02482BW VAHBD@0JVW 2 D0@>0I VAHBD@0JV?ABW >0@C0AVW $BEVW CV4 

A072BN «Doppelgänger». �5DF20@8 JVєW >0@C0AVW EF0?8 O> (D0AJVO, F0> V '>D0WA0. 

%GFP JVєW @0ELF01ABW VAHBD@0JV?ABW BC5D0JVW $BEVW CB?O30є 2 48E>D548F0JVW 

G>D0WAEP>B3B CB?VF8KAB3B >5DV2A8JF20 F0 7A865AAO DV2AO CV4FD8@>8 �0IB4B@ 

L?OIB@ CBL8D5AAO H5?>B28I AB28A, 2V45B F0 0G4VB («Doppelganger operation», 

2023).  

&0>B6, A0 A0LG 4G@>G, 206?828@ є 2EF0AB2?5AAO 2AGFDVLAPB3B 

457VAHBD@0JV?AB3B HV?PFD0 2 G>D0WAEP>8I @54V0, O>8? 18 A0 D540>JV?AB@G DV2AV 

1?B>G202 CD525AF82AB CG1?V>0JVN 457VAHBD@0JVW. &GF JV>028@ є 4BE2V4 

HD0AJG7P>B3B VAHBD@0JV?AB3B 035AFEF20 AFP, CD8 O>B@G HGA>JVBAGє EC5JV0?PA0 

@54V0?01BD0FBDVO AFP Medialab. *5 A525?8>0 3DGC0 4BE?V4A8>V2, O>0 CD0JNє A04 

DB7DB1>BN VAAB20JV?A8I DVL5AP 7 CDBF84VW 457VAHBD@0JVW, O>8@8 @B3?8 1 

>BD8EFG20F8EO AFP F0 VALV VAHBD@0JV?AV 035AFEF20 E2VFG. %5D54 CDBє>FV2, O>V 

DB72820?0 JO @54V0?01BD0FBDVO E?V4 2V47A0K8F8 CDBє>F8 WeVerify, YouVerify!, 

YouCheck!, InVID, ASRAEL F0 AFP Transcriber. !0D07V ?01BD0FBDVO CD0JNє A04 

D50?V70JVєN 73040AB3B 2 JPB@G 4BE?V465AAV CDBє>FG vera.ai, O>8? C5D5410K0є 

28>BD8EF0AAO F5IAB?B3VW ,� 4?O ECDBEFG20AAO H5?>V2 («Medialab», 1. 4.). 

">DV@ JPB3B, JV>02BN 4?O '>D0WA8 є DB1BF0 (D0AJVW 7 1BDBFP18 7 

457VAHBD@0JVєN 2 EFD0F53VKA8I 4?O VAF5D5EV2 45D6028 D53VBA0I. &0>,  (D0AJVO 

3?81B>B 70A5CB>BєA0 DBEFB@ B1@565AP BEAB2A8I E2B1B4 F0 CBE8?5AAO D5CD5EV? G 

�V?BDGEV. *V 70IB48 ECDO@B20AV A0 70157C5K5AAO >BAFDB?N 1V?BDGEP>B3B GDO4G A04 

GEV@ EGECV?PEF2B@ F0 CD83AVK5AAO 2EVI, IFB 28EFGC0є CDBF8 03D5E82ABW 2V?A8 $BEVW 

CDBF8 '>D0WA8. � �V?BDGEV VEAGє 70>BAB402K8? 0DE5A0?, ECDO@B20A8? A0 

EFD8@G20AAO 1G4P-O>BW HBD@8 BCB78JVW, 7B>D5@0 F8I, IFB 28EFGC0є CDBF8 2V?A8 K8 

28E?B2?Nє CV4FD8@>G G>D0WAEP>B@G A0DB4G. *5 EF2BDNє KVF>8? 72'O7B> @V6 

DBEV?EP>BN 03D5EVєN CDBF8 '>D0WA8 F0 CBE8?5AAO@ CB?VF8>8 D5CD5EV? 2 �V?BDGEV. 

(D0AJVO 70EG46Gє A0O2AVEFP G �G?BDGEV 25?8>BW >V?P>BEFV CB?VF8KA8I 2'O7AV2 V 

E8EF5@0F8KA5 70EFBEG20AAO FBDFGD F0 A5?N4EP>B3B CB2B465AAO MB4B CB?VF8KA8I 

BCB78JVBA5DV2. �B>D5@0, #0D86 A5B4ABD07B2B 70>?8>02 �V?BDGEP 4BFD8@G20F8EO 
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E2BWI @V6A0DB4A8I 7B1B2'O70AP, 72V?PA8F8 CB?VF8KA8I G2'O7A5A8I 7 3G@0AVF0DA8I 

@VD>G20AP F0 A04020F8 4BEFGC 4B @548KABW 4BCB@B38. (D0AJVO 2>BFD5 70EG46Gє 

E5D?B7AV CBDGL5AAO CD02 ?N48A8 2 �V?BDGEV F0 28E?B2?Nє A5CD8?AOFAVEFP GK0EFV 

D568@G �G>0L5A>0 G A570>BAAV? 2V?EP>B2V? 03D5EVW $BEVW CDBF8 '>D0WA8.  

#DBF5, JO DB1BF0 B1@56GєFPEO A5 FV?P>8 70O20@8 3 (D0AJVO 2545 

JV?5ECDO@B20AG VAHBD@0JV?AG DB1BFG 7 DB7>D8FFO A0 @V6A0DB4AB@G DV2AV 7?BK8AV2 

1V?BDGEP>B3B D568@G F0 4B2545AAO 4B 2V4B@0 1V?BDGEP>B3B A0DB4G F0 E2VFB2BW 

3DB@04EP>BEFV 7030?B@ CBFD518 G E8EF5@A8I 7@VA0I G �V?BDGEV («OSCE 3 Vive 

préoccupation vis-à-vis de la situation des droits de l9Homme en Biélorussie (11 mai 

2023)», 2023). 

&0>8? CV4IV4 є A04728K0?AB 0>FG0?PA8@ 4?O '>D0WA8, 0465 1V?BDGEP>8? 

A0CDO@B> 7B2AVLAPBW CB?VF8>8 є CDVBD8F5FA8@ 4?O 70157C5K5AAO B1BDBAB740FABEFV 

'>D0WA8. &B@G 1G4P-O>V 4VW, ECDO@B20AV A0 CV4D82 1V?BDGEP>B3B D568@G F0 DB7D82 

?B3B EBN7A8JP>8I 2V4ABE8A 7 $(, 4B72B?8FP 71V?PL8F8 ?@B2VDAVEFP C5D5@B38 

'>D0WA8 G 2V?AV 7 $BEVєN.  

 %?V4 707A0K8F8, MB A0D07V 265 EF2BD5AV @5I0AV7@8 4?O B1@VAG 4BE2V4B@ F0 

CB3?81?5AAO >V15DECV2CD0JV @V6 (D0AJVєN F0 '>D0WABN. ' JPB@G >BAF5>EFV 20DFB 

28B>D5@8F8 '3B4G CDB ECV2DB1VFA8JF2B G EH5DV 157C5>8 @V6 '>D0WABN F0 (D0AJVєN, 

O>0 1G?0 CV4C8E0A0 �. �5?5AEP>8@ F0 �.  0>DBAB@ 16 ?NFB3B 2024 DB>G. �BA0, 

7B>D5@0, 28B>D5@?Nє 420 FD5>8 ECV2CD0JV G EH5DV VAHBD@0JV?ABW 157C5>8:  

1) EFD0F53VKA0 >B@GAV>0JVO F0 1BDBFP10 7 VAB75@A8@ 2FDGK0AAO@, 

@0AVCG?N20AAO@ VAHBD@0JVєN; 

2) >V15D157C5>0. 

' EH5DV 1BDBFP18 7 457VAHBD@0JVєN EFBDBA8 1G4GFP >BAJ5AFDG20F8EO A0:  

- CB>D0M5AAV ECDB@B6ABEF5? '>D0WA8 CDBF84VOF8 VAB75@AB@G 2FDGK0AAN F0 

VAHBD@0JV?A8@ @0AVCG?OJVO@;  

- B1@VAV 4BE2V4B@; 

- DB7DB1JV ECV?PA8I BE2VFAVI V A02K0?PA8I CDB3D0@ 4?O H0IV2JV2 V7 JV?VEABEFV 

VAHBD@0JVW. 
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�07A0K8@B, MB (D0AJVO F0>B6 7B1B29O70?0EP 4BCB@B3F8 '>D0WAV CD8є4A0F8EO 

4B >B?5>F82A8I VAEFDG@5AFV2 1BDBFP18 7 VAB75@A8@ 2FDGK0AAO@ F0 @0AVCG?N20AAO@ 

VAHBD@0JVєN. �45FPEO CDB 7030?PABє2DBC5?EP>V @5I0AV7@8 CDBF84VW 457VAHBD@0JVW 

F0 CDBC030A4V. 

' EH5DV >V15D157C5>8 (D0AJVO A04020F8@5 CV4FD8@>G, O>0 1 4B72B?8?0 

CB>D0M8F8 @B6?82BEFV '>D0WA8 CDBF84VOF8 2BDB68@ >V15DBC5D0JVO@, 0 F0>B6 

ECD8OF8@5 CB3?81?5AAN ECV2CD0JV '>D0WA8 7 !�&" F0 Є% G EH5DV >V15D157C5>8. 

(D0AJG7P>0 EFBDBA0 4BCB@030F8@5, 7B>D5@0, L?OIB@ CBE8?5AAO >V15DEFV?>BEFV F0 

70I8EFG >D8F8KABW VAHD0EFDG>FGD8 '>D0WA8. '3B40 A5 B1@56GєFPEO FV?P>8 

EFD0F53VKABN 2V7VєN 3 45D6028 F0>B6 CB3B48?8EP A0?03B48F8 BC5D0F82AG 

ECV2CD0JN G 1BDBFP1V 7 >V15D7?BK8AAVEFN. *5 2>D0? 206?82B 4?O '>D0WA8, 0465 

48A0@V>0 >V15D0F0> $BEVW 2 G@B20I CB2AB@0ELF01ABW 2V?A8 є A04728K0?AB 28EB>BN, 

MB CBFD51Gє C5D@0A5AFABW 0>F82ABW DB1BF8 7 WI 28O2?5AAO F0 A5?FD0?V70JVW («'3B40 

CDB ECV2DB1VFA8JF2B G EH5DV 157C5>8 @V6 '>D0WABN F0 (D0AJVєN», 2024). 

 *O VEFBD8KA0 G3B40 H0>F8KAB 7040є D0@>G 4?O ECV2CD0JV '>D0WA8 F0 (D0AJVW 

E0@5 7 2D0IG20AAO@ VEAGNK8I CDBJ5EV2 G E2VFB2V? CB?VF8JV, E5D54 O>8I >?NKB25 

@VEJ5 70?@0NFP DBEV?EP>0 71DB?A0 03D5EVO CDBF8 '>D0WA8 F0 71V?PL5AAO DB?V 

VAHBD@0JV?ABW E>?04B2BW 2 E2VFB2V? CB?VF8JV. ">DV@ JPB3B, J5? 4B>G@5AF є H0>F8KAB 

C5DL8@ CV4C8E0A8@ (D0AJVєN F0 '>D0WABN 4B>G@5AFB@, 45 HD0AJG7P>0 EFBDBA0 

A040є 30D0AFVW 157C5>8 '>D0WAV V >BA>D5F87Gє WI CB DV7A8I EH5D0I. *5 >BAFD0EFGє 7 

�G40C5LFEP>8@ @5@BD0A4G@B@, CV4C8E0AFB@ O>B3B 1G?0 V (D0AJVO. �5>?0D0F82A8? 

I0D0>F5D @5@BD0A4G@G, 2V4EGFAVEFP 7B1B29O7GNK8I CB?B65AP 7G@B28?8 JV?>B28FG 

A55H5>F82AVEFP 4B>G@5AFG 4?O 70157C5K5AAO 157C5>8 '>D0WA8 70 G@B2 AB28I 

35BCB?VF8KA8I D50?V? (Sedliar, Sapsai & Tsyrfa, 2023, E. 153-160). 

">DV@ JPB3B, 2 3DG4AV 2022 DB>G  VAVEFD 5>BAB@V>8, HVA0AEV2, CDB@8E?B2BEFV 

F0 J8HDB2B3B EG25D5AVF5FG (D0AJVW �DGAB �5  5D F0 #D5@'єD-@VAVEFD '>D0WA8 

�5A8E ,@830?P G73B48?8 F0 CV4C8E0?8 ECV?PAG �BDB6AN >0DFG 4?O DB728F>G 

F5IAB?B3VKAB3B E5>FBDG. �V4CB2V4AB 4B A5W, (D0AJVO C?0AGє 284V?8F8 1 @?A є2DB A0 

CV4FD8@>G G>D0WAEP>8I F5IAB?B3VKA8I EF0DF0CV2, 0 F0>B6 @V6 EFBDBA0@8 1G45 
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CB3?81?5A0 ECV2CD0JO 2 EH5DV 70I8EFG G>D0WAEP>8I CG1?VKA8I 40A8I («(D0AJVO 

284V?8FP >BLF8 A0 CV4FD8@>G F5IAB?B3VKA8I EF0DF0CV2 '>D0WA8», 2022). 

 ">DV@ CDBEFBDG 4?O ECV2CD0JV, 70CDBCBAB20AB3B 28M5707A0K5A8@8 G3B40@8, 

@0?40AK8>B@ 4?O B1@VAG 4BE2V4B@ @B65 EF0F8 @V6A0DB4A8? HBD@0F «&0??VAEP>8? 

@5I0AV7@». *5? VAEFDG@5AF ECV2DB1VFA8JF20 2 EH5DV >V15D157C5>8 1G2 70CGM5A8? 2 

3DG4AV 2023 DB>G GDO40@8 '>D0WA8, (D0AJVW, �0A048, �0AVW, �EFBAVW, !V@5KK8A8, 

!V45D?0A4V2, #B?PMV, ,25JVW, �5?8>BW �D8F0AVW F0 %,� («&0??VAAEP>8? @5I0AV7@: 

'>D0WA0 F0 @V6A0DB4AV C0DFA5D8 70CBK0F>G20?8 AB28? VAEFDG@5AF ECV2CD0JV G 

>V15DCDBEFBDV», 2023). 

�V4CB2V4AB 4B 4BEO3AGF8I 4B@B2?5ABEF5?, 707A0K5AV 45D6028 7B1B29O7GNFPEO 

A04020F8 CV4FD8@>G '>D0WAV 2 DB71G4B2V CBFG6ABW E8EF5@8 >V15D70I8EFG 2 >BDBF>B-

, E5D54APB- F0 4B23BEFDB>B2V? C5DEC5>F820I. &0>B6 4B72B?OєFPEO GK0EFP CD820FAB3B 

F0 3DB@04EP>B3B E5>FBDG 45D602-C0DFA5DV2 G CDBє>F0I DB71G4B28 F0>BW E8EF5@8 2 

'>D0WAV. %0@ 65 @5I0AV7@ 28EFGC8FP H0>F8KAB >BBD48A0JV?A8@ @0?40AK8>B@ 4?O 

G73B465AAO C0DFA5D0@8 4BCB@B38 '>D0WAV.  

">D5@B 707A0K8@B, MB «&0??VAAEP>8? @5I0AV7@» HBD@0?PAB 70>DVC?Nє 

CD8AJ8C «AVKB3B CDB '>D0WAG 157 '>D0WA8», MB 4B72B?8FP '>D0WAV BFD8@G20F8 FG 

CV4FD8@>G, O>0 2V4CB2V40є 2AGFDVLAV? BJVAJV G>D0WAEP>8@8 VAEF8FGJVO@8 >?NKB28I 

CBFD51 E8EF5@8 >V15D70I8EFG. ">DV@ JPB3B, GK0EA8>8 @5I0AV7@G 7B1B29O7GNFPEO 

>BBC5DG20F8EO 2 C8F0AAOI CBE8?5AAO >V15DECDB@B6ABEF5? '>D0WA8 7 Є% F0 !�&" 

(«MISSION STATEMENT», 2023). 

&0>B6 '>D0WA0 F0 (D0AJVO @0NFP @B6?82VEFP ECV2CD0JV G EH5DV >V15D157C5>8, 

28>BD8EFB2GNK8 @5I0AV7@ �V15D4V0?B3G '>D0WA8 F0 Є%, O>8? 1G2 70CBK0F>B20A8? 2 

K5D2AV 2021 DB>G. ' D0@>0I APB3B '>D0WA0, Є2DBEBN7 F0 45D6028-K?5A8 1?B>G 

@0NFP @B6?82VEFP >BBD48AG20F8 CB?VF8>G 2 EH5DV >V15D157C5>8. �45FPEO CDB 

G73B465AAO 70>BAB402K8I @5I0AV7@V2 D53G?N20AAO JVєW EH5D8, B1@VA 4BE2V4B@ 

DB1BF8 CDBHV?PA8I VAEF8FGJV?, 0 F0>B6 >BBD48A0JVN ECV2CD0JV 2 D0@>0I 

@V6A0DB4A8I BD30AV70JV? («'>D0WA0 F0 Є% 70CBK0F>G20?8 �V15D4V0?B3», 2021). � 

@B@5AFG 70CBK0F>G20AAO @5I0AV7@G G65 CDB2545AB 3 D0GA48 �V15D4V0?B3G. 
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&0>B6 JV>028@ HBD@0FB@ 4?O B1@VAG 4BE2V4B@ @V6 (D0AJVєN F0 '>D0WABN є 

EF2BD5A8? G 3DG4AV 2015 DB>G Є2DBC5?EP>8@ %BN7B@ 4?O 1BDBFP18 7 F5DBD87@B@ 

�AF5DA5F-HBDG@ Є% (EU Internet Forum 3 EUIF). �B3B >?NKB20 JV?P 3 CBE8?5AAO 

ECV2CD0JV 7 J8HDB28@8 C?0FHBD@0@8 4?O CDBF84VW 28>BD8EF0AAN �AF5DA5FG G 

F5DBD8EF8KA8I JV?OI, 0 F0>B6 28E2VF?5AAO CDB1?5@A8I C8F0AP, MB EFBEGNFPEO 

�AF5DA5FG F0 F5DBD87@G.  

"EAB2A8? HB>GE HBDG@G 7BE5D5465A8? A0 CDB1?5@V 7?B26820AAO �AF5DA5FB@ 

G F5DBD8EF8KA8I JV?OI L?OIB@ 42BI BEAB2A8I A0CDO@>V2: 

1) 7@5AL5AAO 4BEFGCABEFV F5DBD8EF8KAB3B >BAF5AFG 2 �AF5DA5FV; 

2) 71V?PL5AAO B1EO3G 5H5>F82A8I 0?PF5DA0F82A8I A0D0F82V2 BA?0?A. 

' 2019 DBJV 4B EH5D8 4VO?PABEFV EUIF 1G?B 4B40AB CBE8?5AAO CDBF84VW 

E5>EG0?PAB@G A0E8?PEF2G A04 4VFP@8 2 @5D56V. ' 2022 DBJV EUIF M5 1V?PL5 

DB7L8D82 E2V? EC5>FD, 2>?NKAB 7 1BDBFP1BN 7 FBD3V2?5N A0D>BF8>0@8 F0 FBD3V2?5N 

?N4P@8 2 �AF5DA5FV («European Union Internet Forum (EUIF)», 1. 4.). 

!0D07V '>D0WA0 F0 (D0AJVO LG>0NFP 20DV0AF8 ECV2CD0JV 2 EH5DV >V15D157C5>8 

A0 42BEFBDBAAPB@G DV2AV, 7B>D5@0 CB ?VAVW «45D6020-1V7A5E». &0>, 2 ?NFB@G 

CD54EF02A8>8 $048 A0JVBA0?PABW 157C5>8 V B1BDBA8 '>D0WA8 ($!�"), 

!0JVBA0?PAB3B >BBD48A0JV?AB3B J5AFDG >V15D157C5>8 CD8 $!�" '>D0WA8 (!�*�) 

7GEFDV?8EP 7 CD54EF02A8>0@8 CD820FAB3B E5>FBDG (D0AJVW, O>8? 70?@0єFPEO 

C8F0AAO@8 >V15D157C5>8. �45FPEO CDB F0>V BD30AV70JVW O> 7 Cyber Task Force, 

Gatewatcher, Predicta Lab F0 Sekoia. ' HB>GEV 7GEFDVK5? 3 A0?03B465AAO ECV2CD0JV 7 

HD0AJG7P>8@ 1V7A5EB@, BCD0JN20AAO @B6?828I 20DV0AFV2 45D602AB-CD820FAB3B 

C0DFA5DEF20, 0 F0>B6 HBD@0F8 B1@VAG 4BE2V4B@ («(0IV2JV !�*� CDB25?8 DB1BKG 

7GEFDVK 7 CD54EF02A8>0@8 HD0AJG7P>8I >B@C0AV? G EH5DV >V15D157C5>8», 2023). 

%CV2CD0JO A5 B1@56GєFPEO 28>?NKAB HBD@0?PA8@8 4B@B2?5ABEFO@8 V G65 

EPB3B4AV 2V41G20єFPEO A87>0 CD0>F8KA8I 70IB4V2 7 B1@VAG 4BE2V4B@ 2 EH5DV 

>V15D157C5>8. &0>, 2 3DG4AV 2023 DB>G HD0AJG7P>V CD02BBIBDBAJV CDB25?8 E5DVN 

FD5AVA3V2 4?O !0JVBA0?PABW CB?VJVW '>D0WA8 MB4B CDBF84VW >V15D7?BK8A0@. �B>D5@0, 

?45FPEO CDB 28>BD8EF0AAO EGK0EA8> @5FB48> 71BDG, B1DB1>8, E8EF5@0F870JVW F0 

0A0?V7G VAHBD@0JVW («�V15D157C5>0 F0 >D8@VA0?PA8? 0A0?V7: HD0AJG7P>V 
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CD02BBIBDBAJV CDB25?8 FD5AVA3 4?O G>D0WAEP>8I CB?VJ5?EP>8I», 2023). �07A0K8@B, 

MB CB4V1A0 ECV2CD0JO CB28AA0 1GF8 D53G?ODABN, 0465 '>D0WA0 C5D51G20є 2 D568@V 

CBEFV?A8I >V15D0F0> F0 >V15DCDB2B>0JV? $( 7 JV??N 45EF01V?V70JVW E8FG0JVW 2 >D0WAV 

F0 CBE?01?5AAO WW B1BDBAB740FABEFV.  

�B4ABK0E E?V4 A03B?BE8F8, MB CBCD8 CBFD51G B1@VAG 4BE2V4B@ @V6 '>D0WABN 

F0 (D0AJVєN O> A5B1IV4AG G@B2G CBE8?5AAO >V15DB1BDBA8 '>D0WA8, HD0AJG7P>0 

EFBDBA0 G65 2V47A0K0є 7A0KA8? CDB3D5E, O>B3B '>D0WA0 4BEO3?0 G CB>D0M5AAV 

CB?VF8>8 VAHBD@0JV?ABW 157C5>8. &0>, 3B?B20 �B@0A4G20AAO >V15D70I8EFG (D0AJVW 

(COMCYBER) �?@5DV> �BAA5@V7BA A03B?BE82, MB '>D0WA0 74V?EA8?0 «&ECD026AN 

D52B?NJVN, 28?LB2L8 A0 AB28? DV25AP G WW >B@C9NF5DAV? B1BDBAAV? 1BDBFP1V». �VA 

2V47A0K82, MB DBEV?EP>V >V15D0F0>8 1G?8 7A0KAB @5AL 5H5>F82A8@8 E0@5 K5D57 

CB>D0M5AAO '>D0WABN 2?0EA8I @B6?82BEF5? CDBF84VW («'>D0WA0 A0 F?V 0F0> $( 

74V?EA8?0 «D52B?NJVN >V15D70I8EFG» - HD0AJG7P>8? 35A5D0?», 2023). 

#V4EG@B2GNK8 707A0K8@B, MB VEAGє A87>0 EH5D, 45 HD0AJG7P>8? 4BE2V4 @B65 

1GF8 28>BD8EF0A8? '>D0WABN 4?O CB>D0M5AAO 2?0EABW CDBF84VW >V15D703DB70@, 

457VAHBD@0JVW F0 CDBC030A4V. �?NKB28@, MB B19є4AGє JV EH5D8, є DB73?O4 

>V15D157C5>8 45D6028 O> >B@C?5>EABW E8EF5@8, O>0 @VEF8FP 2 EB1V 157C5>G 

45D602A8I E8EF5@, 1V7A5EG, 3DB@04EP>B3B E5>FBDG F0 28>BD8EF0AAO EGK0EA8I 

F5IAB?B3V? 4?O AV25?N20AAO 703DB7. %0@5 G J8I 0EC5>F0I (D0AJVO 4BEO3?0 7A0KAB3B 

CDB3D5EG, O>8? 206?82B 2@BAFG20F8 2 G>D0WAEP>G E8EF5@G 70I8EFG.  

 
 

�8A=>2:8 4> $>74V;C 3 
 

(D0AJVO CDB4B26Gє 2V4V3D020F8 >?NKB2G DB?P G HBD@G20AAV 3?B10?PA8I 

EFD0F53V? CDBF84VW 45EFDG>F82A8@ 2C?820@ F0 GECVLABW D50?V70JVW CB?VF8>8 

VAHBD@0JV?ABW 157C5>8. "4A0>, J5 ?V45DEF2B A5 B1@56GєFPEO ?8L5 48C?B@0FVєN F0 

@V6A0DB4A8@8 2V4ABE8A0@8. �D0WA0 0>F82AB CD84V?Oє G203G EH5DV >V15D157C5>8 F0 

VAHBD@0JV?ABW 157C5>8, 45 2BA0 є 206?828@ GK0EA8>B@ 3?B10?PA8I VAVJV0F82. �W 

4VO?PAVEFP BIBC?Nє 270є@B4VN 7 VAL8@8 >D0WA0@8 7030?PABє2DBC5?EP>B3B F0 
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є2DB0F?0AF8KAB3B CDBEFBDG  4?O DB7DB1>8 F0 2CDB20465AAO 70IB4V2, ECDO@B20A8I 

A0 70157C5K5AAO >V15D70I8EFG F0 CDBF84VN 457VAHBD@0JVW. 

�?NKB28? 0EC5>F JPB3B ?V45DEF20 CB?O30є G 2EF0AB2?5AAV EF0A40DFV2 F0 

CD8AJ8CV2 4?O 70I8EFG VAHBD@0JV?AB3B CDBEFBDG. (D0AJVO 28EFGC0є VAVJV0FBDB@ 

HBD@G20AAO є48ABW EFD0F53VW CDBF84VW 45EFDG>F82A8@ 2C?820@ A0 @V6A0DB4AB@G 

DV2AV. �W 4BE2V4 V 0>F82A0 DB?P G J8I C8F0AAOI A040NFP >D0WAV 203B@B3B 2C?82G G 

>V15DCDBEFBDV F0 EH5DV VAHBD@0JV?ABW 157C5>8. 

�BE2V4 (D0AJVW G EH5DV D50?V70JVW CB?VF8>8 7 VAHBD@0JV?ABW 157C5>8 @B65 

1GF8 A04728K0?AB >BD8EA8@ 4?O '>D0WA8 7 >V?P>BI >?NKB28I CD8K8A: 

1. �AEF8FGJV?A0 BD30AV70JVO: (D0AJVO EF2BD8?0 JV?VEAG EFD0F53VN 

>V15D157C5>8 7 J5AFD0?PA8@ BD30AB@, >B@C5F5AJVW O>B3B BIBC?NNFP O>  45D602AG, 

F0> V CD820FAG EH5D8. '>D0WA0 @B65 27OF8 A0 B71DBєAAO J5? CV4IV4 4?O EF2BD5AAO 

5H5>F82ABW E8EF5@8 CDBF84VW >V15D703DB70@, 70157C5KGNK8 270є@B4VN 45D6028, 

1V7A5EG F0 3DB@04EP>BEFV. 

2. #D820FA8? E5>FBD F0 3DB@04EP>VEFP: (D0AJVO GECVLAB 70?GK0є CD820FA8? 

E5>FBD F0 3DB@04EP>VEFP 4B D50?V70JVW CB?VF8>8 >V15D70I8EFG. �8>BD8EF0AAO 4BE2V4G 

F0 CD0>F8> CD820FAB3B E5>FBDG @B65 4BCB@B3F8 '>D0WAV 24BE>BA0?8F8 

7030?PAB45D602AG CB?VF8>G VAHBD@0JV?ABW 157C5>8. 

3. �AAB20JV?AV F5IAB?B3VW: (D0AJVO 0>F82AB 28>BD8EFB2Gє VAAB20JV?AV 

F5IAB?B3VW, F0>V O> «LFGKA8? VAF5?5>F», G 1BDBFP1V 7 457VAHBD@0JVєN. '>D0WAV 20DFB 

DB73?OAGF8 @B6?82BEFV 2CDB20465AAO C5D54B28I F5IAB?B3V? 4?O 28O2?5AAO F0 

CDBF84VW H5?>B28@ AB28A0@. 

4. %CV2CD0JO 7 FD0AEA0JVBA0?PA8@8 >B@C0AVO@8: (D0AJVO GECVLAB 

ECV2CD0JNє 7 CDB2V4A8@8 FD0AEA0JVBA0?PA8@8 >B@C0AVO@8 G CDBF84VW 

457VAHBD@0JVW. %CV2CD0JO 7 F0>8@8 >B@C0AVO@8, O> Google, Meta FBMB, @B65 

4BCB@B3F8 A5 ?8L5 1BDBF8EO 7 H5?>0@8, 0?5 ? GA5@B6?828F8 WI CBL8D5AAO. 

5.  V645D602A0 ECV2CD0JO: '>D0WA0 F0 (D0AJVO 265 @0NFP VEAGNKV 

@V645D602AV HBD@0F8-@0?40AK8>8, 45 @B6GFP B1@VAN20F8EO 4BE2V4B@. *5 

CB?53LGє 27OFFO A0 B71DBєAAO A0?>D0M8I CD0>F8> CB?VF8>8 VAHBD@0JV?ABW 157C5>8 

#9OFBW $5ECG1?V>8 4?O 2CDB20465AAO 2 '>D0WAV. 
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��%!"��� 
 
 

1. ' D0@>0I 4BE?V465AAO 0>FG0?PAB3B EF0AG F5BD5F8KA8I F0 @5FB4B?B3VKA8I 

CV4IB4V2 4B 282K5AAO >BAJ5CFV2 VAHBD@0JV?A5 EGECV?PEF2B, VAHBD@0JV?A0 157C5>0, 

VAHBD@0JV?A0 BC5D0JVO 79OEB20AB, MB 40AV >BAJ5CJVW DB73?O40NFPEO 2 >BAF5>EFV 

L8DL8I CB?VFB?B3VKA8I >BAJ5CJV? «@9O>BW E8?8», «3BEFDBW E8?8» F0 «DB7G@ABW 

E8?8». *V >BAJ5CJVW C5D5410K0NFP, MB VAHBD@0JVO є HGA40@5AF0?PABN E>?04B2BN 

CB?VF8>8 EGK0EA8I 45D602 F0 @V6A0DB4A8I B19є4A0AP, O>G 2BA8 28>BD8EFB2GNFP 

4?O VAHBD@G20AAO 3DB@04EP>BEFV, 2C?82G A0 VAL8I 0>FBDV2 @V6A0DB4A8I 2V4ABE8A 

F0 WI E8EF5@G 7030?B@.  

&0>B6 0>J5AFB20AB A0 >D8F8KAV? DB?V VAHBD@0JV?ABW >B@CBA5AF8 2 >BAJ5CJVW 

«3V1D84ABW 2V?A8» O> 0>FG0?PAB3B CDBJ5EG DB728F>G @V6A0DB4A8I 2V4ABE8A. &0>, 

45D6028, 1V7A5E F0 3DB@04EP>VEFP 0>F82AB 28>BD8EFB2GNFP VAHBD@0JV?A8? 

VAEFDG@5AF0DV? 4?O BFD8@0AAO C5D52038 A04 G@B2A8@ CDBF82A8>B@ 4?O 4BEO3A5AAO 

E2BWI JV?5? A0JVBA0?PABW CB?VF8>8.  

">DV@ JPB3B, JV>028@ є DB73?O4 VAHBD@0JV?ABW 157C5>8 2 >BAF5>EFV >BAJ5CJVW 

«3?B10?PAB3B VAHBD@0JV?AB3B EGECV?PEF20», O>0 C5D5410K0є, MB 2C?82 VAHBD@0JVW 

EF02 A0EFV?P>8 25?8>8@, 0 WW 2E5CDBA8>AVEFP A0EFV?P>8 CBFG6ABN, MB G65 4BD5KAB 

3B2BD8F8 CDB EGK0EAG VAHBD@0JV?AG 4B1G A5 O> BC8E CDBJ5EG, 0 O> >BAEF0F0JVN 

EF0AG @V6A0DB4A8I 2V4ABE8A.  

2. (D0AJG7P>0 2AGFDVLAPB- V 7B2AVLAPBCB?VF8KA0 EFD0F53VO 2 EH5DV 

VAHBD@0JV?ABW 157C5>8 HBD@GєFPEO CV4 2C?82B@ DV7A8I H0>FBDV2, 2D0IB2GNK8 

E>?04AVEFP EGK0EAB3B VAHBD@0JV?AB3B E5D54B28M0 F0 35BCB?VF8KA8I D50?V?. �B 

F0>8I H0>FBDV2 A0?560FP:  

0) 28>?8>8, D878>8 F0 703DB78 >V15D157C5JV 

   - F5IAVKAV 703DB78: 71V?PL5AAO >V?P>BEFV V E>?04ABEFV >V15D0F0> F0 F5IAVKA8I 

703DB7, 71V?PL5AAO >V?P>BEFV EG19є>FV2, 740FA8I CDB2B48F8 >V15D0F0>8, EF028FP 

(D0AJVN C5D54 A5B1IV4AVEFN 0>F82AB3B 70I8EFG VAHBD@0JV?A8I E8EF5@; 
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   - >V15DLC83GAEF2B F0 >V15DE01BF06: 4VW VAB75@A8I 45D602, I0>5DEP>8I 3DGC 

G EH5DV >V15DLC83GAEF20 V E01BF06G @B6GFP 2C?820F8 A0 HBD@G20AAO EFD0F53VW 

2V4CB2V4V. 

1) 35BCB?VF8KAV D50?VW  

- 7DBEF0AAO DB?V A04A0JVBA0?PA8I BD30AV70JV?, 7B>D5@0 F0>8I O> !�&", Є%, 

""! F0 7030?B@ @V645D602A8I HBD@0FV2 ECV2CD0JV CV4 K0E HBD@G20AAO 

A0JVBA0?PA8@8 45D6020@8 2?0EABW CB?VF8>8 VAHBD@0JV?ABW 157C5>8; 

- 35BCB?VF8KA0 A5EF01V?PAVEFP: 3V1D84870JVO EC5JBC5D0JV? 2 E8EF5@V 

@V6A0DB4A8I 2V4ABE8A, 0>F82AVL5 28>BD8EF0AAO VAHBD@0JV?A8I BC5D0JV? CV4 K0E 

CDB2545AAO 2V?EP>B28I 4V? F0 45EF01V?V7GNK8I CB?VF8KA8? CDBEFVD BC5D0JV?, 

7DBEF0AAO DB?V @54V0 F0 EBJV0?PA8I @5D56 O> @0?40AK8>V2 4?O CDB2545AAO 

VAHBD@0JV?A8I BC5D0JV?. 

2) F5IAB?B3VKA8? CDB3D5E 

- EFDV@>8? DB728FB> F5IAB?B3V? F0 WI CDBA8>A5AAO G CD0>F8KAB 2EV EH5D8 

@V6A0DB4A8I 2V4ABE8A, 7B>D5@0 VAHBD@0JV?AG; 

- 71V?PL5AAO G2038 45D602 4B CB>D0M5AAO E2BєW >V15DVAHD0EFDG>FGDABW 

@5D56V; 

- DB728FB> 45D6020@8 2?0EAB3B «>V150DE5A0?G» 4?O CDB2545AAO 7B2AVLAVI 

>V15D03D5EV? F0 70I8EFG 2V4 A8I. 

3) EBJVB>G?PFGDAV F0 CB?VF8KAV K8AA8>8 

- 28>BD8EF0AAO VAHBD@0JV?AB3B E5D54B28M0 2 >BAF5>EFV 35BCB?VF8KAB3B 

CDBF8EFBOAAO 45@B>D0FVW F0 02FB>D0FVW; 

- 71V?PL5AAO DB?V 1V7A5EG F0 3DB@04EP>BEFV 2 EGK0EA8I 45@B>D0FVOI 2 

70157C5K5AAV VAHBD@0JV?ABW 157C5>8; 

- D048>0?V70JVO VAHBD@0JV?AB3B CDBEFBDG, 28>?8>0A0 EBJV0?PAB-CB?VF8KA8@8, 

45@B3D0HVKA8@8, 5>BAB@VKA8@8 F0 >G?PFGDA8@8 CDBJ5E0@8 FD0AEHBD@0JV? G 

HD0AJG7P>B@G EGECV?PEF2V.  

4) @V6A0DB4AV 7B1B2'O70AAO 

   - >V15D157C5>0 2 D0@>0I Є2DBC5?EP>B3B %BN7G: 4BFD8@0AAO EF0A40DFV2 F0 

28>BA0AAO D5>B@5A40JV? Є% 7 >V15D157C5>8 F0 VAHBD@0JV?ABW 157C5>8. 
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5) 5>BAB@VKAV VAF5D5E8 

- 70I8EF 5>BAB@VKA8I VAF5D5EV2: 70I8EF >D8F8KAB 206?828I VAHD0EFDG>FGD F0 

F5IAB?B3VKA8I DB7DB1B>; 

- 71V?PL5AAO K0EF>8 D8A>G ��& G 5>BAB@VJV (D0AJVW. 

$B7G@VAAO J8I K8AA8>V2 F0 D50?V70JVO CD0>F8KA8I >DB>V2 70 J8@8 A0CDO@0@8 

4BCB@030є #9OFV? $5ECG1?VJV 040CFG20F8 E2BN EFD0F53VN 2 VAHBD@0JV?AV? 157C5JV, 

MB1 2V4CB2V40F8 G@B20@ V 28>?8>0@ EGK0EAB3B 35BCB?VF8KAB3B E5D54B28M0. 

3. �A0?V7 7030?PABє2DBC5?EP>BW F0 є2DB0F?0AF8KABW CB?VF8>8 Є% F0 !�&" 

CDB45@BAEFDG202, MB WI 107B2BN BEB1?82VEFN є B1BDBAA8? I0D0>F5D DB728F>G. &0>, 

Є2DBEBN7 F0 #V2AVKAB0F?0AF8KA8? 0?POAE 7A0KAG G203G CD84V?ONFP 70I8EFG 2?0EABW 

VAHBD@0JV?ABW VAHD0EFDG>FGD8, CDBF84VW 457VAHBD@0JVW F0 CV4FD8@JV 7B2AVLAVI 

C0DFA5DV2, 7B>D5@0 '>D0WA8, G WI CDBF84VW VAHBD@0JV?A8@ 703DB70@. �?O JPB3B 2BA8 

CB>D0MGNFP 2?0EAG ABD@0F82AB-CD02B2G 107G, DB7DB1?ONFP EFD0F53VW DB728F>G F0 

70157C5K5AAO VAHBD@0JV?ABW 157C5>8, HBD@GNFP 5H5>F82AG VAEF8FGJV?AG 

VAHD0EFDG>FGDG, O>0 ECDB@B6A0 D50?V7G20F8 F0 2CDB2048F8 EFD0F53VW VAHBD@0JV?ABW 

157C5>8.  

�06?82BN BEB1?82VEFN EGK0EABW CB?VF8>8 VAHBD@0JV?ABW 157C5>8 Є% F0 

!�&" є 0>J5AFG20AAO A0 L?OI0I CDBF84VW 2BDB6B@G, 03D5E82AB@G F0 F0>B@G, MB 

EGC5D5K8FP @V6A0DB4AB@G CD02G, 2C?82G EFD0F53VW 3V1D84ABW 2V?A8 $BEVW. �W JV??N є 

CV4D82 45@B>D0FVW F0 CDBEG20AAO E2BWI A0JVBA0?PA8I VAF5D5EV2 A0 �0IB4V. 

&0> O> (D0AJVO є K?5AB@ Є% F0 !�&", 0>F82AB VAF53DB20A0 G WI EFDG>FGD8, 

2BA0 CB4V?Oє >?NKB2V JV?V ? CD8AJ8C8 CB?VF8>8 VAHBD@0JV?ABW 157C5>8, 

24BE>BA0?NNK8 E2Bє 70>BAB402EF2B, VAVJVNNK8 G4BE>BA0?5AAO є2DBC5?EP>B3B F0 

D50?V7GNK8 7030?PABє2DBC5?EP>G F0 є2DB0F?0AF8KAG EFD0F53VW 2 VAHBCDBEFBDV G 

C0DFA5DEF2V 7 VAL8@8 45D6020@8-K?5A0@8. 

4. �A0?V7 157C5>B2BW CB?VF8>8 (D0AJG7P>BW $5ECG1?V>8 G@B6?8282 28EAB2B>, 

MB #9OF0 $5ECG1?V>0 є 7A0KGMBN E>?04B2BN 7030?PABє2DBC5?EP>BW CB?VF8>8, O>0 

287A0K0єFPEO A87>BN >?NKB28I A0CDO@>V2. 

(D0AJVO 15D5 0>F82AG GK0EFP G ECV?PA8I VAVJV0F820I 7 VAL8@8 >D0WA0@8 

Є2DBC5?EP>B3B %BN7G F0 !�&" 7 @5FBN 7@VJA5AAO B1BDBAB740FABEFV F0 
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70157C5K5AAO 157C5>8 G D53VBAV. "4AVєN 7 CDVBD8F5FA8I EH5D є >V15D157C5>0 F0 

VAHBD@0JV?A0 157C5>0, MB 2V4B1D060єFPEO 2 DB7DB1JV EFD0F53V? CDBF84VW 

>V15D703DB70@ F0 457VAHBD@0JV?A8@ >0@C0AVO@, D53G?OFBDA8I 0>FV2, O>V D53G?NNFP 

JN EH5DG, F0 O>V 70 7@VEFB@, JV?O@8 F0 CD8AJ8C0@8 2V4CB2V40NFP EFD0F53VO@ Є% F0 

!�&". (D0AJVO F0>B6 15D5 0>F82AG GK0EFP G DB7DB1JV F0 2CDB20465AAV 

EFD0F53VKA8I 4B>G@5AFV2 7 >V15D157C5>8 A0 DV2AV Є% F0 #V2AVKAB0F?0AF8KAB3B 

0?POAEG. �BA0 ECD8Oє HBD@G?N20AAN ECV?PA8I CV4IB4V2 F0 EFD0F53V? 4?O 

70157C5K5AAO VAHBD@0JV?ABW 157C5>8 G є2DBC5?EP>B@G >BAF5>EFV. ">DV@ JPB3B, 

#0D86 VAVJVNє A0 D53G?ODAV? BEAB2V 24BE>BA0?5AAO 7030?PABє2DBC5?EP>BW F0 

є2DB0F?0AF8KABW CB?VF8> 7 0>J5AFB@ A0 71V?PL5AAV G2038 4B >V15D157C5>8, 70I8EFG 

CD820FABEFV 2 VAHBD@0JV?AG 4B1G F0 CDBF84VW 457VAHBD@0JV?A8@ >0@C0AVO@.  

(D0AJVO 0>F82AB ECV2CD0JNє 7 VAL8@8 >D0WA0@8 Є%, EFDG>FGD0@8 E0@B3B 

Є2DBEBN7G, 7B>D5@0 Є2DB>B@VEVєN, Є2DBC5?EP>8@ 035AFEF2B@ 7 @5D5652BW F0 

VAHBD@0JV?ABW 157C5>8 (ENISA) 2 EH5D0I B1@VAG VAHBD@0JVєN, DB7DB1>8 EF0A40DFV2 

F0 ECV?PA8I 70IB4V2 MB4B >V15D157C5>8. 

�D0WA0 28EFGC0є 206?828@ 3D02J5@ G @V6A0DB4A8I 48C?B@0F8KA8I 

2V4ABE8A0I, 2C?820NK8 A0 E2VFB2V CB4VW F0 ECD8ONK8 GFD8@0AAN @V6A0DB4AB3B 

CBDO4>G. &0>, (D0AJVO ECV2CD0JNє 7 VAL8@8 є2DBC5?EP>8@8 >D0WA0@8 4?O 

28DVL5AAO 3?B10?PA8I CDB1?5@, MB E2V4K8FP CDB FVEA8? 729O7B> WW 157C5>B2BW 

CB?VF8>8 7 7030?PABє2DBC5?EP>8@8 EFD0F53VO@8. 

(D0AJVO EHBD@G20?0 CBFG6AG VAEF8FGJV?AG EFDG>FGDG 4?O D50?V70JVW CB?VF8>8 

VAHBD@0JV?ABW 157C5>8, O>0 3?81B>B VAF53DB20A0 2 є2DBC5?EP>G F0 є2DB0F?0AF8KAG, 

2B4ABK0E 715DV30NK8 02FBAB@AVEFP F0 >BAJ5AFDGNK8EP A0 28>?8>0I, O>V EFBOFP 

C5D54 (D0AJVєN. ">DV@ JPB3B, (D0AJVO A0CB?O30є A0 E2BW? ?V45DEP>V? DB?V 2 Є%, 

7B>D5@0 G C8F0AAOI >V15D157C5>8 F0 VAHBD@0JV?ABW 157C5>8 7030?B@, F0 28EFGC0є 70 

1V?PLG EG19є>FAVEFP F0 A570?56AVEFP Є2DBEBN7G O> 35BCB?VF8KAB3B 3D02JO.  

5. !0 EPB3B4AV (D0AJVO 715DV30є E2BN 206?82G DB?P G HBD@G20AAV CV4IB4V2, 

CD8AJ8CV2 F0 DB7DB1JV VAEFDG@5AFV2 4?O CV4FD8@>8 @V6A0DB4A8I EFDG>FGD, 

ECDO@B20A8I A0 CDBF84VN 7B2AVLAV@ 45EFDG>F82A8@ 2C?820@. � 48E5DF0JV?AB@G 

4BE?V465AV 1G?B B>D5E?5AB 420 28@VD8 DB728F>G 157C5>B2BW CB?VF8>8 (D0AJVW G 
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VAHBD@0JV?AV? EH5DV 3 EFD0F53VKA8? F0 F0>F8KA8?, O>V @VEFOFP L8DB>8? EC5>FD 

70IB4V2, ECDO@B20A8I A0 CB>D0M5AAO F0 24BE>BA0?5AAO E>?04B28I A0JVBA0?PABW 

VAHBD@0JV?ABW 157C5>8, MB E2BєN K5D3BN CV4FD8@GNFP WW ?V45DEP>G CB78JVN. 

�B EFD0F53VKAB3B 28@VDG A0?560FP F0>V 70IB48: 

0) 48C?B@0FVO F0 @V6A0DB4AV 2V4ABE8A8: (D0AJVO 0>F82AB 270є@B4Vє 7 VAL8@8 

45D6020@8 G DB7DB1JV ECV?PA8I 48C?B@0F8KA8I EFD0F53V? F0 CV4IB4V2 4B CDBF84VW 

45EFDG>F82A8@ 2C?820@, 2>?NKAB 7 VAHBD@0JV?A8@8 0EC5>F0@8; 

1) >V15D157C5>0 F0 VAHBD@0JV?A0 157C5>0: (D0AJVO CD84V?Oє 25?8>G G203G 

>V15D157C5JV F0 VAHBD@0JV?AV? 157C5JV, V 2BA0 є 0>F82A8@ GK0EA8>B@ 3?B10?PA8I 

VAVJV0F82 G J8I 30?G7OI. �D0WA0 270є@B4Vє 7 VAL8@8 45D6020@8 4?O DB7DB1>8 V 

2CDB20465AAO 70IB4V2, ECDO@B20A8I A0 70157C5K5AAO >V15D70I8EFG F0 CDBF84VN 

457VAHBD@0JVW; 

2) ?V45DEF2B G DB7DB1JV EF0A40DFV2: (D0AJVO 2V4V3D0є >?NKB2G DB?P G 

2EF0AB2?5AAV EF0A40DFV2 F0 CD8AJ8CV2 4?O 70I8EFG VAHBD@0JV?AB3B CDBEFBDG, 

ECD8ONK8 HBD@G20AAN є48ABW EFD0F53VW CDBF84VW 45EFDG>F82A8@ 2C?820@. 

�B F0>F8KAB3B 28@VDG, A0 A0LG 4G@>G, A0?560FP F0>V 70IB48: 

0) @BAVFBD8A3 F0 28O2?5AAO  CBF5AJV?A8I 703DB7 2 VAHBD@0JV?AB@G 

E5D54B28MV: (D0AJVO CBEFV?AB 24BE>BA0?Nє A0JVBA0?PAV E8EF5@8 @BAVFBD8A3G 4?O 

28O2?5AAO 0AB@0?V? F0 CBF5AJV?A8I VAHBD@0JV?A8I F0 >V15D703DB7, 7 B3?O4G A0 

2?0EA8? 4BE2V4 F0 E2VFB2V F5A45AJVW 3 DB7DB1?Oє F0 2CDB2046Gє E8EF5@8 

BC5D0F82AB3B D503G20AAO A0 VAJ845AF8 2 VAHBD@0JV?AB@G E5D54B28MV; 

1) VAHBD@0JV?A8? F0 >V15D157C5>B28? 0G48F: (D0AJVO CDB2B48FP D53G?ODA8? 

0G48F E8EF5@8 VAHBD@0JV?ABW 157C5>8 4?O V45AF8HV>0JVW E?01>8I @VEJP F0 

2D07?82BEF5? G E8EF5@0I; 

2) BE2VF0 F0 A02K0AAO: (D0AJVO 157C5D5D2AB CV428MGє DV25AP B1V7A0ABEFV 

CD0JV2A8>V2 F0 EGECV?PEF20 MB4B VAHBD@0JV?ABW F0 >V15D157C5>8; 

3) D503G20AAO A0 >V15DVAJ845AF8: (D0AJVO 287A0K0є CDBJ54GD8 F0 DB7DB1?Oє 

C?0A 4V? 4?O A530?AB3B D503G20AAO A0 >V15DVAJ845AF8 F0 457VAHBD@0JV?AV >0@C0AVW; 

281G4G20?0 F0>G E8EF5@G D50?V70JVW CB?VF8>8 VAHBD@0JV?ABW 157C5>8, 45 45D602AV F0 

A545D602AV GEF0AB28 0>F82AB 270є@B4VNFP B4A0 7 B4ABN 4?O CDB2545AAO 
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DB7E?V4G20AP 2 VAHBD@0JV?AB@G E5D54B28MV F0 CD8FO3A5AAO 7?BK8AJV2 4B 

2V4CB2V40?PABEFV. 

*V EFD0F53VKAV F0 F0>F8KAV 70IB48 ECDO@B20AV A0 70157C5K5AAO VAHBD@0JV?ABW 

157C5>8 (D0AJVW 70 G@B2 CBEFV?AB 7DBEF0NK8I 703DB7 F0 28>?8>V2 2 VAHBD@0JV?AB@G 

CDBEFBDV. "F65, @B6A0 287A0F8, MB (D0AJVO CDB4B26Gє 28EFGC0F8 O> B48A 7 ?V45DV2 

G HBD@G20AAV @V6A0DB4A8I CV4IB4V2 F0 VAEFDG@5AFV2 4?O 1BDBFP18 7 7B2AVLAV@8 

703DB70@8 G EH5DV VAHBD@0JV?ABW 157C5>8.  

6. �BE?V465AAO CB?VF8>8 VAHBD@0JV?ABW 157C5>8 (D0AJVW 2>07Gє A0 >V?P>0 

>?NKB28I 0EC5>FV2, O>V @B6GFP E?G3G20F8 BDVєAF8DB@ 4?O 24BE>BA0?5AAO CB?VF8>8 

'>D0WA8 2 JV? EH5DV F0 70EFBEG20AAO >B@GAV>0F82A8I F0 VAAB20JV?A8I VAEFDG@5AFV2. 

"EP 45O>V 28EAB2>8 F0 D5>B@5A40JVW: 

0) VAEF8FGJV?A5 CBE8?5AAO CB?VF8>8 VAHBD@0JV?ABW 157C5>8 '>D0WA8: (D0AJVO 

CD84V?Oє 25?8>G G203G EF2BD5AAN V 2CDB20465AAN JV?VEABW EFD0F53VW >V15D157C5>8, 

2 J5AFDV O>BW HGA>JVBAG20AAO є48AB3B J5AFD0?PAB3B BD30AG 7 157C5>8 

VAHBD@0JV?A8I E8EF5@, K8O >B@C5F5AJVO CDBA8>0є 2 45D602AG F0 CD820FAG EH5D8. 

'>D0WA0 @B65 27OF8 A0 B71DBєAAO J5? CV4IV4 (D0AJVW, MB1 281G4G20F8 5H5>F82AG 

E8EF5@8 CDBF84VW >V15D703DB70@, O>0 1 107G20?0EP A0 ECV?PAV? DB1BFV 45D6028, 

1V7A5EG F0 3DB@04EP>BEFV; 

1) 70?GK5AAO CD820FAB3B E5>FBDG F0 3DB@04EP>BEFV 4B D50?V70JVW CB?VF8>8 

>V15D70I8EFG 45D6028 4B72B?8FP 28>BD8EF0F8 4BE2V4 F0 CD0>F8>8 CD820FAB3B 

E5>FBDG 4?O 24BE>BA0?5AAO 7030?PAB45D602ABW CB?VF8>8 VAHBD@0JV?ABW 157C5>8. 

(D0AJG7P>8@ L01?BAB@ 4?O F0>8I 4V? @B65 E?G3G20F8 EF2BD5AAO >V15DI01V2, 45 

H0IV2JV 7 45D602AB3B, CD820FAB3B F0 3DB@04EP>B3B E5>FBDV2 7@B6GFP D07B@ 

CD0JN20F8 A04 DB7DB1>BN DVL5AP 7 CBE8?5AAO >V15D157C5>8; 

2) 28>BD8EF0AAO VAAB20JV?A8I F5IAB?B3V? F0 VAEFDG@5AFV2: (D0AJVO 

28>BD8EFB2Gє VAAB20JV?AV F5IAB?B3VW, F0>V O> «LFGKA8? VAF5?5>F», 4?O 1BDBFP18 7 

457VAHBD@0JVєN. '>D0WAV E?V4 DB73?O40F8 @B6?82BEFV 28>BD8EF0AAO C5D54B28I 

F5IAB?B3V? 4?O 5H5>F82AB3B 28O2?5AAO F0 CDBF84VW H5?>B28@ AB28A0@; 

3) ECV2CD0JO G CDBF84VW 457VAHBD@0JVW 7 CDB2V4A8@8 FD0AEA0JVBA0?PA8@8 

>B@C0AVO@8, 7B>D5@0 Google, Meta, X FBMB. 'ECVLA8? 4BE2V4 (D0AJVW >BBC5D0JVW 7 
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J8@8 >B@C0AVW G CDBF84VW H5?>0@, BEB1?82B CV4 K0E CB?VF8KAB3B CDBJ5EG, E2V4K8FP 

CDB 206?82VEFP A0?03B465AAO EFD0F53VKA8I 2V4ABE8A 7 F0>8@8 >B@C0AVO@8, 018 A5 

FV?P>8 1BDBF8EO 7 H5?>0@8, 0?5 ? GA5@B6?82?N20F8 WI CBL8D5AAO; 

'>D0WA0 F0 (D0AJVO G65 @0NFP VEAGNKV @V645D602AV F0 @V6A0DB4AV HBD@0F8-

@0?40AK8>8, A0 O>8I @B6GFP B1@VAN20F8EO 4BE2V4B@, MB FV?P>8 ECDBMGє 27OFFO 

'>D0WABN A0 B71DBєAAO A0?>D0M8I CD0>F8> CB?VF8>8 VAHBD@0JV?ABW 157C5>8 #9OFBW 

$5ECG1?V>8.   
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