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1. MIACTABU J1JisA MIPOBEAEHHS POBOTHU
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aBTOPCHKOTO MpaBa, 00paTh CTEraHOrpaiuHUi METO] MPUXOBYBAHHS JaHUX Ta

O3HAHOMUTHCS 3 IOT0 aNTOPUTMOM, PO3POOUTH TPOrpaMHE 3a0€3MEeUEHHS CIIPSIMOBaHE

Ha 3aXHUCT aBTOPCHKOI'O ITpaBa MCTOAOM B6VI[OBVBaHH$I BOASAHOI'O 3HAKY.
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IIpakTHYHA HIHHICTH
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3aXMCT aBTOPCHLKOTO Mpasa ayaio (haiiyiiB MeroxaMu creraHorpadii.
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PE®EPAT

[TosicHIOBaNbHA 3amMCKa 10 AWIUIOMHOT poOoTH “MeTomm Ta MoOnei 3aXHUCTy
aBTOPCHKOTO TIpaBa ayaio 00'€KTIB” CKJIQJA€ThCs 31 BCTYNY, TPhOX PO3AUTIB, 3arajbHUX
BHCHOBKIB, CITUCKY BUKOPHUCTAHUX JKEPEII, J0/IaTKiB, Ma€ 53 CTOPIHOK OCHOBHOTO TEKCTY,
22 pucynku Ta 1 ¢opmyny. Cnucok BUKOPUCTAHUX JKEpes MICTUTh 28 HallMEHYBaHb 1
3aiiMae 3 CTOPIHKH.

Mera po00TM - MPAaKTUYHO peanizyBaTh CTEraHorpaiuHuid METOJ 3 METOI0
3aXMCTy aBTOPCHKOIO MpaBa B ay/io 00’ €KTax.

J1J1g TOrO0, 00 TOCSTTH MOCTAaBICHOI METH NMOTPIOHO BUKOHATH HACTYIIHI 3aBJJaHHS:

o PO3IJISHYTH UYHWHHY HOPMAaTUMBHO-TIPAaBOBY 0a3y VYKpaiHM, B HaIpsMKax
3aXUCTY aBTOPCHKOT'O MpaBa Ta MPOIECY BUKOPUCTAHHS CTETaHOrpa(iuHUX aJrOPUTMIB;

o JOCTIANTA TPOOJIEMATHKy 3aXUCTy aBTOPCHKOTO IpaBa Ta BUKOPUCTAHHS
METO/11B cTeranorpadii,

o JOCIIIIUTH BKE ICHYIOU1 cTeraHorpadiuii METOIM Ta ajJrOpUTMH ISl BUOOPY
ONTHUMAJIBHOTO 1 M XOASYOr0 KPUTEPISIM aJITrOPUTMY;

. po3po0OuTH MporpaMHe 3abe3nedeHHs KOTpe Oyne po3B'a3yBaTH MpoOJieMy
BOYJIOBYBaHHS HU(PPOBOTO BOJSHOTO 3HAKY, 3aJJIs 3a0€3MEUYEHHS 3aXHUCTy aBTOPCHKOTO

nmpaBa ayJio 00'eKTa.

O0'ekT paoCaiTKEHHSI - € TMPOLEC 3aXHUCTy aBTOPCHKOIO IIpaBa METOAAMU
crera"orpadii.
IIpenmer pocaigskeHHs — METOOUM 1 MOJENl 3aXUCTy aBTOPCHKOTO IpaBa

CTEraHorpapiYHUMHU METOIAMHU.

IIpakTuyHa WiHHICTHL TOJSATaE y CTBOPEHHI MPAKTUYHOI peati3ailii pe3ysbTaTiB
aHaIi3y JJIs 3a0€3MeUeHHS 3aXUCTY aBTOPCHKOTO TpaBa ay/io 00’ €KTiB.

KurouoBi cjioBa: 3aXxUCT aBTOPCHKOIO MpaBa, creraHorpadis, cTeraHorpadivsi
aIITOPUTMH, KOMIT I0TepHa cTeraHorpadis, udposa creranorpadis, aynio creranorpadis,

LSB konyBaHHS.



INEPEJIIK YMOBHUX IIO3HAYEHb, CKOPOYEHb, CUMBOJIIB
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aara. Digital rights management — TexHi4HI 3aco0HM 3axHCTy
aBTOPCHKOTO TIPaBa.

anri. Least Significant Bit — naitmenm 3Hauywii GIT.

WAVE - dopmat daitny-koHTeiHEpa 1151 30€piraHHs 3amuciB
oIu(pOBAHOTO ay/I10 TTOTOKY.

KOMII'FOT€pHa cTeraHorpadisi.

uGpoBU BOASHUHN 3HAK.

urdpoBa 00poOKa CUTHAIIIB.
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BCTYII

AKTyaJabHicTh. JlocTaTHRO CTPIMKHI PO3BUTOK 1H(POPMALIMHUX TEXHOJOTIH
IIPOBOKYE IMOCTIMHE MUTaHHA iHQopMarliitHoi O0e3rmeku. MOXIUBICTh OTPUMAHHS BIJILHOTO
nocTynmy 10 Oyab-skoi iHdopmarii pocTe B TeOMETpUUHIA Tporpecii, a obcsru 1€l
iHpopMarlii moCTiHHO 30UIBIIYIOTECS 1 BCl Il 00’€MH paHO YW TI3HO IIOMAJIal0Th B
[HTepHeT, O 1 CTaBUTH NEPIIOUYEProBY 3a/1a4uy 1 MUTAHHS 3aXUCTY aBTOPCHKOTO MpaBa.

O6’eMmu nmaHuX, IO TMOMANAOTh B MEPEXKY [HTEpHET MPHUIIBHUIIIYIOTH PO3BUTOK
npo0JieMH 3aXUCTY aBTOPCHKOIO IIPaBa, a po3B’si3aHHA 1[i€l MpoOIeMU BUXOAUTH Ha HOBUI
piBeHb. CaMe Taka TOHUTBA TEXHOJOTIi ¥ MPUBOJAUTH O CTPIMKOTO PO3BUTKY CHUCTEM,
KOTPUX TOJIOBHOIO 3aJlaue€l0 € 3aXUCT iH(opmarlii Bii HECAaHKI[IOHOBAHOTO KOIIIOBaHHS,
Mo diKallii Ta pO3MOBCIOJKEHHS.

[lutaHHS 3aXUCTy aBTOPCHKOTO TpaBa ICHYE 3 JIaBHIX YaciB JO MOMEHTY SIK
3’ABWJINCh HOB1 MOTpeOM yepe3 LU(POBI TEXHOJOrIi, MOMYISIPHUMH METOJaMu Oyiu
imeHTudikamiini HoOMEepH Ta BOJASHI 3HAKU. Y CBOTOJICHHI Il METOJIM 3aJIMIIAFOTHCS,
3MIHWJIOCH JIMIIIE T€, SKUMU BOHHU CTalM 1 SIK iX peami3yroTh. [lokpaiieHHs mpuBesiao 10
TOTO, IO 3apa3, He MPOCTO CTBOPIOIOTHCS MITKHU SIK1 JIMIIE BKa3yIOTh XTO BJIACHUK, a i 3a
JIOTIOMOTOI0 ITUX MITOK MOJKJIMBO KOHTPOJIIOBATH, IO BIAOYBAETHCS 3 TOMIYCHUM
00’€KTOM.

Hudposi BoAsHI 3HAKW BBAXKAIOTh OJHUM 3 HAWOUIbII €(EKTUBHUX TEXHIYHHX
3ac00iB 3axucTy. CyTHICTb MOJSTa€ y TOMY, IIO B 00’€KT, KM mOTpeOye 3axucCTy,
BUOYNOBYEThCS HEBUAMMA (IHKOJM BUAMMA) MITKa, IO JO3BOJSE KOHTPOJIIOBATH
BUKOPUCTAHHS MYJIbTUMEIINHOTO 00’ €KTY, Ha KU OyJI0 HAHECEHO MITKY.

Panimie 1eit MeTonm BHUKOPHUCTOBYBABCS 3a3BH4Yail Il  300pa)keHb, Hapasi
BUKOPUCTAHHS LILOTO METOJY CTajo OIbII NOMYJISPHUM 1 HAHECEHHS TaKUX MITOK
BiJIOYBAETHCS HE TUIBKU JJI 300paKeHb, a 1 JJI BiIEO Ta ay/110 00 €KTIB.

Sxmo Opatu 10 yBaru 3arajibHi BUMOTHM /IO HAHECEHHsS BOASHOTO 3HAKY, TO
rOJIOBHOIO BUMOI'OIO CTa€ 3a0e3MeyeHHs] HAWMEHII BITYyTHOTO CIIOTBOPEHHS Y MOPIBHSHHI
3 OpUTIHAIBHUM 00'eKTOM. HacTymHOI0 BUMOTOI0 € 3a0€3MeUeHHS MaKCUMAaJIbHY CTIHKICTh

BOAAHOI'O 3HAKY JO BHUAAJICHHSA YW KOPUI'YBAHHA. I[OI[&TKOBOIO BUMOT'0I0 JO HI/I(i)pOBI/IX
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BOJSIHMX 3HAaKiB CTa€ MIATPUMKA BKe cydacHUX (popmatiB 00’ekrta, mia npukiaxy WAV

a6o JPEG.

AHaJi3 OCTaHHIX J0CJaiIxkeHb Ta Jgirepatypu. /|0 BITUM3HSAHMX HAyKOBIIB IO
BHECJIM CBiif BKJIaJ] B BUBUEHHS METOIB creraHorpadii moxxHa BimHectu ['onuapos H.O.,
Konaxosuu I'.®., [Iporonos B.T'.

Pe3ynbTaTu 3M1iCHEHNX Yy TUTUIOMHIN pOOOTI JOCIIKEHh MOXKYTh OyTH BUKOPHUCTaHI
creriajicraMu 13 3axucTy iHQopmamii Ta TpH MOJAIBLIIOMY MPOBEACHHI HAayKOBO-
JTOCITITHUITBKUX POOIT.

Te3n cTOCOBHO BaKIMBOCTI 3a0e3medeHHs 1H(OpMaIiiHOT Oe3MeKu 3a paxyHOK
MDKHApOJIHUX CTaHAapTiB, Oynu anpooOoBani Ha III MixHapoaHiii HayKOBO-TIPaKTUYHIN
koH(pepentii “IIpobremu kibepbesneku 1HGOPMALIMHO-TEICKOMYHIKAIMHUX CUCTEM

(PCSITS-2020).



PO3JILI 1
CTETAHOTPA®ISI TA ABTOPCBHKE ITPABO. OCHOBHI TEPMIHU TA
MOHATTA

1.1 Asropcbke npaBo. OCHOBHI TePMiHM Ta NOHATTH. AKTYAJIbHICTh NMTAHHS

3aXHCTY aBTOPCHKOIO MpaBa

ABTOpCBHKE MPaBO Ha CbOTOJIHI € HAN€BHO OJIHIEIO 3 HAMaKTyalbHIMIMX IPOOJeM,
aJpKe Maibke Bes 1H(GOpMaIlisi TAKUM YU THITUM CIIOCOOOM MOTpAIuIsie 10 Mepexi [HTepHer,
a BXE€ B MEpEXl Yy MPAKTUYHO KOKHOIO KOPHCTyBaya € BUIBHUM JOCTYN A0 I€l
iHdopmaryi. Matoun goctyn 0 Oyab-skoi 1HQoOpMallli crae mUTaHHA i1 Oe3meKu, ajpke
J0CTyI — 0e3Mex)Ha MOMKIIUBICTh MOPYIIUTH IUTICHICTh, KOH(DIACHIINHICTD 1, TPU TIEBHUX
MOKITUBOCTSX, JOCTYMHICTh. [[sl TpuKiIamy MOMXIHMBO PO3TIISIHYTH OyAb-sKy 1HTEpHET-
CTOPIHKY, BCl 00’€KTH K1 MU Ha HIi 6a4UMO, TEKCT, (OTO, BiJICO THM YU 1HIITUM IUITXOM
Moxe OyTu B HeOesmerl, 1 Bce e nmorpedye 3axucTty. Came 3a JJig MEpIIoueproBoi
0e3MeKN TaKuX 00’ €KTIB ICHYE aBTOPCHKE MPABO.

ABTOpCBKE TIpaBO - OCOOMCTI HEMaiHOBI MpaBa 1 MallHOBI MpaBa aBTOPIB Ta ix
NIPABOHACTYITHUKIB, TIOB'SA3aHI 31 CTBOPEHHSM Ta BUKOPUCTAaHHSM TBOPIB HAayKH,
miTepaTypu Ta MmuctenrBa. Came Take BU3HAUCHHS TIyMauduTbes 3akoHOM Ykpainu “TIpo
aBTOPCHKE MPABO 1 CyMIXkHI IIpaBa’, Ta caMme 1€l 3aKOH PETyIIO€ AISIbHICTh aBTOPCHKOTO
mpaBa Ha Teputopii Ykpainu. Crarts 8 3akony Ykpainum “IIpo aBTOpchke mpaBo i
CYMIXHI MpaBa’ 3a3Havae, 110 10 00’ €KTIB aBTOPCHKOTO MPaBa BIIHOCATHCS:

— JiTepaTypHi MUCHMOBI TBOPH;

— BHUCTYITH, IPOMOBH Ta JIEKIII;

— KOMIT IOTE€pHI TporpamMu Ta 0a3u JaHuX;

— My3W4H1, IpaMaTUYHI Ta My3U4HO-APaMaTUIHI TBOPH;

— TBOPH apXITEKTypHU Ta CaJ0BOI'0 MUCTELITBA;

— doTorpadiuai TBOPH, LUTFOCTpAIIii, KApTH, ECKi3U Ta KPECICHHS,

— 301pHUKHU TBOPIB Ta TEKCTHU MEPEKIIAIIB.
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3 HaBEJCHOIO BUIIIE CIUCKY MOKHA 3a3HAYUTH, IO cepa AIsITbHOCTI aBTOPCHKOTO

IpaBa MOIIUPIOETHCS K Ha ONPUJIIOAHEHI, TaK 1 Ha HE ONPUIOAHEeH] 00 ekt [1].

BpaxoBytoun mnpobOiemaTuky poOOTH OYyIyTh pO3TIAAaThCsS OO0 €KTH, M0 €
oIy0JIIKOBaHUMHU B Mepexi abo Ha Oyap-sKoMy Iu(ppPOBOMY MPHUCTPOIi, a came e OyAyTh
MynbpTUMeAiiHl nani. Ockiabku yci iH(OpMariiHi 4Yu MeniiHi JaHi 3apa3 MOXHO
ordpyBaTH, TO HEOOX1THO 3BEPHYTH YBary Ha Take MOHSTTS, K KepyBaHHA U(DPOBUMU
npaBamu, abo Digital rights management.

KepyBanus mudposumu npaBamu (naiai DRM) - me croci6 3axucty aBTOPCHKUX
npaB mudposux Memia. Llei miaxig BKIOYae BUKOPUCTAHHS TEXHOJIOTIH, sIKI 0OMEXYIOTh
KOIIOBaHHS T4 BUKOPUCTAHHS 3aXUIICHUX aBTOPCHKUM MPABOM TBOPIB 1 3aI1aTEHTOBAHOTO
nporpamMHoro 3a0esnedyeHHs. ['0NOBHOIO 3aaauei0 € OOMEXKEHHS HECaHKLIOHOBAHOI'O
BUKOPUCTAHHS HOCIiB Ta mudpoBoi iHpopmaii [2].

Posrnsmatoun THUTaHHS aBTOPCHKOTO TpaBa B IHTEPHETI, MEPIIOYEPTOBOIO
npo0JIEMOIO CTa€ MPOIEC JOBEIECHHS aBTOPCTBA TOIO YU 1HIIOTO 00’ €KTY, a/lKe KOJU BIH
MOTpaIIsie B MEPEXY, BIIOYBA€TbCsl CTPIMKUI mponec moaudikauii iHpopMmarii, BoHA
OHOBJIIOETBCS, pelaryerecs, BHIO3MIHIOETbCA. Po3B'si3aHHs Takoi mnpoOiemu €
3aKpIIUICHHS MPaBa BJIACHOCTI 10 PO3MIILIEHHA 00 €KTY B MEpeki a00 OnepaTuBHI il JJIs
MIATBEPIXKEHHS LIbOTO MPaBa.

[Ilo6 3akpimuTH TPaBO BIACHOCTI JIOCTaTHHO HAJMATH BIJAMOBIAHI JIOKa3d Ta
OTpUMATH HOTapiajabHE MOCBITYEHHS. Jloka30M B TaKOMY BUNAAKY OyJle BBaXKaTUCh Oy/b-
saka iH(opMmallig, ska Ha MpsAMY HalekuTh 00'ekTy. B TakoMy Bumanky 0OOB’SI3KOBO
noTpiOHo Opatu 1o yBaru Crartio 8 3akony Ykpainu “IIpo aBTOpchke mpaBo 1 CyMikHI
npaBa’ B SKIM 3a3HAuYC€HO, M0 TMependadyeHa IMM 3aKOHOM IpPaBOBa OXOpOHA
MOIIMPIOETHCS TUTBKU Ha (hOpMY BUPAKEHHS TBOPY 1 HE TOIIUPIOETHCS HA OyIb-5Ki 1711 uu
TEOpii, HaBITh Yy BHUMAAKY, SKII0O BOHHU € YITKO BUPAKEHUMH, OINUCAHUMU YU
IPOUTIOCTPOBAHUMU Y TBOPI.

Ha >xanp, mporec 3akpilIeHHS aBTOPCHKOTO MpaBa 00’€KTIB B YKpaiHi HE €
JOCKOHAJIUM, TOMY JUIsl CHPOIICHHS IOPUAMYHOIO YpEryJlOBaHHS JAHOTO IMHUTAHHS €

TOKyMEHT — “PexomMeHpariii momo BIOCKOHAJEHHSI MEXaHI3My pPeryJIIOBaHHS U(PPOBOTO
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BUKOPHUCTAHHA 00’€KTIB aBTOPCHKOTO MpaBa 1 CyMDKHHX IpaB 4yepe3 Mepexy larepHet”

[2].

Tpertiif MyHKT LBOTO TOKYMEHTY, a caMme “CriocoOu 3aXUCTy aBTOPCHKOTO IpaBa 1
CYMDKHUX MpaB B Mepexi [HTepHEeT” HaBOAUTH HACTYIIHI MTPUKIIAIH:

— EnextponHo mudposuit miamuc.

CyThb €JeKTpOHHO HHU(PPOBOTO MIJANUCY MOJISITA€ B TOMY, 110 HOrO0 OTPUMYIOTH B
pe3ynpTaTi mM@pyBaHHS HAOOPY €JNEKTPOHHUX JaHUX. 3aBASKH I[bOMY MOKJIHBO
11eHTU(IKYBATH aBTOPA.

- Inentudikaiiist 06’€KTiB aBTOPCHKOTO MIPaBa 1 CYMIXKHUX TPaB.

Lleli cmocid OyayeTbcsi HAa NMEBHUX pHUCaXx TOrO YW IHIIOTO OO’€KTy, IO Ja€
MOXJIMBICTh iX BiApi3HATH. TakumMu wmeTojgaMu iAeHTHdIKAIT MOXKHA BBa)KaTH,
MiXHapOaHUN CTaHJAAPTHUM KHIDKKOBUM HoMep — imeHTHdikariiauii xox ISBN, ta
inentudikamiitanii kox ISAN, sKuii BUKOPHUCTOBYETBCA ISl €(EKTUBHOTO 3aXHCTY
G176MIB Ta 1HITUX OyAb-SIKUX ay10Bi3yaTbHUX TBOPIB.

[nentudikamiitauii kox ISBN € yHiBepcanbHUM, CTBOPIOE €JUHY CUCTEMY BUIAHHS
Ta KHUTOPO3MOBCIO/IKCHHS.

Inertudikamitanii kox ISAN coboro sBIsS€ omuWH 31 CIMOCOOIB cHCTeMaTH3allii
ayJlioBi3yaJIbHUX 00’ €KTIB, BUKOPUCTaHHS IIOTO KOAY J1a€ 3MOTY HE TUIbKA CTBOPUTHU
CUCTEMAaTU30BaHy 0a3y 00’€KTIB, a 1 pEryJItoBaTH 0COOIMBOCTI TOTO UM THIIOTO 00’ €KTY.

- [udposi BoasHI 3HAKK

Ils TexHOJIOTIS, CTBOpEHA IS 3aXUCTy MYJIbTUMEIINHUX JaHUX METOIOM
BIIPOBA/KEHHS B HUX MITOK 3 iHdopMamicro. Ii MpUHIMN ieHTHYHMI 10 3BHUYANHUX
BOJSIHUX 3HAKIB. Pi3HUWIL JuIie B TOMY, III0O BOHM 3a3BUYail HE B1A0OpakaroThCs
BI3yaJIbHO, a IHTETPYIOThCS B IU(POBI AaHI HEBUAUMO. AJie MPU 3aCTOCYBaHHI 00 €KTY 3
TaKUM 17IeHTU(IKATOPOM, BiH OyJ1e MICTUTH JOAATKOBY 1H(OpMAITiIO B sIKiii Oy/ie BKa3aHO
BJIACHHKA.

Jlanuii croci0 HajaeXuTh 10 TEXHOJOTli KepyBaHHA HU(PPOBUMHU IIpaBaMH, 1 €

JaCTHHOIO Takoi cuctemu [3].
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1.2 Creranorpadisi, TepMiHU TAa NOHATTH

TexHiyHMII pO3BUTOK JIIOJICTBA O3HA4Ya€ HE JIMIIE CTBOPEHHS HOBOro, a U
MOKpAIEHHS! BXE HAsABHOTO. 3 KOXHHM JHEM 3MIHHM OJHOTO, 3MIHIOIOTH MPIOPUTET
1HIIIOTO, TaK IMOKPAICHHS METOAIB Iepeaadl JaHUX, CTBOPIOE BIAMOBIIHUM MPIOPUTET 3
3a0e3nedeHHs Oe3meku 1€l mepemadi. €amHe, MO0 3aTWIMIAETHCS HE3MIHHAM —
iHpopMalliiiHl pecypcu Ta ix Oe3meka, MmosiBa rIoOalbHOI MEpeki CIPOBOKYBaja IYXkKe
JETKUM J0CTynm A0 Oyab-akoi iHdopmallli, a Bijpa3y 3a IIUM ¥ TMOXUTHYJIA 3arajibHi
MOHATTS OE3MeKH. 3arajioM TaKWil Mporpec MOXKHA CXapaKTepHU3yBaTH SK TEPETOHU
METO/11B O€3MEKU Ta METO/I1B MOPYIIECHHS.

Bukopucranns nanux y nudpoBomy hopmaTi CTBOPIOE LTy HU3KY TIEpeBar, a came:

- IIBUJIKICTh Mepeayl;

- MO>KJIMBICTh BIJIHOBJICHHS,

— MPaKTUYHICTh BUKOPUCTAHHS;

- MPAKTUYHICTh 30epiranHs.

bepyun no0 yBaru Bci Il mepeBard, B 04l O/Apa3y KUIAEThCA (PAKT MOKIMBHUX
HeZoNKiB. | B 1bOMY mNHTaHi, BIAMNOBIIb 3HAXOAWTHCS B CaMUX T[epeBarax, IpU
“HeBaoMy”’ BUKOPUCTaHI JaHUX, MEPEBard CTAlOTh HEAOJIKAMH, AK€ MPAKTUYHICTh
BUKOPHUCTaHHS 1 30€piraHHs cTa€ MPaKTUYHICTIO BUKpPaJeHHS, Moaudikallii, 3aMiHA a00
3HMINCHHS. HameBHO, HEMOXXJIMBO CKa3aTH YA ICHYIOTh METOAM YH 3aXOaH, II100
3aXMCTUTU 1H(OpMAIlil0 Tak, 100 AOCTYyMy 10 Hei He OyJio Hi y KOro, aje came Iie U
CIIOHYKA€E JIFOJICTBO Ha pO3BUTOK. Came 3aBIsIKM TaKOMY PO3BUTKY 1 3 SBHJIOCH TMOHSATTS
creranorpadis [3].

Creranorpadiss — 1€ JaBHS NpaKTUKa TalHOMUCY, MPU SKOMY MOBIIOMJICHHS
3aKO0/IOBYBAJIOCh TakK, 100 BOHO HE BUTJISANATO SK MOBiMOMIEHHS. Ha BiamiHy BiJ CBOTO
“ctapmioro” ©Opara, TOOTO KpunTorpadii, TOJOBHOIO IepeBarorw creraHorpadii €
MPUXOBYBaHHs (PaKTy, MOBIIOMJICHHS, @ HE HOTO MU pyBaHHS.

3aBaaHHAM cTeraHorpadii € BUBUEHHS Ta MPAKTUKa MPUXOBYBAaHHS HAsBHOCTI Oy/1b-

aKkoi cekpeTHoi iH(opmauii mpu mepeaadi, oopoOui ado 30epiranHi naHux. Bix cBoro
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CKPOMHOTO TOXOJDKEHHs, siKe Tependayano ¢i3uuHe NPUXOBYBAHHS KOMYHIKAlLld Ta

BUKOPHUCTAHHS HEBUJIMMUX YOPHUII, cTeraHorpadis nepeinuia y uugposy chepy.

[Ipu BUKOpHCTAaHHI ILOTO METOJY, ICHY€E OJIHA Ba)KJIMBA 3a/1a4a, 1 I1€10 3aJ1a4eio He
HEMOJKJIMBICTh BUSBUTH MPUXOBAHE MOBITOMJICHHS Yy pasi mepexorieHHs nanux. Kaxyuu
npo mepenady JaHuX, 3BHYaliHE MOBIIOMIICHHS 3 TMEBHOIO MPUXOBAHOIO 1H(POpPMAIIED
MOK€ BUKJIMKATH M1J103pYy, TOMY ¥ 3aCTOCOBYETHCS MOEAHAHHS JABOX HAyK, Kpurrorpadii
Ta creranorpagii. B Takomy Bumanky, iHdopmaiis sika moTpeOye 3aXHCTy CHOYATKY
mUQpPyeTbcs BUKOPUCTOBYIOUM  KpuUNTOrpadiro, a MOTIM BX€ BUKOPHUCTOBYIOUU
cTera”orpadiro NpuxoByOTh (PakT nepenayi 3amudpoBanoi iHopmaIri.

[cTopyuHO Tak CKIaNOCh, IO cTeraHorpadis € MEHII MOMyJISIPHUM METOI0M
3aXUCTY, a HDK Kpunrorpadis, ajie 1€ He 3aBa)kae il po3BMBATHUCH 1 MOKpAIlyBaTH CBOI
METO/TH.

B creranorpadii € neBHMiA nepesiik OCHOBHUX MOHAThH Ta BU3HAUEHb

- MOBIJIOMJICHHS — JaH1 SIK1 MalOTh OYTH Tepe/iaHi;

— CTEraHOKOHTEWHEp — OpUriHai ¢aiiny, Npu3HaYeHU NPUXOBaTH J1aHi;

- CTETaHOIOBIIOMJICHHSI — 1H(OpMaIlisi, BOy/I0BaHa 10 CTEraHOKOHTEHHEDY;

— MOPOXKHIM KOHTEHHEp — (aii B IKOMY MOB1IOMJIEHHS 11Ie HE BOY/10BaHE;

— 3aMOBHEHUI KOHTEHep — (aii B SIKOMY MOBIAOMIIEHHS 0yJI0 BOYT0BaHO.

Jlo1aTKOBO A0 3arajJbHUX BU3HAYEHDb BIIHOCATH HACTYIHI BUAU cTeraHorpadii:

— Knacnuna

Knacuunoto creranorpadi€ro BBa)KalOThb BUKOPUCTAHHS HEBUAUMHUX YOPHUIL.
JloctaTHO Oyn0 HaHECTHM Ha KJIANTHUK TMamepy IOBIJOMIIEHHS, 3a4ekaTH 1 Bce, 0e3
BiMOBIHOT 1H(oOpMarlii, 1ie OyB numie kinanTuk mnamnepy. Kmacuuna creranorpadiss Ha
IIbOMY HE€ 3YIUHSAIACh 1 Jajil CTaHJapTOM CTaJI0 HAHECEHHs JBYX IapiB iH(opMmairii, ae
MEePIIMM [IapoM OYJI0 TTOBITOMJICHHSI, & IPYTUM IIapoM iHdopmarlis sika He Majia KO JHOT
KOpHCTI [5].

— Mepexena

MeperkeBa creranorpadis — HAMMOJIOAIINUN BUJ cTeraHorpadii, Brepiie e TepMi
BukopuctaB Kokumrod I[lunvopckuit B 2003 pori, el BUJ BUKOPUCTOBYETCS KOJIH

npuxoBaHa 1HGOpMaIli MepeaaeTcs yepe3 KOMI'IOTEPHI Mepexi 3 BUKOPUCTAHHSIM
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0co0IMBOCTEN POOOTH MPOTOKOJIIB Mepenadi naHux. MepexeBa creranorpadis 0XOIUTIOE

MIUPOKUM CIIEKTP METO/IB:

— WLAN

— LACK

— DAB | DVB

— Komm’toTepHa

Kowmm’'torepra creranorpadisi — 3aCHOBaHa Ha OCOOJIMBOCTI camMe KOMIT FOTEPHUX
wiatopm, 3a3BUYail BUKOPUCTOBYETHCS B MPUXOBYBAaHHI JaHUX B HEBUKOPHUCTOBYBAHUX
oOnacTsax ¢popMartiB QaitniB ado MiAMIHI CHMBOJIIB B Ha3BI (haidiy.

Hwxue HaBemeHO NeKiabka MPHUKIIAJIB, III0 MOXKHA BITHECTH JI0 KOMII IOTEPHOI

crera”Horpadii:

o BUKOPHUCTAHHS 3ape3epBOBAHUX IOJIIB KOMI'TOTEpHUX (popmaTiB (aiiis;

o METOJI IPUXOBYBaHHA 1H(OpMaIlli B HEBUKOPUCTOBYBAHUX MICIISIX THYYKHX
JIACKIB;

o BUKOPUCTAaHHA OCOOJIMBOCTEN (palijIOBUX CUCTEM;

o METO]1 TPUXOBYBaHHS 1H(POpMaIlii BAKOPUCTOBYIOUH OUIBIITY YACTOTY KaJIpiB;

o IPUXOBYBaHHS 1H(QOpMaIIii B 3ByKOBUX JIOPIKKAX;

o BOYJIOByBaHHSI TOBIJOMJICHHSI B YEpPBOHMM, 3€leHUN ab0 CHUHIA KaHal
300paK€HHs.

- Hudpora

Hudposa creranorpadiss — 1e HaUIaJ0K KJIACHYHOI cTeraHorpadii, cTBOpeHui Ha
OCHOBI BIPOBAJIPKEHHS 10JIaTKOBOI 1HPOpMaIlli B IUPPOBi 00’ €KTH.

[ToTpiGHO pO3yMmiTH, IO 10 OCHOBHUX 3ajay creraHorpadii BIAHOCATh HE JIUIIE
3aJa4y  CekpeTHoi mepenaui  iHpopmalli, a W  BUKOPUCTaHHA  BOYJIOBaHUX
imeHTudikamiiHux HOMEpIB Ta HUGPOBUX BOISIHHUX 3HAKIB. Po3MiIeHHS came IuX
€JIEMEHTIB Ma€e OyTH TaKuM, 1100 KOPHUCTYBay HE MII' MOMITUTH >KOJHOI PIZHUII MIXK
OpUTIHAIBHUM Ta MOAU(DIKOBaHUM 00’e€kTaMu. Buxonsuu 3 3amadl po3MIIIEHHS MOXHA
BHUJIUTUTU OCHOBHI XapaKTEPUCTUKH:

- Oe3mneka;
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— CTIHKICTB;

— HETPUMITHICTB;

- €MHICTb.

[TousATTS Ge3meKu Ta CTIUKOCTI € B3aeMONoOB’si3aHUM. CTIHKICTh BUPAXOBYETHCS 3a
PI3HUMU MIPHUKIIAIaMH, OJJHUM 3 TaKHX € OILIHKA KITbKOCTI TOMUJIOK KOTPl BUHUKAIOTH MpU
BUJIy4eH1 1H(opMalli 31 CTeraHOKOHTEMHEPY, NpH MNPOBEACHI HABMHCHUX aTak abo
BUIIQJIKOBOTO CIOTBOPEHHS, BIIMOBIAHO JO TAKOTO MPHUKJIANy, SIKIIO PE3yJIbTaTOM CTa€
BEJIMKA KUIBKICTh MOMUJIOK, TAKUW METOJ He € Oe3NMe4YHUM. [HIui mpuKiaa, oIiHKa npu
BUIIAJIKy MMACHUBHUX aTakK, B TaKOMYy pa3l 3BEPTAEThCA yBara 4d MOXKE€ KOpUCTyBau 0e3
BUKOPHUCTAHHS OCOOJIMBUX METOIIB BITUYTH, 3HAUTH, MOOAYUTH PI3HUIIO M1k 3alIOBHEHUM
KOHTEHHEPOM Ta IyCTUM.

HenpuMiTHICTh SIK XapaKTEpUCTUKA BINIrpa€ BaXXJIMBY pOJb, AK€ caMe€ BOHA €
OJIHUM 3 TOJOBHMX (akTopiB CTIMKOCTI. Ili HEOPUMITHICTIO PO3YMIETHCA TE, IO
MOBIJIOMJICHHA Mae OyTh BOyJoBaHE Tak, 100 Horo He Oyno momiTHO. JJis mpuKiamy,
AKIIO 1€ 300pa’KE€HHs, TO HEMa€e OyTH MOMITHUM PI3HMII0 MK MIKCEISIMU, SAKIIO 1€ ay/10
¢aiin, TO MpU MPOCIyXOBYBaHHI Mae OyTH HEUyTHO BOyJaoBaHe moBinomieHHs. [1]o6
JIOCSITHYTH TaKUX Pe3yJIbTaTiB, MOTPIOHO B MEPIIy Yepry 3BEPHYTH yBary Ha O0COOJIUBOCTI
opraHismy soauHu. Jlronuaa gyye 3Byk 3 wactotamu Bim 16 I'm mo 20 k['m (mpulGim3Hi
JaHi) OT)Ke IJIs1 ayai0 JOCTaTHLO BUKOPUCTATH YaCTOTY 11034 MM Jiara3oHoM [5].

€MHICTb, 11I€ OJIHA BAXJIMBA XapaKTEPUCTHUKA, aJHKE BOHA BIAMOBIAAE 32 KIJIBKICThH
iHdopmali, sika Moxke OyTh BOyAOBaHa B KOHTEHHEp, MPU LOMY HE MOPYIIAIOYH
dakTopu cTiiikocTi Ta HenmpuMiTHOCTI. KiabkicTh 1H(GOpMAaIlli BUpaXOBYETECS 32 PISHUMU
dakTopamu, TAaKUMU K

— BU/J MOKJTUBUX TIOPYIIICHB;

— MOKJIMBOCTI KOHTEHHEPA;

- TUIl KOHTEUHEPA;

- [IOB1IOMJICHHS.

Xou 1i ¢akTopu 1 MO’KHA HA3BATU IJIABAIOUUMH, € OJUH CTATUYHUMA (PaKTOp SIKUN
icHye mpu OyIb SKOMY 3 BapiaHTIB — HalOBHEHICTh KOHTEWHepa, came el (akTop

BIJIMOBIAA€ 32 MEPIIOUEPTOBY MOXKIIMBICTD (DYHKIIOHYBAHHS MPUXOBAHOTO MOBIJOMJICHHS.
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Jlis BUMIPIOBaHHS HAMOBHEHOCT! 3a3BHYail BUKOPHCTOBYIOTH BiCOTKU. HamoBHEHiCTh
KOHTEITHepa He Ma€ MEPEeBUIYBATH MPOIYCKHY 3/aTHICTh CTBOPIOBAHOTO CTETOKaHAIy, B
1HIIIOMY X BUIIAJKY, cHCcTeMa He OyJie QyHKIIIOHyBaTH a0 HEHAIHHO.

Posrnsgatoun OCHOBHI raity3i 3aCTOCYBaHHS MOKHA BUAUINTH HACTYITHE:

— [IpuxoBaHa KOMyHIKaIlisl.

[{s ramy3p B OCHOBHOMY BIJJTHOCUTBCS /IO BIMICHKOBOTO Ta JIEPKABHOTO 3B’SI3KIB, alie
MO>K€ TaKO>K BUKOPHUCTOBYBATUCH MTPOBIAHUMHU KOMIAHISIMH.

- 3axuCT B1JI KOMIIOBAaHHS.

Jlo 1mi€i ramy3l MOXHa BIJHECTHM Oarato NpUKIaaiB, Bil cdepu Komepuii Ta
KOHTPOJIIO KOIIIOBaHHS JI0 PETYJIFOBAHHS PO3MOBCIOIKEHHSI MYJIbTUMEIIMHUX 00’ €KTIB.

Posrngnaroun BUKOpUCTaHHS caMe€ KOMII'IOTEpHOi creraHorpadii Ay 3axucry
IHTEJIEKTyaJIbHOI BJIACHOCTI ICHY€ JIBa HAINpSAMKHU BUpIIIECHHS 3aaad. llepumii HanpsiMok
HE TMOB'SI3aHUN 3 BUKOPUCTaHHSM IU(GPOBOI OOpOOKM CHUTHAJIB, a caMe€ PO3MIIICHHS
MOBIJOMJICHHSI B 3arojIOBKax IepefaHux AaHux. Llell HanmpsMOK B 3arajbHIMd MPaKTHII
MaiKe HE 3aCTOCOBYETHCS ajkKe HOro mpobiieMa B TOMY, 110 BiH HE BBAXKAETHCS CTIHKHUM,
IIPUXOBaHE MOBIIOMJICHHS JIOBOJI1 JIETKO BUSBUTH 1 1aJll BUAATUTH 200 MOIU(DIKYBATH.

Jpyruil HampsIMOK HampsiMy TMOB'A3aHUN 3 BUKOPHCTAHHSIM LHUQPPOBOi 0OpPOOKH
CUTHAJIIB, BAKOPUCTOBYIOUH HOTO, B1I0yBaeThCsa BOYIOBYBAHHS IMOBIIOMJICHHS B 00 €KT.

CaMe pO3BUTOK JIPYroro HampsIMKy CIIPOBOKYBAaB BUHWKHEHHS MOHATTS HU(POBOi
creranorpadii, mo OyIyeTbCs Ha OCHOBI BHKOPUCTAaHHSI IS CTEraHOKOHTEHHEpIB
1upoBUX 00’ EKTIB.

OTxe, BIAMOBIAHO A0 BHILE 3a3HAYEHOT0, U(poBa cTreraHorpadis — e HampsIMOK
creradorpadii, B OCHOBI SKOTO JIGKUTh BHUKOPUCTAHHS IU(PPOBUX OO0’€KTIB B SKOCTI
CTETaHOKOHTENHEDA.

B cBoto uepry nmudpona creranorpadist Mmae 4 OCHOBHUX HANPSIMKHU:

. BOYIOBYBaHHsI 3aT0JIOBKIB;

o BOYZIOBYBaHHS 1IeHTH(IKATOPIB;

BOYI0BYBaHHS 1HGOpMAIIii SIS TPUXOBaHOI Iepeiayi;

BOYIOBYBaHHsI IU(GPOBUX BOASHUX 3HAKIB.
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BOynoByBaHHsI 3arojlOBKIB — METOJ SIKHH YacTO BUKOPHCTOBYIOTh y MEIMYHIN

chepi amke MeTa TaKoro MeToja 30eperTd pi3HOMaHITHY iH(opmalio B IIOMY,
BUKOPHUCTOBY€ETHCS HAIIPUKIIA[ AJISl MIANKUCY PEHTI€HIBCHKUX 3HIMKIB.

BOynoByBanHs i1eHTH(IKATOPIB — Ha3Ba METOy Kaxke came 3a cebe, el MeToq
BUKOPUCTOBYETbCS 1751 BOYJOBYBaHHS B OO €KT KOHKPETHOTO 1IEHTH(IKATOpPY
(yHikambHOTO HOMepy). Takuii MeToj J03BOJISE€ BIJICHIIKOBYBAaTH BCl  MOXKJIUBI
MOPYIICHHS, aJKe 1IeHTU(}IKATOp JO3BOJIUTH BIICTINKOBYBATH Aii 3 00’ €xTOM [7].

BOyznoByBanHs 1H(popMalii Jyisl MPUXOBAHOI NIEepeaydl — TyT BCE JOBOJII 3pO3yMiIIO,
TOJIOBHOIO 33J1a4€I0 € MPUXoBaTH GakT nepeaadi iHPopMmaliii B 00’ €KTI.

BOynoByBaHHs 1M(pPOBUX BOASHHUX 3HAKIB — camMe LEd METOJ BUKOPUCTOBYETHCS
JUISl 3aXMCTY aBTOPCBKMX MpaB. Xodya LEW METOJX HE € NMPUXOBAHUM, MOrO OCHOBHOIO
3aja4deto € GakT iAeHTuiKalii BIacHUKa 00’ €KTY.

[lipaTcTBO € TOCTPOIO MPOOIEMOI0 3aXHUCTy aBTOPCHKOIO IpaBa, aKe came
CTUpPaHHS JIAHUX MPO BJIACHHKA O0’€KTa € TOJOBHOIO 3aJauero MmiparcTsa. Posrismaroun
came creraHorpadiro sIK METOJ 3aXHMCTy MOKHA PO3PI3HUTH HACTYIIHI JIBa METOJIHU, IO €

OCHOBOIO BUKOPHCTaHHSI cTeraHorpadii:

o BOyaoBaHmii 3aXUCT - 1IeH 3aXUCT BUCTYIAE IK OKPEMU MOAYJIb O€3MEKH.
° JlonaTkoBUM 3aXUCT — IEW 3aXUCT BBAXKAETHCA JIMIIE TOJaTKOBUM MOIYJIEM
oe3rexu

SIKIIO0 MPOBOJWTH aHaMi3 LUX JBOX METOMAIB, MOXKHa MNPUNTH A0 HACTYMHHUX
BUCHOBKIB. BOy10BaHMii 3aXUCT € OUIbII HaAIWHUM alie pefaryBaHHs OyJlb sSIKHX MOJYJIB
TaKOr'0 3aXUCTy MOXKe OyTH KPUTUYHUM. 3 1HIIOTO OOKY JOAATKOBUHM 3aXMCT KaXKe cam 3a
cebe, el MeTOM € OUTBIIT THYYKHUM, a OTKE W CTAOUTHHINIMM, aje 4yepe3 BiJICYyTHICTh
“CTaTUYHOCTI” MOXJIMBI MpOOJeMU TpU BUKOPUCTAHHI TUX CaMHX KOHQIrypami 3

pi3HUMHU 00’ €kTamu [8].

1.3 AHajioru BUKOPUCTAHHS cTeraHorpagiyHux MeToaiB 3axucty iHgopmamii

3 KOXXKHHMM JIHEM TEXHOJIOT1M cTae OijbIlle, BOHU MOKPAIIYIOThCS, BiIKPUBAIOTHCS

HOBI METO/IM, 3HaHHS. Pe3ybTaTOM TaKuX 3MiH € HOB1 JyYMKH Ta HOBI MOXKJIMBOCTI,
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aHAJIOTH 3aCTApUIMX YM KIAaCMYHUX MeToAiB. OHUM 3 UyJOBUX MPUKIAIIB SIKHH MOXHA
HABECTH IIe 171es1 JeleHTpai3allii, Ta TEXHOJIOTisl OJI0KYEHH.

biokdeitn — 1€ JelneHTpai3oBaHUM, PO3MOJIIEHUH 1 3arajJbHOIOCTYIHUN
u(pOBU peeCTp, SIKUH BHUKOPUCTOBYETHCS JUIA 3alUCy TpaH3aKIiii Ha Oararbox
KOMIT IOTepax, TaK IO 3alkCc He MO)Ke OyTHM 3MIHEHHUH 3aJHIM 4HMCiIoM 0e3 3MiHM BCIX
HACTYITHUX OJIOKIB 1 KOHCEHCYCy Mepexi [8].

broxuyeiin oTprMaB CBOIO Ha3BY 3aBISIKM TOMY, SIK BiH 30epirae JaHi TpaH3akKid —
y OJ10Kax, 5Kl 3’ €IHYIOTbCSI MK COOOI0, YTBOPIOIOUH JIAHIIOT. 31 30UIBIIEHHSIM KIJTBKOCTI
TpaH3akIlii 3pocTae 1 6mokueiH. KoxeHn HOBUM 3amuc MiATBEPIKYE Yac 1 MOCTIAOBHICTh
TpaH3aKIIl}, SIKI MOTIM PEECTPYIOTHCS B OJIOKUEHHI B JUCKPETHIN MEpPEKi, AKa KePyeThCs
paBUJIaMH, TMOTO/HPKCHUMHU YydacHUKamu Mepexi. KoskeH O0OK MICTUTH Xelll, MaKeTH
OCTAHHIX AIMCHUX TpaH3aKIiil 13 MITKAMHU 4Yacy Ta Xell NONepeaHbOro OJoKy. Xeml
MONEPETHBOr0 OJIOKY 3B’si3ye OJOK pa3oM 1 3amodirae 3MiHI Oyab-sKoro 0Oyoky abo
BCTaBJICHHA OJIOKY MIDXK JBOMa HasBHUMH OjokamMu. TakuM YMHOM, KOXEH HACTyIMHUHN
0JIOK MOCUJTIOE TIEPEBIPKY MOMEPEIHHOTO OJIOKY, a OTXKE, 1 BChOro OJlokuelHy. biokueliH,
HaJa€ KIIOYOBOMY aTprOyTy He3MIHHICTh. [Ioku OJOKYEIH MO CyTi CIIyKUTh 0a3010 TaHUX
JUIsL 3allMCy TpaH3aklii, WOro nepeBard BUXOAATH JAJNEKO 3a MEXI TpaaulliHuUX 0a3
TaHUX.

Ha pa3i TexHomoris Oyok4eliHy, I1€é PO3BUBAETHCS, aje HABITh 3apa3 BOHA BXKE
HaOpaJia MoMyJIsIPHICTh Y BChOMY CBITI, 1 MPOBIAHI KOMIIaHIi BXK€ 3aiiMalOThCsl BUBUCHHSIM
Ta po3poOKoto 1iel TexHomorii. [le Big0yBaeThcst IO MPUUYKHI TOTO, IO 1151 TEXHOJIOTISI Ma€
6e3m14 3acTocyBanb. Cepell SKMX MOXKHA BUIUTUTH HACTYITHE:

— 00poOKa MmiaTexiB 1 TPOIIOBUX NEPEKa3iB.

Tpanzaxkiii, 06pobsieHi depe3 OJIOKYEHH, MOXYTh OYTH pO3paxoBaHl 3a JiUeHI
CEKYH/IU Ta 3MEHIITUTH (200 BUKIIFOUNTH) KOMICIIO 32 OaHKIBChKI MEpPEKa3u.

— MOHITOPHUHT JIAHLIOT1B MMOCTaYaHHSI.

BuxopucTtoByoun 6J10K4Y€iH, KOMIIaHii MOXKYTh IIBUAKO BUSBIISATH HEEPEKTUBHICTh
y CBOIX JIaHLIOTaxX MOCTAa4aHHS, a TAKOX 3HAXOIAUTH MPEAMETH B PEXKHUMI peaJbHOr0 Yacy
Ta OauuTH, SK MPOJIYKTU MPALIOIOTh 3 TOYKU 30pY KOHTPOJIO SKOCTI, KOJM BOHHU

MOIOPOKYIOTh BiJl BAPOOHUKIB 10 PO3PIOHMX MTPO/IABIIIB.
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— upoBi 1IEHTU(PIKATOPH.

Microsoft ekcrnepuMeHTY€e 3 TEXHOJOTIEID OJIOKYCHH, 100 JOMOMOITH JIOASM
KOHTPOJIIOBATH CBOIO LU(POBY 1IEHTUYHICTD, a TAKOXK JaTH KOPUCTyBa4aM KOHTPOJb HaJ
TUM, XTO OTPUMYE JTOCTYII JIO IIUX JaHUX.

- OOMiH JTaHUMH.

brokuelitH Mo)ke BHUCTYNAaTH TMOCEPEAHUKOM JJisg Oe3rnedHoro 30epiraHHs Ta
NEePEeMIIICHHS KOPIOPATUBHUX JIAaHUX M1 Taly3sMU.

- YIPAaBIIHHS MEpekero [HTepHeT peuei.

biiokueiiH Moe cTaTu PeryiasiTopoM MEpEk, 00 BU3HAYATH MPUCTPOI, MIKIFOYEHI
10 Oe3apoTOBOI Mepexki, BIACTEKYBATH AaKTUBHICTh IMX MPUCTPOIB 1 BHU3HAYATH,
HACKUIbKHM HaAIHHUMH € Il IPUCTPOT, a TAKOK aBTOMATHYHO OIIHIOBATH HAJAIHWHICTh HOBUX
MIPUCTPOIB, K1 JOAAIOTHCA 10 MEPEXK1, HAIPUKIIA]T IK aBTOMOOLI Ta cMapT(OHHU.

— 3aXUCT aBTOPCHKUX TPAB.

brokuelitH MO)XHa BUKOPHCTOBYBATH [IJI1 CTBOPEHHS JICLIEHTpalIi30BaHOl 0asu
JIaHUX, SIKAa TapaHTYye, 1110 BUKOHABIII 30€piratoTh CBOE aBTOPCTBO. biioKuelH Takox Moxe
3pOOUTH T€ X came JJIs pO3POOHUKIB 3 BIIKPUTUM KOJIOM.

Came ocTaHHI{ MyHKT € I[IKaBUM TIPU PO3IIIAIL MTpoOaeMaTuku poOOTH. 3apa3 Bike
ICHYIOTh MPOEKTH, IO Peai3yloTh OJOKYEHH, a caMe MOTCHIaa 3a0e3MeUeHHs 3aXUCTY
aBTOpCchKHX TpaB. [Tpukimagom takoro npoekty € Non-fungible token (mani NFT).

NFT — Bua yHIKaJIbHUX KpUOTOrpapiyHUX TOKEHIB, 1€ KOXXEH EK3EMIUp €
YHIKaJIbHUM 1 HOTO HE MOXHA 3aMIHUTH a00 MIJMIHUTH 1HIIUM TOKEHOM, X04Ya 33 CBOEIO
OCHOBOIO 33Jl1au€l0, TOKEH € B3aeMo3zamiHHMM. lleil yHikaabHUI TOKEH CO00I0 SBIISIE
kpunrorpadiunuii “cepTudikat’ KU 3aNTUCYETHCS B OJIOKYEHH.

Hapasi Benmuky mnonymspuicte NFT HaOpamu 3aBasgku  Omokueiiny Ethereum
(Edipiym) Ta xpunrtomiomniaakam, A€ KOPUCTYyBadl BHCTABIISIIOTH BJIACHI 00 €KTH KOTPI
JlaJTi MPOIA0THCS 32 KpUMITOTpadiuHy BATIOTY.

[IpoTe Ha cboroani B YKpaiHi HEMa€e 3aKOHY SIKMM OM MIT PEryJloBaTH NMUTAHHS
aBTOPCHKOTO TMpaBa Ta WOro MIATBEP/KEHHS 3 BHUKOPUCTaHHSIM caMe OJOKYeWH
TEXHOJIOT1I, 10 POOUTh BUKOPUCTAHHS CTEraHorpapiyHUX METOMIB IS BHUPIIICHHS

poOJieMH JTaHOT pOOOTH O1JIBII aKTYaJTbHUM.
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BucHoBknu 3a po3aiziom 1

VY nmepmomy posmimi Oyslo HaBEICHO OCHOBHI TEPMIHM Ta BHW3HAYCHHS, SKI
BUKOPHUCTOBYIOTBCS ¥ c(depl aBTOpChKOro mpaBa Ta y creraHorpadii. Posrmsgaroun
HOHATTA, TOB’S3aHI 31 CPEpoI0 aBTOPCHKOrO IpaBa OyJo 3a3HAYEHO, IO IEPEBaKHA
KUIBKICTh BU3HAUEHB 3a3HavyaeTbcs 3akoHOM Ykpainu “IIpo aBTOpchbke mpaBo Ta CyMiXKHI
npaBa”. [HisipHICTH y cdepl cTeraHorpadii Ta creraHorpadiuHoro 3axucry iHpopmarii
periiaMeHTyeThcsi 3akoHoM Ykpainu “IIpo 3axuct iHdopmamii B iHoOpMaIliitHO-
TEJIEKOMYHIKalIMHUX cucteMax’’. byjo Takox 3a3Ha4yeHo, 110 MOMPU PO3BUHYTICTh PIBHS
BUKOPUCTaHHS 1H(QOpPMALlIMHUX TEXHOJOTIM B VYKpaiHi, gaHi cdepu mNOTpeOyIOTh
[OJaJIbIIOr0 HOPMATUBHO-TIPABOBOTO KOPUT'YBAHHS.

HaBeneni Buile 3aKOHU alOTh 3MOTY BHU3HAYHTH MOHSATTA aBTOPCHKOTO TpaBa Ta
creranorpadii, a came, 10 aBTOPChKE MPABO — 1€ OCOOMCTI HEMAalHOBI MpaBa 1 MalHOBI
IpaBa aBTOPIB Ta iX MPaBOHACTYIHMKIB, MOB’SA3aH1 13 CTBOPEHHSM Ta BUKOPHCTAHHSAM
TBOPIB HAyKH, JIITEpAaTypu 1 MUCTELTBA, Ta cTeraHorpadiuHuii 3axuct iHQopMmauii — 1e
croci0 3aXKUCTy TaHUX METOOM MPUXOBAHHS X HAABHOCTI B 00’ €KTI.

Y xomi po0OOTH 3a3HAuUYEHO, IO ABTOPChKE MPaBO PETYIIOE€ HE TUIBKU 3aXHUCT
ONPUJITIOHEHUX 1H(OpMaLIiHUX 00’ €KTIB, a i TUX, IO HE Oynu omyOikoBaHi. ['0JI0BHOIO
npo0IeMOI0 y TMpoIieci 3a3Ha4YEHHS 3a NMEBHUM 00’ €KTOM aBTOPCHKOTO TpaBa B MEPEXKi
[aTepHer € Te, mo Oyab-sK1 JaH1 TEHEPYIOThCA Ta MOAU(PIKYIOTHCS AYXKE IIBUAKO.

[Tix wac mocmimkeHHs OyI0 BUSABICHO, 10, HE3BAXKAIOUM HA BEIIUKY KITBKICTH chep
3aCTOCYBaHHS CTeraHorpadiuHUX METOJIB, came cdepa aBTOPCHKOTO MpaBa € OJHIEI 3
HANOUIbII TEPCHEKTUBHUX JIJIS1 PO3BUTKY.

CTifiKiCTh, HEBIIUYTHICTh, O€3M€Ka Ta BUCOKA MPOMYCKHA 3[AaTHICTb € OJHUMH 3
OCHOBHUX XapaKTEPUCTHK CTETaHOCUCTEM.

Bbyno HaBeneHo mpukiaa iHIIMX COCO0IB I0BEIEHHS aBTOPCHKOTO MpaBa y MEPEKi
[HTepHeT, a caMe BUKOPHUCTAHHS TEXHOJOrIi O10k4ueiiHy. byno 3a3HaueHo, 1o O0KuYelH
— 1€ JCLEHTPa130BaHuM, PO3MOIITICHHI 1 3aralIbHOIOCTYITHUN [IUPPOBUIN pEECTp, SIKUN

BHUKOPHUCTOBYETHCA OJIA 3aIlIUCY TpaHSaKHiﬁ Ha 0araTtbox KOMH’IOTCan, TaK II0 3aIlucC HE
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MOKe OyTH 3MIHEHHUH 3aJHIM YUCIOM 0Oe3 3MIHM BCIX HACTYMHHUX OJIOKIB 1 KOHCEHCYCY
MEpexl.

JlociakeHHsAM OyJ10 BUBUEHO OJIMH 3 MPUKJIA/IIB BUKOPUCTAaHHS OJIOKYEHHY, a came
NFT — me BuA yHIKQIbHMX KpUNTOTpapiyHUX TOKEHIB, /1€ KOXXEH EK3eMIULIp €
YVHIKaJIbHUM 1 HOTO HE MOXHa 3aMIHUTH a00 MiJIMIHUTHU 1HIIKM TOKEHOM, X0Ya 32 CBOEIO
OCHOBOIO 33/1a4€l0, TOKEH € B3a€MO3aMIHHUM.

[Ipote yepe3 BiACYTHICTH B YKpaiHi 3aKOHY, SIKUH OM MIT PEryIIOBaTH MUTAHHS
aBTOPCHKOrO IpaBa Ta MOro MIATBEPAKEHHS 3 BHUKOPUCTaHHSIM caMe OJIOKYEHH
TEXHOJIOT1i, BUKOPUCTAHHS CTEraHorpapiyHUX METOMIB HJisi BUPIMICHHS MOCTaBICHOT
po0JIeMU € OLIBII AKTyaJIbHUM.

[IpoBeneHi nocmiKEHHs! Jal0Th 3MOTY BU3HAUUTH NOJANbI1 KPOKH POOOTH:

1. HEOOXITHO BU3HAYUTH ICHYIOUl CTEraHOrpadivyHi aJirOpUTMHU, HAIIPaBJICH]I Ha
BUpILIEHHS TPoOJIeMU AaHOi poOOTH;

2. HEOOX1JTHO HaBECTH 3arajibHy XapaKTePUCTUKY CTEraHOTpadiuyHUX METO/IB;

3. HABECTU MIPUKJIAJN BUKOPUCTAHHS 0OPaHOTO CTEraHOTPpa(IqHOrO aIrOpUTMY.
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PO3JILI 2

AYJIIO CTETAHOT'PA®IS, IK METO/I BUPIIIEHHS ITIOCTABJEHOI
HHPOBJIEMH

2.1 Cnocodm BHMKOPUCTAHHS CcTeraHorpagiuyHux aJropurMiB 3 MeTOHO

3a0e3nevyeHHsl aBTOPCHKOro NMpaBa

VY xonai gocniipkeHHsT Oyl0 BHSBICHO, 10 cdepa 3aXUCTy aBTOPCHKOTO MpaBa €
OJIHI€I0 3 HAWOUIBbII MEPCHEKTUBHUX [UJISI PO3BUTKY CTeraHorpadii, sik Haykd, ajpke 3
IJIMHOM 4Yacy came y Il cdepi CTBOPIOEThCS BCe OlNIbIlI€ METOJUK 3aKPIIICHHS (PaKTy
BJIACHOCTI HaJl 00’ €KTaMH MYJbTUMEAINHO1 chepH.

Metonu BOymOByBaHHS LHU(PPOBOTO BOASHOIO 3HAKY a0O0 BIIUTTA TIEBHOTO
iIeHTUIKaiHoro koay B (aili € JBOMa OCHOBHMMH HAIlpsIMKAMH PO3MILIEHHS
iH(popmai, sika Oyie MATBEPAXKYBATH (PAKT BIACHOCTI, y (aiii.

Sk 1 yci iHII, i METOAM MAaroTh CHiJIbHI O3HAKHM Ta BiaMiHHI. [0 CHIIBHMX O3HAK
MOYKHa BIJTHECTU T€, 110 OOMJBa METOAM HECYTh 3a CO0O0I0 JI0AaBaHHsS 10 (hailily MmeBHOT
1H(popMari, 1110 TOBIAOMHUTH HaM, XTO BOJIOJII€ 00’ €KTOM.

OCHOBHOIO BIIMIHHICTIO MK METOJIAaMH € T€, SKHM YHHOM BHU3HAYAE€THCS OCOOJIMBA
iH(dopMmartis, KoTpa Oy/ie CBIIUYUTH PO BIACHUKA 00’ EKTY.

Jlnst MmeTony BOYIOBYBaHHS KOAY B (aiii yHIKaIbHUN KOJ OTPUMYETHCS B TIEBHOMY
BUKOHABYOMY OPTaHi 1 BOJHOYAC JIOJYYA€ThCS JIO MEBHOI 0a3u, B AKIA MICTUTHCS TIEPEITiK
001€KTiB 1HTEJIEKTyaJbHOI BJIACHOCTI Ta sKa JacTh 3MOTY IIOTIM HE MPOCTO
11eHTUIKYBaTH Oylb-IKy KOO, a ¥ BIACHIAKYBaTH ii nuisix y mepexi. Koa kuur y
616ioTer Oyae HAaWBAATIIIMM aHAJIOTOM, aJ/PK€ TaM TaKOK HaBiTh 3a BIJICYTHOCTI KHUTH
MO>KHA BUSIBUTH, JIC BOHA 3HAXOIUTHCS.

[IB3 € 6inpIn mpocTUM y MOCSTHEHI Ta HE € MPOOJIEeMATUYHUM MPU BUKOPUCTAHHI.
CyTHICTh HE IyKe BIOPI3HSAETHCS, OOMIBAa METOAM BOYIOBYIOTH MEBHY 1H(opmaliio y
daiin, mpote A MEPIIOr0 METOAY € HEOOXIIHICTh OTPUMATH TOW cCaMUM KO, a MpHU
BukopuctanHi [[B3 miTka reHepyerbcs caMOCTIHHO, IO 1 POOUTH MOrO MPOCTIIMIMM 1

3pYYHILINM.
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Ha »xanp, ax 1 Oyap-skwii iHmmi meron, [[B3 texx mae cBOi Hemomiku, Taki sSK

MOXJIUBICTh BWJIYYCHHS MH(PPOBOTO BOASHOTO 3HAKYy 3 00’€KTY METOJOM CTHCHEHHS

daitry [12].

2.2 Metoau i moaeii creranorpadii

3a MpUHIMIIAMU TPUXOBYBAHHS JTaHUX MOJEN cTeraHorpadii Ki1acu]ikyroTh SK
dbopmaTHi Ta HehopMaTHi, TOOTO Ti, 110 0a3YIOTHCS HA BUKOpPUCTaHHI hopmaTiB (aifiiiB Ta
TI WO poONATh 3MIHM Yy O€3MO0CEepeaHBO JAHMX, Kl CTBOPIOIOTH OTPUMaHUU (ailn,
BIJITTOBITHO.

Jlo mepmmx Hanexarb Taki creraHorpadiuHi MOJeN, SKi aHali3yloTh ¢dopmar
(aiiiy 1 BHOCATh 3MIHHM JI0 CIYKOOBHUX MOJIB, pEAaryBaHHs SIKUX HE BIUIMHE HAa CTaHI
cTeraHokoHtelnepy. Lleit MeTon Mae MeHIIMI manc Ha MoAudIKaIlio KIHIEBOTO (aiiy,
110 € HOTO MEPEBAXKHUM ILTIOCOM.

Hpyruii MeTo He 3aJIeKUTh BiJ popmaty (ailily a BUKOPUCTOBYE CKIAA0BI (haiiy,
HANPUKJIaA, A 300paxeHs 1e OiTv, a s aynio Qaitme — e ¢da3u abo KOJIUBaHHS.
IlepeBaroro Takoro MeToay € Te, 10 BIH € OUIBIN CTIMKUM A0 OYyJb-SIKOrO BHIY aTak, a
HEJIOJIIKOM — BIH NPU3BOJUTH /IO MOSIBU CIIOTBOPEHb y MOYATKOBOMY (paitnii, Tomy Tpeda
OyTH 00epeKHUMH, 11100 I1i CIIOTBOPEHHS He Oysu momiTHuMmu [13].

J1o HalO1IbII BIAOMHX CTEraHOTPaIYHUX METO/1B MOKHA BIJIHECTU HACTYIIHI:

— METO/1 3 BUKOPUCTaHHSIM 0coOmMBoCcTel (popmaty daiiny;

— LSB xonyBanus;

— €X0 KOJyBaHHS;

— (dazoBe KOTyBaHHS.

2.2.1 MeToau 3 BUKOPUCTAHHSAM 0c00JMBOCTel hopmary ¢aiiry

Jlanuii MeToa MPUXOBYBAHHS € OJAHUM 3 (POPMATHHUX MOJIENEH, BIH € MPOCTHM Y

peanizaiii, He TOTpeOye OCOOIMBOTO MPOTPAMHOTO 3a0€3TEUCHHS] Ta HE BHMAarae Bijl
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BUKOHYBa4a HAA3BUYAHOI OOAYHOCTI [JIs YHUKHEHHS CIOTBOPEHb YH BHSIBIICHHS
[1OB1IOMJICHb.

3anuc iHbopMallii y MeTaJaHl Yd BUKOPUCTAHHS CIY>KOOBUX MOJiB (popmaty €
OJTHUMHU 3 HAMMPOCTIIIUX MPHUKJIa/liB BUKOPUCTAHHS JAHOTO METO.Y.

MeTon Mae BenUKY KUIBKICTh TII€peBar BIHOCHO 1HIIHUX, MTPOTE BOHU HE

MEePEeKPUBAIOTH yC1 HelomiKH. J[o mepeBar BiIHOCSTH T€, I110:

METOJI € IPOCTUM Y BUKOPHUCTaHHI;

— METOJI € MPOCTUM Y peai3allii;

- Py BUKOPHUCTAHHI JAHOIO METOAY € 3MOra NpPUXOBATH BEJIHMKY KiIbKICTb
iHdopmari y daiti.

J1o HeMOJTIKIB METOTY BITHOCATD:

o MOXJIMBICTh TTOOY/I0BU TTOBHICTIO aBTOMAaTUYHOTO aJITOPUTMY JIJIsI BUSBJICHHS
(bakTy NpUXOBYBaHHS MOBIJOMJICHHS;

o HU3bKY CTIMKICTh JO TACUBHUX aTaK.

Meton npuxoBYBaHHS B MAJITpl € MPUKIATOM BUKOPUCTAHHS I[LOTO QJITOPUTMY.
Bin nossirae y ToMy, 110 BCl €JI€MEHTH MaJITPU CKIAJAIOThCA 3 YOTUPHOX OalT, mpoTe
3a3BUYal JIMIIE MEepIIi TPU 3 HUX BUKOPUCTOBYIOTHCS JJIsi KOAYBaHHS KoJbopy. OcTaHHIN

0ailT 3a3BUYAl JOPIBHIOE HYJIIO 1 HE BUKOPUCTOBYETHCS.

2.2.2 EX0 KoayBaHHS

MeTon exo KoayBaHHS Ma€ TaKy Ha3BYy, aJi’Ke MOTO CYTh MOJsTac y BOYJJOByBaHHI B
ayJio CUTHAJI JaHUX 3a JIOMOMOTOI0 JIOJIaBaHHS B HHOTO €XO CHUTHAIY.

Jns  KkomyBaHHS TOCHIAOBHOCTI 3HAaY€Hb BHUKOPHCTOBYIOTHCS HEPIBHOMIpHI
MPOMDKKH MK B)XE€ HAasBHUMHU €XO CHTHaJaMH, KOTPi, TIPH HAKJIAJEHI y BIAMOBIIHUX
yMOBax, OyJyTh HEIOMITHUMH, IO BiJMOBIJA€ OJIHIM 3 OCHOBHUX BHUMOT cTeraHorpadii —
HEOMITHICTB JUIS JIFOUHH.

HaknaganHa moOBIZOMIIEHHS BiZOYBaeThCs 3a JOMOMOIOI0  3aMiHU  TPbOX,
XapaKTEPHUX ISl IOT'O METOAY, TapaMeTpiB, a caMe:

- MOYATKOBOI aMILTITY/IH;
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- CTYIIEHIO 3aracaHHs;

— 3aTPUMKHU.

3MiHa 1UX TapaMeTpiB BIAOYBAa€TbCS B paMKax I[EBHOTO TMOPOTY  MIDXK
0e31ocepelHbO CUTHAJIOM Ta €XO0, a B YTBOPEHIM TOYIl JIIOJUHA HE 3MOXKE 3HAWTH
PI3HUINIO MDK MOYATKOBHMM Ta BHUJIO3MIHEHMM curHajgamu. [Ipore tpeGa Opatu 10 yBarw,
o (paKT HASIBHOCTI TAaKOX TOYKHU 3aJICKUTH OE3MOCEPETHBO BiJl SKOCTI BUXITHOTO (hailimy
[15].

[Ipu kogyBaHHI HYJISI Ta OAMHMII TOTPIOHO BUKOPUCTOBYBATH JBA PI3HUX 3HAYEHHS
3aTPUMKH, TOJIOBHOIO YMOBOIO JUIsl BUOOPY JaHUX 3HA4YEHb € T€, III0 BOHU MalOTh OyTH Ha
OUTBIIMMH 3a MOPIT YyTIUBOCTI ClTyXaya.

[Hmn mapamerpu, a came MOYaTKOBAa aMIUIITyla Ta CTYIIHb 3aracaHHs, MOBUHHI
TAKOX OOMpAaTHCS TaKMM YMHOM, 100 HE MEPEBHILYBATH MOPIT YYTJIMBOCTI CIyXOBUX
CUCTEM JIFOJANHH.

3BOpPOTHIN TMpolec, TOOTO MNPOLEC BHUTIATY NPUXOBAHOI 1HQPOpMalii HoTpedye
BUSIBJICHHSI 1HTE€pPBaJy MIXK €XO CHUTHaJaMu. /[ 1boro HEoOXiAHO MPOBECTH HACTYITHI
JIOCIIKEHH

— MOPIBHATH aMIUIITYly aBTOKOPEISALIAHOT PYHKIIT B IBOX MO3ULIISX;

— JOCTIAUTU KOCUHYC nepeTBopeHHst Dyp’e HaTypanbHOrOo JIorapudmy crekrpa
HOTY>KHOCTI KOJIOBAaHOT'O CUTHAITY.

[IpoBeneni 0OYUCHEHHS HAAAAAYTh 3MOTY BUSBIICHHS IHTEPBAIY MIXK €XO CUTHAJIOM
Ta BUX1JTHUM curHayiom [16].

SIk 1 Bcl MeTOIH, 1i€il Ma€ CBOI HEIOIIKHU, a caMe Te, II[0:

— peaizallisi JaHOTO aJrOpUTMY NOTpedye CHeUiaJbHOro OOJIagHaHHS U
0COOJIMBO 00EPEIKHOTO BUKOHAHHS MPOIIECY;

— y BUNAAKYy BUKOPUCTaHHI JAHOTO aJIFOPUTMY MMOBIPHICTH BHECEHHS Y
CTEraHOKOHTEWHEP CIIOTBOPEHB, SIKI OyAyTh MOMITHUMH, € JOCTATHHO BUCOKOIO;

— 1HOJII HE € MOXKJIMBHM TOYHO BU3HAYUTH Tepeiany 1HpopmaIlito, 30kpeMa OyB
L€ HYJIb YU OJUHUILIS;

— JaHWH aJITOPUTM JOCUTh CKJIAJHO BUKOPHUCTOBYBATH Y SIKOCTI KaHay

nepeavi noBiJOMIIECHb Yepe3 HU3bKY MPOMYCKHY 37aTHICTb.
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VYHacHiI0K AOCHIIKEHb MOKHAa 3pOOMTH BHCHOBOK, IO Yepe3 Psii HEAOMIKIB MpU

BUKOPHCTaHHI €X0 KOAYBaHHS, K METOMy cTeraHorpadii, BiH 3yCTPIYaEThCS TyKE PIIKO

Ta € CKJIAJIHUM TIPU peajizalii.

2.2.3 da3oBe KOAYBaHHS

BianoBigHo 1m0 Ha3Bu, MeToa (Da30BOro KOJyBaHHS 0a3yeThCs Ha BUKOPHCTAHHI
0COOJIMBOCTEN CIIPUMHATTSA JIIOJICBKOTO ByXa, a CaMe€ Ha TOMY, SIK BOHO CIIPHIIMAE PI3HULO
¢da3 curnany. CyTh y TOMy 11O Yepe3 OCOOIMBOCTI HAIIUX CIIYXOBUX OPraHiB, MU Ma€eMO
3MOTy CIIpUHMAaTH HE 3HaYeHHs caMoi a3y, a BIIMIHHOCTI MK PI3HUMH (pa3zamu.

HaBegemo BusHaueHHs ¢das3u, aing Ouibll moBHOTO po3ymiHHs. [loBHa ¢aza
KOJMBAHHS — 1€ apTyMEHT MepIOANYHOI QYHKIIIT, SKUH OMKICYE KOTUBAIBHUIN MPOIIEC.

JIisi  BUKOpPUCTaHHS [IbOTO METOJly CHUTHAJ poO30MBalOTh Ha  JUISHKHU
So, S1, - . ., Sp—1 TakuM 4YUHOM, 100 3HA4YEHHs (Pa3u Mepioi AUISHKU NepeaaBajo
3aKO/IOBaHE TOBIJOMJICHHS, a 3HaueHHs (a3 Ha IHIIUX JUITHKaX HE MOXHa Oyio
BIZIPI3HUTH MIXK 00010, 1100 11e OYJI0 SIK MiHIMYM CKJIAJHO, a Kpale HeMOKuBo [17].

[IIo6 maTi 3MOTY TIOMICTUTH TIOBIJOMJICHHS /IO CUTHAITy HEOOX1/THO B35ITH MHOKUHY
B)K€ HasABHUX (a3 CUTHAITY bl BUPAXyBaTH HaOIp PIBHOMIPHO PO3MNOIIJIEHUX 3HAYEHb, SIKI
BIJIMOBIAAIOTh HYJIIO Ta OJWHMIN. 3HadYeHHS (a3u, sSKa KOIYETHCS 3aMIHIOETHCS
HaWOMMKYMM 3HAYEHHSIM, SIKE BIANOBIIAaTHME HeoOXigHomy OiTy. s 3akogoByBaHHS
01Ty O6epeThCs MeBHA MOCTIIOBHICTh 3MiH (a3, sika BIAPIZHAETHCS JJIsI HYJIS 1 JJ1s1 OMHUIILI.

Hagenemo mporiec dazoBoro koayBanus rpadiuno (Puc.2.1-2.9):

Pucynoxk 2.1 — IlouaTtkoBuii curuan
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So

S1

S>

s:: -1

Pucynok 2.2 — [louaTkoBuii cUTHAJI pO30UBAETHCS HA N CETMEHTIB

Pucynok 2.3 — BunineHHs aMIIIiTy 11 KOKHOTO CETMEHTY

¢

Pucynox 2.4 — BunineHHs a3u KOKHOTO CETMEHTY
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Pucynok 2.5 — Pizaums a3 Mix cyciiHIMU e1eMEeHTaMu

L

Pucynox 2.6 — CTBOpeHHs HOBOI (ha3u 1Jisi CErMEHTY So

I

Pucynox 2.7 — CtBopeHHsI HOBOI (ha3u IS IHIITUX CETMEHTIB

28
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So

Pucynok 2.8 — O0’eHanHs HOBOI (ha3u Ta MOYATKOBOI aMILTIITY/ U, 00 OTpUMATH HOBUH

CEerMeHT So

Pucynok 2.9 — Curnan 3 BoynoBanum 1[B3, orpumanuii BHaciqok 00’ € THAHHS
OTPUMAaHUX CETMEHTIB
JUist  BUJIYYEHHS TPUXOBAHOTO TMOBIIOMJICHHS 3 (aiily BHKOPUCTOBYETHCS

crnerianbHa GyHKiis BusiBneHHs:30.06.2022

q=2ri(vi—@)?—1;(U; — @;)? (2.1)

ITo3HaueHHs, BUKOPUCTaHH1 y JaH1i (opMyJil MalOTh HACTYIIHI 3HAUEHHS:
ne u = {ay, B1, az, f3}— oTpuMaHuii curHaim,

7;— aMIUIITy1a 1-TO OTPUMAHOTO CUTHAITY;
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@;— (haza 1-To OTPUMAHOTO CUTHAIY.

u = {ay, f1, @3, 3} — odikyBaHa/mependadyBaHa MOCIiJOBHICTE (a3 y pasi
KOJyBaHHS OJIMHUIII;

v ={ay, f1, @2, 3} — odiKyBaHa/miepeaOadyBaHa MOCTIIOBHICTH (pa3 y pasi
KOJyBaHHS HYJIS;

a;, B; — HanOMmmwK4i 3HaYeHHA (a3, siKi BIAMOBINAIOTH HYJIIO Ta OIMHHIII.

[Ticas mpoBeAeHHs MiApaxyHKIB 3a JOIMOMOTOI0 HaBEACHOI (POPMYIH OTPUMYETHCS
3HaUYCHHs (. SIKIIO0 JMaHe 3HaueHHs OLIbIIe 3a HyJb, TO OIT MEpPEeIaHOro MOBIIOMICHHS
JIOPIBHIOE OJTMHUIIL, SIKIIIO BIH MEHIIUH 3a HYJIb, TO OIT BIJIMOBITHO JIOPIBHIOE HYJIIO.

Sk 1 11111, MeTOJT ha30BOT0 KOJTyBaHHS Ma€ HEJOJIKH, a caMe:

- QITOPUTM Ma€ HU3bKY IIBHUJIKICTh MEpeAayl JaHUX MiJ 4YaC CTBOPEHHS KaHATy
nepenavl JaHuX uyepe3 Te, M0 TaEMHE MOBIAOMIICHHS MOXHa 3aKOAYBaTH BUKIIOYHO Y
NEePIIOMY CETMEHTI 3a/IaHOTO CUTHAIY;

- JUISL BUPIIICHHS TMEPIIOro HEAONIKY MyXe YacTo 30UIbIIYIOTh JIOBXKUHY
MEPIIOrO CETMEHTY CUTHAy, 110 MPU3BOJUTH JI0 BUHUKHEHHS JIPYrOTrO HEMOJIKYy — IIe
BHCOKOI MMOBIPHOCTI BUSIBJIEHHSI IOBIJIOMJIEHHS Y€pe3 CIIOTBOPEHHS Y pa3i HOT0 BEIMKUX

po3wmipis [18].

2.24 LSB koayBaHHS

Meron LSB (Least Significant Bit, naliMmeHmuii 3Ha4yIuii 6iT) KOAyBaHHS — II€
KJIACUYHUN METOJ| cTeraHorpadii, SKiii BUKOPUCTOBYETHCS JIJIsl PUXOBYBAHHS 1ICHYBaHHS
CEeKPETHUX JAaHUX BCEPENMHI «IMyOJiyHO» OOKIaguHku. Lleil MeTon BUKOPHCTOBYE
HaaMIpHICTH (aiiTiB a00 MOJIOAIT 3HAYYII OITH JJIST PO3MIIIEHHS B HUX IOBIJIOMJICHHSI.
Taka 3amina maiike He BIUTUBAE Ha (aiijl 1 He CTBOPIOE 3HAYHUX TIOMITHHX CIIOTBOPEHb.

Hapegemo mpukian s kpamoro po3yminHs. [lecstkoBe uucio 170 moxe OyTu
npencraBieHe y ABiiikoBomy mo3HaueHHl sk 10101010 (Mu mpunyckaemo MaimuHy, sika
BUKOpUCTOBYE little-endian, To6TO ajgpeca sSKOi MOYMHAETHCS CIpaBa 1 3pocTae BIiBO). Ak

MMOKa3aHO Ha MAJIFOHKY, MOJIOJIIINI OIT y IIbOMY BUIAIKY A0piBHIOE 0.
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1/{0/1{0{1(0|1,|0

Pucynox 2.10 — /IBiiikoBe mo3naueHHs y urisizi little-endian
VY copomeniii popmi anroputm LSB 3aminroe LSB kokHOTO 0aiiTy B TaHUX «HOCISD)

OJTHUM OITOM 13 «CEKpPETHOro» moBigomiieHHS. Ll KoHmeniist BigoOpakeHa Ha cxemi

HMKYC.

Message (secret)

+
2

Embedded Audio

Sound (cover) (public)

Pucynok 2.11 — Cnpomiena popma anroputmy LSB

BianpaBHuk BUKOHYE «BOY/IOBYBaHHS OITIB CEKPETHUX MOBIJOMIICHb B JIaH1 HOCIA
moOaTHO. Y TOM 4Yac AK oJiepKyBad BHUKOHYE MPOIEAYPY «BUIYUYCHHS, 3UUTYIOUH OITH
LSB koxHoro 6aiiTy oTpuMaHuX AaHUX, TAKUM YMHOM OJICP>KyBau BIJHOBIIOE CEKPETHE

MOBIJOMJICHHS.

Embedding

Extraction

Pucynok 2.12 — LSB meton
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LSB creranorpadis ayxe mnomyispHa ans creranorpagii 300paxkeHb, TOOTO

MPUXOBYBAHHS CEKpeTiB y 300pakeHHsAX. | 3mina LSB BrumBae Ha KOJIp HACTUIBKH
HE3HAYHO, 110 3MiHa KOJIbOPY B3araji He MOMITHA Uil JIIOACHKOTo oka. OHAK JIIOJChKE
ByXO OUIBII UyTIUBE 10 HE3HAYHHX 3MIH 3BYKY, 1, OTXKE, «IIymM», KU MU JOJAEMO,
MaTuMe OUIbITy WMOBIpHICTH OyTH momideHuM. [llo6 momomatu 1m0 mpoOiemMy 1tiei
TpuBiaidbHO1 opmu anroputmy LSB, 6araTto mociigHUKIB 3allpONOHYBajId BapiaHTH, SKi
i ABUIYIOTH HATIWHICTH Y 3BYKOBiii 00acri [20].

OcHoBHOWO nepeBaroto Metony LSB moxkHa BigHECTH BEIMKUNA OOCAT NepeaaHux
nanux. Ilpote omauM 3 HeponikiB mMetoay LSB koayBaHHS € Te, IO NMpU 3aMiHiI OITiB
Bi/IOYBA€ThCS CIOTBOPEHHS CTAaTHUYHUX XapaKTEPUCTUK MHQPPOBOTO MOTOKY, MO IpH
BUKOPUCTAaHHI MEBHUX METOJIB CTEraHOrpapiyHOro aHaji3y MPU3BOAHUTH A0 CTPIMKOTO
BUSBJICHHS (paKTy MPUXOBYBaHHS 1H(MOpMaIIii.

HaBenemo mpukia BUKOPUCTAHHS JAHOTO METOTY 3 BUKOPUCTAHHSIM 300paKeHHS Y
dopmari BMP B sikocTi creranokonteiinepy. ®ainu 1mporo QgopMary MOXKHA YSIBHO

PO30UTH Ha YOTHUPU YACTHUHH, a CaAME:

° 3aroJioBoK (aitiy;

° 3aroJIOBOK 300pakKeHHS;

° najgiTpy 300paxeHHs;

° 0e3mocepeIHbO 300paKEHHS.

[Ipn BuUKOpHCTaHHI OOpPAHOTO METOJY BHUKOPHUCTOBYETHCS TUIBKM 3aIluC, SIKAN
MICTUTBCA Y 3arojoBKy 300paxkeHHd. [lepini nBa GaliTH TaKOTro 3arojioBKY € CUTHATYpOIO
BM, nani 3anucano po3mip daitiny B 6aititax. HactynHi 4oTupu 6aiiTu € 3ape3epBOBaHUMU,
BOHM MICTITh Hyii. Jlanmi 3amucaHo BiACTaHb 3MIIICHHS Bl MouyaTky ¢ainy a0 OailTiB
BJIaCHE camMoro 300paxeHHs. A miKcelll KOaytThcsa Tphoma Oaiitamu RGB.

BinOyBaeThcst 3aMmina moJyoamux OITiB B OaiiTax, skl BIAMOBIAIOTH 32 KOJAYBAHHS
KoJsopy. Jlani HaBeneHo OalT CeKpEeTHOTO TOBIJOMIICHHS

11001001,
a Jlaji HaBesleHO OaiiTu Oe3nocepeHbO 300paKeHHS:

11011001 01000110 00110100 10010110 ...
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Jlst Toro, mo6 3akoayBaTH MOBIJOMIICHHS HEOOXITHO PO3IUIMTH MOTO HA YOTUPH

JIBOX OITOB1 YaCTHUHHU:
11 00 10 01
I BinOyBaeThcs Oe3mocepeIHRO 3aMiHa MOJIOIIINX OiTiB 300pakeHHS:
11011011 01000100 00110110 10010101 ...

Taka 3amiHa He Oyje MOMITHOIO JIJIsl JIFOJACBKOTO OKa, a CTapl MPHUCTPOi HaBITh HE
3MOXYTh BioOpa3zuTu moniOHI penakuii mudpoBoro moTtoky. B nmanomy mnpukiani
3aMIHEHO TUIBKM JBa MOJOAWMX OITH, MpOTE€ KIIbKICTh 3aMIHIOBAHUX OITIB €
HEOOMEKEHOI0. X0ua BapTO 3a3HAYMTH, IO MPHU 3aXOBaHHI OUIbIIOro 00’ eMy 1HQOpMaIii
3M1MCHIOETBCS OUIbIIA KUIBKICTh 3aMIH OITIB, II0 CIPUYUHSE OUIbIIE CIOTBOPEHb B

OopuriHaJIbHOMY (haii.

2.3 IlopiBHsAHHS MeTOIB ayaio creranorpadii

Cepen po3MISHYTHX alTOPUTMIB OyJIO TPOBEACHO aHaji3 3 METOK BHSBIICHHS
HaWO1IBII BUT1THOTO JIJIsL peajizarlii.

Meton BukopuctanHsa (popmaTiB (ailily, He3BaXKarouu Ha MNPOCTOTY y peani3auii Ta
BUKOPUCTaHHI, Ma€ HHU3bKYy CTIHKICTh JO TMAaCHBHUX aTaK Ta BHCOKY MHMOBIPHICTh
BUSIBJICHHS TIPUXOBaHUX AaHuX. He3Bakaroun Ha mepeBard, HEJOJIKH TepeMararmTh 1
poOJISITh METOA HEHaAIMHMM y pa3l WOro BUKOPUCTAHHS 3 METOK 3a0e3nedeHHs
aBTOPCHKOTO TIPaBa.

MeTton exo KOoayBaHHS Mae€ MepeBary y CTIMKOCTI /10 aTak, MpOTe HACTYIIHI
HEJOJIKA POOJATH MOro HEHaJIMHUM Yy BHUKOPHUCTAHHI 3 METOK 3a0e3NeyeHHs
aBTOPCHKOTO TpaBa ayio 00’ €KTIB:

— METOJI € CKJIaJHUM y peati3allii;

— METOJT Ma€ BUCOKY HMOBIPHICTh BHECEHHS Y CTETAHOKOHTEHHEP CIIOTBOPCHbD,
AK1 Oy1yTh IOMITHUMU;

— IpY BUKOPUCTaH1 METOly BUHUKAIOTh CKJIaJHOCTI Y BIITBOPEHHI MEPEIaHOTO

HOBiI[OMJIeHHH TTICIIS OTPUMAHHA 3dKOAOBAHOI'O CUTHATY.
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Meton ¢a3zoBoro KomyBaHHS HE € MPUAATHUM Ui Tepeiadl BETUKUX 00 eMiB

JAaHUX Ta MAa€ BHCOKY WMOBIPHICTh CIIOTBOPCHHS MPH HEBIAJIOMY BUKOHAHHI aJlfTOPUTMY,
110 POOMTSH 1IeH aIrOPUTM HEeHaIiHUM [22].

Meton LSB mae mam 3MOry BHKOPHUCTOBYBAaTH WOTO ISl MIATBEPIKEHHS (HaKTy
Has;BHOCTI aBTOPCHKOTO MpaBa, a TAKOXK HAJla€ 3MOTY TMepeaBaTh BEJIHMKI 00’ €MU JaHUX.
Xouya BIH 1 Ma€ JOCUTb BHUCOKY WMOBIPHICTh CIHOTBOPEHHS MOYATKOBOTO CHUTHAIY, IO
poOUTH HOTO HE MOCUTH HAAIMHUM, [EW METOM € OJHUM 3 HAHONTHUMANBHIIIMX IS

BUKOPUCTaHHA y pI3HUX PopMmaTax (aiiiis.

BucHoBKkH 3a po3aijioMm 2

VY npyromy po3zaiii 0ysi0 po3rJISTHyTO OCHOBHI METOAM 3a0€3MeUeHHs] aBTOPCHKOTO
npaBa 3 BUKOPUCTAHHAM CTeraHOTpadiuHUX METO/IIB.

Byno BusiBiieHo, 1110 iCHY€ JBa OCHOBHUX HaNpsMK{ BOyJ0BYBaHHS 1H(opMaIlii, ska
3acBiauye (aKT HAJIEKHOCTI JAAHUX BIIACHUKOBI, a came UU(pPOBUN BOJSHUN 3HAK Ta
BILIUTTSI IEBHOTO 1ICHTU(IKAILIMHOTO KOAY B (paidi.

OOuBa HaNPsSIMKU MarOTh CBOI MIEPEBaru 1 HEJIOJIKH, MPOTE OCHOBHOIO MEPEBArolo,
sKa J0TOMara€ HaM BU3HAUWTH HAIpsM, € Te, M0 BOYIOBYBAaHHS BOJISHOTO 3HAKY Ma€
MIUPOKY KUIBKICTh QITOPUTMIB , SIKi, Ha BIAMIHY BiJl HaJlaHHS 1HIWBIIYaJdbHOTO KOAY, HE
noTpedye OTpUMaHHS 0COOJIMBOTO 1/IEHTU(]IKATOPY Bl IEBHUX OpPTaHi3allii.

AnroputMu BOYIIOBYBaHHS LIM(PPOBOrO BOISHOTO 3HAKy MOXHA TMOJUJIUTH Ha
dopmatHi Ta HedOpMaTHI, MEPEBAroI0 MEPIINX € BIJACYTHICTb CIIOTBOPEHH y CaMOMY
daiini, 1Mo He € mpuTamMaHHUM s apyroro Meroay. Ilpore HepopmatHuii Mertof,
HE3BAKAIOYM HA HEJONIKH, € OUIbII CTIHKMM JIO PI3HHUX BHIIB aTak, M0 POOHTH HOTo
OUTBIII aKTyaJIbHUM JIJIS BAKOPUCTAHHS 3171 BUPIIIEHHS MTOCTaBJICHOI MPOOIEeMHU.

Jlo HaiiOuIbII BIIOMUX METOAIB BOYJOBYBaHHS TMOBIJIOMJIEHb Yy i1H(oOpMAaIliiiHi

00’€KTH MOKHA BIJTHECTH HACTYIIHI:

METO/IM 3 BUKOPHUCTaHHAM (hopmaty (aiimny;
— LSB konyBanHs;

- €X0 KOOYBaHHA,
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— ¢dazoBe KOTyBaHHS.

[lin 4Yac mpoBeAECHHS MOCHIKEHHS OyJ0 MPOBEJACHO MOPIBHSHHS 3a3HAYEHUX
METO/IIB Ta BHSBJICHO MEPEBary i HEMOIIKHA KOKHOTO 3 HUX. AHaJII3 aITOPUTMIB JIaB 3MOTY
obpatu Meroi, SAKuUN OyAe HAMONTUMAIBHINIAM Ta 3PYYHINIAM II1J 4Yac BHUPIIICHHS
MIOCTaBJIEHOI MPOOJIEMHU.

ANTOPUTM €XO0 KOAYyBaHHS BOYJOBY€ IMOBIJIOMJIEHHS B ayJl0 CUTHAJI CIOCOOOM
J0JlaBaHHsI B HBOrO exo curHanmy. /[l KoAyBaHHS TMOCIIAOBHOCTI 3HAa4y€Hb
BUKOPUCTOBYIOTh HEPIBHOMIPHI MPOMDKKH MIX THMU €XO CHUTHAJIAMH, SIKI BXE €
HasiBHUMH y KOHTeHHepl. MeTo Mae BUCOKY WMOBIPHICTh BHECEHHS Y CTETaHOKOHTEITHED
CIIOTBOPEHb, SIKI OyyTh MOMITHUM, YEpE3 IO LI METOJl HE € ONTUMAIBHUM 1 MaiKe He
BUKOPHUCTOBYETHCS.

Anroput™ ($a3oBOro KOJYBAaHHS IIOJISITa€ Yy BUKOPUCTAHHI BIJHOCHOI (haszu
(CekpeTHOro TOBIIOMJIEHHS) MJis1 3aMiHM BHMXIJIHOTO 3BYKOBOro eyemeHTa. Hemomikom
IIOTO METOJY € T€, 1110 BIH HE MPUAATHUM JJIs Tiepeiadl BEJIUKUX 00’ €MIB JaHUX.

Meton HaiimeHmoro 3Hauymoro 60ita abo LSB-meTon BUKOpHCTOBYE HaaMIPHICTh
¢aiiniB, ToOTO MoJyoAll (OCTaHHI) 3HAYYIIl OITH, B SIKUX MPAKTUYHO HEMAE KOPUCHOI
iH(opMarii, 11 po3MIIIEHHS B HUX CEKPETHOro IoBijoMiieHHs. Lledt meTon € mpoctum
JUIs HAITMCAHHS MPOrpaMHOTo 3a0€3IEeUeHHs 1 HE Ma€ 3HAYHUX OOMEXKEHb MO KUIBKOCTI
MOJXKJIMBOI 3amucaHoi iHdopmailii, mo poOuTh HOTro JyXe 3pYyUYHUM [JJIsi BUPIIMICHHS
MOCTABJICHOI MpoOJeMHU, a came i MOOYJOBH BIACHOTO MPOTPAMHOIO 3a0e3MedYeHHS
CIIPSIMOBAHOTO Ha 3aXUCT aBTOPCHKOTO MpaBa y ayaio 00’ eKTax.

[IpoBeneHi y maHOMy pO3/iIl aHaji3 Ta TMOPIBHSAHHSA JalOTh 3MOTY BU3HAUUTH
HACTyMHI KPOKHM TIPOBEJICHHS IOCIIPKCHHS Ta OE3MOCepeHbO peasizailii mporpamMHoOro
3a0€e3Ne4eHHS:

1. HEOOXITHO BU3HAYUTU MOBY IMPOTpaMyBaHHSA, 32 JOMOMOIOIO SIKOi MOXKHA
Oyne HamucaTh TporpamMHe 3a0e3nmedeHHs 3 HaWMEHIIOI MOKIIUBICTIO BUHUKHCHHS
HEIIO0JIAIKIB;

2. HEOOX1HO BU3HAYUTH 3arajbHI  XapaKTEPUCTHUKU aJITOPUTMY, SKUAU

peati3yeThCsl sl BUPIILIEHHS PoOieMu;
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3. HEOOX1ZIHO HaBeCTH TMpPHUKJIaX  pe3yabTaTy BUKOHAHHS  HAMHMCaHOTO

IIporpaMHoro 3a0e3IIeYCHHS.
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PO3JILI 3

3AXHUCT ABTOPCBKOI'O ITPABA B AYJIIO OB’€EKTAX

3.1 TlopiBHsLIbHA XapaKTePUCTUKA MOB NPOTrPaMyBaHHA

JIyisi HamMCaHHS TPOTPAMHOTO 3a0e3MedeHHs IS MPUXOBYBAaHHS y ayaio daii
u(POBOTr0 BOASHOTO 3HAKY 3 BUKOPHUCTAHHSIM OOpPAHOTO CTEraHOrpadiuHOro aJropuTMy
CIOYaTKy HEOOX1JTHO BUOpATH MOBY IpOrpaMyBaHHs, AJIiA peani3alli CKpUIITa.

OTpumaHH1 paHIille 3HaHHSA JalThb 3MOTY BHUIUIUTH CEpel ICHYIOUYMX MOB
IporpaMyBaHHs TpU OCHOBHI JIJIsl IOPIBHSAHHSA Ta MPOBEJIEHHS aHali3y, a came Java, C# ta
Python. JIns moganbimoro BUOOPY BUALTUMO TPX OCHOBHI MapaMeTPH TOPIBHIHHS:

— IPOCTOTa HAMCAHHS IPOrPAMHOTO 3a0€3MEUEHHS;

- MO>KJIMBOCTI T4 OOMEKEHHS ITPU HAMCaHH1 CKPUIITIB;

— KUIBKICTh MOXJIUBHX 010J110TEK JOCTYIHUX JIJISl BUKOPUCTAHHS.

Posrisiemo nepmmii napametrp. MoBa nporpamyBanns Python mae nepeBaru uepes
IPOCTOTY CBOT'O CUHTAKCHCY, aJI)K€ CUHTAKCHUC JaHO1 MOBH HE € CKJIAJIHUM I YUTAHHS, Y
TON Yac ik MOBU mNporpamyBaHHs C# Ta Java MarOTh 1 CMHTaKCU4YHI JYXKKH, 1 CKJIaJIHI
KOHCTpYKIli, 1 wmoaudikaropu. Cunrakcuc C# mnoTpebye dYITKOrO JOTPUMaHHS
BCTAHOBJIEHUX MPABWJI MPHU CTBOPEHHI OYIb-SKMX METOAIB a00 MpH CHaJKyBaHHI KJaciB,
Ha BIJIMIHY BIiJ KoJy HamucaHoro Ha Python, sxuii He cTBOpro€ CKiagHOCTEH y po30opi
BEJIMKOT KIJIbKOCTI KOHCTPYKIid. MoBa mporpamyBaHHs Java y mopiBHsHHI 3 Python
TaKOXXK € Habarato CKIAJHIIIO MOBOIO MpOrpaMyBaHHS, TOMy 0e3 poOOTH 3 SKHUMHCH
MOBaMH MPOrpamMyBaHHs, Oy/e CKJIaJHO BUBUUTH 1[I0 MOBY IPOTrpaMyBaHHS.

Posrasitnemo apyruit napametp. Ilig yac mpoBeneHHst aHanizy OyJio BHUSBJIEHO, 110
moBa C# € Ounbpmn oOMexeHOW HiX MoBa Python, amke HammcaHHS TIepHIoi MOXKHA
smiicHoBaty TUbkU y IDE, y Toit wac sk ;mpyra € CyMiCHOIO 3 pi3HUMH IUIaTHopmMamu.
InuTerpoBaHicTh Ta KpocciiaTGopMeHHICTH MOBH Python mo30aBisiioTh pO3POOHHKIB
HE0OXITHOCTI BHOOpPY cepemoBuia /sl Hamurcands ckpuntiB. [llogo mMoBu Java, MoxxHa
3a3HAYMTH, 10 BOHA TEX Ja€ MOXJIMBICTh PO3POOIATH KpocmiaThOpMEHH] TOJATKH 1 €

CYMICHOIO 3 OaraTbMa omnepariiHuMu CUCTEMaMH.
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[Tpu posrisimani TPETHOro MapameTpy, MOPIBHAHHI KUIBKICTI 610/110TEK, KOTP1 MOBHU

MporpaMyBaHHS MPOIMOHYIOTH JAJIi BUKOPUCTAHHS, MOKHA 3a3HAYMTH, 1[0 HABITH BEJIMKA
KUIBKICTh CTaHAapTHUX O106miorek C# mporpae y MOPIBHAHHI 3 KUIBKICTIO 0101i0TEK 3
BIJIKpUTUM KOJOM, 3ampornoHoBaHux Python, mo cmpoirye BUKOpHCTaHHS JaHOT MOBU
IporpamMyBaHHS.

Ha nganuit moment Python € MoBOIO mporpamyBaHHs, 10 TOCTIHHO PO3BHBAETHCA,
HaOyBa€e OUTBIIOI aKTyaJIbHOCTI 1 1€ MPU3BOAUTH A0 pocTy KiibKocTi IT crmeriamicTiB, sKi
IpM BUBYEHI MOB IMPOTpaMyBaHHA Ta HAMKMCAHHI CKPUITIB OOMPAIOTH CaMe€ L0 MOBY
mporpaMmyBaHHs. Y SKOCTI IpHUKIIaTy MokHa HaBectd Google yu Yandex.

OOpatu Kpallly MOBY IporpamMyBaHHSI cepell IHIIUX HEMOXKIIMBO, aJKe, 3 TOUKH
30py PO3BUTKY TEXHOJIOTIA 1 MOTPEOHOCTEW y HaNMMCaHHI NPOrpaMHUX 3a0e3MEUCHb,
KO’KHAa 3 MOB Ma€ CBOI MepeBaru 1 HEIOJIKHU, Kl € HEOOXIIHUMH JJIsl TOTO UM 1HIIOTO
IPOEKTY.

Bapto 3ayBaxkuTu, W10 uepe3 MOPOCTOTY Yy HANUCaHHI, 4Yac pPO3pOOKU 3
BUKOPUCTAHHAM MOBHM THporpamyBaHHs Python wmoxe Oytu npubmusno y 3-4 pasu
MEHIIIUM aHDK Yac, HEOOXITHUM JJIsi pO3pOOKH JOJATKIB 3 BUKOPHCTAHHIM, HAIPUKIIA],
Java. 1o, B mpuHIMII, 1 CIPUYMHSIE BUHUKHEHHS BCE OLIBIIOI MOMYJSPHOCTI caMe JaHOi
MOBH TIpOrpaMyBaHHs y MOPIBHSIHHI 3 1HITUM, 0COOIMBO, OEpYyUH J0 yBaru JJis HOBAUKiB y
chepi HaMMCaHHS CKPUIITIB.

[TinBemeMo MiACYMKH 3a TPhOMA PO3TIITHYTUMU TTapaMETPaAMMU:

— 3a TMPOCTOTOIO HAMMCaHHSI MOBa mporpamyBaHHs Python mae mepesary, amxe
OKpIM TMPOCTOTH BOHA 1€ MAa€ BEJIMKY KUIBKICTh JITEpAaTypH, B SIKi omucaHl mpolecu
HaIMCaHHS CKPUIITIB YM PO3POOKU BeO JOJATKIB, IO 3HAYHO CIPOIIYE MPOIIEC HaBUYAHHS
9H B3araji poOOTy 3 TaHOIO MOBOIO MPOTPaMyBaHHS;

— II0JI0 MOKJIMBOCTE MOB TMPOTPaMyBaHHS Ui BHPIIICHHS MOCTaBJICHOI
npobaemu 0yi10 00paHo MOBY mporpaMyBaHHs Python gepes 1i:

— KpOCTIaTPOPMEHICTh, TOOTO HASBHICTh IHTEPHPETATOPIB ISl BEJIMKOI
KUIBKOCTI PI3HHUX IJIaTgopM, L0 AAa€ 3MOTY Ui BUKOPHCTaHHS MOBH Ha OyIb-sKiif

omepariiHii CUCTEMI;
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— HAsSBHICTh  BEJIMKOI KUIBKOCTI  CEpBICIB, CEPEAOBHIN PO3POOKH  Ta
(bperiMBOPKIB;

— II0JI0 MOKJIUBOCTI BHUKOPUCTaHHS O01010TE€K, TO MOBa MPOTrpaMyBaHHS
Python Takox Mae mepeBary depe3 BENHKY KUIBKICTh O10MIOTEK, a y TOMY YHCII 4epes
MO>KJTUBICTB MiJIKJIIOUEHHS 010/m10TeK HamucaHnux MoBamu C, 10 miABHILY€E €(EKTUBHICTD
IIPOCKTIB;

OTxe, MOXKHa JINTH BUCHOBKY, IIO JJIA HallMCaHHS MpOTrpamMHOro 3abe3rneueHHS,
HaIlJICHOTO Ha MPUXOBYBAHHS LMU(PPOBOTO BOJSHOTO 3HAKY, HAWOUIbII ONTUMAJIBLHOIO
Oynme MoBa mporpamyBaHHs Python uepe3 cBow KpoccriathOpMEHHICTh, MPOCTOTY Ta

BEJIMKY KUIBKICTh 3alPONIOHOBAHUX JJI1 BAKOPUCTAaHHS O10110TEK.

3.2BuMoru /10 nporpamMHoro 3ade3ne4eHHst

[TpoBeneH1 gociiKEeHHs HalaloTh 3MOTy c(pOPMYBATH TOUHE TEXHIUHE 3aBJJaHHS Ha
BUTOTOBJICHHS MPOTPAMHOTO 3a0e3MeueHHs AJi BUPIMICHHS MOCTaBIEHOI MpoOiemMu, a
caMme 3aXMCTy aBTOPCHKOIO MpaBa B ayAio 00’ €KTax.

Jnst dopMyBaHHSI TEXHIYHOTO 3aBJIaHHS Ha peani3aliio chopMy€eMO NEBHI TUTaHHS,
SIK1 € BOKJIMBUMU aCTEKTaMH ITi]1 4ac po3poOKH, a caMe:

- SIK1 OCOOJIMBOCTI IMMOYATKOBHX JIAHUX, IK1 MH Ma€MO;

— 110 HEOOXITHO OTPUMATH MO 3aBEPILIEHHI POOOTH MPOTPaMU;

— 110 BKE HAsIBHE JJIs yCIIIIHOTO HAMMKMCAHHS Ta BUKOHAHHS MIPOTPaMHu;

— SKUM € QJITOPUTM POOOTH 3aIJTAHOBAHOTO TIPOTPAMHOTO 3a0e3MeueHHS;

— SIK1 € BUMOTH JI0 PO3POOJIFOBAHOTO TIPOTPAMHOTO 3a0€3MeYeHHSI.

Jlo ocoOymBOCTEl IMOYAaTKOBOIO CTEraHOKOHTeHHepy 3 Haszporo audio_clear.wav
BITHOCUTBCS T€, 1110 11€ CUTHAJI, TPUBAJICTD SIKOTO CKJIAJA€ TPUALSTH CEKYH/, PO3LIMPEHHS
daiiny € WAV Ta 3a po3mipom daiin ckinanae 5,765 MO.

WAVE € ognuMm 13 HaiinonynspHimux (GopmaTiB cTUCHeHHs 0e3 BTpat. Python mae
piaHy O0i10MiOTeKy miJ HA3BOIO «wavey, sKa HaJae HaM OCHOBHI IHCTPYMEHTH IS

MaHINy/II0BaHHS ayio ganumMu [25].
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OOpaHe CTEeraHOIOBIJIOMIICHHS, Yy BUIJIsLAI 3MiHHOI Qopmary String HeoOXimHO

PO3MICTUTH y BCTAHOBJICHUH CTETaHOKOHTEWHEp, BMICTOM 3MiHHOI € TekcT: ‘“Danilo
Yashchenko 2022!”, po3amip camoro moBioMieHHs ckiagae 184 Oitw.

[To 3aBepuieHHI BHKOHAHHA pPOOOTH TMPOTpaMH  OTPUMAHO 3allOBHEHUU
CTETaHOKOHTEWHEp, SKUW 3aJMIIAETHCS HE3MIHHMM BIJHOCHO JIIOJCHKHUX OpraHiB
CIIpUHHATTS, a caMe 3 TUM CaMHUM po3lmupeHHsM ¢aitny 3 curHasom — WAV Ta
po3Mipom daitry — 5,765 M6.

Jlis BUKOHAHHS TOCTABJICHOT 3a/ayl BHKOPUCTOBYETHCSI MOBa IMPOTpPaMyBaHHS
Python st HanucaHHsT TBOX CKPUIMTIB, OJIUH 3 SIKMX Oyjie BOY/IOBYBaTH y 3aJIaHUI CUTHAI
oOpaHe TOBITOMJICHHS, a JAPYyruil Oyjae BUIyYaTH 3 3alOBHEHOTO CTETaHOKOHTEHHEpY
PO3MillIEHE Y HbOMY CTE€TaHOIIOB1IOMJICHHSI B1JIMOBIAHO.

JUis  TOCHIJDKEHHS SIKOCTI pe3ysIbTaTy HEOOXIJTHO 3acTOCOBYBATH IPOTPaMHE
3a0e3nedeHHs, fKe JONOMOXK€ NOoOyAyBaTH CHEKTpajJbHy 1 YacoBYy Jiarpamu
OpPUTIHAJILHOTO CUTHAJIYy Ta CUTHAIY 3 BOYJOBaHMM LHU(PPOBUM BOJSHUM 3HAKOM, LI100
nobaunTy SBHI 3MIHU y aymaio-Qaitm. [IpoBiBmm mochimkeHHs Oyno 3’4COBaHO, IO
MpOTPaMHUM 3a0e3MeUYeHHsIM, sIKe OyJie 3aJI0BOJBHATH JlaHy noTpely € mporpama Izotope
RX.

OcHoBH1 MaHinyssii 3 6itamu B LSB nocute npocti. Jlan HaBenemMo airoputrm
BUKOHYBAHHSI KOJyBaHHS 0OpaHuM MeToaoM. Crodatky HEOOXITHO BHKOHATH JIOTIYHY
onepariito AND Mixk KOKHUM OalTOM ayjio-Hocis 1 61ITOBOO Mackoro, sika ckumae LSB

OailT HOCIA:

|B?|BB|86|84|BS|BZIBIIBO|

carrier byte
[87]|Bs[B6|B4|B3|B2[B1] O |
modified carrier byte
[1]1]1f2]1]2[1]0] Logical AND
bit mask
(decimal 254)

Pucynok 3.1 — Jloriyna onepartiis AND Mix K0’)KHUM 6aiiTOM ayAi0-HOCIs 1 O1TOBOIO

MacCKOIO
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[ToTiM MU BUKOHA€EMO MPOCTY JIoTiuHy onepaiito OR mix MmonudikoBaHuM O0aliTOM-

HocieM 1 HacTynHUM O6iToM (0 a6o 1) i3 ceKpeTHOro MOBIOMIICHHS.

|B?|B@|BG|B4|B3|BZ|B1| 0 |

modified carrier byte — [87[B6[B6[B4|B3]B2]B1]0/A)

| 0 | 0 | 0 | 0 | 0 I 0 | 0 Io,rll (ogical OR embedded audio

bit from the secret message

Pucynox 3.2 — Jloriuna onepaitisi OR Mixk MoaudikoBaHUM 0aTOM-HOCIEM 1 HACTYITHUM

O1TOM

OTxe TOJTOBHUMH BUMOTaMU JI0 POTPAMHOTO 3a0€3I1eUCHHS €:

° HE3MIHHICTh CTErAaHOKOHTEWHEPY ISl OPTaHiB UyTTs JIFOJAUHY;
° HE3MIHHICTb PO3MIpYy Ta OCHOBHUX BJIACTUBOCTEHN CTEraHOKOHTEHHEDY;
° CTBOPEHHSI CKpUMNTY, CHOPSIMOBAHOTO Ha BOYJOBYBaHHS OOpaHOi MITKU

(1 poBOro BOISHOTO 3HAKY), & TAKOXK HAa MOTO BHIIYYCHHS.

3.3 Pe3yJbTaT BUKOHAHHA MPONMCAHOTO AJITOPUTMY

MaemMoO MMOYATKOBMIA CTEraHOKOHTEHHEp 3 Ha3Boro audio_clear.wav, mo
0COOJIMBOCTEM SIKOTO BIIHOCUTHCS T€, 1110 11€ CUTHAJI, TPUBATICTh SKOTO CKJIAa€ TPUAISATD
ceKyH], po3mmupenHs ¢aiiny € WAV Ta 3a po3Mipom daiin ckiangae 5,765 MO.

BuxopucroByroun nmporpamue 3a0e3neueHHs [zotope Rx, moOymyemMo criekTpaibHy

JiarpaMy Mo4aTKOBOTO CUTHAIY:



Pucynok 3.3 — CriekTpalibHa Jiarpama Juisi IOPOKHbOTO CTEraHOKOHTEUHEPY.

Ta OyayeMo 4acoBy Jiiarpamy OpHUriHaJIbHOTO CUTHAITY:

Pucynox 3.4 — Yacosa giarpama Jist OPOXKXHBOTO CTETAHOKOHTEHHEPY

Jami, BIAMOBIAHO O TOCTaBJCHOI 3ajavi, HEOOXIAHO 3AIMCHUTH MPUXOBYBAHHS
00paHOro CTETaHOMOBIIOMIICHHS, PO3MIIIIEHOTO y 3MiHHIH 3 po3mipom 184 6ith, a came:
“ Danilo Yashchenko 2022!”
HactynauM kpokoM po3riisiHEMO, SIK 3MIHWJIMCS CIEKTpajbHa 1 yacoBa JlarpaMu
3a/1aHOTO CTETaHOKOHTEWHEPY Mmicis BOYJOBYBaHHS B HHOT'O CTETaHOMOBIAOMIICHHS, 3a/1J1s

BUSIBJICHHS 3HAYHUX 3MIH B OTpUMaHOMY (paiimi.

Pucynok 3.5 — CnekTpasnbHa qiarpama Jajisi 3alI0BHEHOT'O CTETaHOKOHTEHHEPY
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Pucynox 3.6 — Yacosa giarpaMa Jijist 3alI0BHEHOTO CTETAaHOKOHTEUHEPY

3 HaBeIEeHUX JiarpaM 0adyumo, 1o Moaudikallis Oyia 3/aiicHeHa 111 BOY/I0BYBaHHS
IMOB1IOMJIEHHS JOBXUHOIO 184 O1TH.

VY pasi 301IbIIeHHS JOBKUHY MOBIJOMIICHHS, SIKUA XO4yTh PO3MICTUTH HA CETMEHTI
Takol camMoi JIOBXHHHU, MpH TMPOCIYyXOBYBaHHI ayaio (Qaitny Oyne YyTHO JieTKe
MOTPICKyBaHHs, XapaKTepHE ISl HEIOMYCTUMOI KUTBKOCTI 3aMiH O1TiB y (aiini.

JIist oTpuMaHHS HArJIHOTO TPHUKJIAAY TaKOro ayaio 00’€KTy BUKOPHUCTAEMO

undpoBUil BOASHUN 3HAaKy po3MipoM 15 merabair.

Pucynox 3.7 — CriektpainbHa giarpaMa nepernoBHEHOTO CTETaHOKOHTEHHEPY

Pucynox 3.8 — YacoBa giarpaMa mopoxHb0T0 Ta HAMOBHEHUX CTEraHOKOHTEUHEPIB
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Jlani HaBeeMO NOPIBHSIBHUM MPUKIIAl YaCOBOT Ta CIIEKTPAJIbHOT JllarpaM:

Pucynok 3.9 — CriektpasibHa giarpaMa mopoxHbOT0 Ta HATIOBHEHUX

CTEraHOKOHTEWHEPIB

Pucynok 3.10 — YacoBa miarpama mopo>kHbOT'O Ta HAIOBHEHUX CTETaHOKOHTEHHEPIB

Ha pucyHkax HaBeIeHO 4YacoBY Ta CIHEKTPaJIbHY JiarpaMd TOPOXKHBOTO
CTETaHOKOHTCHWHEpPY, KOHTEHHEpPYy 3 TIOBIJOMIICHHSAM ONTHUMAJIBHOTO pO3MIpy Ta
KOHTCHWHEpPY HAIMOBHEHOTO MITKOIO 3aHAJATO BEJIMKOTO PO3Mipy HAKIAJICHY IOBEPX
JiarpaMu MOpOKHBOTO.

Cyasum 3 MpoBeAEHUX AOCTIDKCHh MOXKHA 3a3HAYMTH, IO ayaio KOHTEHHEp 3
po3MimeHuM y HboMy [[B3, BIAMOBITHUM 10 ONTHUMATBHUX YMOB, € HE BIIIMIHHHM BiJ
OpUTIHAJILHOTO KOHTEHHEDY.

[IpoBenene mocaimKeHHS 3 BUKOpUCTaHHS MeToay LSB komyBaHHS JTOBOIUTH, 11O

BUKOPHUCTAHHS bOTO 200 MOAIOHUX MPOrPAMHUX MPOJIYKTIB € e(DEKTUBHUM.

BucHoBkH 3a po3aijiom 3

VY tperbomy po3auni Oyjo po3risiHyTO 3acTocyBaHHs meTony LSB komyBanHs 3

METOI0 3aXUCTYy aBTOPCHKOIO MPaBo y ayio (aitnax.
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[lepmium  kpokoM Oyn0 TPOBEACHO TMOPIBHSUIBHY — XapaKTEPUCTHUKY MOB

nporpamyBanHs C#, Java Ta Python. IlopiBHSHHS MOB mporpamMyBaHHs OyJI0 ITPOBEIEHE 32

TPpbOMa OCHOBHUMH IIapaMCTpPpaMH, a CaMcC:

° MPOCTOTa HAITMCAHHS,
° MO>KJIUBOCTI Ta OOMEXKEHHS TP HAITUCAHHI CKPUIITIB;
° KUTBKICTB 010JTI0TEK SISl BUKOPUCTAHHS.

Bracnmimok mnpoBeAeHMX MOCTIKeHb Oyno 3°scCoBaHO, M0 IS HAIMHMCAHHS
IporpamMHoro 3a0e3neveHHs, COpsMOBaHOro Ha mnpuxoByBaHHs LIB3 y daitm dopmary
WAV, MoBa mnporpamyBaHHs Python Oynae HaHOLIbII ONTUMAIBLHOI Yepe3 CBOIO
KpOCCIUIaTOPMEHHICTh, TMPOCTOTY Ta BEJIUKY KUIbKICTh 3alpONOHOBAHUX TSt
BUKOPUCTaHHA 010J110TEK.

Y nmanoMy po3aini Oylio BHU3HAUEHO 3arajibHi XapakTEPUCTHKU Peaii30BaHOIrO
MPOTPAMHOTO 3a0€3MEUEeHHS] Ta BXIJHMUX JaHUX 1 BUXIOHUX JAaHuX. Jlami HaBeaemo
0COOJIMBOCTI MOPOKHHOTO CTETAaHOKOHTEHHEpPY, a camMe T€ IO BXIIHUM y HAcC € ayJIio
CUTHAJI, TPUBATICTh SKOTO CKJIaJa€ TPUILUATH CEKyHH, po3iupeHHs dainy € WAV Ta
fioro po3mip ckmanae 5,765 M6.

Jani Oymo 3a3Hauye€HO OCOOJMBOCTI CTETaHOMOBIIOMJICHHS, SIKE HEOOXITHO OYJI0
PO3MICTUTH Yy BCTAHOBJICHMH  CTEraHOKOHTEWHep. [0 HUX HaJeXKuTh BMICT
creranonoBigomieHss: “Danilo Yashchenko 2022!”, ¢dopmat 3MiHHOI — string 1 po3Mip
camoro noBigomiieHHs — 184 OiTiB.

byno HaBeneHO anropuTM BHKOHAHHS CTBOPEHOTO MPOTPAMHOTO 3a0e3MeYCHHS Ta

3a3HAYCHO HMOr0 TOJIOBHI BUMOTH, a CaMe:

° BIJICYTHICTb 3MiH Y CTETAHOKOHTEHHEP1 BITHOCHO OPTaHiB UyTTS JIIOJINHU;
° OJIHAKOBUM PO3MIp Ta OCHOBHI BJIACTUBOCTI MOPOXKHBOTO Ta HAMOBHEHOTO
CTEraHOKOHTEWHEPIB;

Y mpoMy po3aini Oyio HaBEIEHO MPUKIIA] BUKOHAHHS CTBOPEHUX CKPHIITIB, SIKI
PO3MIIIYIOTh Ta BIIIy4aroTh ITU(pOBUI BOASHUN 3HAK B Ta 3 oOpaHOTro ayaio daiiny abo
CTETaHOKOHTEUHEDY.

[To 3aBeprieHHI BUKOHAHHS HAMUCAHOI MporpamMu Oylo OTPUMAHO 3aMOBHEHUUN

CTCFaHOKOHTeﬁHCp, 3 HE3MIHHUMU JaHUMHU I10 BiI[HOHICHHIO J0 JHIOACBKHUX OpFaHiB
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CHOPUUHATTS, 3 TUM CaMHUM po3IupeHHsIM Qaitiry — WAV Ta He3MiHHIM po3MipoM (aiimy
— 5,765 MO6. Takox OyJ0 HaBeACHO MPUKIAA POOOTH OOpPaHOTO aJrOPUTMY 3
BUKOPHUCTAHHSAM CTEraHOMOBIIOMJICHHS, SIKE€ HE BIAMOB1Ia€ ONTUMAIBHUM YMOBAM.

SIK BUCHOBOK MOXHa 3a3HAYHTH, 110 3aCTOCYBAHHS JJAHOTO CKPUITA € CPEKTUBHUM 1

NEPCHEKTUBHUM JIJISl 3aXUCTY aBTOPCHKOTO MpaBa B ayJ1io 00’ €KTax.



47
BUCHOBKH

VY nmaHiit TUIIOMHINA po60Ti Oyl0 JOCTIHPKEHO METOAM 3aXUCTY aBTOPCHKOTO MpaBa
3 BHUKOPUCTAHHSIM CTeraHorpaiyHUX alropuTMIB, CHPSIMOBAaHUX Ha BOYJIOBYBaHHS
1IM(POBOTO BOASHOTO 3HAKY B ayIi0 00’ €KTH.

Ha nmepiux eramax nmpoBeneHHS JOCHIIKEHHS 0yJI0 BUCBITJICHO OCHOBHI TE€PMiHH, a
TaKOX BHM3HAYEHHS, JOJATKOBO CTajl0 SICHUM, IO OlIbIlla YaCTHMHA TEPMIHOJOTIi KOTpa
CTOCYETBCSI aBTOPCHKOI'O MpaBa TIyMaunuThes y 3akoHl Ykpainu “TIpo aBTopchbke mpaBo Ta
CyMIXHI TIpaBa”. 3a peryialoBaHHS AISJILHOCTI HAMpsIMKY CTETraHOrpadiyHOTO 3aXUCTY
4acTKOBO BiAmoBiae 3akoH Ykpainu “IIpo 3axuctr iudopmamii B iHbopmarliitHO-
TEJIEKOMYHIKalliiiHux cucremax’. Takoxk Oyno BHAUIEHO, IO B YKpaiHi € mnorpeda
JIOOITpaIIOBaHHS HOPMATUBHO MIPaBOBOi 0a3u y cdepi cTeranorpadiquHoro 3aXucTy.

3riJIHO 3 HAaBEICHUMH BUIIE HOPMATUBHO-TIPABOBUMU JIKEpEIaMu OyJI0 BU3HAYEHO,
10 aBTOPChKE MPaBO —— II€ OCOOMCTI HEMalHOBI IMpaBa 1 MaHOBI IpaBa aBTOPIB Ta IX
IPABOHACTYITHUKIB, TIOB’SI3aHI 31 CTBOPEHHSM Ta BHUKOPHUCTAHHSIM TBOPIB HAYyKH,

JiTepaTypu W MHUCTENTBA, a creraHorpadis — 1€ croci0 MPUXOBYBaHHS CEKPETHOTO

MOBIIOMJICHHSI BcepeluHi (a00 HaBiTh NOBEpPX) OO’€KTY, IO HE € ceKkpeTHum. Jls
NpUKJIaay, Y TMPOCTIM peaiii ChOoroAeHHs, creraHorpadis po3paxoBaHa sl BOYTyBaHHS
CEKPETHOTO TEKCTy BcepeauHy MaitoHka, abo Word noxkymenrta. Take BOyayBaHHS HE
rOTOBOMY KOPHCTYBAU€BI € 3a3BUYail HE IIOMITHUM.

Takox Oyno 3a3HAYEHO METY 3aXHCTy aBTOPCHKOTO TpaBa, sSKa IMOJIATAE Y 3aXUCTI
1H(OpMaIIHOT BIACHOCTI B1Jl HECAHKIIOHOBAHOTO KOIIIOBAHHS, PO3IOBCIOIXKEHHSI Ta/a00
penaryBanHs. Meroto k creraHorpadii Oylo BHU3HAYEHO NPHUXOBYBAHHS CEKPETHHUX
00’extiB. Crera”orpadito MOXXHA PO3TIAAATH SK OAHY 3 (OpPM CHUIKYBaHHSA, aje
npuxoBaHoro. J[logatkoBo Oyyio BHAIEHO IO cTeraHorpadiss HE BHU3HAYAETHCH SIK
pi3HOBU Kpunrorpadii, a € OKPeMUM HAIIPSIMKOM.

Y xoai nmochikeHHs OyJi0 HaBEJAEHO BEJIMKY KUIBKICTh ICTOPUYHUX AaCMEKTIB
BUKOPHUCTAHHA METOJIB CTeraHorpadii, mMpoCTUM MPHUKIAJIOM MOXXHA BBa)KATH HEBUIUMI

yopHuia. [IpoTe B chborojieHH1 1 HayKa BCE SIK 1 1HINI MEPEXOAUTHh B OUIBII TEXHIYHUHN
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HaIpsIMOK, BIPOBAHKYIOUM HOBI TEXHOJIOTIl 3aXUCTy, SIKI BXK€ BIAHOCATH IO TOHSTTS
udpoBoi creranorpadii.

Hamnpsmox came nmdpoBoi creranorpadii nepeadavae mpuxoBYBaHHS JaHUX a0o0
NoBiAOMJICHh Y LU(ppoBUX Qaitnax Ta I1HMKX TUPPOBUX CTPYKTypax. Meroau
3a0e3MeyeHHs] aBTOPCHKOTO IpaBa 3a BUKOPUCTAaHHS METOAIB HHUQpoBoi creranorpadii
BU3HAYAIOTh JIBA OCHOBHUX HaNpsMKH BOYIOBYBaHHS 1HGoOpMmarllii, sika 3acBiguye (axT
HAJIEKHOCTI JaHUX BJIACHMUKOBI. Jl0 MEpHIOro HampsIMKy BiIHOCSATHCS HU(POBI BOJSHI
3HAKH, JI0 APYTrOro BIIUTTS MEBHOTO 1IEHTU(]IKAIIHHOTO KOy B (haiii.

Buurta B (aiin iHIMBIAYyadbHOTO KOJYy Ja€ 00’€KTy NMEBHHUM iAeHTH(IKATOp, IO
AKOMY JaJll MO>KHA BIIIUISATH O0’€KT. 3 IHIIOI CTOPOHH BOYIOBYBaHHS BOJSIHMX 3HAKIB
Mae OUTBITY KUIBKICTh MEBHUX aJTOPUTMIB, 33Ja4€l0 SIKUX CTA€ - MOMICTUTU IUGPOBUI
BOJSHUH 3HaK B 00’eKT. L{1 MeTOaM Ta adropuTMH NOAUIAIOTHCS HA Tak 3BaHl1 (popmaTHI Ta
HeopmaTHi. POpMaTHI BUKOPUCTOBYIOTHCS IMpPU BOYAOBYBaHHI B 00'€KT OCOOJIMBOCTI
dopmary aiiry, a HedopMaTHI HE BUKOPUCTOBYIOTH . DOpMaTHUN METOJ Ma€ OJIHY
BEJIMKY TMepeBary, MiJ 4Yac HOro BUKOPUCTAaHHS I[OTO METOJIY, 3MIHH BHOCATHCS B
CIIy00B1 TOJIsI, KOTPl HISIK HE BiJIOOpa)karoThCcsl Ha camoMy aiiai. A BUKOPUCTAHHS
He(popMaTHUX METOJIB, JAa€ B pe3yjbTaTl NEBHI CHOTBOPEHHS B IMOYATKOBOMY (haiiii,
MPOTE 1eil METO BCE OJHO BBAXKAETHCS OUIBII CTIMKUM JI0 aTak.

VY posrasal gaHoi poboTu mepeBary Oyjo HaJaHO BHBYCHHIO OCOOJMBOCTEH Ta
MIPOBE/ICHHS aHAJTI3Y 1 MOPIBHSAHHA METOAIB HU(PPOBOi cTeraHorpadii:

° ITOPUTMH 3 BUKOPUCTAHHSIM dopMaTy Gaiiy;

° LSB xonyBanus;

° €X0 KOJIyBaHHS;

° ¢dazoBe KO yBaHHSI.

[[{o6 BupIimMTH 3aBAAHHS AUIUIOMHOI pOOOTH MOTPIOHO OUIBIN AETAIBHO AOCIIIUTH
MeToau ayaio crtera”Horpadii. 3 MNpoBEACHUX JOCHTIKEHb Oylo 3po0JeHO HACTYIIHI
BUCHOBKH JIJIs1 €PEKTUBHOT cTeraHorpadigyHOl CXeMHu:

° HaIAHICTB;

° HE YyTHICTh CIOTBOPEHb.
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Meton LSB (Least Significant Bit, HaliMeHmuii 3Ha4yIuii 0iT) KOMyBaHHS — II€

KJIIACUYHUN MeTOJ cTeranorpadii, sKuil BUKOPUCTOBYETHCS JJI PUXOBYBAaHHS 1CHYBaHHS
CEKpETHUX JaHUX BCEPENMHI «IMyONMiyHOI» OOKIaguHku. Lleil meTon BUKOPHCTOBYE
HaAMIpHICTh (aiiiB a6o Mool 3HAYyIIl OITH IS PO3MIIICHHS B HUX TOB1JIOMJICHHS.
Taka 3amiHa maiike He BIUIMBA€E Ha (aiisl 1 He CTBOPIOE 3HAYHUX MOMITHUX CIIOTBOPEHb

Cepen BuBYeHHMX MeToAiB Oyno oOpano metron LSB, meit Meron monsrae B
BUKOPHUCTaHHI HaJIMIpHOCTI (aiiiB a0 MOJIOAIIMX 3HAYYIIMX OITIB JJI1 PO3MIIICHHS B
HUX TOBIIOMIICHHs. Taka 3aMiHa Maibke He BIUIMBAaE Ha (paiiyl 1 HE CTBOPIOE 3HAYHUX
MOMITHUX CIOTBOpeHb. OCHOBHOIO mepeBaroro mMetony LSB MoxHa BBakaTH BETUKHIA
oOcsr nepeganux ganux. [Ipore oqnum 3 HenonikiB metony LSB konyBaHHS € Te, 1110 pu
3aMiH1 OITIB B1I0YBa€ThCA CHOTBOPEHHS CTATUYHHMX XaPAKTEPUCTUK LUU(POBOrO MOTOKY,
0 TPU BUKOPUCTAHHI MEBHUX METOAIB CTEraHOrpadiqHOrO aHajizy MNPU3BOAUTH [0
CTPIMKOTO BUSIBIICHHS (haKTy MPUXOBYBaHHS 1H(QOpMAITIi.

HacTynmHuM KpOKOM JUIIIOMHOiI poOOTH OyJi0 BHPIMIEHHS MNPAKTUYHOI YaCTUHU
3aB/laHHS, a caM€ CTBOPEHHsI MPOTpamMHOro 3a0e3MeyeHHs, sIK€ MPAKTHUYHO peani3ye
0OpaHMil METOI.

JIst BUpIIIEHHS MOCTaBIEHOT 3a/1a4l OyJIo MpoaHadi30BaHO Ta BUPIIIEHO MOKPOKOBI

3aBJIaHHS:

o JOCIIKEHO PI3HI MOBU MPOTPAMyBaHHS, K1 JAlOTh MOJIUBICTb CTBOPHUTH
MPaKTUYHY peani3aliio;

° OyJ10 HaBEJICHO Ta JOCJIKeHO anroputM LSB konyBaHHS;

o PO3pO0JICHO TPAKTUUHY peali3allifo ImporpaM, KOTpa BHPIIIYE MOCTaBIEHY
3amauy.

Jlst mepeBipkd CTBOPEHOTO KONy OYyJI0 MPOBEACHO MPAKTHYHI JOCTIAN Ha aymaio
¢aiini. Obpano Oyno HeBeIMKUN cTeraHokoTeitHep, 30 cexyHaa micHs B popmati WAV Tta
BOJSHUHN 3HAK, TEKCT SKOTO OOWMpae KOPUCTYBad IIiJl Yac 3aMyCKy CKpPHUITY. Takox 3a
JIOTIOMOTOI0 CTBOPEHOTO CKPHUIITa OYJIO JOCIIXKEHO SKICTh BIATBOPEHHS PO3MIIIEHOTO Y
CTETaHOKOHTEMHEP1 CEKPETHOTO IOBIIOMJICHHs. Ta TepeBipeHo SK 1 3amuc Tak |1

OTPUMAaHHS CEKPETHOTO MOBITOMJICHHSI.
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Jlo pe3ynbTaTiB AOCTIIKEHHS Oyno aofaHo rpadivHi UmrocTpanii 3 rpadikamu, ki

Ty 3MOTy TIPOBECTH MOPIBHAIBLHUN aHaIi3 (aiily 10 BHECEHHS MoaudiKaIlii Ta mics.
3 ornsgy Ha BCE BHUIIECKa3aHE MOXHA [IATH BHUCHOBKY, IIO B pe3yibTari

MPOBEJCHUX JOCTIKEHB Ta pO3pOOOK OyJI0 TOCATHYTO MOCTABICHY METY.
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*1%!

JTOJIATOK B
METOJMKA BUKOHAHHS TUTIJIOMHOI POBOTH

IIporpamuuii Ko AJsi BIIMBAHHA JaHUX Y ayaio ¢aiii

import wave
song = wave.open("audio_clear.wav", mode="rb")
frame_bytes = bytearray(list(song.readframes(song.getnframes())))

inputmessage = input(“Enter a secret message: ")
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inputmessage = inputmessage + int((len(frame_bytes)-(len(inputmessage)*8*8))/8)

bits = list(map(int, ".join([bin(ord(i)).Istrip('0b").rjust(8,'0") for i in inputmessage])))

for i, bit in enumerate(bits):
frame_bytes[i] = (frame_bytes[i] & 254) | bit
frame_modified = bytes(frame_bytes)
with wave.open(‘audio_coded.wav', 'wb") as frame:
frame.setparams(song.getparams())
frame.writeframes(frame_maodified)
song.close()

print("Text imported to audio™)

IIporpamuuii koA it BUIIyYEHHS JAHUX 3 ayaio gaiiny

import wave

song = wave.open("audio_coded.wav", mode="rb")

frame_bytes = bytearray(list(song.readframes(song.getnframes())))
extracted_info = [frame_bytes[i] & 1 for i in range(len(frame_bytes))]

string_text ="".join(chr(int("".join(map(str,extracted_info[i:i+8])),2)) foriin

range(0,len(extracted_info),8))



decoded = string_text.split("***")[0]
print("Decoded information: "+decoded)

song.close()
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