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[TosicHOBaJIbHA 3amucka A0 KBamidikaiiiHoi poboTu «Mojens aHalizy BeO-
SKCILJIOWTIB Ha OCHOBI JavaScript»: 88 cropinok, 54 pucyHkis, 50 giTepaTypHHX IHKEPEIL.

MeToro poboTH € po3poOKka MoJIesIi aHalli3y BEOCKCIUIONTIB Ha OCHOBI JavaScript.

Jlyis nocSATHEHHS METH HEO0OX1THO BUKOHATH TaKi 3aBJIaHHS:

e JIOCIIIUTH POOJIEMAaTHKY aHaJIi3y BEOCKCIUIONTIB Ha OCHOBI JavaScript;

e [IPOAHANI3YBaTH HAsBHI METOAOJOrI aHam3y BeOJOJATKIB Ha HAasBHICTb
BpPA3JIMBOCTEN;

® pPO3pOOMTH MOJIEIH aHaJII3y BEOCKCIUIONTIB HAa OCHOBI JavaScript.

O0’exTOM JTOCHIIIKEHHS € MPOLIeC aHali3y Be0J01aTKIB HAa HAsSIBHICTh BPa3IMBOCTEH.

[IpenMeToM nociikeHHs € BeOI0AATOK, IKUH MICTUTh BPa3JIUBOCTI.

[IpakTHYHOIO MIHHICTIO JgaHOi poboTu € - po3pobka /bin/bash/ ckpumra, sxuit
JI03BOJISIE aBTOMATH3YBaTH MPOIEC aHATI3y B€OT0JaTKy Ha HASBHICTHh BPA3JIMBOCTEH.

HaykoBa HOBHU3HA ToJiirae B YJOCKOHAJICHHI MOJIENI aHaji3y BEOEKCIUIONTIB Ha
ocHoBi JavaScript.

MeTtoau qOCHIIKEHHS: aHaJIl3 Ta CHHTE3.

KirodoBi cioBa: Bpa3nmMBOCTI, BeOJOMATOK, BeOCalWT, BEOCKCIIONT, aHami3

BeO01aTKIB, Tomyk BpasnuBocteit, SQL, XSS, CSRF.



IEPEJIIK YMOBHHUX TIO3HAYEHBb TA CKOPOYEHb

CSP — Content Security Policy

CSRF — Cross-Site Request Forgery

CSS — Cascading Style Sheets

DAST — Dynamic application security testing
DDoS — Distributed denial-of-service attack
DNS — Domain Name System

DOM — Document Object Model

FTP — File Transfer Protocol

HTML - HyperText Markup Language
HTTP — HyperText Transfer Protocol

IDS — Intrusion Detection System

IPS — Intrusion Prevention System

JS — JavaScript

QA - Quality Assurance

SQL — Structured Query Language

URL — Uniform Resource Locator

wWa3C — The World Wide Web Consortium
XML — Extensible Markup Language
XSS — Cross Site Scripting

oC — Onepariiiina cucrema

I13 — [Iporpamue 3a0e3neueHHs

CSP — Content Security Policy

CSRF — Cross-Site Request Forgery

CSS — Cascading Style Sheets
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BCTYII

B cygacHOMy indpoBOMY CBiTI BEOSKCIIJIOUTH CTAIHA OJTHIEIO 3 HAUOIIBII CePHO3HUX
3arpo3 Jis 0e3neku BeOa0aTKIB Ta BeOlHPpacTpykTypu. Lls mpobGiaeMa BUHUKAE 3 TOTO,
M0 BEOEKCIUIONTH Jal0Th MOMKJIMBICTH 3JIOBMUCHHKAM BUKOPUCTOBYBATH Bpa3JIUBOCTI
BeOJOAATKIB Ui BUKOHAHHS UIKIUIMBOTO KOAY ab0 OTpUMaHHS HECAHKI[IOHOBAHOTO
JOCTYITY 10 CUCTeMH. MeTou aHali3y BeOSKCIUIONTIB Ha OCHOBI JavaScript € HaJI3BUYaiHO
BOKJIMBUMH, OCKITbKHM JavaScript € OJHI€0 3 OCHOBHHUX MOB IIPOTpaMyBaHHS IS
BeOpO3pOOKH, 1 BIIMOBIJTHO, BUKOPUCTOBYETHCS MTPAKTUYHO HA KOKHIM BEOCTOPIHII.

JavaScript, Sk OCHOBHa MoOBa NpPOTpaMyBaHHsS [UIsI BeOPO3POOKU, NPOHHUKAE
MPAKTUYHO B KOXKEH ACMEKT 1HTEPHET-MPOCTOPY. BiJ CTBOPEHHS TWHAMIYHOTO 3MICTY J0
B3a€eMO/I1 3 KopucTyBaueM, JavaScript € HEBIJAUIBHOIO CKJIaI0BOI0 OYb-SIKOTO Cy4acHOTO
BeOonarka. Lls mmpoka nomupeHicTs poOuTh JavaScript myxe npuBaOIMBOIO MILMIEHHIO
JUTSL 3T0BMUCHUKIB, K1 IIYKalOTh MOKJIMBOCTI BUKOPUCTOBYBATH BPAa3JIUBOCTI L1€i MOBH
JUIs 3/11CHEHHS aTak.

ATaku Ha OcHOBI JavaScript MOXYyTh MaTH pi3HOMaHITHI (GOpMH 1 HacIiIKU. BoHu
MOXXYTh MICTUTH B ce0e BIIPOBAKEHHS MIKIJJIMBOTO KOJy Ha CTOpPIHKaxX BEeOCaWTIB s
OTpUMaHHS KOH(IIEHIIHOI 1H(pOopMallli KOPUCTYBauiB, BUKPAJICHHS CeCiiHUX (aiiiB, a
TaKOX MIAMIHY BMICTY CTOPIHOK JJIsl MOIIHUPEHHS (DIIIMHIOBUX aTak ad0 pO3MOBCIOIKEHHS
IIKIJIJTABOTO TIPOTPAMHOTO 3a0€3MeYeHHS.

3axucT BeOJOMATKIB Ta CEpPBEPIB - 1€ OaraTorpaHHa 3ajaya, M0 MOEIHYE B cOO1
30epexeHHs] KOH(IACHIIITHOCTI 1aHuX, Oe3nepediiiHy poOOoTy pecypciB Ta 3amoOiraHHs
¢dinancoBuM BTpaTaM. HexTyBaHHS 0€3MEKOI0 MOKE MPU3BECTU J0 CEPHUO3ZHUX HACIIJIKIB,
TaKUX AK BTpaTa penyTallii, OpUAUYHI IPOOJIEMU Ta 30U TKU.

Jlnst  po3poOHUKIB Ta  aaMIHICTpaTOpiB  BeO  1HGPACTPYKTYypH  MOCTiHHE
BJIOCKOHAJICHHSI 3aXUCTy € KPUTHUYHO BAXKJIMBUM 3aBAaHHSIM. OCh JEKUJIbKa KIHOYOBHUX
METO/IIB:

e AyIUT BEOJONATKIB: PETYNSApPHI MEPEBIPKU JI03BOJISIIOTH BHUSIBUTH Ta YCYHYTH

Bpa3JIMBOCTI JI0 aTaK;
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¢ 3aXHMCHI MEXaH13MH: KOHTPOJIb TOCTYIY, BaJiallis JaHUX Ta 3aXUCT Big XSS-atak
MIHIMI3YIOTb PU3UKH;

o OHOBJICHHS: PETYJISIPHI OHOBJICHHS BEOIIONATKIB Ta CEPBEPIB YHEMOMIIUBIIOIOTH
BUKOPHUCTAHHS BPa3IUBOCTEN 3T0BMUCHUKAMU,

o Oe3meuHi (peWMBOPKU: BHUKOPHCTaHHA (PEeWMBOPKIB 3  BOYJOBaHUMHU
MexaHi3Mamu 3axucty (Angular, React, Vue.js) nomae nogatkoBuit piBeHb O0€3IEKH;

o HABYaHHS MEPCOHAIY: MiABHUILEHHS 0013HAHOCTI pO3POOHUKIB Ta aAMIHICTPATOPIB
110,10 BEOCKCILJIOMTIB - 1€ 3amopyKa CTIHKOCTI BeO1HPpaCTpyKTypH.

JlocikeHHsT METO/IIB aHalli3y BeOeKCIUonTiB JavaScript € kimouoBuM (pakTopoM y
3a0e3nedeHHl Oe3neku BeOJONATKIB Ta 1HPpacTpykTypu B LudpoBy emnoxy. Lls tema
noTpeOye MOCTIMHOTO PO3BUTKY Ta BIOCKOHAJICHHS JIJIsi TapaHTyBaHHs O€3MEKH B OHJIAMH-
cepeOBUIIL.

MeToro poboTH € po3pobKa MoIeIi aHalli3y BeOCKCIUIONTIB Ha OCHOBI JavaScript.

O06’€eKTOM JTOCIIJIPKEHHS € MPOIIEC aHali3y BeO10AaTKIB Ha HaABHICTh BPa3JIMBOCTEH.

[IpenMeToM nociikeHHs € BeOI0AATOK, IKUH MICTUTh BPa3JIUBOCTI.

[IpakTUYHOIO MIHHICTIO JgaHOi poboTh € - po3pobka /bin/bash/ ckpurra, sxui
JI03BOJIsiE aBTOMATU3YBATH MPOIIEC aHai3y BeOI0IaTKy Ha HAsIBHICTH BPa3JIUBOCTEH.

HaykoBa HOBHU3HA TOJiiTae B YJOCKOHAJICHHI MOJENI aHaji3y BEOEKCIUIONTIB Ha
ocHoBi JavaScript.

MeToay qJOCHIHKEHHS: aHaI13 Ta CUHTES.
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PO3JILI 1

AHAJII3 HASIBHUX BEBEKCILJIOWTIB

1.1 Knacudikanisi BedexkcniouTin

ExcrumoiiToM Ha3WBalOTh BHUJ MIKIJIMBOTO TPOTPAMHOTO 3a0€3MEUYCHHS, SKE
3JIOBMUCHHKH €KCILTYyaTyIOTh Y CBOIX 1HTepecax, 3a3BU4ail, y IMIKIJJIMBUX 1HTEpecax.

Jlane mKigauBe MporpamMHe 3a0e3MedYeHHS MOXKE MaTH BUTJIS SIK BUKOHYBaHOTO
J0/IaTKy, HEBEJIUUYKOro (hparMeHTy MPOTPaMHOro Koy abo X HaOOpy MEBHUX KOMAaH]I.
['onoBHEe 3aBIaHHSA 3JIOBMHUCHHMKA - BUKOPHUCTATU HAsBHY BpA3JIUBICTh Yy CHUCTEMI YU
Mporpami Ta eKCIUTyaTyBaTH Bpa3jvBe MporpaMHe 3a0e3MeUeHHs, 1110 MPU3BEIe A0 PI3HUX
HaciaigkiB. TakuM YHMHOM, CaAMOCTIMHO €KCIUIOMT HE IacTh HISKUX IIKIIUIMBUX OiA 0e3
MPaBUJIHLHOTO BUKOPUCTAHHS Bpa3nuBocTeil [4].

[{insMyU  37OBMUCHUKA MOXE OYTH OTpUMaHHA KOH(QIIEHUIWHOI 1H(popMallii,
MIJIBUIIICHHS TPUBLIEH y CHUCTEMI, 3aBaHTXKECHHS IIKIJJIMBOIO J0JaTKa, 301 y poOoTI
cuctemH Toiro [4].

O06’exTamu aTaku 3JIOBMHCHHUKIB MOKYTh OYTH OTIEpaIliiiHi CUCTEMHU, Pi3HI JOJIATKH,
arapaTHa ckJiajgoBa Tomno. OauH 31 clieHapiiB peamizaiii aTaky I - 3MYIICHHS KEPTBU
BUKOHATH BCl MNOTPIOHI Al AJiA 3amycKy IIKIJJMBOIO MPOTrpaMHOro 3a0e3MeyeHHs,
HaMpuKIaa, TEPEHTH 3a MOCHUIaHHAM, 3aBaHTaXuTH (aitn 1 1.4, Llkigmuee 13 MoxkHa
HaJIcaaTH y Oylib-IK1 MECEHIKEPH YU €JIEKTPOHHY MOMITY, OKPIM LIbOIO MOKHA BUKOHATH
BTpY4YaHHS 0€3M0CepeTHRO Y CHCTEMY uepe3 Mepexy [4].

Uepes Te, 110 €KCIUIOUTH PO3POOISIOTHCS JUIS IEBHUX MIiH 1X Crij KiaacudikyBaTH 3a
npu3HavYeHHsIMH [4]:

e st WEB nonarkis;

o g OC;

e 17151 0iCHUX JoAaTKiB Ta iHmoro I13;

® JIJIsl CEPBEPIB Ta IX KOMIIOHEHTIB,

o st WEB cepgicis (WordPress, Drupal, Joomla);
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® IS anapaTHol CKJIaA0BOI.

BpasznmuBocTi, SKMMH KOPHUCTYIOTHCSI 3JIOBMUCHUKH, 3a3BUYall 3 SBISIOTHCS TPHU
HEXTyBaHHI TECTyBaHHsI, IOPYIIECHHS O€3MeKH CaMUMH PO3pOoOHUKaMu. [HKOIIN, pO3pOOHHUK
IPOrPaMHOTO 3aCTOCYHKY BHUKOPHCTOBYE IIBUIKE, aje HEOE3NeYHe pIIICHHS, SKe
MPU3BOJIUTH /IO TIOSBH PI3HUX MOMIJIOK Ta 300iB. 3JIOBMHUCHUKH BHKOPHCTOBYIOTH BCI
MOJKJIMBI TIOAIOHI pireHHs [5].

WEB nonatok ckiagaeTbcsi 3 cepBepa, MPOrpamu, JOJATKOBOTO MPOrPaMHOTO
3a0e3nedeHHsl, pi3Hi CIyKO0u, 0a3M TaHWUX TOIIO, BCI Il KOMIOHEHTH - TIOTCHITIITHA IUTh JJIs
3JI0BMHUCHHKIB [3].

WEB cepBep ckiaiaeTbCcsi 3 MpOrpaMHOIO Ta amapaTHOTO 3a0e3ledyeHHs, SKi 3a
JIOTIOMOT'O10 TIPOTOKOMIB nepenayui qanux (HTTP), a Takox, 1HIIII 10JaTKOB1 TPOTOKOIH IS

HaJICUJIaHHS B1JINOBIJIEN HA 3alUTH KJIIEHTIB, K1 BOHU HaJICUJIAIOTh yepe3 Mepexy [HTepHeT

(puc. 1.1) [1].

<
HTTP Request
HTTP Response

Web server Browser

Pucynok 1.1 — Po6ota BebcepBepa

Amnapatna yactuna WEB cepBepa minkimodena no mepexi Ta 3abe3nedye oOMIH
JaHUX 3 IHIIMMU TpUCTposiMU B Mepexi. [1{omo nporpaMHOi CKIag0Boi, BOHA 3a0e3neuye
KOHTPOJIb OTPUMAaHHS JOCTymy 10 ainiB, ski MmoTpiOHI KopuctyBaueBi. PoboTu
BeOcepBepy - 1€ MPUKIIA] KIIIEHT-CEPBEPHOI apXiTeKTypHu. BebcepBepr BUKOPUCTOBYIOTHCS
I BEOXOCTUHTY a00 pO3MIIIICHHS JaHUX I BeOCcalTiB Ta BeO1omaTkiB [2].

[Iporpamue 3abe3nedeHHs CcepBEpY TMOMIISETHCS HA JEKiIbKAa 4YacTWH, SKi
KOHTPOJIIOIOTh, K KOPHUCTYBayl OTPUMYIOTh JOCTYHN 10 MOTpiOHMX ¢ainiB. OnHa 3 1Mux

yactuH - e HTTP-cepsep. Cepsep HTTP — ue cepep, saxuii npuitmae HT TP 3anutu ta
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Bunae HTTP Bianosimi. HTTP cepsepu 31atai posymitu URL agpecu BeOcaiiTiB Ta HTTP

MIPOTOKOJ (MMPOTOKOJ, SIKU TO3BOJISIE TIEperIsiiaT BeO CTOPIHKY 1yt Opay3epiB).

Hoctyn mo0 BeOcepBepa 3MIMCHIOEThCS 4Yepe3 JTOMEHHI iMeHa BeOJ0JaTKiB, SIKI
3a0e3MeYyI0Th 3aBaHTaKECHHS OTPIOHOTO CalTy KOPHCTYBAYCBi, SKUH HaJIicIaB 3anmuT [2].

Hanpukian, koau Oyas-skomy Opaysepy (Google Chrome, Mozilla Firefox, Opera,
Microsoft Edge Tomro), moTpioeH daiin, sxuii posmimenuii Ha WEB cepsepi, Opaysep
HaJCWIa€e 3anuT Ha goctyn 1o ¢ainy yepe3 HTTP. Cepsep otpumye ueit 3anut, HTTP-
cepBep IpuiiMe 3aIuT, 3HaiIe BMICT 1 Haailuie Horo Ha3an y Opaysep uepe3 HTTP [1].

JlokagHilIe MOsSCHIOIYH, Yy TIPOIECi OTpUMaHHs BEOCTOPIHKH, Opay3ep MPOBOIUTH
kinbka eramB (puc. 1.2). Kopucrysau BBoguth URL-anpecy B anpecHoMy psiaky Opaysepa,
micns yoro Opaysep orpumye IP-anpecy nomennoro imeni yepe3 DNS a6o 3 kemry. Lle
J03BOJIsIE Opay3epy 3B’s13aTucs 3 BeocepBepoM. [loTim Opayzep Haacunae HTTP-3anut ans
OTpUMaHHS NIEBHOTO (aiiiny Big BeOcepBepa. Bebcepsep, y CBOIO Uepry, HajiCUIIa€e 3alTUTaHy
ctopiaky depe3 HTTP. ¥V Bumanky BIJICYyTHOCTI CTOPIHKM a00 BUHUKHEHHS TOMUJIKH,
BeOcepBep moBigomusie mpo 1e. Ilicns uporo Opayzep Moxke BigoOpa3sUTH BEOCTOPIHKY.
Takox BaXJIMBO BII3HAYMTH, II0 HA OJHOMY BeOCepBEpl MOXKYTh PO3MIIIYBATUCS KIIbKa

nomeHiB [1].

-

(1) DNS < »  Users browser

~ Cloud storage __]
Bb Copy of data

wf £, foe— — ——
el R |
) * l Data warehouse | |~

Data —

!
. 1
T | /7 Fulltext search
: Job servers A service
1 1
| |

Pucynok 1.2 — BynoBa cydacHoi BeOapXiTeKTypH
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Ataka Ha WEB cepsep Ta iioro koMnoHeHTH Moxke OyTH MaKCHUMaJbHO MPOCTOIO,
HAIpPUKIIaJ, BeOCepBEp MOKE MPAIIOBATU AyKE MOBLIBHO, KOJIM OTPUMYE BEITUKY KITbKICTh
3amuTIB. Y CyCHILCTBI 1 aTaka BigoMma BciM sk DDOS artaka (BigMoBa B 00CIyrOBYBaHHI).
Cepilo3Himi aTtaku MOXYTh MICTUTH B €001  YCTAaHOBKY BIpYCIB Ha cepBep abo
HECaHKI[IOHOBaHUM JoCTyn 10 KoHpiaeHIiHoi iHpopmarliii. Takok MOXIJIMBI BUITaJIKU
MOIIKOKEHHSI BMICTy BeOcaiiTy abo BHIAJICHHS KOy, IO MOXYTh OyTH TOMIYEHI 3
BenuKoi BiAcTaHi. KpiM TOro, icCHye MOKJIMBICTh HECAHKI[IOHOBAHOTO BUKOPHUCTaHHS
pecypciB cepBepa JIJisi MalHIHTY KPUIITOBAJIIOTH, 1110 Ha ChOTOJIHI € MOMYJIIPHUM CITIOCOOOM
3apo0iTky [3].

KomyHnikariss Mk BeOKiIieHTamu/Opay3epaMu Ta cepBepaMu 3A1NCHIOETbCA 3a
JOTIOMOTOI0 Pi3HUX MpoTokoaiB, Takux sk HTTP, HTTPS, FTP Ta iami. Hegomiku y
BUKOPUCTAaHHI LIMX IMPOTOKOJIB MOXYTh OyTH BUKOpPHUCTaH1 s 311dCHEHHA arak. L1
MPOTOKOJIM PO3TAIIOBAaHI HAa PI3HUX PIBHIX CTE€Ka MPOTOKONIB. Xoda BEOEKCILIONTH
3MIIMCHIOIOTHCS HAa PiBHI JOAATKIB (PiBEHb 7), BOHM MOXKYTh BILUIMBATH Ha 1HII PiBHI Yepe3
nepeavyy NakeTiB B X0/l KOMYyHiKallli (piBeHb KaHaly JlaHux) ado nepenauy SYN-nakeTiB
(piBenb Mmepexi). OpgHak araku Ha BeOcepBepyM Ha PIBHI JOJATKIB CTAlOTh OUIBII

MOIIMPEHUMH, HIK aTaKU MEepPeKeBOro piBH: [3].

1.2 Poab JavaScript y BeOpo3pooui

Moga mporpamyBaHHs JavaScript BioMa CBO€I0 YHIBEPCAIBHICTIO Ta IIHMPOKUM
3aCTOCYBaHHAM Yy  pI3HOMAHITHUX  BUPOOHMYMX  cepenoBuiiax.  Po3poOHuKH
BUKOPUCTOBYIOTh JavaScript s CTBOPEHHS JUHAMIYHOTO Ta IHTEPAKTUBHOIO KOHTEHTY Ha
BeOcaiTax 1 BebmonaTkax. Lls MoBa mporpaMmyBaHHS Mpaifoe Oe3rnocepeHbo y Opaysepi,
J03BOJISIIOYM 3pOOUTH BEOpecypc OUIBII [IIKaBUM Ta FAPHUM JJI1 KOPUCTYBaya Ta ONTUMI3Yy€
poboty B Mepexi [ntepuer [6].

3aBsaku JavaScript po3poOHuKH MOXYTh [6]:
e 3MiHIOBaTH einemMeHT HTML;
e KepyBaTu 00’ €KTHOIO MOJIELTI0 TokyMeHTa (DOM);

e B3aEMOJIATH 3 IHIIUMH TEXHOIOIIIMH, TakuMHU K CSS.
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[{i MOXJIHMBOCTI JO3BOJISIOTH CTBOPIOBATH IHTYITMBHHM 1HTEp(dEic KopucTyBaya,
3MIIHCHIOBATH TIEPEBIPKY (OPM Ta peaii3yBaTH JUHAMIYHE OHOBJICHHS BMICTY [6].

JavaScript crama HeBia €MHOIO CKJIaJ0BOIO CY4acHOI BEOPO3POOKH 3aBISKH CBOIM
THYYKOCTi, MPOCTOTI BHUKOPUCTaHHS Ta CYMICHOCTI 3 pI3HUMH IulaTopmamu. 3a
pe3ynbTaTaMu onuTyBaHHs po3pooHukiB Stack Overflow y 2023 poui, JavaScript Busnana
HANIOMYJISIPHIIIIOI MOBOIO IIpOrpaMyBaHHs cepe (paxiBIIiB BiKe ASCATHH PiK HOCILIb [6].

CrporojHi y cBiTi icHye 0nu3bko 1,6 minbsipia BeOcaiTiB, 1 moHan 95% 3 aux (1,52
MIJIbsIpJIa) BUKOPHUCTOBYIOTH JavaScript (puc. 1.3). BoHa MIMPOKO BUKOPHUCTOBYETHCS IS
po3po0KH BeO0IaTKIB, 30KkpeMa y cdepi iHTepdeicy, SKuil aKIeHTYEThCS Ha €CTEeTHUIIl Ta
aHiMmalli. Skmo wmera po3poOHMKA IIe - po3poOka BeOMOJATKIB, sIKI HaIUICHI Ha
IHTYITUBHICTD Ta B3aEMO/III0 3 KOPHCTYBa4YeM, TOJIi BAXKJIMBO BUKOPUCTOBYBaTH JavaScript.
Bci moka3zHuku cBilyaTh Opo Te, 0 B HAWOMMK4OMy MaillOyTHhoMy JavaScript cTaHe
BU3HAYAJIILHOIO MOBOIO JUIsI CTBOPEHHS BeOAO0MaTKiB. JIJis YCIIIIHOTO BHKOPUCTAHHS

BeOMporpaM, HEOOX1THO PO3YMITH KOJI, III0 BUKOPUCTOBYETHCS JIJIS X CTBOPEHHS [7].

JavaScript
HTML/CSS

SQL

Python

TypeScript

Java

Bash/Shell

C#

Pucynok 1.3 — [Nomynspuicts JavaScript
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JavaScript 3a 3aMOBUyBaHHSM HE Ma€ BOYJOBAaHOI MOJEII JO3BOMIB O€3MEKH, M0
POOUTHL HOT'O YYTIIMBUM JI0 3JIOBMUCHUX 00’ €KTiB [8].

Xouya Opay3epu BCTAaHOBIIOIOTH JT03BOJIM Oe3neku BiAMOBIAHO A0 cranmapty W3C,
BiJIMTOBIAAJILHICTD 3a X KepyBaHHS JICXKUTH Ha BJaCHHKaX BeOcanTiB [8].

[{s Bpa3nuBicTh Iie OUIBINE MIICUIIOETHCSA 32 YMOBH, IO OutbmIicTh JavaScript,
BUKOPHCTOBYBAaHUM y BeOIporpamax, MoOXOJAuTh 13 010J10TE€K 3 BIAKPUTHM KOJOM abo
CTOPOHHIX 0i10TI0TEK, SKi 9aCTO MAlOTh CBOI BJIACHI ypa3nuBoCTi [8].

VYpaznuocTi B JavaScript MOXKYTbh MPOHUKATH Y BEOMPOrpaMu pi3HUMHU CIIOCOOAMU,
BKJIIOUAIOYU TOMUJIKUA B KOJYBaHH1, 3p00JIeHI CiBPOOITHUKAMH 3 HaWKpaIMMH HaMipaMu
[8].

VY neskux BUIaIKax, BUXITHUW KOJ, SIKHA BHKOPUCTOBYETHCS y BeOIMporpamax,
HE3aJIE’KHO B1JI TOTO, UM L€ TUIATPOPMU 3 BIAKPUTHM KOJOM, UM CTOPOHH1 O10J110TEKH, MOXKE
MICTUTU HEAOJIKA a00 HaBITh OYTH 3apa’keHUM 3JIOBMUCHUM KoJ0M. KpiM TOr0, 1ICHYIOTH
O11bII HeOe3MeuHI 3arpo3u, KOJU Ki0ep3JI0UnHIIl 3710BXHUBAaIOTh JavaScript, MaHIITyTIOI0UX
KOJIOM JUUIsl OTPUMAaHHS JIOCTYITY 10 BeOmporpam Ta 300py KoHGpiaeHminHuX qanux [8].

Takum uymHOM, ypasznuBocTi JavaScript moTparuisitorb y BeONporpamu TpbhoMa
cniocobamu [8]:

e BHYTpIIIHI TOMWJIKHA KOAyBaHHs JavaScript: iHO/I HECHaBMHUCHE JOJaBaHHS KOy
CIIBpOOITHUKAMU MOKE BIJJKPUTH BPA3JIUBI MICIIS, 1110 IPU3BE/IE A0 MOTEHI[IHHOTO BUTOKY
TaHUX;

® HECIIpaBHHU KOJ 4epe3 MIAKIIOYCHHS J0JaTKOBUX Oibmiorek JavaScript:
BeOIpOrpaMu 4acTO MICTATh KOJ[ 13 PI3HUX JDKEpEN, Y TOMY YMCII CTOPOHHIX 010J110TeK.
Byap-sikuil HeIOMIK y IbOMY BUX1AHOMY KO MIABUILY€E PU3UK KIOEpaTaKy;

® HaBMHCHI 3MIHM KOJAY 3JIOBMHUCHUKAMH: KIO€p3JIOUMHII, MaHIMYJIIOIOYU KOJAOM
JavaScript, MOXyTh BUKOPUCTOBYBATH BEOIpPOTpaMu, BUKpalatoun KOH(DIICHIIIHI aHl B
poIIec.

Buxopucranns JavaScript s atak Ha BeOJOJAaTKM Mae K IepeBard, TakK 1
0oOMEKeHHS, SIKi BAPTO BPaxyBaTH MPH aHai31 BeOSKCIIONTIB [7].

[lepeBaru Bukopuctanus JavaScript mis atax [7]:
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e mMpoKa NOWHUpeHicTh: JavaScript € oAHIEI0 3 HANUMOUIMPEHININX MOB
mporpamyBaHHs Ju1sl BeOpo3poOku. Uepes 11e, 6arato Be001aTKIB MIiCTITh BETUKHANA 00CST
JavaScript-kozy, 1110 CTBOPIOE MOTEHIIIIHO Bpa3jIMBi MICIIS JIJIs aTak;

e BOy/ZOBaHI MOXIIHUBOCTI B Opay3epi: JavaScript BUKOHYeTbCS O€3MOCEPEIHHO B
Opay3epi, IO M03BOJISiE BHUKOHYBAaTH CKPHWINTH HAa CTOPOHI KJIIEHTa 1 MAaHIMYJTIOBATH
BeOCTOpIHKAMHU IT1J1 Yac iX 3aBaHTa)KEHHs a00 MiCJIs bOTO;

® BHUCOKA IHTEPAKTUBHICTh: BUKOpPUCTaHHS JavaScript [103BOJIsIE CTBOPIOBATH
AVHAMIYHUN Ta IHTEPAaKTUBHUN KOHTEHT Ha BEOCTOpIHKAaX, HI0 POOUTH aTaku OLIbII
e(DEeKTUBHUMHU, OCKIIBKM KOPHCTYBadl MalOTh TEHJICHIIIIO OUIbIIE JOBIPSITH B3a€MOJIl 3
BeOCTOpIHKaMH, K1 pearyroTh Ha iXHi Jii;

® BEJIMKUI1 BUOIp IHCTPYMEHTIB: ICHY€E BEJIMKA KUIBKICTh IHCTPYMEHTIB Ta 010110TEK
JavaScript, siki MOXyTb OyTHM BUKOPHUCTaH1 JJI1 CTBOPEHHS aTak, BiJl HAWIPOCTIIIUX /0
HAWOUIBII CKIIAJHUX.

OOMmerxeHHs1 BUKoprucTanHs JavaScript ais atak [7]:

e 00MEXEH1 MOXKJIMBOCTI Ha CTOPOHI Kii€HTa: JavaScript BAKOHY€ETbCS Ha CTOPOHI
KJII€HTA, 10 03HAYae, 110 BiH Ma€ 0OMEKEHUI TOCTYII JI0 JIOKAJTbHUX pecypciB Ta QyHKIIIN
Opaysepa, 110 MOKe YCKJIAIHUTH MEeBHI TUIH aTaK;

e oOMexxeHl mpaBa Oesmeku: besneka BeOmomaTKiB MoOke OyTH TiACHIICHA 3a
normoMoror0 mexanizmiB, Takux sk Content Security Policy (CSP), siki oOMexytoTh
BUKOHaHHS JavaScript-KoJy Ha CTOPOHI KJII€EHTAa Ta 3MEHIIYIOTh BPa3JIMBICTh BEOJAOJATKIB
710 aTak;

® BIJICYTHICTh MOKJIMBOCTI 3MIHIOBATH CEpBEpHHM KoI: Xxoua JavaScript moxe
BUKOPUCTOBYBATUCS JJI1 MAaHINYJIIOBAaHHS BMICTOM BEOCTOPIHOK Ta B3aeMOAIl 3
KOPUCTYBa4eM, BIH HE MOXKe Oe3mocepeHhO 3MIHIOBATH CEPBEPHHUI KO, IO OOMEXYe
00CAT MOKINBHX aTak,

® HEOOXITHICTh BUKOPUCTAHHS YPa3JIUBOCTEH B KJIIEHTCHKOMY KO1: JIJISl YCHIITHUX
aTak Ha ocHOBI JavaScript, 37J0BMHCHHKAM 4acTO MOTPiIOHO BUKOPUCTOBYBATH BXKE HasBHI
BPa3JIMBOCTI y KIIIEHTCHKOMY KOJIi Be0101aTKa, 110 MOYKE BHSIBUTHUCS CKIIAHUM 3aBJIaHHIM

B Cy4acCHHUX J00pe 3aXMIIEHUX JT0JaTKaX.
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Otxe, BUKOpHCTaHHS JavaScript /Ui atak Ha BeOJOJAaTKM Mae CBOi IepeBaru, aje

BHUMarae yBa)KHOTO aHaJli3y Ta BpaXyBaHHS HOT0 0OMeXeHb AJIsl YCHIIIHOT peanizalii aTak

[7].

1.3 Knacudikanisi aTak Ha Be0J0IaTKH

ATaku Ha BeOJOMATKH - 1€ 3JIOBMUCHA TISIbHICTD, CIIPSMOBAaHA Ha BUKOPUCTAHHS
Bpa3JIMBOCTEH y KOHCTPYKIIT abo peaizallii mporpam, o mpaiorTh yepe3 BeO. Lli ataku
MOXKYTh TPHU3BECTU JO0 HE3aKOHHOTO JOCTYMY, KPaJADKKH JaHUX a00 1HIIMX IIKIATUBUX
Hacmiakis [9].

Haiinmommpenimn Metoau atak JavaScript BKIIFO9aroTh B ce0¢ BUKOHAHHS IIK1TUBUX
CIICHApIiB, BUKPAJCHHS JaHUX Cecli KOopHucTyBada ab0 JaHUX 3 JIOKAJIBHOTO CXOBHIIA
BeOIeperisaaya, ClIOHyKaHHS KOPUCTYBadiB JI0 BUKOHAHHS HemependadyBaHUX Al Ta

CKCIUTyaTallito Bpa3JIMBOCTEH y BUXiTHOMY Ko/ii BeOnporpam (puc. 1.4) [9].

A6 — Security Misconfiguration [N 84 %
A7 — Cross-Site Scripting (xss) NN — 53%
A2 — Broken Authentication [ HNIINININGNGE—- 4 5%
A5 — Broken Access Control I — 27 %
Al —Injection NG 20%

A9 — Using Components
with Known Vulnerabilities b 13%

A3 — Sensitive Data Exposure [IIIGIGGEGEE— 13%

A4 — XML External Entities (xxXE) I— 5%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

B High B Medium Low

Pucynok 1.4 — Haitnomupenimn Tunu BedaTax

HaiinommpeHnimn BeOBpa3IMBOCTI Ta BIAMOBIIHI 3aX0/IH II0JI0 iX 3aM00ITaHHS HUX:
1. SQL-in’eKuisi: pe3yiabTaT MPUUHSITTS HEHAIIMHOTO BBEICHHS O€3 HAJIeKHOI

nepeBipku. [Ipuknaam BkmroyaroTh BrnpoBakeHHs SQL, LDAP Tta 3aromoska HTTP.
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3JI0BMUCHUKH MOXYTh BCTaBUTHU MIKiBHA SQL-K0/ y Mot BBEZIeHHST BEOI0AATKIB, 110
MO3K€E MPU3BECTH JI0 HECAHKI[IOHOBAHOTO JOCTYIy 10 0asum manux. WAF moxke 3amobirtu
atakam SQL-1H’ek1iil, OJoKyrour Oyab-sKi migo3pim SQL-3anuTu Ta BUKOPUCTOBYIOUU
METOIM 31CTaBJICHHS MIA0IOHIB JIJIsl BUSIBIICHHS Ta OJI0OKyBaHHS cripod SQL-in’ekiii [3].

2. HenpaBunbHa koH(irypailis: BUHMKA€E, KOJU HAJIAIITYBaHHS HE 30€piraroThCs
HaJIC)KHUM YHHOM ITiJ1 Yac PyYHOTO BUKOHAHHS mpoiiecis [3].

3. MixcaiftoBuii cuieHapiii (XSS): BUHHMKa€, KOJM cepBep NMpuiiMae HeHaIMHUN KOJ
JavaScript depe3 BBeIeHHsS KOpHCTyBada, a IIOTIM IOBEpTa€ HOro y BIAMOBIIb, IO
MIPU3BOJINTH J0 BUKOHAHHS IIHOTO KOy B Opay3epi [10].

MixcaiiToBuli ciieHapiii (XSS) mpencrapisie coO00r0 BHJT aTaky Ha BEOJOATKH, 1110
MoJIsiTa€ 'y BBEJEHHI IIKIAJIMBUX CIICHApiiB Ha BEOCTOPIHKH, Kl MEPErIsAar0Th 1HIII
KopucTtyBaui. [le 3a3Buyail BiIOyBa€ThCs NIISAXOM BBEJCHHS CIIEHAPIIO y TOJIsI BBEACHHS

dbopmu abo mapamerp URL-anpecu, sikuit moTim 30epiraerbest y 6a3i J1aHUX BEOIOAATKY

(puc. 1.5) [7].

3NO0BMUCHUK HafiCUMaE NOCUNaHHA 3
BGyﬂOBaHMM 3/TIOBMUCHUM KOAOM A0 YXepTBU

N
7

—

HACKER

YKepTBa HaTUCKaE Ha
nocunaHHs Ta
BiAKPUBa€E canT

3NOBMWUCHUIA KOA HAaACUNaE
4 KoHdigeHUinHi aaHi
KOPMUCTYBa4a 3/1I0BMUCHUKY

http://

Bpay3ep 3aBaHTa)Kye canTt
Ta BUKOHYE 3N10BMUCHUIA
Kon

Pucynoxk 1.5 — Tunosi kpoku B ekcrionTi XSS
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Konu 1nmmii koprucTyBad BIBIAY€E CTOPIHKY 31 IIKIAJIMBUM CIICHAPIEM, LIeH cLieHapii
BUKOHYETbCA y Horo Opaysepi, 10 MOXE JO3BOJMTH 3JI0BMHUCHHKY BHKpacTH JaHi a0o
3MIMCHUTH 1HIN IIKIMBI Jii Bix iMeH1 kopucrtyBada. I1[o6 3amoOirtu atakam XSS,
HEOOXITHO HAJCKHUM YHHOM OYHWIIATH JaHi, [0 BBOJIATHCS KOPHUCTyBadeM,
BUKOPHCTOBYBATH 3aroJIOBKHU NOITUKHU Oe3riekn BMicTy (CSP) Ta ycyBatu HeHafAliiHI JaH1
[11].

4. MixcaittoBa migpooOka 3anutiB (CSRF) - me Tun atakm Ha BeOmporpamy, ska
MIaXpaiiCbKUM IUITXOM 3MYIIYE KOPUCTyBa4a BUKOHATH HeOaKaHy JIif0 3 BEOIPOrpamoro,
B sKil BiH Bke aBTeHTH(ikOBaHui. I[e wacTo mocATraeThcs 3a JOTIOMOTOIO HAJICHIIAHHS
CHellajJbHO CTBOPEHOI0 MOCHUJIaHHS a00 CLEHApII0 KOPUCTYBA4eBl, IKUU MOTIM BUKOHYE

HeOaXkaHy JIito micis HaThckaHHsA (puc. 1.6) [11].

s 4]

v,

(=)

S5

L]
.‘ s = :

Pucynok 1.6 — Peanizarmis CSRF

Hampuknan, araka CSRF wmoxe OyTtu BHUKOpHCTaHa IS IPOBEICHHS
HECaHKI[IOHOBAHMX OIlepalii, TakuX sIK MOKYNKH a00 3MIHM HalalllTyBaHb OOJIIKOBOIO
3anucy. [o6 3ano6irtu arakam CSRF, MmoxHa BukopuctoByBatu anTu-CSRF Mapkepu, 110
€ YHIKQTHbHUMH 1ICHTH(IKATOPAMHU, SIKI TEHEPYIOThCSI BEOITPOrpaMOr0 JIJisi KOKHOTO CEaHCy

KOPUCTYBaya i MalOTh BKJIFOUATHUCS B KOXHHN 3amUT 10 iporpamu [11].
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5. 3acrapine mporpaMHe 3a0e3Me4YeHHs - 3 OISy Ha 3POCTaHHS BHKOPUCTAHHS
MAKEeTIB MPOTrPAMHOTO 3a0€3MEeYeHHS 3 BIAKPUTUM KOJIOM Ta CTOPOHHIX IPOTrpam, BaXKIIUBO
MOCTIHHO OHOBIIOBATH 1X. BUKOpHCTaHHS 3aCTapijioro MPOrpaMHOTO 3a0e3MeueHHST MOXKe
CTaTH 3arpo3010, 0COOJIMBO SKIO BPA3IMBOCTI CTAIOTh 3arajibHOAOCTYITHUMU [11].

6. HTTP request smuggling - BHKOPHCTOBYE HEBIAMOBIAHICT, Yy aHai3i
HeBiInoBiqHUX HTTP-3anuTiB, sika BUHUKAae rpu oOMiHi iX Mixk 1eoma HTTP-tipuctposimu,
3a3BUYail MiX cepBepoM i Opanamayepom, 1o niarpumye HTTP, abo 30BHINIHIM MpoKCi-
cepBepoM. [Iponiec TpancnopryBanHs HTTP-3anuTiB BiaOyBaeThCsl MUIIXOM CTBOPEHHS
KiTbkox HamamroBaHux HTTP-3amuTiB, SiKi 103BOJIAIOTH JIBOM IUIBOBUM CYTHOCTSIM
Oauwtu ABi pi3Hi cepii 3anuTiB [12].

3aronoBok HTTP mpomnonye nBa pi3HI cocoOM BKa3aTH, /€ 3aKIHUYETHCS 3aIHT:
3arosioBok Transfer-Encoding i 3aronoBok Content-Length. Ypa3nusicTs TpaHCTIOPTYBaHHS
HTTP-3anuTiB BUHHUKA€E, KOJIU 3TOBMUCHUK HAJICUJIA€ OOUBA 3aTr0JIOBKH B OJJHOMY 3aIlHTi.
[le mMoke mpu3BECTH JO TOro, IO 30BHINIHIM ab0 BHYTPIIIHINA cepBep HEMPaBUILHO
iHTeppeTye 3anuT yepe3 3oBmMucHuii HTTP-3anut (puc. 1.7) [12].

VYpaznuBOCTI TPaHCIIOPTYBAHHSI 3aITUTIB BUKOPUCTOBYIOTHCS KIOEP3IOUUHIISIMU JIJIS
00x0/1y 3aX0/l1B O€3MeKH, OTPUMaHHS TOCTYITY 10 KOH(DI1IEHUIHOI 1H(OopMaIlii Ta IPSIMOTo
CKOMITPOMETYBAaHHSI KOPUCTYBAYiB Pi3HUX MporpaM. Takok MOKHA BUKOPHUCTOBYBATH IO
Ypa3MBICTh JJIi BTOPUHHUX EKCIUIOMTIB, TakWUX $K 00Xiq OpaHamayepiB, YacTKOBE

OTPYEHHS Kelly Ta MibkcaToBui crieHapiit (XSS) [12].

Front-end server Back-end server HTTP
response

POST f HTTP/1.1 POST / HTTP/1.1
Host: Target.con Host: Target.con .

@ Content-Length: 56 Content-Length: 56 208 O
Transfer-Encoding: chunked Transfer-Encoding: chunked

Attacker GET /fadmin ,

HTTP/1.1 GET /fadmin HTTP/1.1

Blah: blah Blah: blah 382 found

Pucynok 1.7 — Peamizauis HTTP request smuggling
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7. DDoS (BimMoBa B 00OCITyroByBaHHIi) - II€ CIIOCIO aTaku Ha BeOmporpamy, IO
MOJIATA€E B IEPEBAHTAXKEHHI TPOrPaMu BETUKOIO KUIBKICTIO TpadiKy 3 pI3HUX JIKEPEII, TAKUX
gk OoTHeTH abo CKOMIpOMETOBaHi mpucTpoi. Lle Moxke mpu3BeCTH 10 TOrO, IO

BeOIporpamMa CTaHe HeJOCTYITHOIO JUIS JIETITUMHUX KopucTyBadiB (puc. 1.8) [10].

e

VICTIM

e

VICTIM

VICTIM

Pucynox 1.8 — Peamnizarnis DDoS araku

DDoS-araku MokHa YHUKHYTH 32 JJOTIOMOT OO TIPUCTPOIB MEPEHKEBOT OE3MEKH, TAKHX
SK OpaHIMayepw Ta CHCTEMHU 3amoOiraHHS BTOPTHEHHSM, SIKi MOXYTh BUSBIATH Ta
OmokyBatu miKiMBHA Tpadik. Kpim Toro, po3poOHMKKM BeOAOJATKIB MOXKYTh
cKopUcTaTHCs Mepexamu jaoctaBku koHTeHTy (CDN) Ta OanaHcyBaJlbHHMKaMU
HaBaHTAXXEHHSI JUIsl pO3MOJILTY TpadiKy MK JEKIJIbKOMa CEpBEpaMU 3 METOIO TTOM ’ SIKIIICHHSI
Haciakis DDoS-atak [10].

8. Ataka XML (XXE) - me ¢opma araku Ha BeOJOJATKH, IO BHKOPHUCTOBYE
BpasznuBocTi y mapcepax XML, mo BHKOpUCTOBYIOThCS Y n0AaTKy. Lle Moke m03BOMUTH
3IOBMUCHHUKY OTPUMAaTH JOCTYNl 110 KOH(DIAGHIIWHMX JaHuX abo BUKOHATHU

HECaHKI[IOHOBaHI Jii Ha cepBepi BeOmomatky (puc. 1.9) [10].
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XML PARSER

XXE

q

/etc/passwd 4

Pucynok 1.9 — Peanizanis XXE ataku

Yacro arakun XXE BKIIOYalOTH BIPOBAKEHHS CHEI[IAIbBHO CTBOPEHUX KOPHCHHUX
nanux XML, siki BAKOPHCTOBYIOTh MOXJIMBICTh CHHTAKCHYHOTO aHaii3aropa XML uuraTtu
30BHIIIHI cyTHOCTI. I{luM aTakam Mo)kHaA 3amoOIrTH, BUMKHYBIIM CHHTAKCUYHUN aHaIIi3
30BHIIIHIX 00’€KTIB a00 BUKOPUCTOBYIOUM 3axHIlleHI aHamizatopu XML, skl HalexHUM
YMHOM OYHIIAI0Th BXiaHi daHi [10].

9. ABrenTuikalis Ta aBTOpHU3aIlisi - IIeHTH(IKATOpP cecii Moke OyTH PO3KPUTHM
yepe3 URL-aapecy. [1aposnbs Moxke 0yt HezamudpoBaHuM. SKIo TaiM-ayT peanaizoBaHO
HENPaBWJIBHO, MOXJIMBE BHKpaJeHHs cecii. JlocTyn 10 HeaBTOPU30BaHUX pECYpCiB
MOJKJIMBHH, HAaBITh SKIIO iHTep(eiic KoprcTyBaya He po3kpuBae ix [3].

10. Tlpsimi mocunanHs Ha 00’ €KTH - Yepe3 MOoraHuil 1u3aitH a00 TOMIIIKY KOJTyBaHHS
mpsiMi TIOCWJIAHHS MOXYTh OyTH NOCTymHi njsi kiieHTiB. Hampukman, 3amutr GET Ha
download.php?file=secret.txt Moke 0O01fiTH aBTOpPW3alil0 Ta JIO3BOJUTU MpSME
3aBaHTAKEHHS 3axuuleHoro ¢aiuty. [HIIKMM nOpuKIagoM € npsiMe CKUJAHHS Mapois
aamMiHicTpaTopa [3].

11. Brute Force (ataka rpy0oO CHIJIOI) - II¢ aBTOMATHYHUN METOJ BraJyBaHHS
KOMO1HaIIii IMeH1 KOpUCTyBaya Ta MapoJis JJisi OTpPUMaHHS HECAHKIIIOHOBAHOTO JIOCTYITY J0
BeOIporpamMu. 310BMUCHUKH BUKOPUCTOBYIOTh MPOrPaMHI IHCTPYMEHTH, 1100 cripoOyBaTu

pi3HI KOMOIHAIlli IMEH KOPHUCTYBayiB 1 apoJiB, MMOKA HE OTpUMarOTh aoctyn (puc. 1.10)

[10].
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Pucynox 1.10 — Peanizariist ataku «I'py0oi cunu (Brute Force)»

[ITo6 ybe3neunTu cede BiJ atak rpy0oi cuiid, BeOA0JaTKU MOKYTh BIPOBAKYBaTH
cTpaTerii KOHTPOJIIO MBUAKOCTI Ta OJJOKYBaHHS 00JIIKOBHX 3amnuciB. KOHTPOIb MIBUIKOCTI
o0MexXye KUIBKICTh crpoO Bxoay 3 ojaHiei IP-anpecu, Toai sk OJOKyBaHHSI OOJIKOBOTO
3aMuCcy TUMYACOBO MPHU3YIUHSAE JOCTYI J0 OOJIIKOBOTO 3aIllMCy MICHs MEBHOI KUIBKOCTI
HeBIamx crpo0b Bxoay [10].

12. PO3KpUTTS JaHWUX - OJHHM 3 PHU3HKIB € BUTIK KOH(IISHIIMHUX JaHUX, SKI
MOXKYTb 30epiratucs y He3amuppoBaHOMY BUTJISL1 200 OyTH BIAKpUTUMU Y (aiinax cookie

yn URL-aapecax mia yac B3aeMOJli Mk KIIEHTOM Ta cepBepoM 0e3 Bukopuctanus HTTPS

3].

BucHoBkHm 3a po3aijiom 1

B mnepmiomy po3aini IUIUIOMHOI poOOTH Oysio MpOBEACHO aHali3 kiacudikaiii
BEeOEKCIUIONTIB, poui JavaScript y BeOpo3poOiti Ta kinacudikaiiii atak Ha BeOgogatku. [lia
yac JOCHiIpKeHHs OyJlo BUSABJICHO, IO Kiacuikaiisi BEOEKCIUIOWTIB J03BOJISIE
CHUCTEMAaTU3yBaTH Ta y3arajJbHUTHU PI3HOMAaHITHI THUIIM aTakK, CIPSIMOBAaHUX Ha BEOJ0/IaTKH,
0 BIJKPUBAE MOKIIUBOCTI JJIsl po3po0KH eeKTUBHUX METOMIB 3axucty. Pois JavaScript

y BeOpo3poO1i Oyna BH3HAYEHA SK KPUTHUYHA, OCKUIBKM I MOBa MpPOrpaMyBaHHS
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BUKOPUCTOBYETHCS JIJII CTBOPEHHS JIMHAMIYHOTO Ta I1HTEPAKTUBHOTO KOHTEHTY Ha
BeOcaiiTax, ajge BOAHOYAC MOKE CTaTh 00’ €KTOM aTak yepe3 CBOIO IIUPOKY MOMIMPEHICTh Ta
MOKJIMBICTh BUKOHAHHS Ha CTOPOHI KimieHTa. Kinacudikariis aTak Ha Be00/1aTKH BKa3ye Ha
PI3HOMAHITHICTh 3arpo3, M0 MOXYTh BHHHMKHYTH Yy 3B’SI3Ky 3 BHUKOPHCTAHHSIM
BeOTEXHOJIOT1H, Ta BUMAarae BIJIMIOBIJIHOTO yBard Ta 3axoJiB 3a0e3nedeHHs OC3MeKu IS
3anmo0iraHHs MOXJIMBUM HaciKaM TakMX aTak. Pe3ynbraTu aHajizy MepIioro po3aily
MIIKPECTIOITh BAXKJIUBICTh MOMAJBIIOTO BHUBYCHHS Ta PO3POOKH METOIIB 3aXUCTy

BeOI0IATKIB 3 ypaxXyBaHHSAM cHEIU(DIKK IXHBOI pO3POOKH Ta MOXKJIMBUX 3arpo3 Oe3merrl.
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PO3JILI 2

METO/IY AHAJII3Y BEBEKCILJIOMTIB HA OCHOBI JAVASCRIPT

2.1 3arajibHa KOHIIENIisi TA OCHOBHI NPUHUMIIU AHAJI3y BeOeKCIJIOMUTIB

3aranbpHa KOHIICTIIS aHai3y BEOEKCIUIOWTIB BKIIOYae B cede psija eTamiB Ta
PUHIIUITIB, SIKI BaXKJIMBO BPAXOBYBATH JUIsl €(EKTUBHOTO BUSIBIICHHS, BUBUCHHS Ta 3aXUCTY
BiJl IOTEHIIIHHUX 3arpo3. Po3riissHeMo i etaru OLTBI TeTaibHoO [7]:

1. BusBieHHS Bpa3auBOCTEN:

® aHaJI3 BUX1HOTO KOJTY: TOCIPKEHHS BUX1THOTO KOy B€O01aTKa JIJIsl BUSBJICHHS
MOXXJIUBUX Bpa3JIMBOCTEH, TaKUX SAK HEKOpPEKTHa OOpoOKa [aHWX, BUKOPHUCTAHHS
3actapinux 010710TeK ad0 Bpa3iIMBOCTEM, MOB’SI3aHUX 31 cHeUPIYHUMU (DYHKIISIMU MOB
porpamMmyBaHHS;

® ayauT OE3MEeKU: CUCTEMATUYHUI aHasi3 BeOJ01aTKa /ISl BUSIBJICHHS MOTEHIIIHHUX
Bpa3JIMBOCTEH, SKHM MOXE BKIIOYAaTH B ce0€ TECTyBaHHS BBEIACHHX IaHUX, aHaii3
CTPYKTYypH 0a3u JaHMX, IEPEBIPKY KOHGITypallii cepBepa Ta 1HIIIl aCTeKTH O€3MEKH.

2. Excrunyatariisi Bpa3inuBOCTEi:

® BHUKOPUCTAHHA TEXHIK aTaKW: BUKOPHUCTAHHS 3HAWJIEHUX BPa3IUBOCTEH MJis
BBEJICHHS IKIJJTMBOTO KOJYy, BUKpaJAcHHS KOH(DiAeHIIHHOI iHpopMallii abo oTpuMaHHS
HECAHKI[IOHOBAHOTO JIOCTYITY JI0 CHCTEMHU,;

® PETPOCNEKTHUBHUH aHaji3: OLIHKA e()eKTUBHOCTI aTaKH Ta i MOTEHI[IHHOTO BILIUBY
Ha BeO1oaTOK ab0 BeOcepBep.

3. AHai3 BIANOBII Ha aTaKy:

® MOHITOPUHI CHCTEMH: BIJCTEKEHHS Ta aHajl3 peakilii CUCTEMU Ha aTaky,
BKJIIOUYAIOYH TEPEBIPKY JKYpHAJIB MOJIN, BUSBICHHS CPOO HECAHKI[IOHOBAHOTO JOCTYITY
Ta 1HII 1HAUKATOPU KOMIPOMETAIlii;

® BHUBYECHHS METOJIB aTaku: pO3yMIHHA Ta BHUBUYEHHI METOMAIB, SKI
BUKOPUCTOBYBAJINMCS B arakax, HJs pO3poOKM e(PEeKTUBHHX 3aXUCHUX CTpaTerii y

MaliOyTHHOMY.
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4. TlonepemkeHHs Ta 3axuCT [7]:

® BIPOBA/HKCHHS IMAaTUIB Ta OHOBJICHB: BUIIPABIICHHS BUSBICHUX BPA3JIHBOCTEH
yepe3 BIPOBAIKEHHS MaTyiB Ta OHOBJIEHb MPOTPAMHOT0 3a0€3MeUeHHS;

e KOHGIryparliiiHi 3MiHU: HaJAIITYBaHHs KOHQIryparii cepBepa Ta BeOg01aTKa s
3MEHILEHHS PU3HKIB O€3MEKH;

® BHUKOPUCTAHHA  JIOJATKOBUX  3aXMCHUX  MEXaHI3MiB: BCTAaHOBJICHHS  Ta
HaJallITyBaHHsS JOJAaTKOBUX 3aXMCHUX MEXaHI3MiB, Takux $K (HaepBOIM, CHCTEMH
BusiBiieHHS BToprHeHb (IDS/IPS) Ta cuctemu xonTposto 6e3mnexu Bmicty (CSP).

3arayibHa KOHIIEMIIISI aHai3y BEOEKCIUIONTIB MOJSATaE B TMOEAHAHHI PETEIHHOTO
peaKIlii CHCTeMH Ha aTaKy Ta po3poOKHU 3aXO0/1B ISl MOMEPE/PKEHHS] MallOyTHIX 1HIIUACHTIB
Ta 3aXUCTY B1J HUX.

JocnimkeHHs: BeOSKCIUIOWTIB MOXKHA pealli3yBaTh 3a JOMOMOIOK CTaTUYHOTO Ta
IUHAMIYHOT'O aHaI131B.

CratuyHuil aHami3 - e IPOoLeC OIIHKU BUXIJHOTO KOJYy JI0 HOro BUKOHAHHSA (pHC.
2.1). Y MoBax mporpamyBaHHS, II0 KOMITITIOIOTECS, TAKUH aHali3 MOXKE BHUKOHYBATHCS
oes3rnocepeHb0 KommuisitopoM. [Ipore, y MOBax 3 JUHAMIYHOIO I1HTEPIIPETAIEIO, SIK,
Harnpukiaz, JavaScript, IHCTpyMEHTH CTaTMYHOTO aHaji3y MOTPIOHO HAJIAIITOBYBATH ISt

OILIIHKH KOJTy 3a IMeBHMH yac J10 ioro BukoHaHHs [13].

Local Production
Environment Environment
Static analysis can be run Static analysis can be run
on your local environment on your continuous
before a code review integration environment

before or I:.il.ll‘il"lg the code
review process

Pucynok 2.1 — Crarnunuii anami3
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CraTtuyHi aHAI3aTOPU BUKOHYIOThH TITMOOKHI aHaji3 BaIIoro Koy, MepeTBOPIOIYH
HOTO y CTPYKTYPY, BIIOMY SIK a0CTpaKkTHE CHHTaKCUYHE AepeBo. L{g cTpykTypa momaerses
Ha TIEPEBIPKY BIAMOBIIHO 10 HAOOpy MpaBWJI, BCTAHOBJICHMX CaMHUM aHami3atopom. B
OUTHIIOCTI BUIMAIKIB CTaTUYHI aHANI3aTOPH TaKOX JIO3BOJIAIOTH  PO3POOHHKAM
BCTAHOBJIIOBATH BJIACHI MpaBuia, ajie 1€ MOXKE 3aJIeKaTU Bl KOHKPETHOTO 1HCTPYMEHTY
[14].

3a3BUuail CTATUYHUHN aHATi3 BUKOPUCTOBYETHCS ISl HACTYITHUX Iiyielt [14]:

e 3a0e3ne4eHHs MOCIIJOBHOTO CTHIIIO Ta JOpMaTyBaHHS KOJY;

® BUSBJICHHS TUMOBUX Ta MOTCHIIHHUX MTOMUJIOK;

® OOMEXKEHHSI CKJIQJTHOCTI KOJY;

® [EepeBipKa y3ro>KEHOCTI TUIIIB IaHUX;

e MIHIMI3allisl pU3HKIB O€3MEKH;

® IMIATPUMKA aKTYaJbHOCTI 3aJI€KHOCTEHN BiJl CTOPOHHIX 010T10TEK.

[Ipy BIpoBa/PKEHHI CTAaTUYHOTO aHaNi3y B poOOYMIl Mpolec KOMaHja 3a3BUYail
BCTAHOBIIIOE Ta HAJIAIITOBY€E HEOOX1IHI AKETH, a MOTIM aBTOMAaTHUYHO 3allyCKae aHali3 Ha
CBOEMY cepBepi Oe3repepBHOi 1HTErpallii, mepil HiXK KOoA OyJe po3ropHyTO y poOodoMy
cepenowui [13].

Kpim Toro, sKmio BCi 4J€HH KOMaHIU HE 3000B’sA3alUCSi BUKOPUCTOBYBATH
CTATUYHHM aHaJi3, MO’)KHA BCTAHOBUTH 111 IHCTPYMEHTH y CBOEMY JIOKATBHOMY CEPEIOBHUIIT
Ta 3aIyCTHTH iX JOKAJIBHO TIepe/I BiIPaBKOIO KOy Ha mepeBipky [13].

Sk po3poOHUKHN TIPOrPaMHOTO 3a0e3MEeUeHHs, MU MaEMO 0araTo 1HCTPYMEHTIB, Kl
JIOTIOMAararoTh MIJBUIIUTH SIKICTh KOJY, BKIIIOUAIOYM MOMAYJIbHI Ta IHTETpalliiiHi TEeCTH,
MEepPEBIPKU KOy, PYUHY MEPEBIPKY SKOCTI Ta CTaTUYHUM aHami3. YCi i 1HCTPYMEHTH
KOPDHUCHI, ayie¢ OUIBIIICTh 3 HHUX MOTpeOye pY4YHOrOo BBEJEHHS BiJ PO3pOOHHKA YU
TecTyBalbHUKA. CTaTUYHHN aHai3 € BUHATKOM [13].

OcCKiIbKM CTaTUYHUN aHalli3 MOXHA IIOBHICTIO aBTOMAaTU3yBaTH, II€¢ OJWH 13
HaWKpaIumx croco0iB MOKPAIIUTHU SKICTh KOAy JavaScript, 32011 KyI0Yl 4ac po3poOHUKa
[13].

He3anexxno Big TOro, Koiau 1 Sk BiAOyBaeThCs CTAaTUYHUN aHami3, HMOro mera

3QJIMIIAETBCS  TOCTIMHOK: JlomoMaratd 3pOOMTH KOJ OUIbII  Y3TO/KEHUM, JIerIiie
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oOCIyroByBaTH Ta TMPABWIBHMM. XO4Ya BiH HE 3aMIHIOE aBTOMATH30BaHE UM PYy4YHE
TECTyBaHHS, CTAaTUYHUN aHaMi3 MOXXE BHSBISATH TOMUJIKH, SKI MOXYTh 3aJUIIUTHCS
HETIOMIYCHUMH 1HIIUMU IHCTpYMEHTaMHU 3a0e3medueHHs skocTi [14].

CratnuHi aHami3aTOpu KOIYy MOXYTh CKaHYyBaTH BCIO KOJOBY 0a3y Ha MpeaMeT
MIOMUJIOK Y BBEJICHHI, BUBEJCHHI a00 oO0poOIli JaHWX, TOAl SK JWHAMIYHI aHali3aTOPH
NEPEBIPSAIOTh JIMIIE Ty YACTUHY KOHY, sIKa BUKOHYETBHCS ]| Yac BUKOHAHHS MPOTPaAMHU.
[lepeBara qUHAMIYHOTO aHAJI3y MOJSTA€ y TOMY, IO BiH JOTIOMAara€ BUSBUTH BPa3JIUBOCTI
abo 3arposu, siki MOXKYTh OyTH HAATO CKJIQJHUMH JUIsI CTATUYHOTO aHali3y, HalmpHUKIal,
BHUTOKH TTaM’sITi, IOCHJIAHHS Ha HYJIbOBHI BKa3iBHUK a00 Ipo0JIeMu 3 mapanenbHicTio [15].

JluHaMIYyHUHM aHaji3 KONy OLIHIOE MOBEAIHKY 3aIlylI€HOI IPOrpaMH, CIPSIMOBAHHIMA
Ha BUSIBJICHHS MOKJIMBUX PU3UKIB Ta MOMUJIOK y mporpami. Lleit MeTo BUKOPUCTOBYEThCS
JUTSI TIOIITYKY Ta BUIIPABJICHHS MOMUJIOK, BUSBIICHHS BY3bKHX MICIlh Y MPOAYKTHBHOCTI 200
BUSBJICHHS Ipo0Jiem Oe3mneku [15].

OcHOBHA MeTa AMHAMIYHOTO aHAJI3y MOJISTAa€ y BUSBICHHI MOTEHIIHHUX TOMUJIOK
a00 3arpo3 Oesrell Ha paHHINA cTajli BAKOHAHHS KOy, 00 iX MO>kHa OyJI0 BUIIPABUTHU 10
BIPOBAHKEHHS MPOAYKTY Y BUPOOHUIITBO. HamaromkeHHs ux MOMIIIOK Ta 3arpo3 Iie 10
penizy JomnoMara€e yHUKHYTH MOXJIMBHX TpoOJjeM, TakuX SIK MaaiHHsA Oi13HeCy, BTpara
rpoieit abo kiienTis [15].

["omoBHA BIIMIHHICTD MK CTaTHYHHMM 1 TMHAMIYHUM aHAJIi30M KOy TOJIATa€E y Jaci
ix BukoHaHHA. CTaTMYHWN aHaI3 KOJYy IMPOBOJIUTHCS TEpei 3alyCKOM KOMY, TOMl 5K
JTUHAMIYHUIN aHaji3 BIIOyBa€eThCs MijJ Yac oro BUKOHAHHS. OKpiM IIbOTO, ICHYIOTH 1HIIII
PI3HHUIII MiX [IMMH JBOMA Mmiaxoaamu [15].

CkaHepu Bpa3nuBOCTEM BeOJOAATKIB, 1€ aBTOMATH30BaHI MpPOrpamHi 3aco0M, sKi
MPOBOAATH aHaji3 BeOJOJATKIB, 3a3BUYail 330BHI, 3 METOI BHSIBICHHS MOTCHIIIHHUX
npoOsemM Oe3neKku, TakuX sK MiDKcalToBuil creHapi, SQL-1H’ekuis, BIPOBaJKEHHS
KOMaH/J, 00X1 NUIIXy Ta He3axullieHa KoHdirypariis cepepa. L{i iHCTpyMeHTH YacTo
BIJIOMI SIK IHCTPYMEHTH JNUHAMIYHOTO TecTyBaHHs Oe3neku nomatrkiB (DAST). Ha punky
MPEACTABICHO 3HAYHY KUIBKICTh KOMEPUIMHUX 1 BIIKPUTUX CKAHEPIB, KOKEH 3 SIKMX Ma€e

cBoi mepeBarn Ta Hemomiku. Jlms omiHkM  edekTUBHOCTI 1HCTpyMeHTiB DAST
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pexomeHnyeTbes 3BepHyTUC 10 mpoekty OWASP Benchmark, sikuit HaykoBO OIliHIOE
NPOJYKTUBHICTH PI3HUX THITIB CKaHEPiB BpasiauBocTe, Bkiodaroun DAST [16].
Hapeneno mnepenik 1HCTPYMEHTIB, SIKi MOKHa BUKOPHUCTOBYBAaTH ISl 1HTErparlii
AMHAMIYHOTO aHaji3y Koay y TmporpamHe 3a0esmedyeHHs. Lli iHCTpymMeHTH €
YHIBEpCATbHUMH 1 MITXOAATH ISl OyIb-IKOTO CTEKY TEXHOJIOTIH Y MOBH MPOTPaMyBaHHSI.
CxoBuile 3 BIAKPUTHM BHUXIJIHUM KOJOM MICTUTh CIIMCOK TaKUX IHCTPYMEHTIB, K1 BU

MOJKETEe PO3TJISIHYTH Ta BUHOPATH 3aJIC)KHO BiJ| BAIIOl MOTOYHOI moTpedu [15].

2.1.1 IHCTPYMEHTH CTATHYHOI'0 AHAJi3y BeOCTOPiHKHI

HaiinommpeHimmMMe iHCTpyMEHTaMH| Il CTAaTUYHOTO aHami3y € [17, 20]:

DeepSource € oaHUM 3 HaMKpalMX 1HCTPYMEHTIB CTaTUYHOrO aHali3y Koay. BiH
BUsiBiIsie moHan 170 mpoOsiem, MOB’S3aHUX 3 AKICTIO KOy, TaKUX SK TOMUJIKA
IPOAYKTUBHOCTI, NMpo0iemMu Oe3neku Ta aHTunarepHu. DeepSource miaATpuMye NpOEKTH
Java na Gradle, a He3abapom Takox OyJe miaTpumyBaTu Maven ta Android.

Checkstyle - e iHCTpYyMEHT CTaTHYHOTO aHATi3y MPOTrPAMHOTO KOy, TPU3HAYCHHHA
JUTSI KOHTPOJTIO Ta 3a0€3Ne4YeHHs] BIANOBIAHOCTI CTaHAApTaM HallMCaHHs Koy. BiH BusiBisie
MOPYIICHHS! BCTAHOBJICHUX TIPAaBWJI, HaJla€ PEKOMEHAIl] 3 1X YCYHEHHSI Ta aBTOMaTUYHO
BIIPOBAJKY€ BUMpaBIICHHs Ta niepedopmaryBanns koay. Checkstyle nerko iHTerpyerbes 3
MOMYJISIPHUMU cepeloBUILIaMU po3poOku, Takumu sik Eclipse, IntelliJ IDEA ta NetBeans.

MobSF Bigomuii sik Mobile Security Framework (MobSF), € aBromarnzoBanum
YHIBEpCAIbHUM MOOUIBHUM JOJAaTKOM JUIsl TIepeTEeCTyBaHHS Oe3MeKu Ta aHajizy
3JI0BMHUCHOT'O TIporpaMHoro 3ade3nedeHHs. MobSF miarpumye pizHi popmatn MOOUITBHUX
JOJIaTKIB Ta apXiBiB, IO J03BOJISIE MPOBOJUTH SK CTaTHYHHM, TaK 1 JUHAMIYHMN aHaTI3
nporpam (puc. 2.2) [15].

JlogaToK MPOBOAWTH CTATHYHMI aHam3 goxatkiB Ha 0a3i OC Android uum IOS.

Jlo3Boutsie nocmiauTu 0e3neKy 10AaTKa, 0 CKAaHYEThCS Ta POMOHYE METOIU TTOKPAIIICHHS.
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Pucynoxk 2.2 — CkanyBanHs 3a gornoMororo MobSF

Lle iHCTpyMEHT, sIKHii MiATPUMY€E pPi3HI MOBU MpOrpaMyBaHHS, Taki sk Java, Ruby,
Python, JavaScript 1 PHP. MoxHa 3anyctutu HOro B OJHIN KOMaH]II 4epe3 KOMaHIHUN
psanok 3a gonomororo CLI CodeClimate.

Code laser Takox € TPOCKTOM 3 BIIKPUTHUM BUXITHUM KOJOM, KU MICTUTH HaOip
CHeliaJbHuX TpaBWi JJIA CTaTUYHOTO aHalidy KoJay B MpoekTax angular typescript.
CratuuHuii aHani3 KOy MOKHAa BHUKOHYBaTH Ha BeOcTopiHkax, NativeScript, lonic Ta
IHIIMX MIaTdopmax.

Crawljax - me BigKpuTHUH IHCTpYMEHT Java, SIKHHi BHUKOPHUCTOBYETHCS IS
ABTOMAaTUYHOTO CKaHyBaHHS 1 TECTyBaHHs BeOJonaTKiB. BiH BHUKOpPHUCTOBYE MeEXaHI3M
JUHAMIYHOTO PEUTHMHTY Ha OCHOBI MOAIN Ajax st JOCHIKEHHS (PEHMBOPKIB, IO
0a3yroTbesa Ha JavaScript. Lleil iHCTpyMEHT aBTOMAaTHYHO CTBOPIOE Jlarpamy NEpexXoiiB
ctany DOM Ha OCHOBI MOfii, MO J03BOJISIE aBTOMATU3yBaTH Oarato BeOIOCIHIKEHD 1
TECTyBaHb.

ESLint - me iHcTpyMeHT 151 BU3HaYeHHS madioHiB y kojai ECMAScript/Javascript 1
reHeparlii 3BiTiB PO HUX, KU Ma€ BIAKPUTUN BUX1IHUN KOJ. BiH MOBHICTIO IHTETPYETHCS
3 yciMa mpaBujaMu 1 3a0e3neuye BUCOKY THYUKICTh B HanamtyBaHH1. He3paxkarouu Ha Te,

10 Y HHOTO € PEKOMEHIAIli1 /ISl TOYaTKOBOT'O BUKOPUCTAHHS, TIPaBUJIa MOKHA IMHAMIYHO
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3aBaHTaXyBaTH B Oyab-skuii MoMmeHT. ESLint peanizoBanuii Ha Node.js, 1o 3abe3neuye
JIETKY YCTaHOBKY 4epe3 npm.

Esprima - ne cranmaptHuii nmapcep JavaScript 3 BHCOKOIO MPOAYKTUBHICTIO, SKHIA
3a0e3neyye MOBHE CHHTAKCHUYHE JepeBo. Lle m03Bojsie 3acTOCOBYBaTH pi3HI CTaTHYHI
aHaJi3u JJI1 PO3YMIHHS KOy, Taki sSIK Bi3yali3allisi CHHTaKCHCY, TEpeBipKa Koay Ta
penaryBaHHs 3 aBTOMaTUYHUM 3aBEPIICHHSIM.

Flow - me iHCTpyMeHT 3 BiIKpHTUM BHXITHHM KoIoM, po3poOienuii Facebook,
NpU3HAYEHUH JIJIs1 KEPYBAHHS TECTAMM, IEPEBIPKU CTATUYHOTO CTHIIIO Ta MOIIYKY ITOMUJIIOK
B kojii JavaScript. Flow BUKOpUCTOBY€e cTaTH4HY THIIi3aIlito JavaScript sl MOKpameHHs
€()EeKTUBHOCTI Ta y3rOJ>KEHOCTI HOBOI'O KOJY.

JavaScript Lint - me iHCTpyMeHT sl mepeBipku komay JavaScript 3 BigKpUTUM
BUXIIHUM KOJIOM, SKWW 30CEpeIKCHUN Ha CMHTaKkCMYHUX mpaBuiax JSLint. Bin Hanae
CYBOPY CTPYKTYPY JUIsl IEPEBIPKU CUHTAKcUCY JavaScript 1 Hajiae mopaau m0/10 MiT03P1IIHX
TH.

Jscent - e ckanep, sikuii po3mizHae "3anaxu" Koy, ToOTO MOTEHU1HHI TPOOIeMHU, K1
MO>KyTh BUHMKHYTH B IIporpami. Foro 3BitTu MicTsTh feTanbHuil omuc Beix "3amaxis" Koxy,
110 MOJIETHIYE iX aHai3 1 BUIIPABJICHHS.

JSDeodorant - 1ie iHCTpyMeHT Ui OLHKK Koay JavaScript 3 BiIKPUTHM BHXITHUM
KOJIOM, SIKWW BU3HAYA€E CTPYKTYPH KJIaciB cuMyisilii JavaScript i nomyJisspHAX pOMaHiB,
6sioriB 1 TeHneHii. Bin 6asyerbces Ha gepeBi AST Closure Compiler 1 BAKOPUCTOBYE aHalli3
MOTOKY JTaHUX.

JSHint € BigkputuM QppeiiMBOpKOM JJ1s1 TEpeBIpKH Koy JavaScript Ta BpoBa yKEeHHS
KOJIyBaJIbHUX CTaHJIapTIB JJIs1 KOMaHAu po3poOHuKiB. [Tpoekt Jlyrnaca Kpokdopaa MmoxHa
aHai3yBaTH OHJIalH Ha BeOcanTi JSHint.

JSLint € mnatdopmor0 3 BIAKPUTUM BHUXIJHUM KOJOM, SIKA BUSIBIISIE MOMMIIKH Yy
JavaScript. Ile 6e3kOImMTOBHUI THCTPYMEHT JIsl TIOKPAIEHHS MPOIYKTUBHOCTI BUXITHOTO
kony. OHnaiiH-aHani3 Koy JavaScript noctynuuii Ha BeOcaiTi JSLint.

JSPrime - me mardopma s mepeBipKM CTATHYHUX YpasjiuBocTed y koni JS.
[ncTpymenT, 3acHoBaHuii Ha nomyssipHomy mapcepi ECMAScript Big EsprimA, € myxe

KOMIIAKTHHM Ta JICTKUM Y BI/IKOpI/ICTaHHi.
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NoOCuoUS - 11e IHCTpyMEHT ISl Ieperisay ctatuaHoro koxay JavaScript i TypeScript.

PHP CodeSniffer - me cepis ckpunriB s PHP, ski momomararoTh BHSBISATH
nopyuieHHs koxyBanbHUX ctranaaptiB 'y PHP, JavaScript 1 CSS. PHP CodeSniffer e

BaXJIMBUM 1HCTPYMEHTOM IMPOTPpaMyBaHHs, IKU 3a0e3meuye 6e3neKy Ta CyMiCHICTb KOTY.

2.1.2 IHCTPYMEHTH JUHAMIYHOT0 aHATi3y BeOCTOPIHKH

HaiinompeHinmmMy iHCTpyMEHTaMH [T JUHAMIYHOTO aHami3y € [15]:

ABTOMaTH30BaHe TECTYBaHHS Ta TECTyBaHHs MPOJYKTUBHOCTI Smartbear, BiqoMme sk
"Po3yMHuii BeaMiap", TPOMOHY€E MIUPOKHUA HAOlp 1HCTPYMEHTIB, Takux sk Test Complete,
BitBar, Load Ninja Ta Cucumber, siki JOMOMOXYTb 3a0€3MEUYUTH BUCOKY SIKICTb
nporpaMHoro 3abesneueHHs. [{i 1HCTpyMEHTH rapaHTyioTh, [0 IporpaMa GyHKI[IOHAIbHA
ta Oe3nevna (puc. 2.3) [15].

Jlane mporpaMHe 3a0€3MEUeHHs JT03BOJISIE MPOBOJAWTH CKaHYBaHHS Ha HAasBHICTh
takux atak gk XSS, HTTP Method Fuzzing, SQL Injection, XPath Injection, Invalid Types
tomo. [licis ckanyBaHHS MporpamMa HaJiae 3BiT, J€ BKa3aHi BC1 HEJOJIKH Ta MPOIMO3HIIii, SKi

JO3BOJISITh MOKPALIUTHU O€3MeKy BeOJ0IaTKY.

Security Test 1 (Security Test Suite 1 -> http://readyapi.smartbear.com TestCase)

P 00:05:40 Setup Transaction Log = Compare | History

Summary

Status: Fail

v GET (9 scans)

Scanned: 298 responses
Alerts: 298

® Boundary Scan Response Assertions: 1

% Cross Site Scripting Response Assertions: 2

¥ Fuzzing Scan Response Assertions: 1

Wiew Summary Repart

¥ HTTP Method Fuzzing Response Assertions: 2

@ Invalid Types Response Assertions: 1

" 50l Injection Response Assertions: 1
E Sensitive Files Exposure

Response Assertions: 1

£ Weak Authentication Response Assertions: 2

2L 2N 2N 2NE 2NE 2N 2N 2R

ava,

T KPath Injection Response Assertions: 1

<+ Add Scan

Pucynok 2.3 — CkanyBaHHs 3a gonomororo SmartBear
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[HcTpymeHT gcov, sikuii MoxxHa BukopucTtoByBaTH 3 GCC, momomarae mepeBipUTH
MOKPUTTS KOJY Ballloi MpOrpamMu. gCOV CTBOPIOE (hailil KypHaly, sSIKHH MOKa3ye, CKIIbKH
pa3iB KOXKEH PSAOK BUX1IHOTO (aitiry O0yJio BUKOHAHO, 1110 IOTIOMarae BU3HAYUTH 00J1acTi
KOJ1Y, sIK1 MOTpeOyIoTh onTuMmizarii [15].

Code Pulse - 11e 6e3k0IITOBHMIA IHCTPYMEHT JJIs IEPEBIPKU KOy B peaibHOMY Yaci,
AKUW aBTOMATUYHO BUSBJIsiE 1H(HOPMAIIiIO PO MOKPUTTS MiJT Yac npoBeneHHs TectiB. Code
Pulse Hamae BizyanpHy iH(pOpPMAIIiIO PO OXOIICHHS, 00 JIETKO 3PO3yMITH, SIKI YaCTHHH
nporpamu Oyiu oxoruieHi [15].

[Iporpama nokasye, sk KoJ BeOI0IATKY, III0 CKAHYETHCS B PEXKHUMI PEaTbHOTO Yacy
MPOTUCTOITh TECTYBAHHIO Ha MPOHUKHEHHs. CKaHep MO/LIsA€ KO Ha YaCTUHU 1 BKa3ye, SIKi

3 HUX OXOIUIEHI, a K1 Hi (puc. 2.4).

Projects ® WebGoat-7.1.war Code Pulse CodeDy

Version 2.6.0

created on  10/16/18 12:08 PM

E= Trace  Methods Coverage W Al Activity (o]

@ Qasses v 8| 9% : ‘ spplication  |controller

1 W overlaps

B org.owasp.webgoat
v <self>
+ _application

« .controller
+ lessons.
v <self>
+ .admin
+ .model
I plugin
+ .plugins
' _service
~ servlets
' .session
 util

O JARs

[ 18Ps

Enlightn - 1ie ckanep ypaznuBocreit, npuzHaueHwuii jyis mporpam Laravel PHP, sikuit

MOEAHYE Pi13HI METOAM aHaJI3y i BUSBJICHHS Bpa3iauBocTed. Enlightn ckanye Bamn kon

1896 9%
20 30%
17 23%
12 1%
264 29%

22%
25%
59%

R SRS SR SR SR SRS L

Recordings @

+ Start a Recording

W

Pucynok 2.4 — CxanyBanns 3a gornomoroto Code Pulse
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nporpamu Laravel Ta Hamae pekoMeHaIlii mo0 MOKpameHHs TPOyKTUBHOCTI Ta O€3MeKH,
JOMOMAararo4y BUSBUTH MTPOOJIEMH Ha paHHiX eTarax [15].

Enlightn npexncraBnennii sik nogarok y xomanaHii ctpomi. [Iporpama npoBoauTh
NEPEeBIPKH HAa HAABHICTh PI3HUX BPA3IMBOCTEH Ta JOMOMDKHUX CEpBICIB, AKI MOXKeE

BUKOPUCTOBYBATH BE0J0JATOK, 1110 CKaHyeThCs (puc. 2.5).

php artisan enlightn

Please wait while Enlightn scans your code base...

Check 1/128: Your application uses a CDN to serve assets. Passed

Check 2/128: Constructor injection is not used in non-lazy loaded commands. Passed

Pucynok 2.5 — CxanyBanHs 3a gonomorotro Enlightn

IROH.JS Bigomwuii sx Iroh, Hagae MOXIIMBICTH BIJCTEXKYBaTH, MEPEXOILIIOBATH Ta
MaHINyJIIOBAaTH JAHUMH Yy BallloMy KOJIi M1l 4ac WOro BUKOHAHHS. Bu MoxeTe 3MiHIOBaTH
THITH, TTApaMETPH, 3HAUCHHS Ta 1HII aCIIEKTH KOIY, IO J03BOJISIE BaM 3/1HCHIOBATH O1JIBIII
rTMOOKUH aHaJIi3 Ta ONTHUMI3AIliI0 BAIIOTO MPOrpaMHOro 3adbe3neueHus [15].

Valgrind sik ocHOBa Uisi CTBOPEHHS IHIIKMX IHCTPYMEHTIB JAMHAMIYHOTO aHami3y,
JI03BOJISIE BUSIBIISITU TIOMIUIKM KEpPYBaHHS MaM STTIO Ta MOTOKaMHU, a TAaKOX JETalIbHO
npodintoBaTu mporpamu. Valgrind Hajiae MOXIIMBICTh CTBOPEHHSI HOBUX 1HCTPYMEHTIB, 1110
JOTIOMArarTh 3a0€3MEUYUTH BUCOKY SKICTh BaIllOro mporpaMHoro koay [15].

Ckanep nonomarae BUSIBUTH IIOMUJIKH Y KOJ1, IO TECTYEThCS. [ 0I0BHOIO PYHKIII€IO
JTAHOTO CKaHepa - 11e poOoTa 3 1am’sSITTIO, a caMme, SIK TOAUISIEThCS TTaM’ATh, Ha CKUIBKY BOHA

BUKOPUCTOBYETHCS TOIIO (puC. 2.6).
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Jeallgrind.out. 3382 [.ftest-hashes] - KCachegrind

FEile View Go Settings Help

O~ O' ) v@c—}o’g |'_In5tructicmFetch |-
x

|| main

search: | | ' Source Flle |v

Self |Source File F
W37.99 mbasic_string.h

7.20 mistl_tree h

5.95 mallocator.h

5.25 mlunknown)

5.24 mlexical_cast.hpp [E

'Iypes |gallers Igll Callers |Sgurce |Ca|lee Map l

4.81 mchar_traits .h

Function
1 mmain
EmSS5.86 0.00 4 mmeasure_time

W 3624 0.06 1 wifill_map test
N 2554 009 1 wfind_map test
1 2100 0.06 1 wfil_hmap test
1 13.08 0.09 1 wfind_hmap test
2.28 0.00 1m_tcf 3 test
1.81 0.00 1w tef 2 test
1.41 0.12 396 480 m_ gnu_cxx::hash<std::st... test
0.00 0.00 1 m_GLOBAL_|__Z12measu... test [121.009% |M136.24 % 13.08 %
0.00 0.00 1 m_ static_initialization_and... test

[CJ10.33%

10.07 % 105
_r 3
[+] 41+

. | «[»)|| | CallerMap | Call Graph | Callees |A1I Callees |Assemgler ‘

callgrind.out.3382 [1] - Total Instruction Fetch Cost: 3 824 256 245

Pucynox 2.6 — CkanyBanss 3a gornomororo Valgrind

CHAP Bigomuii six Chap, aHamizye OCHOBHI (aillin BalIoro Kojay Ha HAasBHICTb
BUTOKIB TaM’ATi Ta iHII Tipo6siemu. el iHTepakTUBHUM 1THCTPYMEHT JI0TIOMarae BUSIBUTH
Ta BUMPABUTH MPOOJIEMH OE3MEKH IIIe 10 TOTO, SIK BOHH CTaHYTh KpUTHIHUMHE [15].

Wasabi cripsimoBanuii Ha 1uHaMiuHU aHani3 WebAssembly, 3a0e3nedye npoctuii y
kopuctyBanHi APl nns peamizamii cknagHux anamiziB. Wasabi 0a3yeThcst Ha OiHapHOMY
IHCTPYMEHTYBaHHI, 110 JO03BOJIIE KOHTPOJIIOBATH MOBENIHKY HHU3bKOPIBHEBOTO KOOy Y
BAIlIOMY MPOrpamMHOMY 3abe3neucHHi [15].

HCL AppScan Standard € iHCTpyMEHTOM JIWHAMIYHOTO TECTYBaHHS O€3IEKH
JIOJATKIB, MPU3HAYEHUM [UIsI EKCHepTiB 3 Oe3MeKu Ta TecTyBalbHHKIB. AppScan
aBTOMATUYHO CKaHy€ MporpaMy Ha HasBHICTb BPa3JIMBOCTEH Ta MPOMOHYE PIIICHHS IS 1X

BunpasieHns (puc. 2.7) [15].
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Scan Configuration - O ®

EXPLORE Scan Expert (7)
URL and Servers
Login Management
Environment Definition

Scan Expert explores application and network behavior, and recommends configuration changes to optimize scanning

Limit evaluation length t v
i i mit evaluation length to: | Both Pages and Minutes
Explore Options Pages
Parameters and Cookies
2 Minutes
At Fom e
Errar Pages After Evaluation: @ Prompt me with recommendations

Multi-Step Operations

(0) Make auto-enabled changes only, and start the scan automatically
Content-Based Results

CONNECTION Modules ()
Commurniication and Proxy
HTTP Authentication Include the selected modules in Sean Expert’s Evaluation - & | @
Sd Party Aesthertalion Server Authentication y
WEST Proxy Server
Test Palicy Client-Side Certificate
Test Optimization Missing Recorded Login
Test Options Detect Session IDs
Privilege Escalation Unfilled Forms
Malware Detect Untested Servers
GENERAL Communication Timeout
— Number of Threads

Detect Error Pages
Case Sensitive Path
Suspicious URL
Logout Link missing
Depth Limit

= .

Advanced Configuration
General Tasks

[# Bxport as Template

¥ Load Template
{8 Revert to Saved

Help Cancel

Pucynok 2.7 — CxanyBanns 3a noromoroto HCL AppScan Standard

2.1.3 IncTpyMEHTH, SIKi BUKOPUCTOBYIOTHCS /ISl HVILOBUX THIIIB aTaK

OxpiM AaHUX THCTPYMEHTIB JIJISi CTATUYHOTO Ta JUHAMIYHOTO aHAJI3y € CIelialibHI
THCTPYMEHTH JUIS aHa13y Bpa3IMBOCTEH 0 MOMMUPEHUX aTaK Ha BEOIOIaTKH.

Acunetix Vulnerability Scanner - e KOMIJICKCHHIA 1 aBTOMAaTH30BaHUN 1HCTPYMEHT
JUTS BUSIBIICHHSI BPA3JIMBOCTEH B MporpamMHOMY 3abe3neueHHi. BiH BUKOpHUCTOBYE METOAM
ananizy Black-Box 1 Gray-Box mist BUsiBeHHsI pi3HOMaHITHHX MTPOOJeM OE3MEeKH Ta MOXKeE
OyTH pO3rOpHYTHI SIK B XMapi, TaK 1 Ha CTOPOH1 KiIi€eHTa. Acunetix 37aTHUN 11eHTU(]IKyBaTH
1 MOBIIOMJISITU MPO PI3HOMAHITHI BPa3JIMBOCTI B MporpamMax, 1o noOyAoBaHl Ha PI3HUX
miatdopMmax, takux sk WordPress, PHP, ASP.NET, Java Framework, Ruby on Rails Ta
a1 [18].

[HCTpyMEHT Ma€ UPOKUI HaO1p MOKIIMBOCTEH SIK JUIsl aBTOMATHU30BAHOT0, TaK 1 JJIsI
PYYHOTO TECTYBaHHS, 110 JO3BOJISIE OIIHUTH Ta YCYHYTH BUSBJICHI MPOOJieMU OE3MeKu.
Cuctema Acunetix po3paxoBaHa Ha poOOTy 3 Oararbma KOpHCTyBadaMu 1 3abesreuye
JOCTYI JIMIIIE IO HEOOXITHUX PECypCiB, MO CHpUsiE KOMAHIHIA THYYKOCTI Ta MIABHUIILYE

npOaAyKTUBHICTH (puc. 2.8) [18].
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@ Scan B cenoraw repont ~ W v eport +

Activity
Acunetix Threat Level 3
oxploi these vinerabiliies and compromise the backend database andjor deface your mevsit
s

Scan Duration Requests Average Response Time Locations

3m 55s 28,967 48ms 91

Target Information

Latest Alerts

% Discovered Hosts (7)

£ Crosssite ting Mar 1,2020, 12:38:12 AM
£ Possible internal IP address disclosure Mar 1,2020, 12:37:58 AM
P Cross site scripting Mar 1,2020, 12:37:54 AM
edia.com
http:/ \dedsecurity.com Application error message Mar 1,2020, 12:37:53 AM
hitp:/ p-net 23 SOL injection Mar 1,2020, 12:37:50 AM
http:/

Pucynok 2.8 — CxanyBanHs 3a gornomororo Acunetix Vulnerability Scanner

AppSpider - e pimeHHs IS JTUHAMIYHOTO TECTYBaHHS OE3MEKH JIOJATKiB, SKE
3JIaTHE CKaHYBaTH BeO Ta MOO1IBHI JOJATKU Ha MPEAMET HasBHOCTI Bpa3imBocTeit [19].

OCHOBHOIO TEXHOJIOTIEIO, 10 BHUKOPUCTOBYETHCS B AppSpider, € yHiBepcaJbHUIA
nepeKIIaiay, SK|i aJlalTy€eThes 10 HOBITHIX TeXHOJOT1H, Takux Kk AJAX, HTMLS5 1 JSON,
110 3aCTOCOBYIOThCSl Y Cy4aCHHMX BeO Ta MOOUTbHMX JIOJAaTKaX, 1 IPOBOJAUTH CKAaHYBaHHS K
TPAIUIIIHNX, TaK 1 HOBITHIX miporpam [19].

AppSpider nocTtynmHui i BUKOPUCTAHHS HAa MICI, B XMapi a00 SIK KepOBaHUI
CEepBIC, 1 I03BOJISIE €PEKTUBHO YMPABJISATH MPOTPAMOI0 OE3MEKH J0JATKIB, 3a0€3MeUyI0un
peTebHUI aHasli3, TOBHE OXOIUICHHS JIOJATKIB 1 CKJIaIHI MeTomoorii atak (puc. 2.9) [19].

OcHogHi niepeBaru AppSpider Bkirouarots [19]:

® IIMPOKE OXOIJICHHS;

® po3MIMpeHa ayTeHTUdIKAIIiS;

® IHTErparlii;

® IHTEPAKTUBHI 3BITH;

® po3noAUIEHUH 1 MaciITabOBaHUM (PYHKITIOHATT;

® I[[CHTPaATI30BaHUN KOHTPOJIb;

® TIOCTIHHUN MOHITOPUHT BEOCANTIB;

e HackpizHe tectyBaHHa API, mo 6a3ytorecs Ha crnenmdikaiii OpenAPI (panime

BiIOMii1 ik Swagger).
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ing (XSS)
ing (XSS), (simple)

Pucynok 2.9 — CkanyBanHs 3a nonomororo AppSpider

OWASP ZAP - 1e I1HCTpyMEHT, SIKMM JyK€ MPOCTHH y BUKOPUCTAHHI IS
MIPOBEICHHS TECTIB Ha IPOHUKHEHHS ITPOTPAMOI0, & TAKOXK JIJIS1 BUSBIICHHS BPa3JIMBOCTEH Y
BeOponaTkax. Ll mporpama mpusHaueHa sK A JOCBiAUeHUX KopucTyBauiB y chepi Ib,
TaKuX K po3poOHuKU Ta QA [21].

OWASP ZAP mpoBoauTh TECTyBaHHS Ha MPOHUKHEHHS BEOJOJATKY Ta J03BOJISE

BUSBIIATH Taki aTaku sik SQL injection, XSS, clickjacking tomo (puc. 2.10).

=] 1y OPPOXERE o

& Duickstan & | = Request | Responsee= | & |

. Welcome to the OWASP Zed Attack Proxy (ZAP)
247 13 an easy n i
Please be should oniy atack 5 that you have been sp

To quickiy test an application, enfer its URL below and press ‘Attack

URL 10 altack il v owasp.org @ Select

Prog Spidering e URL to discover the content
£ .G ¥
<% ) —
[ ristory | &, Search | P Nerts |~ Output [ 396 Spider # % | 2 Actve Scan | 4 |
W NewScan  Progress: | 0: hip www.owasporg (v &0 LI 4% # CurtentScans:1 | URIs Found 7815 ()
Processe d Wethod URI Flags )
. GET https: L
® GET tp:
@ OUT_OF_SCOPE

® | OUT_OF_SCOPE

e GET OUT_OF_SCOPE

- GET ul.. OUT_OF_SCOPE

® GET o OUT_OF_SCOPE

® GET heps: 196..  OUT_OF_SCOPE

@ GET hitps: e Com/116933056486234813306/D0SIS EF TaulZIUE OUT_OF_SCOPE

® GET negs: 1463 OUT_OF_SCOPE

@ GeT hitgs. lowaspistalus/614528448325771266 OUT_OF_SCOPE

[ GET ntps: le.com/116933056486234813306/00515/1,cONOZHA  OUT_OF_SCOPE

e GET niglowasp OUT_OF_SCOPE

[ GET ntps; 50.. OUT_OF_SCOPE

e GET 68194 OUT_OF_SCOPE v
| Aets wo 71 708 mo CurentScans @0 0 )0 @0 ¥1 /0 Wo

Pucynox 2.10 — CxanyBanns 3a goromorotro OWASP ZAP

Nmap au Network Mapper - 1ie BiIKpuUTHii IHCTPYMEHT, IPU3HAYCHHIA JIJIsl BABYCHHSI

Mepexi Ta mepeBipku ii Oe3meku. [louaTkoBo BiH OyB pO3pOOJICHHMI Jisi IIBUIKOTO
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CKaHyBaHHS BEJIMKHX MEPEXK, alie TAKOK €(PEKTUBHO 3aCTOCOBYETHCS JISl aHAITI3Y OKPEMUX
uineit. Nmap BukopuctoBye [P nakeru y cnenudiunnii cnociO A BU3HAYSHHSI JOCTYTHUX
XOCTIB Yy MEpeXi, HaJlarouu 1H(OopMaIlito Mpo HajlaHli HUMH TOCIyTH (Ha3By Ta BEPCIIO
mporpam), OIepaiiiHi CHUCTEMH Ta IX Bepcli, TUMM BUKOPUCTAHUX TMAKETHHUX
GbibTpiB/OpaHaMayepiB Ta 1HIINI XapaKTEPUCTUKU. Nmap 4acTO BHUKOPHUCTOBYETHCS IS
OIIIHKHU O€3MEeKH, a TAaKOXK JUII KOHTPOJIIO CTPYKTYPH MEpEXi Ta ympaBIiHHS PO3KIaIaMU
3aITyCKY CITy’KO Ta 00J1iKy 9acy poOOTH X0cTiB abo cityxo0 [22].

Nmap mo3BoJsie CKaHyBaTH TMOPTH CHCTEMH, iX XapaKTEPUCTUKH Ta BCTaHOBIIEHI

cepsicu (ssh, ftp, http Tomo) (puc. 2.11).

— [

Ls

Nmap scan report for 192
Host is up (@. @s latency).

at 2021-12-10 18:51 IST

STATE SERVICE
filtered ftp
Fi ssh
telnet
smtp
domain
http
pop}_
rpcbind
MSTPC
nethios-ssn
imap
https
microsoft-ds
imaps

mysql
s-wbht-server

vnc

http-proxy

Nmap done: 1 IP address (1 host up) scanned in 1.49 seconds

Pucynok 2.11 — CkanyBanHs 3a qonomororo Nmap

Metasploit Framework — 1ie my»e moTy>XKHUH 1HCTPYMEHT, SIKHHi BUKOPHCTOBYIOTh
AK KiOEp3JIOUMHIN, TaK 1 €TUYHI XaKepu JUIsl BUSABICHHS CUCTEMHHUX YpPa3JIUBOCTEH Yy
Mepekax Ta Ha cepBepax (puc. 2.12). Ockinbku 11e GpeMBOPK 3 BIIKPUTUM KOJOM, HOTO

MOJKHA JIETKO HaJIAIITyBaTH Ta BUKOPUCTOBYBATH Ha OUTBIIIOCTI onepariiHux cuctem [23].
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[*] Starting the Metasploit Framework console.../

=[ met 1 v4.11. ev [core:4.11.¢
+ -- --=[ 1390 exploits - 789 auxiliary - 226 post
+ -- --=[ 356 payloads - 37 encoders - 8 nops
+ -- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp

Pucynok 2.12 — Bukopuctanns Metasploit

Komanma TecTyBanbHHKIB MOXE BUKOPHCTOBYBaTH Metasploit amsi 3acTocyBaHHS
rOTOBOTO a00 CTBOPEHHS CIELIaJbHOIO KOAY Ta WOrO BIPOBADKEHHS Y MEPEXKy IS
NOIIYKY claOKuX Micip. Lle e ouH MeTo/1 MoJItoBaHHsI Ha 3arpo3u, 1€ MICIHsl BUSBICHHS
Ta JOKYMEHTYBAaHHS HEIONIKIB 1H(QopMalis Moxe OyTH BUKOpPUCTaHa JJIsl YCYHEHHS
CHUCTEMHHUX BPa3JIMBOCTEH Ta BU3HAYCHHS MPIOPUTETIB y BUpiIIeHH] mpobiem [23].

Wireshark - e crieniiasibHe mporpaMHe 3a0e3neueHHs 3 BIIKPUTUM BHX1JTHAM KOJIOM,
sKe J03BOJIsIE aHATi3yBaTh Tpadik B Mepexi (puc. 2.13). Wireshark mo3soiisie repeBipsTH,
3aXOIUTIOBATH Ta NEPETJIAIATH TAKETU TaHUX, K1 IEPEJatOThCS Y KOMIT FOTEPHUX Mepexkax.
Wireshark Hamae MoOXIuBICTH BHBYEHHSI MPOTOKOJIB, BUSBIICHHS HEIONIKIB B MEPEXI.
BuxopuctoByroun pi3Hi MAXOAM Ta MPOTOKOJIM MOXHA JIOCKOHAJIO TpOaHaji3zyBaTu

MEpEeXY, BUSIBUTH CJTa0Ki MICIISI Ta 3a100ITTH IIKIJTMBUM JisIM 3JI0BMUCHHUKIB [26].

M to-netflic-problems-2011-07-06.pcap - O X
File Edit Viev Go Capture Anahze Statistics Telephony Wireless Tools Help

Adm e RERe=2ZFL S EQAQAQAE

(W[ acpy 2 display fiter .. | Expres: +
No. Time Source Destraton proocol  Length  Info
343 65.142415 192.165.0.21 174.129.249.228  TCP 66 40555 - 80 [ACK] Seq=l Ack=1 Win=5838 Len=0 TSval=491519346 TSecr=551511827
344 65.142715 192.168.0.21 174.129.249.228  HTTP 253 GET /clients/netflix/flash/application.swf?flash version=flash lite 2.18v=1.58n
345 65.236735 174.129.249.228  192.168.0.21 TcP 66 80 - 48555 [ACK] Seq=1 Ack=138 Win=6864 Len=0 T5val=551811850 TSecr=431519347
346 65.240742 174.129.249.228  192.168.0.21 HTTP 828 HTTP/1.1 3€2 Moved Temporarily
347 65.241592 192.168.0.21 174.120.249.228  TCP 5 40555 + 80 [ACK] Seq=188 Ack=763 liin=7424 Len=0 TSval=401519446 TSecr=551811852
348 65.242532 192.168.0.21 192.168.0.1 ons 77 Standard query @x2188 A cdn-@.nflxing.con
349 65.276870 192.168.0.1 192.163.0.21 olis 489 Standard query response 8x2188 A cdn-@.nflxing.com CNAME images.netflix.com.edge )
358 65.277992 192.168.0.21 53.80.242.48 TcP 74 37063 + 88 [SYN] Seq=@ Win=5848 Len=@ MSS=1468 SACK PERM=1 TSval=431519482 TSec
351 65.207757 €3.50.242.48 192.163.0.21 Tep 74 80 - 37063 [SYN, ACK] Seq=8 Ack=1 Win=5792 Len=p MSS=146@ SACK_PERM=1 TSval=320%

352 65.298396 192.168.8.21 63.80.242.48 Tcp 66 37863 » 80 [ACK] Seq=1 Ack=1 Win=5888 Len=@ TSval=491519582 TSecr=3295534138 ||

353 65.208687 192.165.8.21 63.80.242.43 HTTP 153 GET /us/nrd/clients/ 14548 . bun HTTP/1.1

354 65.318730 63.88.242.48 192.168.9.21 Tep 66 88 » 37063 [ACK] Seq=1 Ack=88 Win=5792 Len=@ TSval=3295534151 TSecr=491519503

355 65.321733 63.80.242.48 192.168.0.21 TP 1514 [TCP segment of a reassembled PDU] =
< >

Frame 349: 489 bytes on wire (3912 bits), 489 bytes captured (3912 bits) -
Ethernet II, Src: Globalsc_09:3b:@a (f@:ad:4e:@:3b:@a), Dst: Virio_14:8a:el (80:19:9d:14:8a:el)
Internet Protocol Version 4, Src: 102.168.8.1, Dst: 192.168.8.21
User Datagram Protocol, Src Port: 53 (53), Dst Port: 34836 (34836)
Domain Name System (response)
Request In: 345]
[Time: ©.034333200 seconds]
Transaction ID: 0x2188
Flags: ©x313¢ Standard query response, No errar
ions: 1
r RRs: 4
A ; RRs: @
Additional RRs: §

<

ries
cdn-0.nflxing.com: type A, class IN

Authoritative nameservers ©

Pucynok 2.13 — CkanyBanHs Mepex 3a qornomororo Wireshark
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SQLmap - me iHCTpyMEHT AJisi TeCTYBaHHS Ha MPOHUKHEHHS, AKUI aBTOMAaTH3Y€E
BUSIBJICHHS Ta ekciuryaramiro SQL-iH’exiiii Ta 3axorjieHHS cepBepiB 0a3 JaHUX.
[HCTpyMEHT Mae BOyJOBaHUH MEXaHi3M BHSIBJICHHS 3 CIEIiadi30BaHUMH MOKIUBOCTSIMHU
JUTSL TOCBITYEHUX TECTEPIB HA MPOHUKHECHHS Ta IIMPOKUM CIEKTPOM TapameTpiB s
OTpUMaHHSA JCTaJIbHOTO 3BITY 3 TECTyBaHHS Ha MNpoHUKHEHHSA. SQLmap Moxe
BUKOPHCTOBYBATHCS 3JIOBMUCHUKAMH JIJIs1 TpoBeAeHHs SQL-1H’ ekt Ha mOTpiOHI JOAaTKU
3a JOTIOMOTOIO Pi3HUX METOJIB, TAKUX SIK JIOT1YHI 3HAYCHHSI, YACOB1 MMPOMIKKH, TIOMUJIKH,

UNION-3anuTH, CTeKOBaHi 3allMTH Ta M03aCMyToBe BIIpoBaKeHHS (puc. 2.14) [24, 25].

python sglmap.py -u "http://debiandev/sqlmap/mysql/get int.php?id=1" --batch

{1.0.5.63#dev}

[!'] legal disclaimer: Usage of sglmap for attacking targets without prior mutual consent i
5 illegal. It is the end user's responsibility to obey all applicable local, state and fed
ral laws. Developers assume no liability and are not responsible for any misuse or damage
caused by this program

[*] starting at 17:43:06

[17:43:07] [INFO] heuristic (basic) test shows that GET parameter 'id' might be injectable
(possible DBMS: 'MySQL')

Pucynok 2.14 — CkanyBanHs 3a nonomororo SQLmap

Ettercap — me iHCTPYMEHT 3 BIAKPUTHUM BUXITHUM KOJIOM, SIKUH TIPU3HAYCHUM JIJIs
MIATPUMKMA aTak TUIy "JTIOJMHA MocepenuHl" B Mepexax. BiH Moxe mnepexoruioBatu
MaKeTH Ta 3alMCYBATH iX Y MEPEKY, a TAKOXK TICPEHANPABIIATH Ta 3MIHIOBATH JIaHI Maike B
peanbHOMY 4aci. Ettercap Takok MOXe BHKOPHUCTOBYBATHCS ISl aHaAJi3y HEOOXiTHOTO

MPOTOKOJTY JUISl ICTATBLHOTO JIOCITIPKEHHST MepekeBoro Tpadiky [27].

2.2 MeTtoaoJiorii aHasizy Be010JaTKiB Ha BPa3JIUBOCTi

JocnimkeHHss BeOAOIaTKIB HA BPA3JUBOCTI CHOTOJIHI - 11¢ BaXKIMBE 3aBJaHHS, SKE

J03BOJIUTH BeOmMporpamaM (PyHKIIOHYBaTHM HaJICKHUM YHHOM. JlaHe TecTyBaHHs
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BUKOHYIOTh PO3POOHMKH Ta TecTyBalbHUKHU 113, siKi 3a3BUUail BUKOPUCTOBYIOTh BJK€ HasIBHI
Ta TIepeBipeHi YacoM METOAMKH. J[0 TAKMX METOJI0JIOTi MOKHA BigHecTH [28]:

e Open Source Security Testing Methodology Manual (OSSTMM));

e Open Web Application Security Project (OWASP);

e Web Application Security Consortium Threat Classification (WASC-TC);

e Penetration Testing Execution Standard (PTES);

e [nformation Systems Security Assessment Framework (ISSAF);

e PCI Penetration Testing Guide;

e NIST Special Publication 800-115;

e MITRE ATT&CK.

2.2.1 Open Source Security Testing Methodology Manual (OSSTMM)

The Open Source Security Testing Methodology Manual, Takok BiTOMHE sK
OSSTMM, € meromomoriero Ijsi MPOBENCHHsS TecTiB Ha Oe3mneky. Po3pobOnena Ilitom
I'epuorom y 2000 pomi, sika mpodlula peLEeH3yBaHHSA Ta MIATPUMYEThCA [HCTUTYTOM
Oesneku Ta Biakputux meromaosorii (ISECOM) [29].

JlaHuii JTOKYMEHT OHOBIIIOETHCS KOXHI MPUOIM3HO WIICTh MICAILIB, 100 OyTH
aJanTOBAaHUM JI0 Cy4aCHOTO CTaHy TecTyBaHHs Oesrneku. ['onoBHo0 Metoro ISECOM vy
koHTekcTi OSSTMM - 1e HajgaHHS HAYKOBOTO MIAXOAY JJISI KOPEKTHOTO PO3YyMiHHS
Oe3nekoBUX onepalii. BiH Mo)ke BUKOPUCTOBYBATHCH J/JIA MPOBEJIEHHS TECTIB Ha
MIPOHUKHEHHSI, ETUYHOTO B3JIOMY Ta 1HIINUX BUMPoOyBaHb 6e3neku. ISECOM BukopucroBye
J0CTOBIpHI akTH, 100 3a0€3MeYnTH, 10 Opraxizailii, iki BUKOpuctoBytoTb OSSTMM st
TECTYBaHHS Ha IPOHUKHEHHS, MOXKYTh IIPUMaTH 00rpyHTOBaHi pimeHHs [30].

[Is coiapHOTa aKTMBHO IUIMTHCS MPAKTHUYHUMH 3HAHHSAMHU 3 O€3IEKH, 3I1HCHIOE
nociipkeHHs: Ta Hajae ceptudikarito. OSSTMM posrisigae pi3Hi acleKTH onepariiHol
Oe3nexku y I’AThu OCHOBHUX cdepax: iHpopmarliliHa Oe3mneka, Oe3meka mpoiieciB, Oe3neka
IHTepHET-TEXHOJIOTI#, Oe3meKa 3B’ 13Ky Ta ¢izndyna 6e3mneka [30].

B Open Source Security Testing Methodology Manual Bxoasate Taki po3aiau [30]:

e Operational Security Metrics;
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e Trust Analysis;

e Work Flow;

e Human Security Testing;

e Physical Security Testing;

e Wireless Security Testing;

e Telecommunications Security Testing;

e Data Networks Security Testing;

e Compliance Regulations;

e Reporting with the STAR (Security Test Audit Report).

OSSTMM npaiitoe 3a CTPYKTYPOBAHUM MIAXOAOM, HMPUILISIOYN OCOOJIUBY yBary
onepauiifHii 6e3neni Ta B3aeMoli. BiH mpoxoauTh yepe3 cremiaibHUi UK TECTYBaHHS
[30]:

1. [TinroToBKa: 1ei eTan BKJIFOYa€E BU3HAYCHHS 00CATY pOOiIT, 3’ ICyBaHHSI KOHTEKCTY
CUCTEMH, 1ICHTU(IKALIII0 PU3UKY Ta OTPUMAaHHS HEOOX1THUX JO3BOJIIB.

2. OuiHKa: Ha IIbOMY €Talll MPOBOAMUTHCS AYJIUT CUCTEM KOHTPOJIIO Ta MPOLEAYP,
CKaHYBaHHSI CUCTEM Ta OL[IHKA iX MOTOYHOTr'O PIBHS OE3MEKH.

3. TecTyBaHHS: Ha IIbOMY €Tarl aKTUBHO JOCTIKYIOTHCS BPA3IUBOCTI, €KCTUIONTH Ta
c1a0OKi MICIIS B CUCTEMI.

4. 3BITHICTh: LEW eTanm mnependavyae JTOKYMEHTYBaHHS pe3yJbTaTiB TECTYBAaHHS,
BHU3HAUEHHS BPA3IMBOCTEH Ta HAJaHHS PEKOMEHJALIN I10A0 MOJANbIIMX 3aXOMIB IS
T1BUILIEHHS O€3MeKH.

5. Ontumizauis: Ha OCTaHHBOMY €Tami MPOBOJUTHCA ONTUMIZAISA MPOLECY
TECTyBaHHS, BKIIIOUAIOUH TIEPEBIPKY BUIIPABJICHB, TOBTOPHE TECTYBaHHS MpU HEOOX1THOCTI
Ta MOCTIMHE BIOCKOHAJIECHHS.

OSSTMM Buctynae gk opieHTHp AJig mpodecioHaniB y ramy3i 0e3NneKku, eTHIHUX
XaKepiB, ayIMTOPIB Ta OpraHizaIliii 3 METOI0 CTBOPEHHS Oe3neuHoro cepenonuiia. [lupoke
BUKOPUCTAHHA 11€1 METOJ0JIOT1] BiIOYBA€ThCA Yy POBEICHHI TECTIB HA NMPOHUKHEHHs, [T-
ayJMTi Ta OIIHII PU3UKIB IS MiATBEPKEHHS e(eKTUBHOCTI 3aX01iB Oe3mexu [29].

Hanpuknan, komnanii MoxyTh BukopuctoByBaTd OSSTMM nns mpoBeneHHs

TECTyBaHHS Ha MPOHMKHEHHA y CBOIM 1H(pacTpykTypi. [lianpueMcTBO KepyBaTUMETHCS
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I[I€0 METOJIOJIOTIEI0, PO3IMOYNHAIOYN 3 MIATOTOBKM Ta 3aBEPIIYIOYH ONTHUMI3AINIE0, 1110
JOKYMEHTY€ KOXKE€H eTan JJis 3a0e3MeueHHs MPo30pOoCTi Ta BIAMOBIAAIBHOCTI. Pe3ynbraTu
TeCTyBaHHA OyJIyTh 00’€KTHBHO BUMIPIOBATHUCS 3a JI0nOMoroto noka3HukiB RAV 1 SAFE,
AK1 HaJal0Th HAYKOBY MIJICTABY JUIsl OI[IHKK PiBHS O€3MEKH Ta BU3HAYCHHS IMOAAJIBIINX
3ax0/1iB 3 mokpariienus [30].

Posrisinemo mpukianu BukopuctanHs OSSTMM. V peanbHOMY CBITI, JEKUIbKa
opraHizamiii y pi3HHUX ramy3sx ycmmHo ckopuctamucs OSSTMM nns mpoBeacHHS
TECTyBaHHA O€3MEeKH, L0 MIATBEP/KYE IIUPOKUN CIEKTp WOro 3acTOCYBaHHS Ta
edextuBHicTh [30].

Hanpuknan, ¢inancoBa kommanis 3anyuwna OSSTMM i npoBeneHHS
KOMIUIEKCHOTO ayAuTy Oe3neku. Maroun oOUIMpHY MEpPEeXy B3a€MOIIOB’S3aHUX CHUCTEM 1
noTpedy B CyBOpiil KOHGI1IEHIIHHOCTI, opraHizaiisa Bupimuia Bukopuctatu OSSTMM nnst
aynuty 6esneku. Leit mporiec qonomir BUSBUTH KilbKa Bpa3nuBocTei B ixHil [T 1 gizuuniit
Oesrerl, Akl paHilie 3alviuanucs HermomideHUMU. [licns BHpilleHHA HUX MPoOIieM,
KOMITaHis B1I3HAYMJIA TTOMITHE 3MEHILIEHHSI BUIAAKIB MOPYIIEHb O€3MEKHU Ta 1HLIUJEHTIB
[30].

VY iHmIOMYy BUIAJKy, NOCTaYadbHUK MEIUYHUX MOCAYr BUKOpucTtoByBaB OSSTMM
JUisi  3a0e3leueHHs BIAMOBIIHOCTI TpaBWjaM 3 OXOPOHM 370pOB’Sl Ta 3aXHUCTy
KOH(1IeHIIIHOCTI MaHuX maiieHTiB. TectyBaHHs, poBeneHe 3a gomnoMororo OSSTMM,
BUSIBUWIO HENOJIKM B Oe3merl JaHuX Ta YyOpaBidiHHI mporecamMud. B pe3ynbrari,
MOCTaYaJIbHUK MEAMYHUX MOCITYT 3MIT OKPALIUTH CBOI MPOLEAYPH 3 O€3MEKN TaHuX, 110
CTIPUSUIO TTiIBUIIICHHIO JOBIPH SIK JI0 MAII€HTIB, TaK i 10 mapTaepis [30].

1 mpuknagn umrocTpytoTh noteHuian OSSTMM y BuUsBIEHHI Bpa3iuBOCTEH Ta
IT1IBUITICHH] PiBHS O€3IEKH B PI3HUX TaTy3sX.

Pozriastnemo OSSTMM Ta BiANOBIAHICTS HOPMATUBHUMHU BUMoOramu. Lle BaxnuBuit
acniekT opranizamiiftHoi Oesneku. OSSTMM Moxe crnpusTH LbOMY, HaJlalouu HaJIIHHY
CTPYKTYPY JUISL BUSIBJICHHS BPa3IMBOCTEH Ta MOKpaIeHHs 3ac00iB KOHTpoJto 6e3mneku [30].

Hampuknag, ISO 27001, wmibkHapogHuUW cTaHAApT MAJIE CUCTEM YINPAaBIIHHA

iH(bOopMaIliiiHOIO 0€3MeK0I0, BUMArae peryJsipHuX nepeBipok Oe3neku. CTpyKTypOBaHHHM 1
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koMruiekcHUM xapaktep OSSTMM poOuth 1#oro epeKTUBHOI METOAOJOTIEI0 IS IUX
ayJUTIB, 3a0€31eUyI0YN PETEIIbHY OIIHKY BCiX acrekTiB Oe3meku [30].

Takox, akieHT OSSTMM Ha 3aXxuCT1 TaHUX y3roJKyeThes 3 Bumoramu GDPR 11010
Oe3neku naHuX. BusABIEHHS Ta yCyHEHHS Bpa3JIMBOCTEH JoloMarae oOpraHizaiisM
JICMOHCTPYBATH CBOIO PUXHWIBHICTB JI0 3aXKMCTy JaHMUX Ta BiAmosigHicte GDPR [30].

VY xontekcti HIPAA, mo crocyerbes 3axucty meauuHoi iHdopmanii, OSSTMM
MO’K€ JTOTIOMOTTH BHUSIBUTH MOTEHIHI 3arpo3u IS JaHUX MAII€HTIB 1 HaJaTH KOPUCHY
iH(opMallito 111 TOCWICHHS 3aX0JiB O€3MeKH, 10 CHPHUs€ TOCATHEHHIO BiAMOBITHOCTI
HIPAA [30].

Posrnsitnemo  Biarykm Ta  oomexkeHHs OSSTMM. HesBaxkaioun Ha CBOMO
edextuBHIcTh, OSSTMM Mae neski noTeHIiiHl oomMexeHHs. [lepuM HEI0IIKOM € HOro
CcKJIamHICTh. [lociOHMK Mae OOMMPHUNM 1 TEXHIYHO CKJIQJHUN 3MICT, IO MOXKE
YCKJIQJHIOBAaTH MOTO 3aCTOCYBaHHS JJIA OpraHizaiiii 3 oOMexeHuM JO0CBIIOM y cdepi
oesnexwu [30].

Kpim Toro, xoua OSSTMM Hanae netanbHy METOJOJIOTIIO JJIs TECTYBaHHS, BIH HE
BKJIIOYA€  KOHKPETHHUX  3aXOJiB IIOJAO0 YCYHEHHS  BHUSBJICHHX  BPa3JIMBOCTEH.
BianoBinaneHICTh 32 pO3pOOKY Ta BIOPOBAKEHHS TAaKHX 3aXOJIB MOKJIAAAEThCS Ha
oprasizaiiito, 10 MOke OyTH BUKJIMKOM JUTs Aesikux kommanii [30].

Xouya OSSTMM akieHTyeThCSl Ha PYYHOMY TECTYBaHHI, e MiJIXi] MOXKe 3aiiMaTH
Olnbllle Yacy TOPIBHSHO 3 aBTOMAaTHM30BaHUMHU 1HCTPYMEHTAMH, OCOOJIMBO ISt
BeMKoMacIiTabHux iHdpactpykryp [30].

Pozrasitnemo nopiBHssHHESE OSSTMM 3 iHIMMEU MeTonosorisiMu 0e3neku. [lopiBHIHHS
OSSTMM 3 iHIUMU METOAOJOTIAMH, TAKUMHU K CTaHAAPT BUKOHAHHS TECTYyBaHHS Ha
nponukHeHHss (PTES) Tta pexomenpamii momo tectyBanHs OWASP, nae kopwucHi
B1JIOMOCT!I.

PTES, noxiono no OSSTMM, Hanae CTpyKTypOBaHHM MiAXiA 10 TECTyBaHHS Ha
nponukHeHHs. Oxnak, PTES Oinbin 30cepemkeHnii Ha TEXHIYHUX acleKTax TeCTyBaHHS,
ol sk OSSTMM oXOIuTI0€ MUPIIUN CTIEKTP aCMEKTIB O€3MeKH, BKIIOYAIOUN ONepalliifHi,

T0ACHKI Ta ¢izuuni acrektn [30].
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Metonomnoriss tectyBanHa OWASP cnemianizyerscsi Ha Oe3meri BeOJOAATKIB,
HAJAaI04M KOMIUIEKCHUHN TIAXIJ AJs BUABJIEHHS BpasznuBoctei. Y mopiBHaHHI, OSSTMM
OXOILIIOE IUPIINN CIIEKTP acleKTIB 0e3MeKH, He 00MeXyI0uuch uiie Bedgoaatkamu [30].

Taxkum guHOM, BUOIp MK ITAMH METOOJIOTISIMH 3QJICKUTh BiJ] KOHKPETHHX MOTPEO
Oe3IMeKr Ta KOHTEKCTY OpraHi3aiiii.

Posrisemo MaitdytHe OSSTMM. V 3B’43Ky 13 IIBUAKMMHU 3MiHAMU Y KibepOe3ner,
OSSTMM itmoBipHO Oyne TPOIOBXKYBAaTH PO3BUBATHCS Ta aIalTyBaTUCS 0 HOBHX
BUKJIMKIB. MOXIIUBICTh OUIBINOI 1HTETpallii 3 aBTOMAaTU30BAaHUMH 1HCTPYMEHTAMU MOXKE
OPUCKOPUTH TPOILIEC TECTyBaHHA, 30epiraloud MpuU IBOMY PETEIbHICTH PYYHOTO
tectyBanHs [30].

OCKUJIbKY MpaBuIIa 010 KOHPIAEHIIIHHOCTI TaHUX cTatoTh cyBopimmumMu, OSSTMM
MOK€ BKJIIOYATH OLIBII JOKJIAAHI BKa31BKM IIOJ0 MEPEBIPKU KOHQIAEHUIHHOCTI. Takox
MO>KJIMBE 30CEPEIKEHHS Ha HOBUX c(epax Oe3MleKu, TakuX sK Oe3neka IHTepHeTy pedeit Ta
[T [30].

3aBasku cBoiil npoctoti, OSSTMM Moke MpoIOBKYBaTH BIOCKOHAIIOBATUCS Ta
aJanTyBaTHUCS JI0 HOBUX 3arpo3 O0e3MeKU Ta 3MiH y TEXHOJOTISX, 3aIUIIAI0YUCh BAXKIUBUM

IHCTpYMEHTOM y cdepi kidepOesneku y maitdoyraromy [30].

2.2.2 Open Web Application Security Project (OWASP)

Open Web Application Security Project (OWASP) - nekomepiiiiiHa opraHizaiiis, sika
Mpaloe Haj MiJBUILEHHAM pIBHS Oe€3MeKu mporpamMHoro 3abdesneuyeHHs. Micia (onay
MOJISITa€ Yy TMOCUJIEHHI Ki0epOe3neKy MporpaMHOro 3ade3nedeHHs. Y 1boMy HOMY CIpusie
aKTUBHA MIXKHAPOJHA CIIJILHOTA PO3POOHMKIB, (paxiBIlIB Ta €HTYy31acTiB. Mepexa GhoHIy
Hajgiuye moHan 250 TpencTaBHHWITB Ta JACCATKA THCSY YYAaCHHUKIB TIO BCHOMY CBITY.
[IopiyHO TMPOBOIATHCS MacIITabHI OCBITHI Ta HaBYaJIbHI KoH(pepeHii. CriipHOTa HAga€e
oprasizamisiMm 1iatQopmMy JJIsi CTBOPEHHS, PO3POOKH, BIPOBAKEHHS, €KCIUTyaTallii Ta
MIATPUMKA HAIIMHUX MPOTPAMHUX NPOAYKTIB. BaknuBow 0COOJIMBICTIO € Te, IO BCI
MPOEKTH, IHCTPYMEHTH, JOKYMEHTAaIlis Ta KoH(epeHIli J0CTymH1 0€3KOIITOBHO Ta BiIKPUTI

IS BCIX, XTO MparHe 10 MiABHUIIEHHS PiBHsI O€3MeKH mporpamMHoro 3ade3neueHHs. [31, 32].
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CninpHoTa OWASP mnparse Hikoiu He pekjamMyBaTh a00 MIATPUMYBATHU IEBHI
npoAyKTH abo nmociyru y cepi kibepde3neku, Xxoua 11e MOKe 3/1aTUCS HEJIOTIYHUM. 3aMICTh
IIbOT'0, KOMIIaH1IM PEKOMEHY€EThCS 1HBECTYBATH y 3aC00M Oe31eKH, K1 € €)eKTUBHUMU Ta
HAJIMHUMH, 1HAKIIE BOHM PHU3UKYIOTh 3alUIIMTUCA YpPa3IUBUMU TMEpel CydaCHUMHU
3arpo3amu [31].

OcnoBHa meta OWASP nosnisirae B Tomy, 11100 3BEpHYTH yBary Ha HalO1JIbI111 3arpo3u
y ctepi Oe3mnexu, 3 SKUMH MU CTUKAEMOCS CbOTOAHI. SIkOM BOHM MpHIIManu OIUIaTy 3a
peKiIaMy 4M MIATPUMKY, II€ MiAIpBasio 0 iXHIO 00’€KTUBHICTH Ta HAJIMHICTh, OCKUIBKU O
KOpHCTYyBadl HE MOTJIM O OyTH BIEBHEHI, Y4 PEKOMEHAYEThCS MPOAYKT HACIpPaBJil Yepes
HOro SIKICTh, 9u uepe3 omiaty [33].

3axumieHe kogyBanHds OWASP Bu3Hauae BpasnuBi Miclg Oe3neku sk aedekTu adbo
c1abKl MOMEHTH B MPOTPaMHOMY KOJi, IO BHHHUKAIOTh B pe3yJbTaTl HEAONIKIB ¥y
KOHCTPYKIi 4YM moMujiok peamizamii. I[li Hegonmiku MOXyTh OyTH BHUKOPHCTaHI
3JIOBMUCHUKAaMHU JUId 3aBJaHHS ILIKOAM KOPUCTyBauaM IPOTrPaMHOIO 3a0e3leueHHH,
BJIACHUKAM a00 1HIIMM 00’ €KTaM, 1110 BUKOPUCTOBYIOTH 10/1aTOK. OWASP HaBOIUTH pi3HI
KaTeropii Bpa3IMBOCTEH HAa CBOEMY BeOCaiiTi, BKIIOUAIOUM ayTEeHTU(DIKAIIO, TOCTYIHICTb,
AKICTh KOAY, OOpOOKY IOMUIIOK, 3arajibHI1 JIOT14HI TOMUJIKHU, IEPEBIPKY BBEACHUX JAaHUX Ta
MOMMUJIKH mipoToko.y [33].

Hesiki xareropii ypaznuBocteit OWASP GesnocepeaHbo MOB’si3aHI 3 SKICTIO Ta
po3podOkoro mporpamu. Lli BpaznuBOCTI MOXHA BUSIBUTH 32 JOMIOMOTOIO CTaTUYHOTO Ta
CTPYKTYPHOTO aHaJIi3y SIKOCT1 BUXIJHOTO KOJIy. 3 POCTOM PO3MIpPY Ta CKIAAHOCTI CUCTEMH,
a TaKOX 3 YYacTH KUIbKOX JKepen po3poOKH, SKI MPALOI0Th HAJl OJHUM KOJOM, CTa€
KPUTUYHO BaXJIMBUM MEPEBIPATH BIAMOBIIHICTh CTaHAAPTaM O€3MEKHU Ta AKOCTI MPOTATOM
YChOT'0 JKUTTEBOTO IUKITY MpoekTy [33].

[TepeBaru OWASP [34]:

® BIIKPUTHIA BUXITHMA KOA: OE3KOIITOBHWI Ta JOCTYMHUH, IO POOUTH HOTO
JIOCTYIHUM U1 Oy1b-KOTO;

® MIATPUMKA PI3HUX MOB MPOTPAMyBaHHS: MIATPUMYE LIUPOKUN CIEKTP MOB
nporpamyBaHHs, Bkmoudaroun Java, .NET 1 Python, mo poOuth ioro xopucHUM st

PI3HOMaHITHHUX TIPOTPaM;
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® pEryJsipHlI OHOBJICHHS: PETYJSIPHO OHOBIIOETHCS HOBOIO 1H(OpPMAIUEI PO
BPa3JIMBOCTI, IO JONOMAara€ BU3HAYUTH HAWHOBIIII 3arPO3H.

Henoxiku OWASP [34]:

e oOMexxeHa 0a3a BIJOMHMX BPa3JIMBOCTEH: MOXKE BHUSIBUTH JIMIIE BPA3JIUBOCTI, SIKI
Bxke BimoMi Ta nepepaxoBani B NVD (National Vulnerability Database). fkmio B oxHiit i3
BaIllMX 3aJIeKHOCTEH OyJe BHUSBICHO HOBY BPA3JIMBICTh, SIKy 1€ HE aofaHo 10 NVD,
OWASP He 3Moxe i1 11eHTH(IKYBaTH;

e xMOHI CTIIPaIlbOBYBAHHS: MOKE T€HEPYBATH XHOHI CIIPAIlbOBYBaHHS, OTOJIOITYIOUN
Npo HAsBHICTh BPA3IMBOCTEH, SKUX HacmpaBai Hemae. lle Moxe OyTw CIpUYMHEHO
HEIPaBUJILHOIO 4K 3acTapiioro iHdopmariiero B NVD a6o po36iKHOCTIMEU Y ClIOCO01, SIKUM
Ta nporpama iHTepnpeTyroTh 11entudikatop CPE 3anexHocTi,

e 10oTpeda y pydyHOMY BTPYUYaHHI: MOKE BUSBIIATH BPA3JIMBOCTI, ajie¢ HE BUIPABIISE
ix aBromatuyHo. KopucTtyBau cam Bupillye, ik yCYHYTH BPa3JIMBOCTI, 1110 MOKE BUMaratu

PYYHOTO BTPYYaHHS.

2.2.3 Web Application Security Consortium Threat Classification (WASC-TC)

Opranizaiiss WASC (The Web Application Security Consortium) panimie Bigoma
CBO€I0 aKTUBHOIO po00TOI0 Y cepi cranmapTuzaiii 6e3neku BeOgonarkis. [Ipote, Hapasi
oprasizailisi He nposiBisie akTuBHOCTI. YactuHa yyacHukiB WASC Takox B3siia y4acTh y
po3po6i mpoekrie OWASP [35].

Knacudikanis 3arpo3 WASC € pe3yiapTaroM CnuibHOI poOOTH 3 YTOYHEHHS Ta
opranizamii 3arpo3 Oesmemi BeOcaiTiB. Unenn Koucopiiymy Oe3neku BeOI0IATKIB
CTBOPWJIM LI MNPOEKT 3 METOI0 pO3pOOKM Ta MPOCYBAaHHS Tally3€BUX CTaHIApTIB
TEPMIHOJIOTIT ISl onucy 1uxX mnpooOsieM. Po3poOHMKHM mporpam, cremiaigicTd 3 Oe3IeKH,
MOCTAaYaJIbHUKN TPOTPAMHOTO 3a0e3MeYeHHsT Ta ayJUTOPH BIAMOBIAHOCTI OTPUMAIOTh
MOJKJTUBICTh KOPHCTYBATHUCS Y3TOMKEHOI0 MOBOIO JJIsI PO3TJSAY MUTaHb, MOB’SI3aHUX 3
Oe3nekoro Bebmoaatkis [35, 36].

WASC Threat Classification (mamni - TC) Bu3Hauae pisHOBUAM aTak Ta CIAOKOCTI, SIK1

MOKYTbh MPU3BECTH JI0 MOPYIIEHHA 0e3MeKu BeOJ0IaTKIB, IXHIX JaHUX YU KOPHCTYBAYiB.
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[Tepma Bepcis kmacudikamii Oyma mpenacraBinena y 2004 pori, apyra - y 2010 pomi, i
3aNUIIa€ThCs OcTaHHbOKO Hapasi. Y TC ataku Ta cnabKoCTi OALIeH] Ha TpH (da3u po3poOKu
(IpoeKTyBaHHsI, peaisallis, BOpoBaykeHHs ). Bcboro B mepenniky onucano 34 TUIH aTak Ta
15 TumiB cnabkocteid. s KOXKHOTO €JIEMEHTY MOAAE€ThCS OMHC, MPUKIAIN Ta KOPHUCHI
nocuaanus [35].

Knacudikariro po3pobmin ekcrepTu 3 Oesneku BeOmoaaTki. Ilig yac po3podku
kinacudikariii, Bci MpaBKH OOTOBOPIOBAMCS Yepe3 eNeKTpoHHY momty. KokeH po3min
POEKTY OOTrOBOPIOBABCS MPOTITOM THXKHIB, TIOKM BCl YYACHUKHM HE JINIUIA O OJHOTO
BUCHOBKY. OJIHaK HE 30BCIM 3pO3YyMiJIO, K 3 METOJIWYHOI TOYKU 30py Tpyma €KCIEpTiB
3a0e3nedyBajia MOBHOTY Ta HECYNEPEWINBICTh Kilacuikalii, KpiM K y popMi eKCIEpTHOI
3roJid Ha Po3po0JIeHi ToKyMeHTH [35].

WASC TC 3100yB mIUMpOKEe BHU3HAHHS SAK LIHHUW JOBIJHUK, SIKMHA aKTUBHO
BUKOPHCTOBYBABCSl Y HAYKOBHMX poOOTaX, KHUIax Ta 3BiTax. Lleil mpoekT BinirpaBaB 3HaUHY
poJib y TIpolieci OIIHKKA Oe3leKku BeOJI0AaTKIB, CIYIyIOud KOHTpoJeM abo IUIaHOM
tectyBaHHA. Okpim Toro, WASC TC BukopucToBYBaBcCs Il CUCTEMATHU3ALII] JAHUX PO
HEJOJIKM Ta Bpa3iMBOCTI, BUSBIEHI y BeO3acTocyHKax. OJIHAK, BaXKJIMBO 3a3HAYUTH, 1110
chepa Oe3nexku BeOJOMATKIB JAUHAMIYHO pPO3BHUBA€Thbes, a oHOBiIeHHS WASC Threat
Classification e mpoBoauiuck 3 2010 poky. [35].

Knacudikaris 3arpo3 Bepcii 2.0 po3risinae pi3HOBUAM aTak Ta BPA3IMBOCTI, fAKI
MOXXYTh MPU3BECTU 10 TOPYIICHHsS Oe3Meku BeOCalTiB, iX JaHUX ab0 KOPHCTYBAuyiB.
['070BHOIO METOI0 IILOTO JOKYMEHTY € HaJaHHS JOBIIKOBOi 1H(MOpMAIli s KOKHOTO
KOHKPETHOT'O THUITy aTaKi ab0 BPa3JIMBOCTI, BKIOYAIOUM MIPUKIIAIU Ta KOPUCHI MaTepiaiu.
[leli AOKYMEHT IIMPOKO BHUKOPUCTOBYETHCS PI3HUMHU OpraHi3alissMM 1, 3a3BUYail,

3aCTOCOBYETHCS Ha PI3HHX eTamax podoTH 3 6e3mnekoro [35].

2.2.4 Penetration Testing Execution Standard (PTES)

Penetration Testing Execution Standard (PTES) € meromom TecTyBaHHS Ha
MIPOHUKHEHHS, PO3POOJICHUM MpaKTHKaMU 1H(QOpMaIIiHOT O€3MeKH, 3 METOIO 33I0BOJICHHSI

noTped y MOBHIM 1 aKTyaJbHIA cTaHAapTU3allll y cepi TeCTyBaHHS Ha MPOHUKHEHHs. BiH
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TaKOXX HaMaraeTbcsi MpoiHGOPMyBaTH MiANPHEMCTBA MPO TE, MO iM CIIJ OYIKyBaTH Bij
TECTYBaHHS Ha MPOHUKHEHHS, 1 JOMOMOITH IM y BHM3HA4€HHI 00CsTy poOIT 1 BeIeHHI
IIEPErOBOPIB 100 YCIMIIHUX MpoekTiB [37].

TectyBaHHsI Ha MPOHUKHEHHS - 1€ MPOIIEC, MiJl Yac AKOro OpraHi3ailii nepeBipsaroTh
CBIii piBeHb O€3MEKH, CAMYIIIOIOYHU aTaKu B peaibHOMY CBiTi. OCHOBHHI MPUHIIUII MOJISITA€E
B TOMY, 100 BU3HAYUTH Ta YCYHYTH BPA3JIUBOCTI MEPEI THM, SIK IX MOXYTh BUKOPHUCTATH
3MTOBMHUCHHKH. [CHYIOTBH pi3HI METOAM MPOBEICHHS TECTYBaHHS HA MPOHUKHEHHS, 1 BUOIp
3aJIC)KHMTh BiJl KOHKPETHHX IOTPeO Ta 1iyieii opranizaii [37].

OnHak HeMae yHIBEpCaIbHOTO MIIXOAY /10 TECTYBaHHS HA MPOHUKHEHHs. Penetration
Testing Execution Standard (PTES) € BigAMIHHUM 1HCTPYMEHTOM, SIKHH BH3HA4a€e
CTaHJIapTU30BaHy METOJIOJIOTIIO JJIsi IMPOBEJIEHHS TECTYBaHHS Ha MPOHUKHEHHS. BiH
BKJIIOYAE 3HAYYII MPAKTUKU JJI1 KOKHOI a3y Mmpolecy, TOYNHAIOYH BiJ TUTAHYBaHHS Ta
3aBEPILYIOYN CTBOPEHHSM 3BITY. [lani Oyae po3risnyto ocHoBHI aciektd PTES Ta sk #ioro
MOYXHa BUKOPHCTOBYBATH JIJIsl €(DEKTUBHOTO MTPOBE/ICHHS TECTyBaHHs mporpam [37].

PTES omnmcye TecTyBaHHs Ha IPOHUKHEHHS Y CEMH OCHOBHUX po3finax [37, 38]:

e Pre-engagement Interactions (ITomepenHi B3aeMoii): 1e MiArOTOBYHIA €TAIl IS
TECTYBaHHS Ha NpPOHUKHEHHsA. TyT WHaeTecs MNpo 3aTBEp/UKEHHS JOKYMEHTIB Ta
IHCTPYMEHTIB, HEOOX1THUX AJI TECTYBaHHS;

e Intelligence gathering (36ip indopmartii): y 1iit paszi oTpUMYIOTHCS BiIOMOCTI PO
IIJIbOBY CUCTEMY 30BHIITHIMH JKEpEIaMu, TAKUMH SIK COIliajbHI Mesia, o(imiitHl 3amiucu
tomo. llefi eram BUKOPUCTOBYETHCA 3a METOJOM BIIKPUTOrO JKepena 1H(popmalii
(OSINT);

e Threat Modelling (MonaenroBanuss 3arpo3). Ie MpoIeC ONTHMI3aIlil Mepexi
Oe3MeKy IUISIXOM BU3HAYEHHS I1IJIeH Ta BPa3IMBOCTEN, 1 BCTAHOBJICHHS KOHTP3aXO 1B JIJIs
3armo0iraHHsl YU MOM’ SIKIIEHHS HACJIJIKIB 3arpo3 cucTeMi. Y 3BHYAHOMY TECTyBaHHI Ha
MPOHUKHEHHS 1IeH eTall MPOITyCKAEThCS,

e Vulnerability Analysis: Ha 1poMy erami BHUSBISIOTBCS Ta MEPEBIPSIOTHCS
Bpa3JIMBOCTI,

o Exploitation (Ekcrutyararfis): Ha I1[bOMY eTami JOCTIJHHK HaMaraeTbcs

CKOPHUCTATUCA BHUABJICHHUMH Ta HCpCBipeHI/IMI/I Bpa3JIMBOCTAMU IJIA nepmo’f aTaKUu CUCTCMHU,
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o Post Exploitation (ITicisiekcrmyaTariiftHa TisIbHICTB): 1I€ €Tall, KOJIU OTPUMYETHCSI
KOHTPOJIb HaJ IIJIbOBOIO CUCTEMOIO Ta 30Mpa€eThCs 1HPOpMAILis;

e Reporting (3BiTHICTB): TOKYMEHTYETBCS BECh MPOLIEC Y GOPMI 3BITY JJIs KITI€HTA.

Penetration Testing Execution Standard (PTES) - me mepenik eramiB, sIKi CiJ
BpaxoOBYBaTH Tijl 4ac TPOBEICHHS TECTYBaHHS Ha MPOHWKHEHHs. BiH BkiItouae B cebe
BHUCOKOPIBHEBE KEPIBHUIITBO 3 MHUTaHb, IIOJ0 BUJIIB TECTIB, AKI CJIiJI BUKOHATH, a TaKOX
KOHKpeTHI Jetam koxkHoro Ttecty. PTES Hanmae 3aransHuil  ¢peiiMBopk  aiis
TEeCTYyBaJIbHUKIB, 100 BOHM MOTJIM TEPEKOHATHUCS, IO BCi ACIEKTH TECTyBaHHS Ha
NPOHUKHEHHSI peTeNbHO po3riaHyTl. Lleil cranmapT po3poOieHo it Toro, mod HajgaTu
METOJIOJIOTII0 TECTYBaHHA, $Ka JO3BOJIUTh BHU3HAYUTU HaWePEKTUBHIIIUNA CIOCIO
MIPOBE/ICHHS TECTIB, BPAXOBYIOUM MOTpeOM KOHKpeTHOi opraxizauii. PTES moxe Oytu
BUKOPUCTAHUMU SIK CTaHJAPTHUM YEKJICT abo SK CKJIaJ0Ba YaCTUHA BEIMKOI METOAOJIOTI]
TectyBaHHs [37].

PTES mae HactymHi nepeBaru [37]:

e PTES oxormitoe BCi acrieKTH TECTyBaHHS Ha MPOHUKHEHHs, Bl 300py 1H(opmarrii
70 TiCcHseKCIuTyaTaliiHoro etamy. lle rapanTye, MmO >KOJACH acleKT HE 3aJHIIATHCS
HEIMPOTECTOBAHUM IT11]1 Yac BaIllMX BUMPOOYBaHb,

® HasSBHI METOAM CTaHAAPTHU3AIll IIJIXOMIB: 3aBISKM KOHKPETHIM MIATOTOBIN IS
BCiX BUJIIB BUNPOOyBaHb, MeToau TectyBaHHs PTES crangapTtusyrors cBoi migxoau. Lle
YCKJIAJHIOE TTOPIBHSHHS PE3Y/IbTATIB MK PI3HUMH TECTaMH 1 CITPOIILY€E TIOBTOPEHHS TECTIB
y MaitlOyTHbOMY;,

e PTES nmocTymHMiA OHIAH OE3KOIITOBHO, 1 KOKEH MOXE MaTH JI0 HbOTO JIOCTYTI.
[le poOUTH MOTO BaXIMBUM JKEPEIOM I OYIb-IKOTO, XTO IIKABUTHCS BUKOHAHHAM

TCCTYBAHHA HA ITPOHUKHCHHA.
2.2.5 Information Systems Security Assessment Framework (ISSAF)
Crpykrypa ominku 0e3neku iHpopmartiiiaux cucteM (ISSAF) - nie cnemianizoBanuit

MiIXia 70 TecTyBaHHS Ha mpoHukHeHHs (I'pyma Oe3nexku BIIKpUTHX 1HPOPMAIIHHUX

cucreM, 2006). Moro o6mmpHwuii 10BiHKK, KK Hatigye ToHaz 1200 cTOpiHOK, PO3KpHBAE
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OCHOBH I1i€i MeTofomnorii tectyBanHs. [Ipoctuii miaxig ISSAF nerxko amantyerbest mms
moTpe0 KOHKPETHUX Oprafizamii Ta IHIWBIIYAIbHUX TECTYBAJIBHUKIB, TO3BOJISIOUN
CTBOPIOBATH TEPCOHATI30BaHI IUTAHM TECTyBaHHS. bynb-sikuid TeCcTyBaJIbHUK Ha
NPOHUKHEHHS, W10 BHKOPUCTOBYE Pi3HI 1HCTPYMEHTH, TIOBHHEH JIOTPUMYBATHCS
metoposorii ISSAF [39].

BaxnuBo 3a3nauutd, mo ISSAF Buxoauth 3a Mexi MpPOCTOro TECTyBaHHS Ha
MPOHUKHEHHS: BIH TaKOX BKJIIOYA€ CTBOPEHHSI IHCTPYMEHTIB, SKi MOKHA BUKOPUCTOBYBAaTH
JUIS. HaBYaHHS 1HIIMX 0Ci0, 110 MaroTh AOCTYI jJ0 Mepexi. Ile Takox 3abesrneuye, 110
KOPHCTYBadl MEpeXi TOTPUMYIOTHCS BIIIMOBITHUX ITpaBoBux HopM [39, 40].

ISSAF ninutek TecTyBaHHS Ha MPOHUKHEHHS Ha TpH (Basu [39]:

® [JIaHYBaHHS Ta MiJArOTOBKA,;

e OI[IHKA,

® 3BITHICTh, IPUOUPAHHS Ta 3HUILEHHS.

ISSAF ®a3a I: IlnanyBanna ta [ligroroBka.

[Is ¢da3a xopoTKka 1 JiMille ONMHUCY€E KPOKHU JiJisi OOMIHY MOYaTKOBOIO 1H(OpMAIII€IO,
MJIaHYBaHHS Ta MIATOTOBKU TeCTyBaHHsA. BoHa Harosolrye Ha HEOOX1THOCTI MIAMHUCAHHS
(dbopMalIbHOI YoM TPO OILIHKY TMepe]] MOoYaTKOM OyIb-sIKOTO TECTyBaHHs. YToJa Hajaae
OCHOBY JIJIs1 IIbOT'O 3aBJIaHHS Ta B3aEMHOTO ITPABOBOTO 3aXHUCTY, i Bu3Havae [39]:

® KOMAaH/H, 10 OepyTh Y4acTh B OI[IHIIL;

e TOYHI JAaTH Ta YacHu,

® [UIAXHU eCKayarii;

® OyIb-sK1 1HIII YMOBH.

3apnanns dasu [39]:

® BHU3HAYCHHS KaHAJIB 3B 3Ky MK KOMIIAHIEIO Ta KOMaHJOIO JIJIi TECTYBaHHS Ha
MPOHUKHEHHS;

® MIATBEPIKEHHS 00CATY, MIJIX0AY Ta METOJ0JIOTI;

® y3ro/KEHHS KOHKPETHUX TECTOBUX BUIMAJKIB Ta IUIAXIB €CKaJallii.

ISSAF ®a3a II: Ominka.

[l ¢aza € OB KOPUCHOIO - BOHA JOCUTH JI€TallbHA 1 HaBITh OIHUCYE MAESKi

IHCTPYMEHTH ISl TeCTyBaHHSA Ha MpPOHUKHEHHs. Llil omucyroThCs sIK MEpexi, XOCTH,
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aonaTku Ta Oa3u maHux. Jlo meBHOI Mipu BOHA 3acTapijia 1 HE € MOBHOW. Bu moxere
BUKOPHUCTOBYBATH i SIK BUXIJHUI MyHKT A7 a3 OLIHKH y TECTyBaHHI Ha MPOHUKHEHHS,
aJie He JIUIsl KepYBaHHS BCIEIO CTPYKTYPOO TECTyBaHHS Ha IPOHUKHEHHs [39].

ISSAF onmcye okpemi KpOKH OIIIHKH sIK "mIapu" TecTyBaHHS Ha MpOHUKHEHHs [39]:

e 30ip iHdopmaIlli - BUKOPUCTOBYWTE TEXHIYHI Ta HE TEXHIYHI METOIU IS
OTpUMaHHS BIAMOBIIHOT 1H(POpMAIIIT TIPO 1I1JIb;

® BU3HAYEHHS CTPYKTYPH MEPEXKi - IICHTU(]IKYITE BCl CHCTEMH Ta PECYPCH B MEKaX
I1JTbOBOI MEPEXKI;

® BUSBJICHHS BPA3JIMBOCTEH - BUSABIIATU BPA3JIUBOCTI B IUIAX;

® IIPOHUKHEHHS;

e OTpPUMAaHHS AOCTYNy Ta HIABUIICHHS MPUBLIEIB - OTPUMANTE MPUBLIET PIBHS
aJMIHICTpaTOpa Ha IUIbOBIM cUCTEMI (3aliMITh KOPEHEBY IUPEKTOPIIO);

® JI0JJaTKOBE MEPEPaXyBaHHS - OTPUMANTE J01aTKOBY 1H(QOPMAILIiI0 PO IPOLECH Ha
CUCTEMAax 3 METOI0 EKCILTyaTallii Mepesxi/CUCcTeM (MepeMIIeHHs B O1YHOMY HaIPSIMKY);

® KOMITpOMETAIllS BIAJAJICHUX KOPUCTYBauiB/CalTIB - €KCIUTyaTallisl BIAHOCUH
JOBIPH Ta KOMYHIKaIlli MIX BIAJIaJIECHUMUA KOPUCTYBa4aMH Ta KOPIIOPATUBHUMU MEPEKAMU;

e 30epexeHHs IOCTYIy - BAKOPHCTOBY#TE MprxoBaHi kaHanu, backdoors Tta rootkits
JUIsl TIPUXOBYBAHHSI TPUCYTHOCTI Xakepa Ta 3a0€3MEeYeHHs] MOCTIMHOIO AOCTyHy MO
CUCTEMH;

® 3aropTaHHS CIIIIB.

ISSAF ®a3za III: 3BiT.

V wiii a3t po3rasAaroTECA KaHAIH 3B°SI3KY Ta TUIH 3BITIB Y MPOEKTI. 3alIPOINIOHOBAHO
JIBa CITOCOOM 3BITYBaHHS: YCHUH 1 muchMoBwHid [39].

VYcHuil 3BIT NMpU3HAYEHUM JMIIE JJIs KPUTUYHUX Ta/ad0 HEBIIKIAJHUX MUTaHb.
VYcHuli 3B’S30K CIiJI BUKOPHUCTOBYBAaTHM Y BHUIIJIKaX, KOJU BHUSIBJICHI TPOOIEMH, SIKI
notpedyroTh HeraiHoi yBaru Ta aiid. IlpukmagoM Moxke OyTH BHUSBIEHHS MiJI 4ac
TECTYBaHHS Ha MPOHUKHEHHSI TOTO, 1110 CUCTEMa € BPa3JIUBOO Ta OyJia (abo B JaHUi yac €)
KOMITpOMeToBaHO0. OcoOIMBUI BUNIAJOK TYT - SAKIIO MU BUSBUMO OY/Ib-sIKI HE3aKOHHI i1
B MEPEXKI Ta CUCTEMAX - Y TAKUX BUMAIKaX HaM MOXKE IOBEACTHCS 3B’ SI3aTUCS 3 IPABOBUMU

opraHamH JI0 TOro, sk (200 HaBiTh 0€3) MOBIJOMJICHHS HaoMy KiieHTy [39].
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[TucemoBHil 3BIT € HopMaTbHUM pe3ylIbTaTOM TECTyBAaHHS Ha MPOHUKHEHHs. Bix
MOKE€ MaTH pi3HI Bepcii s pi3HUX 3allikaBiIeHUX ocid y opranizaiii. Takox BiH MOXe
MICTUTH iH(pOpMaIIiio Ipo MpoOIeMH, sKi Bxke Oy 00roBopeHi B ycHOMY 3BiTi [39].

3rigHo 3 ISSAF, mucemMoBwHii 3BIT 3a3BUUail MicTUTH [39]:

® OIS JJI KEPIBHUIITBA;

® 00CST MPOEKTY;

® BHUKOPUCTaHI IHCTPYMEHTH TECTYBAHHS Ha MPOHUKHEHHS;

® BUKOPHCTaHI EKCILJIONTH;

® jara/yac TECTyBaHHS;

® yCi BUBOJM IHCTPYMEHTIB Ta €KCIUIOMTIB;

® CIIMCOK BHUSIBJICHUX BPA3JIUBOCTEH;

® pexoMeHJaIii 3 MiHIMI3alll BHUSBIECHUX Bpa3JIMBOCTEH, BIJICOPTOBAHUX 3a
MPIOPUTETOM.

ISSAF ®a3za IV: Bunasnienss ta 3HUIIICHHS.

[{s1 ocTaHHs YacTUHA CTPYKTYPH JJOCUTH KOPOTKA 1 30Cepe/lKeHa Ha BUIaJICHH] Oy b~
AKUX apTe(akTiB, 110 3aJIUIIWIMCA BlJI TECTYBaHHS Ha NPOHUKHEHHs. BoHa no03BoIIsIE
TEeCTYBaJIbHUKOBI BUOUpaTH crnoci0 MmudpyBaHHS, OYMILNECHHS Ta 3HUIICHHS JaHUX,

CTBOPEHUX ITiJ] Yac TECTyBaHHs Ha MpoHUKHEHH: [39].

2.2.6 PCI Penetration Testing Guide

PCI DSS Penetration Testing € TUTIOM €TUYHOTO XaKIHTY, SIKHWA CUMYJIIOE MEPEKY Ta
il 1miTbOBl cucTeMH. TecTyBaHHS Ha TPOHUKHEHHS BHUXOJWTh 3a MEXI 3aIyCcKy
aBTOMATU30BAHOI'O CKaHepa Bpa3nuBOCTeH; (axiBii 3 Oe3meKd MNpPOBOASITH TECTH Ta
rJIHOO0KO MPOHUKAIOTH Y cucTtemMy [41].

[IpoBenennss TectyBanHss Ha mnpoHukHeHHss PCI DSS na wmepexax Oesnekw,
myOJIIYHUX MPUCTPOSIX, Mporpamax, 0a3ax JaHUX Ta IHIIUX CTPYKTYpax, IO 30epiraroThb,
00po0IIst0TH 00 PO3MOBCIOKYIOTH JJaH1 BIIACHUKIB KapTOK, O3HAYAE, 110 BU HAMAraeTecs

BUSIBUTH BPA3JIMBOCTI MEPEJT THUM, 5K iX BHSBIATH KiOep3nounHii [41].
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SIK110 KOMIaH1s BUKOPUCTOBYE BeOI0AaTKU [l 30epiranHs, oOpoOku abo mepenaui
KOH(1AeHI[IITHOT 1H(popMallli, BOHM MOXYTh OyTH Bpa3iauBuUMHU. barato xakepiB MOXYTh
KOMITPOMETYBAaTH O€3IeKy MiANPUEMCTB 3 BeOJ0/aTKaMU, SKI € OCHOBOIO iX Oi3Hecy.
BusBneHHs Ta yCyHEHHS BPa3JIMBOCTEH, sIKI MOKYTh MaTH BEOJAOJATKH, € KPUTUIHUM JIJIsI
Oizuecy [41].

TectyBannsi Ha npoHukHenHs anga PCI DSS chenianbHo cripsiMoBaHE Ha OLIHKY
Oesrekn cepenopuima o0poOku maHmx BiacHWKIB kKapTok (CDE) opranizamii Ta
3abe3neueHHs BianoBigHocTi Bumoram PCI DSS. OcHoBHI 1im TecTyBaHHS Ha
nponukaeHHs PCI Bkimtouarots [42]:

e BUSBJICHHS Bpa3JIMBOCTEH, SKI MOXHA BUKOPUCTATH: BHSBJIEHHS CIAOKOCTEH
oesrekn B mexkax CDE, sxi MoxyTh OyTH BHUKOpPUCTaHI Jii HE3aKOHHOTO JIOCTYILY,
KOMITPOMETAIli CUCTEM a00 BUTOKY UYTJIMBUX IUIATIKHUX JAHUX;

® IIATBEP)KCHHS KOHTPOJIIO O€3MEKH: OLIHKAa €()EKTUBHOCTI BIPOBAKEHUX
3ax0/1B Oe3MeKu Ta mepeBipka iX poOOTH BIMOBIIHO 0 MPU3HAYEHHS JIJIS 3aXUCTY JTaHUX
BJIACHUKIB KapTOK;

e 30epeKEeHHS BIAMOBIAHOCTI,

® MpiOpUTH3AIlIS PHU3UKIB: OIlIHKA CEPHO3HOCTI BHUSBICHUX BPa3JIUBOCTEH Ta
BCTAHOBJICHHS MPIOPUTETIB JJIs 3YCHIIh IIIOJI0 iX YCYHEHHS Ha OCHOBI MMOTEHIIIHHOTO BILUIUBY
Ha 0Oe3neKky oprasi3arii,

® TOCTiiHE yAoCcKOHaNleHHs: peryisipHa ominka CDE nns monepemkeHHs eBOMIOIIT
3arpo3 Ta ajanTaiii crpaTeriii 0e3nexku s ePeKTUBHOIO 3aXUCTY BiJl MAaHOYTHIX aTak.

TectyBanHs Ha npoHukHeHHs1 PCI DSS cknagaerbest 3 5 KpokiB:

® BHU3HAYCHHS 00CSTY: TECTyBaJIbHUK HAJIAINTYE BUMOTHU OIIHKH BiAmoBigHOCTI PCI
DSS nns BHYTpINIHBOI MEpeki 3aMOBHUKA, MO0 BU3HAYUTU OOCST TECTyBaHHS TEpeE.
MOYaTKOM;

® BHSBJICHHS: TECTYBAJbHUK BHUSIBIISE aKTHBH BaIllOl MEpPEXi B MeXaX BU3HAYCHOTO
obcsary CDE;

® OI[IHKAa: BUKOPHUCTOBYIOUM J€Taii, 3HAWAEHI Ha MepLIIOMY KpOILl, TECTYEThCA

MepeKa Ta J0JAaTKU Ha HasIBHICTh MOKJIMBUX BPa3JIMBOCTEHN OE3IEKH;
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® 3BITYBaHHS: TECTYBaJbHUK KOMIUIEKCHO OIIHIOE PE3yJbTaTU TECTyBaHHS, FOTYE
MMOBHUH 3BIT, MOSICHIOIOYM METOIOJIOTIIO Ta PE3YNIbTATH, 1 HAJA€ YiTKY iH(OpMAIIio Ipo BCi
€Tanu TECTYBaHHS [UJIi TPEJCTaBIEeHHs JoKa3iB HazHadueHoMy QSA abo 1HIIUM
3aI[iKaBJICHUM CTOPOHAM;

® TIOBTOPHMI TECT: MPOILIECHU TMEPEBIPSIOTHCS 3HOBY, 1100 MEPEKOHATHCS, IO BCI
BUSIBJICHI MPOOJIEMH OYJIH YCIIITHO BUPIIIEHI.

Ha Bigminy BiJl peajgbHOTO 3JI0BMUCHHUKA, TECTYBAHHS Ha MPOHUKHEHHS MPOBOAUTHCS
JCKiJbKa TOIWH Ha TECTyBaHHS KOHKPETHOTO CEpeaoBHINA. TOMYy KII€HT, MOBUHEH
BUPIIINUTH, 7€ TOTPIOHO BUTPATUTH OUIBIIICTh YacCy TeCTyBaJbHHUKA HAa MPOHMKHEHHS. [0
MOYATKy TECTYBaHHS SIKICTh Ta 0OCST HaJaHOi 1H(OpMAILlil aHATIITUKY Ma€ BEJIMKUI BIUIMB
Ha Yac, HeOOXiIHUH 11 TecTyBaHHs [42].

MeTtonosoriss TeCTyBaHHSI Ha NMPOHUKHEHHS MOJAUICHA HA TPU TUIHU TECTIB: YOpHA
CKpUHBKa, OlIa CKpUHBKA Ta Cipa CKPUHbKA. Y TECTaX YOPHOi CKPUHBKH €KCHEpT, SKUU
BHUKOHYE TECT, HE Ma€ OHO1 iHpopMallii Ipo Ballie cepeoBHIle nmepen Tectom [42].

VY Tecrax 01101 CKPMHBKM €KCHEPT OTPUMYE JeTalbHy 1H(QOpMAIlI0 MPO Balle
CepelIoBHILE TIepe/l TeCTaMH. Y TecTaX Ha MPOHMKHEHHS Cipoi CKPUHBKU EKCIIePT Mae
oOMexeHy iH(pOpMaIIiio PO Ballle cepeoBHUIIe Mepe Tectamu [42].

3aMOBHUK TOBMHEH BU3HAYNTH THI TECTyBaHHS Ha MPOHUKHEHHS BiIITOBITHO IO TUX
oOnacTelt, Ha siKi BU OyJieTe 30cepe/KyBaThCs. TakoxX ICHye 0arato pi3HUX THUIIIB TECTIB,
110 BKJIFOYAIOTh TECTYBaHHS Ha MPOHUKHEHHS [42].

PCl penetration TectyBaHHs Ta 3BHYaiiHE TECTYBaHHS Ha MPOHUKHEHHS MAalOTh
OaraTo MmoaiOHOCTEH y METOIOJIOTII Ta MUIIX, ajleé BOHW MAarOTh BaKJIMBI BIJIMIHHOCTI, SIKi
MOTPIOHO BpaxoByBaTH. Xoua OOUBA TUIHM TECTIB CIPSMOBAHI HA BUSIBJIEHHS MPOOJEM 1
MOKpaIleHHs 0e3MeKHu opraxi3aiii, OCHOBHA PI3HUI MOJIArae y 00cs31 Ta akIeHT] TECTIB, a
TaK0’X 000B’S3KOBIH YacTOTI MPOBEACHHS TecTyBaHHs [42].

VYV tecryBanHi Ha npoHukHeHHsT PCI DSS BuKOpUCTOBY€THCS HIMPOKHUI CHEKTP
THCTPYMEHTIB JUTsI OI[IHKY O€3TMEKH CepeIOBUIIA Ta BUSBICHHS MOTEHIIIMHUX BPA3JIMBOCTEH,
SIKI MO’KYTh OYTH BUKOPHCTaHI 3JJ0BMUCHHKaMHu [42].

[{i 1HCTpyMEHTH BIIITPalOTh BAXJIMBY POJIb Yy OIHII PI3HUX ACHEKTIB Oe3MeKH

oprasizailii, BKJIIO4aruu KOHQIryparii Mepexi, Be03aCTOCYHKH, O€3IpOTOBI MEpPEekl Ta
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Bpa3iIMBOCTI cucTeM. Bubip 1HCTpyMEHTIB MOXe BapilOBAaTUCS 3aJIe)KHO B KOHKPETHUX
notped 1 IIe TeCTyBaHHS Ha NPOHUKHEHHS, ajieé JAESKl IIUPOKO BHUKOPUCTOBYBaHI
IHCTpYMEHTH B TecTyBaHHI Ha niponukHeHHs PCI Brirouarots [42]:

Nmap: Jlnst ckaHyBaHHSA Mepexi Ta BUSBICHHS BIAKPUTHUX MOPTIB 1 CIIykO0, a TaKOXK
NepPEeBIPKU CErMEeHTallli.

Nessus: JlJis aBToMaTH3a11i1 TPOLIECY BUSBICHHS BIIOMUX BPa3JIMBOCTEHN y cUCTEMaX,
Mepexkax Ta JojaTkax. BiH Takok MOXe BHKOPHUCTOBYBATHUCSA MJi CKaHyBaHHS
BpaznuBocTeit PCI, oCKIJIbKH MOXe IPOBOJUTH CKaHyBaHHsI BpaznuBocteit PCI.

Metasploit: Kommuiekcauii ppeiiMBOpK At po3poOKM Ta BUKOHAHHS BUKOPUCTAHHS
KOZY IIPOTH BUSBJICHUX BPA3JIUBOCTEM.

Burp Suite: TloTy>xHHI 1HCTpYMEHT Jii TECTyBaHHs O€3MeKH Be03aCTOCYHKIB 3
TaKUMU QYHKLISIMH, SIK IEPEXOIJIEHHS IPOKC1, CKAHYBaHHS BPa3JIMBOCTEN BEO3aCTOCYHKIB
Ta MaHIMyJIIOBaHHS CECIsIMHU.

Wireshark: AnanizaTtop npoToKoIIiB Mepexi JjIs 3aXOIJICHHS Ta aHaIli3y MEPEKEBOTO
TpadiKy, 00 HaJae UIHHY 1H(GOpPMAIII0 MPO MOTEHLIWHI BPa3JIMBOCTI Ta BEKTOPU aTak.
Oco01MBO KOPHUCHO ISl TIEPEBIPKU TOTO, UM NEPEJAETHCS KapTa AaHHUX MO Mepexi 0e3
muppyBaHHS.

[HCTpyMEHT AJi CKpalliHTy 1aM’sTi: [HCTpyMEHT Ha OCHOBI PETryJIIpHUX BUPA3IB IS
CKpariHry OmepaTHBHOI mam’siTi MOKe OyTu KOopucHUM y TecTyBaHH1 Oe3neku PCI mms
BUSIBIICHHSl JIaHUX KPEAWTHUX KapTOK, TUMYAcOBO 30epeXeHHWX B TMaM ST cepBepa,
PO3TAIlIOBAaHOTO B CEPEIOBUII, MICHIS IXHBOTO KOMIIPOMETYBaHHS TECTYBAJIbHUKOM Ha

npoHUKHEHHs [42].

2.2.7 NIST Special Publication 800-115

HarionanpHu#t iIHCTUTYT CTaHIAPTIB Ta TexHouorii, abo NIST, € opranizariieto, 1o
BXOJUTH A0 ckiamxy Minictepera Toprieii CIIA 1 mae 3a mety Oytu mdigepom y chepi
IHHOBAIII}l Ta TEXHOJIOT1H, Ha/Ial04YM CIIPABEIMBI CTAHIAPTH Ta pimeHHs [43].

OcuoBuumu  komrereHmissMma  NIST € Toune BimcTekeHHs, po3poOka Ta

BUKOpPUCTAaHHA cTaHiapTiB. Lli kommneTeHIli BIUIMBAaIOTh HA HAJIMHICTh 1H(OpMaIli, SKY
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Hajae opranizaiisa. Sk migep y ramysi, NIST mMae MOXITUBICTh HalaBaTH SKICHI PIIICHHS,
Kl MOXYTb OyTH BHUKOPHUCTaHI OpraHizamisiMH [JIs pO3pOOKHM O€3MeYHMX MPAKTHK
iHdopMalliiiHoi Oe3MeKH Ta IPOBEACHHS BUIPOOYyBaHb Ha CTIHKICTh [43, 44].

NIST my6uikye TOKYMEHTH, SIKi MOXKYTh OyTH KOPUCHUMH ISl pO3POOKH cTpaTerii 1
METOJHUK, SIKI BUKOPHUCTOBYIOThCS (haxiBiIsaMU 3 iHDopMamiiHoi 6e3neku. OauH 13 1UX
nokymeHTiB - NIST SP 800-115, TexHiuynu#i noOCiOHMK 3 TECTyBaHHA Ta OI[IHKHU
iHpopMaIliiiHOT Oe3neKu, KU BHUKOPUCTOBYETHCS MPH IUIAHYBaHHI Ta BIPOBAKCHHI
¢(heKTUBHHUX MPOIIECIB Ta poLeAyp 3ade3neueHus oe3neku [43].

Y cdepi TectyBannsa Ha npoHukHeHHS NIST SP 800-115 € minauM mxepenom, mo
BIUIMBA€ HA METOJOJIOrI, IKI BUKOPUCTOBYIOTHCS TECTYyBaJIbHUKAMH JJIA 1AEHTHU(IKALI]
Bpa3IMBOCTeH B oprauizaiisax [43].

Omuinka 0e3neku, TeCTyBaHHA Ta MEpeBipKa OE3MEKU € BAXKJIIMBUMU 3 JBOX OCHOBHUX
npuund [43]:

® [IepEeBIpKa, YU MPAIIOIOTH BIPOBAHKEHI 3aX0/I1 OE3IMEKH TaK, SIK O4IKYBaJoCs,

® BUSBIICHHS HOBUX CJIA0KUX MICIb Y Oe3Mmell.

He3Bakatoum Ha BaXXJIMBICTh IIUX MPOLIECIB, TAKOK BAKIIMBO, HACKIJIBKH 100OpE BHU iX
BukonyeTe. [1lo6 momomortu 3 mum, HamioHansHUN 1HCTUTYT CTaHAAPTIB Ta TEXHOJIOTIH
(NIST) y Cremianpaux IlyOmikamisx 800-115 Hamae TexHIUHI peKOMEHJAIll s
TECTyBaHHS Ta OLIHKK Oe3neku [43].

NIST 800-115 posknazgeHo Ha KijgbKa PO3UTIB, SKI OXOIUIIOIOTH PI3HI aCHEKTH
TecTyBaHHs Oe3rneku [43]:

® OTJIs] TECTYBaHHS Ta MEPEeBIPKU OE3MEKH;

® TEXHIKH OTJISAY;

® TEXHIKM IIeHTU]IKAIT Ta aHaII3Y ILJIeH;

® TEXHIKH MEPEBIPKU BPA3ITUBOCTEN LIIICH;

® [UJIAaHYBAaHHS OIIIHKU OE3IEKH;

e BHKOHAHHS OL[IHKHU O€3IEKU;

® TIO0CT-TECTYBaJbHI Jii.
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Poznin «Ormnsn TecTyBaHHS Ta eK3aMeHarlii 0e3mexn». Lleit po3ain 3akiagae OCHOBY
JUIA TeCTyBaHHA Oe3neku Ta miuaHyBaHHs. 3rigHo 3 NIST SP 800-115, ominka 6e3nexu
OBMHHA CKJIAZaTHCS MPUHAKNMHI 3 Takux eTamiB [43]:

® TUTAHYBaHHS,

® BHUKOHAHHS,

® [IOCT-BUKOHAHHSI.

Crangapt Takox Bu3Havyae 3 Tunu MeroaiB omiHku (TectyBanns: [lopiBHsSHHS
dakTUYHOI TOBEIIHKM 3 OYiKyBaHOIO MoOBeniHKOI0; Ex3amenaris: IlepeBipka, ormsg,
pElEH3YBaHHS, CIOCTEPEKEHHSI, BUBYEHHS a00 aHasi3 00’ €KTa JUIsl MOMIMIIEHHS PO3YyMIHHS
roro; [uteps’t0: OOroBopeHHs 3 MpalliBHUKAMH OpraHi3allii B rpynax ado 1HIUBIIyaJIbHO
JUISE OTpUMAaHHS TosicHeHb) [43].

Poznin «TexHiku orasigy». Y 1bOMY pO3UTI PO3IIIAIAI0THCS PI3HOMAHITHI TEXHIKH
OrJIsiAy, Takl sIK MEperiisif AOKYMEHTallil, KypHalliB, HAOOpIB MpaBui Ta KOHQIrypauii.
Kpim Toro, 3ramyeTbcs NEpEXOIUIEHHS MEpPEXi, SKe MOxe OyTH BUKOPUCTAHE s
imeHTrdIKaIll Ta aHaI3y HUIeH. [, HapelTi, HaeThes Mpo MepeBIPKY MUTICHOCTI (halIiB ass
NIEPEBIPKH, YU HE OYJIO 3MIHEHO JKOJIHUX CUCTeMHUX (haiimiB a00 kputnaaux Qaiiis [43].

Poznin «Texuiku imeHTHdIKAINT Ta aHATI3Y IIIeH». Y IIbOMY PO3iIl PO3IIISIAETHCS
imeHTrdIKAaIlis MOPTIB, CIyKO0 Ta cucTeM y Mepesxi. HacTymHuM KpoKOM € BUSIBIICHHS Oy 1b-
SIKHX BPa3JIMBOCTEH B iX poOoTi. TexHiKH, M0 PO3MIAIAIOTHCS B IboMy po3aiii [43]:

® BUSBJICHHS MEPEXKi,;

o imeHTU(IKAIlIS TOPTIB Ta CIYKO y MEPEXKI;

® CKaHyBaHHS BPa3JIMBOCTEM;

e 0e3ApOoTOBEe CKaHyBaHHA (MMAaCMBHE Ta AaKTHUBHE CKaHYyBaHHS, BiJCTE)KECHHS
MICII€3HAXO[KEHHS O€3pOTOBUX MPUCTPOiB, ckaHyBaHHs Bluetooth).

Poznin «TexHiku nepeBipKy Bpa3IMBOCTEH IIIEH». Y IIbOMY PO3ALT PO3TIISAAE€THCS
MIATBEPXKCHHS ICHYBaHHSI BPA3JIMBOCTI Ta PO3YMIHHSA HACHIJKIB ii BUKOpHCTaHHs. BiH
OXOIUTIOE TEXHIYHI CITAOKOCTI, @ TaKOX CJIA0KOCTI, MOB’s3aH1 3 BIJCYTHICTIO HAaBUYaHHS:
B3JIOM TApOJIs; TECTYBaHHS HA MPOHUKHEHHS; colliayibHa iHkeHepis [43].

Po3nin «IlnanyBanHs omiHKK Oe3nekuy». SKIIO BM HE HAJICKHUM YHMHOM IIJIAHYETE

OIIIHKY 0€3MEKH, TO MOXKETE BUTPATUTH CBOI PECYPCH TAPEMHO 1 TaK 1 HE IOCSATTH TOTO, 1110
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Manu Ha yBa3i. Lle# po3ain npucBsueHuil IiianyBaHHIO MIPOLIECy OLIHKY Oe3neku. Bin Hanae
nopaau mo;o [43]:

® PO3pOOJICHHS TOJITUKU OIIHKY O€3MEKH;

® [IICTaBKH 1 IJIaHYBaHHSI OLIHOK;

e BUOIp Ta HAJAIITYBAHHS METOIUK;

® JIOTICTHKAa OIIIHKMA (BUOIp Ta HABUYKM OI[IHIOBAYiB, MICIe MPOBEIEHHS, BUOIp
IHCTPYMEHTIB Ta PECYPCIB);

e pO3poOKa IJIaHy OIIHKH,

® BUPIIICHHS IPABOBUX MUTAHb.

Poznin «BukoHaHHA OIiHKY Oe3neku». BUKOHAHHS - 11€ Te, 110 BA0YBAEThCS MICIs
IUTAHYBaHHS 1 MAa€ Ba)KJIMBE 3HAYEHHS U1 €(EKTUBHOIO BUKOHAHHS IUIaHY OLIHKH. SIKILO
€ IPUYMHA BIIXWIATUCA BIJ IJIaHY, CUTYalllsl HOBUHHA OyTH NEperisHyTa A1 IPUUHATTA
pimenHs. Lleit po3aut Hafae KepiBHI TPUHIIUIM JIs IJIABHOTO MPOBEICHHS OLIIHKY O€3MeKU
1 BKJIFOYAE: KOOPIMHAIII0, OLIIHKY, aHai3 Ta 00poOKy manux [43].

Poznin «Iloct-TecTyBanbHi aii». Sk 1 BKa3zye Ha3Ba, L€ T€, 0 BIAOYBAETHCS MICIS
tectyBaHHsA. Ha 1i#t ¢a3i 310paHi gaHi nepeTBOPIOIOTHCS Ha TOUkM aii. [locT-TecTtyBanbHi
3aXO0JM CIIPSIMOBaHI Ha 301p pe3ysIbTaTIiB 3 MONEPEIHBOIO PO3/ALTY Ta CTBOPEHHS TUIAHY IS
BUIIPABJICHHA BUsBIEHUX BpaziauBocTeil. NIST Hagae kepiBHI NPUHUMUIN JJIsl HACTYITHHUX
MOCT-TeCTYBaJIbHUX 3aXoiB [43]:

® pEeKOMEHJAlli 3 BUIPABIICHHS;

® 3BITHICTb;

® BUIPABIICHHS/3MEHIIIEHHS PU3HKIB.

[Ilo6 makcuManbHO BUKOPUCTOBYBaTH TexHikd, BkazaHi B NIST SP 800-15,
HEOOXiTHO MaTh J0CTaTHHO HaBYeHUH nepcoHan. NIST Takox 3ramye meBHi 0a30Bi HabopH

HABUYOK JIJIS1 KOYKHOI 3 ITUX TEXHIK, IKHMH MO)KHA KopucTyBaTucs [43].

2.2.8 MITRE ATT&CK

MITRE ATT&CK - me ©6a3a 3HaHb NOpPO TAKTUKKA Ta METOAM MHisSTIBHOCTI

3JI0BMUCHHKIB, MOOY/I0BaHA Ha OCHOBI peajbHUX CIOCTEpEX EHb. BOHa BUKOPUCTOBYEThCS
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11 pO3pO0KY MOIeiel Ta METOI0JIOT 1 MPOTH AT 3arpo3aM sl KOMIaHii y pi3HUX rany3sax
EKOHOMIKH Ta y CHUIBHOTI PO3pOOHUKIB KibepOe3neku [45].

ATT&CK € BiAKpuTOIO 1 0€3KOIITOBHOIO JJIsI BAKOPUCTAHHS BCiMa OpraHizallissMH Ta
1HAMBIAyanbHUMH KopucTyBauamu. 3a nanuMu MITRE, Ha croronni 6a3za MiCTUTh TOHAT
2900 TaKTHK, TEXHIK 1 IPOLIEAYP, SIKI BUKOPHUCTOBYIOTh 3JIOBMUCHHUKH IS aTtak [45].

[HCTpYMEHT CcTaB HEB1JI'EMHOIO YACTHHOIO aHAII3Y 3arpo3 Ta 3aXUCTy 1HpopMarlii s
OaraThox KOMIMaHi# Ta yctaHoB. OnHak, uepe3 po3mairtsa Ta oomupHicth ATT&CK moxe
BUHHMKATH CKJIQJHICTh Y BU3HAUYCHHI ONTUMAJIBHOTO NUIAXY JJIs peanizaiii miei KOHIEeii
[45, 48].

Y  dpeitmBopk  BxoauTh Onuszbko 180 wmeromis 1 375 migmeroxiB. Bonu
MPEACTABISIIOTh PI3HOMAHITHI CIOCOOM, SIKI BUKOPHUCTOBYIOTHCSI 3JIOBMUCHUKAMH JIJIs
BUMHEHHS IIKIJIUBUX MiK. [{g Benrka KUIBKICTh A€Talle MOXE YCKIaAHUTH NPUUHSTTS

pillIEHHS MPO Te, Ha SIKMUX acleKTax BapTo 30cepenuTH yBary (puc. 2.15) [46,47].

MITRE ATT&CK Tactics in the Enterprise Matrix

Reconnaissance Credential Access

Resource Development Discovery
Initial Access Lateral Movement
Execution Collection
Persistence Command and Control
Privilege Escalation Exfiltration

Defense Evasion Impact

0000

Pucynok 2.15 — Matpuust MITRE ATT&CK



63
baza MITRE ATT&CK micTuth mepeiik HalOIbIINX XaKePChbKUX yrpyIyBaHb B

cBiTi. Ha pa3i akTyanpbHO JOCTITKyBaTH XaKepChbKi yrpymyBanHs 3 pd, a came APT28 Ta
APT29. 1le onHi 3 HAUOUIBIIUX YTPYMyBaHb, K1 JIOJOO0BO 3/11MCHIOIOTH KiOepaTakyu Ha
pi3Hy iHppacTpyKTypy B YKpaini [49].

APT28 - xakepchke yrpynyBaHHs, Ky NPUIHUCYIOTh ['0JJOBHOMY pO3BITyBaJIbHOMY
ynpasiiaHio (I'PY) 85-ro 'omoBHoOro nentpy cnemiaasHoro oociyropyBanss (I'LIC3) B/u
26165. Ile yrpynoBanus aie 3 2004 poky (puc. 2.16) [49].

APT29 - xakepcrke yrpymnyBaHHs, sIKy NpUnucyoTh Ciy>k01 30BHIIIHBOI PO3BIJIKH
Pocii (CBP). Bonu nitots 3 2008 poKy, 4acToO HalLTIOIOYUCH HA YPSA0B1 Mepeski €Bponu Ta
kpainax HATO, nocnigHULbKI 1HCTUTYTH Ta aHAMTHYHI LeHTpU. [loBigOMIISIETHCS, 1110
APT29 ckxomnpomeryBaB HarionanbHU#M KOMITET JleMOKpaTW4YHOI MapTii, MOYHWHAIOUU 3
aita 2015 poky (puc. 2.17) [50].

@OpeiiMBOpK 3a3Hayae, SK TI 4YM 1HIII KOPHUCTYBaudl JaHUX YrpYIyBaHb

BUKOPUCTOBYIOTH Pi3HI TEXHIKH Ta TAKTUKHU JUIsI 3A1MCHEHHS 3IOBMUCHUX JTiH.

Techniques Used

Domain ID Name Use
Enterprise T1134 .001 Access Token Manipulation: Token APT28 has used CVE-2015-1701 to access the SYSTEM token and copy it into the current process
Impersonation/Theft as part of privilege escalation.”®

Enterprise  T1098 .002 Account Manipulation:

APT28 has used a Powershell cmdlet to grant the ApplicationImperscnation roletoa

Email Delegate Pe compromised account.?

Enterprise T1583 .001 Acquire Infrastructure: Domains APT28 registered domains imitating NATO, OSCE security websites, Caucasus information
resources, and other organizations. /14126

006 Acquire Infrastructure: Web APT28 has used newly-created Blogspot pages for credential harvesting operations.'“”

Services

Pucynox 2.16 — Bukopuctanns TexHik yrpynyBanHsam APT28

Techniques Used

Domain ID Name Use

Enterprise  T1548 APT29 has bypassed UAC.

r Account

Enterprise  T1087 Account Dis y: Domair During the Sol e, APT29 used PowerShell to discover domain accounts by
Account exectuing Ge oupMember .[18I[15
Account Discovery: Cloud Account APT29 has conducted enumeration of Azure AD accounts.'*"
Enterprise During the SolarWinds Compromise, APT29 added credentials to OAuth Applications and Service
Principals.®'!l!

Pucynok 2.17 — Bukopucrtanns TexHik yrpynyBanHsm APT29
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Oxpim pi3HHX TexHIK Ta TakTHK ¢peiimBopk MITRE npomnonye pi3Hi piteHHs 11s
3armo0iraHHsl TUX YW IHIIKMX KiOepaTak, IO 3HAYHO IMOJIETIIye pOOOTH KOMIIaHIH, SKi

HaMararoTbCs CTBOPUTH MOTYKHY KiOep-Mepexy.

BucHoBkH 3a po3aijiom 2

Y apyromy po3auii JUTUIOMHOI POOOTH OyJIO JOCTIIKEHO 3arajibHy KOHIIEIIIIIO Ta
OCHOBHI MPHUHIIMIMN aHaJi3y BEOCKCIUIONTIB, a TAKOX IPOAHATI30BAHO Pi3HI METOJ0JIOTI,
Kl BHUKOPHCTOBYIOTHCS [JIsl BHUSBICHHS Bpa3aMBOCcTed B BeOAoAaTKax. 3riHO 3
JOCIIKEHHSIMU, BEOEKCIIONTH CTaHOBJISATh CEPHO3HY 3arpo3y s Oe3neku iHdopmarii Ta
MPUBATHOCTI KOPUCTYBayiB, OCKUIBKM BOHM MOXYTh OyTH BUKOPUCTaHI s
HECaHKI[IOHOBAHOI'O JOCTYITY 10 CUCTEMHU a00 KOH(PI1ACHIIITHOT 1HpOopMalIii.

[1in yac aHami3y OCHOBHUX MPHUHIUIIIB aHAJi3y BEOSKCIUIONTIB OyJI0 BUSIBICHO, 1110
mpoliec BKJtoYae B ceOe BUSABJICHHS, aHANI3 Ta BUKOPUCTAHHS Bpa3iauBocTeil. [ nboro
BUKOPUCTOBYIOTHCA PI3HI METO/IH, TakKl SIK 30BHIIIHE CKaHYBaHHS MEPEXI1, aHaji3 JaHUX 3
nor-(haiisiB, a TAKOX MPOBEJICHHS TECTyBaHHS Ha MPOHUKHEHHS.

Kpim TOTrO, AOCHIIPKEHO PI3HI METOO0JIOri aHali3y BeOJ0AaTKIB Ha BPA3IUBOCTI,
BKJIFOYAIOYH Ti, 1[0 0a3yIOThCS HA 30BHINTHBOMY CKaHYBaHHI, a TAKOX BHYTPIIIHIN aHami3
nporpaMHoro koay. Lli MeTomosorii 103BOJISIFOTH 11eHTU(IKYBATH ITOTSHIIMHI HEOJIIKY Ta
ciabKi Miclg B TPOTPpaMHOMY 3a0€3MeUeHHI, 1[0 € KPUTUUHUM JJ1sI 3a0€3MeueHHs O€e3MeKu

BeOI01aTKIB.
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PO3JILI 3

PO3POEKA MOJIEJII AHAJII3Y BEBEKCILJIONTIB

3.1 BcraHoB/1eHHS cepel0BHINA sl TECTYBAHHA

Byo o6pano cepenosuiie s TectyBanus - CMS Wordpress, Tak sik, yepe3 BeJUKy
KiIbKICTh KopucTyBauiB, WOrdPress crae mpuBaOJIMBOIO MIIICHHIO IS 3JOBMHCHHKIB,
OCKUIBbKM TOTEHIIHHOI KON MOXKHA 3aBJaTH OaraThoM BebOcaiiTaM oaHOYacHO. Takox,
CMS WordPress MicTuTh 0€3:114 IUIATiHIB 1 TeM, IO PO3MIUPIOIOTH PYHKITIOHAT CHCTEMH.

Po3poOHMKY MUIariHiB Ta TeM HE 3aBXKAU JOTPUMYIOTHCS HAWBHUIIMX CTaHAAPTIB
Oe3reku, 1Mo MOXKE MPHU3BOJUTH 10 TOSBH BpasIuBocTed B BeOmomatky. Kpim Toro,
akTUBHHMIA po3BUTOK WOrdPress i #oro mocTiliHi OHOBJCHHS MOXYTh HPHUXOBYBAaTH
HEJIOJIIKU O€3MeKH, sIKI TECTYBAIbHUKUA MOXKYTh BUSBHUTH IMEpe]] PETi3oM HOBUX Bepciid. I,
HapeuITi, MUPOKU (QyHKIIOHAT MIaTGOpMH, TaKUM K MOXKJIUBICTH CTBOPIOBATU BJACHI
JI0JIaTKOBI MOJIs1 400 HANAIITOBYBATH MpaBa JIOCTYITY, CTBOPIOE TOJAATKOBI MOKIIUBOCTI JIJIst
MOTEHI[IHHUX BPA3IUBOCTEM.

Byno Bcranosnero Wordpress va Ubuntu 22.04. [ TectyBaHHs 0yJ10 BCTAHOBJICHO
Bpa3nuBy Temy it Wordpress (puc.3.1) 3 github [https://github.com/vavkamil/dvwp].

AKTHWBHI Ta HEaKTHBHI TUTariHA HaBeIeHO Ha puc. 3.2 - 3.3.

Jlo mnariHiB HaJjieKath:

e Infinite WP client - Bepcist 1.9.4.4;

e Social Warfare - Bepcis 3.5.2;

e Wordpress File Upload - Bepcist 4.12.2;

e \WP-Advanced-Search - Bepcis 3.3.3;

e Askimet Anti-Spam - Bepcis 4.1.3;

e Backup and Staging by WP Time Capsule - Bepcis 1.21.15;

e Hello Dolly - Bepcis 1.7.2.



C (OANLN127.0.0.1:31337] o Y o9y =
Damn Vulnerable WordPress Just another WordPress site Sample Page Q
Search
UNCATEGORIZED
S Byadmin [ April3,2024 (J 1Comment
‘Welcome to Damn Vulnerable WordPress. This is your first post.
Edit or delete it, then start writing!
.
Search ... SEARCH ArChIVes
April 2024
Categories
Hack Me If You Can g
Pucynok 3.1 — Beranosnenuii Wordpress
InfiniteWP - Client This is the client plugin of InfiniteWP that communicates with the InfiniteWP Admin panel.
Deactivate Version 1.9.4.4 | By Revmakx | View details | View activation key
2% There is a new version of InfiniteWP - Client available. View versien 1.12.5 details or update now.
Social Warfare A plugin to maximize social shares and drive more traffic using the fastest and most intelligent share buttons on the market, calls to action via
Settings Deactivate in-post click-to-tweets, popular posts widgets based on share popularity, link-shortening, Google Analytics and much, much more!

Version 3.5.2 | By Warfare Plugins | View details

£ There is a new version of Social Warfare available. View version 4.4.6.3 details or update now.

Wordpress File Upload  simple interface to upload Files from a page.

Deactivate Version 4.12.2 | By Mickolas Bossinas | View details

> There is a new version of Wordpress File Upload available. View version 4.24.6 details or update now.

WP-Advanced-Search Moteur de recherche avancé pour WordPress & la place du moteur initial (mise en surbrillance, trois types de recherche, styles, paginations,
Deactivate algorithme de pertinence optionnel...). (Plugin adds a advanced search engine for WordPress with a lot of options (three type of search, bloded
request, three method for pagination, relevancy algorithm...).

Version 3.3.3 | By Mathieu Chartier | View details

3 There is a new version of WP-Advanced-Search available. View version 3.3.9.1 details or update now.

Pucynox 3.2 — AKTUBHI IJIariHu
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All (7) | Active (4) | Inactive (3) | Update Available (5)

Bulk Actions v

l Search installed plugins... J

3 items

[ Plugin

Description

[]  Akismet Anti-5pam
Activate Delete

) Backup and Staging by WP Time Capsule
Activate Delete

Used by millions, Akismet is quite possibly the best way in the world to protect your blog From spam. It keeps your site
protected even while you sleep. To get started: activate the Akismet plugin and then go to your Akismet Settings page to set
up your AP key.

Version 4.1.3 | By Automattic | View details

WP Time Capsule is an incremental automated backup plugin that backups up your website to Dropbox, Google Drive and
Amazon 53 on a daily basis.

Version 1.21.15 | By Revmakx | View details

4> There is a new version of Backup and Staging by WP Time Capsule available. View version 1.22.19 details or update now.

[ Hello Dolly
Activate Delete

This is not just a plugin, it symbolizes the hope and enthusiasm of an entire generation summed up in two words sung most
Famously by Louis Armstrong: Hello, Dolly. When activated you will randomly see a lyric from Hello, Dolly in the upper right of
your admin screen on every page.

Version 1.7.2 | By Matt Mullenweg | View details

) Plugin

Description

Pucynox 3.3 — HeakTuBHI miarinu

VY BeOM0AaTKY TaKOX MPUCYTHI IMoJIs morryky (puc.3.4), ki MOXKYTb OyTH Bpa3JIuBi.

[Momryk peanizoBanuii 3a nonomoroto miariny WP-Advanced-Search.

Pucynoxk 3.4 — I1ons nomyky
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3.2 ®opmMyBaHHA MOJeJli aHATI3Y

Wordpress micTuTh O€3.1i4 IUIariHiB IJIs aHaJIi3y Bpa3JInBOCTEH y Be001aTKY, IPOTE
11l TUTariHU MOXYTh 1 camMi OyTH Bpa3JIMBUMHU.

Konu MoBa iiie mpo aHami3 Bpa3nuBOCTEH y BeOJ0AaTKaX, CTBOPEHHS BJIACHOTO
CKPHIITY MOKe OyTH KpaIlluM pilllICHHSIM, HiXK BUKOpHCTaHHs miariniB y WordPress, Tomy
IO BJIACHUM CKpUNT MOXe OyTH po3poOsieHMi i Baml BeOJOAATOK, IO JO3BOJUTH
BpaxyBaTH OCOOJMBOCTI JIaHOTO BeOmojaTKy. Tako Ipu po3poOIll 1 BUKOPUCTAHHI
BJIACHOTO pIIICHHS, BH MOXXET€ MaTH TIOBHUM KOHTPOJb HAJ KOJOM, IO JO3BOJISE
rapaHTyBaTH O€3MeKy BaIloro pillieHHs, OCKUIBKUA BU HE 3aJICKUTE BiJl CTOPOHHIX TUIariHiB
Ta 010J110TeK 1 BUKOPUCTOBY€ETE CBOI (DyHKIIII. BUKOpUCTOBYIOUM BIIACHUM CKPUIT, MOKHA
ONEpPaTUBHO BUIIPABIISATH BPA3JIMBOCTI, IKI MOXKYTh OyTH 3HaW ICHI.

OTxe, BIaCHUN CKPUNT JUIsl aHAJ3y BPA3IMBOCTEH MOXke OyTH OLIbIN HAIIHHUM Ta
e(eKTUBHUM BapilaHTOM, HIXK BUKOpUCTaHHs muiariHiB y WordPress.

Mogenb ananizy Beogonatky Ha CMS Wordpress mae MicTUTH TaKi eTaru:

1. ITouaTkoBa po3Bijika Be0J0/IaTKy Ta CKAHYBAaHHS BC1X HAsIBHUX CEPBICIB, TOPTIB Ta
cimyx0. BUKOpHCTOBYIOUM IHCTPYMEHTH, TaKi K nmap, CKpUIIT 3MOXe CKaHyBaTH TIOPTH Ta
BU3HAYATH BIAKPHUTI CITYKOH.

2. AHani3 BeOcaiTy Ha Bpa3uBoCTi. CKpUIT 3MOKE BUKOPUCTOBYBATH IHCTPYMEHTH,
taki sk Nikto abo OWASP ZAP, nns ckaHyBaHHS BeOCaiiTy Ha HasBHICTb BIJIOMHUX
BPA3JIMBOCTEMN.

3. 'enepartis 3BiTy. CKpUNIT 3MOYKE CTBOPIOBATH 3BIT 3 BUSBICHUMH BPa3TMBOCTSIMH
Ta PEKOMEHAITISIMH III0JI0 TX BHITPABIICHHS.

Ha mepriiomy etami Mojeili BUKOpHCTAEMO iHCTpyMeHT Nmap ta dirb mamsa momyky
(aiiniB/IupeKTopiil, 10 AKUX MA€ TOCTYN 3BUYAHHUN KOPUCTYBaY.

Nmap - e crmemiajgbHa YTWJITA, sIKa Ma€ BIIKPUTHUN BUXITHHA KOX 1 JO3BOJISIE
3MIMCHIOBATH TIEPEBIPKY Mepek Ta Oe3meku B mux mepexax. [lomarok dopmye 3BiT 3
JAHUMH, SIK1 JOTIOMAararTh JOCTIHKYBaTH Mepexy. BukopucroByroun crneriaibHi (aru
YTWIITa 3[1aTHA BUBOJIUTH TOTPIOHY 1H(POPMAIIiIO, 10 3HAYHO TOJIETIITYE KOPUCTYBAHHS

YTHIIITOIO.
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Jlnst mpukiamy, i 9ac AOCTIDKEHHS Oe3meku BeO0maTKy OyJio BHKOPHUCTAHO
HACTYIHI (aru:

-p - 103BOJIsi€ BKa3aTH MOTPIOHMI iana30H MOPTIB JIJIsl CKAaHYBAaHHS MEPExKi;

-SV - 7103BOJIsSi€ BUBYATH BiJIKPUTI IOPTH Ta 3aITyIIEH] CITyKOu;

-SC - BUKOHY€ CKaHyBaHHs CIIEHapiiB 3a JOMOMOIOI0 CTaHAAPTHOrO HaOOpPy
CIIEHapiiB, TaK SIK 32 3aMOBUEHHSIM, HE BCI CIIEHAPIi MOXKYTh 3aIlyCKATUCh JJII CKAHYBaHHS
MEpEexi;

-A - aktuBye (yHkiii Bu3HaueHHss OC Ta iX BepcCiid.

TakuM YKMHOM, BHUKOPUCTOBYIOUM TMeBHI (maru yrtumita Nmap po3mmputh
MOXJIMBOCTI TIOCTII)KEHHS MEPEK.

DIRB - me mporpamHe 3a0e3NedeHHs], SKE€ JO3BOJIAE B3a€EMOMISITU 3 BMICTOM
BeOCTOp1HOK. CKaHep BUKOHY€E CKaHYBAaHHS Ha MPUXOBaH1 Qailii Ta AMPEKTOPii, sIKI 31aTHI
MOCJIa0UTH PiBEHb OE3MEKH J0JIaTKY.

Jlana yTumita mpaitoe 3a J0MOMOT0l0 BOYJOBaHUX CIOBHUKIB, SIKI MICTSITh CITHCOK
MOXJIMBHUX (pailimiB Ta AUpeKTopiid. OKpiM HasBIUMX CIOBHHKIB, MOYKHA CTBOPIOBATH BJIACHI
CJIOBHUKH JUIsI BIACHUX MOTPED.

DIRB Tako 103B0JIsi€ BAKOPUCTOBYBATH (DJ1aru, SIKUMH MOXHA COPTYBaTU MOTPiOHY
iHdopmartiro. Hanpukian:

-f - Buasnenns mommiku «NOT FOUND 404»;

-C - BUKOpHCTaHHs COOKies;

-V - BimoOpaxatu cropinku «NOT FOUND 404»;

-1 - BimoOpaskartu 3aromoBku «Locationy;

-I' - CTaTUCTHKA CKaHYBaHHS,

-1 - BAKOPUCTOBYBATH TIOIIYK 0€3 BpaxyBaHHS pericTpa.

Ha npyromy erari BUKOPUCTAEMO IHCTPYMEHTH ISl OUITYKY BPa3JIMBOCTEH TaKl SIK
WPScan, nikto, SQLmap, PwnXSS.

WPScan - me ckaHep, SKWUH IIIHPOKO BHUKOPUCTOBYETHCS CHEIlaIiCTaMU 3
KiOepOe3mneku, ki OaxaroTh BH3HAUMTH yci MOxJHBi ciadki micis B CMS WordPress.

CkaHep 03BOJISI€ BUSIBIISITH BPa3IUBOCTI B BEpPCISIX CUCTEM, B IUIariHax, a TAKOX TeMax.



70

Takum 9MHOM, BUKOPHCTAHHS TAaHOTO MMPOTPAMHOTO 3a0€3MedYeHHS - I1e CIIOCi0 3a0e3neunTu
HaJiliHy 0e3MneKy BeOI0aTKY.

Okpim 1poro, WPScan spmatHuii mpoBoautu Opytrdopc araky Ha WordPress.
BukopucToBYI0OUYM 104aTKOB1 CJIOBHUKH 3 TaHWUMHU MO>KHA MiAi0paTH JaHi 1J1s aBTOpHU3aIlii.

Nikto - nporpamnHe 3a0e3rnedeHHs I TIOMIYKY MOMJIMBHUX BpPa3JIUBOCTEH Y
BeOgonaTkax. [le Oe3koITOBHUN CKaHEp, KU BUKOHYE CKaHYyBaHHS BHUKOPUCTOBYIOUHU
CTparerii CkaHyBaHHS METOJIOM YOPHOTO SITIIHKA.

SQLmap - ckaHep 3 BIAKPUTUM BHUXIJHUM XOJIOM, SIKUM NPU3HAYCHHUH IS
TECTyBaHHS Ha TPOHUKHEHHS. BiH 103BOJISIE aBTOMATHM3YBAaTH TMPOIEC BUSABICHHS Ta
eKCIUTyaTyBaHHs BpaznuBoctei SQL 10’ ekiiif Ta 3aX0TUIeHHs BeO10AaTKIB Ta BeOCEpBEPIB.

Yrunita PWnXSS BUKOHYE TONIYK Bpa3iMBOCTEH MIKCAWTOBOTO clieHapito XSS.
[Tporpamue 3a0e3mneueHHs - € OS3KOITOBHUM, HAIMCAHO Ha MOBI MporpamMmyBaHHs Python
Ta 3/1aTHE MOJICTIIUTH JTOCHII>)KEHHS BEOI0AATKIB.

Ha Tpetpomy erami moTpiOHO 3reHepyBaTH 3BIT 3 yciMa pe3yJibTaTaMu. 3BIT Mae
MICTUTH JIeTaJTbHUHN PE3yNIbTAT TECTYBAHHS BEOI0TATKY 3a JOTIOMOTOF0 YCiX 3raIaHAX BHIIIE

YTWIIT Ta IPOrpam.

3.3 [IpakTu4yHa peaJjizauis MoJeJIi aHAJI3Y

V BipryansHOoMy cepenoBuii Oracle Virtual Box Oyno cTBopeHO Ha HanamTOBaHO
BipTyasibHo OC Ubuntu 22.04, ne Oyo nanmcano bin/bash ckpunt myist aHamizy Be6goaatky
WordPress, npo sikuii Oyno HanrcaHo paHinie. JlaHuii ckpunt 3ade3neuye aBTOMaTH30BaHE
CKaHyBaHHs BeOJ0aTKy nUIsixoM 3amycky yruwrit Takux ssk NMAP, Dirb, Nikto, SQLMap,
WPScan ta PwnXSS. Takox, BCl pe3yibTaTH 3alHUCYIOTbCS B OKpeMuil dain s
10J1aJIBIIIOT0 BUBYCHHS BCIX 3HAWICHUX MpoOsieM Oe3rnekn BeOonatky (puc. 3.5 - 3.6). Ha
pucyHky 3.5 ta 3.6 MoOXHa MOOAYUTH, IO KOPUCTyBaua MOBIAOMISIOTH MPO Te, IO
MOYaJIOCh CKaHyBAaHHS BE0IOIaTKy MIEBHUM CKaHEPOM, a TAKOX MOBIIOMIISIIOTH TIPO Te€, IO
CKaHYBaHHS 3aBEPUIMJIOCh. Tak KOPUCTyBad 3MOXE MPOCITIIKYBaTH 3a MPOrPECOM

CKaHYBaHHs.



GNU nano 6.2 script.sh

nmap - -8V -sC 127.0.0.1 tee

dirb http://127.0.6.1:31337/

nikto http://127.0.0.1:31337/ | tee

sqlmap 127.0.08.1:31337/?s=gngh tee

Pucynok 3.5 — PeanizoBanuii ckpunt /bin/bash

http://127.0.0.1:31337/ IAph8RXF1kSeypxDAsXDVrmPr3AaFsHXimatveyeesd tee

python3 PwnXSS/pwnxss.py http://127.0.0.1:31337/

PucyHok 3.6 — PeanizoBanuii ckpunr /bin/bash
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[Ticis 3amycky ckpurita B Tepminani Ubuntu 22.04 nporpama 3amyckae NMAP 7.80.

BiH 103BoJIsI€ TIEpETTISTHYTH BC1 HasiBHI IOPTH, CITy>KOH Ta cepsicu (puc. 3.7-3.8).

B $ sudo ./script.sh
[sudo] password for aurum:
Start nmap
Starting Nmap 7.80 ( https://nmap.org ) at 2024-04-17 22:06 EEST
Nmap scan report for localhost (127.0.0.1)
Host is up (0.00025s latency).
INot shown: 65528 closed ports
PORT STATE SERVICE VERSION
80/tcp open http Apache httpd 2.4.52 ((Ubuntu))
|_http-server-header: Apachef2.4.52 (Ubuntu)
|| _http-title: Welcome to Test.com
631/tcp open 1ipp CUPS 2.4
1| http-robots.txt: 1 disallowed entry
_f
|| _http-server-header: CUPS/2.4 IPP/2.1
|_http-title: Home - CUPS 2.4.1
3306/tcp open nagios-nsca Nagilos NSCA
| mysql-info:
| Protocol: 18
| Version: 8.0.36-0ubuntu@.22.04.1
| Thread I 346279
| Capabilities flags: 65535
| Some Capabilities: Support4i1Auth, LongPassword, DontAllowDatabaseTableColumn, SupportsTransactions, LongColumnFlag, Sp
eaks41Protocolold, SupportslLoadDatalocal, SupportsCompression, InteractiveClient, Speaks41ProtocolNew, FoundRows, SwitchTo
SsLAfterHandshake, Ignor gpipes, IgnoreSpaceBeforeParenthesis, ODBCClient, ConnectWithDatabase, SupportsAuthPlugins, Sup
portsMultiplestatments, SupportsMultipl sults
| Status: Autocommit
| Ssalt: s uU"gMb3x+\Xx1E%0\x015\x06\x7Fkr
i|_  Auth Plugin Name: caching_sha2_password
131337 /tcp open hadoop-datanode Apache Hadoop 2.4.38 ((Debian))
| hadeop-datanode-info:
|_ Logs: http:/f127.0.0.1:31337/wp-login.php
| hadoop-tasktracker-info:
.|_ Logs: http://127.0.0.1:31337/wp-login.php
|_http-generator: WordPress 5.3
|_http-title: Damn Vulnerable WordPress &#8211; Just another WordPress site
| _http-trane-info: Problem with XML parsing of /evox/about
31338/tcp open http Apache httpd 2.4.57 ((Debian))
| http-robots.txt: 1 disallowed entry
I_f
| _http-server-heade ache/2.4.57 (Debian)
|_http-title: phpMyAdmin
33060/tcp open mysqlx?
| fingerprint-strings:
DNSStatusRequestTCP, LDAPSearchReq, NotesRPC, SessionReq, TL ssionReq, X11Probe, afp:
Invalid message”
HY00O
LDAPBindReq:
*Parse error unserializing protobuf message"
HY008
oracle-tns:
Invalid message-frame."
HY000

Pucynox 3.7 — Pesynbrat ckanyBanus Nmap

44347 /tcp open unknown
| fingerprint-strings:
FourOhFourRequest:
HTTP/1.@ 404 Not Found
Date: Wed, 17 Apr 2024 19:07:15 GMT
Content-Length: 19
Content-Type: text/plain; charset=utf-8
404: Page Not Found
GenericLines, Help, Kerberos, LDAPSearchReq, LPDString, RTSPRequest, SsLSessionReq, TLSSessionReq, TerminalsServercCooki

HTTP/1.1 400 Bad Request
Content-Type: text/plain; charset=utf-8

Connection: close

Request
GetRequest, HTTPOptions:

HTTP/1.@ 404 Not Found

Date: Wed, 17 Apr 2024 19:06:49 GMT

Content-Length: 19

Content-Type: text/plain; charset=utf-8
_ 404: Page Not Found
2 services unrecognized despite returning data. If you know the service/version, please submit the following fingerprints
at https://nmap.org/cgi-bin/submit.cgiznew-service :

NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)

Pucynok 3.8 — PesynbpraT ckanyBanus Nmap

Hacrtynna yruiirta - e DIRB, sika mpoBoauTh ckaHyBaHHS Ha HAsiBHICTh IPUXOBAHUX

TUpeKTopiii Ta (aiiniB B BeOmoaaTky. Ha pucynky 3.9 - pe3ynbrar npoBe/IeHHS CKaHyBaHHS
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dirb, sxuit mokasas, 10 TOCIiHKYBaHNH BEOI0IATOK HAMIYYye 7 pi3HUX (aiiiIiB Ta AEKUIbKA

TUPEKTOPI.

DIRB v2.22
By The Dark Raver

START_TIME: Wed Apr 17 22:08:20 2024

URL_BASE: http://127.0.0.1:31337/

WORDLIST_FILES: fusr/share/dirb/wordlists/common.txt
IOPTION: Fine tunning of NOT_FOUND detection

IGENERATED WORDS: 4612

---- Scanning URL: http://127.0.0.1:31337/ ----
http://127.0.0.1:31337/cgi-bin/ (CODE:208|SIZE:1633)
http://127.0.0.1:31337/favicon.ico (CODE:200|SIZE:0)
http://127.0.0.1:31337/index.php (CODE:381|SIZ )
http://127.8.8.1:31337/info.php (CODE:200|SIZE:6098)
http://127.8.8.1:31337/php.ini (CODE:200|SIZE:2)
http://127.0.0.1:31337/server-status (CODE:403|SIZE:277)

131337 /xmlrpc.php (CODE:405|SIZE:5)

END_TIME: Wed Apr 17 22:13:15 2024
DOWNLOADED: 4612 - FOUND: 7
(Finished

Pucynok 3.9 — Pesynbrat ckanyBanss dirb

HactynHauii Kpok - 1l cKaHyBaHHs 3a gonomororo yruiaiti Nikto. /lanuii ckaHep
JI03BOJIsI€ MPOBOJAUTH CKaHYBaHHS BEOI0OAATKY HA HAsIBHICTh PI3HUX Bpa3iauBocTel. Takum
YUHOM, ITiJl YaC CKaHyBaHHS BEOJOJATKy YTUJIITa BUABWIA 0araTo MOMJIMBUX BPa3IMBUX

MICIIb, SIKI 3IaTHI MOPYIIHTH Oe3reky poaarkis (puc. 3.10-3.16).

Start Nikto

Target I 127.0.0.1
Target Hostname:  localhost
Target Port: ESEEY

s 1 2024-04-17

Apache/2.4.38 (Debian)
k p_wpfileupload_sb2dbabcbcfs581dd4a9fba6ed728b7f5 created without the httponly flag
Retrieved x-powered-by header: PHP/7.1.33
The anti-clickjacking X-Frame-Options header is not present.
Uncommon header 'link' found, with contents: <http://127.6.6.1:31337/index.php?rest_route=/>; rel="https://api.w.org/"
Uncommon header 'x-redirect-by' found, with contents: WordPress
All CGI directories 'found', use '-C none' to test none
DEBUG HTTP verb may show server debugging information. See http://msdn.microsoft.com/en-us/library/e8z61xdh%28V
px for details.
/cgi.cgi/post-query: Echoes back result of your POS
/webcgi/post-query: Echoes back result of your PO!
/cgi-914/post-query: Echoes back result of your POST
/cgi-915/post-query: Echoes back result of your POS
/bin/post-query: Echoes back result of your POST
/cgi/post-query: Echoes back result of your POST
/mpcgi/post-query: Echoes back result of your POST
/cgi-bin/post-query: Echoes back result of your P
Jows-bin/post-query: Echoes back result of your P
/cgi-sys/post-query: Echoes back result of your POST
/cgi-local/post-query: Echoes back result of your POST
/htbin/post-query: Echoes back result of your POST
/cgibin/post-query: Echoes back result of your PO
post-query: Echoes back result of your PO
ts/post-query: Echoes back result of your POST
in/post-query: Echoes back result of your P
bin/post-query: Echoes back result of your
/post-query: Echoes back 1t of your P
ome /post-query: Echoes back ult of your
erl/post-query: Echoes back result of your
-bin/post-query: Echoes K result of your PO
2754: [guestbook/?numb Cscript%3Ealert(document.domain);%3C/scri E: MPM Guestbook 1.2 and previous ar
vulnreable to attacks.

T T T

ver leaks inodes via ETags, header found with file /php.ini, fields: 3763c7cO
B-28260: /_vti_bin/shtml.dll/_vti_rpc?method=server+version%3ads% e2%2e2611: Gives info about server settings. cv
-9413, CVE-2000-0709, CVE-2000-0710, http://www.securityfocus.com/ 88, http://waw.securityfocus.con/bid/1174.
server+versic e2%2e2611: Gives info about server settings.
SVDB-3692: /_vti_bin/_vti_aut/author.dl1?method=1ist+documents%3a; e2%2e ervice%5fname=&listHiddenDocs=true&l
istExplorerDocs=true& tRecur alse&listFiles=true&listFolder & tLink & tIncludeParent=true&listDerive
dT=false&listBorders=fals: We seem to have authoring access to the FrontPage web.

Pucynok 3.10 — Pesynbrar ckanyBanHus Nikto



I+ aurum@aurum-VirtualBox: ~/Desktop

+ Server leaks inodes wvia ETags, header found with file /php.ini, fields: ©0x15 @x615353763c7c@

+ 0SVDB-28260: /[ vti bin/shtml.dl1/ vti rpc?method=server+version%3a4%2e0%2e2%2e2611: Gives info about server settings. CV
E-2000-0413, CVE-2000-0709, CVE-2000-0710, http://www.securityfocus.com/bid/1608, http://www.securityfocus.com/bid/1174.

+ 0SVDB-28260: / vti bin/shtml.exe/ vti rpc?method=server+version%3a4%2e0%2e2%2e2611: Gives info about server settings.

j+ OSVDB-3092: / vti_bin/_vti_aut/author.dl1?method=1ist+documents%3a3%2e0%2e2%2e1706&servicek5fname=&listHiddenDocs=true&l
istExplorerDocs=true&listRecurse=false&listFiles=true&listFolders=true&listLinkInfo=true&listIncludeParent=true&listDerive
dT=false&listBorders=fals: We seem to have authoring access to the FrontPage web.

+ 0SVDB-3092: /_vti_bin/_vti_aut/author.exe?method=1ist+documents¥%3a3%2e0%2e2%2el1706&service%5fname=&11istHiddenDocs=true&l
istExplorerDocs=true&listRecurse=false&listFiles=true&listFolders=true&listLinkInfo=true&listIncludeParent=true&listDerive
dT=false&listBorders=fals: We seem to have authoring access to the FrontPage web.

+ OSVDB-1264: /fpublisher/: Netscape Enterprise Server with Web Publishing can allow attackers to edit web pages and/for lis
t arbitrary directories via Java applet. CVE-2000-0237.

+ 0SVDB-2117: /cpanel/: Web-based control panel

I+ 0SVDB-2695: fphoto/: My Photo Gallery pre 3.6 contains multiple vulnerabilities including directory traversal, unspecifi
ed vulnerabilities and remote management interface access.

I+ 0SVDB-2695: fphotodata/: My Photo Gallery pre 3.6 contains multiple vulnerabilities including directory traversal, unspe
icified vulnerabilities and remote management interface access.

I+ 0SVDB-2695: fcgi.cgifphoto/: My Photo Gallery pre 3.6 contains multiple vulnerabilities including directory traversal, u
nspecified vulnerabilities and remote management interface access.

'+ 0SVDB-2695: fwebcgi/photo/: My Photo Gallery pre 3.6 contains multiple vulnerabilities including directory traversal, un
specified vulnerabilities and remote management interface access.

i+ 0SVDB-2695: fcgi-914/photo/: My Photo Gallery pre 3.6 contains multiple vulnerabilities including directory traversal, u
'nspecified vulnerabilities and remote management interface access.

+ OSVDB-2695: /fcgi-915/photo/: My Photo Gallery pre 3.6 contains multiple vulnerabilities including directory traversal, u
'nspecified vulnerabilities and remote management interface access.

I+ 0SVDB-2695: fbin/photo/: My Photo Gallery pre 3.6 contains multiple vulnerabilities including directory traversal, unspe
‘cified vulnerabilities and remote management interface access.
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1 aurum@aurum-VirtualBox: ~/Desktop

+ OSVDB-2695: /cgi-perl/photof: My Photo Gallery pre 3.6 contains multiple vulnerabilities including directory traversal,
unspecified vulnerabilities and remote management interface access.
+ OSVDB-2695: [/scgi-bin/photo/: My Photo Gallery pre 3.6 contains multiple vulnerabilities including directory traversal,
unspecified vulnerabilities and remote management interface access.
+ 0SVDB-3092: faccesof: This might be interesting...
OSVDB-3092: /access/: This might be interesting...
OSVDB-3092: Jacciones/: This might be interesting...
0SVDB-3092: faccount/: This might be interesting...
0SVDB-3092: faccounting/: This might be interesting...
OSVDB-3092: Jactivex/: This might be interesting...
0SVDB-3092: fadm/: This might be interesting...
0SVDB-3092: fadmin/: This might be interesting...
0SVDB-3092: fAdministration/: This might be interesting...
OSVDB-3092: /administration/: This might be interesting...
0SVDB-3092: /administrator/: This might be interesting...
OSVDB-3092: JAdmin_files/: This might be interesting...
OSVDB-3092: /advwebadmin/: This might be interesting...probably HostingController, www.hostingcontroller.com
0SVDB-3092: fAgent/: This might be interesting...
0SVDB-3092: /Agentes/: This might be interesting...
OSVDB-3092: Jagentes/: This might be interesting...
0SVDB-3092: /Agents/: This might be interesting...
0SVDB-3092: /analog/: This might be interesting...
OSVDB-3092: /apache/: This might be interesting...
0SVDB-3092: /app/: This might be interesting...
0SVDB-3092: /fapplicattion/: This might be interesting...
OSVDB-3092: /Japplicattions/: This might be interesting...
0SVDB-3092: /apps/: This might be interesting...
0SVDB-3092: /archivar/: This might be interesting...
OSVDB-3092: Jarchive/: This might be interesting...
0SVDB-3092: /Jarchives/: This might be interesting...
0SVDB-3092: /farchivo/: This might be interesting...
OSVDB-3092: /asp/: This might be interesting...
OSVDB-3092: /Asp/: This might be interesting...
0SVDB-3092: /fatc/: This might be interesting...
0SVDB-3092: fauth/: This might be interesting...
OSVDB-3092: fayuda/: This might be interesting...
0SVDB-3092: /backdoor/: This might be interesting...
0SVDB-3092: /backup/: This might be interesting...

/bak/: This might be interesting...

+++++++++++++++++++++++++++++++++ +
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OSVDB-3092: /[scgi-bin/stats/: This might be interesting...
OSVDB-3092: /cgi.cgi/stats_old/: This might be interesting...
0SVDB-3092: /webcgi/stats_old/: This might be interesting...
0SVDB-3092: [cgi-914/stats_old/: This might be interesting...
0SVDB-3092: fcgi-915/stats_old/: This might be interesting...
0SVDB-3092: /bin/stats _old/: This might be interesting...
0OSVDB-3092: /cgi/stats_old/: This might be interesting...
OSVDB-3092: /mpcgi/stats_old/: This might be interesting...
0SVDB-3092: fcgi-bin/stats_old/: This might be interesting...
0SVDB-3092: Jfows-binfstats_old/: This might be interesting...
0SVDB-3092: /cgi-sys/stats_old/: This might be interesting...
0SVDB-3092: fcgi-local/stats_old/: This might be interesting...
0SVDB-3092: /htbin/stats_old/: This might be interesting...
0SVDB-3092: /cgibin/stats_old/: This might be interesting...
0SVDB-3092: /cgis/stats_old/: This might be interesting...
OSVDB-3092: /scripts/stats_old/: This might be interesting...
0SVDB-3092: /cgi-winfstats_old/: This might be interesting...
0SVDB-3092: [fcgi-bin/stats_old/: This might be interesting...
0SVDB-3092: /cgi-exe/stats_old/: This might be interesting...
0SVDB-3092: fcgi-home/stats_old/: This might be interesting...
0SVDB-3092: /cgi-perl/stats_old/: This might be interesting...
0SVDB-3092: /scgil-bin/stats_old/: This might be interesting...
0SVDB-17670: /clocktower/: Site Server sample files. This might be interesting...
0OSVDB-17670: /market/: Site Server sample files. This might be interesting.
0SVDB-17670: /mspress30/: Site Server sample files. This might be interesting...
0SVDB-3092: [site/iissamples/: This might be interesting...
0SVDB-17670: fvc30/: Site Server sample files. This might be interesting...
0SVDB-3092: /_mem_bin/: This might be interesting - User Login
OSVDB-3092: /custdata/: This may be COWS (CGI Online Worldweb Shopping), and may be interesting...
0SVDB-3092: /hostingcontroller/: This might be interesting...probably HostingController, www.hostingcontroller.com
0SVDB-3092: /databases/: Databases? Really??
0SVDB-3092: /img-sys/: Default image directory should not allow directory listing.
0SVDB-3092: /java-sys/: Default Java directory should not allow directory listing.
0SVDB-3092: [javadoc/: Documentation...?
0SVDB-3092: flog/: Ahh...log information...fun!
OSVDB-3092: /manager/: May be a web server or site manager.
0SVDB-3092: /manual/: Web server manual found.
OSVDB-3092: fexchange/: This may be interesting (Outlook exchange OWA server?)...
OSVDB-3093: /fadv/gm@@l-mc/: This might be interesting... has been seen in web logs from an unknown scanner.
0SVDB-3093: /moregroupware/modules/webmail2/inc/: This might be interesting... has been seen in web logs from an unknown
scanner.
+ OSVDB-3893: f[protected/: This might be interesting... has been seen in web logs from an unknown scanner.
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: Jcgi-915/ms_proxy_auth_query/: This might be interesting... has been seen in web logs from an unknown scanne

: /bin/ms_proxy auth_query/: This might be interesting... has been seen in web logs from an unknown scanner.
: fcgi/ms_proxy_auth_query/: This might be interesting... has been seen in web logs from an unknown scanner.
: /mpcgi/ms_proxy auth_query/: This might be interesting... has been seen in web logs from an unknown scanner.
: Jegi-bin/ms_proxy_auth_query/: This might be interesting... has been seen in web logs from an unknown scanne

: fows-bin/ms_proxy auth_query/: This might be interesting... has been seen in web logs from an unknown scanne
: fcgi-sys/ms_proxy_auth_query/: This might be interesting... has been seen in web logs from an unknown scanne
: fcgi-local/ms_proxy_auth_query/: This might be interesting... has been seen in web logs from an unknown scan

0SVDB-3093: /htbin/ms_proxy_auth_query/: This might be interesting... has been seen in web logs from an unknown scanner.
0SVDB-3893: fcgibin/ms_proxy_auth_query/: This might be interesting... has been seen in web logs from an unknown scanner

0SVDB-3893: [cgis/ms_proxy_auth_query/: This might be interesting... has been seen in web logs from an unknown scanner.
0OSVDB-3893: [scripts/ms_proxy_auth_query/: This might be interesting... has been seen in web logs from an unknown scanne

'OSV0873093: Jcgi-win/ms_proxy_auth_query/: This might be interesting... has been seen in web logs from an unknown scanne
'OSVDB-3093: /fcgi-bin/ms_proxy_auth_query/: This might be interesting... has been seen in web logs from an unknown scann
: /cgi-exe/ms_proxy_auth_query/: This might be interesting... has been seen in web logs from an unknown scanne
: fcgi-home/ms_proxy_auth_query/: This might be interesting... has been seen in web logs from an unknown scann
: Jegi-perl/ms_proxy_auth_query/: This might be interesting... has been seen in web logs from an unknown scann
: [/scgi-bin/ms_proxy_auth_query/: This might be interesting... has been seen in web logs from an unknown scann

OSVDB-3093: /database/: Databases? Really??

0SVDB-3233: /jservdocs/: Default Apache JServ docs should be removed.

0SVDB-3233: /fakopia/: Akopia is installed.

0SVDB-3233: / private/: FrontPage directory found.

OSVDB-3233: /_private/_vti_cnf/: FrontPage directory found.

0SVDB-3233: /_vti_bin/: FrontPage directory found.

0SVDB-3233: /_vti_bin/_vti_cnf/: FrontPage directory found.

0SVDB-3233: /_vti_cnf/_vti_cnf/: FrontPage directory found.

0SVDB-3233: / vti_log/ vti_cnf/: FrontPage directory found.

0SVDB-3233: /nethome/: Netscape Enterprise Server default doc/manual directory. Reveals server path at bottom of page.
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0SVDB-3092:
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0SVDB-3092:
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0SVDB-3092:
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0SVDB-3092:
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0SVDB-3092:
0SVDB-3092:
0SVDB-3092:
0SVDB-3092:
0SVDB-3092:
0SVDB-3092:
0SVDB-3092:

might
might
might
might
might
might
might
might
might
might
might
might
might
might
might
might
might
might
might
might
might
might
might
might
might
might
might
might
might
might
might
might
might
might
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might
might
might
might

interesting...
interesting...
interesting...
e interesting...
e interesting...
interesting...
e interesting...
e interesting...
interesting...
e in esting...
e interesting...
e interesting...
interesting...
interesting...
e interesting...
interesting...
interesting...
e interesting...
e in esting...
interesting...
e interesting...
e interesting...
interesting...
e interesting...
e in esting...
e interesting...
interesting...
e interesting...
e interesting...
interesting...
interesting...
e interesting...
e in esting...
e interesting...
e interesting...
e interesting...
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potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential
potential

country
country
country
country
country
country
country
country
country
country
country
country
country
country
country
country
country
country
country
country
country
country
country
country
country
country
country
country
country
country
country
country
country
country
country
country
country
country
country
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South Africa)
(south Georgia And The South Sandwich Islands)

(Suriname)
Svalbard And Jan Mayen)
(Swaziland)
(Sweden)
itzerland)
(Syrian Arab Republic)
(Taiwan)
(Tajikistan)
(United Republic Of Tanzania)
(Thailand)
(Timor-leste)
(Togo)
(Tokelau)
[QELEED)]
(Trinidad And Tobago)
(Tunisia)
(Turkey)
(Turkmenistan)
(Turks And Caicos Islands)
(Tuvalu)
[ULELGED]
(Ukraine)
(United Arab Emirates)
(United Kingdom)
(United States)
(United States Minor Outlying Islands)
(Uruguay)
(Uzbekistan)
(Vanuatu)
(Venezuela)
(viet Nam)
(British virgin Islands)
(U.S. Virgin Islands)
(Wallis And Futuna)

0SVDB-3092: /e might be interesting... potential country (Western Sahara)
0SVDB-3092: = might interesting... potential country (Yemen)
0SVDB-3092: might be in esting... potential country (Zambia)
OSVDB-3092: B might be interesting... potential country (Zimbabwe)

M+ + + + + + + + + + 4+ + + + + + o+ o+t FF A+t A+ A+ ++ o+
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/v2/painel/: Admin login page/section found.

J/vadmind/: Admin login page/section found.

/vmailadmin/: Admin login page/section found.

/webmaster/: Admin login page/section found.

Jwebsvn/: Admin login page/section found.

Jwizmysqladmin/: Admin login page/section found.

/wp-login/: Admin login page/section found.

/xlogin/: Admin login page/section found.

/maint/: This might be interesting...

/servlets-examples/: Tomcat servlets examples are visible.
/wordpress/: A Wordpress installation was found.

0SVDB-3092: /messages/: This might be interesting...
0SVDB-3092: fcms/: This might be interesting

OSVDB-3092: [helpdesk/: This might be interesting...
/3rdparty/phpMyAdmin/: phpMyAdmin directory found

/phpMyAdmin/: phpMyAdmin directory found

/3rdparty/phpmyadmin/: phpMyAdmin directory found

/phpmyadmin/: phpMyAdmin directory found

/pma/: phpMyAdmin directery found

Jopenadmin/: Informix OpenAdmin tool administration legin
Cookie wordpress_test_cookie created without the httponly flag
Uncommon header 'x-frame-options' found, with contents: SAMEORIGIN
6544 items checked: ® error(s) and 1007 item(s) reported on remote host
End Time: 2024-04-21 22:39:21 (GMT3) (347164 seconds)

Finished
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HactynHuil 1HCTpyMEHT [jIsl BUSIBJIICHHS MOKJIMBUX BpasznuBocTed - ne SQLMap

(puc. 3.17). Bin BuKoHy€e TeCcTyBaHHS B€OJ0JaTKIB Ta CEPBEPIB HA HASIBHICTH BPA3JIMBOCTEH

SQL ix’€exii.
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[ 1L ] testing connection to the target URL
you have not declared cookie(s), while server wants to set its own ('wp_wpfileupload_5b2dbabcbcf581dd4a9sfba6cd728b7f5=QgRz
(9mezTDg. ..jXCYGN7q5H"'). Do you want to use those [Y/n] y
I [ ] testing if the target URL content is stable
[ [ ] target URL content is stable
testing if GET parameter 's' is dynamic
] GET parameter 's' does not appear to be dynamic
] heuristic (basic) test shows that GET parameter 's' might not be injectable
testing for SQL injection on GET parameter
testing an-based blind - WHERE or ING clau
] reflective value(s) found and filtering out
[ testing - ind - P ter replace (original valu
[ testing 'MySQ .1 AND err - \ GROUP BY clau (EXTRACTVALUE)
[ testing \ 3
L[ testing "M 0 € E e or- ed - W 0 AVING clause (IN)'
[ testing - e
[ testing
[ testing ¢ e
[ testing "M a C eri ( ent)’
[ testing 'Oracle eri ( J . /E_M - comment)'
[ 2 AND
[
[
[
i

[
[
[
L
[
[

testing

testing

testing 'Mi ) \ - blind (IF)

testing 'Or e A time-based blind
t is recommended to perform only basic UNION tests if there is not at least one other (potential) technique found. Do you
want to reduce the number of requests? [Y/n] y
[ [ ] testing 'Generic UNION query (NULL) - 1 to 10 columns
[ ] GET parameter 's' does not seem to be injectable
[ ] [ERITICAL] all tested parameters do not appear to be injectable. Try to increase values for '--level'/'--ri
options if you wish to perform more tests. If you suspect that there is some kind of protection mechanism involved (e
AF) maybe you could try to use option '--tamper' (e.g. '--tampe e nent') and/or switch '--random-agent'’
[ 11 ] your sqlmap version is outdated
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[Ticns 1poro, 3amyckaeTbes ytwiita WPScan. Ile nyxe morykHe MOporpamHe
3a0e3neueHHs], AK€ Ha/lae 0arato MOXJIMBOCTEHN y JTOCHIIKEHHI Oe3MeKu BeOJ0JaTKy 1 He
Tuibkd. CkaHep 11eHTU(]iKyBaB 52 pi3HI BPa3JIMBOCTI, SIKI NOTEHILIIITHO MOXXYTh 3aBJaTH

mkoau a1 Beopoaarky Ha WordPress (puc. 3.18-3.24).

Start WPSCAN
Vulnerabilities found by WPSCAN

YA [ R N
A VA N A [ R L G
AYRLV/RNV Ay A Iy A VW W A ) A I
I DN I G O B I
AV VA RN i VY VO U B

WordPress Security Scanner by the WPScan Team
Version 3.8.25
Sponsored by Automattic - https://automattic.com/
@_WPscan_, @ethicalhack3r, @erwan_lr, @firefart

URL: http://127.0.0.1:31337/ [127.0.0.1]
Started: Mon Apr 8 22:04:37 2024

Interesting Finding(s):

Headers

Interesting Entries:

- Serve Apache/2.4.38 (Debian)

- X-Powered-By: PHP/7.1.33

Found By: Headers (Passive Detection)
Confidence:

XML-RPC seems to be enabled: http://127.8.0.1:31337/xmlrpc.php

Found By: Direct Access (Aggressive Detection)

Confidence: 100%

References:
http://codex.wordpress.org/XML-RPC_Pingback API
https://www.rapid7.com/db/modulesfauxiliary/scanner/http/wordpress_ghost_scanner/
https://www.rapid7.com/db/modulesfauxiliary/dos/http/wordpress_xmlrpc_dos/
https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_xmlrpc_login/
https://www.rapid7.com/db/modules/fauxiliary/scanner/http/wordpress_pingback_access/
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WordPress readme found: http://127.0.0.1:31337/readme.html
Found By: ect Access (Aggressive Detection)

The external WP-Cron seems to be enabled: http://127.0.0.1:31337/wp-cron.php
Found By: Direct Access (Aggressive Detection)
Confidenc
References:

- https://www.iplocation.net/defend-wordpress-from-ddos

- https://github.com/wpscanteam/wpscan/issues/1299

WordPress version 5.3 identified (Insecure, released on 2019-11-12).

Found By: Rss Generator (Passive Detection)
/127.0.0.1:31337/2feed=rss2, <generator=https://wordpress.org/?v=5.3</generator>
/127.0.0.1:31337/?feed=comments-rss2, <generator=https://wordpress.org/?v=5.3</generator=>

52 vulnerabilities identified:

Title: WordPress <= 5.3 - Authenticated Improper Access Controls in REST API
ixed i

aurum@aurum-VirtualBox: ~/Desktop

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-20043
Jcve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-16788
Jwordpress.org/news/2019/12 /wordpress-5-3-1-security-and-maintenance-release/
/github.com/WordPress/wordpress-develop/security/advisories/GHSA-g7rg-hchx-c2gw

Title: WordPress <= 5.3 - Authenticated Stored XSS via Crafted Links
Fixed i Hozioil
References
- https://wpscan.com/vulnerability/23553517-34e3-40a9-a406-f3ffbeodd265
http: Jcve.mitre.org/cgi-bin/cvename.cg CVE-2019-20042
https://wordpress.org/news/2019/12 /wordpress-5-3-1-security-and-maintenance-release/
/hackerone.com/reports/509930
J/github.com/WordPress/wordpress-develop/commit/1f7f3f1f59567e2504f0fbebd51ccf@@4b3ccbid
https://github.com/WordPress/wordpress-develop/security/advisories/GHSA-xvg2-m2f4-83m7

WordPress <= 5.3 - Authenticated Stored XSS via Block Editor Content
Fixed in: 5.3.1
References:

- https://wpscan.com/vulnerability/be794159-4486-4ael-a5cc-5c190e5ddf5f
Jcve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-16781
Jcve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-16780

https://wordpress.org/news/2019/12 /wordpress-5-3-1-security-and-maintenance-release/
https://github.com/WordPress/wordpress-develop/security/advisories/GHSA-pg4x-64rh-3cov
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Title: WordPress < 5.8.2 - Expired DST Root CA X3 Certificate
ixed in: 5.3.10
erences:
https://wpscan.com/vulnerability/cc23344a-5c91-414a-91e3-c46db614dasd
https://wordpress.org/news/2021/11/wordpress-5-8-2-security-and-maintenance-release/
https://core.trac.wordpress.org/ticket/54207

: WordPress < 5.8 - Plugin Confusion

- https://wpscan.com/vulnerability/95e01006-84e4-4e95-b5d7-68ea7b5aala8
- https://fcve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-44223
- https://vavkamil.cz/20821/11/25/wordpress-plugin-confusion-update-can-get-you-pwned/

://wpscan.com/vulnerability/7f768bcf-ed33-4b22-b432-d1e7f95c1317
://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-21661
://github.com/WordPress/wordpress-develop/security/advisories/GH
://hackerone.com/reports/1378289

: WordPress < 5.8.3 - Author+ Stored XSS via Post Slugs
BoZioalil
https://wpscan.com/vulnerability/dc6fe4c2-7bf2-4a87-92b5-dd197e4d94c8
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-21662
https://github.com/WordPress/wordpress-develop/security/advisories/GH 699q-3hj9-889w
https://hackerone.com/reports/425342
https://blog.sonarsource.com/wordpress-stored-xss-vulnerability

Title: WordPress 4.1-5.8.2 - SQL Injection via WP_Meta_Query
Fixed in: 5.3.11
References:
- https://wpscan.com/vulnerability/24462ac4-7959-4575-97aa-a6dcceeae722
- https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-21664
- https:/fgithub.com/WordPress/wordpress-develop/security/advisories/GH jp3p-gwBh-6x86

Title: WordPress < 5.8.3 - Super Admin Object Injection in Multisites
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Title: WP <= 6.2 - Unauthenticated Blind SSRF via DNS Rebinding
References:

- https://wpscan.com/vulnerability/c8814e6e-78b3-4f63-a1d3-6906a84c1f1l

- https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-3590

- https://blog.sonarsource.com/wordpress-core-unauthenticated-blind-ssrf/

Title: WP < 6.2.1 - Directory Traversal via Translation Files
Fixed in: 5.3.15
References:
- https://wpscan.com/vulnerability/2999613a-b8c8-4ecf-9164-5dfe63adf6e6
- https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-2745
- https://wordpress.org/news/2023/05/wordpress-6-2-1-maintenance-security-release/

Title: WP < 6.2.1 - Thumbnail Image Update via CSRF

Fixed in: 5.3.15

References:

- https://wpscan.com/vulnerability/a03d744a-9839-4167-a356-3e7dadf1d532

- https://wordpress.org/news/2023/05/wordpress-6-2-1-maintenance-security-release/

Title: WP < 6.2.1 - Contributor+ Stored XSS via Open Embed Auto Discovery
Fixed in: 5.3.15
References:
- https://wpscan.com/vulnerability/3b574451-2852-4789-bc19-d5cc39948dbs
- https://wordpress.org/news/2023/05/wordpress-6-2-1-maintenance-security-release/

Title: WP < 6.2.2 - Shortcode Execution in User Generated Data

Fixed in: 5.3.15

References:

- https://wpscan.com/vulnerability/ef289d46-ea83-4fa5-ben3-0352c690Fd89

- https://wordpress.org/news/2023/05/wordpress-6-2-1-maintenance-security-release/
- https://wordpress.org/news/2023/05/wordpress-6-2-2-security-release/

Title: WP < 6.2.1 - Contributor+ Content Injection
Fixed in: 5.3.15
References:
- https://wpscan.com/vulnerability/1527ebdb-18bc-4f9d-9c20-8d729a628670
- https://wordpress.org/news/2023/05/wordpress-6-2-1-maintenance-security-release/

Title: WP < 6.3.2 - Denial of Service via Cache Poisoning

Pucynok 3.22 — Pesynbrat ckanyBanas WPScan

Enumerating All Plugins (via Passive Methods)
Checking Plugin Versions (via Passive and Aggressive Methods)

Plugin(s) Identified:

social-warfare
Location: http://127.6.0.1:31337/wp-content/plugins/social-warfare/
Last Updated: 2024-04-07T719:32:00.000Z

The version is out of date, the latest version is 4.4.6.3

Found By: Urls In Homepage (Passive Detection)
Confirmed By:

Urls In 484 Page (Passive Detection)

Comment (Passive Detection)

5 vulnerabilities identified:

Title: Socilal Warfare <= 3.5.2 - Unauthenticated Arbitrary Settings Update
Fixed in: 3.5.3
References:
- https://wpscan.com/vulnerability/32085d2d-1235-42b4-baeb-bc43172a4972
- https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-9978
- https://wordpress.org/support/topic/malware-into-new-update/
- https://www.wordfence.com/blog/2019/03/unpatched-zero-day-vulnerability-in-social-warfare-plugin-exploited-in-th

https://threatpost.com/wordpress-plugin-removed-after-zero-day-discovered/143651/
https://twitter.com/warfareplugins/status/1108826025188909057
https://www.wordfence.com/blog/2019/03/recent-social-warfare-vulnerability-allowed-remote-code-execution/

Title: Social Warfare <= 3.5.2 - Unauthenticated Remote Code Execution (RCE)
Fixed in: 3.5.3
References:

- https://wpscan.com/vulnerability/7b412469-cc03-4899-b397-38580ced5618

- https://www.webarxsecurity.com/social-warfare-vulnerability/

Title: Social Warfare < 4.3.1 - Subscriber+ Post Meta Deletion

Fixed in: 4.3.1

References:

- https://wpscan.com/vulnerability/5116068f-4b84-42ad-a88d-03e46096b41c
- https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-0402

Pucynok 3.23 — Pe3ynbrar ckanyBanas WPScan




| Checking Config Backups -:

No Config Backups Found.

WPScan DB API OK
| Plan: free
| Requests Done (during the scan): 5
| Requests Remaining: 20

Finished: Mon Apr 22 21:24:41 2024
Requests Done: 183
Cached Requests: 6
Data Sent: 61.763 KB
Data Receive 556.346 KB
Memory used: 265.883 MB
Elapsed time: ©00:00:19
Finished
Start PwnXSSs
Traceback (most recent call last):
File "/home/aurum/Desktop/PwnXsS/pwnxss.py", line 7, in <module=
from lib.helper.helper import *
File "/home/aurum/Desktop/PwnXSS/lib/helper/helper.py", line 6, in <module>
import requests, json
File "/usr/local/lib/python3.18/dist-packages/requests/ 1init .py", line 63, in <module=>
from . import utils
File "/usr/local/lib/python3.10/dist-packages/requests/utils.py"”, line 27, in <module>
from .cookies import RequestsCookielar, cookiejar_from_dict
File "/usr/local/lib/python3.10/dist-packages/requests/cookies.py", line 172, in <module=
class RequestsCookielar(cookielib.CookieJar, collections.MutableMapping):
AttributeError: module 'collections' has no attribute 'MutableMapping'
Finished

Pucynok 3.24 — Pe3ynbrat ckanyBanas WPScan

OcTtaHHIM THCTPYMEHTOM Yy JOCHIDKeHHI Oe3neku BeOmomarky Ha WordPress - me
nmporpamHe 3a0e3nedeHHs PwWnXSS, saxuii TecTye M0AaTOK Ha HASBHICTh MOXJIMBUX
BpasnuBOCTel MixkcaiiToBoro cieHapito XSS. Ilix yac ckaHyBaHHS BiH BUSIBUB TIOTCHITIITHO

I[1KaB1 MOCUJIAHHS 3 PI3HUMHU 1JIEHTU(DIKATOpaMHU, sIKI MOKYTh HaJll4yBaTH BPa3JIUBOCTI XSS

(puc. 3.25-3.27).

Found 1ink with query: Maybe a wvuln

Found 1ink with query: Maybe a vuln XSS point
Found 1ink with query: Maybe a wvuln XSS point
Found 1ink with query: Maybe a vuln XS5 point

Found 1link with query: Maybe a vuln XS5 point
Found 1ink with query: Maybe a vuln XS5 point

Found 1ink with query: Maybe a wvuln point

Found 1link with query: Maybe a wvuln point

Found 1ink with query: Maybe a vuln XS5 point

Found 1ink with query: Maybe a vuln XS5 point
Found 1ink with query: Maybe a wvuln XSS point
Found 1ink with query: Maybe a vuln XSS point
Found 1link with query: Maybe a vuln XS5 point
Target have form with GET method:

Target have form with GET method:

Found 1link with query: Maybe a vuln XSS point
Found 1ink with query: Maybe a vuln X point
Found 1ink with query: Maybe a vuln XSS point
Found 1ink with query: Maybe a wvuln XSS point

Found 1ink with query: Maybe a vuln XS5 point
Found 1link with query: Maybe a vuln XS5 point

Found 1ink with query: Maybe a vuln point

Found 1ink with query: Maybe a wvuln point

Found 1link with query: Maybe a vuln XS5 point

Found 1ink with query: Maybe a vuln XS5 point
Found 1ink with query: Maybe a vuln XSS point

1 e ) ) e e ) ) e e e e e e e e e e e LA

Pucynok 3.25 — Pe3ynbrat ckanyBaHHs PWNnXSS
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Found link with query: XSS point
Found link with que Maybe a

=
=
]
>
3
=5

Found link with ery: Maybe a vuln point
Found link with e Maybe a vuln X point
Found link with e Maybe a vuln XSS point
Found link with ery: Maybe vuln point

Found link with ery: Maybe a vuln XSS point
Found link with e Maybe a vuln XSS point

Found link with ery: Maybe a vuln point

Found link with ery: Maybe a vuln XSS point

Found link with e Maybe a wvuln point

Found link with ery: Maybe a vuln point

Found link with ery: Maybe a wvuln XSS point

Found link with Maybe a vuln XSS point
Found link with query: Maybe a vuln XSS point

Target have form with GET method:

Target have form with GET method:

Found link with query: Maybe a vuln point

Found link with query: Maybe a vuln

Found link with query: Maybe a vuln XSS

Found link with query: Maybe a vuln 3 point

Found link with query: Maybe a vuln point

Found link with query: Maybe a

Found link with query: Maybe a vuln

Found link with query: Maybe a vuln

Found link with query: Maybe a vuln

Found link with query: Maybe a vuln

Found link with query: Maybe a wuln

Found link with query: Maybe a vuln XS

Found link with query: Maybe a wvuln XSS point

Found link with query: Maybe a vuln XSS point
Found link with query: Maybe a wvuln

Target have form with GET method:

Target have form with GET method:

Found link with query: Maybe a wvuln XSS point

Found link with query: Maybe a vuln S point

Found link with query: Maybe a wvuln ) point

Found link with query: Maybe a vuln 3 point

Found link with query: Maybe a vuln X point

Found link with query: Maybe a vuln point

Found link with query: Maybe a vuln XSS

A e e e €
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Pucynox 3.26 — Pe3ynbrat ckanyBanHs PWNXSS

Found link with query: Maybe a vuln XSS point

Found link with query: Maybe a vuln XSS point

Found link with query: Maybe a vuln X point

Found link with query: Maybe a wvuln point

Found link with query: Maybe a vuln XSS point

Found link with query: Maybe a wvuln XSS point

Found link with query: Maybe a vuln point

Found link with query: Maybe a vuln

Found link with query: Maybe a vuln

Found link with query: Maybe a vuln

Found link with query: Maybe a wvuln

Found link with query: Maybe a vuln XS

Found link with query: sr/lib/python3.18/html/parser.py:170: XMLParsedAsHTMLWarning: It looks like yo
u're parsing an XML document using an HTML parser. If this really is an HTML document (maybe it's XHTML?), you can ignore
or filter this warning. If it's XML, you should know that using an XML parser will be more reliable. To parse this documen
t as XML, make sure you have the lxml package installed, and pass the keyword argument ’features ml"" into the Beautiful
Soup constructor.

k = self.parse_starttag(i)
Jusr/lib/python3.10/html/parser.py:176: XMLParsedAsHTMLWarning: It locks like you're parsing an document using an HTML
parser. If this really is an HTML document (maybe it's XHTML?), you can ignore or filter this warning. If it's XML, you s
hould know that using an XML parser will be more reliable. To parse this document as XML, make sure you have the 1xml pack
age installed, and pass the keyword argument ‘features="xml""~ into the BeautifulSoup constructor.
k = self.parse_starttag(i)
=rss2 Maybe a vuln X point

Found link with query: Maybe a vuln S point

Found link with query: Maybe a vuln XSS point

Target have form with GET method:

Target have form with GET metho

Target have form with POST method:

Found link with query: Maybe a vuln

Target have form with POST metheod:

Found link with query: Maybe a vuln XSS point

Found link with query: Maybe a vuln XS5 point

Found link with query: Maybe a vuln point

Found link with query: Maybe a vuln X point

Found link with query: Maybe a wvuln XS5 point

Found link with query: Maybe a vuln i

Found link with query: Maybe a vuln

Found link with query: Maybe a vuln

Found link with query: Maybe a vuln

Found link with query: Maybe a vuln XSS point

Found link with query: Maybe a vuln XSS point

Found link with query: Maybe a vuln X point

Found link with query: Maybe a vuln

Target have form with GET metho

Target have form with GET metho

Pucynok 3.26 — Pe3synbrat ckanyBaHHs PWnXSS

Bci pesynbratu 30epiratoTbesi B OKpeMomy (aiiii, Je 3pydHO IOCTIKYyBaTH Ta

aHaTI3yBaTH 3HAWJICHI Bpa3IMBOCTI BeOmoaaTKy (puc. 3.27).
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scan-results.txt

Open ~ I+l Deskor Save = = o X
1Starting Nmap 7.80 ( https://nmap.org ) at 2024-04-29 21:39 EEST
2 Nmap scan report for localhost (127.0.0.1)

3 Host is up (0.000039s latency).

4 Not shown: 65530 closed ports

5 PORT STATE SERVICE VERSION

6 80/tcp open http Apache httpd 2.4.52 ((Ubuntu))

7 |_http-server-header: Apache/2.4.52 (Ubuntu)

8 \_http-tithe: Welcome to Test.com!

9 631/tcp open 1ipp CUPS 2.4

10 | http-robots.txt: 1 disallowed entry

1|/

12 |_http-server-header: CUPS/2.4 IPP/2.1

13 |_http-title: Home - CUPS 2.4.1

14 3306/tcp open nagios-nsca Nagios NSCA

15 | mysql-info:

16 | Protocol: 1@

17 | Version: 8.0.36-0ubuntu@.22.04.1

18 | Thread ID: 180

19 | Capabilities flags: 65535

20 | Some Capabilities: DontAlleowDatabaseTableColumn, SuppertsCompression, LongColumnFlag,

IgnoreSpaceBeforeParenthesis, LongPassword, Speaks41ProtocolOld, ConnectWithDatabase,
IgnoreSigpipes, InteractiveClient, ODBCClient, SwitchToSSLAfterHandshake,
SupportsLoadDatalocal, Speaks41ProtocolNew, SupportsTransactions, FoundRows, Support4iAuth,
SupportsAuthPlugins, SupportsMultipleStatments, SupportsMultipleResults

21 Status: Autocommit

22| salt: /Z[U,*9\x18\x15#1RoPK1b@~

23 |_ Auth Plugin Name: caching_sha2_password

24 33060 /tcp open mysqlx?

25| fingerprint-strings:

26 | DNSStatusRequestTCP, LDAPSearchReq, NotesRPC, SSLSessionReq, TLSSessionReq, X11Probe, afp:
27 | Invalid message”

28 | HYeeo

29 | LDAPBindReq:

30 | *Parse error unserializing protobuf message”

31 HYBeO

32| oracle-tns:

33| Invalid message-frame."

PlainText ~ TabWidth: 8 v Ln8, Col 11 ~ NS

Pucynox 3.27 — ®aiin 13 pe3yibTaTaMu CKaHyBaHHS

BucHoBKkH 3a po3aijiiom 3

B TpetbomMy po3/iii AUTIOMHOT poO0TH OYJI0 30CEPEIKEHO Ha PO3pOOIIl MOACI JIJIst
aHai3y BEOEKCIUIONTIB Ta ii mporpamHii peanizaimii. Mojenb, siky Oylo po3pobiieHo,
OMHCY€ KPOKU, HEOOXITHI JUIsi TPOBEJAEHHS aHalizy BeOJOJAaTKIB Ha HAasBHICTb
BpasnuBocTel. BoHa Bkitodae B cebe etanu 300py iH(poOpMalli npo 101aTOK, CKAHYBaHHS
MOPTIB Ta BPA3IMBOCTEH, MEPEBIPKY OE3IMEKH BBEJCHUX JIAHUX Ta CTBOPEHHS 3BITY.

[Ticnst po3poOku Mojeni 0yJio CTBOPEHO ii MporpaMHy peanizaiito. byino ctBopeHo
bin/bash ckpunr, skuii aBTOMaTH3y€ BUKOHAHHS KOXKHOTO eramy mojeni. Lled ckpunt
BUKOPUCTOBYE PI3HOMAHITHI I1HCTPYMEHTH Ta METOJAW /Ui BUSIBICHHS TMOTEHIIMHUX
BpasziuMBOCTEN y BeOponaTkax. Pe3ynbrath TecTyBaHHS MIATBEPAWIN €()EKTUBHICTD
PO3po0IIeHOT MOJIEINI Ta MPOTPaMHOT peasizarlii.

[Ilo mnHaliBaxknuBimie, IeH AOCHIIKEHHS BHSABWIO 3HAYHHM NOTCHIAN IS
MIJBUIIICHHS PIiBHS Oe3neku BeOaoaaTKiB. BjockoHajmeHHs MoJell Ta MNpOorpaMHOro
3a0e3MeyeHHs] MOKe CIIPUATH 3arl00IraHHIO aTakaM 3 OOKY 3JIOBMHCHHUKIB Ta 3a0€3MeUUTH

OUTBIITY 3aXUIIEHICTh OHJIANH-TIIIATHOPM.
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BUCHOBKHA

[lin yac HamMCcaHHS AWIUIOMHOI PoOOTH OYJIO JAOCIIHKEHO MPOOJIEMATHKY aHATI3y
BEOCKIUIONTIB Ha OCHOBI MOBH IIporpaMmyBaHHs JavaScript. Byio BHSBJICHO, IO JaHE
NUTAHHS € aKTyallbHUM, TaK SK LIOJIHA 4Yepe3 HEBYaCHE BUSIBICHHS BpaA3JIMBOCTEU Yy
BeO0aTKaX KOMIIaH1i HECYTh YMMalll 30UTKH.

byno mpoanamizoBaHo MeTonoJOTii  aHamizy BeOJOJATKIB HA  HasSBHICTH
BpasiuBocTel. Bci 111 MeTo10I0Tii - MOTYKH1 IHCTPYMEHTH Ta TEXHIKH, SKi IOTIOMararoTh y
pi3HMX c(epax BOPOBAKEHHS OE3MEKH:

* OSSTMM - Moxe OyTu KOPUCHOIO JJisi TNIMOOKOTO TECTYBaHHS O€3IeKH,;

* Merononoris OWASP Hamae mmMpokuid NHepenik peKoMEeHAallid Ta Kpammx
MpaKTUK 3 TMOKpalieHHs Oe3neku BeOoAaTKiB. 3 OISy Ha IIMPOKE BUKOPUCTAHHS
mwiatdopm WordPress Ta OpenCart, pexomenaiiii OWASP MoxxyTh OyTH 1y»Ke KOPUCHUMU
TSl 1IeHTU(IKaLll] Ta BUPIIIEHHS 3arpo3 Oe3Ielt;

» Metononoris WASC TC moke JOTMOMOTTH BUSBUTH CIEU(IUHI 3arpo3u, II0
MOXYTh BUHUKHYTH B KOHTEKCTI BUKopucTtanHsa WordPress Ta OpenCart;

* Buxopucranns PTES no3BonuTs i1eHTH(]IKYBATH Ta €KCIUTyaTyBaTH BPa3IMBOCTI,
10 TOTIOMOE MOKpaIuTH Oe3reKky Be61oaarkiB Ha miatdopmax WordPress ta OpenCart.

OxpiM 11bOT0, OyJI0 PO3pOOIEHO MOJIENb aHaNI3y BeOoaaTkiB. Lst Monens BKiItoyae
TaKi eTarnu: Mo4YaTkoBa po3BiJika BeOI0IaTKy Ta CKAaHyBaHHS BCIX HAsIBHUX CEPBICIB, MOPTIB
Ta Ciyx0; aHai3 BeOCalTy Ha Bpa3JIMBOCTI; FeHepallis 3BITY.

TakuM YUHOM, TIOMATBITUN PO3BUTOK ITi€i pOOOTH MOKE BKIIFOUATH PO3IITHUPCHHS
(YHKITIOHATBLHOCTI Ta ONTHUMI3AII0 AJITOPUTMIB I 11ie OLTbIN €(h)EKTUBHOTO BHSBJICHHS

BpAa3JIMBOCTEN.
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CIIMCOK BUKOPUCTAHUX JIKEPEJI

1. What is a Web Server and How Does it Work? [Enextponnuii pecypc] - Pexum
nocrymy: https://www.techtarget.com/whatis/definition/Web-server

2.What is a web server? [Enexkrponnuii pecypc] - Pexum poctymy:
https://developer.mozilla.org/en-
US/docs/Learn/Common_questions/Web_mechanics/What_is_a_web_server

3.Web  Exploitation  [Emextponnmii  pecypc] -  Pexum  mocrymy:
https://devopedia.org/web-exploitation

4, Excruiodt - mo ue Ttake? [EnektponHuit pecypc] - Pexum gocrtymy:
https://ukeywaf.com/baza/eksplojt-shho-cze-take/

5. lllo o3nauae Excruoit? Busnauenns excruionty [Enekrponnuii pecypc] - Pexxum
noctyny: https://gridinsoft.ua/exploits

6. JavaScript for Hacking Made Easy: The Expert Guide on Security [EnekTponnmuii
pecypce] - Pexxum goctyny: https://www.stationx.net/javascript-for-hacking/

7. The Importance Of Javascript For Web App Hacking [Enekrponnuii pecypc] -
Pexum moctymy: https://www.cybrary.it/blog/the-importance-of-javascript-for-web-app-
hacking

8. JavaScript  Security  [Emextponnmii  pecypc] - Pexum  jmoctymy:
https://jscrambler.com/learning-hub/javascript-security

9. JavaScript  security  [Enmextponnuii  pecypc] -  Pexum  jmoctymy:
https://snyk.io/learn/javascript-security/

10.8 Types of Web Application Attacks and Protecting Your Organization
[Enextponnmii pecypc] - Pexum moctymy: https://brightsec.com/blog/8-types-of-web-
application-attacks-and-protecting-your-organization/

11. The 7 Most Common Web Application Attacks And How A WAF Can Prevent
Them [Enextponnuii pecypc] - Pexum noctymy: https://www.nexusguard.com/blog/the-7-

most-common-web-application-attacks-and-how-a-waf-can-prevent-them


https://www.techtarget.com/whatis/definition/Web-server
https://developer.mozilla.org/en-US/docs/Learn/Common_questions/Web_mechanics/What_is_a_web_server
https://developer.mozilla.org/en-US/docs/Learn/Common_questions/Web_mechanics/What_is_a_web_server
https://devopedia.org/web-exploitation
https://ukeywaf.com/baza/eksplojt-shho-cze-take/
https://gridinsoft.ua/exploits
https://www.stationx.net/javascript-for-hacking/
https://www.cybrary.it/blog/the-importance-of-javascript-for-web-app-hacking
https://www.cybrary.it/blog/the-importance-of-javascript-for-web-app-hacking
https://jscrambler.com/learning-hub/javascript-security
https://snyk.io/learn/javascript-security/
https://brightsec.com/blog/8-types-of-web-application-attacks-and-protecting-your-organization/
https://brightsec.com/blog/8-types-of-web-application-attacks-and-protecting-your-organization/
https://www.nexusguard.com/blog/the-7-most-common-web-application-attacks-and-how-a-waf-can-prevent-them
https://www.nexusguard.com/blog/the-7-most-common-web-application-attacks-and-how-a-waf-can-prevent-them
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12. Exploiting HTTP request smuggling vulnerabilities [Enekrponnuii pecypc] -

Pexxum noctymy: https://portswigger.net/web-security/request-smuggling/exploiting

13. Going Beyond ESLint: An Overview of Static Analysis in JavaScript
[Enextponnwmii pecypc] - Pexxum mocrtymy: https://www.telerik.com/blogs/going-beyond-
eslint-overview-static-analysis-javascript

14. Static analysis in JavaScript: 11 tools to help you catch errors before users do
[Entextponnmii pecype] - Pexum moctymy: https://blog.logrocket.com/static-analysis-in-
javascript-11-tools-to-help-you-catch-errors-before-users-do/

15. Dynamic Code Analysis Tools [Enektponnuii pecypc] - Pexmm moctymy:
https://verpex.com/blog/website-tips/dynamic-code-analysis-tools

16. Vulnerability Scanning Tools [Enexkrponnuii pecypc] - Pexum poctymy:
https://owasp.org/www-community/Vulnerability Scanning_Tools

17. TacTpymMeHTH, AKI MIABUIIYIOTH AKiCTh Java xomy. MoBa Java Ta mpoektu 3
BIIKpUTUM  BUXigHUM  KojgoMm [Enexktponnuiéi  pecypc] - Pexum  gocrymy:
https://javarush.com/ua/groups/posts/uk.3334.vstup-do-spotbugs-nstrument-dlja-
statichnogo-analzu-kodu

18. ATTACK SIMULATION AND VULNERABILITY MANAGEMENT
[Enextponnwmii pecypc] - Pexxum noctymy: https:/ithiz.ua/proizvoditeli/acunetix/acunetix-
web-vulnerability-scanner-standard-premium-360/

19. Welcome to AppSpider [Enekrponnmii pecypc] - Pexum mgoctymy:
https://docs.rapid7.com/appspider/

20. Top 15 JavaScript Code Analysis Tools [Emexrponnmii pecypc] - Pexum
nocrymy: https://lwww.appsierra.com/blog/15-javascript-code-analysis-tools

21. SIx mpoBecTH TecTyBaHHs Ha Oe3mneky: mocionuk it Manual QA [Enextponnmii
pecypc] - Pexxum moctymy: https://dou.ua/lenta/articles/security-testing-vulnerabilities/

22.Nmap (Man Page) [Enektponumii pecypc] - Pexum  mgocrymy:
https://nmap.org/book/man.html

23. What is Metasploit? The Beginner’s Guide [Enektponnuii pecypc] - Pexum

noctymy: https://www.varonis.com/blog/what-is-metasploit


https://portswigger.net/web-security/request-smuggling/exploiting
https://www.telerik.com/blogs/going-beyond-eslint-overview-static-analysis-javascript
https://www.telerik.com/blogs/going-beyond-eslint-overview-static-analysis-javascript
https://blog.logrocket.com/static-analysis-in-javascript-11-tools-to-help-you-catch-errors-before-users-do/
https://blog.logrocket.com/static-analysis-in-javascript-11-tools-to-help-you-catch-errors-before-users-do/
https://verpex.com/blog/website-tips/dynamic-code-analysis-tools
https://owasp.org/www-community/Vulnerability_Scanning_Tools
https://javarush.com/ua/groups/posts/uk.3334.vstup-do-spotbugs-nstrument-dlja-statichnogo-analzu-kodu
https://javarush.com/ua/groups/posts/uk.3334.vstup-do-spotbugs-nstrument-dlja-statichnogo-analzu-kodu
https://itbiz.ua/proizvoditeli/acunetix/acunetix-web-vulnerability-scanner-standard-premium-360/
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Abstract. Web exploits based on JavaScript are an actual problem today. JavaScript
Is used by a wide variety of web applications, and this popularity makes it an attractive target
for attackers. This report describes protection techniques, including static and dynamic
analysis, as well as recommendations for using vulnerability discovery tools.
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Web exploits are one of the most common security threats on the Internet today. They
are used by attackers to gain unauthorized access to web applications, infect malware, steal
confidential information, and even take control of entire systems.

As one of the most widely used programming languages for web development,
JavaScript is part of the attack model, so it runs concurrently in the client’s browser,
Attackers actively exploit JavaScript vulnerabilities to create malicious code that can exploit
flaws in applications and cause harm to users and organizations.

Today, such attacks as: CSRF attacks, SQL injections, XSS attacks, phishing, client-

side attacks, etc.
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A JavaScript-based protection model can use techniques such as code analysis for

vulnerabilities, input control, and the use of various filtering mechanisms to prevent client-
side attacks. The development of such a model will ensure greater security of web
applications and protect users from existing threats.

CSREF attack (Cross-Site Request Forgery) - a type of attack that allows an attacker to
execute a request on behalf of a user. The attack is created using a fraudulent site or a script
that forces the user to perform an unwanted action on a trusted site where they are authorized
[1]. Usually, the user should follow the fraudulent link that was sent to the mail. To protect
against this attack, it is customary to use a token. A token is a random set of bytes that the
server sends to the client and the client returns to the server. Protection is reduced to
checking the token that the server generated and the token that the user sent.

SQL injections are a type of database-oriented attack in which an attacker successfully
creates and inserts malicious code into a form field or url field. In turn, these lines are
broadcasted to the database management system (DBMS) server for parsing and execution.
If this attack is successful, an attacker can easily overcome the system’s security program,
access, copy, delete, and modify confidential information contained in the database [2]. The
only reliable way to prevent SQL Injection is to validate input and parameterized queries,
including prepared statements [3].

XSS (Cross-Site Scripting) is an attack on web applications in which an attacker
inserts malicious script code or HTML code into a web page visited by a user [4]. This attack
Is used to inject malicious code into web pages served by other users browsers. If other users
visit this page, their browsers contain embedded malicious code. To protect against XSS,
programmers need to additionally use a filter and check the data that the user enters. Also
need to use the Content Security Policy and check the HTTP-only and Secure flags.

The main methods for analyzing JavaScript-based attacks are static and dynamic
analysis. Static analysis performs manual analysis of source code to identify vulnerabilities
or optimize application performance. And dynamic analysis, in its application, uses special
software for analyzing the source code, which greatly simplifies the analysis process.

In addition, during dynamic analysis can use the method of penetration testing, use

additional web application scanners and use network traffic scanners.
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For an example of dynamic analysis, can use the open Grabber scanner [5]. This

software allows to save such vulnerabilities as XSS, SQL injection, and also analyzes the
JavaScript code in the presence of existing dangerous code.

Thus, web attacks based on the JavaScript programming language are very serious
threats to users and owners of web applications. Considering all the technical information,
vulnerability analysis is a greater measure of countermeasures. Each of the attack protection
methods is a good opportunity to protect confidential data, reputation, finances, etc., but in
combination, using the most effective protection methods will help to properly protect web

applications.
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Web applications today face increasing cyber threats and the need for effective
security measures. Researching vulnerability analysis methodologies becomes an integral
part of this process. This study examines key methodologies such as OSSTMM, OWASP,
WASC-TC, PTES, ISSAF, PCI, and NIST 800-115. Each of these methodologies offers its
unigue approach to identifying and addressing vulnerabilities, contributing to enhancing the
security of web applications. Our analysis indicates that combining these methods provides
a comprehensive view of web application security and ensures effective detection and
mitigation of threats, ensuring the reliability and resilience of network systems.

KmrouoBi cioBa - MeTOHOJIOTs, BEOSKCIUIOMT, BEOJOJATKH, aHaN3 BeOJI0IaTKIB,
Bpa3JIMBICTh, HECAHKI[IOHOBAHUH JOCTYM, TECTYBaHHS Ha IPOHUKHEHHS.

Beryn

B cygacHOMYy CBiTI BEOCSKCIUIOWTH CTaIM OJIHIEIO 3 HAWOIBIIT CEPUO3HUX 3arpo3 s
Oe3neku BeO0MaTKIB Ta BeOIHPpacTpykTyppykTypHu. g npobieMa BUHUKAE 3 TOTO, IO

BEOCKCIUIOWTH J1al0Th MOJKJIMBICTH 3JIOBMUCHHKAM BUKOPHCTOBYBATH BPa3JIMBOCTI



93

BEOOMATKIB JIsi BUKOHAHHS IIKIAJIMBOTO KOOy a00 OTpUMaHHS HECAaHKIIIOHOBAHOTO
JOCTYITy JI0 CUCTEMH.

Jlns1 3a0e3neueHHs 6e3neku BeO10JaTKIB CIICIaIiCTH KOPUCTYIOThCS BXKE HASsBHUMU
CBITOBUMH MPAKTUKAMHU, SIK1 3[aTHI MOJETTIIATH TIPOIIEC aHai3y Oe3MmeKku BeOJ0IaTKIB.

MeTomoJ10rii aHaJi3y Be010AATKIB HA BPA3JIMBOCTI

JocnimkeHHs: BeOA0IaTKIB HAa BPA3JMBOCTI CHOTOJIHI - 11€ BAXJIMBE 3aBJaHHS, SKE
J03BOJINTH BeOmporpamaM (YHKIIOHYBAaTH HAJICKHUM 4YWHOM. JlaHe TecTyBaHHSA
BUKOHYIOTb PO3POOHUKHU Ta TeCTyBalbHUKU [13, siki 3a3BUYali BAKOPUCTOBYIOTH BXKE HasIBHI
Ta TepeBipeHi YacoM MEeTOANKHU. Jl0 TaKMX METOAOJIOTI MOXKHA BiTHECTH:

» Open Source Security Testing Methodology Manual (OSSTMM);

« Open Web Application Security Project (OWASP);

» Web Application Security Consortium Threat Classification (WASC-TC);

 Penetration Testing Execution Standard (PTES);

« Information Systems Security Assessment Framework (ISSAF);

« PCI Penetration Testing Guide;

« NIST Special Publication 800-115.

The Open Source Security Testing Methodology Manual, Takox Bigomuii sk
OSSTMM, € meTomon0ri€r0 sl MPOBEECHHS TeCTyBaHHs Oe3reku [1].

OSSTMM Buctynae gk opieHTHp AJig mpodecioHaniB y ramy3i 0e3NneKku, eTHIHUX
XaKepiB, ayJUTOPIB Ta OpraHizailii 3 METOI CTBOPEHHs Oe3neyHoro cepenoBuia. Lls
METO/IOJIOTIS IIUPOKO BUKOPUCTOBYETHCS y TIPOBEICHHI TECTYBaHHS Ha MpOHUKHEHHs, [T-
ayIWTI Ta OLIHIl PU3UKIB JJI MATBEPIKEHHS e(DEKTUBHOCTI 3ax0/A1B Oe3nexu [1].

Open Web Application Security Project (OWASP) - HekomepiiiliHa oprasizariisi, ska
MpaIfoe HaJ MiABUIIICHHSIM PiBHS O€3MEKH MPOTPaMHOTO 3a0e3neueHHs [2].

Ocnosua meta OWASP nosnisirae B ToMy, 11100 3BEpHYTH YBary Ha HalO1IbIII 3arpo3u
y cdepi 6e3nekn, 3 SIKUMUA MU CTUKAEMOCS CbOTOJTHI [2].

Opranizamis WASC (The Web Application Security Consortium) pasirmie Bigoma
CBO€I0 aKTHBHOIO po00TOI0 Y cepi cranmapTuzaiii 60e3neku BeOgonarkis. [Ipote, Hapasi

oprasizairisi He MpOosBIIsi€ aKTUBHOCTI [3].
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Knacudikauis 3arpo3 WASC € pe3ynpTaToM CHIIBHOI poOOTH 3 YTOYHEHHS Ta
opranizaiii 3arpo3 Oesmeui BeOcaiTiB. Unenu Koucopriymy Oesneku BeOmOAAaTKIB
CTBOPWIM 1€ MPOEKT 3 METOI0 pO3pOOKM Ta MPOCYBAaHHS Tally3eBUX CTaHIAPTIB
TEPMIHOJIOTIT T ONUCY X Tpodiem [3].

Penetration Testing Execution Standard (PTES) € wmeTogom TecTyBaHHS Ha
IPOHUKHEHHS, PO3POOJIEHUM MPaKTUKaMU 1HPOpMaIiiHOT O€3MeKH, 3 METOIO 3aI0BOJICHHS
notped y MOBHIM 1 akTyanbHil cTangapTizaiii y cdepi TectyBaHHS Ha mpoHUKHEHHs. Kpim
TOTO, /ISl €PEKTUBHOTO YIPABIIHHS BUIIPABJICHHIM BPa3JIMBOCTEH, BIH CIIPSIMOBAHUMA Ha
nepenavdy Oi3HecaMm OYIKYBaHb BiJl TECTyBaHHS Ha MPOHUKHEHHS 1 KEPIBHUITBO HUMHU
IUISIXOM aJanTarlii Ta BAKOPUCTAHHS YCIIIIHUX IPOEKTIB [4].

CrpykTypa ouinku 6e3nexu iHpopmaiiitaux cuctem (ISSAF) —- 1ie criertianizoBanuii
MIOX14 A0 TeCcTyBaHHS Ha NpoHuUKHeHHs (I'pyma Oe3nexku BIIKPUTHX 1HGOpMALIITHUX
cucreM, 2006). Moro o6mmpHuii 10BiHKK, KUt HaTidye ToHaz 1200 cTOPiHOK, PO3KpHBAE
OCHOBHM I1i€l MeTomonorii tectyBanHs. [Ipoctuit miaxin ISSAF nerko amantyerbest aiis
MoTped KOHKPETHUX OpraHizaiii Ta IHIUBIAYyAJIbHUX TECTYBAJIbHUKIB, JO3BOJISAIOUU
CTBOPIOBATH IEPCOHATI30BaHl IJJaHUM TeCTyBaHHA. byab-fkuli TecTyBaJIbHUK Ha
MPOHUKHEHHS, 10 BHUKOPUCTOBYE PI3HI 1HCTPYMEHTH, TOBHHEH JOTPUMYBATHUCSA
metozosorii ISSAF [5].

PCI DSS Penetration Testing € TUTIOM €THYHOTO XaKIHTY, IKHH CUMYJIIOE MEPEKY Ta
il 1IIbOBI cHCTEMHU. TecTyBaHHS Ha MPOHUKHEHHS BUXOIHWTh 3a MEXI 3alMycKy
aBTOMATU30BAHOTO CKaHepa Bpas3NuBOCTEH; (axiBii 3 Oe3meKd MNPOBOASITH TECTH Ta
IMOOKO MPOHUKAIOTh Y CUCTEMY [6].

[IpoBenenns TtectyBanHs Ha mnpoHukHeHHs PCl DSS B mepexax, myOiaiqHHX
MPUCTPOSIX, IpOrpaMax, 0azax JaHUX Ta IHIINX CTPYKTypax, M0 30epiratoTh, 00pOOIISIIOTH
ab0 PO3MOBCIO/IKYIOTh JIaHI BJIACHUKIB KapTOK, O3HAYAE, 110 BM HAMAaraerecs BHUSIBUTH
BPa3JIMBOCTI JI0 TOTO, SIK PO HUX JI3HAETHCS 3JIOBMHUCHHK [6].

HarionanpHu#t IHCTUTYT cTaHAapTiB Ta TexHouorii, abo NIST, e opranizariero, 110
BXOAUTH A0 ckiaay Minictepera Topriiai CIIA 1 mae 3a mety OyTu jdigepom y cdepi

IHHOBAIIIM Ta TEXHOJIOT1H, HaJal0uH CIIPABEIMBI CTAHIAPTH Ta PillieHHS [7].
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NIST SP 800-115 - e TexHIYHUI MOCIOHUK 3 TECTYBaHHS Ta OLIHKH 1H()OPMAIITHOT
Oe3neKku, SKUA BHUKOPUCTOBYETHbCS MpU IUIAHYBAaHHI Ta BIPOBAKEHHI €(PEKTUBHUX
IIPOIIECIB Ta MPOIEAYp 3a0e3neueHHs Oe3nexu [7].

Bci 1i MeTo0710T1i - MOTY>KHI IHCTPYMEHTH Ta TE€XHIKH, SIKi JIONIOMAaraloTh y Pi3HUX
chepax BrpoBaKeHHs Oe3neku. [IpoaHanizyeMo HacKiIbkM €(PEeKTUBHUMH OYIAyTh JIaHi
METOJUKH A1 BeOaoaaTkiB, nodymoBanux Ha CMS WordPress uu OpenCart.

OSSTMM 30cepemkxyeThcsi HAa BUKOHAHHI PI3HUX THUIIIB TECTIB Ha BPa3lMBICTH Ta
nepesipii Oesmeku Mepexi. s maatrpopm WordPress ta OpenCart, ne Oesmeka Mae
BEJIMKE 3HAUEHHS, LI METOAOJOTIS MOXXe OyTH KOPHCHOIO JUIsl TIMOOKOTO TECTyBaHHS
Oe3IeKH.

Mertononoris OWASP nanae mmpokuii nepesik peKOMeH Ialliil Ta Kpalux MpaKkTUK
3 MOKpauleHHs: Oe3neku BeOJ0AATKiB. 3 OIJsAy Ha IMIMPOKE BUKOPUCTAHHS ILIAT(HOPM
WordPress ta OpenCart, pexomenaanii OWASP MoxyTh OyTH AyXe KOPUCHHUMH JIJIS
imeHTr KAl Ta BUPIIICHHS 3arpo3 Oe3mneli.

Metononoris WASC TC Hamae cucTeMaTH30BaHWW MiAXim A0 iaeHTHdIKAIii Ta
kinacudikarii 3arpo3 Oesneri. Bona Moxke TOMOMOrTH BUSBUTHU CielU(ivHI 3arpo3u, 110
MOKYTh BUHUKHYTHU B KOHTEKCTI BuKopuctanHs WordPress ra OpenCart.

PTES namae craHmapT Jjis1 BUKOHAHHS TECTYBaHHS Ha MPOHUKHEHHS, BKIIOYAIOUH
MJIaHyBaHHS, BUKOHAHHS TECTIB Ta JIOKYMEHTYBaHHS pe3yJbTaTiB. BpaxoByrouu Mmmpoky
(GYHKIIIOHANBHICT, Ta MOXJIMBOCTI 1mx miatdopm, PTES wmoxe OyTtu imeambHUM
THCTPYMEHTOM JIJISI CHCTEMAaTUYHOTO TECTYBaHHS Ha MpOHUKHEHHs. Bukopucranus PTES
JI03BOJIUTH 1IEHTU(IKYBATH Ta EKCIUTyaTyBaTH BPA3IMBOCTI, IO JIOMOMOXKE MOKPAITUTH
0e3neky BeOonatkiB Ha miardopmax WordPress Ta OpenCart.

Mertonomnorii ISSAF ta NIST Special Publication 800-115 moxyTh OyTH 3acTocoBaHi
y peasibHUX CIICHapisx I 3a0e3neueHHs Oe3neku Be0101aTkiB Ha miatdopmax WordPress
ta OpenCart.

Hampukinazn, po3risiHeMO ClIeHapid, 1€ BIACHUK OHJIAWH-Mara3uHy Ha riaTdopmi
OpenCart nparHe nNiABMUIUTH piBEeHb O€3MEKH CBOro BeOaoAaTKy. BukopucroByrouu
ISSAF, BiH MO>Ke MPOBECTH aHaJi3 NOTEHIIHHUX 3arpo3 1 PU3HUKIB, 110 MOXKYTh BUHUKHYTH

BHACNIJIOK HENONIKIB y Oe3memi Mepexi, koH(irypaiii cepBepa abo MNpOrpamMHOro
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3a0e3neyeHHs. 3a JOMOMOIOI0 LBOTO aHaji3y BIH MOXE 1IeHTU(]IKYBAaTH KPUTHYHI
BPa3JIMBOCTI 1 PO3POOUTH CTpaTETii IS X YCyHEHHS.

Jaui, Bukopuctoytoun NIST Special Publication 800-115, BiacHUK MarasuHy MOKe
BIIPOBAJUTH CTAHIAPTH30BAaHI METOJWUKH TECTyBaHHS O€3MEKW Il MPOBEICHHS
NICHEeTPaIlifHUX TECTIB Ta ayauTy O6e3mneku. e 703BOINTh BUSIBUTH MOKIIMBI BPa3JIMBOCTI B
0MaTKy Ta 1HQpacTpyKTypl MarasuHy, Taki sk SQL-in’ekiii, XSS araku, HEIONIKH B
KoH(iryparii cepepa TOIIIO.

[Ticnst 3aBepiieHHS 1UX TPOIECIB  BJIACHUK MarasuHy MOXKE pO3pOOHUTH
1HWBITyaTi30BaHUH TUTaH O0€3MEeKH, 0 BPaXOBYE yCi BUSBIICHI 3arpo3u Ta peKOMEH IAIIIT 3
000x mertomosiorii. Llei mmaH Mo)ke BKIIIOYATH 3aXOJH, TaKl SIK PETryJspHE OHOBJIEHHS
MpOrpaMHOro 3a0e3MEeUeHHs, BIPOBA/KEHHS MEXaHI3MIB BUSBICHHS BTOPTHEHb 1
BJIOCKOHAJIEHHS MpoLEeAyp ayTeHTU]IKaLllil Ta aBTOPU3ALIli.

PCl Penetration Testing Guide 3ocepe/pkeHuil Ha BHUMOrax OC3IEKH IUIATKHUX
KapTOK, ajie MOXe OyTH KOPUCHHUM I 3arajibHOTO TECTyBaHHs Oe3neKku BeOI0aTKIB, SKi
BUKOPUCTOBYIOTh MOAYJI1 OIUIATH B CBOEMY (DYHKIIOHAII.

BucnoBok

[linBoasiun MiACYMKH, MOXHA CKa3aTH, 110 JJIs MOKPAIIeHHS O€3MeKn BeOI0IaTKiB
Ha tiargpopmi WordPress pekoMeHIOBaHO BHMKOPHCTOBYBATH KOMOIHAIIO —PI3HUX
METO/I0JIOTIH:

OWASP - ms inentudikariii HaiiOUIBIT TOMMPEHUX 3arpo3 Ta BUKOHAHHS KpaIux
MPaKTUK OE3MEKHU.

OSSTMM - nast ruOGOKOTOo TECTYBaHHS Ha BPA3MBOCTI Ta TMEPEBIpPKH Oe3MeKu
Mepexi.

WASC TC - mj1st cuctemaru3aiiii 3arpo3 Ta po3yMiHHs iX BruiuBy Ha WordPress.

ISSAF - 1 KOMILJIEKCHOTO ayAWTy Ta TECTYBaHHA Ha TMPOHUKHEHHS B
iH(pOpMAIIHHUX CHCTeMaX.

NIST Special Publication 800-115 - g1 cTaHZapTH30BaHOTO IMIAXOAY [0
MEHETPAIiIfHOTO TECTYBaHHS.

PCI Penetration Testing Guide - a1t BUKOpPHCTaHHS METOIB, CIPSIMOBaHHX Ha

BUMOTH O€3MEeKH TUIATIHKHUX KapTOK.
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PTES - nns BUKOHaHHS CHCTEMaTHYHOTO TECTyBaHHS Ha MPOHUKHEHHS Ta
iaeHTudikaIii Bpa3aMBoCTEH.

KomO6inHariss 1mux MeTo0JIoTid J03BOJUThL OTPUMATH TMOBHIMIUM Ta KOMILJIEKCHHUIN
norsa Ha Oesneky BeOmonmatkiB Ha tutatdopmi WordPress, a takox imeHTH]iKyBaTH Ta
BUPIIIYBATH BPA3JIMBOCTI 3 O1IBIIOI0 €(DEKTUBHICTIO.
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Ko ckpunTa aJ1s1 aBTOMaTH30BaHOTO aHAITI3y BE0O101aTKIB:

JIOJIATOK B

Koa nporpamu
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#!/bin/bash

echo "Start nmap"

echo "

echo "|
echo "|
echo"|
echo" |
echo" |

echo "

|
|

|/

\

nmap -p- -sV -sC -A 127.0.0.1 | tee -a "scan-results.txt"

echo "Finished"

echo "Start dirb"

echo " _ "
echo | A N T W

echo | | /N /7 | "

echo"_ | _ |/ |

echo™ | | / \ |\

echo™ | |/ \| \ | "

echo " ||/ \[ V|
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dirb http://127.0.0.1:31337/ -f | tee -a "scan-results.txt"
echo "Finished"

echo "Start Nikto"

echo " _ "
echo | A N T W
echo | | /| 7/ ] "
echo”___ | _ [/ | "
echo" | | [/ \ | \ |
echo™ | |/ \| \ | "
echo" | |/ \l v

nikto -h http://127.0.0.1:31337/ | tee -a "'scan-results.txt"

echo "Finished"

echo "Start SQLmap"

echo " _ "
echo | A N T W
echo | | /7 \ | 7/ ] "
echo"_ | _ |/ | "
echo" | | [/ \ | \ |
echo™ | |/ \| \ | "
echo " ||/ \[ v

sglmap -u 127.0.0.1:31337/?s=gngh | tee -a "scan-results.txt"
echo "Finished"

echo "Start WPSCAN"
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echo " _ "

echo | | /N N

echo | | /N /7 | "

echo"___ | _ |/ | "

echo™ | | / \ | \ | "

echo™ | |/ \| \ | "

echo " ||/ \lv

wpscan --url http://127.0.0.1:31337/ --api-token

IAph8RXF1kSeypxDAsXDVrmPr3AaFsHXimatV0YeeS4 | tee -a "scan-results.txt"

echo "Finished"

echo "Start PwnXSS"

echo” _ "
echo | A W R U
echo | | /N /7 | "
echo"___ | _ |/ | "
echo™ | | [/ \ | \ | "
echo" | |/ \| \ | "
echo " ||/ \lv

python3 PwnXSS/pwnxss.py -u http://127.0.0.1:31337/ | grep -i "WARNING" | tee

-a ""scan-results.txt"

echo "Finished"

fi

exit 0




